A Proof of Security of a Mesh Security Architecture

*Doug Kuhlman, *Ryan Moriarty, Tony Braskich, Steve Emeott, Mahesh Tripunitara
Motorola Labs
1301 E. Algonquin Rd.
Schaumburg, IL 60196
{doug.kuhlman, ryan.moriarty, tony.braskich, steve.emeott, tripunit }@motorola.com

Abstract

The TEEE 802.11s standard is tasked to provide ways
of establishing and securing a wireless mesh network.
One proposal establishes a Mesh Security Architecture
(MSA), with an interesting key hierarchy and full pro-
tocol definitions. This paper proves the correctness
and security of the MSA proposal and its correspond-
ing protocols. We also propose and prove the security
of an additional protocol (an abbreviated handshake)
which offers a substantial efficiency improvement in
certain instances. To prove the entire architecture se-
cure, we utilize Protocol Composition Logic (PCL) to
prove each protocol secure. From that basis, we can
show the protocols compose securely to prove the en-
tire architecture. We also contribute some novel con-
cepts to PCL, to allow us to prove the security of the
overall architecture.

1 Introduction

Security is an important concern for many networks,
particularly wireless ones, where attacks are easier to
mount, because the network itself is so easy to detect
and to use. Wireless protocols, too, have been success-
fully attacked. The most famous of these attacks are
against the Wired Equivalent Privacy (WEP) proto-
col [3, 24]. The IEEE task group i [1] was created to
provide a more secure protocol, ratified in June 2004.
While the protocol was initially created simply using
good design criteria, it was later proven to be secure
under certain assumptions [20].

The IEEE 802.11s task group was formed to define
extensions to IEEE 802.11 supporting mesh network-
ing [19]. A goal of the task group is to secure the mesh
utilizing existing IEEE 802.11 security mechanisms and
extensions. Instead of waiting until the protocols and
key derivations are ratified and in use, we examine a
particular proposal [4, 5, 6, 7]. This document de-
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scribes not only one protocol chain, but a multitude of
intermixing protocols, designed to establish, distribute,
and use keys within a wireless mesh network. Since
this submission has not yet been fully ratified and im-
plemented, we are hoping that an early analysis will
provide support for valuable portions, while also point-
ing out a few areas of suggested improvements, which
we hope can be instantiated in the final release of the
standard.

While many methods of proving the security of a
protocol exist, we chose to utilize the Protocol Compo-
sition Logic (PCL) methodology introduced by Durgin,
Mitchell, and Pavlovic [17] and later improved on by
many others. While we acknowledge the value of BAN
logic, computational methods, and a host of other pro-
tocol proof methodologies, we feel that the use of PCL
provides the appropriate level of abstraction, while pro-
viding the absolutely critical composition properties
which allow us to extend proofs of security from in-
dividual protocols to the entire Mesh Security Archi-
tecture (MSA) proposed to the IEEE 802.11s standard.
Additionally, the IEEE 802.11s proposal draws some,
in spirit, at least, from the IEEE 802.11i standard.
Since PCL was the choice for proof system for IEEE
802.11i in [20], we found it natural to continue its use
in the security proof of MSA. The MSA proposal en-
compasses more protocols than does the 802.11i stan-
dard, including some with interesting timing mecha-
nisms. Nodes playing more than one role in a mesh
also invalidates much of the existing proof structure
from [20].

In this paper, we provide PCL equivalents of the pro-
tocols presented in the MSA submissions. In a break
from previous papers, which have limited their exami-
nation to only the portions of the protocol critical for
proving matching conversations, we examine the to-
tality of each protocol. We have found that extending
protocols from basic primitives to fuller information ex-
change to be a nontrivial problem. Instead of leaving
that as an exercise for the reader or the implementer,
we have broken down the protocols into smaller por-



tions, proving the authentic delivery of additional in-
formation within each protocol. This was hinted at in
[2], and we follow their example in not formally defin-
ing authentic delivery of additional information. The
natural intuition that the information sent from one
party is received at the other party exactly as sent will
suffice for our purposes.

Our analysis of the protocols and key hierarchy of
this particular IEEE 802.11s submission indicate that
it was well-designed. We have only a few recommen-
dations to make.

e The initial authentication message from the mesh
authenticator to the requesting mesh point should
include a nonce from the mesh authenticator and
not simply use the key generation nonce provided
by the mesh key distributor. This provides fresh-
ness guarantees for all parties appropriately.

e In the Group Key Handshake, we add the MAC
addresses of the sender and the receiver inside the
MIC. This is necessary to prove authenticity of the
update message and to prevent a specific type of
reflection/replay attack.

We elaborate on all of these points later in the paper.

The final result is that we provide a proof of all of the
protocols used in MSA, with some of the listed modi-
fications. We prove that all messages are directly tied
to the sending and receiving nodes and must be deliv-
ered exactly as sent, if the protocol completes. Fur-
thermore, we show that all of the protocols compose
together arbitrarily. That is, the various protocols can
be run concurrently, in sequence, or other ways, as re-
quired by higher-level logic. This provides a complete
proof of the security of the MSA key architecture. We
use standard assumptions from other PCL papers, with
only a few additions.

The rest of the paper is organized as follows. Section
2 provides a brief background on PCL and the IEEE
802.11s standard. Section 3 contributes some minor
but critical additions to the PCL taxonomy. Section
4 describes the MSA key hierarchy, upon which much
of the security relies. Section 5 examines the proposed
protocols of MSA. Section 6 suggests a new abbrevi-
ated handshake protocol, for quicker mobility within
MSA. Section 7 provides a proof of the security and
robustness of the key hierarchy already introduced, by
examining the protocols of the previous two sections.
Section 8 proves the composition of all the protocols
and gives the major results of the paper. Section 9
concludes the paper.

2 Preliminaries

We motivate this paper and provide some additional
background on the notation, terms, and conventions of
this paper.

2.1 Overview of Proof Method

We use Protocol Composition Logic (PCL) to prove
correctness and security of the Mesh Security Archi-
tecture. We briefly overview PCL in this section. PCL
has been used for a security analysis of 802.11i [20] and
IPv6 [14].

2.1.1 Cords

Protocols in PCL are modeled using cords and cord
calculus. This provides a compact way of describing
protocols, while simultaneously giving a formal logic
definition. A typical two-person protocol will be mod-
eled by two threads, one thread for the initiator and
one thread for the responder, making a single cord.
Possible actions inside a thread include nonce genera-
tion, signature creation, encryption, hash calculation,
network communication, and pattern matching (which
includes decryption and signature verification). Each
thread consists of a number of basic sequences, each of
which has pre and post conditions.

2.1.2 Proof Methodology

The proof methodology of PCL is described in [11, 12,
20, 10, 13, 17, 16, 9, 23]. We use the standard syn-
tax of O[P]x®. This means that with preconditions
© before the run of actions P by thread X, the re-
sult (postcondition) ® is proven to hold. The condi-
tions of © and ® usually indicate what actions a thread
has already done, what information is available to cer-
tain parties, temporal order of corresponding actions
that must have happened, or the like. These are use-
ful for stating the states before and after a protocol
run, from each participant’s perspective. We use the
notation that © is always a precondition, ¢ always a
postcondition, and I" an invariant. Some postcondi-
tions for one step will become preconditions for an-
other step. We consistently use a subscript of ST for
security invariants. Other subscripts are ordered (pro-
tocol, description, principal) where some fields may be
blank. We also use shorthand notation for various pre-
conditions, postconditions, and/or invariants. These
are denoted by { and } in the subscript, to indicate
the conjunction of two (or more) conditions. For ex-
ample, I's7 (ApBH,s1M0Y,{1,2) Would be used to denote
UsraaaN Usr,apBm2/ Ust,sivo1/N Ust siaro,2-



The proof system is built on three fundamental
building blocks. The first is a series of first-order log-
ical axioms, described in [13]. The second is a series
of cryptographic/security axioms. These are described
in various papers, including [13, 20, 17]. These assume
reasonably idealized cryptographic functionality, but
most cryptographic primitives achieve them in prac-
tice, if not necessarily in theory. The third building
block is the fundamental principle of honesty. Hon-
esty imposes certain restrictions on roles. Honesty is a
special type of invariance that allows one instance of a
thread to reason about the actions of a corresponding
thread, participating in the same protocol. Honest par-
ties follow defined protocols in predictable ways. If the
other party in a protocol is not honest, then nothing
can be proven/reasoned, because the other party could
have already sent out private key information. The ac-
tions of the attacker are not assumed to be honest, of
course. We do, however, assume that the attacker is
not a “legitimate” node already in the network.

The axioms used in this paper are described in the
literature [9, 13, 20]. These describe the basic first-
order actions, honesty principle and most of the secu-
rity axioms needed. One missing security axiom, which
we need to reason about the correctness of informa-
tion at certain parties, is that a node which creates a
signature of information must have that information.
This is axiom SIG1: Computes(X, SIGprivy (m)) D
Has(X, m) A Has(X, privy).

2.1.3 Composing Proofs

One of the core features of PCL is its ability to reason
about how certain protocols interact. Since this paper
will be covering an entire architecture, it is imperative
that the large number of individual protocols be proven
secure not only independently but working together in
conjunction in the system. To this end, we extensively
use the proofs of protocol composition developed in
[13]. We will expand on this concept in Section 8.

2.2 Overview of 802.11s

The overall IEEE 802.11 standard is charged with pro-
viding a Wireless Local Area Network (WLAN) with
an infrastructure typically connected using wired Lo-
cal Area Networks (LANs). This fixed network is at
odds with recent trends for applications that require
a mobile infrastructure along with mobile end nodes.
Additionally, there is a need for a network that pro-
vides increased bandwidth while using infrastructure
nodes that individually offer a smaller communication
range than is typical today.

To meet these needs, the 802.11 task group s (“Mesh

Networking”) is working to develop a mesh networking
protocol, providing auto-configuring, multi-hop paths
between wireless stations to support the exchange of
data packets. Mesh networking may be used in a vari-
ety of usage scenarios to extend wireless coverage with
minimal additional configuration and to locations pre-
viously impractical to reach. A goal of the task group
is to utilize existing IEEE 802.11 security mechanisms,
with extensions, to secure a Mesh in which all of the
stations are controlled by a single logical administra-
tive entity for security [19]. The 802.11 Mesh Network-
ing task group continues to refine its draft specification
through the resolution of comments received during a
review of the specification in late 2006 [4, 7, 5, 6].

A mesh network of nodes, as defined by the 802.11s
submissions [6, 7], has a few major types of nodes. A
mesh can be identified with its Mesh Key Distributor
(MKD). The MKD is responsible for much of the key
management within its domain. No mesh can form
without one node being designated as the MKD. For
meshes which require authentication at an AAA server
(e.g., a RADIUS server), the MKD is assumed to have
a secure physical link with the AAA server. Because
of the special nature of the MKD, we assign the MKD
the “variable” T in this paper. All references in this
paper to T are exclusive to the MKD. The MKD is also
a regular member of the mesh and, as such, all normal
nodes (typically denoted X or Y) include the MKD as
well. A general node in the mesh will be either a Mesh
Point (MP) or a Mesh Authenticator (MA). A MP is
a full member of the mesh and can communicate with
other nodes in the mesh. A MA is a MP which has
established a session key with the MKD. A Candidate
MP is an entity which wishes to join the mesh but is
not yet a MP.

The protocols in MSA provide additional complica-
tions beyond the main protocols used in 802.11i in a
few ways. The primary difference is the peer-to-peer
nature of a mesh network. Nodes in a MSA mesh must
be allowed to act in different roles at different times.
Thus, the invariants used to prove the security of the
802.11i 4-way handshake, which rely on a node not
sending certain messages, no longer apply. The new in-
variants introduced are slightly more complicated but
serve to accomplish a similar goal (preventing reflection
attacks). The peer-to-peer nature also poses some diffi-
culties with timing. The 802.11i proofs used matching
conversations to prove authenticity. However, in MSA,
we must provide for the case that both parties simul-
taneously start instances of a protocol and messages
are not necessarily well-ordered. Thus, the proofs from
[20] do not carry over directly.

We also abuse key notation slightly. Most keys we
will discuss are actually made of a plurality of keys,



used for unique purposes. For example, the key mate-
rial we denote as ptk actually has three parts, a trans-
port key (tk) used for bulk encryption, a key encryption
key (kek) used to encrypt the gtk, and a key confirma-
tion key (kck) used for Message Integrity Code (MIC)
generation. We simplify the exposition by utilizing ptk
for all these parts.

Similarly, the MSA proposal describes using partic-
ular bits to create unique message IDs. We do not
recreate that work here. For simplicity (and since we
don’t have bandwidth concerns), we simply use strings
to denote the unique message IDs.

3 Additions to PCL and Proof
Methodology

In order for our proofs and protocol descriptions to
meet our required level of adequacy we need to con-
tribute some ideas to PCL and introduce some new
proof goals. In this section we elaborate on these ideas.

3.1 Flexible Temporal Ordering

The temporal ordering of actions in the original PCL
definition is too strict for our applications. Protocols
we wished to analyze using PCL include a simultaneous
protocol where the order in which some of the messages
are sent and received does not have to be strict. For
example in the simultaneous open case of the abbrevi-
ated handshake, the final two messages of the protocol
may be sent and received in either order. Currently
in PCL one must decide on a strict ordering, thus we
were not able to describe this protocol in PCL.

PCL needed to be updated to allow this particular
application. The necessary change to PCL can be re-
alized as a simple add-on to the language. In other
words, the proposed modification does not fundamen-
tally change PCL, it only adds capability to the lan-
guage. Thus all previous proofs under PCL will still
hold true with our addition to PCL.

Our change to the language is adding an “action
group” and redefining a strand. We define an action
group as: (action group) g ::= (a;...;a), where a is an
action as defined in [13]. We also redefine a strand as:
(strand) s == [g(;or :)...(;or :)g]. Thus a strand is
now composed of an arbitrary number of action groups
separated by colons or semicolons. The idea behind
the action group is that the actions in an action group
must be done in the order they appear. However, the
action groups within a strand separated by a colon (:)
can be done in any order and action groups separated
by a semicolon (;) must be done in the order they ap-
pear. Note that any strand defined previous to this

addition to the language can still be defined exactly
the same way by defining each action group to be one
action and by setting all the separators inside a strand
to semicolon.

We now update Axiom AA4 to reflect this ad-
dition to the language. Recall [13] that AA4 is:
Tla;...;blxa < b. We now include action groups and
the new strand in this axiom. Thus we redefine AA4
as: Tla:b;...;c:dlxaANb < cAd, where a,b,c and d
are action groups. Note that nothing about the tem-
poral order of a compared to b or ¢ compared to d
is indicated. We also include a new axiom AAS5 as
Tl(a;...;b)]xa < b, where a and b are actions, to deal
with the temporal ordering of action groups. Also note
that if each action group is exactly one action and only
semicolons are used in the new strands our AA4 be-
comes exactly the AA4 previously defined and AAS5
is in this case irrelevant.

Protocols whose definition includes a colon add an
additional complication in the determination of basic
sequences. Since a basic sequence is defined as any
actions before a receive, there may be different sets of
actions that occur before a receive depending on the
sequence of events in reality. Thus we must ensure
that invariants and preconditions hold over all possible
basic sequence orderings and compositions.

3.2 Generalized Matching Conversa-
tions and Generalized Mutual Au-
thentication

The proofs of mutual authentication used in many pre-
vious PCL papers have been based on the standard
notion of authentication called matching conversations
[2]. This is natural as these protocols are “turn-by-
turn protocols” in which one a participant receives a
message and then responds to the message, then re-
ceives a message and responds to it and so on. How-
ever, some of the peer-to-peer protocols in this paper
can never obtain matching conversations as the order
in which messages are sent and received is necessarily
flexible, as a functional requirement. Thus we general-
ize the key properties of matching conversations and in-
formally define two new notions which we call maximal
conversations and generalized matching conversations.
We feel these definitions will have significant impacts
beyond the scope of this paper.

We loosely define conversation and then matching
conversation from [2]. A conversation is the set of
ordered triples of time, received message, and sent
messages for a party. It describes the visible net-
work actions of a single party. A matching conversa-
tion is where one party’s conversation exactly matches
another’s party conversation, in reverse (where one



party’s sent messages match the other’s received mes-
sages and vice versa). Additionally, the temporal order
of the sends and receives must follow what one would
consider natural for a turn-based protocol.

We loosely define the mazimal conversation for a
participant A. We first determine the maximal possi-
ble temporal ordering. To do this we consider all legal
orderings in an ideal world (one with no adversarial
interference) from the view of a participant A in a pro-
tocol. Given this maximal temporal ordering, we note
the existence of messages for which A can never confirm
reception, because A could not confirm the reception
of the message in an ideal world with no adversarial
interference. This is analogous to the last send in a
turn-by-turn protocol, for which the sender cannot pos-
sibly verify reception. We take the maximal temporal
ordering and remove any send or receive that A could
not verify in the ideal world — the remaining actions
represent the maximal conversation for participant A.

With this definition in hand, we now define gener-
alized matching conversations for a participant A. We
say A has generalized matching conversations, if in ev-
ery run of the system, every action in the maximal con-
versation for participant A has a corresponding action
at participant A (e.g., A does all its actions) and at the
appropriate other participant in the system. For two-
participant protocols (like all those in this paper), this
means that the maximal conversation for participant A
has messages exactly matching the other participant’s
maximal conversation, with the strictest time ordering
possible.

We can now informally define generalized mutual au-
thentication. In the world where an adversary has ac-
cess to every message and can act on them within the
restraints of the proof system (symbolic or computa-
tional), generalized mutual authentication means that
generalized matching conversations for every partici-
pant implies acceptance and acceptance implies gen-
eralized matching conversations for every participant.
For the purpose of this paper we wish to keep the defini-
tion of generalized mutual authentication general. We
explore all these definitions is detail in separate work.

When our definition is applied to a “turn-by-turn”
protocol it becomes exactly the definition from [2]. In
every other instance our definition requires that the or-
dering of actions be maximal with respect to what is
possible in the ideal world. Since this definition im-
poses maximal temporal ordering on a protocol, this
definition is at least sufficient. Most protocols in the
MSA are turn-by-turn protocol and thus the [2] defini-
tion suffices. The three exceptions are the simultane-
ous open case of the abbreviated handshake (which is a
peer-to-peer protocol and has some timing flexibility),
Peer Link Establishment (which is not a cryptographic

protocol in itself and requires no temporal ordering)
and the Push protocol which is actually the composi-
tion of two protocols.

We note that the generalized matching conversa-
tions property encompasses the matching record of
runs property [15] too. Additionally, this property
guarantees all desired properties from [21] and implies
all the possible authentication definitions in [18].

3.3 Security Invariants

In PCL security goals are generally shown to hold upon
successful completion of a protocol. However some se-
curity goals must hold throughout the entire run of a
protocol, even if the protocol aborts prematurely. The
Insecure Key Transfer Protocol in figure 1 illustrates
this point. If we assume protocol completion from the
point of view of RESP we can prove that the secret key
was distributed correctly, since the validity of INIT’s
public key is established once RESP receives the third
message. However RESP uses the public key in the sec-
ond message before the validity of the public key can
be established. Thus if the protocol aborts after the
RESP sends the second message, it may be the case
that the public key sent in message one was actually
an adversary’s public key. It is therefore possible for
the adversary to intercept the secret key. While this
protocol is slightly contrived, in larger protocols with
different security goals it may be the case that a subtle
insecurity like this will go unnoticed. Thus for certain
security goals we advocate showing they hold after ev-
ery possible point at which the protocol may abort. We
call these security goals security invariants.

Inputs and Parties:

Two parties: INIT and RESP. Shared input: confir-
mation key (ck). INIT private input: INIT public key
(PKinrr).  RESP private input: secret key (sk).

Goal: Has(Z, sk) D Z =INIT Vv Z = RESP

Insecure Key Transfer Protocol:
1. INIT sends PK;nir to RESP.

2. RESP receives PKiniT; encrypts sk under PK N,
computes the keyed hash of the encryption with key
ck; and sends ({sk}px,n;r  HASHe({sk}rx,nir))
to INIT.

3. INIT receives ({sk}pr;n;rs HASHck({sk}Pr, nir))s
verifies the keyed hash; decrypts sk; computes the
keyed hash of sk and PKn;r with the ck and sends
HASHck(Sk, PK[N]T) to RESP.

4. RESP verifies the signature.

Figure 1: Insecure Key Transfer

Security invariants differ from both typical invari-



ants and security goals, though they share some sim-
ilarities with both. Typical invariants are statements
that are shown to hold throughout the system being
proved and then used to prove the security goals of
the protocol. Security invariants are statements that
hold security properties within themselves. They are
different than security goals as we want them to hold
throughout the entire run of the protocol and not sim-
ply upon a successful completion. We follow the logic
of [13], requiring security invariants to provably hold
after every basic sequence in a protocol. This is simi-
lar to work done in [23, 22], although we feel we make
the concept more explicit.

A key distribution protocol has a very natural (and
very necessary) security invariant. One would want to
show after every basic sequence that no party other
than the two distributing the key could have access to
the key, (Has(Z,sk) D Z = INIT v Z = RESP). Note
that in the Insecure Key Transfer Protocol, it would
not be possible to prove this security invariant from
the point of the view of the Responder after RESP
sends the second message, but it would be possible to
show immediately after the RESP receives the fourth
message.

3.4 Return to Global

In examining the proof of the Group Key Handshake
from [20] we found an ambiguity in the update of the
counter. Since most of PCL uses static variables in
its thread definition, it would seem the global variable
is only updated at the conclusion of the protocol. If
this is the case, an invariant is violated and thus the
proof of the Group Key Handshake property is incor-
rect. Fundamentally, the invariant claims that “if a
message was sent after another message then the ear-
lier message has a lower counter value.” This is not
always the case as two messages can be sent before the
sequence counter is updated on a global level. On the
other hand, updating variables globally as soon as they
are modified/used/created leads to much larger com-
plications within the rest of the PCL framework. Since
counters are only referenced in [20] to our knowledge,
we are led to conclude the counter implications are a
slight oversight.

The most “unobtrusive” solution to this problem is
to simply add a global update action that instantly
updates the value in the main thread that instantiated
the current thread. Thus any role that is started after
the end of this basic sequence will contain the updated
global variable. It is important to note that in PCL
basic sequences are autonomous steps and thus we are
guaranteed that the value that is updated at the global
level will not be used until after the basic sequence

that updated it completes. No values will change in
the local state, thus the local state will still have all
bound values as required by PCL. We need a way to
refer to these global variables, thus for any variable z,
globalx represents the same variable on a global level.
The return action within a thread describes this action
of updating a global variable with a local value.

It is not completely clear that the strong postcondi-
tion we prove utilizing this additional functionality is
strictly necessary, but it is straightforward to accom-
plish and builds upon the work in [20], so we felt it
appropriate to include it here. We found this addition
to be necessary to prove the invariants and postcondi-
tion on ordering of messages with counters.

3.5 Mid-Protocol Composition

For many of the protocols in MSA, the protocol may
instantiate another protocol partway through its run.
For example, in a key exchange protocol, if both par-
ties who are trying to establish a session key have a
shared key cached locally, then they do not need to
run a protocol to retrieve it. However if that key is
not cached locally, one of the parties must pause their
current protocol and run a key pull protocol. To fur-
ther complicate matters, this could potentially happen
in the middle of a basic sequence.

This is new ground for PCL and we have devised
a non-trivial proof (see section 8) that enables us to
frame this complex action in PCL and develop sound
proofs. While we will elaborate on this subject later
in the paper, we give a very brief description here. Es-
sentially, we define the inception of functions that may
need to run a separate protocol to be breaks in basic se-
quences. Then before and after these function calls we
define basic sequence pre and post conditions that must
be satisfied for a successful completion of the protocols.
The idea of basic sequence pre and post conditions were
give in [20] to enable staged composition and remain
standard in the language [13], although they have not
been previously used in this way to enable mid-protocol
composition.

3.6 Miscellaneous Information and

Functions Used in MSA

Part of the MSA deals with exchanging authentic in-
formation. This information is used to determine basic
network functions (e.g., bandwidth selections), security
information (e.g., cipher suite selection), and to help es-
tablish the node. From this collection of information,
certain pieces are simultaneously chosen from two sets
of information, by various functions. We discuss our
model of this information and these functions.



INFOx. A principal will need to exchange informa-
tion with another principal during the Peer Link Estab-
lishment, Abbreviated Handshake, Mesh Key Holder
Security Handshake (MKHSH), and key holder trans-
port protocols. This information is represented as
INFOgx. Its contents differ for each protocol. For the
Abbreviated Handshake and Peer Link Establishment
protocols, its contents include identifiers of cached
keys, supported cipher suites and authentication meth-
ods, an identifier of the security domain, whether the
principal is a MA and whether it can communicate with
the MKD. During Peer Link Establishment, additional
information about the MKD’s identity and protocols it
supports are included. During the MKHSH, INFOx
includes identifiers of the mesh network and the secu-
rity domain, and a list of protocols the MKD supports.

Select(). Two principals X and Y must make simul-
taneous selections of link and protocol options from
exchanged information IN FOx and IN FOy. This se-
lection is represented as one function, select(). During
Peer Link Establishment and Abbreviated Handshake
protocols, select() determines the key to be used based
on information each principal sends about the keys it
has cached and whether it is a MA and capable of re-
trieving the key from the MKD. Thus, the function
ensures that a key is either locally cached or may be
retrieved from the MKD if the protocol is to continue.
Similarly, in the Peer Link Establishment protocol, se-
lect() determines the principal that will initiate the 4-
way handshake. A pairwise cipher suite for use after
the completion of the Peer Link Establishment and Ab-
breviated Handshake protocols also must be selected.
The select() function added to PCL determines the ci-
pher suite to be used based on INFOx and INFOy,
selecting the most-preferred common cipher suite of the
principal with the numerically-larger address.

Retrieve(). The retrieve function actually gets the
key to the strand, after the selection of which key will
be used. Retrieve takes a key name (pmkN, corre-
sponding to a specific pmk) as its input. Then the
retrieve function will look to see if the key is locally
cached on disk. If it is not and the principal executing
the retrieve function is a MA (has a connection set up
with the MKD), the retrieve function will initiate a key
pull. If the key is not on disk and the principal is not
a MA, retrieve will fail and the protocol that called it
will abort. Because the retrieve function may or may
not perform a key pull, we create a break in the basic
sequence directly before and directly after the retrieve
function. Retrieve is an addition to the PCL action
set.

The retrieve function has inherent preconditions and

postconditions as it is a basic sequence. The pre-
conditions and postconditions are intuitive given the
explanation above. As a precondition the retrieve
function must have the key looked for cached locally
(Has(X, pmk)) or it must have a key that implies a con-
nection with the MKD (Has(X, mptkx r)). Thus the
precondition is Has(X, mptkx ) V Has(X, pmk) where
pmk matches the input pmkN. The postcondition is
simply Has(X,pmk). The retrieve function has secu-
rity requirements only if the principal must perform a
key pull. We deal with the security requirements in the
Pull protocol in Subsection 5.4.

Additional Functions. Additionally throughout
the paper we use the Increment(z) function, which re-
turns a number higher than z, IsLess(z,y), to check
if x < y, IsLessEqual(z,y) to check if 2 < y, and re-
turn(x) which we described in detail in Section 3.4.

4 Key Hierarchy of MSA

The key hierarchy of MSA is critical for understanding
how the various protocols interact and for determining
what keys guard which other keys[6]. We describe the
hierarchy here and prove its correctness in section 7.
This delay will allow us to provide definitions of the
protocols over which it is provably secure.

4.1 Description of the Key Hierarchy of
MSA

Recall that the MSA mesh network is comprised of a
Mesh Key Distributor (MKD), Mesh Authenticators
(MA), Mesh Points (MP) and nodes trying to join the
mesh we call Candidate MPs. The protocols describing
entity interactions are given in the Mesh Security Ar-
chitecture (MSA). The Mesh Security Architecture has
an inherent key hierarchy. We give this key hierarchy
in Figure 2. Each node in the graph represents a key
and labels on each edge represents the protocols needed
to obtain the key at the destination node from the key
at the starting node. We note that the subscripts of
the keys are ordered, for example the pmkx y is pro-
tected by the pmkmkdx and the pmky, x is protected
by mptkx 7. The entities in the system that may have
access to the keys are listed next to each key, with the
exception of the gtk.

Let X be a Candidate MP and let T be the MKD. X
either has a shared xxKey with T or it shares public key
credentials with T'. If it shares public credentials with
the MKD, then the MKD and X run the Transport
Layer Security (TLS) protocol in order to derive the
zxKeyx. Once T and X share an zzKeyyx they need
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Figure 2: MSA Key Hierarchy for Node X

to share a nonce to derive the pmkmkdx. This nonce
is currently delivered to X when X runs a Four-Way
Handshake with a MA. This Four-Way Handshake is
part of the MSA Authentication. Once this nonce is
delivered, X can derive the pmkmkdy, pmkx, 7 for any
Z and the mkdkx 7. When the Four-Way Handshake
completes with node Y, X will have derived ptkx y,
received the gtky from Y, and delivered gtkx to Y.

At this point X becomes a Mesh Point (MP) but
is not yet a MA. To become a MA, X needs to run
the MKHSH with T, to derive the mptkx r, which is
a session key between X and T. This will enable X
to run the Push/Pull/Del protocols with T in order to
retrieve pmkz x for any Z.

The 802.11s task group has received submissions
expressing an interest in developing an Abbreviated
Handshake (ABBH) [8, 25]. The ABBH is used by
a MP or a MA (X) to derive a ptky z, and exchange
gtkx and gtkz with another MA or MP (Z). In [5], the
method of exchanging these credentials is to have the
MP or MA run the full MSA Authentication with the
other MA or MP. In this paper we develop a candidate
ABBH and prove its security and composability with
the rest of the MSA architecture.

The only protocol not mentioned thus far is the
Group Key Handshake protocol. This is used by a
MA or MP to update its group key. The protocol only
works with nodes with which it maintains a security

association (shared ptk).

4.2 Proof of Key Hierarchy of MSA

In this paper we give a full proof of the key hierarchy.
That is, we show that as long as the principals are hon-
est and act according to the protocols, the ownership
of the keys can be guaranteed according to the key hi-
erarchy. We emphasize that our proof methods allow
us to show this proof holds for ANY possible run of
the MSA with honest principals. We believe this is the
first proof in PCL of a full mesh key hierarchy.

We do this using the work of [23] and combining the
ideas of that paper with our ideas of security invari-
ants. We give the security invariants relevant to the
key hierarchy in Figure 3. In Section 7 we give a proof
that these security invariants do in fact hold through-
out ANY run of the MSA, as long as the indicated
principals are in fact honest.

5 Existing Protocols of MSA

Proposal

In this section we give the description, invariants and
goals of the existing protocols in the MSA proposal [7].
These descriptions are abstractions that contain the
parts of the protocols relevant to the security proofs.



I'ris,st1 =
KOHonest(privx, {}) D

Has(Z,privx) D Z = X

I'rLs,s1,2
KOHonest(zzKeyx, {prwx ,privr, zzKeyx}) D

Has(Z,zxKeyx) D Z =XV Z=T

T'away,si1 =
KOHonest(pmkmkdx, {zzKeyx}) D

Has(Z, pmkmkdx) D> Z =XV Z =T

Iaway si2 =
KOHonest(mkdkx,r,{zxKeyx}) D

Has(Z, mkdkxr) D Z=XVZ =T
I'rpp,s1,1, I'MkHSH,s1,1 =
KOHonest(mptkx,r, {mkdkxr}) D
Has(Z, mptkx,T) D Z=XVvZ="T
I'ppp,s12 :=

KOHonest(pka v, {pmkmkdx, mptky,r}) D

Has(mek:Xy)DZ XVZ=YVZ="T

I'asBH,s1,1, laway,s1,3, l'akH,s1,1 1=
KOHonest(ptkx,y, {pmkx y,pmkyx})

Has(Z,pthxy) D Z=XVZ=YVZ=T
I'aBBH,s1,2, [away s1,4, TakH,s1,2 :=

KOHonest(gtkx, {ptkx,v,,.-.pthkx v, }) D
Has(Z, gtkx) D Has(Z, ptkx y;)

Figure 3: MSA Key Hierarchy

In some cases it was necessary to change these proto-
cols slightly from their current description in MSA in
order to complete the proofs of security; we always in-
dicate when a change was made. In all cases, without
these changes, the security goals were not true. It was
not a deficiency in the ability of PCL to prove seem-
ingly correct assertions but actual deficiencies in the
protocols.

5.1 MSA Authentication

The MSA Authentication protocol can be run at differ-
ent times throughout the MSA [5]. The MSA Authen-
tication protocol can be used by a Candidate MP to
join the mesh or by a MA or MP to establish a connec-
tion with a MP or MA so long as one of the parties is
a MA. For clarity of presentation we will assume that
X is a Candidate MP and Y is a MA for the length of
this subsection.

The MSA Authentication protocol can be thought
of as a single large protocol. It contains a Peer Link
Establishment subprotocol, an optional T'LS subpro-

tocol, an optional Key Pull subprotocol and a Four-
Way Handshake subprotocol. We examine each of the
subprotocols separately. We then connect these sub-
protocols using their pre and post conditions. Below
we discuss each of these parts separately.

5.1.1 Peer Link Establishment

The Peer Link Establishment is the first subprotocol
to be run during MSA Authentication. During Peer
Link Establishment X and Y will exchange various
networking information. As we mentioned in Section
3.5, INFOx and INFOy will represent this informa-
tion. There is no cryptography of any kind in the Peer
Link Establishment protocol; it is simply an unauthen-
ticated exchange of information.

The Peer Link Establishment Protocol is a peer-to-
peer protocol and because it was designed with this
in mind it has some interesting properties. First the
Peer Link Establishment phase of MSA Authentication
is symmetric for each party. Also, X and Y do not
need to send or receive the first message in any order.
This is because it is valid for either party to initiate
the protocol. For example if X is already a MP or
a MA and is establishing a connection to Y who is
already a MP or a MA, Y may have tried to start this
establishment with X before it receives any message
from X. In fact the parties may decide to start this
protocol at the same time. One can verify that while
the roles of X and Y do not necessarily have to be
symmetric, symmetry gives us some desired properties.

As stated earlier, we will assume (without loss of gen-
erality) that X is the Candidate MP and Y is a MA.
We give the strands, preconditions and postconditions
of the Peer Link Establishment protocol in Figure 4.
We note that the strands are symmetric thus we only
present one strand, however because X is a Candidate
MP and Y is a MA their preconditions and postcondi-
tions are different.

The only requirements we have of the Peer Link
Establishment protocol is that upon completion each
party involved in the protocol has received and sent the
messages that should be sent in a Peer Link Establish-
ment protocol and any party involved in the protocol
must share either public credentials or a zzKeyx with
T. We can not hope to show our generalized mutual au-
thentication goal as this is not a cryptographic protocol
in itself. While these postconditions are trivial, we will
use them as preconditions to later protocols. Formally
we must show the following theorem. The case we are
examining is the case where —Has(X, pmkmkdx) (so
that X is not part of the mesh).

Theorem 1. Given precondition ©prg upon execut-
ing the Peer Link Establishment protocol ®prr 1 and



PLE = (X,Y,INFOx)

[(send Y, X,INFOx, “IATH1”;

rcve X, Y, INFOx, “TATH3”) :

(reve X,Y,INFOy, “IATH1”;

send Y, X, INFOy, “IATH3")] x

OpLe,niT = (Has(X, credx) A Has(T, credr))V
(Has(X,zzKeyx) A Has(T,zzKeyx))V

(Has(X, pmkmkdx))

OpLe Mma = Has(Y, mptky,r)
PpLE INIT,1 (=

Send(X,TATH1X) A Reve(X, IATHIY)A
Send(X,IATH3X) A Reve(X, IATH3Y)

PpLE,INIT,2 := OPLE,INIT

PpLE MA,1 =
Send(Y,IATH1Y) A Reve(Y, IATHIX)A
Send(Y, IATH3Y) A Reve(Y, IATH3X)

PpLE MA,2 (= OPLE MA

Figure 4: Strand Preconditions and Postconditions of
Peer Link Establishment

®prea are guaranteed to hold. Formally,
OpLe[PLE|x®pre1 A PpLE2

We give no proof as it is trivial. Note the lack of im-
plication that the same messages were received by the
peer. The information exchanged during the PLE is
verified during the Four-Way Handshake. Thus upon
completion of the Four-Way Handshake we prove that
in fact the messages sent and received by one party
are the same as the messages sent and received by the
other party in the Peer Link Establishment. It is nat-
ural that we can not show this security property until
after the completion of the Four-Way Handshake as the
messages are not verified by any cryptographic means
until the Four-Way Handshake.

5.1.2 TLS

Assume X and Y have just run the Peer Link Es-
tablishment protocol. In order to participate in the
Four-Way Handshake, X must first be sure to share
a zxKeyx with T, the MKD. If X only shares public
key credentials with the MKD and not the zxKeyx,
then following the completion of the Peer Link Es-
tablishment protocol, X and T must run TLS. We
define the public key credentials of X as credx
(privy,pubx,pubca, SIGoa(X, pubx)).

TLS was proven secure in [20], however the invariants
and thus the proof relied on the assumption that one

party always acted as the “client” and one party always
acted as the “server.” This will not always be the case
as any node could possibly be the MKD of another
mesh network. Thus we reprove TLS and give a proof
in which the role of each party is not restricted. We
mention that this may be of independent interest as
often a party will act as both a server and a client in
TLS. We give the strands of TLS (in this context) in
Figure 5 and the Preconditions, Invariants and Security
Goals in Figure 6. We note that although we call the
secret exchanged the zxKeyx, it is still an arbitrary
secret.

TLS:CLNT = (X, T, VerSU,)

[new Nz; send )A(/f, Nz, VerSUy,;

rcve T,X, Nt,VerSU, certy;

mtch certl/SIGcA(T,pubT);

new zxKeyx; mtch SIGCA(X,pubX)/ceTtQ;
mtch ENCpup, (zxKeyx)/encs;

mtch SIGprivy (handShakel)/sigs;

mtch Hashgokeyy (handShakel, “client”)/hashs;

send )A(, T, certa, enca, sigz, hashz;

rcve T, X, hashs;

mtch Hashgo ey, (handShake2, “server”)/hashs] x
TLS:SRVR = (T, VerSUy)

[rcve X, T, Nz, VerSU,;

new Nt; mtch SIGoa (T, pubr)/certs;

send T, X, Nt,VerSU,,certy;

rceve X, T, certs, enca, stgz, hasha;

mtch SIGca (X, pubx)/certs;

mtch SIGprivy (handShakel)/sigs;

mtch ENCpup, (zxKeyx)/encs;

mtch Hashqokeyy (handShakel, “client”)/hashs;
mtch hashs/Hashzzkey, (handShake2, “server”);

send T, X, hashsly
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Figure 5: Strands of TLS

Security Requirements of TLS. We follow [20] to
choose our desired security properties for TLS.

1. We require that the principals agree on each
other’s identity, the protocol completion status (to
the point it can be verified), the values of the pro-
tocol version, cryptographic suite, and the secret
(in this case the zzKeyx) that the client sends
to the server. For the client this property is given
as matching conversations ®rrs avrH,crnt and
key delivery ®rrs xp,cLnT the analogous prop-
erties for the server are given in Section A in the
Appendix.



2. We require that only the client and the server
know the secret the client generates (in our case
the zzKeyx), this is realized in the security in-
variant I'rrg 57,2 in Figure 3.

O~Ls := Has(X, credx) A Has(T, credr)

I'rLs,1 := Honest(X) A Send(X, m)A
Contains(m, SIGprivy (handShakel)) D
Send(X, TLS1) < Reve(X, TLS2) <
Send(X, TLS3)

I'rLs,2 := Honest(T') A Send(T, m)A
Contains(m, Hashya ey (Y, T, Ny, VerSuU,,

T, Y, Nz, VerSUy,certy,

Y, T, certy, siga, enca, hasha, T, Y, “server” ) D
(Z = T A Reve(T, TLS1) < Send(T, TLS2) <
Reve(T, TLS3) < Send (T, TLS4))

®TLS,AUTH,CLNT :=

KOHonest(zzKeyx, {privx, privr, zxKeyx}) D
Send(X, TLS1) < Reve(T, TLS1) <

Send (T, TLS2) < Reve(X, TLS2) <

Send(X, TLS3) < Reve(T, TLS3) <

Send (T, TLS4) < Reve(X, TLS4)
®TLS,KD,CLNT =

KOHonest(zzKeyx, {privx, privr, zxKeyx}) D

Has(X, zzKeyx) A Has(T, zxKeyx)

Figure 6: Preconditions Invariants and Security Goals
for the Client of TLS

To formally show that the security requirements
listed above hold we must show the following theorem.

Theorem 2.

(i) Trrs 12,y Alrrs,srqi2y P
O7Ls[TLS : CLNT]|x @715 (avTH K D},CLNT

(ii) Trrsi,2,y Al rLs,srqi,2y -
O7rs[TLS : SRVR|r®rrs (avTH,KD},SRVR

(iii) TLS = Trrs 1,2y Alrrs sr,{1,2})

Enumeration (i) reads “Given preconditions Orrg
and invariants I'rrs1,I'rrs,2. T'rrs,sr1 and I'rpg sr2
upon executing the Client role the security goals
Orrs avrH,cLNT, ®TLs,kD,cLNT are guaranteed to
hold.” Enumeration (ii) is the analogous to (i), but
for the server. Enumeration (iii) shows that I'rrg 11,2}
and I'rps s1,{1,2) are invariants of TLS. We give the
formal proof of (i) and (ii) in the appendix. We give
the proof of the security invariants in Section 7. We
give a general overview of all the proofs below.
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Client’s View. If we assume that the server is hon-
est, the server is the only one who has the private
key to decrypt the xzKeyx that the client sent with
the server’s public key and neither will send out the
xxKeyx; this is captured in I'rpg.s71 and I'rrs s1,2.
Thus a hash under the xxKeyx can only come from
the client or the server. However due to the form of
the hash from I'715 o we know it came from the server.
The hash from the server contains the entire conversa-
tion thus far and it matches the record of the conversa-
tion that the client has, thus the client and server must
share all the same variables. Additionally from I'rpg9
we know that the server will only send a hash of the
entire conversation if it has sent and received all the
previous messages of this TLS session in the correct
order. We can further order the messages using the
freshness of the nonces. Combining all these parts we
get matching conversations. Key Distribution is triv-
ial as we have previously shown they share the same
variables.

Server’s View. If we assume that the client is honest
only the client has privy. Again this is captured in
I'rrs,sr1- Thus the signature the server receives can
only come from the client. The signature contains the
entire conversation thus far including the encryption of
the zx Keyx. Thus the client and the server must share
all the same variables used to this point. We are given
from I'7p,s,1 that if the client sends out the signature of
the entire conversation, the client must have sent and
received the previous messages of this TLS session in
the correct order. We can order the messages using the
freshness of the nonces and the fact that if a message
arrives that only the client could have sent than the
client must have sent it before it arrived. Combining
all these parts we get matching conversations. Again
Key Distribution is trivial.

Invariants. We need to show that the invariants hold
throughout all the basic sequences. This is normally a
simple task; it is not in this case. I'rps,1 requires that
the client send and receive the first two messages of the
protocol before sending the third and similarly I'rrs 2
requires that the server send and receive the first three
messages before sending the final message. While this
is true at this point in the protocol, it cannot be shown
to be true while looking at a single basic sequence in
isolation. Thus we implement the proof technique from
Section 3. We note that after each basic sequence any
send or receive action will be a post condition of that
basic sequence. Also we note that any precondition to a
basic sequence that is solely a send or receive action will
be a postcondition to that basic sequence as well. This
enables us to show that I'rr,g 1 and I'rr,g 2 indeed hold



over the run of this protocol. The security invariants
are proved later in Section 7.

5.1.3 Four-Way Handshake

The Four-Way Handshake will verify the information
exchanged in the Peer Link Establishment protocol as
well as establish a session key between X and Y. We
present the strands of the MSA Four-Way Handshake
in Figure 7 and give the preconditions, invariants and
selected security goals of the Candidate MP in Figure
8. The security goals of the MA are analogous and can
be found in the appendix in Section B.1.1. The security
invariants have previously been given in Figure 3.

The Four-Way Handshake is based on the 802.11i
Four-Way Handshake, but it is fundamentally differ-
ent. In the ptk derivation function in MSA, the sender
of the first message’s nonce will always be after the
recipient of the first message’s nonce. In 802.11i the
nonces in the derivation function are ordered by value.
Ordering the nonces by the sender and receiver of a set
of messages allows each party to know who is the ini-
tiator and who is the recipient of any MIC’d message,
without carrying any state. This is because the nonce
ordering in the key (and thus the key itself) along with
the message id distinctly identifies the sender of the
message. In MSA, based on the key and the message id,
the sender of the message is ambiguous without keep-
ing state. In [5], the ordering of the nonces is slightly
different, based on role selection, but it is unambiguous
based on other information.

We prove a slight modification of the four-way hand-
shake proposed in [5]. We add a nonce from the MA
in this protocol, so that the derived key is provably
fresh from both perspectives. Thus, the ptk derivation
is not based off of the MKD-nonce for the candidate
MP (a static value we denote T'N, for T-Nonce for
X). Instead, we generate a nonce at the MA (Y) and
use that in the derivation of the ptk and propose using
the TN, only for deriving portions of the key hierar-
chy. Without this change, key freshness could not be
proven.

Although the 802.111 Four-Way Handshake was
proven secure in [20] we can not reuse that proof for
two main reasons. First, the proof from [20] was reliant
on one party only ever carrying out one role. Thus, to
have any guarantee of security the parties could not
exchange roles. We can not make this guarantee for
mesh networks. Second, the handshake in 802.11i as-
sumes that the parties already have established keys.
Again this is not the case in a mesh of peers, thus we
need a proof that deals with with a mid-protocol key
derivation and a key pull.

Recall that X is a candidate MP and that Y is a MA.

AWAY:INIT = (X,Y,INFOx,INFOy, gtkx)
[reve X, Y, “IAUTH5”, y, T'N;

mtch SELECT(INFOx,INFOy)/CS, pmkN;
mtch HASH (zxKeyey, T Ny, X, Y/)/pmkmkdx;
mtch HASH (pmkmkdx)/pmkx v;

mtch RETRIEV E(pmkN) /pmk;

new x; mtch HASHpmi(z,y)/pthx,y;

mtch eNCptkx v (gth)/encﬂ

mtch HASH, .

(“TAUTH6”, z,pmkN, INFOx, enc1)/mici;
send V, X, “IAUTH6” , z, mic1, INFOx, enc1;
reve X, Y, “IAUTHT, y,mice, INFOy,T N, encsy;
mtch encz/encpiky 4 (9tky);
mtch mica/HASHptr y 5

(“TAUTHT”,y,pmkN,INFOy ,TN,, encs);
mtch HASHytry o (“IAUTHS”) /mics;
send Y, X, “IAUTHS”, mics] x

4WAY:MA = (Y,INFOy,INFOx, gtky)
[mtch SELECT(INFOx,INFOy)/CS,pmkN;
mtch RETRIEV E(pmkN)/pmk, T Ng;
new y; send X,Y, “TAUTH5”,y, T N,;
rcve f/, X, “TAUTHG6”, z, mic1, INFOx,ency;
mtch HASHpmi(z,y)/pthx,yv;
mtch enci/encpy  (gtkx);
mtch mici /HASHptr y 5
(“TAUTH6”, z, pmkN, INFOx, enc1);
mtch encs/encytry 4 (gtky );
mtch mico/HASHptr y 5
(“TAUTHT”,y,pmkN,INFOy ,TN,, encs);
send X,V, “TAUTH?”,y, mica, INFOy, TNy, enca;
rcve Y, X, “TAUTHS” ,mics;
mtch mics /HASH ¢y o (“TAUTHS”)]y

12

Figure 7: Strands of the Four-Way Handshake

X and Y have not communicated as part of this mesh
thus they will not share a key in the mesh. Since X is
not a MA and Y is a MA we know that select() will
output pmkNy y. It therefore is the case that when Y
executes the retrieve function as part of the Four-Way
Handshake Y will need to perform a Key Pull protocol
with the MKD, as Y is the only MA. It is simple to
verify that Y satisfies the preconditions of the retrieve
function since Has(Y, mptky,r) is a precondition of the
Four-Way Handshake. We also mention as a side note
that Y will retrieve the T'V,, from the MKD in addition
to pmkx y and must pass the mdkNoncex along to X.
Now we must verify that X satisfies the retrieve pre-
condition at the point he executes the function. This
point is not directly obvious, but still simple to verify.
Since X is a Candidate MP Y will pass the TN, to X.



Once X has the zzKeyx and the TN, X can derive
the pmkx z for all Z and thus can derive pmkx y.

In order to achieve our security goals we needed to
modify the Four-Way Handshake protocol from the
current MSA specification. Currently, the MA only
sends a single nonce that was received from the MKD
in the first message. The Candidate MP uses this nonce
as both the T'N, and as Y’s contribution to the ptkx y.
However, if this is done then Y can not contribute to
the ptkxy and thus we can not show key freshness.
Thus we recommend an extra nonce be added to the
Four Way Handshake protocol. Then Y’s nonce can
be used to derive the ptkx y and the T'N, can be used
for its sole purpose of deriving the pmkmkdx and the
mkdkx .

Osway,INIT,1 = PPLE,INIT,1
Ousway,INIT,2 ‘= PPLE, INIT,2

Osway,MA,1 = PPLE,MA 1
Osway,MA,2 := PPLE,MA,2

Taway,1 := Honest(X) A Send(X, m)A
(Contains(m, HAS Hptr , , (“IAUTH6”))V
Contains(m, H AS Hp,, , (“TAUTHT”))V
Contains(m, HAS Hp , - (“TAUTHS”))) D
Z =X

P4WAY AUTH,INIT =
KOHonest(ptkx,y, {pmkx v,pmky x}) D
(Oaway,iniT,2 N Oaw Ay, ma 2N\
Send(Y,IATHS5)) < Reve(X,IATHS) <
Send(X,IATH6) < Reve(Y,IATH6) <
Send(Y, IATH7) < Reve(X, IATHT) <
Send(X,IATHS)

P4wAY,PTKD,INIT 1=
KOHonest(ptkx,y, {pmkx vy, pmky,x}) D
Has(X, ptkx,v) A Has(Y, ptkx,y)

P4WAY,GTKD,INIT =
KOHonest(ptkx,y, {pmkx,y,pmky,x}) D
Has(X, gtky) A Has(Y, gtkx)

P4wWAY KF,INIT =

KOHonest(ptkx,y, {pmkx y,pmky,x}) D

new (X, z) Az C ptkx,y A FirstSend(Y,y, IATH5)A
new (Y,y) Ay C pthx,y A FirstSend(X, z, TATH6)

P4wAY, INFO,INIT =

KOHonest(ptkx,y, {pmkx v,pmky x}) D
SELECT(INFOx,INFOy) = CS, pmkNA
Has(X, CS,pmkN) A Has(Y, CS, pmkN)

Figure 8: The Preconditions, Invariants and Security
Goals of the Four-Way Handshake

We now give our security goals taken from [20], which
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were based on the security goals given in the 802.11i
standard. We adapted them slightly for the slight dif-
ferences in the protocol.

1. Confirm the existence of the PMK at the peer; this
is realized in the matching conversation security

goals , ®uw ay,avrH, N and Puw Ay, auTH, M A-

Ensure that the ptk is fresh; this is realized in the
key freshness security goal, ®uw ay,xrFrnrr and
Qyw Ay, KFMA-

Synchronize the installation of the session keys
into the MAC; realized in the ptk delivery goal,
Oyway,prrp,iniT and Puw Ay, PTK D, MA-

Transfer the GTK from the the MA to the Candi-
date MP and from the Candidate MP to the MA,
realized in gtk delivery goal, ®uway,cTrD,INIT
and 4w ay,GTKD,MA-

Confirm the selection of miscellaneous secu-
rity information, realized in verified infor-
mation exchange goal, Pswayvivro,rvrr and
Dyw Ay, INFO,MA-

We now give the formal security theorem below, as
usual the first two enumerations represent the security
goals of the Candidate MP and the MA respectively
and the third enumeration is a verification that the
protocol does not violate its invariants.

Theorem 3.

(i) Tawava ATaw av,s1,{1,2,343
@4WAY,INIT,{1,2} [4WAY'INIT]X

QW AY {AUTH,PTK,GTKD,KF,INFO},INIT

(i) Taway,n ATaw ay,s1,{1,2,343
@4WAY,MA,{1,2} [4WAY:MA]Y

QW AY,{AUTH,PTK,GTKD,KF,INFO},MA

(i15)§ WAY = Taw av,s ATaw ay,s1.41,2,3.4}

We walk through the proof briefly here, a full version
is in the appendix in Section B.1.1.

Candidate MPs’s View From precondition
Ouway,in1T,1, the Candidate MP has the messages
he sent and received in the Peer Link Establishment.
Also on protocol completion MA knows he sent and
received the messages of the Four-Way Handshake.
From the receipt of the MIC in TATH7, the MA know
whoever sent the message has the ptkxy. From the
security invariants on the system he knows that if
everyone with access to the pmk is behaving honestly
(X, Y, T) then IATH7 must have come from one



of these principals. But, from the invariants on the
protocol he can tell using the message identifier in
the MIC of TATH7 and the order of the nonce in
the ptkx y that the MIC came from Y. Since every
protocol’s message identifiers are unique (with the
exception of TLS), X uses the message identifiers and
knows that Y must be participating in the Four Way
Handshake. Thus as part of the Four Way Handshake
X knows Y must have earlier verified the MIC that
X sent in TATHG6, before sending TATH7. Since Y
must have hashed both the MIC in message 7 and
the MIC in message 6 (to verify it), X knows he
indeed shares all the variables with Y. Thus X can
now confirm that every message sent and received
by Y in both the Peer Link Establishment and the
Four Way Handshake match X’s. With some more
temporal tricks X can get matching conversations
for the Four-Way Handshake protocol. While we can
not necessarily order the messages of the Peer Link
Establishment protocol, we can still ensure that the
messages are identical. Thus we have established
®uw Ay, aurH, N7 and the remaining security goals
follow without much work.

MA’s View The MA receives IATH8 and with sim-
ilar methods as given in the proof of the Candidate
MP’s view Y can tell that X hashed the MIC in IATHS.
Then the MA knows that X is indeed participating
in the Four-Way Handshake and thus must have com-
puted the MIC in TATHT in order to verify it before
X sent IATHS. Again from the MIC in IATH6 and
the invariants on the system Y can prove that X sent
TIATHG6. Thus Y can verify that he and X share all the
same variables. And with a few more timing tricks we
can ensure Py ay, auTH,MA holds and the remaining
security goals follow.

Invariants. The invariants are straightforward and
it can easily be verified they hold over the basic se-
quences.

We are now done describing the MSA Authentication
protocol in the case of a Candidate MP and a MA.

5.1.4 MSA Authentication without a Candi-
date MP

In the previous subsubsections we looked at MSA Au-
thentication when one of the parities is a Candidate
MP. However, the MSA Authentication protocol can
be run between a MP or MA and a MP or MA, so long
as one of the parties is a MA. We continue to assume,
without loss of generality that Y is the MA. This fun-
damentally changes nothing in the security proofs; it
is just a different path through the initial handshake.

There is no TLS step in this case, the protocol pro-
ceeds from PLE directly to 4WAY. The composition is
proven in Section 8.

5.2 Mesh Key Holder Security Hand-
shake

The MKHSH is used to set up a session key, the
mptkx r between a MP (X) and the MKD (7). Once
MKHSH completes successfully the MP becomes an
MA. We give the strands, preconditions and invariants
in figure 9. The security goals are nearly identical to
those of the Four-Way Handshake and thus have been
moved to the appendix in Section C. The security in-
variant has been previously given in Figure 3.

MKHSH:INIT = (X, T, INFOx)
[new z; send “MKH1”,2,X,T,INFOx;
reve “MKH2”, 2, ¢, X, T, INFOr, mico;
mtch SELECT(INFOx,INFOr)/CS;
mtch HASHmkde’T (12, t)/mpthj;
mtch mico/HASHmpth’T(
“MKH2”,z,t, X, T, INFOr);
mtch mici /HASHpmpik, , (“MKH3”, 2, t, X, T, INFOx);
send “MKH3”,z,t, X, T, INFOx, mici;
reve “MKH4” 2, ¢, X, T, INFOr, mics;
mtch mica/HASHpmpik o (“MKH4” 2., X, T, INFOr)]x

MKHSH:RESP = (T, INFO7)
[reve “MKH1”, 2, X, T, INFOx;
mtch SELECT(INFOx,INFOr)/CS;
new t; mtch HASHmkaky o (2, t)/mptkx T;
mtch HASHopery
“MKH2",z,t, X, T, INFOr)/mico;
send “MKH?2”,z,t, X, T, INFOr, mico;
rcve “MKH3”, z, t, X, T, INFOx,mics;
mtch mici /HASHpmpik, , (“MKH3”, 2, t, X, T, INFOx);
mtch mico /HASHpmpik y , (“MKH4” 2, ¢, X, T, INFOr);
send “MKH4”, z,t, X, T, INFOr, mics]r

OMKHSH,1 (= Has(X, mkdkxg") A Has(T, mkde,T)

T'mknsH,1 = Honest(X) A Send(X, m)A
(Contains(m, HASHypek . (“MKH2”, (Y, Z)))V
Contains(m, HASHpex - (“MKH3”, (Z,Y)))
Contains(m, HASH,npik - (“MKH4”, (Y, Z)))
Z =X

\%
D

)
)
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Figure 9: Strands, preconditions and invariants of the
MKHSH

This is a Four Way Handshake that is used for set-



ting up a key. From the point of view of this paper it is
very similar to the Four-Way Handshake in MSA pre-
sented earlier. Once again, it is possible to tell who sent
which message based solely on the MIC of the message.
However in the MKHSH protocol it is done in a more
straightforward way than in the Four-Way Handshake.
In the MKHSH protocol, each message that is MIC’d
contains the MA’s address ordered before the MKD’s
address in the MIC (this is capture in the invariant
Tamrxmsaa). Thus a reflection attack is not possible.
Still the ideas are similar enough that the proof is al-
most identical. We give the formal security theorem
below.

Theorem 4.

(i) Pnexasay AT v ESH ST,
Onmkmsainir, [ MKHSH:MA]

D KHSH{AUTH,MPTK,GTKD,KF,INFO},MA

(i) Cprxasag AT vk asa s b
@MKHSHJMAJ[MKHSH:MKD]T

@y K HSH{AUTH,MPTKD,GTKD,KF,INFO},MKD

(i) MKHSHF T ycnsuy AT Mk sH,s11

The proof is nearly identical to the proof of the Four-
Way Handshake and the differences are neither enlight-
ening nor interesting. It has been omitted.

5.3 Group Key Handshake

If a MA or MP has a security connection (shares a
session key) and wants to update its group transfer
key, it must distribute its new group transfer key to
every principal it has a connection with. To do this it
will run the Group Key Handshake protocol.

The protocol is a simple two-round protocol, in
which a sender, X, sends its group transfer key to a
receiver, Y and the receiver acknowledges the recep-
tion. The messages are protected by MICs using the a
portion of the ptkx y and the gtkx is encrypted again
using the ptkx,y. The sender maintains a message
counter for every principal it has a connection with,
and it updates this counter after every key exchange
message sent.

In examining the protocols we found the current
MSA Group Key Handshake is vulnerable to a reflec-
tion attack as in the messages there is no indication of
who the sender or the intended receiver of the message
was. The protocol was adopted from 802.11i and was
not modified to ensure security in a mesh network. We
modify the Group Key Handshake to include the sender
and receiver’s addresses ordered inside the MICs. This
stops the reflection attacks and allows us to prove the
protocol secure.
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The Group Key Handshake protocol contains the
“return to global” function that we introduced in Sec-
tion 3.4. It will be used to return the new message
counter value, represented by ngtkcx,y, to the global
level. Thus, once the basic sequence is complete, any
role that uses the gtkcx,y value will be using the up-
dated global message counter number globalgtkcx y =
ngtkcx y. Recall that in PCL basic sequences are au-
tonomous steps and thus we are guaranteed that the
value that is updated at the global level will not be
used until after the basic sequence that updated it com-
pletes.

We give the strands, preconditions and invariants in
Figure 10 and note that GRP1HASH and GRP2HASH
represent the hashes in the first and second messages
of the group key handshake, instantiated with the ap-
propriate principals variables. The security invariants
can be found in Figure 3. While I'¢xpr 2 is listed as
an invariant it could be considered a security invariant
as it has security properties within itself. It essentially
states that a message with a higher counter was sent
out after a message with a lower counter. The stated
security goals are simply matching conversations and
group key delivery; they are straightforward and have
been moved to Section D. This leads to a theorem
about the correctness of the Group Key Handshake,
similar to previous theorems.

Theorem 5.

(i) Parm 12y ANlarm s b
®GKH7{1)2}[GKH:SNDR]X

QGKH,{AUTH,GTKD},SNDR

(i) Tarm 1,2y ANlarm,sr 1,2y F
@GKH7{1,2}[GKH:RCVR]Y

OorH,AUTH,RCVR

(i) GKH =T 1,2y AT ek m,s1,{1,2}

We have omitted the proofs (i) and (ii) as they are
nearly identical to the proof given of the Delete proto-
col in section E. However, the proof that I x 2 holds
over every basic sequence of the Group Key Hand-
shake is one of the most technically challenging proofs
we present. The proof requires that the precondition
Ogxm,2 holds after every basic sequence, thus we ad-
ditionally show this property in the proof. The proof
is quite original as we are using the new function intro-
duced in this paper, return(). We give the formal proof
in Section D in the appendix, but give an overview be-
low.

Proof Sketch: GKH + @GKH’2 A FGKH,27 SNDR.
First we need to show the precondition holds over all



GKH:SNDR =

(X, YA', gtkCX,)qpth,)q gth)
[mtch ngtkex,y /Increment(gtkx,y );
return ngtkcx,y; mtch enci /ENCpixy o (9thx);
mtch mici /HASH ¢y 4 (
“GKH1”, ngtkex.y, X, Y, enci);
send “GKH1”, ngtkcx,y, mici, X, }7, encs;
reve “GKH2” , ngtkcx,y, mica, Y, X;
mtch mica/HASH ¢y 4 (

“GKH2”,ngtkex,y,Y, X)]X

GKH:RCVR =
(Y, X, gtk‘CfXYY s ptk?)gy)
[reve “GKH1”, ngtkex,y, mici, X, Y, ency;
IsLess(gtkcx vy, ngtkex,y);
mtch enci/ENChpiry  (gthx);
mtch mici /HASH ¢y 4 (
“GKH1”, ngtkcx,y, XY, enci);
return ngtkcy,r;
mtch mica/HASHtry 4 (

“GKH2”, ngtkex,y, Y, X);
send “GKH2”, ngtkcx,y,mics, Y, X]y

OGgKH,1 = HaS(X,ptk‘X,Y) A Has(Y, pth,y)

Ocxknu,2 = Send(X,m) A Contains(m,gtkzclxyy) b
IsLess(gtkcx y, Increment (globalgtkex,y))

I'ckn,1 := Honest(X) A Send(X, m)A
(Contains(m, Hash,q, (“GKH1”, Z,Y))

Contains(m, Hash,q, (“GKH2”, Y, Z)))

Teku,2 == Honest(f() A Send (X, mo) A Send(X, m1)A
Contains(mo, HASH,1k o (ngtkc’y,y, GRPTHASH)A

= Contains(m1, HASHptky y (ngtkcx,y, GRPTHASH)A
IsLess(gtkcx v, gtkex,y) D Send(X,mo) < Send(X,m1)

v
5Z=X

I'ckm,s := Honest(X) A Send(X,mo) A Send(X, m1)A
Contains(mo, HASH 1k o (ngtkc’y y, GRP2HASH))A
Contains(mi, HASH ik y (ngtkex,y, GRP2HASH))A
IsLess(gtkcx v, gtkex,y) D Send(X,mo) < Send(X,m1)

Figure 10: Strands, preconditions and Invariants of the
Group Key Handshake

basic sequences. The precondition essentially states
that any counter value that has been sent out in the
past is smaller than the incremented value of the global
counter, i.e. ngtkcxy < Increment(globalgtkcx y).
We need to show this precondition holds over the first
basic sequence, i.e. we need to show that if the precon-
dition is true at the start of the protocol it is still true
after the send of the first message GKH1. The only
counter value sent out in the first basic sequence was
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newgtkcx,y. Recall, globablgtkcxy = newgtkcxy
from the return function. Thus we have ngtkcxy <
Increment(globalgtkcx y), by the definition of Incre-
ment.

Now assuming the precondition and the invariant
held before the first basic sequence we must show that
the invariant still holds. Recall that the invariant es-
sentially states that a message with a higher counter
was first sent out after a message with a lower counter.
From the precondition we know that all messages sent
prior to this basic sequence have a counter number
smaller than newgtkcx y. This value is GTK1’s mes-
sage counter value. Thus, GTK1 did not violate the
invariant and the invariant still holds after the basic
sequence. The proof of the second basic sequence is
trivial as it does not contain a send.

Proof Sketch: GKH ®GKH,2 A I‘GKH737 RCVR.
We assume that the precondition holds and we need to
show that it holds over the first basic sequence. The
message sent out during the first basic sequence has
a counter value of ngtkcx y, which is the same value
as the current global counter value. Thus ngtkcx y <
Increment(globalgtkex y) continues to hold.

We can show the invariant holds over the first ba-
sic sequence in much the same was as in the SNDR
case. We know from the precondition that all messages
sent prior to the start of this basic sequence contain a
smaller counter value than the value of the message we
send during this first basic sequence. Thus we do not
violate the invariant sending the message of the first
basic sequence. This completes the proof sketch.

5.4 Push, Pull and Delete

The Push, Pull and Delete protocols are protocols be-
tween a MA and the MKD for key management of the
pmk’s. We give the strands, preconditions and invari-
ants of the all three protocols below, some of the in-
variants have been moved to the appendix as they are
similar to I'ppp 2. The security invariants can be found
in Figure 3.

PULL:MA = (Y, T, X, pmkNx y,pley.r)
[mtch npley,r/Increment(pley,r);
return nplcy,;
mtch micl/HASHmptkny(
Y, T, “PULL1”  npley.r, X, pmkNx.y);
send T, f/, “PULL1”, nplcy,r, )A(,pm/ch,y, micy;
rcve YJA", “PULL2”, nplcy,r, X,pmkNX,y,
TN, enci, mics;
mtch enci/ENCpiry - (Pmkx,v);
mtch mico /HASHoptny o (Y, T, “PULL2”,



npley,r, X’, pmkNx,y, TNy, enci)]y

PULL:MKD = (T, pmkx,y, plcy )
[rcve T,V,“PULL1”, npley,r, X, pmkNx y, mici;

IsLess(plc/ny, npley,r);
mtch mici /HASHyptry 1 (

Y, T, “PULL1”, npley,r, X, pmkNx,y );

mtch enci /ENCrptiy »(pmkx,y);

return npley,r; '

mtch mica/HASHppiky - (Y, T, “PULL2”,
npley,r, X, pmkNx y,TNg,ency);

send Y,T, “PULL2”, nplcy,T, X,pmkny7
TN, ency, mica|r

PUSH:MA = (Y, pley,r = nplcY,T7pdc'y,T)
[rcve Y, T, “PUSH1”, npdcy,r, X, pmkNx.y,mico;
mtch mico/HASHmpth’T(

Y, T, “PUSH1”, npdey,r, X, pmkNx.y);
IsLess(pdc’;/’T, npdey,t);
return npdey,T;
PULL:MAJy
PUSH:MKD =
(T, f/,X,pmkNx,y,pkay,pdcY,T,plc'y,T)
[mtch npdey,r /Increment(pdey,r);
return npdcy,T;
mtch mico/HASHmptkny(

V., T, “PUSH1”, npdcy,r, )A(,pmkNx,y);
send Y,T, “PUSH1”, npdcY,T,XmmkNx,y,mico;
PULL:MKD}T

DEL:MA := (Y)
[rcve Y, T, “DEL1”, npdcy,, X,pmknyy, mico;
mtch mico/HASHmptkny(
v, T, “DEL1”, npdey,, X,pmkNx,y);
IsLess(pdcy 1, npdey,r);
return npdey,T;
mtch mici /HASHyptry 1 (
Y, T, “DEL2”, npdey,r, X, pmkNx,y );
send 7,7, “DEL2”, npdcy,r, X,pmkNXy, mici]y

DEL:MKD := (T,Y, X, pmkNxy, pmkx.y)
[mtch npdey,r /Increment(pdey,r);
return npdey,T;
mtch mico/HASHmpth,T(

Y, T, “DEL1”,npdey,r, )A(,pmk:Nx,y);
send Y,T, “DEL1”, npdcy,T, X,pmkNXy,mico;
rcve T, Y, “DEL2” ,npdcy,T, X,pmkNx,y, mics;
mtch micl/HASHmptkny (

Y, T, “DEL2”, npdey,, X,pmkNx,y)]T

Oppp,1 := Has(T, mptky,r) A Has(Y, mptky,r)

®ppp,2 := Send(Y,m) A Contains(m, pley 1) D
IsLess(plcy.r, Increment(globalpley,r))A
Send(T',m) A Contains(m, pdcy.r) D
IsLess(pdcy. 1, Increment(npdcy,r))
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I'ppp,1 := Honest(Y) A Send(Y, m)A

(Contains(m, HASHmptry 1 (Z,X, “PULL1”))V
Contains(m, HASHpiky o (X, Z, “PULL2"))V
Contains(m, HASHpiky (X, Z, “PUSH1”))V
Contains(m, HASHpery o (X, Z, “DEL1”))V
Contains(m, HASHptry 1 (Z,X,“DEL2”))) D

Z=Y

FPPD,2 = Honest(Z)/\

(Send(Z, mo) A Send(Z, m1)A

Contains(mo, HASHpik, « (plcz, x, PULLIHASH))A
Contains(mi, HASHymptr, y (plez,x, PULLIHASH))A
IsLess(plcy,r, pley,r) D Send(T, mo) < Send (T, m1))

(1)

The Pull protocol is the protocol used by the re-
trieve() function to obtain a key if it is not cached lo-
cally. Thus, the Pull protocol can be run mid-protocol
during either the MSA Authentication or during our
Abbreviated Handshake we present later. Of course, it
can also be run independently. The protocol consists
of the MA sending a request for a key by name and
the MKD delivering that key. The Pull protocol uses
a counter in a similar fashion to the Group Key Hand-
shake, which is maintained by the MA as he initiates
the Pull protocol.

The Push protocol is a three message protocol, initi-
ated by the MKD, to instruct the MA to update a key.
The first messages is sent by the MKD and contains
the name of the key to update. Once, the MA receives
this message, he instantiates a Pull protocol using the
key name delivered by the MKD. Thus the Push pro-
tocol could be thought of as a one message protocol,
followed by the Pull protocol. However for ease of pre-
sentation we chose not to always separate the protocol
this way. The first message of the Push protocol has a
separate counter that is maintained by the MKD as the
MKD initiates the Push protocol. However the second
and third messages contain the counters of the Pull
protocol.

The Delete protocol consists of the MKD sending the
name of a key to delete, followed by an acknowledge-
ment from the MA. The delete protocol uses the same
counter as the Push protocol in both its messages.

The security goals of these protocols are mostly
straightforward, however the authentication goal for
the MKD:PUSH is not. For the the authentication
goal we will consider PUSH as a one message protocol,
followed by a two message protocol. It is fine to sepa-
rate it in this way as this is an accurate representation
of the protocol. Thus we will apply our generalized
matching conversation definition to this set of two pro-
tocols. In the ideal world (without any adversaries) it



is impossible to prove that the MA received PULLI.
This is because there is nothing connecting the PUSH
message sent with the next message sent in the sys-
tem, PULL1. It is possible that the message PUSH1
was lost and the MA decided independently to run the
Pull protocol. Thus we have no hopes of every prov-
ing the reception of PUSH1 from the point of view of
the MKD. However, this is irrelevant, for as long as
the MKD receives the PULL1 (which is fundamentally
similar to a PUSH2) message after it sends the PUSH1
message, it can send the correct key to the MA. Thus
our definition in this case proves to be sufficient. Also it
is maximal if when we consider PUSH as a one message
protocol followed by a two message protocol, which we
believe was the intention of the designers of the MSA.
We give the authentication goal for the MKD:PUSH
below,

PpuUsH,MA MKD =
KOHonest(mptkx v, {mkdkx r}) D
(Send(T, PUSH1) A Send(Y,PULL1)) <
Reve(T, PULL1) < Send(Y, PULL2).

The Push, Pull, and Delete protocols also have sim-
ilar timing invariants as the Group Key Handshake.
These guarantee that the MA and the MKD will al-
ways be certain which messages were sent in which or-
der. The proof of this invariant is nearly identical to
the proof given in the Group Key Handshake and is
thus omitted. Since we were able to show this invari-
ant over all three protocols, the protocols do in fact
compose arbitrarily with each other. Thus, there is no
combination of steps, lost messages and restarts that
will cause a message sent out after another message
to have a lower counter value. Note that this is only
the case if the basic sequences are implemented as au-
tonomous steps as modeled by PCL. If the basic se-
quences are not autonomous steps than the ordering
security invariant does not hold, but the rest of the
proofs (mutual authentication, key secrecy, etc.) are
still valid.

We present the formal requirement of Push, Pull and
Delete below. We use the short hand PPD:MA to in-
dicate we have independently proven the statement for
the MA running each of the three protocols. We use
similar notation for the MKD.

Theorem 6.

(i) Tppp.11,2y ANTUPpPD,s1{1,2}
©ppp,{1,2;[PPD:MA] ¢

®ppp {AUTH,PTKD},PPD

(i) Uppp 1,2y Al ppD,srq1,2y
©ppp,{1,2)[PPD:MKD];.

Oppp, AUTH,MKD
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(#ii)PPD + FPPD,{I,Q} A FPPD,SI,{LQ}

6 Abbreviated Handshake

The Abbreviated Handshake is a protocol that is to
be used in place of a MSA Authentication between a
MA and a MP, so long as one of the parties is a MA.
The 802.11s task group has received submissions inter-
ested in creating an Abbreviated Handshake [8, 25].
The idea is that it is a shorter protocol, as not as
many steps are necessary when both parties have al-
ready joined the mesh. This allows for node mobil-
ity within the mesh, with minimal extra messages and
bandwidth cost.

As in the MSA Authentication the parties will ex-
change information important to the successful com-
pletion of the protocol. This information is given in
the form of TINFO and the select() function deter-
ministically selects the correct option from the shared
info. Asin the Peer Link Establishment protocol, both
principals may start communication at the same time.
However, the protocols are not totally symmetric, for if
both parties are MAs the decision as who will retrieve
the key from the MKD is based on the relative values
of the MAC addresses.

Also we found it unnecessary to require that both
parities always act as if they are in the case where they
have started a connection to each other at the same
time (the SIMO case). When one party is obviously
the initiator the messages exchanged are similar to the
802.11i Four-Way Handshake. The advantage of this
protocol over the SIMO case is that it allows the open-
ing party to always receive the last message. The rea-
son for this design decision is that we imagine in most
common situations the party who initiated the connec-
tion will be the first to initiate communication once
the session is established. Thus a Four-Way Protocol
allows the initiating party to confirm that the protocol
was completed successfully. It is impossible for both
parties to confirm the completion of the protocol as
one party must send the last message and will never
know if that message arrives (two army problem).

(Not) acknowledging the receipt of the gtk. In
the Simultaneous open we do not confirm the receipt
of the gtk at the peer as we believe it is unnecessary.
We give our justification below.

1. Tt is given in 802.11i (see Section 8.4.8 in [1]) that
a desired property of the Four-Way Handshake is
to transfer the gtk from the authenticator to the



supplicant. The standard does not state confirm-
ing the reception of the gtk at the supplicant as
a goal. We believe this choice of language was
intentional. It seems natural to have the same re-
quirement for 802.11s.

In MSA it is functionally meaningless for the party
receiving the last message of a ptk establishment
protocol to acknowledge the receipt of the gtk dur-
ing the protocol. This stems from the restriction
that a party is forbidden to use the gtk until the
ptk protocol has successfully completed at that
node. Assume that party A is the party receiving
a last message and party B is the party sending a
last message. Once party B has completed its role
in the protocol, B can not know if A has received
the last message. Thus upon completion of any
ptk establishment protocol it is always unknown
to the sender of the last message if the receiver
of the last message is using the gtk (because it’s
unknown whether A is certainly using the ptk).
Thus an acknowledgement of the gtk by the party
receiving the last message is functionally meaning-
less. This is inherent as long as the gtk can not be
installed until the completion of the protocol that
establishes the ptk. It is functionally meaningful,
however, to tie gtk installation (establishing a gtk
session) to the completion of a ptk establishment
protocol.

This issue is further complicated in the peer-to-peer
network of 802.11s as both parties exchange gtks dur-
ing the ptk establishment protocol. Since there must
always be one party that receives the last message of
a protocol, there will always be one party who is un-
able to confirm the use of the gtk at the peer. Thus, if
confirming the installation of the gtk at the peer is a
necessary function of the network, a completely inde-
pendent gtk confirmation protocol must be used after
a successful ptk establishment protocol (like the abbre-
viated handshake). Acknowledging the reception of the
gtk during the ptk establishment protocol will always
be meaningless for one party. We note, though, that
both parties can tie gtk usage to ptk usage — an honest
node will only install the gtk if and only if it has also
installed the ptk. And, of course, the gtk is like all
other values and is verified to be correct.

Independent of our design decision, we feel that the
distinction between the acknowledgement of the receipt
of the gtk and the acknowledgement of the installation
(the use of the gtk) is important to establish. This
distinction should be useful to both the members of
the 802.11s task group as well of those who make use
of the system; without it those individuals may make
design and protocol decisions assuming that principals
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within the system are indeed using the gtk when they
are in fact not. However, gtk use can be tied to ptk use,
so that other methods of determining gtk installation
are possible.

Generalized Matching Conversations For
ABBH:SIMO We cannot use the matching con-
versations definition from [2] for the ABBH:SIMO
protocol. Thus, we apply the generalized matching
conversations definition.  Let principal X be the
principal from whose view we are establishing the
proof of generalized matching conversation and Y
be the other principal. SIMO1X and SIMO5X will
represent X’s messages, similarly for Y’s messages.
We need to determine the maximal timing relations
in the ideal world (no adversaries) only running
ABBH:SIMO. As X cannot confirm if Y has received
SIMO5X (it may be the last message sent), SIMO5X
is not part of X’s maximal conversation. Note that
every message must be sent by the correct party before
they are received by the other party in this ideal
world. Thus we get Send(X,msg)<Receive(Y ,msg)
and Send(Y ,msg)<Receive(X,msg) for every message.
Now we simply list what actions must happen after
other actions leaving out the trivial receives after sends
we showed above and other redundant information.

Send(X, SIMO1X) < Receive(X, SIMO1Y) <
(Send(X, SIMO5X) A Receive(X, SIMO5Y))

Send(Y, SIMO1Y) < Receive(Y, SIMO1X) <
Send (Y, SIMO5Y)

This temporal ordering is inherently maximal for X’s
view of an arbitrary run of the ABBH:SIMO proto-
col, so it satisfies the definition of generalized match-
ing conversations for X (Y’s view will be identical).
The enforcing of send orders within one node can be
accomplished by waiting for acknowledgements from
the MAC layer before proceeding. We enforce that X
has sent its message 1 before receiving a message 1 to
separate the SIMO case from the INIT/RESP case. If
a node X has not sent its message 1, it replies to a
message 1 with a message 2.

We present the strands, preconditions, invariants
and security goals in the SIMO case below. One sub-
tlety of the SIMO strand is the ordering of the nonces
x and y when creating the ptk. Other messages have
clear initiators and responders, so the ordering can be
determined from that. For SIMO, the ordering is de-
pendent on the values of the nonces themselves, with
the smaller nonce ordered first. This could also be ap-
plied to 4WAY without changing the validity of the
corresponding proofs. This might be simpler from an
implementation and standardizations perspective. The
remaining security goals have been moved to the ap-



pendix in Section F. We once again use the retrieve
function, thus we assume the relevant preconditions
and postcondition associated with the basic sequences
surrounding the function.

ABBH:INIT = (X,Y,INFOx, gtkx)
[new z; send Y, X, “ABBH1”, INFOx, x;
rcve X, f/, “ABBH2”, INFOy,y,x,enco, mico;
mtch SELECT(INFOx,INFOy)/CS,pmkN;
mtch RETRIEV E(pmkN)/pmk;
mtch HASHpmi(z,y)/pthx,yv;
mtch enco/ENCpix y y (gthy);
mtch mico/HASHpthYY(
X,Y,“ABBH2”, INFOy,y,z,enco);
mtch enci /ENCpi y (9thx);
mtch micy /HASHpu (Y, X, “ABBH3”,
INFOx,z,y,ency);
send Y, X, “ABBH3”,INFOx,x,y,enci, mici;
reve X, Y, “ABBH4”, y, x, mica;
mtch mic/HASHpu o (X, Y, “ABBH4”, y, 2)] x

ABBH:RESP = (Y,INFOy, gtky)

[rcve Y, X, “ABBH1”, INFOx, z;

mtch SELECT(INFOx,INFOy)/CS, pmkN;
mtch RETRIEV E(pmkN)/pmk;

new y; mtch HASHpmi(z,y)/ptkx,v;

mtch ENCpi . o (gthy)/enco;

mtch HASHpthYY(

X,Y, “ABBH?2” ,INFOy,y,x,enco)/mico;
send X,Y, “ABBH2”, INFOy, y, %, enco, mico;
reve Y, X, “ABBH3”, INFOx, z, Y, enci, mici;
mtch 6ncl/ENCpth,Y (gtkx);
mtch mic; /HASHer . o (Y, X, “ABBH3”,

INFOx,z,vy, enc{);
mtch mica/HASHpur o (X, Y, “ABBH4”, y, z);
send X,Y, “ABBH4”, y, x, mica]y

ABBH:SIMO = (X,Y,INFOx, gtkx)
[new z; send Y, X, “ABBH1”, INFOx, z;
rcve X, Y, “ABBH1”, INFOy,y;
mtch SELECT(INFOx,INFOy)/CS, pmkN;
mtch RETRIEV E(pmkN)/pmk;
mtch HAS Hpmi(z,y) /pthx,y;
(mtch ENCpiky v (gtkx)/enco;
mtch HASHuk, o (V, X,
“ABBH5",INFOx,z,y, enco, INFOy)/mico;
send YV, X, “ABBH5”, INFOx, z,y, enco, mico) :
(reve X,Y,“ABBH5", INFOy, Y, T, enci, mics;
mtch encl/ENCpth,Y (gtky);
mtch micl/HASHp,gkXyY (X, Y,
“ABBH5”, INFOy ,y, z, enc1, INFOx))]x

®aseH,1 := Has(X, pmkx,y) A Has(Y, pmky,x)A

(Has(X, mptkx,r) V Has(Y, mptkx 1)

~

T'aBBH,1 = Honest(X) A Send(X,m

~—

A

(Contains(m, Hash,, ((“ABBH2”, Y, Z)))V
Contains(m, Hash,, (“ABBH3”, Y, Z)))V
Contains(m, Hash,, ((“ABBH4”, Y, Z)))V
Contains(m, Hash,, ((“ABBH5”, Y, Z)))V

Z=X

Psivo,MmA =

KOHonest(ptkx,y, {pmkx,y,pmky,x}) D
(Send(X, SIMO1X) < Reve(Y, SIMO1X))A
(Send(Y, SIMO1Y) < Reve(X, SIMOLY))A
(Send(Y, SIMO5Y) < Reve(X, SIMO5Y))A
(Send(X, SIMO1X) < Reve(X, SIMO1Y) <
(Send(X, SIMO5X) A Reve(X, SIMO5Y))A
(Send(Y, SIMO1Y) < Reve(Y, SIMO1X) <

Send(Y, SIMO5Y))

PsiMO,PTKD =
KOHonest(ptkx,y, {pmkx,y,pmky,x}) D
Has(X, ptkx,yv) A Has(Y, ptkx,y)

PsiMo,GTKD =

KOHonest(ptkx v, {pmkx,y, pmky,x })A
Reve(Y, SIMOX5) D

Has(X, gtky) A Has(Y, gtkx)

Psivo,kF =

KOHonest(ptkx v, {pmkx,v,pmky,x}) D
(new (X,z) Az C pthx,y Anew (Y,y) Ay C pthx.y)A
FirstSend(X, z, X, z, SIMO1X)A
FirstSend(Y, y, Y,y, SIMO1Y)

Psimo,INFO =

KOHonest(ptkx,y, {pmkx v, pmky,x}) D
SELECT(INFOx,INFOy) = CS, pmkNA
Has(X,CS,pmkN) A Has(Y,CS, pmkN)

We give the main theorem of this section below,

Theorem 7.

(Z) 1_\ABBH,l A FABBH,SI,{LQ} =
©.4ppH1[ABBH:INIT]

@ ABBH,{AUTH,PTKD,GTKD,KF,INFO},INIT

(ii)) Tappr,1 AT aBH SI,{1,2) I
©4ppH,1[ABBH:RESP],,

®ABBH,{AUTH,PTKD,GTKD,KF,INFO},RESP

(ii)T A1 AT aBBH,S1,{1,2}
@ABBH,I [ABBH:SIMO]X

(DABBH,{AUTH,PTKD,GTKD,KF,SIMO},SIMO

(iv)ABBH & T appa,{1.2y Nl aBBH,S1.{1,2}
We omit the proof of ABBH:INIT and ABBH:RESP

because it is nearly identical to the proof of the Four-



Way Handshake. The desired security goals are also
nearly identical, proving mutual authentication, key
freshness, session key possession, GTK transfer, and
information selection. The proof of the ABBH:SIMO
security goals is given in the appendix in section F.
We walk through the generalized matching conversa-
tions proof below.

Proof Sketch Generalized Authentication,
SIMO We only need to show the proof from a
single point of view as the roles are symmetric. Let
principal X be the principal from whose view we are
establishing the proof from and let Y be the other
principal. As the proof assumes X has completed
the protocol successfully, we know that SIMO1X was
sent before SIMO5X and SIMO1Y was received before
SIMO5Y. Thus to complete the proof we must show
that Y sent exactly SIMO1Y before SIMO5SY and
received exactly SIMO1X before sending SIMOS5Y.
As in previous proofs, we can determine the MIC in
SIMO5Y could have only been sent by Y if X, Y and T’
are honest. Since all the variables used in the protocol
are contained in the MIC of SIMO5Y, we know that
X and Y share identical variables. Now using the
honesty of Y we are sure that Y sent SIMO1Y and
received SIMO1X before sending SIMO5Y and that
it was sent exactly as X received it. Again if Y is
honest since X and Y share variables, then Y must
have received SIMO1X exactly as X had sent it. This
gives us generalized authentication.

7 Proof of Key Hierarchy

This section is presented here, for ease of exposition.
In reality, a lot of the effort of proving these results
had to be done before the proofs of the correctness of
the protocols. None of the results in this section rely
on any any previous results. But they do rely on the
protocol definitions given in section 5 and 6. Indeed,
those protocol definitions are critical for this section.

We use the SafeNet construction of [23] to prove
these results. At its core, SafeNet shows that particu-
lar values are always “protected” by a set of keys, that
is, no adversary without a key from that particular set
of keys will not be able to derive the particular value.
This allows us to reason about the possession of that
value based on who has access to particular keys. The
main theorem of this section shows that all protocols
within the MSA definition satisfy the presented secu-
rity invariants.

We do add one axiom to the SafeNet
structure. We claim new Axiom SAF5 as:
SafeMsg(HASH (M), s, K). This follows from
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the fact that using information as the key part of a
keyed hash does not reveal any information about
that information. This is almost a direct consequence
of SAF4 (which states SafeMsg(HASH(M),s,K)).
Depending on how the key is used in the hash, they
could even be equivalent, but we prefer clarity with a
new axiom.

Theorem 8. Let MSA represent all the protocols in
the Mesh Security Architecture and I'sy arr represent
all the security invariants in figure 3. Then I'srarr
are invariants of MSA. Formally,

MSAFTsr aLL

Proof sketch: This theorem is proven in two steps.
The first step is a massive induction over all the basic
sequences of all the protocols that could be run by any
participant in a mesh. This induction guarantees that
all messages sent are “safe” in that critical information
is protected by the listed keys. In the MSA case, the
critical information is another key, lower in the hierar-
chy. From this, we argue the invariant nature of the
SafeNet over MSA. Then, we use the POS and POSL
axioms [23] to state who can potentially have access to
the critical information (that is, various other keys).
By proceeding in this way throughout the entire key
hierarchy, we can establish all the necessary security
invariants. We give a flavor of this type of induction in
Section G of the appendix. The full proof is generally
unenlightening and we do not provide it. We note that
this proof does not depend on any of the analysis done
in proceeding sections. It is simply induction over all
basic sequences and application of secrecy axioms.

8 Composition

The MSA architecture allows for significant variation
in how protocols compose together [4]. Once an es-
tablished state is reached, many protocols (which may
have been run previously to reach the established state)
may be chosen. Reaching an established state may take
a variety of paths, depending on the authentication
mechanism (TLS or PSK) used. Error-handling strate-
gies will cause protocols to restart, or, potentially, dif-
ferent protocols to be run. This introduces a complex
state diagram and complexities of composition.

While staged composition proofs have been pre-
sented [22, 20], the presentation of each has differed.
We provide a slightly different presentation of similar
ideas in Section 8.1. Readers primarily interested in the
proof of MSA can safely skip this section and proceed
to Section 8.2 where the overall MSA security theorem
is presented.



8.1 Consistent Composition

We utilize the definitions of role-prefix, staged role, and
staged composition from [20]. Additionally, to add sim-
plicity to our exposition, we use I' to denote the con-
junction of all invariants within a staged composition
of protocols. That is, I' is the totality of all the in-
variants from each of the protocols @); that make up a
composition of protocols ). This will allow us to state
the following theorem more succinctly.

Theorem 9. Let Q be a staged composition of protocols
Q1,Q2,...,Qn. Then kg KOHonest > ®, if for all
RComp({P1, Pa,...,P,)) € Q, all of the following hold:

(Invariant Induction)
(Z) Vi.VSs € BS(QZ) F @pi A F[S]XF

(Precondition Inductions)

(i) Q1 Q2 ® - @ Qy F Start(X) D Op,
(i1)Q1 @ Q2 ® -+ @ Qy - Vi.Op,[P]xOp,,
(iv) ¥i.vS € | ] BS(P;).0p,[S|xOp,

Jjzi

The invariant induction step fundamentally states
that every basic sequence that could be reached by a
run through Q maintains the full invariant list (T"), as
long as that’s step’s preconditions hold. The precon-
dition induction rules enforce three facts. The first
states that the start of protocol @ causes the base
precondition to hold. This starts the induction. The
second states that each step passes from its precondi-
tions to the next step’s preconditions. Note that step
P; has postcondition ®;, so this step is saying that
®; D Op,_ ,, to guarantee the progress moving forward.
The third precondition invariant allows the backwards
steps, by guaranteeing that no step ever violates any
step’s preconditions (that is, once something is true,
it’s true forever).

We note that this theorem is dependent upon ba-
sic sequences, as its fundamental building block. The
protocols themselves, while useful distinctions in un-
derstanding and modeling the system, are not critical.
In particular, the @;s could be single basic sequences
and the entire theorem continues to make sense. This
allows us to model things at the basic sequence level.
This level of granularity has been suggested before [20],
but we make it explicit.

This allows, for example, the behavior of the
RETRIEV E description. As its own basic sequence,
RETRIEVE allows two different paths through a
larger staged composition. In one path, the basic se-
quence simply returns a locally stored value. In the
other path, an entire protocol might be run. Since
that protocol composes consistently at basic sequence
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breaks in the initial protocol, it simply denotes an al-
ternate method of staging the composition of the proto-
cols. It is important, however, that the RETRIEVE
action always be treated as its own basic sequence.
This provides the necessary preconditions at the ba-
sic sequence level. Inductively proving actions with-
out proper consideration of RETRIEV E would lead
to false results. In all protocols using RETRIEV E,
the invariants and various preconditions in the proto-
col were proven against all possible interpretations of
RETRIEVE.

8.2 Composition in MSA

We wish to apply Theorem 9 to the protocols of the
MSA proposal. We view the protocols of staged compo-
sition as the protocols given previously. As mentioned,
we consider arbitrary breaks at the basic sequence level,
for mid-protocol composition as well as overall compo-
sition. We need to prove that all protocols within MSA
(comprising PLE, TLS, 4WAY, MKHSH, GKH, PULL,
PUSH, DEL, ABBH, SIMO) satisfy the necessary con-
ditions for composition.

Theorem 10. Let Q be a specific composition of proto-
cols from MSA and RComp({(Py, Ps,...,P,)) € Q and
I'=Trrss1,11,2 ANlaway,s1,{1,2,34) N pPD,s1,{1,2} A
Pyvirnasasri N Uappusiqizy N Texmsifiy A
Frrsgi2y A Tawavy A Tmkwasan A Texmqizy A
Uppp.q1,2y ATappu. Then:

(i) ViN5 € BS(Q:). F ©p AT[S]xT

(”) ®P1
(i11)Paw ay F Omkrsy N Ockn
Prvxnsa - Opusa ANOpuLL AOpErL
Prvxusu b Oappr NOsivo
®appu F Ockn
(iv) ¥i.vS € | ] BS(P;).0p,[S]|xOp,
i

Proving all the protocols securely compose is a
lengthy induction process, which we omit for space
purposes. We will give brief justifications of each step
without formal mention of the details.

First, we prove that invariant induction holds across
all the protocols. In previous sections, we proved each
particular protocol’s invariants hold across all its basic
sequences. Since nearly all the invariants are tied to
specific protocol messages, most of these are extremely
straightforward. Those which are not so tied are the
TLS invariants I'rrs1 and I'rrs 2 and the two ordering
invariants 'k g2 and I'ppp 2. Since the TLS invari-
ants deal with public-key operations not used by other
protocols, they, too, are straightforward. The order-
ing invariants involve counters specific to the GKH



protocol and the PUSH, PULL, and DFEL protocols
respectively. Those invariants were proven across those
counters in their respective sections and no other pro-
tocol uses those counters, so the invariants are not vi-
olated.

Second, we prove that the induction starts correctly,
that the base preconditions are held at the start of a
session at any node X. This is a precondition assump-
tion about information available (either public-key cre-
dentials or a PSK). This precondition is inherent in the
definition of the start of the protocol.

Third, we prove that each step’s postconditions
match the preconditions of following steps. We have
been noting this throughout the paper. Specifically,
where multiple paths lead to the same condition, we
have verified that the necessary preconditions are all
met for any stage. Since some initial handshake (com-
prising PLE, TLS, 4WAY or PLE, 4WAY with PSK)
must occur first, we show that 4WAY implies the abil-
ity to participate in fuller mesh protocols (as a mesh
point — including MKHSH and GKH). Note that at this
point, a node could attempt ABBH or SIMO, but it is
not guaranteed successfully complete, even in the pres-
ence of no adversary, as one side or the other must have
the correct PMK. Completing MKHSH makes a node a
Mesh Authenticator (MA) and guarantees a full variety
of protocols (PUSH, PULL, DEL, ABBH, SIMO).

Finally, we prove that no step (or combination of
steps) in any protocol violates any precondition. All
preconditions are expressed expressly in terms of Has,
Send, and Receive. Once these states are true, they do
not change, from a security perspective. So, the induc-
tion to prove the continuing truth of all preconditions
is pretty trivial.

We have now shown that we can apply Theorem 9 to
the protocols presented in this paper. In particular, we
have that any reasonable progression through protocols
is secure. In particular, we have shown the following
theorem holds.

Theorem 11. A mesh of nodes, all of which conform
to the proposed specification of MSA (and the minor
modifications of this document), guarantee all the listed
security goals of this paper.

More can be said, too. It isn’t that the whole mesh
must comply. As long as the players in a given proto-
col are honest (and the MKD is honest), the security
of that protocol is ensured. Fundamentally, the Mesh
Security Architecture is sound.

9 Conclusions and Future Work

We have proven the security of the MSA, under stan-
dard assumptions. We have provided and justified a

23

few recommendations which we hope will be imple-
mented in the final draft of the standard, if this ar-
chitecture is chosen. We also hope that providing a se-
curity proof during the design and review process will
lead to additional efforts in that regard. We feel that
protocol design is important and an analysis of a sys-
tem should be done before implementation, not after.

Along the way, we made a number of contributions to
PCL.

The most important, from our perspective, is the
ability to handle simultaneity, with the introduction of
action groups and associated axioms and proof tech-
niques. The use of SafeNet and other axioms to handle
an entire key hierarchy is also novel, but it is a good
application of existing techniques in an interesting way.
The return(), select(), and retrieve() actions were also
designed to extend naturally to examinations of other
architectures.

The importance of proving security as invariants in-
stead of simply as end goals was introduced in [23], but
the importance of it was not stressed. We feel making
this implicit difference explicit should allow for clearer
and better security proofs in the future. Some security
goals are rightly protocol postconditions. Others must
be verified throughout the run of a protocol.

This paper also takes a deeper dive into the details
of the protocols than is often undertaken. While exam-
ining only the security components (nonces, keys, etc.)
simplifies analysis, it also leaves a gap. Our experi-
ence leads us to believe that gaps in analysis are often
dangerous, as they lead to assumptions about security,
implementation difficulties, and unforeseen attack vec-
tors. Some level of abstraction is necessary, but adding
a model for authenticated information exchange is crit-
ical for many applications.

This paper opens opportunities for applying PCL to
other peer-to-peer protocols, where ordering may not
be as strict as in server-client models. Other protocol
systems, particularly those on standard-track, would
be natural candidates for additional analysis.

The language of PCL also has some avenues for
further development. The concept of breaking basic
sequences was introduced in this paper. The natu-
ral question arises of what might happen if basic se-
quences were not autonomous units but could be bro-
ken. This change would invalidate existing PCL the-
orems, but would close certain potential loopholes.
Combining this with pre- and post-conditions at a
smaller granularity could potentially lead to additional
breakthroughs in the area of proving protocol correct-
ness.
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Appendix

A Proof of Security Goals of
TLS

A.1 Proof of Security for the Client

Matching Conversations, Client:
AA1, ARP,AA4,Ot15
[TLS : CLNT|x

Send(X, X, T, Nz, VerSUy,) <

Reve(X, T, X, Nt, VerSUs, cert) <

Send(X, X, T, certa, enca, siga, hashy) <

Reve(X, T, X, hashs) (2)

ARP,HASHS3,0OTLs

[TLS : CLNT]x

Reve(X, T, X, hashz) D

3Z.Computes(Z, Hash,; i ey  (RandShake2, “server”))A
Send(Z, Hashyz i ey (handShake2, “server”))A
(Send(Z, Hashyy K ey o (handShake2, “server”)) <

Reve(X, T, X, hashs)) (3)

T'ris,s1,1, HASH1
KOHonest(zzKeyx , {privx, privy,zzKeyx }) D
Computes(Z, Hashyo icey  (handShake2, “server”)) D

Has(Z,zaKeyx) D Z=XVZ =T (4)

3,4, AAl, FTLS,27 OTLs

[TLS : CLNT]x

KOHonest(zzKeyx, {privx, privy, zzKeyx }) D
Send(Z, Hashyorcey i (fﬂ T, Ny, VerSUy,

T, }7, Nz, VerSU,certy,

Y, T, certa, siga, enca, hasha, T, Y, “server” ) D

Z =

~
—
S
Z

3,5,01Ls

[TLS : CLNT]x

KOHonest(zzKeyx, {privx, privy,zzKeyx }) D
Computes(T, Hashyz iey  (handShake2, “server”)) (6)

6, HASH1, O
[TLS : CLNT] x
Has(T, zzKeyx) A Has(T, handShake2) (7)

6,7, I'rLs,2, PHONESTY, OTLS
[TLS : CLNT]x
KOHonest(zzKeyx, {privx, privy, zxKeyx }) D

Reve(T, X, T, Nz, VerSU,) <

Send(T, T,X,Nt,VerSU, certy) <

Reve(T, X, T, certa, enca, siga, hashsa) <

Send(T,T', X, hashs) (8)

25

3,807Ls
[TLS : CLNT]x
KOHonest(zzKeyx, {privx, privy, zxKeyx }) D

Send(T, T, X, hash3) <
Reve(X, T, X, hashs)

FS1,AN3,©1Lg
[TLS : CLNT]x

FirstSend(X, zzKeyx, X, T, certa, ency, siga, hashz2)

8,10, FS20 g
[TLS : CLNT] x

Send (X, X, T, certa, encs, siga, hasha) <
Reve(T, X, T, certs, enca, siga, hashz2)

FS1,AN3,©1Lg
[TLS : CLNT]x

FirstSend(X, Nz, X,T, Nz, VerSUy)

8,12, FS2, @rLs

[TLS : CLNT]x

Send(X, X, T, Nz, VerSU,) <
Reve(T, X,T, Nz, VerSUy)

FS1,AN3,O1Ls
[TLS : CLNT]x

Honest(T) D FirstSend(T, Nt, T,X,Nt, VerSUs, certy)

8,14, FS20 ¢
[TLS : CLNT]x

Honest (1) D Send(T, T, X, Nt, VerSUy, cert,) <
Reve(X, T,X,Nt,VerSUy, certy)

8,9,11,13,15, OrLs
[TLS : CLNT]x
KOHonest(zzKeyx, {privx, privr,zzKeyx }) D

Send(X, X, T, Nz, VerSUy,) <

Reve(T, X, T, Nz, VerSUy,) <

Send(T, T,X,Nt,VerSUy, certy) <
Reve(X, T, X, Nt, VerSUs, cert1) <
Send(X, X, T, certa, enca, sigs, hashy) <
Reve(T, X, T, certa, ency, siga, hashsa) <
Send(T, T, X, hash3) <
Reve(X, T, X, hashs)

Key Delivery, Client:
AAl1,OTLs

[TLS : CLNT]x
Has(X,zzKeyx)

77 17» ®TLS

[TLS : CLNT]x

KOHonest(zzKeyx, {privx, privr,zzKeyx }) D
Has(X,zzKeyx) A Has(T,zzKeyx)

A.2 Proof of Security Goals for
Server

Security Goals of the Server:

(9)

(10)

(11)

(12)

(13)

(14)

(15)

(17)

(18)

the



®TLS,MA SRVR =
KOHonest(zzKeyx , {privx, privr,zxKeyx }) D

Send(X, X, T, Nz, VerSU,) <

Reve(T, X, T, No, VerSU,) <

Send(T, T,X,Nt,VerSUt, certy) <
Reve(X, T,X,Nt,VerSUy, certy) <
Send(X, X, T, certy, enca, siga, hashy) <
Reve(T, X, T, certa, enca, sigz, hashg) <
Send(T, T, X, hashs)

PTLS KD,SRVR ‘=
KOHonest(zzKeyx , {privx, privy,zzKeyx }) D

Has(X, zzKeyx) A Has(T, v Keyx)

Matching Conversations, Server:
AA1, ARP,AA4,O1Ls
[TLS : SRVR|

Reve(T, X, T, Nz, VerSU,) <

Send(T, T,X,Nt,VerSUz, cert1) <
Reve(T, X, T, certa, enca, siga, hasha) <
Send(T, T, X, hashs)

ARP, VER, O11s

[TLS : SRVR|

Reve(X, X, T, certy, ency, sige, hasha) D
3Z.Computes(Z, SIGprivy (handShakel))A
Send(Z, SIGprivy (handShakel))A
(Send(Z, SIG privy (handShakel)) <

Reve(T, X, T, certs, enca, siga, hashz))

I'ris,si,1, HASH1
KOHonest(zzKeyx , {privx, privr,zxKeyx }) D
Computes(Z, SIGprivy (handShakel)) D

Has(Z,privx) D Z = X

21,T'rLs,1,OTLS

[TLS : SRVR]7

KOHonest(zzKeyx , {privx, privr,zxKeyx }) D
Computes(X, SIG priv (handShakel))

22,SIG1, OLs
[TLS : SRVR]
Has(X, privx ) A Has(X, handShakel)

22,23,T'rLs,1, PHONESTY, ©TLS
[TLS : SRVR| x
KOHonest(zzKeyx, {privx,privr,zxKeyx }) D

Send(X, X, T, Nz, VerSU,) <
Reve(X, T,X,Nt,VerSUy, certy) <
Send (X, X, T, certs, enca, sig2, hashs2)

20,24,0OTLs
[TLS : SRVR]
KOHonest(zzKeyx, {privx, privy, zxKeyx }) D

Send (X, X, T, certa, ency, siga, hashsa) <
Reve(T, X, T, certa, enca, siga, hasha)

FS1,AN3,OrLs
[new Nz; send X, T, Nz, VerSUz|r
FirstSend (T, Nt, T,X,Nt,VerSuUz, certy)

(20)

(21)

(22)

(23)

(24)

26

24,26, FS2, O
[TLS : SRVR]
Send(T, T,X,Nt,VerSU, cert1) <

Reve(X, T, X, Nt, VerSUy, certy) (27)

FS1,AN3, O1Ls

[TLS : SRVR]

Honest(X) D FirstSend(X, Nx, X, T, Nx, VerSUy) (28)

24,28, FS2, OLg

[TLS : SRVR]7

Honest(X) D Send(X, X, T, Nz, VerSU,) <

Reve(T, X, T, Nz, VerSUy) (29)

24,25,27,29, OLs

[TLS : SRVR]

KOHonest(zzKeyx, {privx, privr,zzKeyx }) D

Send(X, X, T, Nz, VerSU,) <

Reve(T, X, T, Nz, VerSUy,) <

Send(T,T', X, Nt,VerSUs, certy) <

Reve(X, T, X, Nt,VerSUs, certy) <

Send(X, X, T, certa, enca, sigs, hashy) <

Reve(T, X, T, certy, ency, sigs, hashs) <

Send(T,T', X, hashs) (30)

Key Delivery, Server:

AAl1,OrLs

[TLS : SRVR|p

Has(T, zzKeyx) (31)

23,31,0OTLs

[TLS : SRVR|p

KOHonest(zzKeyx , {privx, privr,zzKeyx }) D

Has(X,zxKeyx) A Has(T, zzKeyx) (32)
B Proof of Security Goals of

Four-Way Handshake

B.1 Proof Security Goals Four-Way,
Candidate MP

AA1, ARP,AA4, O way
[AWAY : INIT]x

(Send(X,Y, X, INFOx, “IATHI1”)A

Reve(X, X,Y, INFOy, “IATH1”)A

Send(X,Y, X, INFOy, “IATH3”)A

Reve(X, X,Y,INFOx, “IATH3")) <

Reve(X, X, Y, “IAUTH5”,y, TN,) <

Send(X,Y, X, “IAUTH6”, z, mic1, INFOx, enc1) <
Reve(X, X,Y, “TAUTHT”, y,micg, INFOy, TNz, enca) <
Send(X,Y, X, “IAUTHS” , mics) (33)

ARP, VER, O4way
[AWAY : INIT]x
Reve(X, X, Y, “TAUTHT”, y, mica, INFOy, TNy, enca) D
3Z.Computes(Z, HASH ¢ +

(“IAUTHT?”,y,pmkN, INFOy , TNy, encz))A
Send(Z, HASH i1 , 4



(“IAUTH?”,y,pmkN, INFOy , TNy, encz))A\
(Send(Z, HASHptky
(“IAUTHT”,y,pmkN, INFOy , TNy, encz)) <
Reve(X, X, Y, “IAUTHT”,y, mic2, INFOy, TNy, enc2)) (34)

Tsway,s1,3, HASH1
KOHonest(ptkx,y, {pmkx,y,pmky,x}) D
Computes(Z, HASHpth’Y

(“IAUTHT”, y, pmkN, INFOy , TNy, encs)) O
Has(Z,ptkx,y) D Z2=XVvZ=YVvZ=T

34,35, AA1,Tyway,1, Oaway

[AWAY : INIT]x

KOHonest(ptkx v, {pmkx y,pmky, x}) D
Send(Z, HASH:k , +

(“IAUTHT?”, y, pmkN, INFOy, TNy, enca)) O
Z=Y (36)

34,36, 0 4way
[AWAY : INIT]
KOHonest(ptkx,y, {pmkx,y,pmky,x}) D
Computes(Y, HASHy

(“IAUTHT”, y, pmkN, INFOy , TNy, encs))A
Send(Y, HASH ¢ +

(“IAUTHT”, y, pmkN, INFOy , TNy, encs)) (37)

37, ) HONESTY, @awAy
[AWAY : INIT] x

KOHonest(ptkx v, {pmkx y,pmky, x}) D

Computes(Y, HASH ., 4
(“IAUTH6”, z,pmkN,INFOx,ency)) (38)

37,38, HASH1, O4way

[AWAY : INIT]x

KOHonest(ptkx v, {pmkx y,pmky, x}) D
Has(Y, ptkx vy )A
Has(Y,TN,pmkN,INFOx,INFOy,z,y) (39)

34,37,39, pHONESTY, @away
[AWAY : INIT)

KOHonest(ptkx vy, {pmkx,y,pmky,x}) D

(Send(Y, X,Y,INFOy, “IATH1”)A

Reve(Y,Y, X, INFOyx, “IATH1”)A

Send(Y, X,Y,INFOx, “IATH3”)A

Reve(Y,Y, X, INFOy, “IATH3”)) <

Send(Y, X, Y, “IAUTH5”,y, TN,) <

Reve(Y, f/, X, “TAUTHS6”, z, mic,, INFOx, ency) <
Send(Y, X, Y, “IAUTHT”,y, mica, INFOy,TN,,encs)  (40)

34,40, O 4way

[AWAY : INIT]x

KOHonest(ptkx v, {pmkx y,pmky x}) D

Send(Y, X, Y, “IAUTHT”,y, mica, INFOy , TNy, enca) <
Reve(X, X, Y, “IAUTHT”,y, mic2, INFOy, TNy, enc2)  (41)

FS1,AN3, O4way
[AWAY : INIT]

FirstSend(X, z,V, X, “IAUTH6” , z, mic1, INFOx,enc1) (42)

40,42, FS2, O 4way
[AWAY : INIT]

Send(X,Y, X, “IAUTH6”, z, mic1, INFOx,ency) <
Reve(X,Y, X, “TAUTH6”, z, mic1, INFOx, ency) (43)

FS1,AN3, ©,way

[AWAY : INIT]x
Honest(Y) D
FirstSend(Y, y, X, Y, “IAUTH5”,y, TN, (44)

40,44, FS2, O4way

[AWAY : INIT]x

Honest(Y) D Send(Y, X,V , “IAUTH5”, y, TN,) <
Reve(X, X, Y, “TAUTH5”,y, TN) (45)
40,41,43,45, O4way

[AWAY : INIT]x

KOHonest(ptkx,y, {pmkx,y,pmky,x}) D

(Send(X,Y, X, INFOx, “IATH1”)A

Reve(X, X, Y, INFOy, “IATH1”)A

Send(X,Y, X, INFOy, “IATH3”)A

Reve(X, X, Y, INFOyx, “IATH3”)A

Send(Y;, X,Y,INFOy, “IATH1”)A

Reve(Y,Y, X, INFOx, “IATH1”)A

Send(Y, X,Y,INFOx, “IATH3”)A

Reve(Y,Y, X, INFOy, “IATH3”)A

Send(Y, X, Y, “IAUTH5”,y, TN.)) <

Reve(X, X, Y, “IAUTH5”,y, TN;) <

Send(X,Y, X, “TAUTH6”, z, mic1, INFOx, enc) <
Reve(Y,Y, X, “IAUTHG”, z, mic1, INFOx, ency) <
Send(Y, X, Y, “TAUTH?”,y, mica, INFOy, TNy, ency) <
Reve(X, X, Y, “IAUTHT”,y, mica, INFOy , TN, encs) <

Send(X,Y, X, “IAUTHS”, mic3) (46)

The other security goal proofs are straightforward and similar
to that of ABBH in Section F, therefore we omit them here.

B.1.1 Proof Security Goals Four-Way, M A

Security Goals of the MA:

P4WAY PTKD,MA =
KOHonest(ptkx vy, {pmkx,y,pmky,x}) D
HaS(X,pth’y) A Has(Y, pth’y)

®4wWAY,GTKD,MA =
KOHonest(ptkx vy, {pmkx,y,pmky,x}) D
Has(X, gtky ) A Has(Y, gtkx)

PawAY KF,MA =

I{OHOHBSE(ptk‘x,y7 {pmk‘x,y,pmky’X }) D)

(new (X,z) Az C ptkx y A new (V,y) Ay C pthx,y )A
FirstSend(Y, y, X, Y, “IAUTH5”, 3, TN, )A

FirstSend (X, «, Y, X, “IAUTH6”, z, mic1, INFOx, ency)

P4wWAY AUTH,MA =
KOHonest(ptkx,y, {pmkx,y,pmky,x}) D

(Send(X,Y, X, INFOx, “IATH1”)A
Reve(X, X,Y,INFOy, “IATH1”)A
Send(X,Y, X, INFOy, “IATH3”)A
Reve(X, X,Y,INFOx, “TATH3”)A
Send(Y, X,Y,INFOy, “IATH1”)A
Reve(Y,Y, X, INFOx, “IATH1”)A

27



Send
Rcve
Send
Rcve
Send
Reve
Send
Recve
Send

Rcve

Y,X,Y,INFOx, “IATH3")A

Y,Y,X,INFOy, “IATH3”)A

Y, X,Y, “TAUTH5”,y, TN.)) <

X, X,Y, “IAUTH5”,y, TN;) <

X,Y, X, “IAUTHG6”, ¢, mic1, INFOx, enci) <

Y,Y, X, “IAUTH6”, z, mic1, INFOx, enc1) <

Y, X,Y, “TAUTHT?”,y, micz, INFOy, TNy, ency) <
X, X,Y,“TAUTH?” , y, micz, INFOy, TNy, ency) <
X,Y, X, “TAUTHS”, mic3) <

Y,Y, X, “IAUTHS”, mics)

2 =RAEA=RA =22

PawAyY,csMA =

KOHonest(ptkx v, {pmkx y,pmky, x}) D
SELECT(INFOx, INFOy) = CSA
Has(X,CS) A Has(Y,CS)

Matching Conversation MA:
AA1,ARP,AA4,O4way
[AWAY : MA]y

(Send(Y, X,Y, INFOy, “IATH1”)A

Reve(Y,Y, X, INFOyx, “IATH1”)A

Send(Y, X,Y,INFOx, “IATH3”)A

Reve(Y,Y, X, INFOy, “IATH3")) <

Send(Y, X, Y, “IAUTH5”,y, TN,) <

Reve(Y, Y, X, “IAUTH6”, z, mic1, INFOx, ency) <
Send(Y, X, Y, “IAUTHT”,y, mico, INFOy , TNy, encz) <
Reve(Y, Y, X, “IAUTHS”, mic3)

—_= A= A =

(47)

ARP,HASHS3, O,way
[AWAY : MA]y

Reve(Y, Y, X, “TAUTHS”, mic3) D
3Z.Computes(Z, HASH s, .  (“IAUTHS”))A
Send(Z, HASHpk , (“TAUTHS”))A
(Send(Z, HASH, 41  (“TAUTHS”)) <
Reve(Y, Y, X, “TAUTHS”, mic3))

I'away ,si,3, HASH1
KOHonest(ptkx vy, {pmkx,y,pmky,x })
Computes(Z, HASH,;1, - (“IAUTHS”))

Has(Z,ptkx y) 2Z=XVZ=YVZ=

N, U U

48,49, AA1, Tyway, 1, Oaway

[AWAY : MAJy

KOHonest(ptkx,y, {pmkx y,pmky x}) D
Send(Z, HASH,y.y, , (“TAUTHS")) 5
Z=X (50)
48,50, ©4way

[AWAY : MA]y

KOHonest(ptkx,y, {pmkx,y,pmky,x}) D

Computes(X, HASH,p ., (“TAUTHS"))A

Send(X, HASH,¢j , (“IAUTHS")) (51)

51, PHONESTY, @away
[AWAY : MA]y

KOHonest(ptkx,y, {pmkx,y,pmky,x}) D
Computes(X, HASHy k.

(“IAUTHT?”, y,pmkN, INFOy , TN, encz)) (52)

ARP,HASHS, © sway
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[AWAY : MA]y
Reve(Y, Y, X, “IAUTH6” , z, mic1, INFOx, enc1) D
3Z.Computes(Z, HASHPth’Y

(“IAUTHS6” , z, pmkN, INFOx , enci))A
Send(Z, HASH ;1 , 4

(“IAUTHS”, z, pmkN, INFOx, enc1)) (53)

T'sway,s1,3, HASH1
KOHonest(ptkx,y, {pmkx,y,pmky,x}) D
Computes(Z, HASH g . 4

(“IAUTHS” , z, pmkN, INFOx , enc1)) O
Has(Z,pthkxy) D Z=XVZ=YVZ="T (54)
53,54, AA1,T4waAy,1, Oaway
[AWAY : MAJy
KOHonest(ptkx,y, {pmkx,y,pmky,x}) D
Send(Z, HASHpik

(“IAUTH6”, @, pmkN, INFOx , enc1)) O
Z=X (55)
53,55, @away
[AWAY : MAJy
I{OHOHESt(ptk‘x,y7 {pmk‘xﬁy N pka7X }) D)
Computes(X, HASH ¢, 4

(“TAUTHG6”, z,pmkN,INFOx,enc1))A
Send(X, HASH ¢ 4

(“TAUTH6”, z,pmkN,INFOx,enc1)) (56)

51,52,56, HASH1, © sway

[AWAY : MA]y

KOHonest(ptkx,y, {pmkx,y,pmky,x}) D
Has(X, ptkx,y)A
Has(X,TNz,pmkN,INFOx,INFOy,z,y) (57)

48,51,57, pHONESTY , @away

[AWAY : MAly

KOHonest(ptkx,y, {pmkx,y,pmky,x}) D

(Send(X,Y, X, INFOx, “IATH1”)A

Reve(X, X,Y, INFOy, “IATH1”)A

Send(X,Y, X, INFOy, “IATH3”)A

Reve(X, X,Y,INFOx, “IATH3")) <

Reve(X, X, Y, “IAUTH5”, y, TN;) <

Send(X,Y, X, “TAUTH6”, z, mic1, INFOx,enc) <
Reve(X, X, Y, “IAUTHT”,y, mice, INFOy , TN, enca) <
Send(X,Y, X, “IAUTHS”, mic3) (58)

48,58, O4wAy
[AWAY : MA]y
KOHonest(ptkx,y, {pmkx,y,pmky,x}) D
Send(X,Y, X, “IAUTHS” , mic3) <
Reve(Y, Y, X, “IAUTHS” , mic3) (59)
ARP, VER, © 4way
[AWAY : MA]y
KOHonest(ptkx y, {pmkx,y, pmky, x })A
Reve(X, X, Y, “IAUTHT”, y, mica, INFOy , TN,, encs) D
3Z.Computes(Z, HASH 1

(“IAUTHT”, y, pmkN, INFOy , TNy, encs))A
Send(Z, HASH .y, o

(“TAUTHT?”,y,pmkN,INFOy ,T Nz, enc2))A

(Send(Z, HASHpth)Y



(“IAUTH?”,y, pmkN, INFOy , TNy, encs)) <
Reve(Y, X, Y, “IAUTHT”,y, mic2, INFOy, TN, enca)) (60)

T'sway,s1,3, HASH1
KOHonest(ptkx v, {pmkx y,pmky,x}) D
Computes(Z, HASH41 o,

(“IAUTHT?”,y, pmkN, INFOy, TNy, enca)) O
Has(Z,ptkxy) D Z=XVZ=YVZ="T (61)

60,61, AA1, F4WAY,17 OswAy

[AWAY : MAJy

KOHonest(ptkx,y, {pmkx,y,pmky,x}) D
Send(Z, HASH 1., ,.

(“IAUTHT”,y, pmkN, INFOy, TNy, encs)) O
Z=Y (62)

60,62, O4way

[AWAY : MA]y

Send(Y, X, Y, “IAUTHT”,y, mica, INFOy , TNy, encz) <
Reve(Y, X, Y, “IAUTHT”,y, mic2, INFOy, TNy, enca)  (63)

FS1,AN3, ©4way
[AWAY : MA]y

Honest(X) D
FirstSend(X, z, X, Y, “IAUTH5”,y, TN,)

58,64, FS2, O sway
[AWAY : MAJy

Honest(X) D
Send(X, X, Y, “TAUTH5”, y, TNy) <

Reve(Y, X, Y, “IAUTH5”, y, TN)

FS1,AN3, ©4way
[AWAY : MAJy

FirstSend(Y,y, X, Y, “TAUTH5”,y, TN,)

58,66, FS2, O way
[AWAY : MAly

Send(X, X, Y, “TAUTH5”,y, TNy) <
Reve(X, X, Y, “IAUTH5”,y, TN,) (67)
58,59,63, 65,67, O4way

[AWAY : MAly

KOHonest(ptkx vy, {pmkx,y,pmky,x}) D

(Send(X,Y, X, INFOx, “IATHI1”)A

Reve(X, X, Y, INFOy, “IATH1”)A

Send(X,Y, X, INFOy, “IATH3”)A

Reve(X, X, Y, INFOx, “IATH3”)A

Send(Y, X,Y,INFOy, “IATH1”)A

Reve(Y,Y, X, INFOx, “TATH1”)A

Send(Y, X,Y,INFOx, “IATH3”)A

Reve(Y,Y, X, INFOy, “IATH3”)A

Send(Y, X, Y, “IAUTH5”,y, TN.)) <

Reve(X, X, Y, “TAUTH5”,y, TN;) <

Send(X,Y, X, “IAUTH6”, 2, mici, INFOx,enc;) <

Reve(Y, Y, X, “IAUTH6”, z, mic1, INFOx, ency) <

Send(Y, X, Y, “IAUTHT”,y, mica, INFOy , TNy, enca) <
Reve(X, X, Y, “IAUTHT”,y, mice, INFOy , TN,, encs) <
Send(X,Y, X, “TAUTHS”, mic3) <

Reve(Y, Y, X, “TAUTHS”, mics) (68)

The other security goal proofs are straightforward and similar

to that of ABBH in Section F, therefore we omit them here.
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C Security Goals of MKHSH

Security Goals of the MA:
PNMKHSH,AUTH,MA =
KOHonest(mptkx v, {mkdkx v}) D

Send(X, “MKH1”,z,X,T,INFOx) <
Reve(T, “MKH1”,z, X,T,INFOx) <
Send(T, “MKH2”, &, ¢, X, T, INFOrp, micp) <
Reve(X, “MKH2”, z,t, X, T, INFOrp, micy) <
Send(X, “MKH3”,z,t, X, T,INFOx,mic) <
Reve(T, “MKH3”, z,t, X, T, INFOx ,mic1) <
Send(T, “MKH4” , &, ¢, X, T, INFOrp, mics) <
Reve(X, “MKH4”, z,t, X, T, INFOrp, mics)

PMKHSH,MPTKD,MA ‘=
KOHonest(mptkx v, {mkdkx v}) D
Has(X, mptkx ) A Has(T, mptkx T)

PMKHSH,GTKD,MA ‘=
KOHonest(mptkx 7, {mkdkx 7}) D Has(T, gtkx)

QMKHFH,KF,MA = KOHOHeSt(mpAth7T, {mkdk‘xyT}) D
(new (X,z) Ax C mptkx r Anew (T,t) ANt C mptkx 7)A
FirstSend(X, x, “MKH1”,z, X, T, INFOx )A

FirstSend(T, t, “MKH2”, z, t, X, T, INFOp, mico)

"PMKHSH,INFO,MA = KOHOHeSt(mpth,T, {mk‘dk‘X,T}) D]
SELECT(INFOx,INFOr)=CSA
Has(X, CS) A Has(T,CS)

Security Goals of the MKD:

PNMKHSH,AUTH,MKD :=
KOHonest(mptkx 7, {mkdkx v}) D

Send(X, “MKH1”,z,X,T,INFOx) <
Reve(T, “MKH1”,z, X, T,INFOx) <
Send(T, “MKH2”, &, ¢, X, T, INFOrp, micp) <
Reve(X, “MKH2”, z,t, X, T, INFOrp, micy) <
Send(X, “MKH3”, z,t, X, T, INFOx , mic1) <
Reve(T, “MKH3”, z,t, X, T, INFOx , mic1) <
Send(T, “MKH4”, z,t, X, T, INFOrp, mics)

PMKHSH,MPTKD,MKD ‘= PMKHSH,MPTKD,INIT
®MKHSH,GTKD,MKD ‘= PMKHSH,GTKD,MA
PNMKHSH,KF,MKD ‘= PMKHSH, KF,INIT

PNMKHSH,INFO,MKD ‘= PMKHSH,INFO,INIT

D Group Key Handshake
D.1 Security Goals of the Group Key

Handshake

Security Goals, Sender:



PCKH,KD,SNDR ‘=

KOHonest(mptkx T, {mkdkx 7}) D Has(Y, gtkx)

PGKH,Auth,SNDR =
KOHonest(mptkx 7, {mkdkx 7}) D

Send(X, “GKH1”, ngtkcx vy, mic1, X,Y, ency) <
Reve(Y, “GKH1”, ngtkcx,y , mici, X,Y,enc1) <

Send(Y, “GKH2”, ngtkcx vy, mica, Y/,)A() <
Reve(X, “GKH2”, ngtkcx |y, mica, Y, X)

Security Goals, Receiver:

PGKH,Auth,RCVR =
KOHonest(mptkx 7, {mkdkx v}) D

Send(X, “GKH1”, ngtkcx,y, mici, X,V ency) <
Reve(Y, “GKH1”, ngtkex y, micy, X,Y, ency) <

Send(Y, “GKH2”,ngtkcx y , micz,Y, X)

(69)

We omit the proof of these security goals as it is nearly iden-

tical to the proof of delete.

D.2 Proof of ordering

In this section we present one of the most technically challenging
proofs. We show that I'q g 7,2 and © gk 1,2 hold over every basic

sequence of the Group Key Handshake.

Proof of ordering, sender:
AA2, Start(X)

[x
—Send(X, m) A =Send(Y,m) D Ogrm,2, TarH,2

AA1,AA2 OckH.2
[mtch ngtkcx,y /Increment(gtkx vy );
return ngtkcx y; mtch encl/ENCpthYY (gtkx);
mtch mic1 /HASHpsk . 4 (

“GKH1”,ngtkcx,y, X,Y, enci);
send “GKH1”,ngtkcx y,mici, X,Y, enci]x
—Send (X, m)A
IsLess(currgtkcx y , Increment(globalgtkcx v ))
OcKH,2

V]

AA1,0¢kH,2; T'ekH,2
[mtch ngtkcx,y /Increment(gtkx vy );
return ngtkcx,y; mtch enci /ENCpyr o o (gtkx);

mtch micy /HASH g 4 (
“GKH1”,ngtkcx )y, X,Y, enci);

send “GKH1”,ngtkcx vy, micy, X,Y, enci]x

Honest(X) A ¢ Send(X, m)A

m # “GKH1” ,ngtkcx y, micy, X,Y, enci A

Contains(m, gtkc’x y) D

IsLess(gtkc'y v, Increment (gtkcx,y))

AA4,0gkH,2; T'ckH,2
[mtch ngtkcx,y /Increment(gtkx )y );
return ngtkcx,y;mtch enci/ENCpip . o (9tkx);

mtch mic1 /HASHpsk . 4 (

“GKH1”,ngtkcx,y, X,Y, enci);
send “GKH1”,ngtkcx y,mici, X,Y, enci]x
Honest(X) A ¢ Send(X, m)A
m # “GKH1”,ngtkcx y, micy, X,Y,enci D
Send(X,m) <
Send(X, “GKH1”, ngtkcx y , mici, XY, ency)

(71)

(72)

(73)
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72,73,0gkH,2, 'ckH,2
[mtch ngtkcx,y /Increment(gtkx y);
return ngtkcy y;mtch enci /ENCp . (9tkx);
mtch mic1 /HASH g  (

“GKH1”,ngtkcx y, X,Y, enc1);
send “GKHl”,ngtchy,micl,X,Y,encl]x
Honest(X) A Send(X,mo) A Send(X, m1)A
Contains(mo, gtkc/Xy) A Contains(m1, gtkcx,y )A

IsLess(gtkcy v, gthex,y) D Send(X, mo) < Send(X,m1) (74)

74,AA2,0cKkH,2, [gkH,2
[mtch ngtkcx,y /Increment(gtkx,y);
return ngtkcy y; mtch encl/ENCpth,Y (gtkx);
mtch micy /HASHpix (
“GKH1”,ngtkcx )y, XY, enct);
send “GKH1”,ngtkcx y,mici, X,V, enci]x

Honest(X) A =Send(Y,m) D T'axH,2

AA2,0gkH,2; TekH,2
[reve “GKH2”, ngtkex,y,mic2,Y, X;
mtch mica/HASH,1 .  (
“GKH2”, ngtkcx )y, Y, X)]X
—|Send(X, m) A ﬂSend(Y, m) D @GKH,2 A FGKH’Q

Proof of ordering, receiver:
AA2Start(Y)

vy
ﬁSend(Y, m) AN ﬁSend(X, m) ) @GKH,Q: FGKH’Q

AA1, @GKH’2
[rcve “GKH1”, ngtkcx,y, mici, X, f/, ency;
IsLess(gtkclxﬂy, ngtkcx v );
mtch ency /ENCPth’Y (gtkx);
mtch mici /HASH ek o (
“GKH1”,ngtkcx y, X,Y, enc1);
return ngtkcy,r;
mtch mice/HASH i1y  (
“GKH2”, ngtkex,y,Y, X);
send “GKH2”,ngtkcx y,mica, Y, X]y
IsLess(currgtkex y , Increment(globalgtkcx v ))
D OgKkH,2

AA1l,0¢kH,2: TekH,2

[reve “GKH1”, ngtkex,y,mic1, X,Y, ency;
IsLess(giEkc’X’Y7 ngtkcx y);

mtch enci /ENCpyr o o (9tkx);

mtch micy /HASHp,gk’XYY (

“GKH1”,ngtkex,y, X,Y,enc1);
return ngtkcy,T;
mtch micy /HASH ek (
“GKH2”,ngtkcx,y,Y, X);
send “GKH2”,ngtkcx y,mica, Y, X]y
Honest(Y) A ¢ Send(Y, m)A
m # “GKH2”, ngtkcx y, mica, Y, XA
Contains(m, gtkcy y) D

IsLess(gtkc v, currgtkex,y)

AA4,0gkH,2; TekH,2
[reve “GKH1”, ngtkex,y,mic1, X,Y, ency;

(75)

(76)

(77)

(78)

(79)



IsLess(gtkc'Xy, ngtkcx v );

mtch enci /ENCpyp o o (9tkx);

mtch micy /HASH,iy  (
“GKH1”,ngtkex,y, X,V, enci);

return ngtkcy,r;

mtch micz/HASHPthYY (
“GKH2”,ngtkcx )y, Y, X),

send “GKH2”,ngtkcx y,mica, Y, X]y

Honest(Y) A ¢ Send(Y, m)A

m # “GKH2”,ngtkcx y,mica, f’, x>

Send(Y,m) <

Send(Y, “GKH2”, ngtkcx y, mica, Y, X)

79,80,AA2, ®GKH,27 FGKH,2
[rcve “GKH1”, ngtkex,y, mici, X,Y, enci;
IsLess(gtkc’Xy7 ngtkcx y);
mtch encl/ENCpth_Y (gtkx);
mtch micl/HASHptkyxﬁy (
“GKH1”, ngtkcx’y,)z, Y, enci);
return ngtkcy,r;
mtch miCQ/HASHpthX (
“GKH2”,ngtkcx )y, Y, X),
send “GKH2”,ngtkcx vy, mica, Y, Xy

Honest(Y) A =Send(X,m) D gk H,2

E Push, Pull and Del
E.1 Push and Pull

Remainder of invariants of Push, Pull and Del:
I‘ppD,3 = HOHQSt(Z)/\

(Send(Z, mo) A Send(Z, m1)A

Contains(mo, HASHpptk, « (plcz x, PULL2HASH)))A
Contains(mo, HASHypek, y (Plez,x, PULL2HASH)))A
IsLess(pley x,plez, x) D Send(Z,mg) < Send(Z,m1))

I‘ppD,4Honest(ZA)/\

(Send(Z, mo) A Send(Z, m1)A

Contains(mo, HASHpptk , y (pdcy x, PUSHIHASH)))A
Contains(mo, HASHyupek, 5 (pdez,x, PUSHIHASH)))A
IsLess(pdc’y x,pdcz x) D Send(Z,mo) < Send(Z,m1))

FPPD’5HOHeSt(ZA)/\

(Send(Z, mo) A Send(Z, m1)A

Contains(mo, HASHpptk , « (pdcy x, DELTHASH)))A
Contains(mo, HASHpek, 5 (Pdez,x, DELIHASH)))A
IsLess(pdc’y x,pdcz x) D Send(Z,mo) < Send(Z,m1))

I‘ppD,GHonest(ZA)/\

(Send(Z, mo) A Send(Z, m1)A

Contains(mo, HASHmptk, « (pdc’y x , DEL2HASH)))A
Contains(mg, HASHmPth’X (pdcz, x , DEL2HASH)))A
IsLess(pdc’y x,pdcz x) D Send(Z,mo) < Send(Z,m1))

Goals of Push and Pull, MKD:

®pul,Auth, MKD =
KOHonest(mptkx 7, {mkdkx v}) D

Send(Y, T, Y, “PULL1” , npley,r, X, pmkNx y, mic1) <
Rcve(T,T, Y, “PULL1”, nplcYYT,)2',;7mkNXy7 micy) <
Send(T, Y, T, “PULL2”, npley,, X, pmkNx )y,

(80)

(81)

TN, enci, micz)

Ppush,Auth, MKD =
KOHonest(mptkx 7, {mkdkx r}) D

(Send(T, Y, T, “PUSH1”, npdcy, T, X,pmkNXy, mico)A
Send(Y, T,Y, “PULL1”, npley, T, X,pmkNX’y, micy)) <
Reve(T, T,Y, “PULLY”, npley 1, X, pmkNx y, mic1) <
Send(T, Y, T, “PULL2”, npley r, X, pmkNx.y,

T Ng,enci, mica)

Proof Authentication PULL, MKD:
AA1,ARP,AA4,O@ppp 1.2
[PULL : MKD]
Honest(T) D
Reve(T,T,Y, “PULL1”, npley,r, X, pmkNx .y, mic1) <
Send(T, Y, T, “PULL2”, npley 1, X, pmkNx y,

T Ng,enci, micz)

ARP,HASH3, ePPD,l,Z
[PULL : MKD]p
KOHonest(mptkx 7, {mkdkx 7}) D
Reve(T, T, Y, “PULLY”  npley,r, X, pmkNx y, mic1) D
3Z.Computes(Z, HASH ,ptky - (
Y, T, “PULLY", npley 7, X, pmkNx v ))A
Send(Z, HASHmptky T (
Y, T, “PULL1” , npley. 7, X, pmkNx y)) <
Reve(Y,T,Y, “PULLY”  npley,p, X, pmkNx vy, micy)

I'ppp,s1,1, HASH1
KOHonest(mptkx r, {mkdkx v}) D
Computes(Z, HASH,ptky 1 (

Y, T, “PULL1”, npley,r, X,pmkNx y)) D
Has(Z, mptky,r) D Z2=TVvZ=Y

83,84, AA1,Tppp,1,OPPD,1,2
[PULL : MKD];
KOHonest(mptkx , {mkdkx r}) D
Send(Z, HASH pptky o (
Y, T, “PULL1”, npley, 7, X, pmkNx y)) D
Z=Y

83,85,0ppD, 1,2
[PULL : MKD];
KOHonest(mptkx 7, {mkdkx 7}) D
Computes(Y, HASHmmkny (

Y, T, “PULL1", npley., X, pmkNx y))A
Send (Y, HASHptrey 1 (

Y, T, “PULL1”, npley. 7, X, pmkNx,y))

86, HASH1, ©ppp 1 2

[PULL : MKD)|7

KOHonest(mptkx, 7, {mkdkx v}) D

Has(Y, mptky,)A

Has(Y, Y, T, npley,r, “PULL1”, X, pmkNx y)

83,86,87,pHONESTY®OPPD,1,2

[PULL : MKD]

KOHonest(mptkx, v, {mkdkx v}) D

Send(Y, T, Y, “PULLY”, npley 1, X, pmkNx y, mic1) <
Reve(T, T,V, “PULL1", npley,r, X,pmk’Nx,y, micy)

(82)

(83)

(84)

(85)

(86)

(87)

(88)



82, 88, @pprl,z
[PULL : MKD]r
KOHonest(mptkx 7, {mkdkx v}) D
Send(Y, T, Y, “PULL1”, npley,T, X, pmkNx y,mic1) <
Reve(T,T,Y, “PULL1”, npley,r, X, pmkNx .y, mic1) <
Send(T,Y, T, “PULL2”, nplcy, 1, X, pmkNx,y,

T Ngz,enci, mica) (89)

Proof Authentication Push MKD:
AA1,ARP,AA4,Oppp 1.2

[PUSH : MKD|r

Honest(T) D

Send(T, Y, T, “PUSH1”, npdey 1, X, pmkNx y , mico) <
Reve(T,T,Y, “PULL1”, npley,r, X, pmkNx y,mic1)  (90)

89,0ppD,1,2
[PUSH : MKD]r
KOHonest(mptkx 7, {mkdkx v}) D
Send(Y, T, Y, “PULLY”, npley 1, X, pmkNx,y, mic1) <
Rcve(T,'f“7 Y, “PULL1”, nplcY,T,)A(,pmkNXy7 micy) <
Send(T, Y, T, “PULL2”, npley 1, X, pmkNx v,

TN, enci, mica) (91)
90,91, @ppD,lg
[PUSH : MKD)|
KOHonest(mptkx 7, {mkdkx v}) D
(Send(T, Y, T, “PUSH1”, npdcy, T, X,pmknyy,mico)/\
Send(Y,T,Y, “PULL1”, npley,r, X, pmkNx y, mic1)) <
Reve(T, T, Y, “PULL1”, npley 1, X, pmkNx y, mic1) <
Send(T, Y, T, “PULL2”, npley,r, X, pmkNx.y,

T Ng,enci, mica) (92)
Goals of Push and Pull, MA:
® (pUSH,PULL},KD,MA ‘=
KOHonest(mptkx, ,{mkdkx r}) D Has(Y,pmkx y)

Ppull,Auth,MA =
KOHonest(mptkx, 7, {mkdkx v}) D

Send(Y, T,V, “PULL1”, npley, T, X, pmkNx y,mic1) <
Reve(T, T, Y, “PULLY”, npley 1, X, pmkNx y, mic1) <
Send(T, Y, T, “PULL2”, npley,r, X, pmkNx.y,

TN, enci,micz) <
Reve(Y, Y, T, “PULL2”, npley 1, X, pmkNx v,

T Ng,enci, mica)

Ppush,Auth,MA =
KOHonest(mptkx 7, {mkdkx v}) D

Send(T, Y, T, “PUSH1”, npdcy. 7, X, pmkNx .y, micy) <
Reve(Y, Y,T, “PUSH1”, npdcy, T, X,pmkNXy, mico) <
Send(Y, T, Y, “PULL1”, npley 1, X, pmkNx y, mici) <
Reve(T,T,Y, “PULL1”, npley,r, )A(,pmkNx,y7 micy) <
Send(T, Y, T, “PULL2”, npley,r, X, pmkNx.y,

TNz, enci,mica) <
Reve(Y, Y, T, “PULL2”, npley 1, X, pmkNx y,

T Ngz,ency, mics)

Proof of Authentication PULL, MA:

ARP,HASH3,®ppp,1,2

[PULL : MA]y

Reve(Y, Y, T, “PULL2”, npley,r, X, pmkNx y,
TN, enci, mica) D
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37.Computes(Z, HASH pthy. . (V, T, “PULL2”,
npley, T, X, pmkNx y, TNy, enci))A

Send(Z, HASHyppthy. o (Y, T, “PULL2”,
npchT,X,pmkNX,y,TNz,enq)) <

Reve(Y, Y, T, “PULL2”, npley 1, X, pmkNx v,
T Ng,enci, mica) (93)

I'ppp,s1,1, HASH1

KOHonest(mptkx 7, {mkdkx v}) D

Computes(Z, HASH,piky, . (V, T, “PULL2”,
npchT,X,pmkNx,y,TNz,encl)) D)

Has(Z,mptky 1) D Z=TVZ =Y (94)

93,94,AA1,TppDp,1,OPPD,1,2

[PULL : MAJy

KOHonest(mptkx, v, {mkdkx v}) D

Send(Z, HASH,pty o (V, T, “PULL2”,

npley,r, X,pmkNx,y, TNz, enc)) D

Z="T (95)

93,95,0ppD 1,2

[PULL : MAJy

KOHonest(mptkx, v, {mkdkx v}) D

Computes(T, HASH,psx, . (Y, T', “PULL2”,
npley, T, )A(,pmknyy,TNx, ency))A

Send(T, HASH ,,ptky, . (¥, T', “PULL2”,
npley,r, X,pmkNx,y, TNy, enct)) (96)

96, HASH1,®ppp,1,2

[PULL : MA]y

KOHonest(mptkx r, {mkdkx r}) D

Has(T, mptky,7)A\

Has(T,Y,T, “PULL2”,npley 1, X, pmkNx v,
TNg,enci, micz) (97)

89,96,97, pHONESTY ©@PPD,1,2
[PULL : MAJy
KOHonest(mptkx 7, {mkdkx v}) D
Send(Y, T, Y, “PULLY”, npley 1, X, pmkNx y, mic1) <
Reve(T,T,Y, “PULL1”, npley,r, X, pmkNx y,mic1) <
Send(T, Y, T, “PULL2”, npley.r, X, pmkNx v,

T Ng,enci, micz) (98)
93,98, 6ppD7172
[PULL : MAJy
KOHonest(mptkx 7, {mkdkx v}) D
Send(Y, T, Y, “PULLY”, npley 1, X, pmkNx y, mic1) <
Reve(T,T,Y, “PULL1”, npley,T, X, pmkNx y,mic1) <
Send(T, Y, T, “PULL2”, npley 1, X, pmkNx y,

T Ng,ency, mica) <
Reve(Y, Y, T, “PULL2”, npley 7, X, pmkNx vy,

T Ng,enci, micz)

Proof of Authentication PUSH MA:
AA1,ARP,AA4,Bppp,1,2

[PUSH : MA]y

Reve(Y, Y, ’f, “PUSH1”, npdey,T, X, pmkNx y,micg) <
Send(Y,T,Y, “PULLY”, npley 1, X, pmkNx y,mic1)  (100)

99,@0ppD,1,2



[PUSH : MAJy
KOHonest(mptkx 7, {mkdkx v}) D
Send(Y, T, Y, “PULL1”, npley 1, X, pmkNx y, mici) <
Rcve(T,T, Y, “PULL1”, nplcY,T,)A(,pmkNny, micy) <
Send(T, Y, T, “PULL2”, npley,, X, pmkNx.y,
TNgz,enci, mica) <
Reve(Y, Y, T, “PULL2”, npley 1, X, pmkNx y,
T Ngz,ency, micz) (101)
ARP,HASHS3,®ppp 1.2
[PUSH : MAJy
Reve(Y, Y, T, “PUSHI”,npd(:y,T,)A(,pmkNXy, micg) D
3Z.Computes(Z, HASHmPth’T (
Y, T, “PUSH1”, npdey.r, X, pmkNx, v ))A
Send(Z, HASH mpiky. 1 (
?,T, “PUSH1”, npdey, T, X,pmkNX7y)) <
Reve(Y, Y, T, “PUSHl”,npdch,X’,pmkNX’y7 micg) (102)

I'ppp,s1,1, HASH1KOHonest(mptkx 7, {mkdkx 7}) D
Computes(Z, HASHmpik‘ny (

Y, T, “PUSH1”, npdey, T, X,pmkNXy)) D

Has(Z,mptky 1) D Z=TVZ=Y (103)
102,103, AA1,Tppp,1,OPPD,1,2
[PUSH : MAly
KOHonest(mptkx 7, {mkdkx v}) D
Send(Z, HASH ity o (
Y, T, “PUSH1”, npdey,, X, pmkNx y)) D
Z=T (104)
102,104, @ppp 1 2
[PUSH : MAly
KOHonest(mptkx 7, {mkdkx v}) D
Computes(T, HASHmPth’T (
Y, T, “PUSH1”, npdey., X, pmkNx v ))A
Send(T, HASHmPth’T(
Y, T, “PUSH1”, npdey,, X, pmkNx,y)) (105)
105, HASH1,Oppp 1 2
[PUSH : MA]y
KOHonest(mptkx 7, {mkdkx v}) D
Has(T, mptky’T)/\
Has(T,Y,T, “PUSH1”, npdey 1, X, pmkNx,y, micy)  (106)

102,105,106, ¢HoNESTY, OPPD,1,2
[PUSH : MAJy
KOHonest(mptkx 7, {mkdkx v}) D
Send(T,Y, T, “PUSH1”, npdey, T, X, pmkNx y,micg) <
Reve(Y, Y, T, “PUSH1”, npdcy, T, X,pmkNXy, micg) (107)
100,101,107, Oppp 1.2
[PUSH : MAJy
KOHonest(mptkx 7, {mkdkx v}) D
Send(T, Y, T, “PUSH1”, npdcy,r, X, pmkNx y, micg) <
Reve(Y, }A/,T, “PUSHl”,npdcY’T,X,pmkNX’y7 micg) <
Send(Y, T,V, “PULL1”, npley, T, X, pmkNx y,mic1) <
Reve(T, T, Y, “PULLY”, npley 1, X, pmkNx y, mic1) <
Send(T, Y, T, “PULL2”, npley,r, X, pmkNx.y,

TNz, enci,micz) <
Reve(Y, Y, T, “PULL2”, npley 1, X, pmkNx v,

TNy, enci, mica) (108)

E.2 Delete
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Security Goals Del, MA:

QDel,Auth,MA = KOHonest(mpth’T, {mkdk‘X’T}) D)
Send(T, Y, T, “DEL1”, npdey, T, )A(,pmkNX’y, micy) <
Reve(Y, f/, T, “DEL1”,npdcy,T, )A(,pmkNx,y ,micg) <
Send(Y, 7.V, “DEL2”, npdey, T, X, pmkNx y,micy)

Proof of Authentication:
AA1,ARP,AA460ppp 1

[DEL : MA]y

Honest(Y) D

Reve(Y, f/, T, “DEL1”,npdcy,T, X,pmkNx,y ,micg) <
Send(Y,T,Y, “DEL2”, npdey,r, X,pmkNx,y,mic1)  (109)
ARP,HASH3,®ppp,1,2

[DEL : MA]y

KOHonest(mptkx 7, {mkdkx v}) D

Reve(Y, Y/, T, “DEL1”,npdcy,T, X,pmkNx,y ,micg) D
3Z.Computes(Z, HASHmPth’T (

Y, T, “DEL1”, npdey,r, X, pmkNx,y))A
Send(Z, HASHmPth’T(

Y, T, “DEL1”, npdey, T, )A(,pmkNx,y)) <
Reve(T, Y, T, “DEL1”, npdey, 7, X, pmkNx y, mico)  (110)
I'ppp,s1,1, HASH1KOHonest(mptkx 7, {mkdkx r}) D
Computes(Z, HASHmpthYT (

Y, T, “DEL1”, npdey, T, )A(,pmkNx,y)) D
Has(Z,mptky 1) D Z=TVvZ=Y (111)
110,111, AAL1,TppD,1, OPPD,1,2
[DEL : MA]y
KOHonest(mptkx 7, {mkdkx v}) D
Send(Z, HASHmpiky. 1 (

Y, T, “DEL1”, npdey,r, X, pmkNx,y)) D
Z="T (112)
110,112,@ppp,1,2
[DEL : MA]y
KOHonest(mptkx 7, {mkdkx t}) D
Computes(T, HASHmpth,T (

Y, T, “DEL1”, npdey,, X,pmk’Nx,y)/\
Send(T, HASH, ity 1 (

Y, T, “DEL1”, npdey,r, X, pmkNx,y)) (113)
113, HASH]1, ePPD,1,2
[DEL : MA]y
KOHonest(mptkx 7, {mkdkx v}) D
Has(T, mptky, )

Has(T, Y, T, “DEL1”, npdcy, T, X, pmkNx v, mico) (114)

110,113,114, pHONESTY, OPPD 1,2

[DEL : MAJy

KOHonest(mptkx 7, {mkdkx v}) D

Send(T, Y, T, “DEL1”, npdey. 7, X, pmkNx vy, mico) <
Reve(Y, Y, T, “DEL1”, npdey, T, X, pmkNx y,micg)  (115)

109,115,@0ppD,1,2



[DEL : MA]y

KOHonest(mptkx 7, {mkdkx 7}) D

Send(T,Y, T, “DEL1”, npdey. 1, X, pmkNx y , mico) <
Reve(Y, f/,’f, “DEL1”, npdcy,, )A(,pmkNXy7 micp) <
Send(Y, T,Y,“DEL2”, npdcy, T, X, pmkNx y,mic1)  (116)
Security Goals Del, MKD:

Ppel, Auth,MKD =
KOHonest(mptkx 7, {mkdkx 7}) D

Send(T, Y, T, “DEL1”, npdcy, T, X, pmkNx y,mico) <
Reve(Y, Y,T, “DEL1”,npdcy,T, )A(,pmkNX’y, micg) <
Send(Y, T,V, “DEL2”, npdey, T, X, pmkNx y,mic1) <
Reve(T, T,Y,“DEL2”, npdey, T, X, pmkNx y, micy)

Proof of Auth, MKD:
ARP,HASHS3,®ppp,1,2
[DEL : MKD]
Reve(T, T,V,“DEL2”, npdcy, T, X,pmk:Nx,y7 mic1) D
3Z.Computes(Z, HASH,,ptky o (

)7, T, “DEL2”, npdcy,T, X, pmkNx y))A
Send(Z, HASHmptkyﬁT(

Y, T, “DEL2”, npdey. 7, X, pmkNx y)) <
Reve(T, T, Y, “DEL2”, npdey, 7, X, pmkNx y,mic1)  (117)
T'ppp,s1,1, HASH1KOHonest(mptkx 7, {mkdkx 1}) D
Computes(Z, HASHmptky - (

Y, T, “DEL2", npdey,, X, pmkNx y)) D

Has(Z,mptky ) D Z=TVZ=Y (118)
117,118, AA1,Tppp,1,OPPD,1,2
[DEL : MKD)]r
KOHonest(mptkx 7, {mkdkx 7}) D
Send(Z, HASH . pt ey 1 (
f’, T, “DEL2”, npdcy,, X,pmk‘Nx,y)) D)
Z=Y (119)
117,119,0ppp 1,2
[DEL : MKD]1
KOHonest(mptkx, 7, {mkdkx T}) D
Computes(Y, HASH ,ptky o (
Y, T, “DEL2”, npdey 1, X, pmkNx y))A
Send(Y, HASH, iy 1
Y, T, “DEL2”, npdcy 7, X, pmkNx y)) (120)
120, HASH1,®ppp 1 2
[DEL : MKD)|;
KOHonest(mptkx 7, {mkdkx 7}) D
Has(Y, mptky,1)A
Has(Y, T,Y,“DEL2”, npdcy, T, X, pmkNx y,micy) (121)

116,120,121, pHONESTY, OPPD,1,2
[DEL : MKD] -

KOHonest(mptkx 7, {mkdkx 7}) D

Send(T, Y, T, “DEL1”, npdey. 1, X, pmkNx y , mico) <
Reve(Y, }A/,’ZA", “DEL1”, npdcy,, )A(,pmkNX’y, micg) <
Send(Y, T, Y, “DEL2”, npdcy, T, X, pmkNx y,mic1) (122)
117,122, ®ppp,1,2

[DEL : MKD)]1

KOHonest(mptkx 7, {mkdkx v}) D

Send(T, Y, T, “DEL1”, npdcy,r, X, pmkNx y,micg) <
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Reve(Y, Y, T, “DEL1”, npdey, T, X, pmkNx y , micg) <
Send(Y, T,V , “DEL2”, npdey, T, X, pmkNx y,mic1) <
Reve(T, T,V,“DEL2”, npdcy, T, X, pmkNx vy, micy)

F ABBH

(123)

F.1 Security Goals Initiator and Re-

sponder, ABBH

Goals Initiator:

P ABBH,MA INIT =

KOHonest(ptkx vy, {pmkx,y,pmky,x}) D
Send(X,Y, X, “ABBH1”, INFOx,z) <

Reve(Y,Y, X, “ABBH1”, INFOx,z) <

Send(Y, X, Y, “ABBH2”, INFOy,y,x,ency, micy) <
Reve(X, X, Y, “ABBH2”, INFOy , y, z, encg, micg) <
Send (X, Y, X, “ABBH3”,INFOx,z,y,enci,mic1) <
Reve(Y,Y, X, “ABBH3” , INFOx, z, y, ency, mic1) <
Send(Y, X, Y, “ABBH4”, y, z, mica) <

Reve(X, X,Y,“ABBH4”,y, z, micg)

® ABBH,PTKD,INIT ‘= PsiMO,PTKD

® ABBH,GTKD,INIT ‘= PSIMO,GTKD
®ABBH,KF,INIT := ®PsiMo,KF

® ABBH,INFO,INIT ‘= PsIiMO,INFO

Goals Responder:

P ABBH,MA RESP =

KOHonest(ptkx,y, {pmkx,y,pmky,x}) D
Send(X,Y, X, “ABBH1”, INFOx,xz) <

Reve(Y,Y, X, “ABBH1”, INFOx,z) <

Send(Y, X,Y, “ABBH2” , INFOy ,y, z, encg, micp) <
Reve(X, X, Y, “ABBH2”, INFOy, y, &, enco, micg) <
Send (X, Y, X, “ABBH3”,INFOx,z,y,enci,mic1) <
Reve(Y,Y, X, “ABBH3” , INFOx, x, y, ency, mic1) <
Send(Y, X,Y,“ABBH4",y,z, mica)

® ABBH,PTKD,RESP ‘= ®siMo,PTKD
®ABBH,GTKD,RESP ‘= ®siM0,cTKD

® ABBH,KF,RESP ‘= Psimo,KF

® ABBH,INFO,RESP ‘= ®siMo0,INFO

F.2 Proof Security Goals, SIMO

Generalized Authentication:
AA1, ARP,AA4,Osivio
[ABBH : SIMO| x

Send(X,Y, X, “ABBH1”, INFOx, ) <

Reve(X, X,Y, “ABBH1”, INFOy,y) <

(Reve(X, X,Y,“ABBH5”, INFOy,y,z,enci, mici)A
Send (X, Y, X, “ABBH5”, INFOx, z,y, enco, mico))

ARP,HASH3, ©s1vio
[ABBH : SIMO] x

Reve(X, X, Y, “ABBH5”, INFOy , y, z, enci, micy) D
3Z.Computes(Z, HASH 4 . (X, Y,

“ABBH5”, INFOy,y, z,enc1, INFOx))A
Sends(Z, HASHyk , (X,Y,

(124)



“ABBH5”, INFOy,y, z,enci, INFOx)) <
Reve(X, X,Y,“ABBH5”, INFOy,y, z, enci, micy)

T'aBBH,s1,1 HASH1
KOHonest(ptkx v, {pmkx y,pmky,x}) D
Computes(Z, HASHpthﬁy (X, Y,

“ABBH5”, INFOy,y,z,enc1, INFOx)) D
Has(Z,ptkxy) D Z=XVZ=YVZ="T

125,126, AA1,TABBH,1, Osimo
[ABBH : SIMO] y
KOHonest(ptkx,y, {pmkx,y,pmky,x}) D
Send(Z, HASH. . . (X, Y,

“ABBH5”, INFOy,y,z,enc1, INFOx)) D
zZ=Y

125,127, Os1mo
[ABBH : SIMO] x
KOHonest(ptkx,y, {pmkx,y,pmky,x}) D
Computes(Y, HASHy, . (X, Y,

“ABBH5”, INFOy,y, z, enct, INFOx ))A
Send(Y, HASHp  , (X, Y,

“ABBH5”,INFOy,y,z,enc1, INFOx))

128, HASH1,©®aABu
[ABBH : SIMO] y
Has(Y, ptkx y) A Has(Y,
X,Y,“ABBH5”, INFOy,y,z, enci, micy)

128,129, pHONESTY  @simo
[ABBH : SIMO] x

KOHonest(ptkx,y, {pmkx,y,pmky,x}) D
Send(Y, X,Y, “ABBH1”, INFOy,y) <

Reve(Y,Y, X, “ABBH1”, INFOx, z) <

Send(Y, X,Y,“ABBH5”, INFOy,y,z,enci, micy)

125,130, Os1m0

[ABBH : SIMO] x

KOHonest(ptkx,y, {pmkx,y,pmky,x}) D

Send(Y, X, Y, “ABBH5”, INFOy ,y, x, enci, micy) <
Reve(X, X,V,“ABBH5”, INFOy, Y, T, enc, micy)

FS1,AN3,0aBBH
[ABBH : SIMO] x

FirstSend(X, z, Y, X, “ABBH1”, INFOx, z)

132,FS2,0ABEH
[ABBH : SIMO] x

Send(X,Y, X, “ABBH1”, INFOx, ) <
Reve(Y,Y, X, “ABBH1”, INFOx, z)

FS1,ANS3,0588H
[ABBH : SIMO] x

Honest(Y) D
FirstSend(Y,y, X, Y, “ABBH1”, INFOy, y)

130,134, FS2,0ABH

[ABBH : SIMO] x

KOHonest(ptkx vy, {pmkx,y,pmky,x}) D
Send(Y, X, Y, “ABBH1”, INFOy,y) <

(125)

(126)

(127)

(128)

(129)

(130)

(131)

(132)

(133)

(134)

Reve(Y, X,Y, “ABBH1”, INFOy, )

124,130,131,133,135, Os1mo

[ABBH : SIMO] x

I{OHOHGSE(ptk‘x,y7 {pmk‘xﬁy N pka7X }) D
(Send(X,Y, X, “ABBH1”, INFOx, ) <

Reve(Y, Y, X, “ABBH1”, INFOx, z))A

(Send(Y, X, Y, “ABBH1”, INFOy,y) <

Reve(Y, X, Y, “ABBH1”, INFOy, y))A

(Send(Y, X, Y, “ABBH5”, INFOy-, y, z, enc1, micy) <
Reve(X, X,Y,“ABBH5”, INFOy,y, z, enci, micy))A
(Send(X,Y, X, “ABBH1”, INFOx, ) <

Reve(X, X, Y, “ABBH1”, INFOy, 1) <

(Reve(X, X, Y, “ABBH5”, INFOy , y, x, enci, micy )A
Send (X, Y, X, “ABBH5”, INFOx, z, y, enco, mico)))A
(Send(Y, X,Y, “ABBH1”, INFOy,y) <

Reve(Y,Y, X, “ABBH1”, INFOx,z) <

Send(Y, X, Y, “ABBH5”, INFOy ,y, z, enci, micy))

Proof ptk Delivery, SIMO:
[ABBH : SIMO| x
Has(X, ptkx y)

129,137, Os1vo

[ABBH : SIMO] x

KOHonest(ptkx,y, {pmkx,y,pmky,x}) D
Has(X,ptkx y) A Has(Y, ptkx v)

Proof gtk Delivery, SIMO:
AA1,Os1vmo0

[ABBH : SIMO| x

Has(X, gtky )

AA1,Osivo

[ABBH : SIMO) x

KOHonest(ptkx,y, {pmkx v, pmky,x })A
Reve(Y, SIMOX5) D Has(Y, ency)

138,139,140, DEC, ®s1vo

[ABBH : SIMO] x

KOHonest(ptkx y, {pmkx,y, pmky, x })A
Reve(Y, SIMOX5) O

Has(X, gtky ) A Has(Y, gtkx)

Proof Key Freshness, SIMO:
pth,Y = HASHpmk(wv y)

FS1, AN3,®Osimo
[ABBH : SIMO)] x

Honest(Y) D new (Y, y)A
FirstSend(Y,y, X, Y, “ABBH1”, INFOy ,y)

FS1, AN3, Osimo
[ABBH : SIMO)] x
Honest(X) D new (X, z)A
FirstSend(X, z,Y, X, “ABBH1”, INFOx, z)

130, 142, 143, 144, Os1v0
[ABBH : SIMO] x
KOHonest(ptkx,y, {pmkx,y,pmky,x}) D

(135)

(136)

(137)

(138)

(139)

(140)

(141)

(142)

(143)

(144)



(new (X,z) Az C pthx,y Anew (Y,y) Ay C pthx,y)A
FirstSend(X,z,V, X, “ABBH1”, INFOx, z)A
FirstSend(Y,y, X, Y, “ABBH1”, INFOy, y) (145)

Proof Info, SIMO:

CS,pmkN = SELECT(INFOx, INFOy) (146)
AA1l,Osimvo

[ABBH : SIMO] x

Has(X,CS,pmkN) (147)

129,146,147, PROJOs 00

[ABBH : SIMO] x

KOHonest(ptkx,y, {pmkx y,pmky,x}) D
SELECT(INFOx,INFOy) = CS, pmkNA
Has(X,CS,pmkN) A Has(Y, C'S, pmkN) (148)

G Secrecy Proof

G.1 Proof of SafeNets

NETO,

SafeNet(zaxKeyx, {privx, privy,zcKeyx })A
SafeNet(ptkx vy, {pmkx,y,pmky, x })A

SafeNet(gtkx, {ptkx,y,,. .- ptkx,v, })

0x

Honest(X) D

SendsSafeMsg(X, zzKeyx, {privx, privr,zzKeyx}),
SendsSafeMsg(X, ptk‘X,y, {pmk‘x’y s pmkyyx })7
SendsSafeMsg(X, gtkx, {ptkx v,,. .. pthx v, }) (149)

SAFO

SafeNet(zaxKeyx, {privx, privy, zcKeyx })A
SafeNet(ptkx,y, {pmkx,y,pmky,x })A

SafeNet(gtkx, {ptkx,v,,---ptkx,v,})

[new z; send Y, X,“ABBH1”,INFOx, x| x
SafeMsg(ABBHL, zzKeyx, {privx, privp, zzKeyx })A
SafeMsg(ABBHI, ptkx vy, {pmkx y,pmky, x })A
SafeMsg(ABBHL, gtkx, {ptkx. vy, ,-. . ptkx,v, }) (150)

150, NET2, NET3,
SafeNet(zxKeyx, {privx, privy, zcKeyx })A
SafeNet(pthyy, {pmkxyy,pmkyﬁx})/\

SafeNet(gtkx, {ptkx,y,,. .- ptkx, v, })

[new x; send Y, X, “ABBH1”, INFOx, z] x

Honest(X) D

SendsSafeMsg(X, zzKeyx, {privx, privr,zzKeyx}),
SendsSafeMsg(X, ptkx v, {pmkx,y,pmky x}),
SendsSafeMsg(X, gtkx , {ptkx v,, ... pthx v, }) (151)

NET?2,

SafeNet(zaxKeyx, {privx, privy,zcKeyx })A
SafeNet(ptkx v, {pmkx,y,pmky,x })A
SafeNet(gtkx, {ptkx,y,,. .- ptkx,v, })

[rcve X,Y,“ABBH2”, INFOy,y, z, enco, mico;
mtch SELECT(INFOx, INFOy)/CS, pmkN]x

Honest(X) D

SendsSafeMsg(X, zzKeyx, {privx, privr, zxKeyx }),
SendsSafeMsg(X, ptkx v, {pmkx,y,pmky x}),
SendsSafeMsg(X, gtkx, {ptkx,y,,- .- ptkx v, }) (152)

NET2,

SafeNet(zxKeyx, {privx, privy,zxKeyx })A
SafeNet(ptkx )y, {pmkx,y,pmky,x })A

SafeNet(gtkx, {ptkx,y,, - -ptkx,v, })
[mtch RETRIEV E(pmkN)/pmk]x

Honest(X) D

SendsSafeMsg(X, zazKeyx, {privx, privr,zzKeyx }),
SendsSafeMsg(X, ptkx v, {pmkx,y,pmky, x}),
SendsSafeMsg(X, gtkx, {ptkx v,,. .- ptkx v, }) (153)

SAF0,SAF2, SAF4, SAFS5,
SafeNet(zxKeyx, {privx, privy,zxKeyx })A
SafeNet(pthﬁy, {pmk‘x,y,pmky’X })/\
SafeNet(gtkx, {ptkx,y,, - -ptkx v, })

[thh HASHpmk(z7 y)/pth,Y§

mtch ency /ENCPik'x,y (gtky);

mtch micO/HASHpth,Y(

X,Y,“ABBH2”, INFOy,y,z,enco);
mtch enci /ENCp, . o (9tkx);
mtch mic1 /HASH s, (Y, X, “ABBH3”,

INFOx,z,vy, 67’LCl);
send Y, X, “ABBH3”, INFOx, x,y, ency, mici] x
SafeMsg(ABBH3, za Keyx, {privx, privy, zeKeyx })A
SafeMsg(ABBH3, ptkx vy, {pmkx,y, pmky,x })A
SafeMsg(ABBHS3, gtkx, {ptkx,v,, .- ptkx,v, }) (154)

154, NET2,NET3,

SafeNet(zxKeyx , {privx, privy,zxKeyx })A
SafeNet(ptkx,y, {pmkx,y,pmky, x })A
SafeNet(gtkx, {ptkx,v,,---ptkx v, })

[mtch HASHppi(2,y)/ptkx v

mtch enco/ENCPth’Y (gtky);

mtch mico/HASHPthYY (

X,Y,“ABBH2”, INFOy,y, x, enco);
mtch ency /ENcpth,y (gtkx);
mtch micy /HASH (Y, X, “ABBH3”,

INFOx,x,y, enclj;
send Y, X, “ABBH3”,INFOx,z,y,enci, mici]x
Honest(X) D
SendsSafeMsg(X, zxKeyx, {privx, privr,zzKeyx }),
SendsSafeMsg(X, ptkx v, {pmkx v, pmky,x}),
SendsSafeMsg(X, gtkx , {ptkx v, .- -ptkx v, }) (155)

NET2,

SafeNet(zxKeyx , {privx, privy,zxKeyx })A
SafeNet(ptkx vy, {pmkx,y,pmky, x })A
SafeNet(gtkx, {ptkx,y,, - -ptkx,v, })

[reve X,Y, “ABBH4”, y, z, mics;

mtch mico /HASH (X,Y,“ABBH4”,y, z)]x

Honest(X) D

SendsSafeMsg(X, zxKeyx, {privx, privr,zzKeyx }),
SendsSafeMsg(X, ptkx v, {pmkx,y,pmky, x}),
SendsSafeMsg(X, gtkx, {ptkx v,,. .- ptkx v, }) (156)

pthx vy

G.2 Proof Security Invariants Always
Hold

POS

KOHonest(privy, {}) D

SafeNet(privx, {}) A Has(Z, privx) D

Z=X (157)



157, POS
KOHonest(zzKeyx, {privx, privy,zxKeyx }) D
SafeNet(zzKeyx, {privx, privy,zxKeyx })A

Has(Z,zaKeyx) D Z =XV Z="T (158)

158, POS
KOHonest(pmkmkdx, {zzKeyx}) D
SafeNet(pmkmkdx , {rxKeyx}) A Has(Z, pmkmkdx) D

Z=XvZ=T (159)

158, POS
KOHonest(mkdkx, ,{zxKeyx}) D
SafeNet(mkdkx 1, {zzKeyx}) A Has(Z, mkdkx ) D

Z=XVvZ="T (160)

160, POS
KOHonest(mptkx 7, {mkdkx v}) D

SafeNet(mptkx, 1, {mkdkx r}) A Has(Z, mptkx 1) D
Z2=XvZ=T (161)

159,161, POS

KOHonest(pmkx v, {pmkmkdx , mptky r}) D
SafeNet(pmkx y, {pmkmkdx , mptky,r}) A Has(Z,pmk) D
Z=XVvZ=YVZ=T (162)

162, POS

KOHonest(ptkx,y, {pmkx,y,pmky,x}) D

SafeNet(ptkx,y, {pmkx, y,pmky x}) N Has(Z, ptkx y) D
Z=XVvVZ=YVvZ=T (163)

163, POS
KOHonest(gth, {ptk:xyyl S .pth,yn }) D

SafeNet(gtkx, {ptkx,y,, .- ptkx v, })A

Has(Z, gtkx ) D Has(Z, ptkx,y;) (164)

H Invariant Proofs

Proof that Invariants hold over INIT’s Basic Sequences

Proof Invariants ABBH, INIT:
A A2 Start(X)

X
=(Send(X,m)A

(Contains(m, Hashy,, ((Z, V), “ABBH2”))v

( )
Contains(m, Hashptk((z, V), “ABBH3”))V
Contains(m, Hashptk((Z, Y), “ABBH4”))V
Contains(m, Hashptk((z, Y), “ABBH5”)))
D> laBBH (165)

AA5,TABBH,1
[new z; send Y, X, “ABBH1”,INFOx, z|x
—(Send (X, m)A

(Contains(m, Hashyy,

( )
Contains(m, Hashptk((Z, )A/), ‘ABBH3”))V
Contains(m, Hashptk((z, Y), “ABBH4”))V
Contains(m, Hashptk((Z, Y/), “ABBH5”)))
D TaBBH1 (166)

AA2,TABBH,1
[reve X,Y, “ABBH2”, IN FOy,y, x, enco, mico;
mtch SELECT(INFOx,INFOy)/CS,pmkN]|x

U'aBBH (167)

AA2 TABBH,1
[mtch RETRIEV E(pmkN)/pmk]x
I'aBBH1 (168)

AA1,AA5 TaABBH,1
[mtch HASHpi(,y)/ptkx v
mtch enco/ENCpi . o (gthy);
mtch mico/HASHptk)X,Y (

X,Y,“ABBH2”, INFOy ,y,x,enco);
mtch encl/ENCpthyY (gtkx);
mtch micy /HASH 1 . (V, X, “ABBH3”,

INFOx,z,y, enclj;
send Y, X, “ABBH3”, INFOx, x,y, ency, mici] x
Send(X,m)A
Contains(m, Hashptk((Z, Y), “ABBH3”)) A Z = XA
(—(Send (X, m)A
(Contains(m, Hashp, ((Z,Y), “ABBH2”))v

Y), “ABBH4”))v

Contains(m, Hash,,, ((Z, V), “ABBH5”))))) D
UaBBH,1 (169)

Contains(m, Hashy ( z
Z

)
)

AA2,TABBH,1

[reve X,Y, “ABBH4”, y, z, mica;

mtch mica/HASH 4, (X, Y, “ABBH4”, v, )| x
T'aBBH,1 (170)



