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Abstract

This contribution proposes a modification of method
of divisors group operation in the Jacobian of
hyperelliptic curve over even and odd characteristic
fields in projective coordinate. The hyperelliptic curve
cryptosystem (HECC), enhances cryptographic security
efficiency in e.g. information and telecommunications
systems (ITS).

Index Terms — hyperelliptic curves, explicit formulae.

1. Introduction

The sweeping progress in Information Technologies
implies several requirements on modern ITS, especially to
secure confidence level, integrity, observability and
authenticity of the information that is created, circulates
and is being stored. A typical example of such ITS is used
for bank applications. ITS can be ensured by applying a
data protection based on public key cryptographic.

The transformation in a group of points over an elliptic
curve (EC) is accepted as a modern public key primitive
[1]. Standard [1] describes the main operator of EC scalar
multiplication. Nowadays, the transformation in Jacobian
of hyperelliptic curve (HEC) are considered the most
promising substitution of EC. The cryptographic
transformation in Jacobian is also grounded on scalar
multiplication [2] of reduced divisors (hereinafter referred
to as divisors).

At the same time, the increasing number of security
sensitive applications leads to continuous increase of load
pressure on information protection system, and
specifically on the public key cryptographic primitives.
Thus, it is important to get a significant decrease in
computational complexity (hereinafter, complexity) for
these primitives. This decrease achieved by reducing the
complexity of divisor scalar multiplication, and, therefore
by reducing the complexity of group addition and
doubling of divisors.

Until recently, arithmetic transforms in Jacobian have
been performed using Cantor’s method [10], with
modifications introduced by Koblitz [2]. HECC were
elaborate both in terms of description and in efficient
calculations. In this context, the academic community put
a lot of attention to enhancing efficiency of the HECC,
e.g. [3-10]. The result has been improved methods of
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arithmetic transforms in Jacobian. Until today, there were
many publications trying to improve the HECC. In this
paragraph, the authors list only the ones most important
for the contribution at hand. Methods of addition and
doubling for curves of genus 2 were considered in papers
[3, 4]. The first practical implementation of these methods
was performed by Harley [5]. The extension of the results
[5] for curves over even characteristic fields is given in
[6]. Further development of methods of addition and
doubling is given in papers [7, 8] and the results have also
been extended for curves over even characteristic fields in
[9, 10].

The analysis of complexity of the known methods of
arithmetic transforms in Jacobian genus 2 HEC over even
and odd characteristics demonstrates that the existent
methods are already efficient, however there is still room
for further improvements, as shown in this contribution.

The most complex field operation during the operators
of divisor addition and doubling in the HECC is the
inversion, see e.g. [11, 13]. In [7], for the first time an
approach for implementing arithmetic operations in
Jacobian genus 2 HEC without having to compute field
inversion were published. Further development of the
proposed approach is given in [12, 13] while the results
are improved and spread to a wider class of HEC over
even characteristic field. The contribution at hand uses as
basis the group operation algorithms as presented in
[5, 6, 9].

In compliance with the introduced constructions, the
objective of the paper is in providing more efficient group
operations on the basis of genus 2 HEC using projective
coordinates [U;, U, Vy, Vo, Z] [6, 12]. We were able to

decrease the complexity of the scalar multiplication by
4 % and therefore increase efficiency.

2. Efficient Explicit Formulae for HECC
Using Projective Coordinates

The proposed improvement in complexity is based on
Harley’s method [5] and the modifications of Harley
algorithm published in [6].

Algorithm of addition and doubling can be computed
using operations in the ring of polynomial functions:
division, multiplicative inversion, modular reduction,
multiplication. Our methods that were used to reduce the
number of these field operations are listed below:
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o In order to simplify arithmetic operation procedures in
the ring of polynomial functions, we performed
normalization of these functions [6, 12];

o In order to normalize and minimize Hamming weights
of HEC parameters h(x) and f(x) we applied HEC of
a special form [7, 9, 14, 15];

e In order to simultaneously invert several field elements,
we applied the Montgomery methad [5, 6, 9];

o In order to multiply polynomial functions with different
powers, we applied the Karatsuba method [6];

o In order to modular reduce polynomial functions with
different powers, we applied the Karatsuba method [5];

o In order to exclude inversion over field, we applied
projective representation of divisors [6, 7, 12].

2.1. Group Operations for HECC over Odd
Characteristics Field

Based on the modifications proposed above, we obtain
the following group arithmetic for the HECC which is
specified by the equation v +h(ulv = f(u) over F,,
considering odd characteristic field and projective
coordinates, where h=h,x?+hx+h,, heF, and

f=x"+f,x"+ 5 + £x° + fix+ fy, f,eF,, fieF,.

Obtained algorithms for specified above curves, are
presented in Tables 11, I11.

2.2. Group Operations for HECC over Even
Characteristics Field

In this subsection, we consider arithmetic transforms
with divisors in Jacobian HEC over even characteristic
fields. HEC application over such fields allows for a more
efficient group arithmetic if compared to odd
characteristics fields.

For this case we used HEC with h(x)=x and

f =x°+ f,x+ fy, f; eF,. Obtained algorithms for the
specified above curves are presented in Tables 1V, V.

3. Analysis of Computational Complexity

In Table I, we give the complexity evaluation,
comparing our algorithms and the ones introduced in
[5, 6,9, 12-15]. The algorithm complexity is shown in
field operations.

The newly introduced algorithms are the most
efficient, when considering projective coordinates over
even and odd field. We were able to decrease the
complexity of the algorithms, by up to 15 % compared to
the fasted algorithm introduced in [6, 14]. We believe that
even if our contribution is not to cause a speed increase of

magnitudes, an aggregated effort of many contributions
we will definitely be able to reach the speed sufficient for
practical applications.

4. Conclusions

In accordance with the paper objective, there was
developed a method of arithmetic transforms in Jacobian
genus 2 HEC in projective coordinates which provides a
lower complexity if compared to the most efficient
methods known [6, 12, 14, 15] and, thus, allowing for
increase in the efficiency of scalar multiplication. This
modification is characterized by:

e reduction of the number of recomputable values,

o changes in the sequence of the computational steps;

e using dependencies between polynomials in the
resultant computation.

The suggested modification of method of arithmetic
transforms in Jacobian genus 2 HEC results in 3 to 15 %
reduction of complexity dependant on arithmetic
operations used and curve type.

Thus, applying the introduced group operation reduces
the complexity of the HECC scalar multiplication by 4 %
compared to the best known formulae [6, 12, 14].
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TABLE |
Conditions 7 Td?\glor ()I\-/1I|x|ed,\azdd||t|on & D|01j\t;hn|g
Odd characteristic field
Affine coordinates
-0 1 ]s]2] | | Ji]s]2
Projective coordinates
deg(h)=2, h eF, [12] 47 3 | 40 6 | 40
deg(h)=2, h, e F, [proposed] 46 4 | 39 6 | 39
Even characteristic field
Affine coordinates
f, =0 [6, 9] 22 15|22
h,=0, f,=0 [6,9] 21 1|5 |17
h(x)=x, f,=0, f;=f, =0 [6] 1169
h(x):x, f(xX)=x*+ fx°+ o + £y, s €F, [14] 1 24 11513
deg(h)=2, hy=0, hyeF,, f(x)=x>+e&x*+ fix+fy, eeF,[14] | 1 25 1] 4|22
hyeFy, hy=hy=0, fy =1 =0 [15] 1 5 9
h=1,h,=h,=0, f,=f =0 [15] 116
deg(h)=2, hy=0, heF,, f;=f, =0 [15] 1|5 |17
deg(h)=2, hy=0, hyeF,, f;=f, =0 [15] 116 |12
Projective coordinates
h,=0, f,=0 [9] 49 4 | 39 7 | 38
h(x)=x, f4_ , fa=1,=0 [6] 5 | 45 5 |38 7 |31
h(x)=x, f, =0, f;=f, =0 [proposed] 44 5 | 37 7 |29
deg(h)=2, hjeF,, f, =0 [14] 3 | 42 6 | 39
deg(h)=2, hy=0, hyeFy, f(x)=x>+a&x* + fix+ Ty, e e F,[14] 45 6 |38
h(x)=x, f(x)=x*+ fx*+ a2+ f,, s e F, [14] 3 |39 5 | 26
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TABLE Il. Algorithm 1. Mixed addition of divisors

Input: [U11, Uso, Vaa, Vio, 1], [Uas, Ugo, Vo, Voo, Z5]
Output: [U’y, U, V1, V7, Z°] = [Ugg, Ugg, Vi, Vi, 1] + [Upg, Ugg, Va1, Voo, Z5]
Operations Cost
11 precomputation: Uyy =Z,-Uyy, ¥y =Up; —Uyy, yo =Usp —Ugg - Z,. 2M
2| Computation of r for u; and Uy: Y3 =Uy -1 +Ys, F =Y, Y+ Y2 -Up. 1S, 3M
3| Computation inv = r/u, mod uj, inv =inv;x+invy : inv, =y, invy = y,.
4| Computation of s = (v, =V, )Jinv mod u;, s=5X+Sy: W =Vig-Zy —Vag, Wy =Vi1-Zy —Vor, W, =inVy-Wy, |7M
Wy =inv,-wy, s = (invg +invy )-(wo +wg) — W, =W, - (U, +1), s5=w, —Usg-ws.
If s, =0 then <Special case is considered>
5 R=r-Z,,8,=5y-2,, S$3=5,-2,, R= R-S3, Wy =5;-Sg, Wy =S;-S3, Wy =S3-Sg, Wy =W, -Uyy, ™M
w, =R-s;.
6| Computation of 1 =su,: Iy =Wy-Uyy, I, =Wy +W,, b = (W +wp)- (Upy + U )—lg —Ws. 2M
7| computation of u’ = (s(I+h+2v;)—k)u;*, (f —vlh—vf‘)/ulz Ul =2w, —s5-5,Y; +h,R—R?, 23, 8M
Uy =s2+s-Y; ~(sl-U11—232)+ Yo W, +2W, -V, +hR+ R- [hz(s2 - 51011)+ r(y,+2U, - f422)].
8| Correction: Uy =Uj-R, U] =U;-R, Z'=s%-R. 1S, 3M
9| Computation of v' = —(h+s]l +v,)modu’, v/ =vjx+Vj: 5M
V=07, -0+ R+ s2-(05 =R —wyVpr b ), Vg =0 (1, ~ U+ R )= 52 (lg + hoR +w, -V ).
4S, 39M
TABLE Ill. Algorithm 2. Doubling of divisor
Input: [U1, Ug, V1, Vo, Z]
Output: | [U’1, U, V'1, V0o, Z°] = 2[Uy, Ug, V4, Vo, Z]
Operations Cost
1| Precomputation: Z, =72, V, =hZ + 2V, —hU;, Vo =hyZ + 2V, —h,U,, . 1S
2| Computation of r for u and h+2v (while V = (h+2v)modu): w, =V;*, w; =UZ, 23, 4M
W, =V;% = h2Z, + 4wy —h2w,, Wy =V -Z —U; V;, 1=V W +W,-Ug.
Computation inv = r/V modu , inv = invx+invy : inv, =-V, , invy = W;.
4 | Computation of k = [(f —hv—vz) quodu Lk =kx+kg: ™
Wy = f3-Zy+Wy, kg =2wW +wy—Z - (w, +2F,U; +hV,), wy =2U,,
ko =U;-(Z (2w, + fU  +h V) —wa)+ +Z-(Z-(f,-Z —hV, —hVy —2,Uq)—w,).
5 | Computation of s=k-invmodu, s=5X+Sy: Wy =Kg-invy, Wy =k -invy, sy =wy—Z-Ugy-wy, ™
s3 = (invg +inv; )- (kg +k;)—wo —w; -(1+U;), s, =s5-Z . If 5, =0 then <Special case is considered>
6| R=r-Z,, R=R-S, Wy=5,"S3, W, =S5-S3, Wg=W,-Z, W, =R-S;. 6M
Computation of | =Su: Iy =Ug-wy, I, =U; Wy, b = (W +wp)-(Uy +Ug)—1ly—1,. 3M
8 | Computation of u’ = ll2 +L1( 2v+h)—s%(f —vh—vz)J/u2 - U] =2w; +h,R —R?, 23, 4M
Uj =52 +2w,V; +R-(hs; +U; -(2r-Z —h,55)+ hysy — f,R).
9 | Correction: Uy =Uj-R, U, =U;-R, Z'=s2-R. 1S, 3M
10| computation of v' = —(h+s)l +v,)modu’, V' = vjx+V} Vl’:ljl’-(l2 —LTl'+w3+h2§)+ SM
520y~ R —wyVy — ), V¢ =0 - (1, ~ U7+ Wy + R )~ 52 (I + R +w, -V, ).

6S, 39M




TABLE IV. Algorithm 3. Mixed addition of divisors

Input: [U11, Uso, Vaa, Vo, 1, [Uai, Ugo, Vi, Voo, Z5]

Output: | [U"y, U, V73, Vo, 2] = [Uss, Uso, Vi, Vio, 1] + [Ups, Ugo, Vi, Vo, Zo]
Operations Cost
1| Precomputation: Uy; = Z, Uy, ¥y =Up; +Uyy, Vo =Ug +Ugg-Z, . 2M
2| Computation of r for u; and Uy: Y3 =Y, -Up+ Yo, F=Y, Y+ Y2 -Up. 1S, 3M
3| Computation of inv =r/u, mod u;, inv=inv;x+invy: inv; =y;, invg = y;.
4| Computation of s =(v; —V, )invmod u;, $=$X+85: Wy =Vyg-Zp +Vog, Wy =Vy1-Z, +Vpr, W, = inVy-We, |7M
Wy =inv, -, S =W, +Ugg-wy, S = (invy +inv,)- (wy +w, )+ w, +w, - (U, +1).
If s, =0 then <Special case is considered>
5 R=r-Z,,5,=50-Z5, S3=5,-Zy, R=R-S3, Wy =5,-Sy, W, =S, S5, Wy =Sp-S3, Wy =W, -Upy, M
w, =R-s;.
6| Computation of 1 =su,: lg =Wy Uy, I, =Wy + Wy, b = (W +Wp )-(Upy + Uy )+ 1o +ws. 2M
Computation of u’ = (s(l + h+2v;) -k, k = (f —vlh—vf)/u1 U = xP U Uy 35,5M
Up=s2+52-yUp + Y, W +R+R-r-y,, Ul =w -y, + R%.
8| Correction: Uy =U}-R, U;=U;-R, Z'=52-R. 1S, 3M
9| Computation of v' = —(h+s]l +v,)modu’, V' = vjx+V}: 6M
Vl’:L]l'-(I2 +L]1’)+ s? ~(J() +W, -V, + Il), v =U; -(I2 +Jl’)+ s3-(lp+ W, Vy).
5S, 37TM
TABLE V. Algorithm 4. Doubling of divisor
Input: [Ug, Ug, V3, Vo, Z]
Output: | [U’y, U, V1, Vo, 271 = 2[Uy, Uy, V4, Vo, Z]
Operations Cost
1 | Precomputation: Z, =Z?%, wy =V,?, w; =UZ, w, =Z -U;. 35, 1M
2 | Computation of I for u and h+2v (while V =(h+2v)modu): R=U,-Z2. 1S, 1M
3 | Computation of inv=r/Vmodu, inv=invx+invy: inv,=Z, invg =w,.
4 | Computation of k = [(f —hv—v2) quodu Sk =wy, kg =Up W +Z-(Z -V +wp). 3M
5 | Computation of s=k-invmodu, s=5X+S5: Wy =Ky-invy, Wy =k, -Z, o =Wy +Z-Ugy-w, ™
s3=(invy +2)- (ko +ky )+ Wy +w, -(1+U;), 8, =55-Z .
If s, =0 then <Special case is considered>
6| R=R-s,, Wy=5,-S5, W, =Sy-S3, Wg=W,-Z , W, =R-Sg. 5M
Computation of 1 =su: ly=Uqy-w;, I, =U;-wy, b= (W +wp)- Uy +Ug )+l +1,. 3M
Computation of u’ = [IZ +11(2v+ h)—s%(f —vh—vz)J/u2 : 23
Uy=s2+R, U] =R%.
9 | Correction: Uy =U§-R, U{=UJ-R, Z'=s2-R. 1S, 3M
10 | Computation of v' = —(h+ sl +v,)modu’, V' = vix+V 6M
V) =U} -(I2 +L]1’+W3)+312 (g +w,-Vy), Vl’:L]l'~(I2 +L]l’+W3)+ s -(L]{) +R+w, -V1+I1).

7S, 29M




