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Abstrat. DECIM v2 is a stream ipher submitted to the ECRYPT

stream ipher projet (eSTREAM) and ISO/IEC 18033-4. No attak

against DECIM v2 has been proposed yet. In this paper, we propose a

hosen IV attak against DECIM v2 using a new equivalent key lass.

Our attak an reover an 80-bit key with a time omplexity of 2

79:90

when all bits of the IV are zero. This result is the best one on DECIM

v2.
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1 Introdution

Keys are alled equivalent keys if iphertexts generated from these keys have

equivalene. In general, equivalent keys generate same iphertexts. In the stream

iphers, keys that generate pseudo-random sequenes (alled keystreams) of dif-

ferent phase are also alled equivalent keys sine the iphertext is made by

XORing a plaintext to a keystream. We all suh equivalent keys phase shifting

equivalent keys.

In 2006, phase shifting equivalent keys on Grain v1 [1℄ are disussed by

�

O. K�u��uk [2℄. Reently, key reovery attaks using phase shifting equivalent keys

have been proposed. These attaks searh an key and phase shifting equivalent

keys in parallel for speeding up an exhaustive key searh. Two key reovery

attaks against Grain v1 using phase shifting equivalent keys were independently

proposed by T. Isobe et al. [3℄ in September 2007 and by C. De Canni�ere et al. [4℄

in February 2008

1

. When all bits of an initialization vetor (IV) are one, the

attak of T. Isobe et al. an reover an 80-bit key with a time omplexity of 2

78:4

or 2

78:7

, and the attak of C. De Canni�ere et al. an reover the key with a time

omplexity of 2

79

. The IV is a publi value, and is hanged in eah enryption

session. Moreover, T. Isobe et al. have given a lot of IVs for the attak [5℄.

1

The approah of these attaks are di�erent. We think that the eÆient of the key

reover attak an be improved with a ombination of attaks of [3℄ and [4℄.



Although key reovery attaks against Grain v1 using phase shifting equivalent

keys have been disussed, applying the attak to other stream iphers has not

been disussed yet.

In this paper, we disuss a key reovery attak against DECIM v2 [6℄ using

phase shifting equivalent keys. DECIM v2 is a hardware oriented stream ipher,

whih was designed by C. Berbain et al. It uses an 80-bit key K and a 64-bit IV

IV , and has submitted to the ECRYPT stream ipher projet (eSTREAM) [7℄

and ISO/IEC 18033-4. Now, no eÆient attak against DECIM v2 has been

proposed yet. First, we show that any (K, IV ) pair has a 2-bit phase shifting

equivalent key (

^

K,

^

IV ) with a probability of 1=128 on DECIM v2. Next, we

propose a key reovery attak against DECIM v2 using these equivalent keys.

When IV = (0; 0; : : : ; 0) is used, our attak an reover an 80-bit key with a

time omplexity of 2

79:90

. Our attak is a �rst one against DECIM v2.

This paper is organized as follows: DECIM v2 is desribed in Set. 2. In

Set. 3. we de�ne phase shifting equivalent keys, and show that onditions for

suh equivalent keys. Set. 4. we give onditions for phase shifting equivalent

keys of DECIM v2, and alulate the probability that any (K, IV ) has a phase

shifting equivalent key. Set. 5. we propose a key reovery attak against DECIM

v2 using phase shifting equivalent keys.

2 Desription of DECIM v2

DECIM v2 uses an 80-bit key K = (K

0

; : : : ;K

79

) and a 64-bit IV IV =

(IV

0

; : : : ; IV

63

), where K

i

and IV

i

are 1-bit variables. An internal state S on-

sists of a 192-bit linear feedbak shift register (LFSR) S = (x

0

; x

1

; : : : ; x

191

),

where x

i

is a 1-bit variable. In addition, DECIM v2 has a nonlinear �lter fun-

tion f and an irregular deimation mehanism (alled the ABSG) and a Bu�er.

The algorithm of DECIM v2 is split into a key-sheduling algorithm (KSA)

and a pseudo-random generation algorithm (PRGA). The KSA initializes the

internal state using K and IV . The PRGA generates a pseudo-random sequene

(alled a keystream) Z = (z

0

; z

1

; : : : ) from an initial state of the PRGA, whih

is an internal state when the KSA was ompleted, where z

i

is a 1-bit variable.

A iphertext/plaintext is obtained by XORing a plaintext/iphertext to the

keystream.

We desribe the KSA and the PRGA. In order to distinguish between the

KSA and the PRGA, we use di�erent symbols. The internal state of the KSA is

denoted by S

�

, and that of the PRGA is denoted by S.

2.1 Pseudo-Random Generation Algorithm

The internal state of the PRGA at time t denotes S

t

= (x

0;t

; x

1;t

; : : : ; x

191;t

).

The PRGA has an update funtion PRGA Nextstate( ) and an output funtion

Output( ). PRGA Nextstate( ) at time t updates S

t�1

to S

t

, and Output( )

generates the keystream from the internal state.



We desribe the proess of PRGA Nextstate( ). The internal state S

t�1

is

updated as follows:

x

i;t

=

(

x

i+1;t�1

if i = 0; : : : ; 190;

lv

t�1

if i = 191;

(1)

where

lv

t�1

= x

189;t�1

� x

188;t�1

� x

169;t�1

� x

156;t�1

� x

155;t�1

� x

132;t�1

�x

131;t�1

� x

94;t�1

� x

77;t�1

� x

46;t�1

� x

17;t�1

�x

16;t�1

� x

5;t�1

� x

0;t�1

: (2)

We desribe the proess of Output( ). First, the nonlinear �lter funtion f

outputs a 1-bit variable v

t�1

using the internal state S

t�1

as follows

2

:

v

t�1

=

(

0 if X = 0; 3;

1 if X = 1; 2;

(3)

whereX = (x

191;t�1

+x

186;t�1

+x

178;t�1

+x

172;t�1

+x

162;t�1

+x

144;t�1

+x

111;t�1

+

x

104;t�1

+ x

65;t�1

+ x

54;t�1

+ x

45;t�1

+ x

28;t�1

+ x

13;t�1

) mod 4. Seond, a 1-bit

variable y

t�1

is obtained from v

t�1

and S

t�1

as follows:

y

t�1

= v

t�1

� x

1;t�1

: (4)

Third, the ABSG outputs the keystream (z

0

; z

1

; : : : ) from the sequene Y =

(y

0

; y

1

; : : : ). The algorithm of the ABSG is given as follows:

Input: (y

0

; y

1

; : : : )

Set: i 0; j  0;

Repeat the following steps:

1. e y

i

; z

j

 y

i+1

;

2. i i+ 1;

3. while (y

i

= e) i i+ 1;

4. i i+ 1;

5. output z

j

;

6. j  j + 1;

The keystream (z

0

; z

1

; : : : ) are stored in the bu�er. Sine the Bu�er is a meh-

anism for the implementation, we omit its detail. Figure 1 shows the proesses

of the PRGA of DECIM v2.

2

Note that Eq. (3) and v

t�1

= f(a

1

; : : : ; a

13

) =

L

1�i<j�13

a

i

a

j

L

1�i�13

a

i

are equiv-

alent, where (a

1

; : : : ; a

13

) = (x

191;t�1

; x

186;t�1

; x

178;t�1

; x

172;t�1

; x

162;t�1

; x

144;t�1

;

x

111;t�1

; x

104;t�1

; x

65;t�1

; x

54;t�1

; x

45;t�1

; x

28;t�1

; x

13;t�1

).
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Fig. 1. PRGA of DECIM v2.

2.2 Key Sheduling Algorithm

The internal state of the KSA at time t denotes S

�

t

= (x

�

0;t

; x

�

1;t

; : : : ; x

�

191;t

). First,

S

�

is initialized by K and IV as follows:

x

�

i;0

=

8

>

>

>

<

>

>

>

:

K

i

if i = 0; : : : ; 79;

K

i�80

� IV

i�80

if i = 80; : : : ; 143;

K

i�80

� IV

i�144

� IV

i�128

� IV

i�112

� IV

i�96

if i = 144; : : : ; 159;

IV

i�160

� IV

i�128

� 1 if i = 160; : : : ; 191:

(5)

Next, S

�

t�1

is updated by KSA Nextstate( ). KSA Nextstate( ) is de�ned

as

x

�

i;t

=

(

x

�

i+1;t�1

if i = 0; : : : ; 190;

lv

�

t�1

� v

�

t�1

if i = 191:

(6)

lv

�

t�1

and v

�

t�1

are obtained from S

�

t�1

by using Eqs. (2), and (3).

After KSA Nextstate( ) is exeuted for t = 1; 2; : : : ; 768, an obtained S

�

768

is set to S

0

, whih is an initial state of the PRGA. Figure 2 shows the proesses

of the KSA of DECIM v2.

3 Phase Shifting Equivalent Keys

3.1 Desription

In stream iphers, a w bits of a keystream is outputted with updating an internal

state S in every time. The keystream Z generated from a key and an IV pair
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Fig. 2. KSA of DECIM v2.

(K; IV ) is expressed as Z = (z

0

; z

1

; : : : ), where z

i

is a w-bit variable. We onsider

the ase that the internal state S

n

, whih is generated from (K; IV ), is equal to

the initial state of the PRGA

^

S

0

, whih is generated from the di�erent key and

IV pair (

^

K;

^

IV ), where n is a positive integer. This ase is expressed as follows:

S

n

=

^

S

0

: (7)

If Eq. (7) holds, the keystream

^

Z, whih is generated from (

^

K;

^

IV ), is

^

Z = (ẑ

0

; ẑ

1

; : : : ) = (z

n

; z

n+1

; : : : ): (8)

^

Z is the nw-bit shifted keystream from Z. Then, (K; IV ) and (

^

K;

^

IV ) are alled

phase shifting equivalent keys.

3.2 Conditions for Phase Shifting Equivalent Keys

First, we present onditions for obtaining phase shifting equivalent keys of a

stream ipher that has similar update funtions of the KSA and the PRGA. We

give the following theorem for phase shifting equivalent keys.

Theorem 1 If (K; IV ) and (

^

K;

^

IV ) satisfy following onditions, then S

n

=

^

S

0

holds.

Condition 1:

^

S

�

0

and S

�

n

are idential.

Condition 2: The funtion PRGA Nextstate( ) of (K; IV ) at time t = 1; 2; : : : ; n

and the funtion KSA Nextstate( ) are idential.

Proof. From Condition 1,

^

S

�

0

= S

�

n

holds. Let T be the number of alling

KSA Nextstate( ) in the KSA. Sine idential update funtion is used in the

KSA for all t = 1; 2; : : : ; T � n, the initial state of the PRGA S

0

satis�es

^

S

�

T�n

= S

�

T

= S

0

. When Condition 2 holds, PRGA Nextstate( ) of (K; IV )

at time t = 1; 2; : : : ; n and the funtion KSA Nextstate( ) of (

^

K;

^

IV ) at time

t = T � n+ 1; T � n+ 2; : : : ; T are idential. Then,

^

S

�

T

=

^

S

0

= S

n

holds. ut
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Fig. 3. Conditions of the phase shifting equivalent keys.

Figure 3 shows that Condition 1 and Condition 2 of Theorem 1.

Next, we alulate a probability that any (K; IV ) pair has a phase shifting

equivalent key (

^

K;

^

IV ). Let P

1

be a probability that Condition 1 holds, and P

2

be a probability that Condition 2 holds. Suppose that Condition 1 and Condition

2 are independent. Then, P

f

, whih is the probability that any (K; IV ) pair has

a phase shifting equivalent key, is given as

P

f

= P

1

� P

2

: (9)

4 Phase Shifting Equivalent Keys of DECIM v2

4.1 Conditions for 2-bit Phase Shifting Equivalent Keys

We disuss onditions for 2-bit phase shifting equivalent keys of DECIM v2. In

DECIM v2, Condition 1 of Theorem 1 for 2 -bit phase shifting equivalent keys

is written as follows:

S

�

2

=

^

S

�

0

: (10)

In addition, Condition 2 of that is written as follows:

PRGA nextstate(S

0

) = KSA nextstate(

^

S

�

766

); (11)

PRGA nextstate(S

1

) = KSA nextstate(

^

S

�

767

): (12)



We onsider onditions for satisfying Eq. (10). From Eqs. (5), and (6), S

�

2

is

given as follows:

x

�

i;2

=

8

>

>

>

>

>

>

>

>

<

>

>

>

>

>

>

>

>

:

K

i+2

if i = 0; : : : ; 77;

K

i�79

� IV

i�79

if i = 78; : : : ; 141;

K

i�79

� IV

i�143

� IV

i�127

� IV

i�111

� IV

i�95

if i = 142; : : : ; 157;

IV

i�159

� IV

i�127

� 1 if i = 158; : : : ; 189;

lv

�

0

� v

�

0

if i = 190;

lv

�

1

� v

�

1

if i = 191:

(13)

A 2-bit phase shifting equivalent key (

^

K;

^

IV ) is de�ned as

^

K

i

=

8

>

<

>

:

K

i+2

if i = 0; : : : ; 77;

K

0

� IV

0

if i = 78;

K

1

� IV

1

if i = 79;

(14)

^

IV

i

=

8

>

<

>

:

IV

i+2

if i = 0; : : : ; 61;

IV

0

� IV

16

� IV

32

� IV

48

if i = 62;

IV

1

� IV

17

� IV

33

� IV

49

if i = 63:

(15)

Then, from Eqs. (5) and (13){(15), four onditions for satisfying Eq. (10) are

given as follows:

IV

0

� IV

32

�K

0

= 1; (16)

IV

1

� IV

33

�K

1

= 1; (17)

IV

0

� IV

16

� IV

48

� 1 = lv

�

0

� v

�

0

; (18)

IV

1

� IV

17

� IV

49

� 1 = lv

�

1

� v

�

1

: (19)

We onsider a ondition for satisfying Eqs. (11), and (12). From Eqs. (1),

and (6), KSA Nextstate( ) and PRGA Nextstate( ) are idential if v

�

t�1

= 0

holds in the KSA. Thus, the ondition for satisfying Eqs. (11), and (12)is as

follows:

v̂

�

766

= 0 ^ v̂

�

767

= 0: (20)

If Eqs. (16){(20) hold, then

^

Y is 2-bit shifted sequene from Y , that is

^

Y =

(ŷ

0

; ŷ

1

; ŷ

2

; : : : ) = (y

2

; y

3

; y

4

; : : : ) holds. Note that Y and

^

Y are not keystreams

but inputs of the ABSG. Keystreams Z and

^

Z are obtained from Y and

^

Y by

the ABSG. If y

0

= y

1

, that is (y

0

; y

1

) = (0; 0) or (y

0

; y

1

) = (1; 1), then

^

Z is

1-bit shifted keystreams from Z. In addition, though we onsider about only

2-bit phase shifting equivalent keys in this paper, more than 3-bit phase shifting

equivalent keys an also apply

3

.

3

Using 3-bit phase shifting equivalent keys,

^

Z is 1-bit shifted keystreams from Z when

y

0

= y

2

^ y

1

6= y

0

. Similarly, using 3-bit phase shifting equivalent keys,

^

Z get the

same way when y

0

= y

3

^ y

1

= y

2

6= y

0

.



4.2 Rate of 2-bit Phase Shifting Equivalent Keys

We alulate a rate that any (K, IV ) pair has a 2-bit phase shifting equivalent

key (

^

K,

^

IV ) by using Eq. (9).

Suppose that (K, IV ) is seleted randomly. Then, a probability that Eqs. (16),

and (17) hold is 1=4. Moreover, sine v

�

0

and v

�

1

are 1-bit pseudo- random variable,

a probability that Eqs. (18), and (19) hold is 1=4. Therefore, the probability

that Eq. (10) holds, whih is P

1

, is given as follows:

P

1

=

1

4

�

1

4

=

1

16

: (21)

Sine v̂

�

766

and v̂

�

767

are 1-bit pseudo-random variables, a probability that

Eq. (20) holds is 1=4. Therefore, the probability that Eqs. (11), and (12) hold,

whih is P

2

, is given as follows:

P

2

=

1

4

: (22)

In addition,

^

Z is 1-bit shifted keystreams from Z when y

0

= y

1

. Therefore, the

probability that (K; IV ) pair has a 2-bit phase shifting equivalent key (

^

K;

^

IV )

on DECIM v2, whih is P

fd

, is given as follows:

P

fd

= P

f

�

1

2

;

= P

1

� P

2

�

1

2

=

1

128

: (23)

5 A Key Reovery Attak against DECIM v2 using 2-bit

Phase Shifting Equivalent Keys

In this setion, we propose a key reovery attak against DECIM v2 using 2-bit

phase shifting equivalent keys. We fous on 2-bit phase shifting equivalent keys

with same IV, namely, IV =

^

IV holds. When IV =

^

IV holds, we an searh K

and

^

K in parallel. It means that a key an be found faster than an exhaustive

key searh when suh an IV is used.

5.1 Phase shifting equivalent keys with same IV

We disuss 2-bit phase shifting equivalent keys that IV =

^

IV holds. From

Eq. (15), the ondition for IV =

^

IV is given as follows:

IV

i

=

8

>

<

>

:

IV

i+2

if i = 0; : : : ; 61;

IV

0

� IV

16

� IV

32

� IV

48

if i = 62;

IV

1

� IV

17

� IV

33

� IV

49

if i = 63:

(24)

Equation (24) holds only when IV = (0; 0; : : : ; 0) is used. Thus, we fous on

2-bit phase shifting equivalent keys when IV = (0; 0; : : : ; 0) is used.



First, we dissuss onditions for 2-bit phase shifting equivalent keys

^

K under

the ondition that IV = (0; 0; : : : ; 0). When IV = (0; 0; : : : ; 0) is used, two

onditions for

^

K is given from Eqs. (14) , (16), and (17) as follows:

^

K

78

= K

0

= 1; (25)

^

K

79

= K

1

= 1: (26)

Moreover, two onditions for

^

K is given from Eqs. (18), and (19) as follows:

lv

�

0

� v

�

0

= 1; (27)

lv

�

1

� v

�

1

= 1: (28)

In order to satisfy Eq. (27), it is neessary to satisfy lv

�

0

= 1 ^ v

�

0

= 0 or

lv

�

0

= 0 ^ v

�

0

= 1. We onsider a ase of lv

�

0

= 1 ^ v

�

0

= 0. When lv

�

0

=

1 ^ v

�

0

= 0, the following onditions for K is given from Eqs. (2), (3), and (5)

and IV = (0; 0; : : : ; 0).

K

77

�K

76

�K

75

�K

52

�K

51

�K

46

�K

17

�K

16

�K

14

�K

5

= 1; (29)

(K

65

+K

64

+K

54

+K

45

+K

31

+K

28

+K

24

+K

13

) mod 4 = 2 or 3: (30)

By using Eq. (14), Eqs. (29), and (30) are rewritten as follows:

^

K

75

�

^

K

74

�

^

K

73

�

^

K

50

�

^

K

49

�

^

K

44

�

^

K

15

�

^

K

14

�

^

K

12

�

^

K

3

= 1; (31)

(

^

K

63

+

^

K

62

+

^

K

52

+

^

K

43

+

^

K

29

+

^

K

26

+

^

K

22

+

^

K

11

) mod 4 = 2 or 3: (32)

In addition, we onsider a ase of lv

�

0

= 0 ^ v

�

0

= 1. When lv

�

0

= 0 ^ v

�

0

= 1,

the following onditions for

^

K is given in a manner similar to the ase of lv

�

0

=

1 ^ v

�

0

= 0.

^

K

75

�

^

K

74

�

^

K

73

�

^

K

50

�

^

K

49

�

^

K

44

�

^

K

15

�

^

K

14

�

^

K

12

�

^

K

3

= 0; (33)

(

^

K

63

+

^

K

62

+

^

K

52

+

^

K

43

+

^

K

29

+

^

K

26

+

^

K

22

+

^

K

11

) mod 4 = 0 or 1: (34)

Similarly, in order to satisfy Eq. (28), it is neessary to satisfy lv

�

1

= 1 ^ v

�

1

= 0

or lv

�

1

= 0 ^ v

�

1

= 1. We onsider a ase of lv

�

1

= 1 ^ v

�

1

= 0. When

lv

�

1

= 1 ^ v

�

1

= 0, the following onditions for K is given from Eqs. (2), (3),

and (5) and IV = (0; 0; : : : ; 0).

K

77

�K

76

�K

53

�K

52

�K

47

�K

18

�K

17

�K

15

�K

6

= 0; (35)

(K

66

+K

65

+K

55

+K

46

+K

32

+K

29

+K

25

+K

14

) mod 4 = 2 or 3: (36)

By using Eq. (14), Eqs. (35), and (36) are rewritten as follows:

^

K

75

�

^

K

74

�

^

K

51

�

^

K

50

�

^

K

45

�

^

K

16

�

^

K

15

�

^

K

13

�

^

K

4

= 0; (37)

(

^

K

64

+

^

K

63

+

^

K

53

+

^

K

44

+

^

K

30

+

^

K

27

+

^

K

23

+

^

K

12

) mod 4 = 2 or 3: (38)

In addition, we onsider a ase of lv

�

1

= 0 ^ v

�

1

= 1. When lv

�

1

= 0 ^ v

�

1

= 1,

the following onditions for

^

K is given in a manner similar to the ase of lv

�

1

=

1 ^ v

�

1

= 0.

^

K

75

�

^

K

74

�

^

K

51

�

^

K

50

�

^

K

45

�

^

K

16

�

^

K

15

�

^

K

13

�

^

K

4

= 1; (39)

(

^

K

64

+

^

K

63

+

^

K

53

+

^

K

44

+

^

K

30

+

^

K

27

+

^

K

23

+

^

K

12

) mod 4 = 0 or 1: (40)



Table 1. Events when our attak searhes 2

76

andidates and probabilities that eah

event ours.

Event Probability that the event ours Reoverable keys

E

1

P

s

� P

fd

= 1=2048 K and

^

K

E

2

P

s

� (1� P

fd

) = 127=2048 K

E

3

(1� P

s

) � P

fd

= 15=2048

^

K

E

4

(1� P

s

) � (1� P

fd

) = 1905=2048 |

Next, we show a method to reover K from

^

K. From Eqs. (14), (25), and

(26), a following relation of between K and

^

K is given as

K

(i+2) mod 80

=

^

K

i

for 8i 2 f0; 1; : : : ; 79g: (41)

Therefore, an original key K an be reovered from the equivalent key

^

K by

Eq. (41).

5.2 Proposed Attak and its Time Complexity

We propose a hosen IV key reovery attak using 2-bit phase shifting equivalent

keys. Our attak searhes

^

K using Eqs. (25), (26), (31){(34), and (37){(40)

when IV = (0; 0; : : : ; 0) is used. Spei�ally, our attak searhes 2

76

andidates.

To searh the andidates, We use following four onditions: i) Eqs. (25), (26),

(31), (32), (37), and (38) are satis�ed, ii) Eqs. (25), (26), (31), (32), (39), and

(40) are satis�ed, iii) Eqs. (25), (26), (33), (34), (37), and (38) are satis�ed,

iv) Eqs. (25), (26), (33), (34), (39), and (40) are satis�ed. If K has

^

K with a

probability of P

fd

= 1=128,

^

K an be found with a probability of one from the

2

76

andidates. Then, K is reovered from

^

K by Eq. (41). On the other hand, K

is found from 2

76

andidates with a probability of P

s

= 2

76

=2

80

= 1=16. Sine

our attak an searh K and

^

K in parallel, K an be reovered more eÆient

than an exhaustive key searh.

We alulate the time omplexity of our attak. When our attak searhes for

2

76

andidates, the following four events our: E

1

(K and

^

K an be found), E

2

(only K an be found), E

3

(only

^

K an be found), and E

4

(not found). Suppose

that K and

^

K are found independently. Then, probability that eah event ours

is given as Table 1.

When E

1

ours, a key K an be reovered if either K or

^

K is found. In

this ase, a time omplexity for reovering the key is 2

75

. When E

4

ours, a

key K annot be reovered from 2

76

andidates. In this ase, K is found from

other (2

80

� 2

76

) andidates. Thus, a time omplexity for reovering the key is

2

80

when E

4

ours. Then, the total time omplexity for reovering the key is

obtained as follows:

Pr(E

1

) � 2

75

+Pr(E

2

) � 2

76

+Pr(E

3

) � 2

76

+Pr(E

4

) � 2

80

=

1

2048

� 2

75

+

127

2048

� 2

76

+

15

2048

� 2

76

+

1905

2048

� 2

80

= 2

79:90

(< 2

80

): (42)



Therefore, our attak an reover an 80-bit key with a time omplexity of 2

79:90

.

6 Conlusion

This paper has presented the key reovery attak against DECIM v2 using phase

shifting equivalent keys. Our attak an reover an 80-bit key with a time om-

plexity of 2

79:90

when IV = (0; 0; : : : ; 0) is used. It means that DECIM v2 is

not neessarily seure against the key reovery attak. In addition, we onsider

about only 2-bit phase shifting equivalent keys, but more than 3-bit phase shift-

ing equivalent keys an apply DECIM v2. Moreover, our attak an easily apply

to DECIM-128 [8℄. Applying our attak to other IVs is future work.
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