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Abstract— Signcryption is a cryptographic primitive that per-
forms digital signature and public key encryption simultane-
ously, at a lower computational costs and communication over-
heads than the signature-then-encryption approach. Recently,
two identity-based threshold signcryption schemes [12], [26]
have been proposed by combining the concepts of identity-
based threshold signature and signcryption together. However,
the formal models and security proofs for both schemes are not
considered. In this paper, we formalize the concept of identity-
based threshold signcryption and give a new scheme based on
the bilinear pairings. We prove its confidentiality under the
Decisional Bilinear Diffie-Hellman assumption and its unforge-
ability under the Computational Diffie-Hellman assumption in
the random oracle model. Our scheme turns out to be more
efficient than the two previously proposed schemes.

I. I NTRODUCTION

Identity-based (ID-based) cryptography was introduced by
Shamir in 1984 [29]. The distinguishing property of ID-based
cryptography is that a user’s public key can be any binary
string, such as an email address that can identify the user.
This removes the need for senders to look up the recipient’s
public key before sending out an encrypted message. ID-
based cryptography is supposed to provide a more convenient
alternative to conventional public key infrastructure. Several
practical ID-based signature schemes have been devised since
1984 [13], [15] but a satisfying ID-based encryption scheme
only appeared in 2001 [6]. It was devised by Boneh and
Franklin and cleverly uses bilinear maps (the Weil or Tate
pairing) over supersingular elliptic curves.

Group-oriented cryptography was introduced by Desmedt
in 1987 [10]. Elaborating on this concept, Desmedt and
Frankel [11] proposed a(t, n) threshold signature scheme
based on the RSA system [27]. In such a(t, n) threshold
signature scheme, anyt out of n signers in the group can col-
laboratively sign messages on behalf of the group for sharing
the signing capability. The first ID-based threshold signature
scheme was proposed by Baek and Zheng in 2004 [3].

Confidentiality, integrity, non-repudiation and authentication
are the important requirements for many cryptographic appli-
cations. A traditional approach to achieve these requirements is
to sign-then-encrypt the message. Signcryption, first proposed
by Zheng in 1997 [33], is a cryptographic primitive that
performs digital signature and public key encryption simul-

taneously, at lower computational costs and communication
overheads than the signature-then-encryption approach. Fol-
lowing [33], various signcryption schemes have been pro-
posed, for instance, signcryption schemes in certificate-based
public key setting [25], [4], [30], [14], [28], [34], [23], [20],
[31], [24] and signcryption schemes in ID-based public key
setting [22], [19], [9], [7], [5], [17], [32], [16]. The original
scheme in [33] is based on the discrete logarithm problem but
no security proof is given. Zheng’s original construction [33]
was only proven secure in 2002 by Baek et al. [2] who
described a formal security model in a multi-user setting.

In 2004, Duan et al. [12] proposed an ID-based threshold
signcryption scheme by combining the concepts of ID-based
threshold signature and signcryption together. However, in
Duan et al.’s scheme [12], the master-key of the PKG is
distributed to a number of other PKGs, which creates a bot-
tleneck on the PKGs. In 2005, Peng and Li [26] proposed an
ID-based threshold signcryption scheme based on Libert and
Quisquater’s ID-based signcryption scheme [19]. However,
Peng and Li’ scheme [26] does not provide the forward
security. That is, anyone who obtains the sender’s private key
can recover the original message of a signcrypted text. In
addition, both Duan et al.’s scheme [12] and Peng and Li’s
scheme [26] do not consider the formal models and security
proofs. Ma et al. [21] also proposed a threshold signcryption
scheme using the bilinear pairings. However, Ma et al.’s
scheme [21] is not ID-based. Therefore, an interesting question
is to find a provably secure ID-based threshold signcryption
scheme. The aim of this paper is to answer this question.

A. Related Work

Signcryption in certificate-based public key setting.The
non-repudiation procedure of Zheng’s original schemes [33] is
inefficient since they are based on interactive zero-knowledge
proofs. In [25], Petersen and Michels showed that Zheng’s idea
violates the confidentiality to achieve the non-repudiation. To
achieve simple and safe non-repudiation procedure, Bao and
Deng [4] introduced a signcryption scheme that can be verified
by a sender’s public key. However, Shin et al. [30] pointed out
that Bao and Deng’s scheme [4] is not semantically secure
since the signature on the plaintext is visible in the ciphertext.
An attacker can distinguish two messagesm0 and m1 by
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verifying the signature. In [14], Gamage et al. modified Bao
and Deng’s scheme [4] to carry out the signature verification
without accessing the plaintext. In [28], based on Gamage et
al.’s scheme [14], Seo and Kim proposed a domain-verifiable
signcryption scheme which signcryptsn messages ton users.
Each user with domain can decrypt just his own message and
all users can verify the whole transaction. In [34], Zheng and
Imai showed how to construct efficient signcryption schemes
on elliptic curves. In [23], Malone-Lee and Mao proposed an
efficient signcryption scheme using RSA [27]. In [20], Libert
and Quisquater proposed a signcryption scheme using the
bilinear pairings which is showed to be insecure against chosen
ciphertext attack (not even secure against chosen plaintext
attack) by Yang et al. in [31]. In [24], Mu and Varadharajan
proposed a distributed signcryption scheme and extended itto
a group signcryption scheme.

Signcryption in ID-based public key setting.In 2002,
Malone-Lee [22] gave the first ID-based signcryption scheme
along with a security model. This model deals with notions of
privacy and unforgeability. Libert and Quisquater [19] pointed
out that Malone-Lee’s scheme [22] is not semantically secure
and proposed three provably secure ID-based signcryption
schemes. However, the properties of public verifiability and
forward security are mutually exclusive in the their schemes.
To overcome this weakness, Chow et al. [9] designed an ID-
based signcryption scheme that provides both public verifia-
bility and forward security. In [7], Boyen presented an ID-
based signcryption scheme that provides not only public veri-
fiability and forward security but also ciphertext unlinkability
and anonymity. In [5], Barreto et al. constructed the most
efficient ID-based signcryption scheme to date. In [17], Li
and Chen proposed an ID-based proxy signcryption scheme.
In [32], Yuen and Wei proposed an ID-based blind signcryp-
tion scheme. In [16], Huang et al. proposed an ID-based ring
signcryption scheme. In [18], Li et al. proposed an ID-based
signcryption for multiple private key generators.

B. Our Contribution

In this paper, we present a formal security model for
identity-based threshold signcryption and give a new scheme
based on the bilinear pairings. We prove its confidentiality
under the DBDH assumption and its unforgeability under
the CDH assumption in the random oracle model. As com-
pared with two previously proposed schemes (Duan et al.’s
scheme [12] and Peng and Li’s scheme [26]), our scheme is
more efficient.

C. Organization

The rest of this paper is organized as follows. Some prelim-
inary works are given in Section II. The formal model of ID-
based threshold signcryption is described in Section III. The
proposed ID-based threshold signcryption scheme is given in
Section IV. We analyze the proposed scheme in Section V.
Finally, the conclusions are given in Section VI.

II. PRELIMINARIES

In this section, we briefly describe the basic definition and
properties of the bilinear pairings.

Let G1 be a cyclic additive group generated byP , whose
order is a primeq, andG2 be a cyclic multiplicative group of
the same orderq. A bilinear pairing is a map̂e : G1×G1 → G2

with the following properties:

1) Bilinearity: ê(aP, bQ) = ê(P, Q)ab for all P, Q ∈ G1,
a, b ∈ Zq.

2) Non-degeneracy: There existsP andQ ∈ G1 such that
ê(P, Q) 6= 1.

3) Computability: There is an efficient algorithm to com-
pute ê(P, Q) for all P ,Q ∈ G1.

The modified Weil pairing and the Tate pairing [6] are
admissible maps of this kind. The security of our scheme de-
scribed here relies on the hardness of the following problems.

Definition 1: Given two groupsG1 and G2 of the same
prime orderq, a bilinear mapê : G1 × G1 → G2 and a
generatorP of G1, the Decisional Bilinear Diffie-Hellman
problem (DBDHP) in(G1, G2, ê) is to decide whetherh =
ê(P, P )abc given (P, aP, bP, cP ) and an elementh ∈ G2. We
define the advantage of a distinguisher against the DBDHP
like this

Adv(D) = |Pa,b,c,∈RZq,h∈RG2
[1← D(aP, bP, cP, h)]

−Pa,b,c,∈RZq
[1← D(aP, bP, cP, ê(P, P )abc)]|.

Definition 2: Given two groupsG1 and G2 of the same
prime orderq, a bilinear mapê : G1 × G1 → G2 and
a generatorP of G1, the Computational Bilinear Diffie-
Hellman problem (CBDHP) in(G1, G2, ê) is to compute
h = ê(P, P )abc given (P, aP, bP, cP ).

The decisional problem is of course not harder than the
computational one. However, no algorithm is known to be
able to solve any of them so far.

III. F ORMAL MODEL OF ID-BASED THRESHOLD

SIGNCRYPTION

A. Generic Scheme

A generic ID-based threshold signcryption scheme consists
of the following five algorithms.

• Setup: Given a security parameterk, the private key
generator (PKG) generates the system’s public parameters
params. Among the parameters produced bySetup is a
keyPpub that is made public. There is also corresponding
master keys that is kept secret.

• Extract: Given an identityID, the PKG computes the
corresponding private keySID and transmits it to its
owner in a secure way.

• Keydis: Given a private keySID associated with an
identity ID, the number of signcryption membersn and
a threshold parametert, this algorithm generatesn shares
of SID and provides each one to the signcryption mem-
bersM1, . . . , Mn. It also generates a set of verification
keys that can be used to check the validity of each



shared private key. We denote the shared private keys
and the matching verification keys by{Si}i=1,...,n and
{yi}i=1,...,n, respectively. Note that each(Si, yi) is sent
to Mi, thenMi publishesyi but keepsSi secret.

• Signcrypt: Give a messagem, the private keys oft
members{Si}i=1,...,t in a sender groupUA with identity
IDA, a receiver’s identityIDB, it outputs an ID-based
(t, n) threshold signcryptionσ on the messagem.

• Unsigncrypt: Give a ciphertextσ, the private key of the
receiverSIDB

, the identity of the sender groupIDA, it
outputs the plaintextm or the symbol⊥ if σ is an invalid
ciphertext between the groupUA and the receiver.

We make the consistency constraint that if

σ = Signcrypt(m, {Si}i=1,...,t, IDB),

then
m = Unsigncrypt(σ, IDA, SIDB

).

B. Security Notions

Malone-Lee [22] defines the security notions for ID-based
signcryption schemes. These notions are indistinguishability
against adaptive chosen ciphertext attacks and unforgeability
against adaptive chosen messages attacks. We modify their de-
finitions slightly to adapt for our ID-based threshold signcryp-
tion scheme. In addition, an ID-based threshold signcryption
scheme should have the robustness.

Definition 3 (Confidentiality):An ID-based threshold sign-
cryption scheme (IDTSC) is said to have the indistinguishabil-
ity against adaptive chosen ciphertext attacks property (IND-
IDTSC-CCA2) if no polynomially bounded adversary has a
non-negligible advantage in the following game.

1) The challengerC runs the Setup algorithm with a
security parameterk and sends the system parameters
to the adversaryA.

2) A performs a polynomially bounded number of queries
(these queries may be made adaptively, i.e. each query
may depend on the answer to the previous queries).

• Key extraction queries:A chooses an identityID.
C computesSID = Extract(ID) and sendsSID

to A.
• Signcryption queries:A produces a sender group

Ui with identity IDi, an identity IDj and a
plaintext m. C computesSIDi

= Extract(IDi)
and runs Keydis to output n shared pri-
vate keys {Si}i=1,...,n. C sends the result of
Signcrypt(m, {Si}i=1,...,t, IDj) to A.

• Unsigncryption queries:A produces a sender
group Ui with identity IDi, an identity IDj,
and a ciphertextσ. C generates the private key
SIDj

= Extract(IDj) and sends the result of
Unsigncrypt(σ, IDi, SIDj

) to A (this result can be
the⊥ symbol if σ is an invalid ciphertext)

3) A generates two equal length plaintextsm0, m1, a
sender groupUA with identity IDA, and an identity
IDB on which he wants to be challenged. He cannot

have asked the private key corresponding toIDB in the
first stage.

4) C takes a bitb ∈R {0, 1} and runsKeydis to outputn
shared private keys{Si}i=1,...,n. C sends the result of
σ = Signcrypt(mb, {Si}i=1,...,t, IDB) to A.

5) A can ask a polynomially bounded number of queries
adaptively again as in the first stage. This time, he cannot
make a key extraction query onIDB and cannot make
an unsigncryption query onσ to obtain the correspond-
ing plaintext.

6) Finally,A produces a bitb′ and wins the game ifb′ = b.

The advantage ofA is defined asAdv(A) = |2P [b′ = b]−1|,
whereP [b′ = b] denotes the probability thatb′ = b.

Notice that the adversary is allowed to make a key extraction
query on identityIDA in the above definition. This condition
corresponds to the stringent requirement of insider security
for confidentiality of signcryption [1]. On the other hand, it
ensures the forward security of the scheme, i.e. confidentiality
is preserved in case the sender’s private key becomes compro-
mised.

Definition 4 (Unforgeability):An ID-based threshold sign-
cryption scheme (IDTSC) is said to have the existential
unforgeability against adaptive chosen messages attacks (EUF-
IDTSC-CMA) if no polynomially bounded adversary has a
non-negligible advantage in the following game.

1) The challengerC runs the Setup algorithm with a
security parameterk and sends the system parameters
to A.

2) A corruptst− 1 members in the sender group.
3) A performs a polynomially bounded number of queries

(these queries may be made adaptively, i.e. each query
may depend on the answer to the previous queries).

• Key extraction queries:A chooses an identityID.
C computesSID = Extract(ID) and sendsSID

to A.
• Private keys queries to the corrupted members:
A chooses an identityID. C computesSID =
Extract(ID) and runsKeydis to outputn shared
private keys {Si}i=1,...,n. C sends Si for i =
1, . . . , t− 1 to A.

• Signcryption queries:A produces a sender group
Ui with identity IDi, an identity IDj and a
plaintext m. C computesSIDi

= Extract(IDi)
and runs Keydis to output n shared pri-
vate keys {Si}i=1,...,n. C sends the result of
Signcrypt(m, {Si}i=t,...,n, IDj) to A.

• Unsigncryption queries:A produces a sender
group Ui with identity IDi, an identity IDj ,
and a ciphertextσ. C generates the private key
SIDj

= Extract(IDj) and sends the result of
Unsigncrypt(σ, IDi, SIDj

) to A (this result can be
the⊥ symbol if σ is an invalid ciphertext)

4) Finally, A produces a new triple(IDA, IDB, σ)(i.e. a
triple that was not produced by the signcryption oracle),
where the private key ofIDA was not asked in the



second stage and wins the game if the result of the
Unsigncrypt(σ, IDA,SIDB

) is not the⊥ symbol.
The advantage ofA is defined as the probability that it wins.

Note that the adversary is allowed to make a key extraction
query on the identityIDB in the above definition. Again, this
condition corresponds to the stringent requirement of insider
security for signcryption [1].

Definition 5 (Robustness):An ID-based (t, n) threshold
signcryption scheme (IDTSC) is said to be robust if it com-
putes a correct output even in the presence of a malicious
adversary that makes thet − 1 corrupted members deviate
from the normal execution.

IV. A N EFFICIENT ID-BASED THRESHOLDSIGNCRYPTION

SCHEME

In this section, we present an efficient ID-based threshold
signcryption scheme based on the bilinear pairings. The pro-
posed scheme involves four roles: the PKG, a trusted dealer,
a sender groupUA = {M1, . . . , Mn} with identity IDA, and
a receiver Bob with identityIDB. The following shows the
details of our scheme.

• Setup: Given a security parameterk, the PKG chooses
groupsG1 and G2 of prime orderq (with G1 additive
and G2 multiplicative), a generatorP of G1, a bilin-
ear map ê : G1 × G1 → G2, a secure symmetric
cipher (E, D) and hash functionsH1 : {0, 1}∗ → G1,
H2 : G2 → {0, 1}n1, H3 : {0, 1}∗ → Z∗

q . The
PKG chooses a master-keys ∈R Z∗

q and computes
Ppub = sP . The PKG publishes system parameters
{G1, G2, n1, ê, P, Ppub, E, D, H1, H2, H3} and keeps the
master-keys secret.

• Extract: Given an identity ID, the PKG computes
QID = H1(ID) and the private keySID = sQID. Then
PKG sends the private key to its owner in a secure way.

• Keydis: Suppose that a thresholdt andn satisfy1 ≤ t ≤
n < q. To share the private keySIDA

among the group
UA, the trusted dealer performs the steps below.

1) ChooseF1, . . . , Ft−1 uniformly at random fromG∗
1,

construct a polynomialF (x) = SIDA
+xF1 + · · ·+

xt−1Ft−1 and computeSi = F (i) for i = 0, . . . , n.
Note thatS0 = SIDA

.
2) SendSi to memberMi for i = 1, . . . , n secretly.

Broadcasty0 = ê(SIDA
, P ) andyj = ê(Fj , P ) for

j = 1, . . . , t− 1.
3) EachMi then checks whether his shareSi is valid

by computing ê(Si, P ) =
∏t−1

j=0 yij

j . If Si is not
valid, Mi broadcasts an error and requests a valid
one.

• Signcrypt: Without loss of generality, we assume that
M1, . . . , Mt are thet members who want to cooperate
to signcrypt a messagem on behalf of the groupUA.
Each Mi(1 ≤ i ≤ t) uses Cheng et al.’s ID-based
signature scheme [8] to generate the partial signature and
an appointed clerkC, who is one of thet members,
combines the partial signatures to generate the final
threshold signcryption.

1) EachMi choosesxi ∈R Z∗
q , computesR1i = xiP

andR2i = xiPpub, and sends(R1i, R2i) to the clerk
C.

2) The clerk C computesR1 =
∑t

i=1 R1i, R2 =∑t
i=1 R2i, τ = ê(R2, QIDB

), k = H2(τ), c =
Ek(m), andh = H3(m, R1, k). Then the clerkC
sendsh to Mi for i = 1, . . . , t.

3) Each Mi computes the partial signatureWi =
xiPpub + hηiSi and sends it to the clerkC, where
ηi =

∏t
j=1,j 6=i −j(i− j)−1 mod q.

4) When receivingMi’s partial signatureWi, the clerk
C verifies its correctness by checking if the follow-
ing equation holds:

ê(P, Wi) = ê(R1i, Ppub)(

t−1∏

j=0

yij

j )hηi .

If all partial signatures are verified to be legal, the
clerkC computesW =

∑t
i=1 Wi; otherwise rejects

it and requests a valid one. The final threshold
signcryption isσ = (c, R1, W ).

• Unsigncrypt: When receivingσ, Bob follows the steps
below.

1) Computeτ = ê(R1, SIDB
) andk = H2(τ).

2) Recoverm = Dk(c).
3) Computeh = H3(m, R1, k) and acceptσ if and

only if the following equation holds:

ê(P, W ) = ê(Ppub, R1 + hQIDA
).

V. A NALYSIS OF THE SCHEME

A. Correctness

The correctness can be easily verified by the following
equations.

ê(R1, SIDB
) = ê(

t∑

i=1

R1i, SIDB
) = ê(

t∑

i=1

(xiP ), SIDB
)

= ê(

t∑

i=1

(xiPpub), QIDB
)

= ê(

t∑

i=1

R2i, QIDB
)

= ê(R2, QIDB
)

and

ê(P, W ) = ê(P,

t∑

i=1

Wi) = ê(P,

t∑

i=1

(xiPpub + hηiSi))

= ê(P,

t∑

i=1

(xiPpub) +

t∑

i=1

(hηiSi))

= ê(P,

t∑

i=1

(xiPpub) + hSIDA
)

= ê(Ppub,

t∑

i=1

(xiP ) + hQIDA
)



= ê(Ppub, R1 + hQIDA
)

B. Security

Theorem 1 (Confidentiality):In the random oracle model,
we assume we have an IND-IDTSC-CCA2 adversary called
A that is able to distinguish ciphertext during the game of
Definition 3 with an advantageǫ when running in a time
t and asking at mostqH1

identity hashing queries, at most
qH2

H2 queries, at mostqH3
H3 queries, at mostqK key

extraction queries,qS signcryption queries andqU unsign-
cryption queries. Then, there exists a distinguisherC that can
solve the Decisional Bilinear Diffie-Hellman problem in a time
O(t + (qH3

qS + q2
S + 3qU )Tê) with an advantage

Adv(C)DBDH(G1,P ) >
ǫ(2k − qU )− qU

qH1
2k+1

,

whereTê denotes the computation time of the bilinear map.
Proof: We assume the distinguisherC receives a ran-

dom instance(P, aP, bP, cP, h) of the Decisional Bilinear
Diffie-Hellman problem. His goal is to decide whetherh =
ê(P, P )abc or not.C will run A as a subroutine and act asA’s
challenger in the IND-IDTSC-CCA2 game. During the game,
A will consultC for answers to the random oraclesH1, H2 and
H3. Roughly speaking, these answers are randomly generated,
but to maintain the consistency and to avoid collision,C keeps
three listsL1, L2, L3 respectively to store the answers. The
following assumptions are made.

1) A will ask for H1(ID) beforeID is used in any key
extraction query, signcryption query and unsigncryption
query.

2) Ciphertext returned from a signcryption query will not
be used byA in an unsigncryption query.

At the beginning of the game,C gives A the system
parameters withPpub = cP . Note thatc is unknown toC.
This value simulates the master-key value for the PKG in the
game. Then,C chooses a random numberj ∈ {1, 2, . . . , qH1

}.
A asks a polynomially bounded number ofH1 queries on
identities of his choice. At thej-th H1 query,C answers by
H1(IDj) = bP . For queriesH1(IDe) with e 6= j, C chooses
be ∈R Z∗

q , puts the pair(IDe, be) in list L1 and answers
H1(IDe) = beP .

We now explain how the other kinds of queries are treated
by C.

• H2 queries: On aH2(τe) query,C searches a pair(τe, ke)
in the list L2. If such a pair is found,C answerske,
otherwise he answersA by a random binary sequence
k ∈R {0, 1}n1 such that no entry(·, k) exists inL2 (in
order to avoid collisions onH2) and puts the pair(τe, k)
into L2.

• H3 queries: On aH3(me, R1e
, ke) query, C checks if

there exists(me, R1e
, ke, he) in L3. If such a tuple is

found, C answershe, otherwise he choosesh ∈R Z∗
q ,

gives it as an answer to the query and puts the tuple
(me, R1e

, ke, h) into L3.

• Key extraction queries: WhenA asks a question
Extract(IDe), if IDe = IDj , then C fails and stops.
If IDe 6= IDj, then the listL1 must contain a pair
(IDe, be) for somebe (this indicatesC previously an-
sweredH1(IDe) = beP on a H1 query onIDe). The
private key corresponding toIDe is thenbePpub = cbeP .
It is computed byC and returned toA.

• Signcryption queries: At any time,A can perform a
signcryption query for a plaintextm, a sender groupUA

with identity IDA and a receiver with identityIDB. We
have the following three cases to consider.

– Case 1: IDA 6= IDj . C computes the pri-
vate key SIDA

corresponding toIDA by run-
ning the key extraction query algorithm. Then
C runs Keydis to output n shared private keys
{Si}i=1,...,n. Finally, C answers the query by a call
to Signcrypt(m, {Si}i=1,...,t, QIDB

).
– Case 2:IDA = IDj and IDB 6= IDj. C chooses

x, h ∈R Z∗
q and computesR1 = xP−hQIDA

, W =
xPpub, andτ = ê(R1, SIDB

)(C could obtainSIDB

from the key extraction algorithm becauseIDB 6=
IDj). C runs theH2 simulation algorithm to findk =
H2(τ) and computesc = Ek(m). C then checks if
L3 already contains a tuple(m, R1, k, h′) with h′ 6=
h. In this case,C repeats the process with another
random pair(x, h) until finding a tuple(m, R1, k, h)
whose first three elements do not appear in a tuple
of the listL3. This process repeats at mostqH3

+ qS

times asL3 contains at mostqH3
+qS entries (A can

issueqH3
H3 queries andqS signcryption queries,

while each signcryption query contains a singleH3

query). When an appropriate pair(x, h) is found, the
ciphertext(c, R1, W ) appears to be valid fromA’s
viewpoint. C has to compute one pairing operation
for each iteration of the process.

– Case 3:IDA = IDj and IDB = IDj. C chooses
x∗, h∗ ∈R Z∗

q , computesR∗
1 = x∗P − h∗QIDA

,
W ∗ = x∗Ppub, and choosesτ∗ ∈R G2 and k∗ ∈R

{0, 1}n1 such that no entry(·, k∗) is in L2 and
computesc∗ = Ek∗(m). C then checks ifL3 already
contains a tuple(m, R∗

1, k
∗, h′) with h′ 6= h∗. If

not, C puts the tuple(m, R∗
1, k

∗, h∗) into L3 and
(τ∗, k∗) into L2. Otherwise,C chooses another ran-
dom pair(x∗, h∗) and repeats the process as above
until he finds a tuple(m, R∗

1, k
∗, h∗) whose first

three elements do not appear in an entry ofL3. Once
an appropriate pair(x∗, h∗) is found, C gives the
ciphertextσ∗ = (c∗, R∗

1, W
∗) to A. As A will not

ask for the unsigncryption ofσ∗, he will never see
that σ∗ is not a valid ciphertext of the plaintextm
for identitiesIDA andIDB.

• Unsigncryption queries: For a unsigncryption query on
a ciphertextσ′ = (c′, R′

1, W
′) between a sender group

with identity IDA and a receiver with identityIDB. We
have the following two cases to consider.



– Case 1:IDB = IDj . C always answersA thatσ′ is
invalid.

– Case 2:IDB 6= IDj. C computesτ ′ = ê(R′
1, SIDB

)
(C could obtainSIDB

from the key extraction algo-
rithm becauseIDB 6= IDj). C then runs theH2

simulation algorithm to obtaink′ = H2(τ
′) and

computesm′ = Dk′(c). Finally, C runs the H3

simulation algorithm to obtainh′ = H3(m
′, R′

1, k
′)

and checks ifê(P, W ′) = ê(Ppub, R
′
1 + h′QIDA

)
holds. If the above equation does not hold,C rejects
the ciphertext. OtherwiseC returnsm′.

It is easy to see that, for all queries, the probability to
reject a valid ciphertext does not exceedqU/2k.

After the first stage,A picks a pair of identities on which
he wishes to be challenged. Note thatC fails if A has asked a
key extraction query onIDj during the first stage. We know
that the probability forC not to fail in this stage isqH1

−qK

qH1

.

Further, with a probability exactly 1
qH1

−qK
, A chooses to be

challenged on the pair(IDi, IDj) with i 6= j. Hence the
probability thatA’s response is helpful toC is 1

qH1

. Note that
if A has submitted a key extraction query onIDj , thenC fails
because he is unable to answer the question. On the other hand,
if A does not choose(IDi, IDj) as target identities,C fails
too.

Then A outputs two plaintextsm0 and m1. C chooses
b ∈R {0, 1} and signcryptsmb. To do so, he setsR∗

1 = aP ,
obtainsk∗ = H2(h)(whereh is C candidate for the DBDH
problem) from theH2 simulation algorithm, and computes
cb = Ek∗(mb). Then C choosesW ∗ ∈R G1 and sends the
ciphertextσ∗ = (cb, R

∗
1, W

∗) to A.
A then performs a second series of queries which is treated

in the same way as the first one. At the end of the simulation,
he produces a bitb′ for which he believes the relationσ∗ =
Signcrypt(mb′ , {Si}i=1,...,t, IDj) holds. At this moment,
if b = b′, C outputs h = ê(R∗

1, SIDj
) = ê(aP, cbP ) =

ê(P, P )abc as a solution of the DBDH problem, otherwiseC
stops and outputs “failure”.

Taking into account all the probabilities thatC will not fail
its simulation, the probability thatA chooses to be challenged
on the pair (IDi, IDj), and also the probability thatA
wins the IND-IDTSC-CCA2 game, the value ofAdv(C) is
calculated as follows.

Adv(C) > (
(ǫ + 1)

2
(1−

qU

2k
)−

1

2
)(

1

qH1

) =
ǫ(2k − qU )− qU

qH1
2k+1

The bound onC’s computation time derives from the fact that
every signcryption query requires at mostqH3

+ qS pairing
operations and every unsigncryption query requires at most3
pairing operations.

Baek and Zheng [3] defined the simulatability of ID-based
threshold signature and proved the relationship between the
security of ID-based threshold signature and that of ID-based
signature. From these results, we can obtain the following
Theorem 3.

Definition 6 ([3]): An ID-based threshold signature scheme
is said to be simulatable if the following conditions hold.

1) The private key distribution is simulatable: given the
system parametersparamsand the identityID, there
exists a simulator which can simulate the view of the
adversary on an execution of private key distribution.

2) The threshold signature generation is simulatable: given
the system parametersparams, the identity ID, the
messagem, the corresponding signature(R1, W ), t− 1
shares of the private key that matches toID of the
corrupted members, and the corresponding verification
keys, there is a simulator which can simulate the view
of the adversary on an execution of threshold signature
generation.

Theorem 2 ([3]): If an ID-based threshold signature
scheme is simulatable and the ID-based signature scheme
which is associated with the ID-based threshold signature
scheme is secure in the sense of unforgeability, then the
ID-based threshold signature scheme is also secure in the
sense of unforgeability.

Theorem 3 (Unforgeability):The proposed ID-based
threshold signcryption scheme is secure in the sense of
unforgeability.

Proof: The proposed scheme uses Cheng et al.’s ID-
based signature scheme [8]. Cheng et al.’s scheme has been
proved to be secure in the sense of unforgeability under the
Computational Diffie-Hellman (CDH) problem assumption in
the random oracle model. Therefore, we only need to prove
the proposed scheme is simulatable. Our scheme uses Baek
and Zheng’s private key distribution scheme [3]. Baek and
Zheng’s proved that their private key distribution scheme is
simulatable in [3]. Now, we prove the threshold signature gen-
eration is simulatable. Given the system parametersparams,
the identityIDA, the messagem, the encryption keyk, the
corresponding signature(R1, W ), t − 1 shares{Si}i=1,...,t

of the private keySIDA
, and the corresponding verification

keys{yj}j=0,...,t. The adversary computesh = H3(m, R1, k)
andWi = xiPpub + hηiSi for i = 1, . . . , t− 1. Let f(x) be a
polynomial of degreet−1 such thatf(0) = W andf(i) = Wi

for i = 1, . . . , t−1. The adversary can computef(i) = Wi for
i = t, . . . , n. So, the proposed scheme is secure in the sense
of unforgeability.

Theorem 4 (Robustness):The proposed ID-based threshold
signcryption sch-eme is robust against an adversary which is
allowed to corrupt anyt− 1 members, wheren ≥ 2t− 1.

Proof: In the Keydis phase, each memberMi can vali-
date his private key shareSi using the published verification
keys {yj}j=0,...,t−1. In the Signcrypt phase, anyt − 1 or
fewer members can not generate a valid signcryption, and only
t or more members can generate a valid signcryption. The
clerk C first verifies all the partial signatures bŷe(P, Wi) =

ê(R1i, Ppub)(
∏t−1

j=0 yij

j )hηi and then chooses the valid ones to
generate a threshold signcryption. Even if having corrupted
up to t − 1 members, the adversary still cannot produce a
valid threshold signcryption. While the clerkC can get t
valid partial signatures, thus can produce a valid threshold
signcryption.



Signcrypt Unsigncrypt Ciphertext size
G1 Mul G2 Exp Pairing G1 Mul G2 Exp Pairing

Duan et al. [12] t + 3 0 3t 0 0 4 |m| + 2|G1|

Peng and Li [26] 2t 3t 3t 0 2 4 |m| + |q| + |G1|

Our 4t t 2t + 1 1 0 3 |m| + 2|G1|

Fig. 1. Efficiency comparison

C. Efficiency

We compare the major computational costs and communi-
cation overheads (the length of the ciphertext) of our scheme
with those of Duan et al.’s ID-based threshold signcryption
scheme [12] and Peng and Li’s ID-based threshold sign-
cryption scheme [26] in Figure 1. We consider the costly
operations which include point scalar multiplications inG1

(G1 Mul), exponentiations inG2 (G2 Exp), and pairing
operations (Pairing). From Figure 1, we can see that both
Duan et al.’s scheme and Peng and Li’s scheme need3t + 4
pairing computations and our scheme only needs2t+4 pairing
computations. Since the pairing computation is the most time
consuming, the proposed scheme is more efficient than Duan
et al.’s scheme and Peng and Li’s scheme.

VI. CONCLUSIONS

We have proposed an efficient and provably secure ID-based
threshold signcryption scheme based on the bilinear pairings.
We proved that our scheme satisfies the confidentiality, the
unforgeability, and the robustness. As compared with two
previously proposed schemes (Duan et al.’s scheme [12] and
Peng and Li’s scheme [26]) which need3t + 4 pairing
computations, our scheme is more efficient since it only needs
2t + 4 pairing computations.
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