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Abstract— Signcryption is a cryptographic primitive that per-  taneously, at lower computational costs and communication
forms digital signature and public key encryption simultane- overheads than the signature-then-encryption approauh. F
ously, at a lower computational costs and communication ove lowing [33], various signcryption schemes have been pro-

heads than the signature-then-encryption approach. Recely, . - . . -
two identity-based threshold signcryption schemes [12], 26] posed, for instance, signcryption schemes in certificatet

have been proposed by combining the concepts of identity- Public key setting [25], [4], [30], [14], [28], [34], [23],90],
based threshold signature and signcryption together. Howeer, [31], [24] and signcryption schemes in ID-based public key

the formal models and security proofs for both schemes are o setting [22], [19], [9], [7], [5], [17], [32], [16]. The orimal
considered. In this paper, we formalize the concept of idemy-  geheme in [33] is based on the discrete logarithm problem but

based threshold signcryption and give a new scheme based on it fis ai Zh ) qinal tructics
the bilinear pairings. We prove its confidentiality under the no security proof is given. Zheng's original constructi@3]

Decisional Bilinear Diffie-Hellman assumption and its unfege- Was only proven secure in 2002 by Baek et al. [2] who
ability under the Computational Diffie-Hellman assumption in  described a formal security model in a multi-user setting.

the random oracle model. Our scheme turns out to be more  |n 2004, Duan et al. [12] proposed an ID-based threshold
efficient than the two previously proposed schemes. signcryption scheme by combining the concepts of ID-based
threshold signature and signcryption together. Howewer, i
Duan et al’s scheme [12], the master-key of the PKG is
Identity-based (ID-based) cryptography was introduced Rifstributed to a number of other PKGs, which creates a bot-
Shamir in 1984 [29]. The distinguishing property of ID-bdsetleneck on the PKGs. In 2005, Peng and Li [26] proposed an
cryptography is that a user’s public key can be any binarp-based threshold signcryption scheme based on Libert and
string, such as an email address that can identify the usBuisquater's ID-based signcryption scheme [19]. However,
This removes the need for senders to look up the recipienPeng and Li' scheme [26] does not provide the forward
public key before sending out an encrypted message. IBecurity. That is, anyone who obtains the sender’s privaye k
based cryptography is supposed to provide a more convenieat recover the original message of a signcrypted text. In
alternative to conventional public key infrastructurev&al addition, both Duan et al’s scheme [12] and Peng and Li’s
practical ID-based signature schemes have been devisegl sgtheme [26] do not consider the formal models and security
1984 [13], [15] but a satisfying ID-based encryption schemgroofs. Ma et al. [21] also proposed a threshold signcryptio
only appeared in 2001 [6]. It was devised by Boneh argtheme using the bilinear pairings. However, Ma et al’s
Franklin and cleverly uses bilinear maps (the Weil or Tatscheme [21] is not ID-based. Therefore, an interestingtopres
pairing) over supersingular elliptic curves. is to find a provably secure ID-based threshold signcryption
Group-oriented cryptography was introduced by Desmesitheme. The aim of this paper is to answer this question.
in 1987 [10]. Elaborating on this concept, Desmedt and
Frankel [11] proposed dt,n) threshold signature scheme® Related Work
based on the RSA system [27]. In such(@an) threshold  Signcryption in certificate-based public key settifide
signature scheme, aryout of n signers in the group can col- non-repudiation procedure of Zheng’s original scheme}ig33
laboratively sign messages on behalf of the group for sparimefficient since they are based on interactive zero-kndgde
the signing capability. The first ID-based threshold sigrat proofs. In [25], Petersen and Michels showed that Zhenga id
scheme was proposed by Baek and Zheng in 2004 [3].  violates the confidentiality to achieve the non-repudiatito
Confidentiality, integrity, non-repudiation and autheation achieve simple and safe non-repudiation procedure, Bao and
are the important requirements for many cryptographiciappDeng [4] introduced a signcryption scheme that can be vdrifie
cations. A traditional approach to achieve these requirdsrie by a sender’s public key. However, Shin et al. [30] pointet ou
to sign-then-encrypt the message. Signcryption, first@sed that Bao and Deng’s scheme [4] is not semantically secure
by Zheng in 1997 [33], is a cryptographic primitive thasince the signature on the plaintext is visible in the cipdher
performs digital signature and public key encryption simulAn attacker can distinguish two messageg and m; by
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verifying the signature. In [14], Gamage et al. modified Bao [l. PRELIMINARIES

and Deng’s scheme [4] to carry out the signature verification |, this section, we briefly describe the basic definition and
without accessing the plaintext. In [28], based on Gamagepﬁbperties of the bilinear pairings.

a_l.’s sche.me [14], Seo a.nd K_im proposed a domain-verifiable ot 5, pe a cyclic additive group generated By whose
signcryption scheme which signcrypismessages to USers. gder is a prime;, andG» be a cyclic multiplicative group of

Each user with domain can decrypt just his own message gpd same order. A bilinear pairing is amap : G1xG1 — Ga
all users can verify the whole transaction. In [34], Zhend aniih the following properties:

Imai showed how to construct efficient signcryption schemes . o . ab
on elliptic curves. In [23], Malone-Lee and Mao proposed an 1) Bilinearity: é(aP,bQ) = é(P, Q)" for all P,Q € G,

- . . . : a,b e Z,.
effICIent.S|gncrypt|on scheme using RSA [27]. In [20], L.|ber 2) Non-degeneracy: There exisBsandQ € G, such that
and Quisquater proposed a signcryption scheme using thé §(P.O) £ 1

s gyt toues o et agarset, o) o Thor s an fcn g o o
P g P putee(P, Q) for all P,Q € Gi.

attack) by Yang et al. in [31]. In [24], Mu and Varadharajan

proposed a distributed signcryption scheme and extended it "€ modified Weil pairing and the Tate pairing [6] are
a group signcryption scheme. admissible maps of this kind. The security of our scheme de-

Signcryption in ID-based public key settingn 2002 scribed here relies on the hardness of the following problem

Malone-Lee [22] gave the first ID-based signcryption scheme . .
along with a security model. This model deals with notions of _Def|n|t|on L G'V?_n two groqpsGl and G of the same
privacy and unforgeability. Libert and Quisquater [19]mted PTIMe orderq, a bilinear mape : Gy x Gy — Gz and a
out that Malone-Lee’s scheme [22] is not semantically SecugeneratorP of G1, the Decisional Bilinear Diffie-Hellman

and proposed three provably secure ID-based signcryptid) blem (DBDHP) in(G1, Gz,€) is to decide whetheh =

abc i
schemes. However, the properties of public verifiabilitg ant(£> £)*" given (P,aP,bP, cP) and an element € G». We

forward security are mutually exclusive in the their schemeqeﬁnﬁ. the advantage of a distinguisher against the DBDHP
To overcome this weakness, Chow et al. [9] designed an |ike this
based signcryption scheme that provides both public verifigdv(p) = |Pubecnz, hencs|l < D(aP,bP,cP,h)|
bility and forward security. In [7], Boyen presented an ID- _p [ — D(aP,bP,cP,é(P, P)™))|
based signcryption scheme that provides not only publie ver _ . ..~ ®bc€rZq R '
o . . - Definition 2: Given two groupsG; and G, of the same
fiability and forward security but also ciphertext unlinikap . - -

prime orderq, a bilinear mapé : G; x G; — G, and

and anonymity. In [5], Barreto et al. constructed the mog generatorP of G, the Computational Bilinear Diffie-

efficient ID-based signcryption scheme to date. In [17], Li ) s
and Chen proposed an ID-based proxy signcryption scheLHee."man problem (CBDHP) in(G1, Gz, ) is to compute

. ; ' = é(P, P)%¢ given (P,aP,bP,cP).
In [32], Yuen and Wei proposed an ID-based blind signcryp- The( dec>isiongal pr(()blem is of c>ourse not harder than the

tion scheme. In [16], Huang et al. proposed an ID-based rm(%mputational one. However, no algorithm is known to be

signcryption scheme. In [18], Li et al. proposed an ID-basel le to solve any of them so far

. . . . al
signcryption for multiple private key generators.
Ill. FORMAL MODEL OF ID-BASED THRESHOLD

B. Our Contribution SIGNCRYPTION

. : A. Generic Scheme
In this paper, we present a formal security model for

identity-based threshold signcryption and give a new sehem A generic ID-based threshold signcryption scheme consists

based on the bilinear pairings. We prove its confidentiali§f the following five algorithms.

under the DBDH assumption and its unforgeability under « Setup: Given a security parametekt, the private key

the CDH assumption in the random oracle model. As com- generator (PKG) generates the system’s public parameters

pared with two previously proposed schemes (Duan et al’s params Among the parameters produced 8gtup is a

scheme [12] and Peng and Li's scheme [26]), our scheme is key P, that is made public. There is also corresponding

more efficient. master keys that is kept secret.

o Extract: Given an identity/ D, the PKG computes the
corresponding private key;p and transmits it to its
owner in a secure way.

The rest of this paper is organized as follows. Some prelim-« Keydis: Given a private keyS;p associated with an
inary works are given in Section Il. The formal model of ID- identity I D, the number of signcryption membetsand
based threshold signcryption is described in Section Ile T a threshold parameterthis algorithm generatesshares
proposed ID-based threshold signcryption scheme is giwen i  of S;p and provides each one to the signcryption mem-
Section IV. We analyze the proposed scheme in Section V. bersM;y,..., M,. It also generates a set of verification
Finally, the conclusions are given in Section VI. keys that can be used to check the validity of each

C. Organization



We make the consistency constraint that if

then

B. Security Notions

shared private key. We denote the shared private keys
and the matching verification keys Hy5;}i—1,...,
{yi}i=1,... n, respectively. Note that eadl$;, y;) is sent
to M;, then M; publishesy; but keepsS; secret.
Signcrypt: Give a messagen, the private keys oft
members{S; }i=1,...+ In @ sender groupy 4 with identity
1D 4, a receiver’s identityl Dp, it outputs an ID-based
(t,n) threshold signcryptiom on the messages.
Unsigncrypt: Give a ciphertextr, the private key of the
receiverSyp,, the identity of the sender groufD 4, it
outputs the plaintext: or the symbolL if o is an invalid
ciphertext between the group, and the receiver.

o = Signerypt(m, {S;}i=1,..+,IDp),

5)

have asked the private key correspondind i9s in the
first stage.

4) C takes a bith € {0,1} and runsKeydis to outputn

shared private key$S;}i=1,...». C sends the result of

o = Signerypt(my, {S;}i=1,...+,IDp) to A.

A can ask a polynomially bounded number of queries
adaptively again as in the first stage. This time, he cannot
make a key extraction query ahDp and cannot make

an unsigncryption query os to obtain the correspond-
ing plaintext.

6) Finally, A produces a bit’ and wins the game if’ = b.
The advantage ofl is defined asAdv(A) = |2P[b = b] — 1],
where P[b’ = b] denotes the probability that = b.

Notice that the adversary is allowed to make a key extraction
query on identity/ D 4 in the above definition. This condition

corresponds to the stringent requirement of insider scuri

m = Unsignerypt(o,IDa, Sipy).

for confidentiality of signcryption [1]. On the other hand, i

ensures the forward security of the scheme, i.e. confidéntia

is preserved in case the sender’s private key becomes cempro

Malone-Lee [22] defines the security notions for ID-base@ised.

signcryption schemes. These notions are indistinguitihabi

Definition 4 (Unforgeability): An ID-based threshold sign-

against adaptive chosen ciphertext attacks and unforggabicryption scheme (IDTSC) is said to have the existential
against adaptive chosen messages attacks. We modify theiréhforgeability against adaptive chosen messages attetks-(

finitions slightly to adapt for our ID-based threshold sigme

IDTSC-CMA) if no polynomially bounded adversary has a

tion scheme. In addition, an ID-based threshold signooypti non-negligible advantage in the following game.

scheme should have the robustness.

Definition 3 (Confidentiality):An ID-based threshold sign-
cryption scheme (IDTSC) is said to have the indistinguislhab

ity against adaptive chosen ciphertext attacks propeMp{I

1) The challengerC runs the Setup algorithm with a

security parametek and sends the system parameters
to A.

2) A corruptst — 1 members in the sender group.

IDTSC-CCA?2) if no polynomially bounded adversary has a 3) A performs a polynomially bounded number of queries

non-

1)

2)

3)

negligible advantage in the following game.

The challengerC runs the Setup algorithm with a
security parametek and sends the system parameters
to the adversaryA.

A performs a polynomially bounded number of queries
(these queries may be made adaptively, i.e. each query
may depend on the answer to the previous queries).

« Key extraction queries4 chooses an identity D.

C computesS;p = Extract(ID) and sendsS;p
to A.

« Signcryption queries:A produces a sender group
U; with identity ID;, an identity ID; and a
plaintextm. C computesS;p, = Extract(ID;)
and runs Keydis to output n shared pri-
vate keys {S;}i=1,..». C sends the result of
Signerypt(m, {S;}i=1,...+, [D;) to A.

« Unsigncryption queries: 4 produces a sender
group U; with identity ID;, an identity ID;,
and a ciphertexts. C generates the private key
Srp, = Extract(ID;) and sends the result of
Unsigncrypt(o, ID;, Sip,) to A (this result can be
the L symbol if o is an invalid ciphertext)

A generates two equal length plaintextsy, m;, a
sender group/4 with identity 7D 4, and an identity
IDg on which he wants to be challenged. He cannot

(these queries may be made adaptively, i.e. each query
may depend on the answer to the previous queries).

« Key extraction queriesA chooses an identity D.
C computesS;p = Extract(ID) and sendsS;p
to A.

o Private keys queries to the corrupted members:
A chooses an identity D. C computesS;p =
Extract(/D) and runsKeydis to outputn shared
private keys{S;}i=1.... .. C sendsS; for i
1,...,t—1to A.

« Signcryption queries:A produces a sender group
U; with identity ID;, an identity /D; and a
plaintext m. C computesS;p, = Extract(ID;)
and runs Keydis to output n shared pri-
vate keys {S;}i—1 C sends the result of
Signcrypt(m’ {S'i}'i=t,...,n7 IDJ) to A.

« Unsigncryption queries:. A produces a sender
group U; with identity ID;, an identity 1Dy,
and a ciphertexiv. C generates the private key
Srp, = Extract(/D;) and sends the result of
Unsigncrypt(o, ID;, Sip;) to A (this result can be
the L symbol if o is an invalid ciphertext)

.....

4) Finally, A produces a new tripl¢/D 4, IDg,0)(i.e. a

triple that was not produced by the signcryption oracle),
where the private key of D4 was not asked in the



second stage and wins the game if the result of the 1)
Unsignerypt(o, 1D 4,S1p,) is not the L symbol.
The advantage aofl is defined as the probability that it wins.
Note that the adversary is allowed to make a key extraction 2)

guery on the identity Dy in the above definition. Again, this
condition corresponds to the stringent requirement ofdersi
security for signcryption [1].

Definition 5 (Robustness)n ID-based (¢,n) threshold
signcryption scheme (IDTSC) is said to be robust if it com-
putes a correct output even in the presence of a malicious
adversary that makes the— 1 corrupted members deviate
from the normal execution.

3)

4)

IV. AN EFFICIENT ID-BASED THRESHOLD SIGNCRYPTION
SCHEME

In this section, we present an efficient ID-based threshold
signcryption scheme based on the bilinear pairings. The pro
posed scheme involves four roles: the PKG, a trusted dealer,
a sender grouy4 = {Mjy, ..., M, } with identity ID 4, and
a receiver Bob with identity Dp. The following shows the
details of our scheme.

o Setup: Given a security parametétf, the PKG chooses

groupsG; and G, of prime orderg (with G; additive

and G, multiplicative), a generato of G, a bilin- 1)

ear mapé : G; x G — G2, a secure symmetric 2)
cipher (E, D) and hash functionsHl : {0,1}* — Gq, 3)
Hy : Gy — {0,1}™, Hs : {0,1}* — Z;. The

PKG chooses a master- kesy €r Z, and computes

P,y = sP. The PKG publishes system parameters

{Gl, GQ, ni, é, P, Ppuba E, D, Hl, HQ, Hd} and keeps the
master-keys secret.

Extract: Given an identity ID, the PKG computes
Q:p = H,(ID) and the private keys;p = sQ;p. Then

EachM; choosest; €r Z¥, computesRy; = x; P
andRy; = x; Ppup, and send$R;;, Ry;) to the clerk
C.
The clerkC computesR; = >/, Ri;, Ry =
St Rai T = é(R2,Qrpy), k = Ha(7), ¢ =
Er(m), andh = Hs(m, R, k). Then the clerkC
sendsh to M; fori=1,...,t.
Each M; computes the partial signaturé/;
x; Ppup + h1;S; and sends it to the clerk’, where

t Lo N1
i = 121 j2; —3(i — j)~' mod q.
When receivingV/;’s partial signaturé?;, the clerk
C verifies its correctness by checking if the follow-
ing equation holds:

t—1
= é(Ry, Ppub)(H ij )i

j=0
If all partial signatures are verified to be legal, the
clerk C computedV = 22:1 W;; otherwise rejects
it and requests a valid one. The final threshold
signcryption isc = (¢, Ry, W).

é(P,W;)

« Unsigncrypt: When receivings, Bob follows the steps
below.

Computer = é(R1, Sip,) andk = Ha (7).
Recoverm = Dg(c).
Computeh = Hj(m, Ry, k) and accept if and
only if the following equation holds:

é(P,W) = é(Ppup, R1 + hQ1p,).

V. ANALYSIS OF THE SCHEME

A. Correctness
The correctness can be easily verified by the following

PKG sends the private key to its owner in a secure wa§duations.

Keydis: Suppose that a threshaldandn satisfyl < ¢t <

n < g. To share the private ke§;p, among the group é(Ri,Sipy,)

U, the trusted dealer performs the steps below.

1) Choosér, ..., F;_; uniformly at random fronGy,
construct a polynomiak'(z) = Sip, +zF1+---+
271F,_; and computes; = F(i) fori =0,...,n
Note thatSy = Sip,.

2) SendsS; to memberM; for i = 1,...,n secretly.
Broadcastyy = é(Sip,, P) andy; = é(F}, P) for
j=1,...,t—1.

3) EachM; then checks whether his shasg is valid
by computingé(S;, P) = []iZyy!. If S; is not
valid, M; broadcasts an error and requests a validé(P, W)
one.

Signcrypt: Without loss of generality, we assume that
My, ..., M, are thet members who want to cooperate
to signcrypt a messager on behalf of the groufd/,.
Each M;(1 < i < t) uses Cheng et al's ID-based
signature scheme [8] to generate the partial signature and
an appointed clerk”, who is one of thet members,
combines the partial signatures to generate the final
threshold signcryption.

and

Z R1i,S1py)

t
é(Z(

i1

é) " Rai,Qipy)
i=1

é(RQa Q[DB)

P),Srpy)

Pouwb), Qrpy)

t

= é(P, Z(xippub + hn;S;))

i=1

é(P, ZW,L-)

PZ xz pub Z(hnzsz))

é(P, Z(xippub) + hSip,)
i=1
t

é(Ppuby »_(xiP

i=1

)+ hQip,)



é(Ppup, R1 + hQ1p,) .

B. Security

Theorem 1 (Confidentiality)in the random oracle model,
we assume we have an IND-IDTSC-CCA2 adversary called
A that is able to distinguish ciphertext during the game of
Definition 3 with an advantage when running in a time °
t and asking at mos{y, identity hashing queries, at most
qm, H» queries, at mosyy, Hs queries, at mosyx key
extraction queriesgs signcryption queries angy unsign-
cryption queries. Then, there exists a distinguishénat can
solve the Decisional Bilinear Diffie-Hellman problem in mé
O(t + (qusqs + q% + 3qu)T:) with an advantage

% _ qu) —
Adv(C)PBPH(GLP) 5, €( — q;ll aw.

whereT; denotes the computation time of the bilinear map.

Proof: We assume the distinguishér receives a ran-
dom instance(P,aP,bP,cP,h) of the Decisional Bilinear
Diffie-Hellman problem. His goal is to decide whethier=
é(P, P)?*¢ or not.C will run A as a subroutine and act as
challenger in the IND-IDTSC-CCA2 game. During the game,
A will consultC for answers to the random oraclHs, H, and
Hjs. Roughly speaking, these answers are randomly generated,
but to maintain the consistency and to avoid collisi@rkeeps
three listsLy, Lo, L3 respectively to store the answers. The
following assumptions are made.

1) A will ask for H,(ID) beforeID is used in any key
extraction query, signcryption query and unsigncryption
query.

2) Ciphertext returned from a signcryption query will not
be used byA in an unsigncryption query.

At the beginning of the game( gives A the system

parameters withP,,, = cP. Note thatc is unknown toC.
This value simulates the master-key value for the PKG in the
game. Then¢ chooses a random numbgee {1,2,...,qq, }-
A asks a polynomially bounded number @&f queries on
identities of his choice. At thg-th H; query,C answers by
H,(IDj;) = bP. For queriesH(ID.) with e # j, C chooses
be €r Z!, puts the pair(ID,,b.) in list L; and answers
Hy(ID.) =0b.P.

We now explain how the other kinds of queries are treated
by C.

e H, queries: On &, (7.) query,C searches a paifr, k.)

in the list Lo. If such a pair is foundC answersk,,
otherwise he answerg by a random binary sequence
k €r {0,1}™ such that no entry-, k) exists in Ly (in
order to avoid collisions otfz) and puts the paifr., k)
into Ls.

o Hs queries: On aHs(m., R1_, k.) query,C checks if
there exists(m., R1,, ke, he) in Ls. If such a tuple is
found, C answersh,, otherwise he choosds cpr Zy,
gives it as an answer to the query and puts the tuple
(Me, R1,, ke, h) into Ls.

Key extraction queries: Whend asks a question
Extract(ID.), if ID. = ID;, then( fails and stops.
If ID. # ID;, then the listL; must contain a pair
(ID.,b.) for someb,. (this indicatesC previously an-
sweredH;(ID.) = b.P on a H; query onID,). The
private key corresponding thD. is thenb. Py, = cbe P.
It is computed byC and returned toA.

Signcryption queries: At any timed can perform a
signcryption query for a plaintext:, a sender groupy/ 4
with identity /D 4 and a receiver with identity D . We
have the following three cases to consider.

— Case 1:ID4 # 1ID;. C computes the pri-
vate key S;p, corresponding toID,4 by run-
ning the key extraction query algorithm. Then
C runs Keydis to output n shared private keys
{Si}i=1,....n. Finally, C answers the query by a call
to Signerypt(m, {Si}i=1,...t, Q1pp )

Case 2:ID4 = ID; andIDp # ID;. C chooses
z,h €Er Z; and computey = xP—hQp,, W =
xPpup, andT = é(R1, S1p, )(C could obtainS;p,
from the key extraction algorithm becaus®p #
ID;).C runs theH; simulation algorithm to find =
Hy(7) and computeg = Ej(m). C then checks if
L3 already contains a tuplen, Ry, k, k') with ' #
h. In this case( repeats the process with another
random pair(z, k) until finding a tuple(m, Ry, k, h)

whose first three elements do not appear in a tuple

of the list Ls. This process repeats at m@st, + gs
times asL3; contains at mosfx, +¢s entries (4 can
issueqm, Hs queries andzs signcryption queries,
while each signcryption query contains a single
query). When an appropriate pair, /) is found, the
ciphertext(c, R, W) appears to be valid froml’s
viewpoint. C has to compute one pairing operation
for each iteration of the process.

Case 3:/D4 = IDj andIDp = ID;. C chooses
x*,h* €r Z¥, computesR; z*P — h*Qip,,
W* = a* Py, and chooses™® er G, andk* ep
{0,1}"* such that no entry(-,k*) is in L, and
computes™ = Ej«(m). C then checks ifL; already
contains a tuple(m, Ry, k*,h') with b’ # h*. If
not, C puts the tuple(m, R, k*,h*) into Ls and
(7*,k*) into Ly. OtherwiseC chooses another ran-

dom pair (z*, h*) and repeats the process as above

until he finds a tuple(m, R}, k*,h*) whose first
three elements do not appear in an entry.@f Once
an appropriate paifz*,h*) is found, C gives the
ciphertexts* = (¢*, Ry, W*) to A. As A will not
ask for the unsigncryption of*, he will never see
that o* is not a valid ciphertext of the plaintext
for identitiesID 4 andIDp.

Unsigncryption queries: For a unsigncryption query on
a ciphertexte’ = (¢, R}, W’) between a sender group
with identity /D 4 and a receiver with identity D. We
have the following two cases to consider.



— Case 1IDp = ID;. C always answersl thato’ is 1) The private key distribution is simulatable: given the

invalid. system parametersaramsand the identity/ D, there
— Case 211Dg # ID;. C computes”’ = é(R7, Sipy) exists a simulator which can simulate the view of the

(C could obtainSrp, from the key extraction algo- adversary on an execution of private key distribution.
rithm because/Dp # ID;). C then runs theH; 2) The threshold signature generation is simulatable:rgive
simulation algorithm to obtairk’ = Hy(r') and the system parameteqzarams the identity ID, the
computesm’ = Dy (c). Finally, C runs the Hs messagen, the corresponding signatuf®,, W), t — 1
simulation algorithm to obtaih’ = Hs(m', R}, k') shares of the private key that matches tD of the
and checks ifé(P,W') = é(Pyu, R} + F'Q1p,) corrupted members, and the corresponding verification
holds. If the above equation does not hdldrejects keys, there is a simulator which can simulate the view
the ciphertext. Otherwisé returnsm/’. of the adversary on an execution of threshold signature

It is easy to see that, for all queries, the probability to generation.

reject a valid ciphertext does not exceggl/2". Theorem 2 ([3]):If an ID-based threshold signature

After the first stage,A picks a pair of identities on which scheme is simulatable and the ID-based signature scheme
he wishes to be challenged. Note ti@afails if A has asked a which is associated with the ID-based threshold signature
key extraction query od D; during the first stage. We knowscheme is secure in the sense of unforgeability, then the
that the probability forC not to fail in this stage |s‘M ID-based threshold signature scheme is also secure in the

Further, with a probability exacthy— A chooses to be sense of unforgeability.
challenged on the paif/D;,1D;) with i # j Hence the  Theorem 3 (Unforgeability)The  proposed  ID-based
probability thatA’s response is helpful t6 is T Note that threshold signcryption scheme is secure in the sense of
if A has submitted a key extraction query bR, 'thenc fails unforgeability.
because he is unable to answer the question. On the other hand Proof: The proposed scheme uses Cheng et al’s ID-
if A does not choos€éID;, ID;) as target identities; fails based signature scheme [8]. Cheng et al’s scheme has been
too. proved to be secure in the sense of unforgeability under the
Then A outputs two plaintextsng and m;. C chooses Computational Diffie-Hellman (CDH) problem assumption in
b €r {0,1} and signcryptsn,. To do so, he set®; = P, the random oracle model. Therefore, we only need to prove
obtainsk* = H,(h)(whereh is C candidate for the DBDH the proposed scheme is simulatable. Our scheme uses Baek
problem) from theH, simulation algorithm, and computesand Zheng's private key distribution scheme [3]. Baek and
¢y = Eg«(myp). ThenC choosesW* € G; and sends the Zheng's proved that their private key distribution scheme i
ciphertexte* = (¢, Rf, W™*) to A. simulatable in [3]. Now, we prove the threshold signature-ge
A then performs a second series of queries which is treatetion is simulatable. Given the system parameparams
in the same way as the first one. At the end of the simulatiahe identity /D 4, the messagen, the encryption key, the
he produces a b’ for which he believes the relation* = corresponding signaturéR,, W), ¢t — 1 shares{S;};=1,. .
Signerypt(me, {Si}i=1,..+,ID;) holds. At this moment, of the private keyS;p,, and the corresponding verification
if b =0, C outputsh = é(R7,Sip,) = é(aP,cbP) = keys{y,;}j=o,.. . The adversary computés= H3z(m, Ry, k)
é(P, P)® as a solution of the DBDH problem, otherwi€e andW; = z; Py, + hn;S; fori =1,...,t— 1. Let f(x) be a
stops and outputs “failure”. polynomial of degreé—1 such thatf (0) = W andf (i) = W;
Taking into account all the probabilities th@twill not fail  for: =1,...,¢t—1. The adversary can compuféi) = W, for
its simulation, the probability thatl chooses to be challengedi = ¢,...,n. So, the proposed scheme is secure in the sense

on the pair (ID;,ID;), and also the probability thayd of unforgeability. O
wins the IND-IDTSC-CCA2 game, the value ofdv(C) is  Theorem 4 (RobustnessJhe proposed ID-based threshold
calculated as follows. signcryption sch-eme is robust against an adversary wisich i
e+1 . 1.1 e(2¥ —qu) —qu  allowed to corrupt any — 1 members, where, > 2t — 1.

advey > Mgy Ly L, A2 -a)-qw  corrupt any > |

2 2 2" qm, qH, 2 Proof: In the Keydis phase, each memba@d; can vali-
The bound orC’s computation time derives from the fact thadate his private key sharg; using the published verification
every signcryption query requires at magt, + gs pairing keys {y;};=o,..., . In the Signcrypt phase, anyt — 1 or
operations and every unsigncryption query requires at Bostewer members can not generate a valid signcryption, and onl
pairing operations. [0 t or more members can generate a valid signcryption. The

Baek and Zheng [3] defined the simulatability of ID-basedlerk C' first verifies all the partial signatures ByP, W;) =
threshold signature and proved the relationship between #{R1;, pub)(]'[z })yf)’”h and then chooses the valid ones to
security of ID-based threshold signature and that of IDedasgenerate a threshold signcryption. Even if having cormipte
signature. From these results, we can obtain the followingp to t — 1 members, the adversary still cannot produce a
Theorem 3. valid threshold signcryption. While the clerk’ can gett

Definition 6 ([3]): An ID-based threshold signature schemealid partial signatures, thus can produce a valid threshol

is said to be simulatable if the following conditions hold.  signcryption. O



Signcrypt Unsigncrypt Ciphertext size
G1 Mul | G2 Exp | Pairing | G1 Mul | G2 Exp | Pairing
Duanetal [12] | t+3 0 3t 0 4 [m| + 2|G1|
Peng and Li [26] 2t 3t 3t 2 4 |m| + |q| + |G|
Our 4t t 2t +1 0 3 [m| + 2|G1|

Fig. 1. Efficiency comparison

C. Efficiency 6]

We compare the major computational costs and communi-
cation overheads (the length of the ciphertext) of our sehent7)
with those of Duan et al's ID-based threshold signcryption
scheme [12] and Peng and Li's ID-based threshold signs
cryption scheme [26] in Figure 1. We consider the costly
operations which include point scalar multiplications Gh
(G1 Mul), exponentiations inG, (G2 Exp), and pairing
operations (Pairing). From Figure 1, we can see that bot
Duan et al.'s scheme and Peng and Li's scheme ¢ed4
pairing computations and our scheme only ne#ds4 pairing
computations. Since the pairing computation is the mose tin
consuming, the proposed scheme is more efficient than Duan
et al's scheme and Peng and Li's scheme.

9]

[11]
VI. CONCLUSIONS

We have proposed an efficient and provably secure ID-basez]
threshold signcryption scheme based on the bilinear mgrin
We proved that our scheme satisfies the confidentiality, thg]
unforgeability, and the robustness. As compared with two
previously proposed schemes (Duan et al’s scheme [12] and
Peng and Li's scheme [26]) which needt + 4 pairing
computations, our scheme is more efficient since it only seed
2t 4+ 4 pairing computations. [15]
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