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Abstract 1. Introduction

With the advent of mobile and portable devices such as
cell phones and PDAs used in wireless networks, access-
ing multimedia content through these devices in the wire-
less network is becoming increasingly popular. On the other
hand, a wireless network is much easier to eavesdrop than
@ wired network. Therefore, the need to securely deliver

multimedia content to the user over a wireless network is

Broadcast signcryption enables the broadcaster to siraulta
neously encrypt and sign the content meant for a specific
set of users in a single logical step. It provides a very effi-
cient solution to the dual problem of achieving confidential
ity and authentication during content distribution. Among
other alternatives, ID-based schemes are arguably the bes
suited for its implementation in wireless ad-hoc networks

because of the unique advantage that they provide - anybecomlng more |mp9rtant and critical. Furthermore, wire-
unique, publicly available parameter of a user can be his less communication is a good way to broadcast messages to

public key, which eliminates the need for a complex pub- many users in one go. In such applications, a central author-
lic key infrastructure. In 2004, Bohio et al. [4] proposed ity needs to deliver encrypted data to a large number of re-

an ID-based broadcast signcryption (IBBSC) scheme which CiPients in such a way that only a privileged subset of users
achieves constant ciphertext size. They claim that their €0 decryptit. A broadcasting news channel may face this

scheme provides both message authentication and confiderf-’ro_blem' for gxample, yvhen alarge number O,f people sub-
tiality, but do not give formal proofs. In this paper, we scribe to a daily exclusive news feature. This is exactly the
demonstrate how a legitimate user of the scheme can forgeind Of problem that broadcast encryption attempts to effi-
a valid signcrypted ciphertext, as if generated by the broad Cciently solve. Ontop of this, especially in the current tib

caster. Moreover, we show that their scheme is not IND- €7@ junk contentor spam is a major turn off in almost every
CCA secure. Following this, we propose a fix for Bohio Internet application. If all the users who subscribe to the
et al’s scheme. and formallg/ prove its security under the news feed receive meaningless noise or unwanted content,

strongest existing security models for broadcast signcryp then thg broadca§t_er is going to lose his subscri_bers. This
tion (IND-CCA2 and EUF-CMA). While fixing the scheme, results in the additional requirement that subscriberstmus

we also improve its efficiency by reducing the ciphertext siz have source au_thentlcgtlon Wlth respect to their broadcast
to two elements compared to three in [4]. Broadcast signcryption, which enables the broadcaster

to simultaneously encrypt and sign the content meant for
a specific set of users in a single logical step, provides the
*Work supported by Project No. CSE/05-06/076/DITX/CPAN an-P most efficient solution to this dual problem of confidential-

tocols for Secure Communication and Computation sponduyddepart- ity and authentication. The efficiency of a broadcast sign-
ment of Information Technology, Government of India : : :

TWork supported by Project No. CSE/05-06/075/MICO/CPAN on cryption scheme I.S malnly measured by three parameters
Foundation Research in Cryptography sponsored by Mictd®e$earch - |en9th of transmission messages, storage cost, and com-
India putational overhead at a user device. All these parame-



ters are extremely important to mobile devices as they have2. Preliminaries
limited memory and computational power as compared to

a personal computer, and from the broadcaster’s point of2 1, Identity-based Cryptography
view, wireless bandwidth is an extremely costly resource.

While several alternatives exist in implementing broaticas The concept of an Identity-based (ID-based) cryptosys-
signcryption schemes, ID-based schemes are the best suite@l, \vas introduced by Shamir in 1984 [26]. The dis-

because of their unique advantage — any unique, publiclyinq,jishing characteristic db-based cryptographs the
available parameter of a user can be his public key, which 5pijiry to use any string as a public key. In particular, this
eliminates the need for a complex public key infrastructure string maybe the email address, telephone number, or any
publicly available parameter of a user that is unique to him.
The corresponding private key can only be derived by a
trusted Private Key Generator (PKG) who keeps a master

Our Contribution. We give the general framework of an
IBBSC scheme and define the formal security models for

confidentiality and authentication for IBBSC (which we call secret which is involved in deriving the private keys. Sev-

IND-IBBSC-CCA2 and EUF-IBBSC-CMA respectively). | early schemes that were proposed were unsatisfactory

In 2004, Bohio et al. [4] proposed an authenticated broad-.” ~. : .
casting scheme for V\Eir]eIF:essp ad-hoc networks which is an'™ different aspects. The first practical ID-based encryp-

IBBSC scheme, and claim that it provides message authen-.tlon (IBE) scheme was introduced by Boneh and Franklin

o ) L . in 2001 [8]. Since 2001, several schemes have been intro-
tication and confidentiality though they prove neither prop

. .. duced[11, 27, 10, 7, 6, 5, 15].
erty formally. In this paper, we demonstrate that any privi- There are several advantaaes offered by ID-based Crvo-
leged user can forge the signcryption of any (possibly ma—t hv. If th v \I/ f'g't b 3]{ ft yﬁ)
licious) message as if the broadcaster signcrypted it. More ograpny. ere are only a finite humber ot users, after a
over, we also show that their scheme is not IND-CCA se- users have been |ssued_W|th keys,_ the master secret key can
cure (from the point of view of confidentiality). That is, be destroyed, because in the basic ID-based cryptosystem,

during the IND-CCA game, when one of two messages of keys once issued are always valid. Also, as public keys are

; e : derived from identities, IBE eliminates the need for a publi
the adversary’s choice is signcrypted and given back, he R ' .
can easily find out which message was signcrypted. I:Ol_keydlstnbutlon infrastructure (PKI). The authenticitiyte

lowing this, we propose an improvement to Bohio’s ID- public keys is guaranteed implicitly as long as the transpor

based broadcast signcryption (IBBSC) scheme to fix theseof the private keys to the corresponding user is kept secure.

security leaks, and formally prove its security (confiden-
tiality and unforgeability) under the strongest existireg s
curity models for broadcast signcryption (IND-CCA2 and
EUF-CMA respectively). We note that by fixing Bohio et~ To avoid forgery and ensure confidentiality of the con-
al’s IBBSC scheme, we do not hurt the efficiency of their tents of a letter, for centuries it has been a common practice
scheme. In fact’ we improve it by reducing the size of Sign_ fOI‘ the Sender Of the Ietter to Sign h|S name on |t and then

crypted ciphertext from three elements down to just two. ~ s€al it in an envelope, before handing it over to a deliverer.
Public key cryptography now makes it possible for people

Organization. The rest of this paper is organized as fol- who have never met before to communicate with one an-
lows. In Section 2, we review the underlying crypto- other in a secure and authenticated way over an open and
graphic concepts that are involved, like ID-based cryptog- insecure network such as the Internet. In doing so, this
raphy, signcryption, broadcast encryption, bilinearipgis same two-step approach has been followed. Namely, be-
and related computational problems, the general frameworkfore a message is sent out, the sender of the message would
of ID-based broadcast signcryption (IBBSC) schemes andsign it using a digital signature scheme, and then encrgpt th
the formal security models for IBBSC. Next, in Section 3, message (and the signature) using a private key encryption
we review the ID-based authenticated broadcast encryptioralgorithm under a randomly chosen message encryption
scheme of Bohio et al. [4]. We present our attacks on this key. The random message encryption key would then be
scheme in Section 4. Following this, in Section 5, we lay out encrypted using the recipient’s public key. This traditibn

the details of our improved IBBSC scheme, following the two-step approach is calleignature-then-encryption

general framework of IBBSC schemes. We present the for-  Signature generation and encryption consume machine
mal proofs of correctness, unforgeability and confideityial  cycles, and also introduce ‘expanded’ bits to an original
of our improved scheme in Sections 6, 7 and 8 respectively.message. Symmetrically, a comparable amount of computa-
The proofs are presented in the strongest existing securitytion time is generally required for signature verificatioa
models for IBBSC. In Section 9, we discuss the efficiency decryption. Hence, the cost of a cryptographic operation
of our scheme. Finally, in Section 10, we conclude the dis- on a message is typically measured in the message expan-
cussion. sion rate and the computational time invested by both the

2.2. Signcryption



sender and the recipient. With the standsighature-then-

encryptionapproach, the cost for delivering a message in a

2.3. Broadcast Encryption

secure and authenticated way is essentially the sum of the  Amos Fiat and Moni Naor, in 1993 [13], analyzed the

cost for digital signature and that for encryption.

problem of a center broadcasting a message (e.g., a key

In 1997 [29], Yuliang Zheng presented these concernsto decipher a video clip) to dynamically changingrivi-
and raised an important question as to whether it is possibleleged subset of the users in such a way that non-members of

to transfer a message of arbitrary length isegureandau-

the privileged class cannot learn the message, and proposed

thenticatedvay with an expense less than that required by a solution which results in efficiency in both measures —

the signature-then-encryptioapproach. Zheng answered
his question by proposingigncryptionwhich simultane-
ously fulfills both the functions of digital signature andypu
lic key encryption in a logically single step, and with a cost
significantlysmaller than that required ksignature-then-
encryption He defines aigncryption schemas consisting
of a pair of (polynomial time) algorithmé&S, U'), whereS

is called thesigncryption algorithnmandU is called theun-
signcryption algorithn{also most commonly known afe-
signcryption algorithi S in general is probabilistic, while
U is most likely to be deterministid.S, U) satisfy the fol-

transmission length and storage at the users end, without
compromising the computational efficiency involved in car-
rying out the scheme. Their framework is calle@adcast
encryption Apart from the normal security requirements
of a two-party cryptosystem where there is one sender and
one receiver, an additional property that is desired frogn an
secure broadcast encryption schemeobusion resistance
This means that even if all the non-privileged users collude
in an attempt to learn the plaintext, they should not be able
to do so.

Since its introduction by Fiat and Naor [13], the prob-

lowing conditions. lem received significant attention, and many of its variants

have been studied; many broadcast encryption systems have
been proposed [23, 17, 16, 9, 12]. The best known fully col-
lusion resistant systems are the schemes of Boneh, Gentry
and Waters [9] which achiew@(/n)-size ciphertexts and
public key; or, constant size ciphertex(n)-size public

key and constant size private keys.

1. Unique Unsigncryptability.Given a message: of ar-
bitrary length, the algorithn$ signcryptsm and out-
puts a signcrypted text On inputc, the algorithmly
unsigncrypts: and recovers the original message un-
ambiguously.

2. Security. (S, U) fulfill, simultaneously, the properties 2.4, Bilinear Pairing
of a secure encryption scheme and those of a secure
digital signature scheme. These properties mainly in-
cludeconfidentialityof message contentsnforgeabil-
ity, andnon-repudiation

Let G, be an additive cyclic group generated Bywith
prime ordelg, andG4 be a multiplicative cyclic group of the
same ordeg. A bilinear pairingisamap : Gy xG; — Go

o ) o with the following properties.
3. Efficiency. The computational cost, which includes

the computational time involved both in signcryption
and unsigncryption, and the communication overhead
or added redundant bits, of the scheme is smaller than - ¢(P+Q,R)=¢(P,R)é(Q,R)
that required by the best currently knowignature- — ¢(P,Q + R) = é(P,Q)é(P,R)
then-encryptiorscheme with comparable parameters. ’ ’ ’

- é(aP,bQ) = é(P, Q)

e Bilinearity. Forall P,Q, R € G,

Zheng's discovery went on to revolutionize the crypto-
graphic research community and in a short span of a decade,
signcryptionhas become an exploding research area. Since
1997, several efficient signcryption schemes have been pro- Ga.
posed [2, 30, 14, 25, 22, 18, 28, 21]. The first example of
formal security proof in a formal security model was pub-
lished in 2002 [1]. However, none of these schemes were
ID-based. Malone-Lee [20] proposed the first method that . .
achieved ID-based signcryption. Libert and Quisquate} [19 2.5. Computational Assumptions

pointed out that [20] is not semantically secure because the

signature of the message is visible in the signcrypted mes- In this section, we review the computational assumptions
sage. In [3], Barreto et al. constructed the most efficient related to bilinear maps that are relevant to the protocol we
ID-based signcryption scheme to date. discuss.

e Non-Degeneracy. There existP,Q € G; such that
é(P,Q) # Ig,, wherelg, is the identity element of

e Computability. There exists an efficient algorithm to
computeg(P, Q) for all P, Q € Gy.



2.5.1 Bilinear Diffie-Hellman Problem (BDHP)

Given(P,aP,bP,cP) € G{ for unknowna, b, c € Z?, the
BDH problem inG; is to compute (P, P)ate.

Definition. The advantage of any probabilistic polynomial
time algorithm.A in solving the BDH problem irfz; is de-
fined as

AdvBPH = Pr[A(P,aP,bP,cP) = é(P, P)**
|a,b,ce Z(ﬂ

The BDH Assumptioris that, for any probabilistic polyno-
mial time algorithmA, the advantageldvZP* is negligi-
bly small.

2.5.2 Decisional Bilinear Diffie-Hellman Problem (DB-
DHP)

Given(P,aP,bP,cP,a) € G} x G, for unknowna, b, c €
Z;, the DBDH problem inG; is to decide ifa =
é(P, P)abe,

Definition. The advantage of any probabilistic polynomial

time algorithm.A in solving the DBDH problem irfz; is
defined as

Adv?BPH = |Pr [A(P,aP,bP,cP,é(P, P)**) = 1]
— Pr[A(P,aP,bP,cP,a) = 1]]

The DBDH Assumptions that, for any probabilistic poly-
nomial time algorithm4, the advantagedvZZP* is neg-
ligibly small.

2.5.3 Computational Diffie-Hellman Problem (CDHP)

Given(P,aP,bP) € G} for unknowna, b € Z, the CDH
problem inG; is to computeibP.

Definition. The advantage of any probabilistic polynomial
time algorithmA in solving the CDH problem iffz; is de-
fined as

AdvQP" = Pr [A(P,aP,bP) = abP | a,b € Z]

The CDH Assumptioiis that, for any probabilistic polyno-
mial time algorithmA, the advantageldvq " is negligi-
bly small.

2.5.4 Inverse - Computational Diffie-Hellman Problem

(Inverse - CDH)

Given (P,aP) € G3 for unknowna € Z, the Inverse-
CDH problem inG; is to computel P.

Definition. The advantage of any probabilistic polynomial
time algorithm.A in solving the Inverse-CDH problem in
G is defined as

1
AdvinversechH — Pr .A(j:)7 CLP) = _pP | a e ZZ
a

The Inverse-CDH Assumptions that, for any prob-
abilistic polynomial time algorithmA, the advantage
Advlrverse=CDH g negligibly small.

2.6. Framework of ID-based Broadcast
Signcryption (IBBSC)

We describe below, the framework for IBBSC that we
use to describe Bohio et al.'s scheme and our fix. Itis not a
general framework but a tailored one to fit the present con-
text and purpose. It consists of the following probabitisti
polynomial time algorithms.

1. Setugk). Given a security parametér, the Private
Key Generator (PKG) generates the public parameters
params and master secret keysk of the system.

2. Keygern{ID ). Given an identity/ D 4, the PKG, us-
ing the public parametegsirams and the master se-
cret keymsk, computes the corresponding private key
S, and transmits it tod in a secure way.

3. Signcryp{m, ID 4, §A). To send a messageto legal
users, the broadcastdrwith identity 7D 4 and secret
valueS 4 runs this algorithm to obtain the signcrypted
ciphertexio.

4. Designcrypto, S4). A user who has the common se-
cret valueS,, on receiving the signcrypted ciphertext
o from broadcaste, runs this algorithm to obtain ei-
ther the plain texin or L according as whether was
a valid signcryption byA or not.

For consistency, itr = Signcrypt(m,IDa,S4), then
m = Designcrypt (07 gA).

2.7. Security Model for ID-based Broadcast
Signcryption

The two security properties that are desired out of any
IBBSC scheme arenessage confidentialitgnd unforge-
ability. We formally extend the existing strongest security
notions for encryption and digital signatures (IND-CCA2
and EUF-CMA respectively) to IBBSC below (keeping the
framework that we discussed in the previous section in
mind).



2.7.1 Indistinguishability under Adaptive Chosen Ci- 2.7.2 Existential Unforgeability under Adaptive Cho-
phertext Attack for IBBSC (IND-IBBSC-CCAZ2) sen Message Attack for IBBSC (EUF-IBBSC-

. . _ . CMA)
An ID-based broadcast signcryption scheme is semanti-

cally secure against adaptive chosen ciphertext attadB{IN  An ID-based broadcast signcryption scheme is existentiall
IBBSC-CCAZ2) if no probabilistic polynomial time adver- unforgeable under adaptive chosen message attack (EUF-
sary A has a non-negligible advantage in the following IBBSC-CMA) if no probabilistic polynomial time adver-
game. sary A has a non-negligible advantage in the following

game.
1. The challengef runsSetugk) and sends the system

public parametergarams to the adversary. 1. The challengef runsSetugk) and sends the system

) ) public parametergarams to the adversaryl.
2. A makes polynomially bounded number of queries to

the following oracles. 2. This step is identical to that in the indistinguishabilit

) . game of the previous section.
(a) Keygen Oracle— A produces an identity D

and queries for the secret keyb. TheKeygen 3. A produces a signcrypted ciphertextfor the tar-
OraclereturnsS;p to A. get broadcastefD 4 and wins the game if the secret
(b) Signcrypt Oracle — A produces a mes- value of broadcastefD 4 was not qugried and is
sage m, broadcaster identity/D4. C re- not returned byDesignerypt(a, 1Di, Sa) for any le-
turns to A, the signcrypted ciphertext as — gal userlD; who hasS_A ando is not the output of a
Signerypt(m, ID a4, §A), where S, is the se- previous query to th&igncrypt Oracle Unde.r thgse_
cret value. conditions, the advantage of the adversary in winning

this game is defined addyfVF—1BBSC-CMA -

Desi t Oracle — d broad- .
(c) Designcrypt Oracle — A produces a broa Pr [Designcrypt(mIDi,SA)#L}

caster identityl D 4, receiver identity/ D; and
a signcryptionos. C returns the result of
Designcrypt(cr, IDA,IDi,gA) to A, where
S 4 is the common secret value.

We mention that this model of security takes into account
collusion resistance too, because we allow the adversary to
query for the secret keys of any entity.

3. A produces two messages, andm, of equal length
from the message spack!, and the target broad- 3. Overview of IBBSC Scheme of Bohio et al.
caster identity/ D ,. The adversary is not provided

with the common secret value which is used for de-  ggpig et al’s IBBSC scheme [4] is an unconventional

signcryption by all legal users. The challengér  gcheme, in the following sense. Neither does the signcryp-
flips a coin, sampling a bit — {0,1} and ob-  iop jnyolve the secret key of the broadcaster, nor does the
tains the challenge signcrypted ciphertext by running gesigncryption involve the secret key of the receiver. Both
Signerypt (mb, ID 4, SA), which is returned toA. signcryption and designcryption involve some other com-
mon secret, which is established beforehand using thetsecre
4. A'is allowed to make polynomially bounded number keys. Once this common secret (called the broadcast param-
of new queries as in Step 2 with the restrictions that eter below) is established, the secret keys are not useld at al
it should not query th®esigncryption Oracldor the  But this has the advantage of providing constant ciphertext
designcryption of™. size. The scheme consists of the three algorithWfEIAL-

) . _ IZE (which includesSetupandKeygen, SIGNCRYPTand
5. Finally, A outputs a bit’ and wins the game i = b. DESIGNCRYPTwhich we describe below.

The advantage of the adversary in winning this game
is defined as INITIALIZE — The steps in the setup phase are given be-
) low.
IND—-IBBSC-CCA2 _ Pt
Advyg B ‘Pr[b =Y 2‘ 1. The security parameter of the schemé.ighe trusted

authority chooses two groufis; andG, of prime or-
We mention that this model of security takes into account ~ derg wherelg| = k, a generator of G, a bilin-
collusion resistance too, because we provide the adversary ~ €ar mape G1 x &y - G2 and haih functions
with the secret keys of every user of the system exceptthe ~ Ho : {0,1}"* — {0,1}"", H; : {0,1}" — Gy,
ones he attacks. Hy : {0,1}" — {0,1}* andH; : {0,1}" — Zy,



wherekg, k1, ko and k3 are the number of bits re- (b) d' = Hy (u)
quired to represent an identity, @; element, aG-
element, and a message respectively. The master pri-
vate key iss €r Z; and the master public key is
Py, = sP. The public parameters of this scheme
are(Gl, Go, ¢, P, Ppuba Hy, Hy, Hs, H3>

2. The public key of a broadcastérwith identity /Dp 4. Attacks on IBBSC Scheme of Bohio et al.
is@p = H; (IDp) and the corresponding private key

2. The message: is then decrypted as = c @ d'.

3. The authentication is provided by computlhg =
Hs(m) and verifying whetheé (Qp,U + ' P) = w'.

isSp = s@p. Bohio et al. claimed that their scheme provides both con-
3. The public key of a userwith identity ID; is Q; = fidentiality and unforgeability (authentication), but yheo
Hy (ID;) and the corresponding private key$s = not give any formal proof to support their claims. We show
5Q;. in this section the following two attacks.
4. The steps followed by broadcastemare as follows. 4.1. Attack on Authentication

(a) Store a precomputed valug; = ¢(Qp, P) to _ ) _
be used during signcryption. Here, we demonstrate that their scheme is universally

forgeable — any legitimate user can generate a valid ci-
phertext for any message™* as if it were generated by the
broadcaster. For a ciphertext to be valid, it should satisfy
¢(Qp,U + h'P) = w wherew' is obtained usind’. Also,
the message hagh andU are independent, and hence it is
easy to play with the parameters to mount a forgeability at-
tack. We describe how this attack proceeds in this section.
To forge the ciphertext oB on a messagen* of his
ch0|ce a legitimate user simply does the following.

(b) Select randomly a valueg € Zj to be the
broadcast secreand compute théroadcast pa-
rameteraszg@Qp. When a subscriber (user)
joins the broadcaster, send the broadcast param
eter, encrypted with the kell, (é (S, @;)) us
ing the one time pad. The user can compute the
key asH, (é (S;, @p)) and recover the broadcast
parameter. Note that no secure channel need be
used during user joining.

1. Compute the hash of the message= Hs (m*).

SIGNCRYPT — In order to signcrypt a message, the . .
broadcasteB will do the following. 2. Choose a valug® € Z; and compute the following.

1. Computér = Hs(m). (@ V' =r"Qsp

2. Choose €p Z} and compute the session keyds- (b) U =r*zpQp — h*]::
H, (wB(T+h)). (c) w*=¢(Qp,z5QB)"

(d) d* = Ha (w*)

(e) c*=m*ad*

3. Compute the ciphertext=m @ d.

4. Computd/ = rP andV = a2 5'(r + h)P.
3. The malicious user then broadcasts the values
5. Broadcastc, U, V) to all the users. (c*, U*, V*).

DESIGNCRYPT — For the designcryption of the mes- Now, we prove below thatc”, U*, V") is indeed a valid
sage, the authorized receivers (those provided with thesigncryption from broadcastét on the message™.

broadcast parameter; () ) will do the following. The DESIGNCRYPRigorithm will do the following.
1. Compute the key' by performing the following com- 1. The key computation would proceed as follows
putations. ' '

(a) The quantity,’ would be computed as

w' = é(zpQsp, (25Q5, V")

(zQp, 25" (r + h)P) =¢é(zp@B,7"QB)
(Qp, P — é(23Qp,Qp)"

(a) Compute the quantity’ as

V) W=

Il
>

Il
>

= WB(T+h) (b) d' = Hj (')



2. The message’ is then decrypted as’ = c* ¢ d'. Hs : {0, 1}’“3 x {0, 1}’@1 — Z;

The SIGNCRYPTand DESIGNCRYPTalgorithms are de-

3. The authentication is provided by computlhg -
p) - scribed below.

Hs(m') and verifying whetheé (Qg,U* + h'P
w’. This is satisfied because, SIGNCRYPT — In order to signcrypt a message broad-
casterB will do the following.

I~ 1]

é(@Qp,U"+NWP)=¢(Qp,r"zpQp — NP +h'P)
é

(@B, 7" r5QB)
W' 2. Computeér = Hz(m,U).

1. Choose €r Z; and computé/ = rP.

; (r+h)
From this, it is clear that a malicious user can forge 3. Compute the session keyds= H, (wB )

tcr;‘eOiilgncryptmn of his broadcaster on any message of his 4. Compute the ciphertext— (m|[U) & d.
5. ComputeV’ = 2" (r + h)P

4.2. Attack on Confidentiality 6. Broadcastc, V) to all the users.
Here, we demonstrate that Bohio et al.'s scheme is not

IND-CCA secure. Specifically, in the IND-CCA game, dur

ing the challenge phase, when the adversary gives two mes;

sagesmy andm; of his choice to the challenger and the

challenger randomly signcrypts one of them and returns it, 1. Compute the key by performing the following com-

the adversary can find out whether the challenge cipher- putations.

text is that ofmg or m;. For an adversary to distinguish

which message was encrypted, it is enough if he can find

DESIGNCRYPT — For the designcryption of the mes-
sage, the authorized receivers (those provided with the
broadcast parametei @ g) will do the following.

(a) Compute the quantity’ as

out which symmetric key was used for encryption. Siace W = é(xpQp, V)
can be computed easily 489 5, U + hP) where h is either ’
Hs(myg) or Hs(m1). The attack proceeds as follows. =eé(¢pQp, g (r +h)P)
— (r+h)
On receiving the challenge signcrypted ciphertext =¢(@p, P)
(¢, U, V), the adversary does the following. ( )
1. Computeho = Hg(mo) andhl = Hg(ml). (b) d = H, (w/)
2. Compute the quantities) = e(U + hoF, @p) and 2. The message: is retrieved fromm||U after decrypt-
w1 =é(U+hPQp). ingcasm||U =c®d.
3. Check ifc = Hy(wo) @ mo then return b = 0, other- 3. The authentication is provided by computihg =
e - N ?
wise, if ¢ = Ha(wy) @ my then return b = 1, otherwise H3(m,U) and verifying whetheé (Qp,U + W' P) =
abort. w'.

The adversary is sure to succeed, because of the inhererfe. Correctness of our IBBSC Scheme

construction of the scheme — the verification method re-

veals the key used for encrypting the message. Hence the In this section, we proceed to prove that our proposed
scheme is not IND-CCA secure. scheme is indeed consistent and correct: # (¢, V) is a
valid signcrypted ciphertext from broadcasketo his priv-
ileged subscribers then tESIGNCRYPTalgorithm will

5. Our Fix for Bohio et al.'s Scheme :
do the following.

We now describe the fix for Bohio’s scheme. Tihd- 1. Compute the quantity’ as
TIALIZE algorithm is the same as that of Bohio et al.’s (de- A
scribed in Section 3) except for a modification in the hash w =é(xpQp,V)

|
>

functionsH, and Hs as follows. (x5Qp, x5 (r + h)P)

~ r+h
Hy : {0, 1} — {0, 1}"+% = e(Qp, P)"™M



2. Computel’ = Hs (u').
3. Retrieve the message from m||U by decrypting
m|U=cad.
4. Computeh = Hs (m,U).
5. The checké (Qp,U + hP) < o', succeeds because,
€(Qp, U+ hP)=¢€(Qp,rP + hP)
=¢(QB, (r+h)P)
=¢é (QB, P)(TJrh)
= w/
7. Proof of Unforgeability of our IBBSC

Scheme

Theorem 7.10ur ID-based broadcast signcryption scheme
is secure against any EUF-IBBSC-CMA adversdrynder
the random oracle model if Inverse-CDHP is hardGn.

Proof. The challengeC receives an instancgP, aP) of

the Inverse-CDH problem. His goal is to determine the
value of%P. Suppose there exists an EUF-IBBSC-CMA
adversaryA for our improved scheme. We show that
can useA to solve the Inverse-CDH problemC will

set the random oracky,, On,, Ou,, OkeyEriract,
Osignerypt aNd Opesignerype.  The answers to the ora-
cles Og,, Opn,, and Oy, are randomly selected; there-
fore, to maintain consistency, will maintain three lists

Ly = <ID,$]D,S]D,Q1D>, Ly = <w7h2>, andL3 =

(m, U, hs). The reasons for and meanings of the elements
of these lists will become clear during the discussion of
the corresponding oracles. We assume thatill ask for
Hy(ID) beforeID is used in any key extraction, sign-
cryption and designcryption queries. First, the adversary
A outputs the identity of the broadcaster whose signcryp-
tion he claims to forge. Without loss of generality, let it
be IDg. The challengeC gives .4 the system parame-
ters (G1, Go, é, P, Pyusy, Hi, Ho, Hs), whereP,,, = sP

for somes € Zy. The broadcaster secreg Qg is set as

a@Q . During the query stage4 can query the following
oracles.

Oracle Oy, (ID). C checks if there exists a tuple
(ID,%rp,Sip,Qrp) in Ly. If such a tuple exists; an-
swers withQ;p. Otherwise does the following.

1zpQp is given as part of the private information on using
KeyExtract oracle. So there is no need for seperate oracleHgr
zp@ p is known to all legal users subscribed to broadcasfey;, hence
it is also given ta4

2Note thatQp = xrpg P . ThereforeaQp can be computed as
zrpgal

1. Choose a new;p €r Ly, and setQ;p = xpP,
S[D :.T]DSP.

2. Add (ID,zp,Sip,Qrp) to the list L; and return
Q1p.

Oracle Oy, (w). C checks if there exists a tuple, h2)
in Ly. If such a tuple exists; returnshs. Otherwise,C
chooses anew, € {0,1}*1+*: adds the tupléw, hs) to
Lo and returng,.

Oracle Oy, (m,U). C checks if there exists a tuple
(m,U, hs)in Ls. If such a tuple existg] returnshs. Other-
wise,C chooses a news € Z;, adds the tuplém, U, hs)

to L3 and returngs.

Oracle OkeyExtract (ID). If L does not contain an en-
try for ID, return L. Otherwise,C recovers the tuple
(ID, XIp, S[D7 QID) from L4 and return$SID, CLQB).

Oracle Osignerypt (M, IDg). On receiving this queng
checks if there is an entry fdiD 5 in L, not, thenC aborts.
Otherwise C retrieves the tuplé/Dg, x5, Sp,Qp) from
Ly. ltchooses € Z; and newh, € {0,1}F1+%3, hy € 77
randomly and does the following.

1. Computev = é(aP,Qp)" and addw, hz) to Lo.

2. ComputdJ = raP — hgP and addm, U, hs3) to Ls.
3. Compute = m||U & hs.

4. SetV =rP.

5. Broadcast the signcrypted ciphertext (¢, V).

Oracle Opesignerypt (0). On receiving the signcryption
o = (¢, V), C executes th®ESIGNCRYPTalgorithm on

o in the normal way and returns what the designcryption
algorithm returns.

Eventually.4 outputs a forged signcryptian® = (y*, V*)

on some message™ from the broadcasteB to his sub-
scribers. Challenge? executes th®©ESIGNCRYPTalgo-
rithm ono*. If o* is a valid signcryption from the broad-
casterB to his subscribers, i.e., a messagé is returned
by the decryption algorithm, the&happlies the oracle replay
techniqué to produce two valid signcryptiorg = (¢, V')
ands” = (¢”, V") on some arbitrary messagefrom the
broadcasteB to all his subscribers. Now we can apply
standard arguments for the outputs of the forking lemma
since bothV’ and V" are valid signatures for the same

SWe use the oracle replay technique as described and emphyed
Pointcheval et al. in [24].



messagen and same random tape of the adversary. Fi- Oracle Oy, (w). C checks if there exists a tupley, ko)
nally, C obtains the solution to the Inverse-CDH instance as in Ly. If such a tuple exists] returnshy. Otherwise,C

(Rl — RY)~E(V! = V").* We have, chooses a new, € {0,1}*1, adds the tupléw, ho) to Lo
) and returngy.
(hy = hy) " (V' = V") = (B — hy) ™ (hy — hg)ap Oracle Oy, (ID). C checks if there exists a tuple
1 (ID,zrp,Sip,Qrp) in Ly. If such a tuple exists; an-
= EP swers withQ;p. Otherwise( does the following. If D =

IDg, then seQ;DB =bP, add(IDB, 1, SIDB7QIDB) to
So, we can see that the challengehas the same advan- [, and returnQ;p,,. Else, do the following.
tage in solving the Inverse-CDH problem as the adversary
A has in forging a valid signcryption. So, if there exists
an adversary who can forge a valid signcryption with non-
negligible advantage, that means there exists an algorithm 5 Aqqg (ID,z1p,Sip,Qrp) to the list L, and return
to solve the Inverse-CDH problem with non-negligible ad- Q1p.
vantage. Since this is not possible, it is infeasible for@dn a

versary t_o forge a vaIi(_:i signcryption. Hence, our proposed o4 je Om, (w). C checks if there exists a tupley, )
scheme is secure against any EUF-IBBSC-CMA attdck. in Lo. If such a tuple exists( returnshs. OtherwiseC

chooses anew, € {0,1}*11*s adds the tupléw, hs) to
8. Proof of Confidentiality of our IBBSC L and returngs.

Scheme Oracle Og, (m,U). C checks if there exists a tuple
(m,U, hs)in Ls. If such a tuple existg] returnshs. Other-
Theorem 8.10ur improved ID-based broadcast signcryp- wise,C chooses a news € Z*, adds the tuplém, U, hs)
tion scheme is secure against any IND-IBBSC-CCA2 adver-to L and returng.
sary A under the random oracle model if DBDHP is hard
in Gs.

1. Choose a new;p €gr Ly, and setQ;p = z;pP,
S]D :x]DSP.

Oracle OkeyExtract (ID). If L, does not contain an en-
try for ID, return L. Otherwise,C recovers the tuple

. i (ID,zrp,Sip,Qrp) from Ly and returnsS; p.
Proof. The challenge€ receives P, aP,bP, cP,«), an in-

stance of the DBDH problem. His goal is to determine if Oracle Osignerypt (m,IDg). On receiving this query
&(P P)abc 2z, Suppose there exists an IND-IBBSC- checks if there is an entry fdiD 5 in Ly not, thenC aborts.

CCA2 adversaryA for our improved scheme. We show Otherwise C retrieves the wpl¢/ D, 25, S5, Q) from
. L;. ltchooses € Z: and newhy € {0, 1}F1+Fs by € 7*
thatC can useA to solve the DBDH problentT will set the randomly and doesqthe following a
random OraCIeé)Hlu Ong Ong OKeyE'ztracta OSigncrypt '
andOpesignerypt- The answers to the oracl€dy,, Op,, 1. Computew = é(aP, Qp)" and addw, hs) to Lo.
andOpy, are randomly selected; therefore, to maintain con-
sistency,C will maintain five listsLy = (w, hg), L1 =
(ID,x1p,Sip,Qrp), L2 = (w,h), Ly = (m,U, hs),
andL,; = {(o,m). The reasons for and meanings of the
elements of these lists will become clear during the discus-
sion of the corresponding oracles. We assume thatill
ask for H,(ID) beforeID is used in any key extraction,
signcryption and designcryption queries. First, the adver
sary A outputs the identity of the broadcaster whose sub-
scribers he plans to attack. Without loss of generality, let Oracle Obesignerypt (o). Note that the challenger does not
it be IDps. The challenge€ gives A the system param- Know the broadcast parametep()p = abP and hence

Computd) = raP — hs P and addm, U, hs3) to Ls.
Compute: = m||U @ ha.
SetV =rP.

o & w N

Add (o,m) to L, and broadcast the signcrypted ci-
phertexto = (¢, V).

eters(Gy, Gy, é, P, Pyuy, Hy, Hy, Hs), wherePy,, = sP _cannotdo a normal designcryption. So, he does the follow-
for somes er Z;. The broadcaster secrepQp is setas N9 (assume = (¢, V).
5 ; ; . .

a@p.> During the query stage4 can query the following 1. Traverse through the list,. If there exists an entry
oracles. (o, m), then returnm. Otherwise, continue to the next

4Note that,h’, andh’ can be obtained fronlz asOy, mustbe used step.
during designcryption with the inpiin, U). .

5Note thatQ 5 = bP. Thereforea@ 5 = abP which is also unknown 2. Traverse through the list.;. For each entry

toC. (m, U, hs), do the following.



(@) Computér, = (m||U) @ c. 9. Efficiency of our IBBSC Scheme

(b) Traverse through the list,. If there exists an
entry of the form(w, h2), then continue to the
next step. Else, continue traversing the list
(Go back to Step 2).

In this section, we discuss the efficiency of our improved
IBBSC scheme. The major parameters involved are the
computation costs fasigncryptionanddesigncryptiorop-
erations, the communication cost and the storage at the

(c) Check ifw L é(@Qp + U + hgP). If so, then user’s end. For computational cost, we consider the number
returnm. Else, continue scanning the lis, for of pairing computations performed, as they are the costli-
matching entries. est operations involved. Our improved IBBSC scheme per-

forms no pairing operation durirgigncrypt(except during
3. If the list L3 is exhausted without any match, then re- setup ofv) and two pairing operations per user design-

turn L. crypt, which is the same as that of Bohio et al.’s scheme.
For the communication cost, we have to broadcast only a
tuple of two elements compared to three in Bohio et al.’s
scheme. Coming to storage cost, we consider the storage
at the broadcaster’s end and storage at the user’s end. The
storage cost for the broadcaster and a user is Ol as
they do not have to store anything other than their secret key
and precomputed secret. Thus, our improved scheme does
not compromise any of the efficiency properties of Bohio et
2. Computd/ = cP andV = cP + hyP al's scheme. The added advantage here is that the size of
signcrypted ciphertext has been reduced to two elements.

After this first query stage4 outputs two plaintext mes-
sagesn, andm; of equal length. Now¢ chooses a random
bitb € {0, 1}, retrieves the tupl€/ D, x5, Sp, @) from
L4, and signcrypts the messagg as follows.

1. Choose a new random numbgre Z;

3. Computey = a - é(aP,bP)" _
10. Conclusion

4. Computehy = Hs(w) using his own oracle as
Om, (w). In this paper, we have considered the problem of se-
cure and authenticated content distribution over large net
5. Computey = (m||U) @ hy and addm, U, h3) to L. works, especially wireless networks, which, on one hand,

_ _ are increasingly becoming popular choices for the modern
Creturnso = (y, V) as the challenge signcrypted cipher-  cjyijization, what with the advent of mobile and portable
text. devices such as cell phones and PDAs, and on the other
hand, are much easier to eavesdrop than wired networks.
IBBSC schemes provide the best solution to this problem.
First, we have demonstrated a break of Bohio et al.’s IBBSC
scheme, both in terms of authentication and confidential-
ity. Following this, we have proposed a fixed version of
C{he scheme to prevent forgeability and we have also proven
its IND-CCA2 and EUF-CMA security formally in the ran-
dom oracle model. These are the strongest security notions
for message confidentiality and authentication respdgtive
While we have fixed Bohio et al.'s IBBSC scheme, we have
not compromised the performance of their scheme. In fact,
we reduce the size of the signcrypted ciphertext to two ele-
ments.

A is now allowed to perform at mogt queries (which
may include queries to any of the oracles) as above. How-
ever, it cannot query the designcryption oracle with the
challenge signcryption. Finally the adversary outputs the
guess)’ of the bitb. If the adversary has to win the game
with non-negligible advantage, then he must have decrypte
the challenge signcrypted ciphertext for which, he should
have queriedy, with é(z5Q g, V') which is nothing but
é(abP, (c + h3)P) = é(P, P)ebctabhs  Since L, records
the queries of the adversary €@y, in the form of (w, hs),

. . . . . ?
within ¢, queries, we can decide i = é(P, P)**¢ by
checking ifw = « - é(aP, h3bP) every time the adversary

queriesOy,. The challenger aborts the adversary as soon _ )
as the DBDH problem is solved. Future Work. While Bohio et al.'s scheme (and hence our

fixed version) offers the indisputable advantage of constan

So, if there exists a non-trivial adversary who can defeat size ciphertext, it suffers from a major drawback. Suppose
the signcryption by learning something about the encrypteda user is to be revoked or a user leaves the group. Then
message, that means there exists an algorithm to solve théhe whole scheme comes to a standstill. Because now the
DBDH problem with non-negligible advantage. Since this broadcast parameter has to be changed and sent to every re-
is not possible, no adversary can defeat the signcryptienth maining user of the group. So, it becomes important for the
way. Hence, our proposed scheme is secure against anyesearch community to investigate for conventional IBBSC
IND-IBBSC-CCAZ2 attack. O schemes that also achieve constant size ciphertexts.
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