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Abstract: ID-based ring signcryption schemes (IDRSC) are lysdarived from bilinear
parings, a powerful but computationally expensiwémjiive. The number of paring
computations of all existing ID-based ring signdigp schemes from bilinear pairings
grows linearly with the group size, which makes dffiiciency of ID-based schemes over
traditional schemes questionable. In this paper, pnesent a new identity-based ring
signcryption scheme, which only takes four pairopgrations for any group size and the
scheme is proven to be indistinguishable againaptace chosen ciphertext ring attacks
(IND-IDRSC-CCA2) and secure against an existenfiaigery for adaptive chosen
messages attacks (EF-IDRSC-ACMA).
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1. Introduction

Shamir introduced the concept of identity-basedtography in 1984, The idea is that the
public key of a user can be publicly computed flumidentity (for example, from his / her name,
an e-mail or an IP address). Then, the secretkdgrived from the public key. In this way, digital
certificates are not needed, because anyone céy\eady that public key. The concept of public
key signcryption was proposed by Zh@hgThe idea of this kind of primitives is to perform
encryption and signature in a single logical steplitain confidentiality, integrity, authentication
and non-repudiation more efficiently than the sidren-encrypt approach. Several efficient
signcryption schemes have been proposed since iti@nding [3, 4, 5, 6, 7]. A formal security
proof of signcryption scheme was proposed in [8]2005, Xinyi Huang proposed the concept of
identity-based ring signcryption and give a scH@min the scheme a user can anonymously
signcrypts a message on behalf of a set of usehsding himself. The idea of ring signcryption

comes from the ring signature, so, fully comprelgdf ring signature is the base of truly
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comprehending of ring signcryption, let us reviéw toncept of ring signature firstly.

2001, Rivest proposed a new type of signature wihckcalled ring signature in the
background of how to leak a secf&t The idea of ring signature is the following: @usants to
compute a signature on a message on behalf of(arséng) of users which includes himself. He
wants the verifier of the signature to be convintteat the signer of the message is in effect some
of the members of this ring. But he wants to rencaimpletely anonymous. That is, nobody will
know which member of the ring is the actual autbbthe signature. The ring signature can be
seen as a special group signature, it has no dresteter and the course of building group, the
signer is fully anonymous to the verifiers. Ringreture provides an artful method to leak secrets.
This unconditioned anonymity of ring signature &y useful in the special circumstance which
the information needs to be protected for a longeti Since the concept of ring signature was
proposed, the researchers pay much attention Eaitgguo Zhang constructed the first identity
based ring signature scheme with bilinear parirrgQ@Oil“; in the same year, Emmanuel
Bresson proposed the concept of threshold ring signatuccaaplied it in the ad-hoc netwdik.
Javier Herranz in 2003 presented the Forking lemwrhich makes the security proofs of ring
signature schemes become E’%}and in the same year , FangguoZhang broughtdheept of
proxy signature into the ring signature and gotcbacept of proxy ring signatdtd. In 2004,
Amit KAwasthi proposed an efficient identity baseidg signature scheme and proxy ring
signature scherft&’; Tony K. Chan proposed the concept of blind ring signatuhemélﬁ]; Javier
Herranz proposed a new identity based ring siggatlrin 2005, Chow S S M used a new
technique to construct a new identity based sigrasehemd™®which only takes two pairing
operations for any group size, the generation efsignature involves no pairing computations at
all, and the proposed scheme is proven to be efisteunforgeable against adaptive chosen
message-and identity attack under the random oraoliel. In2006, Yiqun Chen presented an
identity based anonymous designated ring Signasefeeme which is suitable for the P2P
network$™.

The development of identity based ring signcryptitmes not grow quickly like that of the
identity based ring signaturethe reason is that ID-based ring signcryptioreses are usually
derived from bilinear pairings, a powerful but cartagionally expensive primitive , and we know
that the number of pairing computations of all Bxgsidentity-based ringigncryptionschemes in
the literature from bilinear pairings grows lingalith the group size, which makes the efficiency
of ID-based schemes over traditional schemes aqunedile. It is fair to say that devising an
ID-based ringsigncryptionusing sublinear numbers of pairing computationaiesan important

problem. We will settle this problem in this pap&re propose an efficient ID-based ring



signcryption schemevhich only takes four pairing operations for ampup size, the proposed
scheme is proven to bmdistinguishable against adaptive chosen ciphertang attacks
(IND-IDRSC-CCA2) andsecure against an existential forgery for adaptiiesen messages
attacks (EUF- IDRSC -ACMAYnder the random oracle model.

Roadmap: The paper is organized as follows: In section 2 giwe some mathematical
background which will be used in our scheme; Thenfwork and the security notion of ID-based
ring signcryption schemes are discussed in secdoihen, we present our ID-based ring
signcryption scheme in section 4; We prove the rigcaf this scheme in the random oracle
model in section 5, the underlying security modelbased on the difficulties dbecisional

Bilinear Diffie-Hellman problem (DBDHP) andomputational Diffie-Hellman problem (CDHP).

2. Preliminaries

2.1 Bilinear Pairings

Bilinear pairing is an important primitive for martyyptographic schemesn this section, we
briefly review some preliminaries that will be ugbdoughout this paper.

LetG, be an additive group of prime ordgr generated by, and le(5, be a multiplicative
group with the same ordgr We assume that there is a bilinear @&pmG, xG, - G, with the
following properties:
(1) Bilinearity: Which means that given element&y,A,,A,0G, , we have that
o(A+A, A)=e(A,A)EB(A, A)ande(A, A+ A) =e(A, A)B(A,A). In particular,
fore(aP,bP) = (P, P)® =e(P,abP) = e(abP, P);
(2) Non-degeneracy: Which means that there exgish, JG, such thae(A,A)#1; ;
(3) Computability: Which means that there existseéfitient algorithm to computee(A, A,)
UA,AUG,.

The typical way of obtaining such pairings is byideg from Weil or Tate pairing on an

elliptic curve over finite field.

2.2 Related Complexity Assumptions

We consider the following problems in the grésyof prime ordei, generated by .

Definition 1. The Decisional Bilinear Diffie-Hellman problem BDHP) is, given a generat@r
of a groufG , a tuplgaP, bP,cP)and an elementh JG,, to decide whethdr = e(P, P)abc )
Definition 2. Given a generatqd of a grous and a tupléaP,bP), the Computational Diffie-
Hellman problem (CDHP) is to compwabP .



3. Formal Model of Identity based Ring Signcryption Schemes

Definition 3, definition 4 and definition 5 comenfn the papg®], here we use them directly. The
definition 3 gives the formal model of ID-basedgisigncryption schemes, the definition 4 and
definition 5 are the security requirement for idigntased ring signcryption schemes. The
definition of the security of identity based ringrcryption schemes is a transmogrification of the
first formal security definition of singcryption\gn by Baek et.al in [8].
Definition 3. An identity based ring signcryption scheme congi§tde following algorithms.
Setup: given a security parameter k, a trusted privatedater PKG ) generates the system’s
public parameters.
Keygen: given an identityD , thePKG computes the corresponding private k&y and delivers
it to the user via an authenticated channel.
Signcryption: To send a messapeto receiver Bob whose identity i, Alice chooses some
other users to form a grolUpincluding herself and computeSigncrypt(U, ID;,m)on the
behalf of the group) to obtain the ciphertext.
Unsigncryption: when Bob receives the ciphertekxt, to get the plaintext he computes
UnSgnerypt(U, Dy, ,0)and obtains the plain temior the symbol L if C was an invalid
cipher text between the groupand Bob.
Consistency: An identity based ring signcryption scheme is $aide consistent iff

Pr[0 — signerypt(U,1Dg,m),m — Unsigncrypt U ,D,, ,0)]=1
Definition 4 .We say that an identity based ring signcryptionrRET) is indistinguishable against
adaptive chosen ciphertext ring attacks (IND-IDRSCAZ2) if there exists no polynomially
bounded adversary has a non-negligible advantathe ifollowing game:
* The challenger runs the Setup algorithm with ausgc parametek and sends the system
parameters to the adversaky
* The adversan performs a polynomially bounded number of requests:
— Signcryption requesfproduces a set of usdls, an identity)D; and a plaintexmn. The
challenger randomly chooses uskh [JU whose identity is D, and computes
Do, = Keygen(ID;) . Then the challenger acts & to Signcryp(U, ID;,m)on the behalf of
U and sends the result fo.
— Unsigncryption requesA produces a set of uséls, an identitylD , and a ciphertexd. The
challenger generates the private k&, = Keygen(ID) and sends the result of
UnSgncrypt(U, D,;,d)to A( this result can be th& L. ” symbol ifd is an invalid ciphertext ).

- Key extraction requesA produces an identithD and receives the extracted private key



D,, = Keygen(ID). Acan present his requests adaptively: every request depend on the

answers to the previous ones.

* Achooses two plaintextsn,,m LM , nusers whose identities drD,, ID,, (D } to

form a users skt and an identityDg on which he wants to be challenged. He can not haked

the private key corresponding to any user in tleigld nor| Dy in the first stage.

* The challenger takes a bit[]; {0,1} and computes the ciphertexi of m which is sent to
A

» Aasks again a polynomially bounded number of reguest like in the first stage. This time,

he cannot make a key extraction request on anyingbe groufJ norlD; and he can not ask

the plaintext corresponding ¢b.

* Finally, Aproduces a bith and wins the gamelif =b. The adversary’s success probability

is defined as Succ),® ** (k) = % + £ We require thaf to be negligible ink .

Definition 5. An identity based ring signcryption scheme ( IDRSE€ said to be secure against an

existential forgery for adaptive chosen messadeslat ( EF-IDRSC-ACMA ) if no polynomially

bounded adversary has a non-negligeable advamtdage following game:

* The challenger runs the Setup algorithm with ausgcparameterk and gives the system
parameters to the adversaky

*The adversanA performs a polynomial bounded number of requestsnashe previous

definition.

* Finally, Aproduces a new trip® = Sgncrypt(U, 1D, m)(i.e. a triple that was not produced

by the signcryption oracle ), where the privateskef the users in the grolband the receiver

( whose identity i$D ) were not asked in the second stage and winsah df the result of the
UnSgncrypt(U, D, ,9)is not thel symbol.The advantage ofAis defined as the probability

that it wins.
4. Our scheme

We present our identity based ring signcryptiorese from bilinear pairing.

Setup: Given security parameterk andL , a trusted private key generatd?i{G ) chooses two
groupsG, , G, of prime order > 2, a bilinear magfromG, xG, — G,, and a generatqp of

G,. Next,PKG picks a random numbst] Z; as its master key and computes its public key
Ppub =sP . Then it chooses some cryptographic hash functidescribed as follows:
H,: {01} - G;:H,:G, - {01}';H,: {01} xG, - {01}'; H,:{01}" - Z_, the security
analysis will viewH,,H,, H;, H,as random oracles. The message spdik iqo,l}' . Finally,



PKG publisheG,,G,,€,P,P,,, ,H,,H,,H,,H,,q}, but s is kept secret.
Keygen:For a user whose identity information I9; , PKG compute€Q,, =H,(ID;) and
calculates the user’s secret keylys = SQ,, where s is th®KG 's master key and senfl,
to ID, via a secure and authenticated channel.
Signcryption: LetU ={ID,, ID,,...,ID,} be the set of all identities of n users. The actual
signcrypter, indexed byD4, carries out the following steps to give an IDdshsing signcryption
ciphertext on behalf of the group) and sends it to a receiver, Bob, Whose identit{Dis.
(1) Randomly choosesy Z,, m Oz M and compute®, =rP, R = &r Poys s Qip, ) -
k=H,(R),c,=m Ok,c, =mOH,(m|R,).
(2) Randomly choosedJ, (I, G; ,h =H,(c, ||Ui) ,Ui0{12..1\{S}, Randomly chooses
'OrZy  Us=r'Mp —D{U, +h @y } . hg =H,(c,|Us) .andV =(hs +1') 5, .
Define the ciphertext of meé??ig\eas:

9=(Ry,c.c UL {U},V}
and sends@ to Bob.
Designcryption:Upon receiving the ciphertedt=(R,,c,,c,,Ui_{U.},V}, Bob designcrypts
the ciphertext using his secret @)65 :
(1) For i O{12..n}, computedy = H,(c, ||Ui).
(2)Checking  whether é(PPub,Z:in:lﬂJi +h @y ))=€&PV) , if so, Computes
k'=H,(R)=H(&R,,Dy,)) . recoveries m =¢, Ok, m=c,0H,(M|R)) , and

accepts m' as an valid message. Otherwise, Bob rejects tHextixt.
5. Security Analysis

In this section, we will provide two formal proothat our scheme is IND-IDRSC-CCA2
assuming the Decisional Bilinear Diffle-Hellman ptem (DBDHP) is hard and EF-IDRSC
-ACMA assuming the Diffie-Hellman problem (CDHP)hard.

Theorem 1. In the random oracle model, we assume an adaptiesen ciphertext attacks
adversaryAthat can distinguish ciphertexts from the userdseuring the game of definition 4
with an advantagewhen running in a time t and asking at nmﬁtidentity hashing requests, at
most q,_ H, requests, gy, H3requests,qH4 H, requests, at mo§L Key extraction requests,
s Signcryption requests agg Unsigncryption requests. Then there exists a djstsher B that

can solve the Decisional Bilinear Diffle-Hellmaroptem ( DBDHP ) with an advantage:

qu @n‘”QE



Proof of the Theorem 1. The distinguisher B receives a random instéR;aP,bP,cP, h) of the
Decisional Bilinear Diffie-Hellman Problem, and fjeal is to decide whetheh = &(P, P)abc or
not. B will runAas a subroutine and act A% challenger in the IND-IDRSC-CCA2 game. B
needs to maintain lists , L,, L, L, that are initially empty and are used to keep t@fcknswers
to queries asked b&to oracledH,, H,,H,, H, respectively. We assume that any Signcryption
or Designcryption request between a grdupnd an identityD happens afteA asked the
hashing H, of this ID and the identities in the grdup. Any key extraction query on the identity
is also preceded by a hash query on the same tidew also assume thAmmever makes a
Designcryption query on a ciphertext obtained fribye signcryption oracle, and he only makes
Designcryption queries for observed ciphertext.

At the beginning of the game, B runs the Setup gogwith the parametdr, and
givesAthe system parametdS,,G,,é P,P,,,,H,,H,,H;, H,, gt with P, =cP, H,, H,,
H,, H,are random oracles described as follows

H,requests: At any time, Acan ask a polynomially bounded numbetgfequests on
identities of his choice. To respond these queBemaintains the lidt, of tupIe(ID,QID ,b,c).
The list is initially empty. Whe#\ queries the oracld,, B responds as follows:

- At the ™ H,request, B answers tby, (| D;)=bP ,andletc, =0 (We assume that before
the jth H,requests, there is no tup(ele,QIDi ,bj ,Cj) in the listL,).
* Fori # |, B responds as follows:
- If the ID, already appears on thein the tupIe(IDi,QIDi b ,q), then B responds with
H,(ID,) = Q.
- Otherwise, B generates a randaroin [1{0,1} so that Pr[coin = ZI] =n, for some 7 that
will be determined later. L&t = coin.
* B picks a randomb 0 Z,, computesQ, =hP.
* B adds the tupl(aIDi,QIDi b,c ) to the listL,, and responds @ with H, (ID;) =Q,; .

H, requests: At any time, Acan ask a polynomially bounded numbeMofrequests of his
choice. To respond these queries, B maintainsisé,lof tuples(R,k ). The list is initially
empty. When A queries the oracld, of the requedtl,(R), B first searches a pdR, k) in
listL,. If such a pair is found, B answers lpy Otherwise he answefsby a random binary
Sequencek, [1{0,1}' such that no entif,k ) appears inL, (in order to avoid collisions dl )
and adds the pgiR,k ) toL,.

H,requests: At any time, Acan ask a polynomially bounded numbeMHgfrequests of his
choice. To respond these queries, B maintainsstle; lof tuples(m , R ,y, ). The list is initially
empty. WherA queries the oracl , of the requestl,(m,R ), B first searchefm ,R , Y, )in



list L. If such a pair is found, B answers Yy. Otherwise, he answefsby a random binary
sequence/, [1{0,1}' such that no entfm,,R , Y, )appears inL, (in order to avoid collisions
onH,) and adds the pgim ,R ,y, )toL,.

H,requests: At any time, Acan ask a polynomially bounded numbetgfrequests of his
choice. To respond these queries, B maintainsighk,lof tuples(c,,U,, X ). The list is initially
empty. When A queries the oratfg, of the requedt, (c,,U;), B searches a pdir,,U,,X )in
listL,. If such a pair is found, B answers Xy Otherwise he answefsby a random binary
sequencex [ Z; €R such that no entfg,,U;,x )appears i, (in order to avoid collisions
onH,) and adds the pdic;,U,, X )toL,.

Key Extraction requests. At any time, Acan ask a polynomially bounded number of key
extraction requests of his choice. Whehasks a queriKeygen(ID,), B first finds the
corresponding tupidD,,Q, ,b,¢ )in L, (From the assumption we know that there must bk suc
a tuple in,). If ¢ =0, B fails and stops. OtherwisecCjf=1, B computes the secret key
Dip, =0 Ry, =¢[@Q,, , and then B returrB,; to A.

Signcryption requests: At any time, Acan perform a signcryption request for a plainiaxt
a user group) and a designated receiver with identify. B randomaly chooses a uskk, in
the groupJ whose identity i$D,and notD, (in this case, B can computdg’s secret key
ID, =b, [F,,, where b,is in the corresponding tup{éD,,Q,; ,b,,C,)in the listl;). Then
B usedJ ,’s secret key and rurSgncryption(U, 1D, m)to signcrypt the message on the behalf
of the groupJ . At last, B returns the result ciphertéxto A.

Unsigncryption requests. At any time, Acan perform an unsigncryption request for a
ciphertext 0 = (R,,c;,C,,U",{U,}, V} between the grodg and receiver whose identity IiD .

In other case while the receiver’s identity is Ha} , For i 0 {12...n}, B checks whether:
&(Par 2, Ui [, ) =&(PV), h =H,(c,JU))
if so, Compute k'=H,(R)=H(&R, D)), m =c¢, 0k ,m=c,O H3(m*||RO) and

acceptsm' as an valid message. Otherwise, Bob rejects theedigxt. If ID = ID;, B always

notifies Athat the ciphertext is invalid (because B doesknotv the secret key of the user whose

identity isID; ). If this ciphertex is a valid one, the probability thAtwill find is no more

than ok -

Challenge: After a polynomially bounded number of querieA.chooses two messages
m,,mOM , n users whose identities 4id,, ID,, (D} to form a users skt and another
user whose identity D .If ID # ID]., B fails and stops.Vi[{l, 2,0}, ifc =1in the



corresponding tuplD,,Q, ,1,¢ )inL,, B also fails and stops. If sudd and the receiver are
admissible, B choosed[1,{0,1} et R,=aP,R =h, k=H,(h), randomly chooses
m Oz M ,computesc, =m Ok, ¢, =m, 0 H,(m ||aP); randomly choosedJ; Oy G, ,
computes h = H,(c, ||Ui) ,0i0{12..3\{S}; and randomly chooses' I, Z;, computes
Ug=r"[Qp, —Z{Ui +h [Qp} , hs= H,(c,|Us) . V=(hg+r') (B, -Define the
ciphertext of meggagno as:

9=(aP,c,c, UL {U} V}
and sends8 to Bob.
then B signcrypts the message as described in the signcryption request and séhels
ciphertextd to A.

A asks again a polynomially bounded number of retpgist like in the first stage. This time,
he cannot know the secret key of any user in thepy norIDj and he cannot ask the plaintext
corresponding to the ciphertekt At the end of the simulation, he produces albifor which he
believes the relatiod = Signerypt(U, ID;,m. ) holds and sends to B . At this moment, if
b =D, B then answers 1 as a result because his seldtidiowed him to produce a ciphertext
C that appeared to A as a valid signcrypted textmf. If b b, B then answers 0. The

analysis of B’s probability of success is as fokow

The probability that B does not fail during the lesgtraction requests/g* , during the challenge

_p\n
process , the probability that B does not fail(l]s /7% , the probability that B does not fail is
Hl

% (1=pn\"
el /7% , the value of probability get its maximum at thenp/;y =1— , Which is
Hl

n
(Ge +1)

(%H )(%)qu , adding the false answers during the Unsigncrygimcess. We first let

Pr= P[b:b*‘J:S'gncrypt(U 1D, ,rno)]:%+g
FB = P[b* :I|hDR62] =%’I =011
Pabyr i, [1 — B(@P,bP.cP)] =P, ¢ [1 — B(aP,bP,cP.e(P,PY™)]

_ q/
> |F;'_PO| :‘g 2k :g_%k
|}n+qE qu @MQE

=2 qu ("% qu
Theorem 2. In the random oracle model (the hash functionsnaodeled asandom oracles), if

Adv(B) =

there is an algorithm A that can win the EF-IDRSRH& game with non-negligible probability

by making a valid ring signcryption of grogze n, in polynomial time with probabilig/when



running in a time t and asking at mqg}identity hashing requests, at mosL,, H, Requests,
Oy, H, requests, Oy, H, requests, at mosj. Key extraction requestsgg Signcryption
requests and, Unsigncryption requests. Then there existshallengefC that can solve the

computional Diffle-Hellman proble|6CDHP) with an advantage

— 7] n
£ 2 %CqH W mE)

Proof of the Theorem 2: Suppose the challengdC receives a random instar(d®, aP,bP) of
theCDHP and has to compute the valueabP, Cwill run Aas a subroutine and act a&'s
challenger in the EUF-IDRS-CMIA game. During therga A will consult C for answers to the
random oraclebl;,H,, H,, H, respectively Roughly speaking, these answers are randomly
generated, but to maintain the consistency anddaaollision, C keeps four lists to store the
answers usedMe assume that any Signcryption or Designcryptaguest between a groug
and an identityD happens aftef asked the hashird, of thisID and the identities in the group
U . Any key extraction query on the identity is afgeceded by a hash query on the same identity.
We also assume thafAnever makes a Designcryption query on a ciphexbkiined from the
signcryption oracle. He only makes Designcryptioerigs for observed ciphertext givesAthe
system parameters with?,,, = bP, the valudis unknown tdC .

H,requestssWe embed part of the challenglin the answer of marlyl, queries. When
Aasks queries on the hash value of idetfly C picksY; L, Z; and repeats the process uMtil
is not in the list,.Cthen flips a coitV [1{0,1} that yields O with probabilitgand 1 with
probability 1—77 (7 will be determined later.). IW =Othen the hash valud,(ID)is defined
asY,P; else if W =1 then return$,(ID) =Y, (aP) . In either casé; storeqID,Y,,W)in the
listL, .

H,requests: At any time, Acan ask a polynomially bounded numbeHofrequests of his
choice. To respond these queridsmaintains the lisk, of tuples(R,k ). The list is initially
empty. When A queries the oratfg of the requedtl,(R ), Cfirst searches a pdiR,k) in
listL,. If such a pair is found, B answers ly Otherwise he answeré\by a random binary
Sequencek, [1{0,1}' such that no entff,k ) appears it., (in order to avoid collisions dr,)
and adds the pdiR ,k )toL,.

H,requests: At any time, Acan ask a polynomially bounded numbetgfrequests of his
choice. To respond these querigS,maintains the lisk, of tuples(m,R ,y,). The list is
initially empty. When A queries the oradtg,of the reques]t-lg(nf(,RA), Cfirst searches a
pair(m,, R, Y, )in listL,. If such a pair is foundC answers by, . Otherwise, he answeré\
by a random binary sequeny,e(1{0,1}' such that no ent§m , R ,y, )appears it (in order to



avoid collisions o) and adds the pgim,R ,y, )inL,.

H,requests: At any time, Acan ask a polynomially bounded numbeMHgfrequests of his
choice. To respond these querids maintains the list, of tuples(c,,U,, X ). The list is initially
empty. WherA queries the oracld , of the requedi, (c,,U;), Csearches a pdic,,U;,X )in
listL,. If such a pair is found, B answers ¥y Otherwise he answerdby a random binary
sequencex [ Z; €R such that no entfg,,U;,x )appears i, (in order to avoid collisions
onH,) and adds the pdic,,U,, X )inL,.

Key Extraction requests. At any time, Acan ask a polynomially bounded number of key
extraction requests of his choice. Whehasks a queriKeygen(ID,), Cfirst finds the
corresponding tupldD,Y, ,W)in L, (From the assumption we know that there must bé& suc
tuple inL;). If W =1, B fails and stops. Otherwise W =0, Ccomputes the secret key
Y, (bP), thenC returnsy, (bP)to A.

Signeryption requests: Achooses a group of n users’ identities{1D,, 1D, D}
where 1<i<n, another user whose identity [ and any messagenl]; M . On input of
(U,ID,m), Coutputs an ID-based ring signcryptidrsend it to the receiver, Bob, Whose
identity is |Dg as follows.
1.Randomly choosesr [y Z,, m Oz M and computesR, =rP, R =&(r Pews Qip, ) »
k=H,(R), ¢,=m Ok, ¢,=mOH,(mR,);

2. Chooses an ind&, {1, 2, (I} ;
3.Randomly choosds, [0, G, and computeh = H,(c, ||Ui), Oi0{12.3\{S};
4. Chooseshg O, Z; andr' Oy Z; and computed g =r'P - hsQip, —Z‘#S{Ui +hQp} ;
5. Stores the relationshify (c,,U;, X ) =hg to the listL, and compute¥ =r'(bP), repeats the
Step 4 in case collision occurs;
6. the ciphertext of messageas:
9 =(Ry,C.,C.Ui{U 3V}
and senddto A.

Unsigncryption requests. At any time, Acan perform an unsigncryption request for a

ciphertexd = (R,,¢;,C,,U_{U.}, V} between the grodg and receiver whose identity IiD .

In other case where the receiver’s identity isIB)Jt, For i 0{12..n}, B checks whether:
h=H,(C,[U) &R 2L, U +h Rp,)) =&(P.V)
if so, Computesk'=H,(R)=H (&R, D)), m =c, Ok, m =c,0H,(m|R,) and
accepts m' as an valid message. Otherwise, Bob rejects theedigxt.If ID = ID; , B always

notifies Athat the ciphertext is invalid (because B doeskmmw the secret key of the user



whose identity i4D, ). If this ciphertext is a valid one, the probability thAtwill find is no

more than .
2k

Aasks again a polynomially bounded number of regujst like in the first stage. This
time, he cannot know the secret key of any use¢héngroup) norIDj and he can not ask the
plaintext corresponding to the ciphertext.

Finally, Aoutputs a forgediphertexd = (R,,c,,C,,U{U.}, V} that is signcrypted by a
certain member in the grodg ={ID, ID,, (D} where Qp = H,(ID) =Y, (aP) , v

i 0{1, 2,MN}, i.e. Ahas not requested for any one of the private kéysembers in the group.
Solving CDHP: It follows from the forking lemma fgeneric ring signature schent& that if

An
& 2 7C”A<, andAcan give a valid forged signature within tifjgin the above interaction,

then we can construct another algoritAhthat outputs within tim&T, two signed messages with

2
at Ieasfi%(scqH probability. For the resemble construction we cah the same result in our
n

scheme, Suppo$e= H4(CZ||Ui)andh' = H4(Cz||Ui)for all i0{12..n}, we havéy = hfor

all i0{1,2,00n}I\{$ . GivenA'derived from A, we can solve the CDHP by computing

abP =Y, " (hy —h))™(V -V') , whereY,can be found by looking fdDgin the listL, .

Probability of success. Now we determine the value/pf The probability tha€ does not fail in
all theqg private key extraction queries/j§, and the probabiliighatAforged a signature
thatC does not know all the corresponding private keymlired in the signcrypt ciphertext
is(1-77)" . So the combined probability A8 (1-77)". the value off that maximize this
robability isJE the maximized probabilit @-_ n )qE+n( )n For
p y e +n’ p y ge +n .
enough larg€l :

Qe *N

S/ e N oo el po My
R e AP A o =~
n n

1 n

The probability fofC not to fail in all the signcryption queries(]shy)qU [ @ )", if the
€ E
attackerA can succeed with the probabiliy the probability for C to succeed is

Ll
[@ 2k) E(GEHE

6.2
>
66C "
n

)n

&



6. conclusion

We present a new identity-based ring signcrypticheme, which only takes four pairing
operations for any group size while the number arfrg computations of all existing ID-based
ring signcryption from bilinear pairing grows limgawith the group size, the reason why our
scheme can use four paring computations for anypgsize is that the scheme does not take the
method of choosing random numbers and applying tttethe paring computations to get a part
of ciphertext in the signcryption procedure; weoaistice that if we use the character of bilinear
paring to verify the validity of the ciphertexthet number is the least. The scheme is proven to be
indistinguishable against adaptive chosen cipherteg attacks (IND-IDRSC-CCAZ2) and secure

against an existential forgery for adaptive chasessages attacks (EF-IDRSC-ACMA).
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