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Abstrat

Con�dentiality and authentiity are two of the most fundamen-

tal problems in ryptography. Many appliations require both on-

�dentiality and authentiity, and hene an e�ient way to get both

together was very desirable. In 1997, Zheng proposed the notion of

�signryption�, a single primitive whih provides both on�dentiality

and authentiity in a way that's more e�ient than signing and en-

rypting separately. Proxy re-enryption is a primitive that allows

a semi-trusted entity alled the �proxy� to onvert iphertexts ad-

dressed to a �delegator� to those that an be derypted by a �delega-

tee�, by using some speial information given by the delegator, alled

the �rekey�. In this work, we propose the notion of signryption with

proxy re-enryption (SCPRE), and motivate the same. We de�ne se-

urity models for SCPRE, and also propose a onrete unidiretional,

non-interative identity-based SCPRE onstrution. We also provide

omplete proofs of seurity for the sheme in the seurity models de-

�ned. We �nally provide diretions for further researh in this area.

1 Introdution

Cryptography has found various appliations in email, e-ommere, seure

web protools, et. Most of these appliations demand both on�dential-

ity and authentiity to be provided. So an e�ient way of providing both

together was desired. It was ahieved in 1997, when Zheng[4℄ proposed a

primitive alled signryption, whih provides on�dentiality and authentiity

in a way that's more e�ient than ombining any enryption and signature

shemes. Later several signryption shemes have been published. The �rst
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identity-based signryption sheme was by Malone-Lee[5℄ in 2002. Later in

2003, Boyen[6℄ proposed the �rst provably seure id-based sheme. In 2005, a

more e�ient sheme was provided by Chen and Malone-Lee[7℄. There have

also been other signryption shemes, and some are variants of signryption,

like those in [8℄.

Proxy re-enryption is a onept introdued by Blaze et al[9℄ in 1998, that

allows a semi-trusted entity alled the �proxy� to onvert iphertexts ad-

dressed to an entity B alled the �delegator�, to another entity C alled the

�delegatee�, while maintaining that the proxy annot learn anything about

the underlying plaintext, and C annot learn anything about the underly-

ing plaintext without o-operation from the proxy. B does this delegation

by providing a speial piee of information, alled the �rekey�, to the proxy.

Proxy re-enryption has found various appliations like seure email for-

warding, et. But the sheme by Blaze et al[9℄ was inherently bidiretional

� allowed only two-way delegations. Also ollusion between proxy and the

delegator or delegatee ompromised the other entity's seret key. These prob-

lems were �rst fully addressed by Ateniese et al [11℄. Later, several proxy

re-enryption shemes were proposed, inluding the �rst CCA-seure sheme

by Canetti et al [12℄, the �rst identity-based sheme by Matsuo [13℄, and the

�rst CCA-seure id-based sheme by Green and Ateniese [14℄, and the �rst

RCCA-seure and ollusion resistant sheme seure in the standard model

by Libert and Vergnaud [16℄.

1.1 Signryption with Proxy Re-enryption (SCPRE)

We introdue the notion of signryption with proxy re-enryption (SCPRE).

Thus an SCPRE sheme provides on�dentiality, authentiity, and proxy re-

enryption apabilities in a very e�ient way. Suh a primitive an have

several appliations, inluding:

• Authenti email forwarding: Email is an ideal andidate for applying

signryption. A natural appliation of SCPRE here is to allow sign-

rypted messages (emails) to be redireted to a delegated person when

the atual reeiver is unavailable.

• Seure and authenti distributed storage: One of the well-known ap-

pliations of proxy re-enryption[11℄ an be extended using SCPRE,

when the authentiity of the ontent stored is desirable.
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1.2 Contributions of this work

Our ontributions presented in this work, an be summarized as:

• Introdution of the notion of signryption with proxy re-enryption

(SCPRE)

• De�nition of seurity models for the on�dentiality and non-repudiation

of SCPRE, whih are slightly weaker than a natural adaptation of

the hosen iphertext attak (CCA2) and the hosen message attak

(CMA) models, respetively.

• A onrete onstrution of an e�ient unidiretional, non-interative,

identity-based SCPRE are provided. The sheme is non-transitive and

key optimal.

• The on�dentiality and non-repudiation of the sheme are formally

proved, in the seurity models de�ned.

2 The Sheme

2.1 De�nition of SCPRE

An SCPRE sheme onsists of the following algorithms:

1. Setup: The algorithm aepts a seurity parameter l, and outputs a

master seret key s.

2. Extrat: The algorithm aepts an identity IDu and outputs the seret

key Su

3. Extrat-rekey: It aepts two ID1 and ID2 and outputs the rekey from

ID1 to ID2.

4. Signrypt: It aepts message m, and two identities ID1 and ID2 and

outputs the signryption on m from ID1 to ID2.

5. De-signrypt: It aepts a signryption φ and an identity IDr and

outputs the de-signryption of φ by IDr.

6. Re-enrypt: It aepts a signryption φ, and an identity IDd and out-

puts the re-enrypted (seond level) signryption φ′
of φ to IDd.
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7. De-re-enrypt: It aepts a seond-level signryption φ′
and IDd and

outputs the de-signryption of φ′
by IDd.

2.2 The Sheme

Our SCPRE sheme is derived from the identity-based signryption sheme

proposed by Chen et al[7℄. Our sheme is presented below.

Setup

Let l be the seurity parameter of the system. Let G1 and G2 be two

prime ordered groups of order q = Θ(2l), where G1 is represented addi-

tively, and G2 is represented multipliatively. Let P be a generator of G1.

Let e : G1 × G1 → G2 be a bilinear pairing. We assume that the BCDH

assumption holds in < e, G1, G2 >.

We use four hash funtions H0,H1,H2, and H3 in our sheme, where

H0 : {0, 1}∗ → G1,

H1 : G1 × {0, 1}n → Z
∗
q ,

H2 : G2 → {0, 1}n+t

H3 : G1 × {0, 1}∗ → G1.

Here n is the number of bits in the message, and t is the number of bits

used to represent an element in G1.

The private key generator (PKG) hooses the master seret key s ∈R Z
∗
q

and sets the master publi key Ppub = sP .

The publi parameters published are param =< e, G1, G2, n, q, P, Ppub,H0,H1,H2 >

Eah user u has his identity IDu as his publi key. He gets two seret keys

Su and Su||delegatee by providing IDu and IDu||�delegatee� to the following

Extrat algorithm, respetively.

Extract(IDu)
The PKG omputes the seret key as Su = s · H0(IDu), where H0(IDu) is
generally denoted as Qu

Signcrypt(m,SA, IDB)

To enrypt a message m to B, user A does the following steps.
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1. Choose r ∈R Z
∗
q

2. Compute X = rQA and h = H1(X||m)

3. Compute the signature Z = (r + h)SA

4. Choose k ∈R G2

5. Compute w = e(SA, QB)r and set λ = w · k

6. y = H2(k) ⊕ (m||Z)

7. The signryption is φ =< X, y, λ, IDA >.

De-signcrypt(φ =< X, y, λ, IDA >,SB )

The reeiver B, upon reeiving the signryption φ, does the following.

1. w = e(X,SB)

2. Compute k = λ · w−1

3. Reover m||Z = y ⊕ H2(k)

4. h1 = H1(X||m)

5. If e(Z,P ) = e(Ppub,X + h1QA) then < m, (X,Z), IDA > is output as

the message and signature. Otherwise, ⊥ is output.

Rekey-Extract(SB , IDC)

B sends rkB→C =< −SB + H3(e(SB , QC||delegatee)) > to proxy.

Re-encrypt( φ =< X, y, λ, IDA >, rkB→C , IDB , IDC > )

Proxy omputes re-enrypted signryption φ′ =< X, y, λ·e(X, rkB→C ), IDA, IDB >
and sends φ′

to C.
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De-re-encrypt(φ′ =< X, y, λ′, IDA, IDB >,SC||delegatee)

On reeipt of a level 2 signryption, C derypts using the following algorithm:

1. w = e(X,H3(e(QB , SC||delegatee)))

2. Compute k = λ′ · w−1

3. Reover m||Z = y ⊕ H2(k)

4. h1 = H1(X||m)

5. If e(Z,P ) = e(Ppub,X + h1QA) then output < m, (X,Z), IDA >; else

output ⊥.

2.3 Corretness

We now show the orretness of our sheme. Let < X, y, λ′, IDA, IDB > be

a seond-level signryption addressed to C.

y ⊕ H2(λ
′ · e(X,H3(e(QB , SC||delegatee)))

−1) = y ⊕ H2(k · e(X,H3(e(SB , QC||delegatee))) ·

e(X,H3(e(SB , QC||delegatee)))
−1)

= y ⊕ H2(k)

= m||Z

This shows that the signature < m, (X,Z), IDA > is reovered orretly,

whih implies the orretness of the sheme (due to orretness of the un-

derlying signature [3℄).

3 Seurity Models

We de�ne the seurity models for on�dentiality and non-repudiation. It

an be seen that for most appliations unforgeability of signryptions is not

neessary and non-repudiation would su�e.

6



3.1 Con�dentiality

The seurity model we de�ne is slightly weaker than the natural adaptation

of the adaptive hosen iphertext attak model, alled the IND-SCPRE-

CCA2. It is a given-ID attak model.

At the start of the game, the adversary is given a hallenge identity IDB∗
,

whih is the identity of the user whose on�dentiality the adversary is hal-

lenged to break.

Phase 1:

In this phase, the adversary is given aess to the following orales:

• Random orales H0, H1, H2, H3

• Extrat (ID): returns the seret key of the identity ID

• Extrat-rekey (ID1, ID2): returns the rekey from ID1 to ID2

• Signrypt(m,ID1,ID2) : returns a signryption φ, on message m from

ID1 to ID2

• De-signrypt (φ, ID2): if φ is a valid (�rst level) signryption addressed

to identity ID2, it returns the orresponding message and signature

< m, (X,Z), ID1 >; else it returns ⊥, indiating rejetion.

• Re-enrypt(φ, ID1,ID2): returns the signryption φ′
, whih is the re-

enryption of the signryption φ from ID1 to ID2

• De-re-enrypt(φ′, ID2): if φ′
is a valid seond level signryption ad-

dressed to ID2, it returns the orresponding message and signature<
m, (X,Z), ID1 >; else it returns ⊥, indiating rejetion.

The adversary an aess the above orales with the following restritions:

• It is not allowed to query Extrat(IDB∗ )

• It is not allowed to query both Extrat-rekey(IDB∗ , ID3) and Extrat(ID3

||"delegatee"), for any ID3

• It is not allowed to query both Re-enrypt(φ′, IDB∗ , ID3) and Extrat(ID3

||"delegatee"), for any φ′
, ID3
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Challenge Phase

At the end of phase 1, the adversary gives two messages m0 and m1 and

a sender identity IDA to the hallenger. The hallenger now hooses a

random bit b ∈R {0, 1} and outputs the hallenge signryption as φ∗
=

Signcrypt(mb, SA, IDB∗).

Phase 2:

As in phase 1, the adversary an make polynomial number of queries to

the orales with the following additional restritions:

• It is not allowed to query De-signrypt(φ∗, IDB∗)

• It is not allowed to query De-re-enrypt(Re-enrypt(φ∗ , IDB∗ , ID3), ID3)
for any ID3

• It is not allowed to query rkB∗→C = Extrat-rekey (IDB∗ , IDC) and
De-re-enrypt(φ∗′ , IDC), where φ∗′ = Re − encrypt(φ∗, rkB∗→C , IDB∗ , IDC).

Finally, the adversary outputs its guess b′. The adversary wins the game i�

b = b′. We say that the system is IND-SCPRE-CCA2 seure if Pr[b = b′] ≥
1

2
+ ǫ where ǫ is negligible in the seurity parameter l. The value ǫ is alled

the advantage of the adversary. So, the system is IND-SCPRE-CCA2 seure

if any PPT adversary has only negligible advantage in this game.

3.2 Non-repudiation

The seurity model we de�ne is slightly weaker than the natural adaptation of

the adaptive hosen message attak model (CMA), alled the EUF-SCPRE-

CMA. It is a given-ID attak model.

At the start of the game, the adversary is given a hallenge identity IDA∗.

The adversary an query the orales spei�ed in the on�dentiality game

polynomial number of times with the following restritions:

• It is not allowed to query Extrat(IDA∗)

• It annot query both Extrat-rekey (IDA∗ , ID3) and Extrat(ID3||"delegatee"),
for any ID3.
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• It annot query both Re-enrypt(φ′, IDA∗ , ID3) and Extrat(ID3||"delegatee")
for any φ′, ID3

Finally, the adversary produes a signature < m, (X,Z), IDA∗ > suh that

Signrypt(m, IDA∗ , ID3) was never queried, for any ID3. It sueeds if the

signature is valid. So, the system is EUF-SCPRE-CMA seure if the proba-

bility that any PPT adversary sueeds in the above game is negligible.

4 Seurity Results

The following are the seurity results for our SCPRE sheme:

4.1 Con�dentiality

Theorem 1 If there exists a probabilisti polynomial time adversary that

wins in the IND-SCPRE-CCA2 game with advantage ǫ, then there exists a

probabilisti polynomial time mahine that solves the BCDH problem with

probability

≥ ǫ ·
1

q2

(

1 −

(

qs

(

qs + q1

q

)

+
3
∑

i=1

αi(l)

))

where q1, q2 and qs are the number of queries made by the adversary to H1,

H2 and Signrypt orales, respetively, and αi(l) are negligible, for all i.

4.2 Non-repudiation

Theorem 2 If there exists a probabilisti polynomial time adversary that

wins in the EUF-SCPRE-CMA game with probability ǫ, then there exists

a probabilisti polynomial time mahine that breaks Chen et al's sheme's

non-repudiation with probability

≥ ǫ ·

(

1 −

(

qs

(

qs + q1

q

)

+ β1(l) +

3
∑

i=2

αi(l)

))

where q1, q2 and qs are the number of queries made by the adversary to H1,

H2 and Signrypt orales, respetively, and β1(l) and αi(l) are negligible, for
all i.

9



5 Proof of Con�dentiality (IND-SCPRE-CCA2)

5.1 Seurity as a signryption sheme

We now show a PPT algorithm (simulator) that simulates an environment

indistinguishable from the real world (as in the model) to an adversary whih

has any non-negligible advantage in winning the IND-CCA2 game (spei�ed

in [7℄) of signryption sheme, an solve a BCDH problem with non-negligible

probability.

5.1.1 Simulation

Setup

The simulator hooses a bilinear pairing e : G1×G1 → G2 where (G1,+) and
(G2, .) are groups of the same prime order q. We assume that the Bilinear

Computational Di�e Hellman (BCDH) assumption holds on < e, G1, G2 >.

Initially the simulator is given an instane of BCDH problem on (e, G1, G2),
(P, aP, bP, cP ) as the hallenge.

The simulator then sets up the publi parameters to the adversary as Param =<
e, G1, G2, q, P, Ppub = aP, n,H0,H1,H2 > where H0,H1,H2 are de�ned as

random orales. Here, n is the length of the message, in bits. It also hooses

an identity, IDB∗
, and presents it to the adversary as the hallenge identity.

Orale simulations

In all simulations, any list L is assumed to be empty at the start of the

simulation.

Initially the random orales H0, H1 and H2 are simulated as shown below.

H0(ID) orale:

If ID = IDB∗
then output bP .

Else, if there exists entry of the form < x, ID,Q, S > in the list L0, then

output Q. Else, hoose x ∈R Z
∗
q , set Q = xP and S = xPpub. Make an entry

< x, ID,Q, S > into L0 list, and output Q.
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H1(X||m) orale:
If an entry of the form < (X||m), h1 > exists in L1, then output h1. Else,

hoose h1 ∈R Z
∗
q , enter < (X||m), h1 > into L1, and output h1.

H2(k) orale:
If an entry of the form < k, h2 > already exists in L2, then output h2. Else,

hoose h2 ∈R {0, 1}n+t
, enter < k, h2 > into L2, and output h2.

The H0 orale query of ID sets the seret key of ID. The simulation of

the Extrat orale is given below.

Extrat(ID) orale:

If an entry of the form < x, ID,Q, S > exists in L0, then output S. Else

query H0(ID) to set the seret key of ID; now, feth the entry of the form

< x, ID,Q, S > from L0 list and output S

Signrypt(m, ID1, ID2) orale:

Case 1: ID1 6=IDB∗

1. S1 = Extrat(ID1)

2. Output Signcrypt(m,S1, ID2)

Case 2: ID1 = IDB∗

In steps 1 to 4, a signature on m from ID1 is reated, using the ontrol the

simulator has over the random orales. In steps 5 to 9, the normal enryption

routine is arried out as in the algorithm.

1. Choose r, h ∈R Z
∗
q .

2. QB∗ = H0(IDB∗)

3. Compute X = rP − hQB∗
, and set Z = rPpub.

4. Add the entry < (X||m), h > to the L1 list.

5. S2 =Extrat(ID2)

6. Compute w = e(X,S2)

7. Choose k ∈R G2, and enrypt it as λ = w.k
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8. Now enrypt the message as y = H2(k) ⊕ (m||Z)

9. Output (X, y, λ, IDB∗ ).

De-signrypt(φ = (X, y, λ, ID1), ID2) orale:

Case 1: ID2 6=IDB∗

1. S1 = Extrat(ID1)

2. Output De − signcrypt(φ, S2)

Case 2: ID2 = IDB∗

With very high probability, the adversary ould have omputed a valid sign-

ryption only by querying the appropriate k to the H2 orale. Thus, the

simulator does the following.

For eah entry < k, h2 > in L2 list do:

1. Compute (m||Z) = y ⊕ h2

2. Compute Q1 = H0(ID1), and h1 = H1(X||m)

3. Validate the sign by heking if e(Z,P ) = e(Ppub,X + h1Q1). If so,

proeed to the next step. If not, go to next entry in L2.

4. Validate the orretness of k by heking if λ = k · e(Z − h1S1, bP ). If
so, output < m, (X,Z), ID1 >as the message and signature. If not,

go to the next entry in L2.

5. If no message-signature was returned till this step, output ⊥.

5.1.2 Redution

In phase 1, the adversary queries the orales with the restritions spei�ed

in the seurity model.

At the end of phase 1, the adversary outputs two messages, m0,m1 and a

sender identity IDA. The simulator does the following: set X∗ = cP , hoose

y∗ ∈R {0, 1}n+t
and λ∗ ∈R G2, and �nally output < X∗, y∗, λ∗, IDA > as

the hallenge to the adversary.
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In phase 2, the adversary queries the orales, again with the restritions

spei�ed in the seurity model. At the end of phase 2, the adversary outputs

its guess b′ as mentioned in the game, whih the simulator disards.

In subsetion 5.1.3, we prove that its infeasible for any adversary to distin-

guish our orale simulations from the real world (the model) with any non-

negligible probability. Hene, any adversary that has advantage ǫ, should
do either of these: distinguish that the hallenge iphertext is invalid, or

attempt to win the game by omputing the bit, with ǫ probability.

It an be seen that the hallenger iphertext is valid as long as H2(k) where
k = λ∗/e(X∗, SB∗) is set properly. Also, y∗ an be a signryption of m0 or

m1 with equal probability, and so the adversary has to know the value of

H2(k) to get any information about mb. Thus, in either ase the adversary

has to query H2(k); but, then the simulator an solve the BCDH instane

with probability 1/q2, by hoosing a random element x from L2 list and

outputting λ∗/x, thereby showing a ontradition.

5.1.3 Analysis

We analyze the simulation of eah orale and show that the simulation is

indistinguishable from real world, for any adversary.

Random orales' and Extrat orale's indistinguishability

It an be easily seen that the random orales H0,H1,H2 and Extrat orale

are simulated as in the real world.

Signrypt orale's indistinguishability

The signrypt orale produes valid signryptions, exept in Step 4 of Case

2 when an entry < (X||m), h > already exists in the L1 list and therefore an

error happens. The probability that this bad event happens in any of the qs

signrypt queries is ≤ qs

(

qs+q1

q

)

, as X is a random element in G1.

De-signrypt orale's indistinguishability

It an be observed that the De-signrypt orale is simulated orretly in all

ases, exept for the ase when the adversary has produed a valid signryp-

tion without making the query H2(k), but the De-signrypt orale rejets it
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and returns ⊥.

But as H2 is a random orale, and beause only a negligible fration of

the signature spae has valid signatures, the probability that the adversary

an reate a valid signryption without querying H2(k) is negligible (in l).
Now, the probability that this bad event happens in at least one of the qd

de-signrypt queries that the adversary makes, is also negligible, say, α1(l).

Thus, the probability that the adversary does not distinguish any of the

orales' simulations from the real world is

≥ 1 −

(

qs

(

qs + q1

q

)

+ α1(l)

)

whih an be seen as 1 − ν(l), where ν(l) is negligible in l.

5.2 Proof: Part 1

We prove that the seurity of our system as a signryption sheme in the

IND-CCA2 model under given-ID attaks by probabilisti polynomial time

adversaries, is maintained even in the presene of Extrat-rekey and De-re-

enrypt orales. The seurity model is same as that of the IND-CCA2 model

(of ourse, here the adversary is given the Extrat-rekey and De-re-enrypt

orales also), exept that in Phase 1 there is one additional restrition:

• It annot query both Extrat-rekey (IDB∗ , ID3) and Extrat(ID3||"delegatee"),
for any ID3

and in Phase 2 there are two additional restritions:

• It annot query both Extrat-rekey (IDB∗ , ID3) and Extrat(ID3||"delegatee"),
for any ID3

• It annot query rkB∗→C = Extrat-rekey (IDB∗ , IDC) and De-re-en-

rypt(φ∗′ , IDC), where φ∗′ = Re − encrypt(φ∗, rkB∗→C , IDB∗ , IDC), for
any IDC
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5.2.1 Simulation and Redution

The simulator interats with the IND-CCA2 hallenger of the signryption

sheme. We denote eah orale O provided by the hallenger as O′
.

Setup

The simulator is given the publi parameters, Param =< e, G1, G2, q, P,
Ppub, n, H ′

0,H
′
1,H

′
2 > where H ′

0,H
′
1,H

′
2 are de�ned as random orales, by

the hallenger. Here, n is the length of the message, and e : G1 × G1 → G2

where G1 and G2 are groups of same prime order q, is a bilinear pairing,

where the BCDH assumption holds. The simulator also gets an identity,

IDB∗
, as its hallenge identity.

The simulator now sets up the publi parameters for the adversary as Param =<
e, G1, G2, q, P,Ppub, n,H0,H1,H2,H3 >, where H3 is a random orale, and

also gives the same IDB∗
as its hallenge identity.

Orale Simulations

Queries to the H0(ID), H1(X||m), H2(k), Extrat(ID), Signrypt(m, ID1, ID2),

and De-signrypt(φ, ID2) orales are forwarded to the orresponding hal-

lenger's orales, and the responses from the hallenger are forwarded bak

to the adversary.

H3(j) orale:
If an entry of the form < j, h3 > already exists in L3, then output h3. Else,

hoose h3 ∈R G1, enter < j, h3 > into L3 and output h3.

Extrat-rekey (ID1, ID2)

Case 1: ID1 = IDB∗

• If there exists an entry of the form < ID1, ID2, R > in the Lr list,

then return R,

• Else hoose R ∈R G1, make an entry < ID1, ID2, R > to the Lr list,

and return R

Case 2: ID1 6= IDB∗

• If there exists an entry of the form < ID1, ID2, R > in the Lr list then

return R
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• Else ompute S1= Extrat(ID1) and h = H3(e(S1,Q2||delegatee)); then
enter < ID1, ID2,−S1 + h > in the Lr list and return (−S1 + h).

De-re-enrypt(φ′ =< X, y, λ′, ID1, ID2 >, ID3) orale:

Case 1: ID2 6= IDB∗

1. S3||delegatee= Extrat(ID3||”delegatee”)

2. Return De − re − encrypt(φ′, S3||delegatee)

Case 2: ID2 = IDB∗

1. If there exists an entry < IDB∗ , ID3, R > from Lr list

(a) Compute λ = λ′.e(X,−R)

(b) If De-signrypt(φ =< X, y, λ, ID1 >, IDB∗
) returns a valid <

m, (X,Z), ID1 > then forward this to the adversary

2. S3||delegatee= Extrat(ID3||”delegatee”)

3. Return De − re − encrypt(φ′, S3||delegatee)

Redution

In phase 1, the adversary an query the above orales any polynomial number

of times, but with the restritions spei�ed in the seurity model.

At the end of phase 1, adversary outputs two messages, m0,m1 and a sender

identity IDA. The simulator forwards this to the hallenger and gets the

hallenge iphertext φ∗
addressed to IDB∗

. It then forwards this to adversary

as its hallenge iphertext.

In phase 2, the adversary an query the orales any polynomial number of

times, again with the restritions spei�ed in the seurity model.

Finally, at the end of phase 2, the adversary outputs its guess b′ as mentioned
in the game, whih is sent as the simulator's guess to the hallenger.
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5.2.2 Analysis

We show that the simulated world is indistinguishable from the real world,

for any adversary.

It an be seen that all the orales and the hallenge, exept the H3, Extrat-

rekey and De-re-enrypt orales are simulated by forwarding to the IND-

CCA2 hallenger of setion 5.1, and hene are indistinguishable from the

real world, by the IND-CCA2 proof. It an also be seen that the random

orale H3 is simulated as in the real world.

De-re-enrypt orale's indistinguishability

We now show that the de-re-enrypt orale simulation is indistinguishable

from the real world orale.

When ID2 6= IDB∗
, it behaves as in the real world. When ID2 = IDB∗

,

if the seond level signryption was reated using the random rekey, sim-

ulator will derypt it properly. If the adversary has not queried the rekey

and produed a valid seond level signryption, then step 2 will derypt it

properly. If the adversary has queried the rekey and produed a valid seond

level signryption, then with very high probability the �rst step will fail, and

the seond step will derypt it properly. It an also be seen that any other

signryption will be handled in the same way as the real world de-re-enrypt

orale. Hene, the de-re-enryption orale is simulated as in the real world,

exept for a negligible probability α2(l).

Extrat-rekey indistinguishability

We show that the extrat-rekey orale is indistinguishable from the real

world orale, by simulating an environment that is indistinguishable to the

environment simulated in our simulation, and then showing that the extrat-

rekey orale is indistinguishable in this new simulation. In our simulation we

assume that the adversary distinguishes that the rekey from, IDB∗
to say,

IDC , is invalid. Note that this proof will hold for any IDC .

Setup

The simulator hooses a bilinear pairing e : G1 × G1 → G2 where G1 and

G2 are groups of same prime order q. We make the Bilinear Computational

Di�e Hellman (BCDH) assumption in < e, G1, G2 > .
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Initially the simulator is given (P, aP, bP, cP ). As before, it sets up the pub-

li parameters, Param =< e, G1, G2, q, P, Ppub = aP, n,H0,H1,H2,H3 >
where H0,H1,H2 and H3 are de�ned as random orales, and n is the length

of the messages.

Orale simulations

H0(ID) orale:

If ID = IDB then output bP

If ID = IDC ||"delegatee" then output cP

Else, if there is entry of the form < x, ID,Q, S > in the L0, output Q.

Else hoose an x ∈R Z
∗
q , set Q = xP and S = xPpub. Make an entry

< x, ID,Q, S > into L0 list, and output Q.

The H1(X||m),H2(k), Extrat(ID), Signrypt(m, ID1, ID2), and De-signrypt(φ,ID2)

orales are simulated in the same way as in the CCA2 proof of our signryp-

tion sheme.

The H3(j), and Extrat-rekey(ID1,ID2) orales are simulated as in part

1 of proof.

De-re-enrypt(φ′ =< X, y, λ′, ID1, ID2 >, ID3) orale:

Case 1: ID2 6= IDB∗

1. S3||delegatee= Extrat(ID3||”delegatee”)

2. Return De − re − encrypt(φ′, S3||delegatee)

Case 2: ID2 = IDB∗

1. If there exists an entry < IDB∗ , ID3, R > in the Lr list

(a) Compute λ = λ′.e(X,−R)

(b) If De-signrypt(φ =< X, y, λ, ID1 >, IDB∗
) returns a valid sig-

nature < m, (X,Z), ID1 > then forward this to the adversary.

Else goto step 2.

2. If ID3 6= IDC
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(a) S3||delegatee= Extrat(ID3||”delegatee”)

(b) Return De − re − encrypt(φ′, S3||delegatee)

The above orale's simulation is as in the simulation of part 1 proof exept for

the ase when the adversary reates a valid level 2 signryption to IDC with

IDB∗
as delegator. For the adversary to be able to reate suh a signryption,

it should have queried H3(e(SB∗ , QC||delegatee)). Then, the simulator an

solve BCDH with probability 1/q3 by hoosing a random entry from the L3

list, and giving it as the solution.

In phase 1, the adversary an query the above orales (a polynomial number

of times) with the restritions spei�ed in the seurity model. At the end of

phase 1, the adversary outputs two messages, m0,m1 and a sender identity

IDA. The simulator hooses x ∈R Z
∗
q , X∗ = xP , y∗ ∈R {0, 1}n+t

and

λ∗ ∈R G2, and outputs < X∗, y∗, λ∗, IDA >.

Analysis

Now, we show that this simulation is indistinguishable from the simulation

in part 1 proof. It an be easily seen that all the orales are simulated as in

the original simulation. Now, it an also be easily seen that the hallenge is

as in the part 1 proof's simulation, sine the hallenge is formed in exatly

the same way as in the part 1 proof's simulation.

Hene, this simulation is indistinguishable from the simulation of part 1

proof.

Redution

It an be seen from that when the adversary queries the rekey from IDB∗
to

IDC the simulator responds with a random R ∈R G1.This R an be written

as R = −SB∗ + T .

We say that the adversary has distinguished the Extrat-rekey orale if

it has distinguished that at least one of the rekeys is invalid. First note

that as long as H3(e(SB∗ , QC||delegatee)) = T , the rekey is valid. So, what

H3(e(SB∗ , QC||delegatee)) is set to, determines whether a rekey is valid or

not. Thus, if the adversary determines that one of the rekeys (of ourse,

from B∗
, say, to C) is invalid, it ould not have done it without ensur-

ing that H3(e(SB∗ , QC||delegatee)) is inorretly set. Also, we an see that

H3(e(SB∗ , QC||delegatee)) is random and independent for a rekey from IDB∗

to IDC . Thus, distinguishing the Extrat-rekey orale ould have been done
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in only by querying H3(e(SB∗ , QC||delegatee)) and simulator returns a value

τ 6= T . The adversary now heks if e(τ − R,P ) = e(QB∗ , Ppub), whih will

not be true, and hene determine that the rekey is invalid. But in that ase,

the simulator an solve BCDH with 1/q3 probability by hoosing a random

entry in the L3 list. The probability with whih this an happen, beause of

the BCDH assumption, is also negligible in l.

Thus, the rekey orale is distinguishable with probability at most α3(l),
where α3(l) is negligible in l.

Thus, the probability that the adversary does not distinguish the simula-

tion from the real world is

≥ 1 −

(

qs

(

qs + q1

q

)

+
3
∑

i=1

αi(l)

)

whih an be written as 1 − ν ′(l), where ν ′(l)is negligible in l.

5.3 Proof: Part 2

Now we prove the omplete IND-SCPRE-CCA2 seurity of our system.

5.3.1 Simulation and Redution

Setup

The simulator interats with the hallenger of the part 1 game. It is given

the publi parameters, Param =< e, G1, G2, q, P, Ppub, n,H ′
0,H

′
1,H

′
2,H

′
3 >

where H ′
0,H

′
1,H

′
2,H

′
3 are de�ned as random orales and n is the length of

the message. Here, e : G1 × G1 → G2 where G1 and G2 are groups of same

prime order q, is a bilinear pairing, where the BCDH assumption holds. The

simulator also gets an identity, IDB∗
, as its hallenge identity.

The simulator now sets up the publi parameters for the adversary as Param =<
e, G1, G2, q, P, Ppub, n,H0,H1,H2,H3 >, and also gives the same IDB∗

as its

hallenge identity.

Orale Simulations
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Queries to all orales exept the Re-enrypt, are forwarded to the hallenger's

orresponding orales, and the responses are forwarded bak to the adversary.

Re-enryption(φ, ID2, ID3) orale:

Return Re − encrypt(φ, Extrat-rekey(ID2, ID3),ID2, ID3)

Redution

In phase 1, the adversary an query the orales with the restritions spei�ed

in the seurity model, any polynomial number of times.

At the end of phase 1, the adversary outputs two messages, m0, and m1,
and a sender identity IDA. The simulator forwards this to the hallenger

and gets the hallenge iphertext φ∗
addressed to IDB∗

. It then forwards

this to adversary as its hallenge.

In phase 2, the adversary queries the orales a polynomial number of times,

again with the restritions spei�ed in the seurity model. At the end of the

phase, the adversary outputs its guess b′, whih is the simulator sends as its

guess, to the hallenger.

5.3.2 Analysis

All the random orales H0, H1, H2, H3, the Extrat orale, the Extrat-

rekey orale, the Signrypt orale, and the De-signrypt orale queries are

simulated by forwarding them to the hallenger and returning the responses.

Sine the hallenger simulates these orales indistinguishably from real world,

our simulation of these orales are also indistinguishable from real world.

Also, it an be seen that the Re-enrypt and De-re-enrypt orales are sim-

ulated as spei�ed in the algorithm and hene the whole simulation is indis-

tinguishable from real world.

Thus, the probability that the adversary does not distinguish the simula-

tion from the real world is

≥ 1 −

(

qs

(

qs + q1

q

)

+

3
∑

i=1

αi(l)

)

whih an be seen as 1 − ν ′(l), where ν ′(l)is negligible in l.
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Thus, with probability at least 1−

(

qs

(

qs+q1
q

)

+
3
∑

i=1

αi(l)

)

, the adversary will

not distinguish the orale simulation. Now, any adversary that does not

distinguish the orale simulations should either distinguish that the hal-

lenge iphertext is invalid, or should attempt to win the game by omputing

b, with ǫ probability. It an also be noted that our simulator does to its

hallenger whatever the adversary does to it (both forwarding b, or aborting
laiming distinguishability of simulations). Hene, by the struture of the

proof, BCDH will be solved in either ase, with probability 1/q2. Hene, we

have the theorem 1 for the on�dentiality of our system.

6 Proof of Non-repudiation (EUF-SCPRE-CMA)

6.1 Seurity as a signryption sheme

6.1.1 Simulation & Redution

Setup

The simulator interats with the hallenger in the non-repudiation game of

Chen et al's sheme [7℄. It initially gets the publi parameters param′ =<
e, G1, G2, q, n, P, Ppub,H

′
0,H

′
1,H

′
2 > from the hallenger, and sets the publi

parameters to the adversary as param =< e, G1, G2, q, n, P, Ppub,H0,H1,H2 >
.

The simulator then hooses an identity, IDA∗
, as the hallenge identity and

gives it to the adversary.

Orale simulations

Queries to the H0(ID), H1(X||m), and Extrat(ID) orales are forwarded

to the hallenger's orresponding orales, and the responses are forwarded

bak to the adversary.

Of the random orales, H2 alone is simulated by the simulator without for-

warding to hallenger, as shown below.

H2(k) orale:
If there exists an entry of the form < k, h2 > in L2, then output h2. Else,
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hoose h2 ∈R {0, 1}n+t
, enter < k, h2 > into L2 and output h2.

Signrypt(m, ID1, ID2) orale:

Case 1: ID1 6= IDA∗

1. S1= Extrat(ID1)

2. Output Signcrypt(m,S1, ID2)

Case 2: ID1 = IDA∗

In steps 1 and 2, a signature on m from ID1 is reated using the orales

provided by the hallenger in an appropriate way. Then, in steps 3 to 7, the

normal enryption routine is arried out as in the algorithm.

1. φ = Signrypt

′(m, ID1, ID2)

2. < m, (X,Z), IDA∗ >= De-signrypt'(φ, ID2)

3. S2 =Extrat(ID2)

4. Compute w = e(X,S2)

5. Choose k ∈R Z
∗
q and ompute λ = k · w

6. y = H2(k) ⊕ (m||Z)

7. Output < X, y, λ, IDA∗ >

De-signrypt(φ = (X, y, λ, ID1), ID2) orale:

Case 1: ID2 6=IDA∗

1. S2 = Extrat(ID2)

2. Output De − signcrypt(φ, S2)

Case 2: ID2 = IDA∗

With very high probability, the adversary ould have omputed a valid sign-

ryption only by querying the appropriate k to the H2 orale. Thus, the

simulator does the following.

For eah entry < k, h2 > in L2 list do:
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1. Compute (m||Z) = y ⊕ h2

2. Compute Q1 = H0(ID1), Q2 = H0(ID2) and h1 = H1(X||m)

3. Validate the sign by heking if e(Z,P ) = e(Ppub,X +h1Q1). If failed,
go to next entry in L2. Else go to next step.

4. Now, validate the orretness of k by heking if λ = k ·e(Z−h1S1, Q2).
If failed, go to next entry in L2. Else, output < m, (X,Z), ID1 >.

5. Finally, if no message was returned, output ⊥

6.1.2 Redution

The adversary an query the above orales any polynomial number of times,

with the restritions as spei�ed in the seurity model. Finally it produes

a signature < m, (X,Z), IDA∗ >. Now the simulator will produe a forgery

for Chen et al sheme's non-repudiation game as follows:

1. Choose an identity ID2 6= IDA∗
; ompute S2 = Extrat(ID2).

2. Compute w = e(X,S2).

3. y = H ′
2(w) ⊕ (m||Z||IDA∗).

4. Output < X, y >, ID2 as forgery for Chen et al sheme's

It an be seen that, the simulator's forgery Chen et al's game is valid when-

ever the adversary's forgery to our non-repudiation game is valid.

6.1.3 Analysis

We analyze the simulation of eah orales and show that the simulation is

indistinguishable from the real world.

Random orales' indistinguishability

It an be easily seen that the random orales H0,H1 and H2 are simulated

indistinguishably from the real world, due to Chen et al's proof.

Extrat and Signrypt orale's indistinguishability
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Extrat orale and signrypt orale are simulated indistinguishably from the

real world, due to Chen et al's proof. It an be noted that the probability

of distinguishing the Signrypt orale, in Chen et al's proof and hene our

proof, is at most qs

(

qs+q1

q

)

.

De-signrypt orale's indistinguishability

It an be observed that the de-signrypt orale is simulated orretly in all

ases, exept for the ase when the adversary has produed a valid signryp-

tion without querying H2(k), but the De-signryption orale rejets it and

returns ⊥.

But as H2 is a random orale and beause only a negligible fration of the

signature spae has valid signatures, the probability that the adversary an

reate a valid signryption without querying H2(k) is negligible in l. Thus,
the probability that this bad event happens in at least one of the qd de-

signrypt queries, is also negligible, say, β1(l).

Thus, the adversary does not distinguish the simulation from the real world

with probability

≥

(

1 −

(

qs

(

qs + q1

q

)

+ β1(l)

))

6.2 Proof: Part 1

We prove that the seurity of our system as a signryption sheme in the

EUF-CMA model under given-ID attaks by probabilisti polynomial time

adversaries, is maintained even in the presene of Extrat-rekey and De-re-

enrypt orales.

The seurity model is same as that of the CMA proof (of ourse, the Extrat-

rekey and De-re-enrypt orales are provided additionally), exept there is

one additional restrition:

• It annot query both Extrat-rekey (IDA∗ , ID3) and Extrat(ID3||"delegatee"),
for any ID3.

Finally, the adversary produes a signature < m, (X,Z), IDA∗ > suh that

Signrypt(m, IDA∗, ID3) was never queried, for any ID3. The adversary

sueeds if the signature is valid.
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Simulation and Redution

Everything is simulated as in the part 1 simulation of on�dentiality game

with IDA∗
instead of IDB∗

. Finally, the adversary will produe a forgery,

whih will be forwarded as the simulator's forgery, to the hallenger.

Analysis

It an be seen that the indistinguishability of the Rekey-extrat and De-re-

enrypt orales will follow from the proofs given in the part 1 of the on�den-

tiality game. Hene, the probability that the adversary annot distinguish

the simulation from the real world is

≥

(

1 −

(

qs

(

qs + q1

q

)

+ β1(l) +
3
∑

i=2

αi(l)

))

6.3 Proof: Part 2

Now we prove the omplete EUF-SCPRE-CMA seurity of our system.

Simulation and Redution

Everything is simulated as in the part 2 simulation of on�dentiality game

with IDA∗
instead of IDB∗

. Finally, the adversary will produe a forgery,

whih will be forwarded as the simulator's forgery, to the hallenger.

Analysis

Obviously, the probability that the adversary annot distinguish the simula-

tion from the real world is

≥

(

1 −

(

qs

(

qs + q1

q

)

+ β1(l) +

3
∑

i=2

αi(l)

))

Hene theorem 2 follows.
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7 Conlusion

In this work, we have introdued the notion of signryption with proxy re-

enryption (SCPRE). We have also provided the �rst onrete onstrution

of an SCPRE sheme, whih is non-interative and unidiretional. We have

further de�ned the seurity models for on�dentiality and non-repudiation,

and formally prove the seurity of the system in the models de�ned.

7.1 Costs

Computation osts

We represent the osts as (no. of: pairings, G1 multipliations, G2 exponen-

tiations). The sender of a signryption requires (1,2,1), the reeiver requires

(3,1,1), the proxy (1,0,0), and the delegatee (4,2,1).

Communiation osts

The ommuniation ost are represented in the the number of bits required.

A level 1 signryption takes 2|G1| + |G2| + |m| + |ID| bits, whereas a level

2 signryption 2|G1|+ |G2|+ |m|+ 2|ID| bits. Here, |x| is used to represent

the number of bits to represent x.

7.2 Future Work

The problems open in the area of SCPRE inlude:

• An SCPRE sheme that is on�dential and non-repudiable, in models

that are a natural adaptation of the CCA2 model and the CMA model.

• An SCPRE sheme seure in the standard model.

• A ollusion-resistant SCPRE sheme.
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