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Abstract — We have designed a new class of public key algorithms based on quasigroup string trans-
formations using a specific class of quasigroups called multivariate quadratic quasigroups (MQQ). Our
public key algorithm is a bijective mapping, it does not perform message expansions and can be used
both for encryption and signatures. The public key consist of n quadratic polynomials with n variables
where n = 140, 160, . . .. A particular characteristic of our public key algorithm is that it is very fast and
highly parallelizable. More concretely, it has the speed of a typical modern symmetric block cipher — the
reason for the phrase ”A Public Key Block Cipher” in the title of this paper. Namely the reference C
code for the 160-bit variant of the algorithm performs decryption in less than 11,000 cycles (on Intel
Core 2 Duo — using only one processor core), and around 6,000 cycles using two CPU cores and OpenMP
2.0 library. However, implemented in Xilinx Virtex-5 FPGA that is running on 249.4 MHz it achieves
decryption throughput of 399 Mbps, and implemented on four Xilinx Virtex-5 chips that are running on
276.7 MHz it achieves encryption throughput of 44.27 Gbps. Compared to fastest RSA implementations
on similar FPGA platforms, MQQ algorithm is more than 10,000 times faster.

Keywords — Public Key Cryptosystems, Fast signature generation, Multivariate Quadratic Polyno-
mials, Quasigroup String Transformations, Multivariate Quadratic Quasigroup

1 Introduction

The public key paradigm initially described in the seminal paper of Diffie and Hellman [10], have com-
pletely changed and re-shaped modern cryptography. The fruits of that change are noticeable now, 30
years after, with the boom of the Internet, digital telecommunications, the convergence of information
and communication technologies and the onset of the modern e-society. Most of the security protocols in
these fields in one way or the other use the Public Key paradigm.

The most popular Public Key Cryptosystem (PKC) schemes are the Diffie and Hellman (DH) key
exchange scheme based on the hardness of discrete logarithm problem [10], the Rivest, Shamir and
Adleman (RSA) scheme based on the difficulty of integer factorization [41], and the Koblitz and Miller
(ECC - Elliptic Curve Cryptography) scheme based on the discrete logarithm problem in an additive
group of points defined by elliptic curves over finite fields [27,32]. There are two common characteristics
of these well known PKCs (DH, RSA and ECC): 1. their speed — which frequently is a thousand times
lower than the symmetric cryptographic schemes, 2. their security — which relies on one of two hard
mathematical problems: efficient computation of discrete logarithms and factorization of integers.

Several other ideas have been proposed during the last 30 years, such as McEliece PKC based on error
correcting codes [31], Rabin’s digital signature method [40], PKCs based on lattice reduction problems
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[1,19] and on lattice problems over rings such as NTRU [22], PKCs based on braid groups [2] by Anshel
et al., and by Ko et al., [26] and PKCs based on Multivariate Quadratic (MQ) polynomials.

The main spiritus movens for proposing new PKCs is the following wide-spread cryptographic folklore
wisdom: “it is not wise to keep all the eggs in one basket”. However, from the performance point of view,
there is always another practical motivation: “to design secure public key cryptosystems that has better
speed performance”.

1.1 Public key schemes based on MQ polynomials

There are 4 basic trapdoor functions that are based on multivariate quadratic polynomials. An excellent
survey for those four classes of multivariate quadratic public key cryptosystems has been made by Wolf
and Preneel in [48]. Here we give a brief summary.

The first MQ scheme called MIA is that of Matsumoto and Imai [23] from 1985. That scheme was
broken in 1995 by Patarin [34].

The second MQ scheme called STS (Stepwise Triangular Scheme) was first introduced in 1993 by
Shamir [42] in the variant called Birational Permutation Schemes and was successfully broken by Cop-
persmith, Stern and Vaudenay in the same year [7]. In 1999 a MQ scheme which is a variant of STS
called TTM was proposed by Moh [33]. That scheme was broken in 2000 by Goubin and Courtois [20].
They generalized the STS into the scheme TPM (Triangle Plus Minus) for which the TTM of Moh is a
special case. The whole STS class has been broken by Wolf, Bracken and Preneel in 2004 [45].

The third MQ scheme called HFE (Hidden Field Equations) was designed by Patarin [35, 36] in 1996.
It is a sort of generalization of the MIA scheme. Basic HFE was broken by solving instances of the
MinRank problem, by Kipnis and Shamir [25] in 1999. Several modifications of the scheme have been
proposed [46] but also several new successful attacks have been published [47,49].

The forth scheme called UOV (Unbalanced Oil and Vinegar) was proposed in 1999 by Kipnis, Patarin,
and Goubin [24] and is a generalization of the original Oil and Vinegar scheme of Patarin [37] from
1997. Some basic variants of UOV have been successfully broken in [5,49]. The main design flaw of this
scheme is the fact that one set of variables (vinegar variables) are combined quadratically, but the other
complementary set of variables (0il variables) are combined with only vinegar variables in a quadratic way.
This design characteristic was the source of some successful attacks on this scheme. Also, this algorithm
can only be used for signature schemes. However, for some carefully chosen parameters the scheme is
considered still not broken.

Wolf and Preneel [48] have also indicated numerous ways how to tweak all those MQ systems.

1.2 Our results

We have designed a new class of MQ trapdoor functions. The generation of our trapdoor functions is
based on the theory of quasigroups and quasigroup string transformations. In Section 2 we give a brief
introduction to quasigroups and quasigroup string transformations. In the same section we define a new
special class of so called Multivariate Quadratic Quasigroups (MQQ). In Section 3 we describe a public-
key cryptosystem based on MQQs. Its operating characteristics are given in Section 4. We discuss the
security of our PKC in Section 5. Conclusions are given in Section 6.
The results about our PKC can be briefly summarized as:

e it is a deterministic one-to-one mapping;

e there is no message expansion;

e it has one parameter n (= 140, 160, 180,200 ...) — the bit length of the encrypted block;

e its conjectured security level when n > 140 bits is 27 ;

e its encryption speed is comparable to the speed of other multivariate quadratic PKCs;

e its decryption/signature speed is as a typical symmetric block cipher (i.e., in the range of 500-1000
times faster than the most popular public key schemes);

e it is well suited for short signatures.



2 Preliminaries

In this section we will briefly introduce quasigroup string transformations in 2.1, representation of the
quasigroups as vector valued Boolean functions in 2.2, we will discuss the class of multivariate quadratic
quasigroups in 2.3, and the bijection of Dobbertin in 2.4.

2.1 Quasigroup string transformations

Here we give a brief overview of quasigroups and quasigroup string transformations. A more detailed
explanation is found in [4, 9, 29, 30, 43].

Definition 1. A quasigroup (Q, ) is a groupoid satisfying the law

Vu,v e Q)Az,ye Q) uxz=v&y*xu=uv. (1)

It follows from (1) that for each a,b € @ there is a unique x € @ such that a *x z = b. Then we denote
2z = a \+ b where \, is a binary operation in @ (called a left parastrophe of *) and the groupoid (@, \+)
is a quasigroup too. The algebra (@, *, \ ) satisfies the identities

r\s(wry) =y, wx(r\.y)=y. (2)

Consider an alphabet (i.e., a finite set) @, and denote by Q% the set of all nonempty words (i.e.,
finite strings) formed by the elements of Q. In this paper, depending on the context, we will use two
notifications for the elements of Q*: ajaz ... a, and (ay,as,...,a,), where a; € Q. Let * be a quasigroup
operation on the set Q. For each | € Q) we define two functions e, ., d; . : QT — Q% as follows:

Definition 2. Let a; € Q, M = aias...ay,. Then
617*(M) =b1by... b, <=

by =1l*xay, bo =byxas,..., by =b,_1 *a,,
di(M)=cica...cp <=
ci=1l%ay, co=a1%a2,..., Cp = Qp_1 * Ay,
i.€., bip1 =b; xa;41 and ¢;41 = a; * a;41 for each i =0,1,...,n — 1, where by = ay = [.

The functions e; , and d; . are called the e-transformation and the d-transformation of QT based
on the operation x with leader [ respectively. Graphical representations of e—transformation and d—
transformation are shown in Fig. 1.

a1 az An—1 an l + al% as %...ﬁan_l %an
Al 2007 L | | | |
Y Y v v v v Y Y
l b1 b3 L bn- bn c1 Co Cn—1 Cn

Fig. 1. Graphical representations of the e; . and d; . transformations

Theorem 1. If (Q,*) is a finite quasigroup, then e; . and d;\, are mutually inverse permutations of
QT ie.,
iy (e (M) = M = ey (dy\, (M)

for each leader | € Q and for every string M € Q. ]



2.2 Quasigroups as vector valued Boolean functions

To define a multivariate quadratic PKC for our purpose, we will use the presentation of finite quasigroups
(Q, %) of order 2¢ by vector valued Boolean functions (v.v.b.f.). Consequently, we choose a bijection
B:Q —{0,1,...,2¢ — 1} and represent a € Q by the d-bit representation 3(a). Hence, for each a € Q
there are uniquely determined bits x1, za, ..., x4 € {0,1} (which depend on the choice of the bijection 3)
such that a is represented by the string xixs...z4. Then we identify a and its d-bit representation and
write a = x1x3 ... x4 Or, sometimes, a = (z1, T2, ...,zq). Now, the binary operation * on ) can be seen
as a vector valued operation *,, : {0,1}?¢ — {0,1}% defined as:

axb=c<+—

*m,(xl, T2yee oy TdyY1,Y2, .- ,yd) = (2’17 2y ey Zd),
where x1...%4, Y1...Yd, 21-..2q are binary representations of a, b, ¢ respectively.

Each z; depends of the bits 1, zs, ..., x4, y1,Y2, . - ., yq and is uniquely determined by them. So, each z;
can be seen as a 2d-ary Boolean function z; = f;(x1, 22, ..., 24, Y1,Y2, - -,Ya), where f; : {0,1}2¢ — {0,1}

strictly depends on, and is uniquely determined by, *. Thus, we have the following;:

Lemma 1. For every quasigroup (Q,*) of order 2¢ and for each bijection Q@ — {0,1...,2% — 1} there
are a uniquely determined v.v.b.f. %, and d uniquely determined 2d-ary Boolean functions f1, fo,..., fa
such that for each a,b,c € Q

axb=c<< %p(T1,--  Td, Y1, -, Yd) =
= (fl(xh sy Lds Y1 - - 7yd)7 "'7fd(x13 s Ldy Y1y - 7yd))' u
Recall that each k-ary Boolean function f(x1,...,2x) can be represented in a unique way by its

algebraic normal form (ANF), i.e., as a sum of products

k
ANF(f) = g + Z ;T + Z Q; ;%5 + Z Qi sTiTjTs + ovey (3)
i=1 1<i<j<k 1<i<j<s<k
where the coefficients ag, ;, @; j, ... are in the set {0,1} and the addition and multiplication are in the

field GF(2). In the rest of the text we will abuse the notation and identify the Boolean function f and its
ANF, i.e., we will take f = ANF(f). We say a polynomial f(z1,...,z;) when we consider the arguments
of f to be indeterminate variables x1, xs, ..., Tk.

The ANF's of the functions f; give us information about the complexity of the quasigroup (Q, *) via
the degrees of the Boolean functions f;. It can be observed that the degrees of the polynomials AN F(f;)
rise with the order of the quasigroup. In general, for a randomly generated quasigroup of order 2¢, d > 4,

the degrees are higher than 2. Such quasigroups are not suitable for our construction of multivariate
quadratic PKC.

2.3 Multivariate Quadratic Quasigroups

In this subsection we define a special class of quasigroups, called multivariate quadratic quasigroups
(MQQs) that can be of different types.

Definition 3. A quasigroup (Q,*) of order 2% is called Multivariate Quadratic Quasigroup (MQQ) of
type Quadg—_iLing if exactly d — k of the polynomials f; are of degree 2 (i.e., are quadratic) and k of
them are of degree 1 (i.e., are linear), where 0 < k < d.

Theorem 2 below gives us sufficient conditions for a quasigroup (Q, *) to be MQQ.

Theorem 2. Let Ay = [fijlaxa and Az = [gij]axa be two d x d matrices of linear Boolean expressions,
and let by = [u;]lax1 and ba = [v;]ax1 be two d x 1 vectors of linear or quadratic Boolean expressions.



Let the functions f;; and u; depend only on variables x1,...,xq4, and let the functions g;; and v; depend
only on variables rq41,...,T2q. If

Det(A;) = Det(A2) =1 in GF(2) (4)
and if
A]_ . ({Ed+1, e ,il'zd)T + bl = A2 . ((El, . 7.’Ed)T + b2 (5)
then the vector valued operation .,,(x1,...,22q) = A1+ (Tgi1,...,22q)T +by defines a quasigroup (Q, )
of order 2¢ that is MQQ.
Proof. Consider the equation
*’Uv(ala .. 'aadvxd-‘rh .. 'axQd) - (Clv .. ;Cd)
where 441, ..., T2q are unknown bits, while a;, ¢; are given bits. We have the linear system in GF(2) of
kind
Al - (Zagt, ..., w00)T +bh = (c1,...,cq)T, (6)
where A} and bj are the valuations of A; and by over the vector (ay,...,aq). Since Det(A;) = 1,
it follows that Det(A}) = 1 too, so the linear system (6) has a unique solution (74i1,...,2z24)7 =
(A7t ((e1,...,cq)T —Db}). In the same manner a unique solution of the equation
*’UU($17 L 7xd7ad+17 cery G/Qd) = (Cla LY ,Cd)
can be found, and *,, is a v.v.b.f. of a quasigroup operation * on the set Q@ = {0,1,...,2% — 1}. The
quasigroup (Q, *) is MQQ since the vector Ay - (zgy1,...,T24) has as elements multivariate quadratic
polynomials.

Ezample 1. Let the quasigroup (Q, *) of order 2% = 8 be given by the multiplication scheme in Table 1.

*01 234567 \[012345¢6°7
03 2671045 054106723
153 7106 2 4 14 36 1705 2
206 354271 20 7524316
36 7235410 376 235401
471423506 46 1342570
510542367 510453267
645106732 632760145
72 4067153 7250716 34

Table 1. A quasigroup (Q, *) and its left parastrophe (Q,\) of order 8.

The corresponding ANF representation of the operation * as a vector valued Boolean function is the
following:

oo (21, T2, 3, T4, T5, 26) = (f1, f2, [3),
where
f1=x1 + 23 + 7174 + T2y + T3T4 + T5 + T1T5 + T2X5 + T3T5 + T1T6 + T2T6 + T3T6,
fo=1+20 + 23+ 24 + 2174 + Toxg + 2324 + 1 + X5 + Toxs + 375 + T1T6 + ToTe + 23T,
fz3 =1+ 22 + 2374 + 25 + T35 + Tg + T126 + T2T6 + T3T6.
The corresponding matrix-vector representations of * by Ay, by, and Aa,bs, are the following:

*vv($1,$2,$3,$4,l’5,1’6) - A1(1'4, (E5,.’E6)T + bla



z) + a9 + a3 1+ay +ag +x3 =z + a9+ a3 z] + z3
WhereA1: 1+ay +ag +a3 z1 +a3 + a3 z1 + a3 + 3 andblz 1+ay ta3 | ]
3 1+ z3 1+ x1 +x9 + 3 1+ xg

Ko (T1, T2, T3, T4, 5, T6) = Az(21,72,23)" + ba,

l+ay+a5+ag @4+a5+ag 14a4+as+ag x5
WhereA2: z4 + x5 + zg 1+ay tag+og 1+axg4+ x5+ 26 andbzz 1+ a2y .
zg 14 zg z4 + x5 + zg 14 x5 + zg

Indeed in GF(2), Det(A;) = Det(Az) = 1.

While in this example the quasigroup (@, x) is multivariate quadratic, its corresponding left parastro-
phe (@, \) is of higher degree (the degree is 3). Actually it is a typical behavior for the set of all MQQs.
Their corresponding left parastrophes have ANF representation that has higher degree than 2. The ANF
representation for (@, \) in this example is the following:

\’U'U(x17x27a:37 .734,.1:5,336) = (91792793)

where

g1 =1+ x2 + 2123 + Tox3 + X124 + ToTg + T1X3T4 + T2X3T4 + T5 + T3T5 + L1235 + T2X3T5 + T1T6 +
TaTe + T3,

g2 = 1+2123+2223+T4+T1X4+22T4+T 1T304 +T2T304+X3T5+T1X3T5+T2X3T5+T1T6+T2X6+2L3T6,

93 =1+ + 2+ 23+ x4 + 2124 + T2T4 + T1T5 + T2T5 + Ts-

By using Theorem 2 we define the procedure MQQ(d, k) for producing MQQs of order 2¢ and of type
Quadg—yLiny (see the Table 2).

MQQ(d, k)
Input: Integer d and integer k, 0 < k < d
Output: a quasigroup of order 2% and of type Quada—_xLins

1. Randomly generate a d X d matrix A1 of linear Boolean expressions of variables x1, ..., x4, such

that Det(A1) =1 in GF(2) and the number #Const of constants 0 or 1 in the matrix A satisfies

the inequality kd < #Const < (k+1)d .
. Randomly generate a d x 1 vector by of linear Boolean expressions of variables x1,...,x4.
. Compute the vector *,, = Aj - X2 + b1, where x2 = (Tg11,...,224)" .
. Represent *,, as #yy = Az - X1 + bz, where x1 = (z1,..., xd)T.
.if (Det(Az2) =1in GF(2)) and (kv is of type Quadq—rLing)

then Return (k. ),
else GoTo 1;

Tk W N

Table 2. Heuristic algorithm for finding MQQs of order 2°

Note that the procedure MQQ(d, k) is a randomized algorithm for finding MQQs of order 2¢ and of
type Quadgy_iLing. For d = 5 the average number of attempts for finding MQQs of type QuadsLin is
around 2*° and for finding MQQs of type Quads Ling is around 2'¢. However, MQQ(6,0) did not give us
any MQQ of order 2°. Finding MQQs of orders 2¢,d > 6, we consider as an open research problem.

The definition of MQQs implies the following theorem:

Theorem 3. Let x1 = (f1, fa,..., fa) and X2 = (fat1, fa+2,-- -, fod) be two d—dimensional vectors of
linear Boolean functions of variables x1,...,xq. Let (Q,*) be a multivariate quadratic quasigroup of type
Quadg_rLing. If x1+x2 = (g1, ..., 94) then at most d—k of the polynomials g; are multivariate quadratic

and at least k polynomials are linear. |



We want to emphasize that in a process of a random generation of MQQs of type Quadg_xLing,
usually the number of quadratic polynomials is exactly d — k, and the number of linear polynomials is
exactly k. However, there are rare cases when all quadratic terms can cancel each other, and the number
of linear polynomials will be bigger than k£ while the number of quadratic polynomials will be less than
d—k. Nevertheless, these cases, if they occur, can be easily detected, and quasigroups with such properties
can be omitted from consideration as a candidates for the private key.

2.4 The bijection of Dobbertin

In our construction of the multivariate quadratic trapdoor bijective functions we mostly use the quasi-
groups defined in the previous subsections with properties given in Theorem 1 and Theorem 3. However,
by using only MQQs some of the coordinate functions will remain linear. In order to make a trapdoor
bijective function {0,1}™ — {0,1}"™ that is multivariate quadratic in all of its coordinates we use the
bijection of Dobbertin.

Dobbertin has proved [12] that the function Dob(X) = X2 14 X34 X is a bijection in GF(22m+1).
Moreover it is multivariate quadratic too.

In our design of MQQ public key cryptosystem we use the bijection of Dobbertin for m = 6.

3 Description of the algorithm

A generic description for our scheme can be expressed as a typical multivariate quadratic system: ToP’oS :
{0,1}" — {0,1}"™ where T and S are two nonsingular linear transformations, and P’ is a bijective
multivariate quadratic mapping on {0, 1}™.

First we will describe how the mapping P’ : {0,1}" — {0,1}" is defined by the algorithm described
in Table 3.

P'(n)
Input: Integer n, where n = 5k, k > 28, and a vector x = (f1,..., fn) of n linear Boolean functions of n variables.
Output: Eight quasigroups *1,...,*s and n multivariate quadratic polynomials P} (x1,...,zn),i = 1,...,n

Preprocessing phase
By calling the procedure MQQ(4,1) and MQQ(5,0) generate two large sets Quad4Lini and QuadsLing
(with more than 2%° elements each) of MQQs of type QuadsLini and of type QuadsLing such that
the minimal rank of their quadratic polynomials when represented in matrix form is at least 8;
Transform (by permuting the coordinates) all quasigroups in the set QuadsLin; such that
their first coordinate is linear.

1. Represent a vector = (f1,..., fn) of n linear Boolean functions of n variables z1,...,x,, as a string
r = X1 ... X, where X; are vectors of dimension 5;
2. Pick randomly different quasigroups *1, 2 € Quads4Lin; and different quasigroups
%3, %4, %5, %6, *7, *s € QuadsLing.
3. Define a (k — 1)-tuple I = (i1,42,...,%k—1) where i; € {1,2,...,8}, that will used as an index
set (sequence) to determine which quasigroup will be used in the nonlinear transformation of y.
The requirement for this index set is that the total number of indexes that are refereing to a quasigroup
from the class Quad4Lin; is 8.
4. Compute y = Y1 ... Yy where: Y1 = X1, Vi1 = X *i; Xjq1, for j=1,2,... k-1
5. Set a 13-dimensional vector Z = Y1||Yy, 1]| Yo, 1]| - - - || Yug,1 that has all 13 components as linear Boolean
functions. Here the notation Y),;,1 means the first coordinate of the vector Y.
6. Transform Z by the bijection of Dobbertin: W = Dob(Z).
7.Set Y1 = (Wh, Wa, W, Wa, W5), Y1 = Ws, Vg1 = Wr, Yug1 = Ws, Y1 = Wo, Y, 1 = W,
Yigr = Wi, Y0 = Wag, Y1 = Wis.
8. Output: Quasigroups *1, ..., *s and y as n multivariate quadratic polynomials P/(x1,...,zy), i = 1,...,n.

Table 3. Definition of the nonlinear mapping P’ : {0,1}" — {0,1}"



For the reasons why in the “Preprocessing phase” we demand that “minimal rank of their quadratic
polynomials when represented in matrix form is at least 8” please see the Subsection 5.4.

Additionally, note that the definition of the index set I = (41,42, ...,i5—1) where i; € {1,2,...,8} can
be either public or private. The security of the algorithm does not depend on the secrecy of that set.

The algorithm for generating the public and private key is defined in the Table 4. We give in the

Algorithm for generating Public and Private key for the MQQ scheme

Input: Integer n, where n = 5k and k > 28.

Output: Public key P: n multivariate quadratic polynomials P;(z1,...,%n), 1 =1,...,n,

Private key: Two nonsingular Boolean matrices 7' and S of order n X n and eight quasigroups *1, ..., *s

1. Generate two nonsingular n x n Boolean matrices T and S (uniformly at random).

3. Compute y = T(P'(S(x))) where z = (z1,...,Tn).
4. Output: The public key is y as n multivariate quadratic polynomials P;(z1,...,%s),i =1,...,n,
and the private key is the tuple (7, S, *1,...,*s).

2. Call the procedure for definition of P'(n): {0,1}" — {0,1}" and from there also obtain the quasigroups *1, ...

*8.

Table 4. Algorithm for generating the public and private key

Appendix a detailed example of the process of generating the public and private key with small number
of variables n = 20.
The algorithm for decryption/signing by the private key (T, S, *1,...,*g) is defined in Table 5.

Algorithm for decryption/signing with the private key (7,5, *1, ..., *s)
Input: A vector y = (y1,...,Yn)-
Output: A vector = (z1,...,Ts) such that P(z) = y.

. Set ' =T I(y).

- Set W = (y1, Y2, Y3 Yas Y5, Y6 Y11, Yie» Y21, Y26, Y31, Y6, Ya1)-

. Compute Z = (Zl, Z27 Zg, Z47 Z57 Ze7 Z77 Zg7 Z97 ZlO, le, le7 Z13) = DObil(W).

. Set Y1« Zv, Yh — Zo, Y5 — Z3, ya — Za, Y5 — Zs, Y6 — Zo, Y11 — L1 Yis — Zs, Y — Zo,

Ya6 — Z10, Y31 — Z11 Yse < Z12, Y — Zis.

. Represent 3’ as ¢y’ = Y7 ...Y) where Y; are vectors of dimension 5.

6. By using the left parastrophes \; of the quasigroups #;, i = 1,...,8, obtain ' = X7 ... X}, such that:
X1:Y1,X2:X1\1Y2,X3:X2\2Y3andXi:X Y;

7. Compute z = S~ (/).

=W N =

(S5

i—1 \3+((i+2)m0d 6)

Table 5. Algorithm for decryption or signing

The algorithm for encryption with the public key is straightforward application of the set of n multi-
variate polynomials P = {P;(z1,...,2,) | i = 1,...,n} over a vector = (z1,...,2,), e, y=P(z).

4 Operating characteristics

In this section we will discuss the size of the private and the public key as well as the number of operations
per byte for encryption and decryption.
4.1 The size of the public and the private key

Since the public key consists of n multivariate quadratic equations, and they appear to be randomly
generated, the size of the public key follows the rules given in [48]. So, for n bit blocks the size of the public




n Size of the Size of the
public key (KBytes) | private key (KBytes)

140| 168.69 9.79
160| 251.58 11.25
180| 357.96 12.91
200| 490.75 14.77

Table 6. Memory size in KBytes for the public key and the private key

key is n x (1 + %) bits. In the Table 6 we give the size of the public key for n € {140, 160, 180,200}
in KBytes.

The private key of our scheme is the tuple (T, P, *1,...,*g). The corresponding memory size needed
for storage of T and P is 2n? bits. The memory size for the quasigroups (x1,...,*s), (actually for their
parastrophes), is 8 x 32 x 32 x 5 = 40960 bits. For the storage of particular quasigroups in memory we note
that it is not necessary to store 32 x 32 x 5 bits for every quasigroup, since that type of the storage has
redundancy (the last row of the Latin Square is uniquely determined by the rest of the table), but in order
to achieve efficient speed in the decryption process we store the full information about the parastrophes.
In total, the size of the private key expressed in Kb is 2%(2712 + 40960). In the second column of the
Table 6 we give the size of the private key for n € {140, 160, 180,200} in KB (kilo bytes).

For the storage of the inverse table of the bijection of Dobbertin we need additional 2'3 x 13 = 106496
bits which is exactly 13KB, but those 13KB do not belong to the private key.

4.2 The number of operations for encryption and decryption

In order to obtain an independent measure for the operating speed of our scheme, we will express the
speed of encryption and decryption/signing as the number of operations per processed byte. We will also
take into account three widespread microprocessor architectures: 8-bit, 32-bit and 64-bit architectures.

Since the public part of our scheme follows the typical paradigm of the MQ public key cryptosystems,
its speed of encryption is the same as (or similar to) the speed of other MQ systems. That means that
the encryption is done after O(n?) logical AND and logical XOR operations.

The actual speed of any multivariate quadratic PKC when encryption is performed on 32-bit or 64-bit
microprocessor architectures, using internal parallelism of the modern CPUs, as well as techniques of bit
slicing, can result in an encryption process which is significantly faster than RSA/DH or ECC encryption
for systems with equivalent security levels.

If we assume that AND or XOR operations can be executed in one cycle (without taking into account
that modern 32-bit and 64-bit CPUs actually can perform several such operations in parallel), then non-
optimized encryption of any general n-bit variant of any multivariate quadratic PKC scheme have a speed
of 18727(1+ n(";l)) operations per byte where Arch =8, 32 or 64.

The speed of decryption/signing in the class of multivariate quadratic PKCs is not so uniformly dis-
tributed as it is for encryption. The number of operations for particular parts of the process of decryption
of our scheme can be summarized in the following list:

— Two linear operations by the matrices S~! and 7! that take 2n[ ;| operations;
— One lookup operation at the table of the bijection of Dobbertin;
— Exactly k£ — 1 lookup operations at the quasigroup parastrophes.

n

The total number of operations per byte can be computed by the expression %(Qn[m] +1+k-1)
and are given in the Table 7.



Operations per encrypted byte
n |Arch = 8-bit|Arch = 32-bit|Arch = 64-bit

140 20306 5640 3384
160 25762 6440 3864
180 33306 8688 4344
200 40202 11257 6432

Operations per decrypted byte
n |Arch = 8-bit|Arch = 32-bit|Arch = 64-bit

140 289.65 81.66 49.66
160| 321.65 81.65 49.65
180 369.64 97.64 49.64
200{ 401.64 113.64 65.64

Table 7. Estimated operations per encrypted/decrypted byte, for different n and 8, 32 or 64 bit architectures.

4.3 Performance of the software and hardware implementation of the MQQ algorithm

We have implemented the MQQ public key algorithm in C and in VHDL, and have measured its perfor-
mance both on a PC with Intel Core 2 Duo processor in 64-bit mode of operation, as well as on a Xilinx
FPGA.

For comparative purposes, in Table 8 we give the speed of encryption/verification and decryp-
tion/signing for a basic block of data specific for several public key algorithms, performed on a PC with
Intel Core 2 Duo processor. The measurements for DSA, RSA, and ECDSA are taken from “eBATS:
ECRYPT Benchmarking of Asymmetric Systems”[14]. From Table 8 one can obtain an impression that

Encrypt Decrypt Sign Verify

Algorithm name (cycles) (cycles) (cycles) (cycles)

DSA signatures using a
1024-bit prime

ECDSA signatures
using NIST B-163 N/A N/A 2,147,128 | 4,220,480
elliptic curve

1024-bit RSA, 17 bits
public exponent

160-bit MQQ), one

N/A N/A 1,041,400 | 1,246,312

119,800 2,952,752 | 2,938,632 98,712

140,485 | 10,705 10,309 | 140,209
prOCeSSOr

160-bit MQQ, two 80,105 6,212 6,155 79,903
prOCeSSOrS

Table 8. Software speeds (in number of cycles) of several most popular public key algorithms on Intel Core 2
Duo processor in 64-bit mode of operation

MQQ with 160-bits blocks is faster only in decryption (signatures), but is even slower than 1024-bit RSA
in encryption (verification). However, we must emphasize the property that MQQ is highly parallelizable,
and on systems with multiple CPU cores the speedup can go linearly with the number of CPU cores.
That is shown in the last row of the Table 8, where 160—bit MQQ was implemented in C, using OpenMP
2.0 under Microsoft Visual Studio 2008. It is clear that further increasing of the number of CPU cores
can speed up MQQ algorithm almost linearly with the number of cores. The next challenging task will
be to implement MQQ in modern graphic cards (like Tesla™ many-core processor from NVIDIA).



The parallelizable nature of MQQ can be evidently shown in its hardware realization. Implemented
in FPGA, MQQ is 10,000 times faster than DSA, RSA or ECDSA, and is comparable or even faster than
the symmetric block cipher AES.

In Table 9 we compare the speed of 160-bit MQQ with the speed of 1024-bit RSA realized in Xilinx
Virtex-5 FPGA chip by the company “Helion Technology Limited” [21]. In the same table we also give
the speed of AES (128-bit key) realized in Xilinx FPGA chip in the same Virtex-5 family and by the
same company. We have to mention that our FPGA realization of 160-bit MQQ is fully pipelined, and
actually needs two Xilinx Virtex-5 chips of the type: XC5VFX70T-2.

Algorithm name 1024-bit RSA, | 160-bit MQQ, | 128-bit AES,
encrypt/decrypt | encrypt/decrypt | encrypt/decrypt
Virtex-5 Virtex-5
FPGA t ? ) i -
ype XC5VLX30-3 | XC5VEX70T-2 | VIrtexd
Frequency 251 MHz 276.7 / 2494 325 MHz
MHz
44.27 Gbps /
Throughput
ghp 40 Kbps 399.04 Mbps 3.78 Gbps

Table 9. Hardware performances of 1024—bit RSA, 160-bit MQQ and 128-bit AES on Xilinx Virtex-5 FPGAs

4.4 Speed of key generation for MQQ

In the Section 3 we have given a randomized algorithm for generating MQQs which is based on the
heuristic algorithm for finding MQQs of order 2° described in subsection 2.3. The whole process of public
and private key is extremely time-consuming. So, from the speed of the key generation point of view, we
can say that our MQQ algorithm has much worse characteristics compared to other public key algorithms.

5 Security analysis of the algorithm

5.1 The size of the pool of MQQs of order 2°

It is very important to address the question of the size of the set of MQQs of order 2° and of types
Quads Ling and QuadsLin,. We have to note that the number of MQQs of different types is an open
research question and that we do not know the exact number of such quasigroups, nor an approximation
for the lower bound for that number. In fact, a more thorough analysis and experiments with smaller
quasigroups (of orders 22 and 22) can lead to the initial conjectures that their number is much larger than
240 However, we are sure that their number is certainly larger than 229 since, by using Mathematica as
a package for symbolic computations on a modest Pentium 4 machine (2GHz, with 512MB RAM), we
have generated more than 22° MQQs of type Quad,Lin; and more than 22° MQQs of type QuadsLing.
So, in total, the size of the pool set for 8 MQQs of order 2° is at least of order 249,

5.2 Chosen plaintext attack

The chosen plaintext attack against some MQ scheme first was successfully applied by Patarin in [34]
to break the MIA scheme [23]. The idea is very simple: given a system of MQ polynomial equations
{y; = Pi(xz1,...,zyn) |i = 1,...,n} as a public key, try to find relations in the x and y coordinates, by
using plaintext/ciphertext pairs (z,y).

It turned out that if the multivariate quadratic function is defined as F' : z — quH, then the relations
between z and y coordinates can be expressed as a system of n bilinear equations >, Z;‘L=1 Bijxiy; +



>y Biori+ 305 Bo,jyj + oo = 0 where 3; j are (n+ 1) unknown coefficients. By computing at least
(n+1)? plaintext/ciphertext pairs (z,y) a linear system of equations on unknowns Bi,; can be established
and solved.

Our MQ PKC scheme is not defined by any particular F : x — zd +1, Moreover, if someone try to
establish relations in the x and y coordinates in a similar way as Patarin did for MIA scheme, then those
relations have to include all possible terms (not just bilinear terms) between x and y coordinates, thus
rising the number of unknown terms to O(2").

5.3 Isomorphism of polynomials

The isomorphism of polynomials with one secret was initially introduced by Patarin [35], and can be briefly
formulated as: for two given sets of multivariate mappings P’ : {0,1}" — {0,1}" and P : {0,1}" — {0,1}"
by their polynomials (P(x1,...,2Zpn),..., Po(1,...,2y)) and (Pi(z1,...,2pn), .., Po(z1,...,2,)) find
(if any) an invertible affine mapping S : {0,1}™ — {0,1}"™ such that P’ = S o P, where the operation o
is a composition of mappings.

Several algorithms for the solution of the problem have been published in recent years. The first one
was the algorithm proposed by Geiselmann, Meier and Steinwandt [18], and the second was the algorithm
by Levy-dit-Vehel and Perret [28]. Finally, in 2005 Perret presented an algorithm for efficient solving of
this problem which proved that the scheme of Patarin is not secure [39].

The main difficulty for applying the techniques developed by Perret for attacking our scheme is that
our scheme differs from that of Patarin in the sense that it can be generally described as P =T o P oT =
T(P'(T(x))) where T : {0,1}™ — {0, 1}"™ is a nonsingular matrix and where the knowledge for P’ is hidden
from the attacker. The bijection P’ : {0,1}™ — {0,1}" is constructed by an application of quasigroup
transformations, and is not initially generated by some initial polynomial that will give information to
the attacker.

5.4 The MinRank problem and its solutions as tools for attack

The MinRank problem can be described as follows: For a given sequence of matrices (M, ..., M,,) over
some field and a given integer r < n, find a linear combination of the matrices such that Rank(}_;_; \;M;) <
r. The MinRank problem has been shown to be NP-complete over finite fields [6].

The attacks that involve solution of the MinRank problem, when r is relatively small, work like

this: represent a given public key of n polynomials Pj(z1,...,25), ..., Py(x1,...,2,) in the form
Pi(z1,...,2,) = xT M;x where M; are n x n matrices in a field. If the private key is constructed by
polynomials P/(x1,...,z,) such that they can be described as P!(z1,...,7,) = 2T A;x, and if the mini-

mal rank 7 of A; is much smaller than n (r = 0,1, 2), then there are efficient algorithms for finding linear
combination of the matrices M; such that Rank(zz;l AiM;) < r. The information for those linear com-
binations, combined with the particular design principles is then used to break the system. For example,
Goubin and Courtois [20] have broken the TTM system of Moh [33] in this way.

The main difference between our PKC and systems where the solution of MinRank problems works
is that the minimal rank r of the matrices A; for the nonlinear part of our scheme are taken to be r > 8.

Kipnis and Shamir [25] have used an instance of the solution of MinRank problems to attack the HFE
scheme. They used the fact that HFE polynomials can be described as P(X) = Z:;Ol Z;;é pi; X 2427
and the value of r is kept small (r < 13) in order to implement efficient decryption.

This attack does not work on our scheme since we do not use any particular polynomial. In fact,
if our nonlinear part P’ is represented as a polynomial then the values for r are ~ n. Namely, the
P’ is obtained by several applications of different nonlinear quasigroup string transformation, which
are leaving some parts still linear. Then those linear leftovers are transformed by another nonlinear
transformation. The resulting quadratic bijection P’ : {0,1}" — {0,1}" can be represented in the form
P/(X) = Y105 520 piy X+ only for r ~n.



5.5 Attacks with differential cryptanalysis

A few years ago, Fouque, Granboulan and Stern [17] have come to the idea to use the concept of differential
cryptanalysis, that has been used successfully mostly against symmetric cryptographic algorithms, for
multivariate schemes too. The basic idea is that for any finite field F, of characteristic ¢ and for any
multivariate quadratic function G : (Fy)" — (F4)™ the differential operator between any two points
x,k € (Fy)™ can be expressed as Lg ; = G(z + k) — G(z) — G(k) + G(0) and in fact that operator is a
bilinear function.

By knowing the public key of a given multivariate quadratic scheme, and by knowing the information
about the nonlinear part of that multivariate scheme (the function F': z +— quﬂ), they showed that for
certain parameters of some multivariate schemes it is possible to successfully recover the kernel of Lg .

This attack was successfully applied on Ding’s scheme [11], and afterwards, using the same technique,
Dubois, Fouque, Shamir and Stern in [13] have completely broken all versions of the SFLASH signature
scheme proposed by Patarin, Courtois, and Goubin in [38].

Although the generic part of the differential attack is applicable on our multivariate quadratic scheme,
the crucial part that is different is the fact that the nonlinear part in our scheme is not a function of a
type F': x — 27+, In our scheme, the nonlinear part is unknown to the attacker, since it is a part of
the private key, and this renders the differential attack impoverished.

5.6 XL attack and Grobner basis attacks

The XL [8] procedure for solving MQ polynomials was proposed by Courtois, Klimov, Patarin, and Shamir
in 2000 as an extension of an initial attack by Kipnis and Shamir [25] called relinearization. When the
number of equations m is equal to the number of variables n, then the complexity of the algorithm is 2™.
Since our PKC scheme has exactly that property, we can claim that an XL attack is not efficient on our
PKC.

Recently XL algorithm has been proven ([3,44]) to be equivalent to F4 algorithm, a fast Grobner basis
computation algorithm developed by Faugere [15]. Since the Grébner basis attack solves a multivariate
polynomial system directly, any PKC based on multivariate polynomials is potentially vulnerable to this
attack. In the case of HFE, Joux and Faugere [16] successfully attacked a system of 80 MQ polynomials in
80 variables in 2003 using Faugere’s F'5 algorithm specialized for the binary field. The successful breaking
of HFE by F5 algorithm is due to the fact that the secret polynomial in the HFE has a degree of only
96. A HFE scheme need to have a polynomial of relatively low degree because it’s performance depends
on the algorithms for finding roots of that polynomial in GF(2"). The authors of [16] even give a table
where they project the upper bound for the efficiency of the Grobner basis attacks. The degree of the
polynomials that can give HFE instances still feasible to be broken by the F5 algorithm goes up to 4096.

By performing numerous attacks by Faugere’s algorithms on our PKC scheme we came to the following
conclusions:

1. Faugere’s algorithms successfully break our scheme up to n = 95 variables.
2. For n > 100, Faugere’s algorithms rapidly lose their efficiency against our scheme.

We want to stress here that our decision to propose the security parameter for our PKC scheme (the
number of Boolean variables n) to be: n > 140, was based both on the experimental experience that we
gained during the design-break-tweak-design process and on the arguments that make our multivariate
quadratic scheme different from all other such schemes developed so far. An important part in that design
process were attacks based on Grébner bases and Faugere’s algorithms. However, as it is the case with
many public-key schemes, we do not have an ultimate security proof for our scheme.

To summarize: as a general claim for our MQQ scheme with n variables we say that its strength is
2% . We base our claims on the analysis of the power of the methods using Grébner basis to solve random
multivariate quadratic systems of equations.



Namely, the authors of [16] give a formula for computing the upper bound for the efficiency of the
Grobner basis attacks. Based on that analysis we are giving here the Table 10 with the projected com-
plexity for solving random multivariate quadratic systems of equations by Grobner basis algorithms for
different number of variables n. Based on that projection in the second row we are giving the projection
for the strength of our PKC scheme.

n 140 160 180 200

Complexity 87 999 9l12 9125
of Grobner basis attacks

Strength 70 580 690 5100
of our MQQ PKC 202 2 2

Table 10. Complexity of the Grobner basis attacks for different number of variables n and the strength of MQQ
against Grobner basis attacks.

5.7 Attack by an anonymous PKC-2008 reviewer

In this subsection we will describe an attack that has been proposed by an anonymous reviewer of the
11th International Workshop on Practice and Theory in Public Key Cryptography — PKC 2008, held in
Barcelona, Spain in March 2008.

Let us take a simplified version of the algorithm where P =T o P’ o T (only one linear transformation
T is used) and in this subsection let us denote by S the set of all n—bit Boolean vectors, i.e., S = {0,1}".
Thus, P, P’ and T are now maps from S to S, and elements of S are the n—tuples (z1, za, ..., ), where
x; € {0, 1}

The first step in the attack will be to identify an element s of S, that under the linear transformation
T has the form:

T(s) =(0,0,...,0, k11, Tkt2,---,Tn),

that is, such that its first £ coordinates are zero. Let Sj, be the space of elements of S whose first k entries
are 0.

Selecting elements of S at random, the probability of finding s € Sy, is 27%, so finding an element of
Sk reduces to being able to know that such an element has been found. To do this, notice that since the
first k& coordinates of T'(s) are all zero, then for every element r € S, the first k coordinates of

P'oT(r)

and the first k coordinates of
P oT(r+s)
are equal, so the vector space generated by elements

{P(r+s)— P(r)|r € S}

has co-dimension k in S. This last condition can be easily verified.
The attack is as follows.

1. Pick a random s € S.
2. Check if s is an element of 771(S;) using the previous test.
3. Repeat until a basis for 771 (Sy) is found.



The reasons why we bolded the Step 2, the phrase “for every element” and several other phrases in
the forthcoming text, will become clear at the end of this subsection.

If T(s) € Sk, then we have seen that the first k coordinates of P’ o T'(s + r) coincide with the first k
coordinates of P'oT(r) for every r, hence P'oT(s+r)— P’ oT(r) is an element of Sy, (this is actually
how one identifies that T'(s) € Si). Since T is linear, T(P' o T(s+ 1) — P' o T(r)) = P(s+r) — P(r).
Notice that this is T'(s") for s an element of Sj. In other words, when one picks a random s and checks
if T'(s) is an element of Si by checking that the co-dimension of {P(s+r) — P(r) | r € S} is k, this
space of co-dimension k is the same as T'(S).

Using a modification of the previous argument one can recursively identify 7! of the subspaces of S
such that first k coordinates are zero. Again, as a by-product of this attack, the image of such subspaces
under T is recovered.

The attack described above is based on a very nice idea, namely to apply linear algebra theory in
order to recover one part of the private key (the linear transformation T'). However, the complexity of the
attack is much worse than the projected security of our scheme that is 2% . The parts that we have bolded
are clearly showing the complexity of the attack. Namely, in the first part of the attack (the Step 2) the
attacker needs to find out an element s such that it belongs to T-!(S;). In order to do that, he pics a
random s and then he have to check for every r € S that {P(r+s) — P(r) | r € S} has co-dimension
k in S. The number of elements in S is 2". Thus, finding only one vector s € S needs 2" operations, and
recovering the whole basis of the discussed subspaces under T' will need many more operations. Moreover,
the arguments that the attacker does not need to check all elements r € S, but just a small number of
random elements r € S that satisfy the condition that the first & coordinates of P(r + s) and P(r) are
equal is completely wrong and has no mathematical merit.

6 Conclusions

We have constructed a public key cryptosystem MQQ by using quasigroups. The main idea is to represent
quasigroups as vector valued Boolean functions, to find a class of quasigroups that have degree at most 2,
and then to use quasigroup string transformations to construct bijective trapdoor multivariate quadratic
polynomials.

The speed of encryption/verification of our scheme is similar to other MQ schemes, and the speed of
decryption/signing is in the range of 500-1000 times faster than the most popular public key schemes.
Moreover, the algorithm offers flexibility in its implementation from parallelization point of view.

By learning about the weaknesses of all existing M(Q schemas, we have designed a scheme that combines
several known structures to create secure multivariate quadratic trapdoor functions.

Our scheme is resistant against known successful attacks on other MQ schemes, since its design
principles does not include the known design weaknesses of other MQ schemes, one of which is that there
exists a given multivariate quadratic polynomial (or a set of MQ polynomials) with relatively low degree,
on top of which the whole PKC scheme is constructed. That design principle has been the necessary crib
for successful attacks of many MQ schemes. In our PKC scheme, there is a fundamental difference in that
we have defined a huge class of quasigroups called Multivariate Quadratic Quasigroups which gives MQ
polynomials after certain types of operations.

It is an open research problem to count the number of MQQs of order 2° and to find ways to construct
MQQs of higher order (for example of order 28). Finding such quasigroups will increase the security and
will speed up the process of decryption/signing even more.
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APPENDIX

AN EXAMPLE OF THE CREATION OF A PRIVATE AND
A PUBLIC KEY WITH n = 20 BITS

This example is for n = 20. Since even with such a small example, the number of terms in some
expressions will increase to more than 100, in the notation we will use horizontal lines to make a distinction
between different coordinates.

We will use the simplified version of the algorithm where P =T o P’ oT. Let = (21,2, ...,Z20) be
a vector of 20 Boolean variables. The private and the public key is created by the following procedure:

1) SetT =
([0001101000100111000 17
1001111101111 1100011
1111011111001 1111110
00111000111101001010
11100011010000101011
1111111111101 1011111
01011100111100100000
0000011101011 1000100
0100001111 110111100°1
1111111010001 0001101
0101011111000000010T1}’
0011010101001 0011010
01110000010001010100
1010001001111 0111011
0011110001 1111100100
01111000010001000111
000001010101 0111000°1
00011010010101101111
110001010001 10101111
101 01111110100010110 1]
where T is a nonsingular 20 x 20 Boolean matrix generated uniformly at random,;

2) Set
s1(21, T2, T3, T4, T5, T6, L7, Ts, T, T10) =

1+ 2y ftag+ 23 +a7+ 29+ x99
1+agey +xgzy + 21021 + 21 + a3 + x4 + w27 + 2327 + 2427+

tasey + xgwg + w3wg + xqwg + wawg + w3wg + w509 + g + T5T 0+
t210

1+ zgxzy] + 2921 + 1 + 2026 + T3TE + TG + 427 + T7 + T4+

tag + xpxg + w3wg + 242709 s
1+ xgay + 29wy I+ @4 + @5 + 106 + Taxg | €326 + ©1a7 + Tozr+
tagxy +xyjwg + wawg + wgrg +wg +xg + @@y + @2w10 + 23T10+
t10

1+ zraey +ay0%y) + 21 + a2 + 23 + 24 + 2wy +ager + g + a9t
txax10 +@3710

o (21, T2, T3, T4, T5, L6, L7, e, T, T10) =

r1 t a4+ 26 + 29+ 219

zgxg + @ + x3 | w376 | w506 + T - 3Ty + TaTT + THTT T
tzyxg + xzwg + rqrg + 528 + w8 + r3rg + T5T9 + x32 0+
tosri0 + 210

1+ zgay +a10vy + 21 + a2 + 24 + 25 + 2327 + 2407 + 28 + 279+ 5
tx2x10

z7z3 + xgx3 + 21023 + 23 + 24 + 25 + 2126 + 2226 + 2427 + 27+
tayarg + xowg + w49 + 24270

z3 + x4 + w126 + w2206 + w7 + 28 + T1Tg + X229 + X710

*3(21, T2, T3, T4, T5, L6, L7, s, T, T10) =



wrwy + wgry + @1 + 29 + 24 + 326 + T4TE + THTG + TRTTF T
tz3xy + zqwr + x5ey + zozg + w38 + w42y + THT + T3TYF
tagarg + w5wg + w9 + @px19 + 19

rgx1 + x7w] + v9x1 + 1 + 3 + x5 + xoxg + T + T2TT+
twgwg + wawyg + w31 + g1 + T5x10 + %10

1+agey +oyey +agay +a190] + 21 + @4 + @226 + 207+
tay +xgxg + @y + vg + w3wyg + @419 + 5210 + X0
1+agxy + w92y + @1 + 24 + 25 + 2206 + 26 + w327 + 2427+
tesey + wawyg £ w310 £ 4210 + T510

1+ zgey + 21022 + 22 + 24 + 25 + 2327 + 2427 + @57+

tar +ayxg + w9 + @320 + 23010 + 2410 + 5210 T 210

3) The tuple (T, *1, %2, *3) is the private key;

4) Set ' =T 2" =

rz4 taos oy +ay) +eyg + 215 + 216 + 229 y
z] + @4 + a5 + g + a7 g+ w10+ @11 + @12+

tz13 + 214 + 215 + 219 + 230

z1 + w2 + 23 + x4 + 26 + 27 + 28 + 29 + w10+

‘i3 Fayg t s F@ye g7 + 2y + 29

z3 + @y a5 +axg tawjg gy fteggtaeggtaegytagg
z) twg t ez taytagtaig s tejy a9 + 239
z] + @3 + a3 + g4 + w5 + 2 + 27 + 28 +29 + 210 + 11+
t@13 + @14 + 296 + 217 + @98 + 219 + @29

zg t x4 + 25 + 26 + 29 + 210 + 11 + 212 + 215

zg + @7 +ag + w19 twyp t gzt gy + gy

zg + 27 +2g +xg + 210 + 211 + 212 + 214 + 215+
tx1e + 217 + 220

z] + @2 + 23 + a4 + a5 + w6 + 27 + 29 + @13+

ta17 + 218 + @29 .
g+ @y a6 + a7 +wg + g + @19+ @8 + a9 ’
z3 t g + g +xg @10 + 213 + 16 + 17 + 219

zg t 23 + 24 + 210 + 214 + 16 + 218

z1 t®3 +o7 +a10 211 + 212 + 213 215 + 16+
tay7 + 219 + 20

z3 + x4 + a5 + a6 w10 + w11 w12 w13 +r1gt
tays5 + @18

zg t 3 twgq + a5 +ayg +@1g + 218 + 19 + 220

zg + 28 + 210 + 219 + 214 + 215 + 216 + 220

z4 t o5 + w7 +a10 + 12 + 214 215 + 217 + 218+
tx19 + 220

z1 + 23 +2g + 28 +z12 + 213 + 215 + 217 + 218+
t@19 + @20

zg w4 + o5 + 26 + a7 28 + 29 + 211 t @15+

- t+a17 + 218 + 220 -

5) Represent the vector =’ by chunks of 5 bits, i.e. 2’ = X1 X2 X3Xy;

6) Compute y' = Y1Y2Y3Y, such that Y1 = X1, Yo = X1 %1 Xo, Y3 = X2 %2 X3 and Yy = X3 *3 X4. The
following relations will be obtained:

Y1 = (y11, %12, 13, Y14, Y15), where

Y11 = @4 + @5 + @7 + @11 + 214 + 215 + 216 + 220,

Y12 = @1 + x4 + a5 +ag a7y +wg @y + w11 + 12 ++213 + 214 + 15 + @19 + 220,

Y13 = ®1] + @3 + @3 + x4 + 6 + w7 + 28 + w9 + @10 + +213 + 14 + 15 + 16 + 217 + 18 + 19,
Y14 = @3 + x4 + a5 + 29 + @10 + 11 + 212 + 214 + @17 + 219,

y15 = 21 + 23 + 23 + 27 + 28 + 210 + 215 + 217 + 219 + 220,
Y2 = (y21, Y22, Y23, Y24, Y25 ), where

y21 =1+ @y + 24 + 27 + 28 + 212 + 213 + 215 + 16 + 17,

y22 = 1+ a7e) +xgey + 21021 + 21321 + 21421 + 21521 + 1621 + T172] + T18%] + 21921 + ¥20%] + X1 + T2 +Tow3 + 23 + g g5+
zqre + 526 + xoxy + ey + o7 + w328 + wqxg + w5rg + wywg +ag +wqrg +r5wg + w210 + w4210 + Trr10 + T9x10 10 + w2211 + 3T +
zgry] torry] +ogwyl +w3w 2 Frqwyz +rgriz + 210012 + 211212 23213 F w5213 + 2813 + 211213 +TeL14 T T7T14 +X11214 F T4 + X215 +
zqw15 +@5wy5 +rer1s Fareys twgwys +wi1or1s + 215 +e5716 Hrer16 +@7r16 @816 +¥9T16 +T11T16 T 12716 +T1aT16 T 22217 F 5T +
zre17 + @gwy7 + @10®17 + ®13®17 + 15017 + 16017 + w3w18 + fwgwyg + wgwyg + r1pr18 + w11218 + r12218 + ®13®18 + r16718 + ¥3wi9 +
z14®19 + @420 + Ter20 + T7T20 + T8T20 + ®10%20 + T12%20 + T13%20 + T14%20 + T19@20 + 20,

y23 = l+wgzy +a52) +a7e) +xo2) +2112] + 2152 +218%] +219%] @] +xaw3 w3 +rory + 2324 + 2225 + 2425 25 t 2226 2526 +
zg + w37 + zqx7 + w527 +rery + 27 + r328 + w428 + w528 + raxg + w5rg + rgT9 + 23210 + 10 + £8L10 + 10 t T4211 + T5x 1 + TeL1] +
zgry] tXgx1] +T10%11 T X222 + 23212 + 5212 torriz t2griy trgwix +X11®12 T 12 t@aw13 t@gwy3 trqwy3 Fr7w13 +rgw13 + w113 +
z3x14 + 8T 14 + x9w14 + 210214 + ©13%14 + 22215 + 23215 + w415 + eT15 + 75 + 210215 + 11215 + 12215 + ®13215 + @15 + w3T17 +
zgw1y +xgwy7 +w1o®17 + 213217 +xow18 +wr5w18 trer18 tw7wig +wgwig twigwig + 14wz w171z w18 twpwig +wyw1g w19 @719 +
zgw19 + w919 + @11®19 + w12®19 + @18®19 + @19 + wz3wao + xgwzo + x5w20 + 9wz + w1020 + T11220 + T12220 + T14@20 + T17T20 + 19720,

Y24 = ltagaztrsrgtagrytryrgtaiorgtaiizzfaireytrigrgteggrgtaztrgrgtogtagrstaogretasretaseytaytaogtogrgtaqzg
zgrgtrgtzgrigteerioterrioter2ryl o411 FT521] t2e211 + 210211 F 211 Fe412FT5T12 tegri2terri2FeigTi2 T2 w2 teor 3+
5213 +27213+210213T211213 24214 +25214 + 26214 T 27214210214 211214 214 F2g215tT9r15 211215 +213215 215+ r2x16tr5T16 T
T7L16TL10T16 TL11%16 TL15%16 T16 TLeT17 TT7L17 QL7+ L1227+ L4217+ X117+ L4218 +rgr18 T 211218 213218 X 16218 FL18 T T4TI9+
zgr19te7r19+211219 T 212219 + 213219 + 214219 216219 T 24220 25220 +T9x20 210220 + 211220 + 212220 T 214220 + 217220 + 219220 + 220,

y25 = 1+ ajey +agey +ayey w192 + 21122 + @12%2 + @132 + @52 +wy7ey +w1gwy + w2 t@wrrz + g twyry +@wzry + 25 + 26 +
zywy +@qay +aywg +agrg + 7wy +wg +wzwyg + xqr10 + 27210 +9®10 + 210 +T3T1l +Tqw1] +ayry] +rgryy + T2 +rqT12 + @912 +
z10®12 + 11212 @12 + @313 txqr13 f@rr13 +2gr3 + 12213 +X13 + 21214+ 3014 T @714 +T10T14 T 211014 T 212214 + 13014 T 21215+
zqr15 +xgr15 210215 T 211215 + 213215 214215 T 215 T 216 21217 T 417 F2ory7 210217 T 211217 F 213217 214217 t 21218 F2qw18+
zgr1g + 210218 T £11%18 T 213218 + 14218 T+ €18 + %19 + 23220 + 24220 + 27220 + 2920 + 212220 + 14220 + 15220 + ®17220 T 218220 T %20,

Y3 = (y31, Y32, Y33, y34,y35), where

Y31 = @2 + 23 + 5 + 27 29 + 210 + 212 + 213 + 15 + 218 + 220,

Y32 = werltrgr]t@10rl +@12%] t w132 +xy7w) twy0ry t@ twgrztagtazryfagrs taezwstrgrstastrzregtagrgtrsretagrytrgrr+
rer7 twawrg trgrg trqrgfasrgfarrg targtrzrgtawgrgtargtrgrigterrigtergrigteoryy treryy trgryy tegriptrgriptasriytrgriat
zgrigtwi2tegaz13tesz13tere13teio®r13tr11213 Fraz14te4z14t 2521428214+ 210214 211214+ 213214 214+ 23215t 24215t a5+
zgwr15teigr15te13r15tearietrgrigtersrigtrerietaerrigtergrigtrgrieterisrigtearirtageirteqayrteseirtayreirteiorirteiieir+
z1g@ 7 tTige 7 o517 teigrir ey terawigtegrigtesrigtegrigteiorigteilrigteriarigtrizrigterierigterirrigtrigtezzigtrgrigt
zrw1g tagrigtrgrigt 1119t @12219 + 1519 TX17T19 +w18T19 +x3w0 +T4w20 +T5T20 Fxgr20 +r9T20 t @17 +T20 T 1820 FX19T20 220,



y33 = 1423z +o4@) tase) +agry +2gery o122 tr13e1 +2152) +@) +egtwgeztegztagrytezeytegestostegretrqwetezertrgrr+
wsrytagrytrgrgtagrgtesrgtaregtrgrgtaryrgtrgrgtaogrgtagriotreriotrgrigtezeryl trgwyytagr1y+rgriiterioriltrirterariat
z5w10+TgTria+ 7T T3+ T3T 3 +x5T13+TgT13 FxrT13+TgT 3 +x9T13+T10T13+T11®13+T13+T3T14+TgT14+T5T14FTgT14+TgTI4+
z12214t213214+232 15 tese 527z 5 tegeist 210215213215 tr14z15 teaz16 25216 t 26216 T 2916 T 210216 211216 T 212216 t 2132161
z16 txaw17 teszi7 t2ez17 tegei7 teoz17 te11217 te12217 t 213217 t 217 o518+ T10218 212218 215218 Hr16218 T T1TT18 FT22 19 +
z3z1gterarigtesT1gtegrIgtTgrig L1219t 212219+ 216219 L1719 218219+ 25220+ 210220 212220 T 215220 T 216220 T L17220 219220,

Y34 = w221 + 23] + 27w +xgz) + 21121 + 21321 + 21421 + 21521 + 2172 + 21821 + 2 +wgwy + 23 +wgws + 25 + w526 + 26 + 227 +
zozg + z52g + 22210 + Tex10 + T9x10 + 210 + 23211 + 25211 + zrryl +2gryl + 210211 + 211 + 23w12 + zew12 + 7w12 + 2wgwia + w912 +
zgw13 t 5213 + 210013 + 11213 + 22214 +@11%14 FT12014 + @14 T @525 Hxer15 FT9r15 + 210215 +*13%15 Fx15 F@3r16 T @516 T TeT16 +
z7r1e + 28L16 T T9T16 T £10%16 T L£12%16 T £14%16 T 15216 + 16 T T5%17 + rex17 + x9wr17 + 10217 + ®13217 + T16%17 + T17 + 2218 +
z5218 + 210218 + %1118 + 15218 T #1718 T 18 t ®3219 + ®gx19 T T7L19 + *8T19 + 919 +X14219 +X16%19 + 219 + 2220 +23T20 +E5T20 +
z7e20 +xgwr20 + *1020 + 11220 + 12220 + ©13220 + £14%20 + 16%20 T T1820 + 1920,

Y35 = w221 +x4x] +2gr] ta7r] +T9r] X112 + X142 + 22021 + @] +x223 +x32y + 24 + 25+ 2326 + 26 + 2227 +w3r7 + g7 + LT +
zoxg +arqrg +rerg t 7Ly +w3rg taryrg trgwg twg twigtarzgeyl trywryy tegwyy twarie tegriz treriz ez trgri2 +w11e12 w3+
zqx13 + w13 + T7x13 + Tox13 +X11®13 + T2x14 + 23214 + 24@14 + TeT14 + T8T14 + T9T14 + X11%14 + T12%14 + 13214 + T2w5 + w415 +
zgw1s +x7wys +rowys 211215 +@14®15 + 215 twawie twarie Hreri6 T @716 T T9T16 t 11016 T @14216 + 2217 Frgw17 g7 t7H7 +
zgey7 tay1e17 t@qw 7 @17 Hegeig twgwig twerig torrig +wgwrig twr1r1g tw1aw1g +wawig +rgwig +rewig tryrig t9TI9 211219 +
14®19 + ®a@20 + ®3@20 + T4@20 + Te@20 + ¥gW20 + T9w20 + T11®20 + ®12®20 + 13020 + 15220 + T16T20 + T17@20 + T18T20 + T19%20 + *20,

Yy = (ya1, Y42, Y43, Y44, Yas), where

Y41 = 4®) @52y + w72y +2gr) gy gy @122 @132 @142y + @152 + @162y F@17@) + @) f @3+ @y frgzes +ws tazee Frsrr +
zgry twpxrgtagrgtrgrgtrgrg trgwrg twgwioteszio tereio tegzriot@iote3@1l teawyy teewyl togwyl @021l tegwig ez teserint+
zgr12 t@7r12+ 21012+ T2 3 Frgr g3 trgr gz tasriztegrizteiieizte13tezrigterawig teseiy tegriy trgrigtaeoristrgristeseist+
zrw1s +ogwys + @132 5 + 15 +Taw16 + *5716 +TeT16 T T10T16 T F11216 T 13716 T T15T16 T ¥16 +x3w17 txgw17 Fargr17 FrgTI7 t @17 +
z1g@y17 @327 t@14@y17 twgw g fagrigtargrigtasrigtegrigtrgrig 10218 + 213218 + 214218 t 16718 t@2w19 +awgrig+rsrig+trerigt+
T7r19 + 211019 + 12019 +X14T19 +x16019 +x19 + @@ t@aw20 T XEL20 T X720 +TYT20 T 1020 T 12220 TX13T20 +T15T20 T X16%20 T 19720,

Y42 = w5wy + xgwy + wgwny + @w1g@y +w11®y +@13wy +w 5wy twire t 17Ty + 18T +T19w + @2 + @ + @y + @@y + gy + w37 +
zqwg +r507 + a7 + w38 + 5wy +wgry +wrryg +rgrg +ayrg +awgrg twjwygtwgrigtesrigtryrig 1o t @11 @41y s ey +
zgry] +®12 + 23213 + 25213 + 2213 + T7w13 + xgr13 + 11213 + *13 + 3214 + L4214 + TeT14 + T8T14 + 210T14 + 213714 + 14 T 1215 +
zqe1s +@5L15 + e7L1s + QL5 + £13T15 + L4T16 T £5T16 T X716 T 10216 T 211216 T 213216 T 214216 + T15%16 T L1217 +Taw17 T 5217 +
zgr17 + x7wy7y + 2gwyy + 10217 + 214217 + 16217 + 23218 + @7r1g + 28wy + w17x18 + ¥18 + ¥3219 + rex19 + w719 + wgwr1g + 10219 +
z14019 + 216219 + ®17219 + ®19 + T4x20 + 5220 + Tex20 T TrL20 T T11%20 + 13220 + T15220 + 16%20 + 17220 + T19%20 + 20,

Y43 = 1t xgzwy +xq2y + 2622 +2gxg + 2102 + 1722 + 21822 +T20%2 + 2 tx3%g + 24 t 2125 2325 +axgws5 a5 +r4we + e X327 +
zqx7 +xery + 528 +rerg +rqxg tr5rg +werg tx7Tg g w121 23210 t 5210 7T+ 210 XTIl T 2321 Fargwyy t@5ey Hegryl +
zgwy] + 23213 + 24213 +T9w13 +r3x14 +X4T14 +2eT14 +28T14 T X10%14 +*13%14 T 1215 +*3T15 +TqP)5 5215 T 28Ty + 915 + X5 +
zgr16 + 28T16 + Tor16 + T10%16 + *13%16 + T14%16 + 16 + T1217 + 23217 +wyw17 +wgwy7 + wgwy17 + @o®17 + 211217 + 213217 + w4217 +
15217 + w4218 + w5018 + rew18 + x7w1g + ®11®18 + ®13@18 + @15218 + w1718 + T17w18 + w18 + w3w19 + wqw19 + *5w19 + w9w19 + T10T19 +
11219 + ®14®19 + T15219 + T16219 + ®18%19 + T19 + @zwo + w7wy + YT + w17T20 + 20,

Y44 = 1+ asey +wewy +axgry +@11@) + w1221 + @1q2) + 21621 + 1701 + w2071 + @1 + @p + @23z + waws + @35 + w5 + wawe + Tawe +
wg +xx7 +xp5ry +wgry +a5rg + T4T + TETY + w7xg + x3010 + T4T10 + T5%10 T T6T10 + T9r10 + w511 + TeT11 +w9r1] + T10%11 T X3T12 +
zqw1g + 5Ty Frgri2 t@gwy twow 3 +wzr 3 4wz + 11013 22214 HxqT1g4 + 25014 f 714 HT8TI4 + 213214 t X315 +2g215 +TeT5 +
zgr15 + 10715 + ®13715 + x2x16 + r5216 + ¥gr16 + T9T16 + 11716 + T14%16 + T15716 + ¥16 + T3@17 + TeT17 + wyT17 + w12717 + w1327 +
15217 @17 Fagw1g +@zw1g + 4wz +rerig +rgrig Fw1pr18 + 11218 +@12w18 +w13w18 +@17@1g + w18 +rqr19 + @519 e + X719 +
zgwr1g + w919 + ¥12w19 + 13219 + @15%19 + T17@19 + T19 + @aw20 + @10@20 + T13%20 + T14T20 + T16%20 T T17T20 + ¥18%20 T *19%20 + 20,

Y45 = 1+ xgey +wgwy + wgwny + wrry + w1322 +w1g22 t w162 + w1872 +woor2 + @2 fxyw5 + ¥3w5 + @5 + w6 + xg06 + 52T + TeTT +
zjeg + w5wg + xg +xqxg +xgrg + T7Tg + 23w + 4w tT5T10 +@eT10 T ¥9@10 T x1x11 + 5T + @e@1] +wgwyl + @101l @11 tarwiz +
z3w1y + T4 2 + @512 + TgT 2 + Tgr 2 + w3w1z + wqwyy +w11013 + T 1w1g + TqT1g + w5214 + w721 + 28T + 13214 + 3215 + @15 +
zgr15 T T8T15 T L10%15 T 13215 + 215 T 21216 + T5L16 T 28L16 T L9T16 T 11216 T £14%16 T T15%16 T T16 T T1217 23217 T TeT17 T X717 +
12217 + 13217 + 215217 + 23218 + 24218 + Ter18 + T9r18 +x10%18 T 11218 + £12%18 + 13218 + X17%18 + X188 + X4x19 + T5x19 + Tex19 +
z7x1g +xgw1g + *9x1g + 12219 + £13%19 + 15219 + X17w19 + 1220 + ©10220 + 13220 + 14220 + T1620 T 17220 + £18%20 t+ £19%20}

7) Set a 7-dimensional vector Z that has all 7 coordinates as Boolean linear functions:
Z =Y1[|Y2,|[Ys1 =

zg t o5 twg tayy +ayg+ @15 + 216 + 20

zy 24 + 25 + 26 + 27 28 + 210 + 211 + 212+

+213 + 214 + 215 + 219 + 230

z1 + @y + w3 + a4 +ag + a7 + 28 + 29 + @10+

taxy3 tagg + a5 e g7 +2yg + x99

z3 t 24 t 25 + 29+ 2109+ 2171 + 210 + 214 + 217 + 279

r) @y tag tag taog tejgtegs tegy tegg t ey
1tz teytegtaegtzip+zi3+215 +216 + 217

zg 23 + o5 + a7 + 29 + 210 + 212 + 213 + 215 + 218 + 20

T

8) Transform Z by the bijection of Dobbertin:
W = Dob(Z) = (W1, Wz, W3, Wy, W5, Wes, Wr),
where

Wi =1+ agx; + a3z + 2521 + 2721 +210%1 + @11®1 + 21221 + 21321 + @14®) + @521 + w1921 + 21 + @3 + w32y + x4 + @205 + 26 +
wox7 +axgwy +xqry faswy +wgrg +w3wg +awsrg +w7rg +wg + r5rg + e +wow1g +x4w19 + x5210 + T7r10 + TYTI0 + T9T10 + 10 +raT11 +
zse1] t2ex11 F2721) Frgw1l F 29z + @021l H 22212 2321 t2gei t 522 F gz F 0212 211212 F 212 F 23213 F 5213 g1z +
z11®13 tx2w1g t 4w +@eT14 X714 F@RTI4 HT9T14 FT10P14 F@12T14 tT1g t @@ 5+ @35 twgwys F@swys twgeys Fr10T15 F @115+
14®15 +x2w16 + w3216 + 2416 + @716 + T9w1e + *12716 + 14716 + T15T16 + *3w17 +wqwy7 ta5ryy +@rry7 +@gwyr +wowy7 w1307 +
z14®17 +x15017 + @627 + w17 + T4w18 + w18 + ¥11218 + 13718 + T16%18 + 18 + @19 + x7w1g + wgr19 + T9w19 + w12x19 + T14%19 +
z15¢19 + 217219 + 218219 + z2x20 + Te220 + T9T20 + 10220 + 13%20 + 19220,

Wy = 1+4a7z) tajgry +@112) t@132) +@152) @162 +@172) +@) +egtagrgtrgzry +agtewgws fages tastrqrve tasre tazer +rger+
zsxy tagry +arrg +wg +wzwg tagrg Fwgrg tayrg tawgryg twzwig+@rgrio tr9rig + 4wy Fayryy tagwryy @y Fwgwin ez +rgwriz +
z11212 + 212 +e5r13 +r7e13 +rgw13 + 2913 + 210213 + 211213 + 212213 + 23214 t27T14 T 29L14 210214 H 212214 t 23215 T 24215 Fe5L15 +
zgr15 + TgT15 + 915 + 211215 T 213215 T 214215 + 24216 T 25216 T LeT16 T L7T16 T T8L16 T L10%16 T 11216 T ¥12%16 T 13216 T 14216 T+
z15¢16 T 2217 tXqxy7 + 5217 t a7y +rgwyy +ror17 +X11®17 + 212217 + 214217 + 15217 + w2x18 + 218 + T9x18 + 10218 T 13718 +
18 T T4x19 +TET19 T 2919 + 13219 +T14%19 + 216219 T ¥18L19 T X220 @320 25220 +X12%20 T 14220 216220 T 217220 T 219220 + 220,

W3 = zgwy +w4wy + @52 + 2621 + 21121 21721 21821 + 1 + 23 +wawy +w3wy + 24 + @25 + 2325 + 2226 + 06 + w207 + w427 + 527 +
zgr7 +a7 fwgrg +argrg +rseg twerg + g twzwg twrrg +wg twawrigtr3rig+2rario +r5210 +2e%10 T 910 + 210 t w2211 t 23Tl Fagwy] +
zgwyl +a1] +waw 2 taer1z twgwriz F 10wz 22213 + 3wz twer13 +x10®13 t*11213 +x12%13 t @214 FreT14 t7TI4 FT9T14 11214+
@14+ w3215+ 24215 +@se15 treris trgris twgwis twys trgrie t 11016 tw14%16 216 t 23217 twgwy7 @57 Fwewy7 Hwrwr7 H2wgrir +
wgry7 +@10017 F*14w 7 F X 5T 7 Fw3T18 T Xer18 + rgr18 Fr9r 8+ 10018 +*11T18 016718 T X18 T x2x19 +x3x19 +x4x19 + w5219 +TeTI9 +
719 +210T19 +T12819 +r14T19+x15T19 +@16219 + @19 t @@ t@gw20 FT5T20 FTeT20 + @720 +T10220 T 1320 FT15T20 FT16T20 F 218720,

Wy = zqey +agey 21021 + @321 +1421 @152 w1621 + 17201 +@18®) t w190y @202y + @1 twowz + a3 +wywy twgws targrs +a5 +
wrqre t+r5r6 ey fagry sy frgry +ay twyrg tag twzwg fr5rg +arwrg +rgrg twzw g +rgr1o + 27210 +@gTI0 tT9T10 + 10 F @221l +
zqeyy 521 toeryl H27e1 t 210211 F 2222 t a5z Feow3 tegw3 t 53t ere13 tegriz trgr13 11213+ 212213 te32w1g F2gwi4 +
z5r14taer1g trgrigtr13T14t@1g w5 t@zwys tasrys fagrls tegrystrgrist@ioris tr11@1s t@izwls t@ys trawietrsrietrerie +
zgw16 +r9wr16 + 10716 T 211216 T 12716 +214%16 + 16 T @5T17 Farwy7 g7 tagryy tri2w1y t@i4@y7 F @157 Feer17 twry trzrigt+
zqw1gtasrygtarrrigtrgrigtrgrigteiirigt@iarig+rigrigt@risrigtrigtesrigtarrigtrgrig+w10r19+*12219 + 214219 + 215019 +
z16¢19 T 22220 + L3220 T 24L20 T LeT20 T T7L20 T L0 T L9T20 +210%20 T 213220 T L14%20 T 215220 T 216220 T T17220 T 218220 T 19220 + 220,

W5 = xqwg + wgay + w1102 + 21322 w1622 +w19®g t @2 a3 + @12y f g + @125 fa5we + 2 +r127 FwgTy + w7 +wgwyg + 5wy +wrery +
zjxg +a5rg +wrrg +wgT + w9 + w5710 + TET10 T X710 + @910 T Xaw1l + 5@ F Tl F a7y t@10@11 11 Fag@yn t 5T w7 +



zgw12 + 12 + w5213 +@rw13 +w10c13 + 211213 + @13 + 24214 5214 + @714 +T9w1g +@1@y5 +2eT15 +wgT15 + @95 + w1015 Fwr1w15 +
12215 + #1325 + @14215 + @15 t @116 T T4016 + 5216 + 27216 + @816 T T9T16 T T11T16 FT12T16 +T14T16 +X15T16 FT16 F w17 Fw1wyg +
zqw18 + z5218 + zez18 + 27218 + 2gz18 + r10%18 + z11218 + z12218 + w13%18 + 214218 + z15218 + 18 + 1219 + 4w19 + 219 + 2RTI9 +
z12%19 + *13%19 + T14@19 + T18@19 + wqw + w5w20 + 7T + T9T20 + ®15%20 + T16®20 + T18%20 + F19T20 + =20,

Weg =1+ xya2 + w52 + xgey + 21122 + w1222 + #1323 + @142 + @722 + @gp22 + w123 + @3 +w1wg + @3xg + @4 + 2425 + @5 + @107 +
z3ey + zqx7 +z5e7 + gLy + w7 + 23wy + rarg + rrrg + ¥32x9 + w4xg + w59 + 24219 + Te210 T 9210 t 21211 + @3x1l + T4r1] + TeT11 +
zgry] +*11 + 1@ t 23212 28T 2 + 2912 + 23213 + 24213 25213 T 2213+ T7L13 + 210213 T 212213 T L3214 T 24214 T 210214 + 212214 +
©13%14 T 214 + 21215 T 23L15 + L4215 + 5215 + TeL15 T E8L15 T L13%15 215 T L3L16 T L4T16 T 616 T T7L16 T T10%16 T 12216 T 13216 T
z14216 + 15216 + 1217 + 23217 + @5217 + wewy7 + @ywy7 + wgry7 + 9wy + 15217 + X16%17 + 17 + ¥3218 + wrw1y + w91y + r10r18 +
z12w18 t 15218 t *16218 + *17x18 +*1219 +*3x 19 +r4x19 +rr1g +28TI9 + 14219 +*15219 + 16219 +*17T19 + @819 t w120 + w3220 +
7w +2groo + xgwgo + 10®20 + ®11®20 + ®14®20 + ®15220 + ®17%20 + ®18%20 + 20,

W7 = xj2g + 232 + @52y + x7wy + xgwy + @1o®2 + 21322 + w1522 + w1602 + w18@2 + w0®2 + @3 + @325 + w106 + ¥5Te + @17 + g7 +
zsxy +wgwg +wywrg + w9 +wgqwg w7y fargrg a9 f 24w t@7TI0 +T10 F @121 t@ewl Hrgr1l F @101 @11 Fr5TI2 Fwer12 7T+
zgz1g 11212 + 212 + 23213 + 24213 + 25213 +zer13 tere13 +29r13 + 210213 + 211213 + 212213 24214 T TeT14 27214 + 210214 T 214 +
1w +xqxy5 + w5@y5 +wgrys + wgwrys + w1015 + 12015 + *13215 + @14®15 +r1w16 + w3w16 + wqw16 + T5w16 + Trr1e + v8T16 T T9wr1e +
z11216 + 213216 + 15216 + 216 T T1217 T 23217 t g2 17 t@5x17 +2eL17 +T7T17 +2gTI7 F 2917 + 210217 FX14®17 F L1527 F 217 23218 +
zqr1g +210%18 T #12218 + 13218 T £16L18 + 18 T T1x19 + £3219 + T4®19 + ¥8T19 + T10%19 + 11219 + ¥13%19 + 14219 + ®18%19 + X19 +
zqw20 + 5220 + TeT20 + T7L20 + 10%20 T 13220 + 15220 T+ 16220 + £18%20;

9) Set Y1 = (Wi, Wa, W3, Wy, W5), Yo1 = W, Ys1 = Wr;
10) Compute y =T -4'T;

11) The public key is y, given by the system of 20 equations of 20 unknowns:

Y1 P1(x1,1172,...,x20),
Y2 = Pg(m,xQ, e ,:Ego),

Y20 = P20(f£1,$2, .- -,1’20),

where P; are multivariate quadratic polynomials of 20 Boolean variables.

In developed form, they look like these:

y1 = Pi(z) = 3y tegtagery togey toyey taegey tagey tayey tage +o10%1 F o324 Fo4x5 + o5+ o406+ 2506+ 26+ o7 Foargfozergfogwg+
zsrg tayrgtagtagrgtargrgtewregtagrgtagtagzigtagrigtesrigtezeriotererigtegrigtearyytogzyy tayeyy +egery) trgeyl +eawiat
zse1g +xrei Fegzrie tegz 2 11212 22213 F2qw13 g 3 t2gr13 tr10®13 tr2z14 tr3214 F29r14 + 210214 F 211214 t 213214 22215+
zqw 5 tasrlsteyeristrgristeriristrigristeistegrietersrigtrerietrrrietrgrietriorietriirietrisrietezrirtergrirtrerir+
zrey7tegr17 L2217 T 216217 217 T 24218 t2eT18 T L7181 12218+ 213218+ X 15218 T L1218 T T18 T @229t L5 19t LeT 19 T r7LgtrgTIgt
zgr19 +211%19 + 213219 + 214219 +L16%19 T 217219 + 219 +x3220 + 25220 TLeT20 T 8T20 T T9L20 T L13%20 T X15220 T 216L20 TL17%20 T 219220,
y2 = Pa(®) = zgzy + @3y + 42y + @gey + 21021 + @122 + @701 +219@1 + w2021 + @1 + 22 + @aw3 + w3 + 232y + 2y + 2275 + ToTE +
z52e + 26 +woxy +r3zwy a7 +wgrg +wzrg +wyrg +ayryg + o8 Fr5wg a7y +rg +wzrig + 2410 +rer10 + 27T+ 2411 25211 H eI +
z7ey) + @gwy] + @wgwyl + w10211 + 2412 + @512 + @jo®12 + ¥3@13 + w13 + wyw1z + 211213 + ®12213 + @13 + @214 + @71y + @124 +
z13%14 + @14 + 2215 + @515 +@12@15 +w13015 + 215 +waw16 +@3w16 t2av16 +T5016 T 2eT16 T T9T16 + T12716 T 213T16 T 214216 T ®3T17 +
zqwy7 +zez17 + 27217 + 2917 + 2218 + w418 + 27218 + 2or1g + z12w18 + 13218 + ®14218 + 215218 + zi7w18 + ¥4w19 + @eT19 + T7TI9 +
zgw1g + 11219 + ®18%19 + x19 + wawo + x3wa0 + TeT20 + T7T20 + T15%20 + T17T20 + T19%20,
yg = P3(z) = zaz1 o3z +o9x) + 21321 + 21671 + 21721 + 21971 +220%1 + 21 o3+ @2y + @324 + @25 + @5 + 2226 + 2327 + 2427 +T527 +
zgry +awytwgwrg tawgrgtagrg tryrgtasrgtwgrg+argtrawigt@zwiotrariotrer1o g1 t @10 tr2w11 Fwgwyy t@ewy) taroriztrzriot+
zqr12 +211212 + 23213 + L2113 T 27L13 T T8L13 T 2913 T X524 +LeT14 T 27L14 +LT14 T 212214 + 213214 22215 F2ge15 H 25215 T L5+
z11215 + 212215 + 213215 + 215 T 23216 T 24216 T 25216 T T6L16 T ¥9L16 T £10%16 T 12216 T 214216 T x16 T 24217 +T5L17 T TeT17 T X7TIT +
zgr17 +L9T17 + 210217 T 212217 T 13217 + L4218 +T6L18 T LTI+ L10%18 T 12218 T X13%18 T L14%18 T 15218 T 17218 T L18 tX3x19 +x4w19+
z7r1gt®13219 + 217219 +@3x20 + X420+ L5220 FLeL20 T X720 FLgT20 T T9T20 T X10%20 T 212220 213220 T %1420+ %1620+ 217220+ 218220,
yg = Py(x) = gz +wyey f2gzy + w102y +w112y @22y @32y +w1gwy @9y + @001 + 21 + g +@aws frgws w5 + o2 +wzTs £
w4z +we +rgzey tregry oy twarg trqwgtrsrg frgrg +wyrg tagrg tagrg tayrg twawigtrawio treriotarrig ey togwyy taeyery +
zgwy] +wgwyy + 211 + @@y +wzwyp +argr12 +@gT12 + 9wy tw10T12 F 1@ +w3w13 + @513 +wew13 +w7w13 +rgr1z + 211213 w13 +
z3w14 +T4T14 T 5214 FTeT14 T 210%14 11214 F 213214 t@1g F@2@15 FagT15 g5+ @515 eyl gy +w1pr1s t 13215 +@2wie +
z3w16 +r4716 + TeT16 T r9r16 + *11%16 T T12216 + *15716 + @227 +wzwy7 + @17 w7y + @y 7 Fw10w17 + 13wy +w14217 5017 +
w17 tagwig twzwrig +wer1g taywryg +wgwig +wgrig +w10r18 +r12w18 +r14v18 t*15218 +@2w1g9 +a5w19 +wrTr1g trgrig twrgTrig 11219 +
r14®19 +®16%19 + 17219 +X18T19 + T2x20 T T3T20 + T5T20 T @720 + T2 + T9w20 + T11@20 + ®12%20 +X14%20 T 16720 T T19220 T @20 +1,
ys = P5(x) = zazy +oqy +2g@) + 21021 +213%1 21721 21921 o1 + @y +agz3 oz tagzy fargry+ogws +ayzs farga6+ o506+ 2227 +
zse7trery trsrgtrerg tryrgtagtryrgtargrg tergrgtarsrg terrgtargrgtrgterzrigteseriotergriotrgriotriotrariltrse1l trerl+
zgry] +211 t*3x 2 + 5T 2 +agrx Frgriz t 12 + 2w 3 +2gw13 + 2213 T X713+ LTy T X314 T X414 T TETI4 T T7TI4 FT9TI4 F 210014 +
w15 +agwysteszis +reris o125 212215 + 14015 +wawi6 ta23r16 + 5716 t 2616 T 2716 t 211216 FT12216 F 15016 @22 7 FrzwrT +
zsz17 +2grir tagryr trior17r teryeyy teier17 w17 twgwig tegwig teswig +rerig +rrw1g twgrig trgrig trr1rig trizeig +r1zrig +
z14®18+@16T18 +@3T19t@5T19taTTIgtrgTigte2wgtazTigteieTigteI8T 19t @19t TeT20+ 21120 212220 213220+ 217220+ 218720+,
ve = Pg(z) = w12 +w3wy + 252y + gy +wywy + 2wy + 21572 + w72 +w1gwy +wgore @iz + w3 + w5 twywe +wzwe +wawe + 127 +
zqwy twswy +wywg +wzryg +awywyg g +rgrg +rgrg +wawio trerio +rgr1o + 10 t 1@l Hwzeyl +wrgryy + 10211 w11 F@ywie t sy +
zrw1y twgwrig tw11wie +@1@w13 +@3wy3 +rqw13 +rer13 +rgw13 +xgwyz tw12w13 + 213 +wgrig +r5r14 + @614 + 2814 + 10714 T 211714 +
13214 + 214 + 23215 + @715 + 2815 + T9T15 + T10T15 T T11L15 T T12215 + £142L15 + T7L1e T ¥8L16 T T9L1e T T10%16 T 13216 T T15%16 T+
zyey7 t o417 o917 F 211217 F 17+ 21218 F L4218 + L5218 T 211218 T 214018 T 1618 T 21219 +L4®19 T L5219 T L9 T 7L T 2RTI9 +
©10%19 T 214219 +X15219 + 19 +x1220 + L5220 T X220 + T7L20 T 29220 T X10%20 T 11220 T 15220 T 216220 T 17220 T £18%20 T 19220 +1,
y7 = Pr(x) = zqz3 foseg fogrg foi3zz + o143+ 21603 + w1803 +wgpz3 o3 taogtoros +wgws +ogws + @126 +@awe + 26 ta127 sy +
zjegtayrg +rjzg tawgrgtwgrg tasrgtaririgteawiotesriotreriotrgriotrgwioteserl terery +egwyy tewgwyy ey taejeipteawizt+
zqw12 tagri2 t 9Tz +@11@12 t@1e13 tegwyz + o513 tagriz tereiz g1z w1z tei2r1z tereig +ewawig trgeig teveig Hoegrig +
zgwr14t@13T14t@1gtrgr 5 tareistargristarioris 214215 tr4T16trer16 27162816t 9T 16t T13T16 FT14T16 @16 2T 17 g7+
w51y +xgey7 +egey7 +wiqe1r t @527 +w1ev17 H 17 t@1@w1g +@swyg +wer1g trgrig + 12218 + w5718 + w18 +wqwr19 t@5w19 + @79+
zgw19g + T9x1g +x14w19 + 15219 + 18®19 + T4w20 + T5T20 T TeT20 + X720 + T9@20 + T11220 + 1320 T T14220 T T16T20 + T17T20 + 18720,
yg = Pg(z) = x4z + wpey + 2721 2821 + 21421 + 21521 + 21621 + 21921 + @021 + @1 + 22 + w223 + @3+ o2y + 2y + @T3T5 +Ty425 + 5 +
zorg + 32+ T2y trzwy tesry o7 trgrg teseg trerg +rorg Fr5rg w9 twar1g +23x10 F 25210+ XL+ 10 T 4TIl T 2521 T el +
z7ey] 281l +xoxy] +®10211 211 tr2ri2Fe3r 2 trse12terrp t2gT 2 trgr 2+ 211212+ 12 tXE5L3 7T 13 L2213 Fwox1g4 tL3 T4+
L4 T T9L14 T T10T14 T L2215 T L35 T L5T15 T LETI5 T T7L5 +TRL5 HL9r 5+ L1225 T L3216 T L4T16 T P9T16 T 13L16 T T15L16 T E5L17 +
zgr17 + X817 T QL7 + 210217 T 214217 + X228 + 23018 + 4218 +r5x 18 +7r18 +T9gw18 + 11218 + 213218 +*16L18 T L18 T L4%19 t@gr19 +
zgw1g + 10219 +w12219 + 15219 + @17@19 + 218219 + Tew20 + w7w20 + @820 + w1020 + T11¥20 + T12%20 + T14®20 + T15220 + 1920 + *20,
yg = Pg(z) = zgwy + @42y + w9y + @117 + w1321 + @16@1 + 21721 + w190) + @1 + zaw3 + wawy + wzwy + wy@s + wywp + ¥3we + Ty +
zzey +asey +xgry + waag +asrg +weryg + g + wpwg +w5wg + wyW + w9 +wgwig w5210 + 27T + T9T10 + @221 + 5w Fwewyl Frgwyy +
zgeyy + 211 + w212 + 25212 + 2ez12 +2gw12 +@11212 + 212 + 23213 + 26213 + 29213 + 210213 + 213 + 24214 + zeT14 + T10%14 + T2215 +
zqw15 + weT15 +a7eys +wgrys + 1015 + @125 +wawye tw3r1e + w5016 + *10716 T r12216 + Tar17 + @eT17 @917 +@10®17 11017 +
z12217 + 215217 + 217 + 24218 + 7218 + zor1g + 11218 + 13218 + 15218 + *16218 + T17218 + 218 + x3w19 + 24x19 + 212219 + T16219 +
z17@19 + @320 +xqr20 + T5x20 + TeT20 + ¥gw20 + T9w2p + T10@20 + 11220 + ¥13220 + T14220 + T15T20 + 16720 + 20,



y10 = Pro(e) = wyxy +ogwy +@swy +wgzy toreg +agey tegeg +@1oz2 1122 @122 + @502 w1602 Fwigee tag ez taeg tyos +
z3xs tx4ws t w106+ o506 +r3x7 tawswy ftagry oy trgrg trgry tawgtrirg twgwg tarwrg fargrigtrgriotrrrio trgTrio troriotr1Trl +
zqwy) tase1y te1y teseiptrerig terri frgripteipteieiztesziztarrizfrigtegrigtesrigterrigtrieig ey taeierstezes+
zqw15teseystrerls terris ey eiaeis tri4ws trieie trarie trrrie 10216 T 11016 t*12716 t 1316 + 215216 +*16 Trgr17 +
zgwlr +@11T 7 13T 7 +r1gT17 Frer17 3wz twawig twrrigtegrigteriorigtr13rigt@ri5rigtr1erig trirrig trigtririgtezrigt
z5r19 +2er19 t L7119 T TgT19 +X9T19 211219 +X12219 +T17219 + 219 +X3T20 T LeL20 T 27L20 +29r20 + 211020 + 216720 T 218T20 T 19220,

y11 = Pr1(®) = 2129 + @323 + 24wy + @579 + 2ewg + 287 + 21122 + Ti12w2 21672 T 21772 + T19@g + 3wy + 2y + 2125 + 2325 + TYT5 +
@5 + w126 + 2326 + 2526 + ¥g + w7 + w7 + w7 + w128 + w30y + wqwg + wgrg + rg + w9 + 2qrg + r5xg + rrrg + w9 + @1x10 + 3210 +
z7e10 + 28210 + %10 +*1x11 + 2321 F w4211 @52 F2gw1] +@1x12 + L5212 +wer12 T T9r12 Fwjpr12 t211®12 F 21213 5213 +xew13 +
zgr13 +x9®13 + 10213 + 11%13 + 12213 + 13 + ¥4214 + 5214 + 27214 + 11214 + T12214 + 21215 + T5215 + T9r5 + 10215 + 11215 +
z12®15 + 13215 + 23x16 + 25016 + 616 + T8T16 + T10%16 + 11016 + 13216 + T16 + T1®17 + w3w17 + @17 + @rE17 + @YW 17 + wgwy7 +
z10®17 + 211217 + 213217 + w4017 + w6217 + 17 + @3w18 + w5w18 + wgwyg + w1o®18 + ®13@18 + w14718 + w15¢18 + w18 + *5w9 + @719 +
11219 + ®13%19 + ®16®19 + T19 + @320 + wgw20 + 5220 + w7T0 + @gw20 + T11220 + T12220 + 13220 + T15220 + T16720 + 20,

y12 = P12(®) = zgzp+zj1@p+ 21302+ 21402+ 21602 1902 tog0r2 top + 2123 teg3 to1og+ 232y 2325 tages tos+oyze ooy toger+
zer7 tar7 oy targrgfarsrgtrirg frzrg trgrgfarsrg trgrg farrg trgrgtreriotrgriotrirll trzryy gz tareriytriorir eyt
ziwigtagriptesrigtrerigtarriztegriatrgrigteiorizterizteirigteseizteigriztrizriztegrigterrigtrgrigtriawigtrizeigt+
zjw1s t@zrls +rgrystrerystrgris+*10215+ 211215+ 212215+ 214215+ 21216 T@3T16 TT5T16 TL10T16 TL12016 T L1416 Fr1w17 FezwyTr+
zswyy tareyr tergwryr 11017 F 213217 + 214217 + 216017 T 3218 +@eT18 T x9r18 + 15218 T X17T18 X119 +@3T1g +wgqT19+ @519 +TET19 +
zrr19+T9r19+r10®19+T11019 21319+ @ 14719 Fw18T 19t w10 tTgT20+ 2102201120 T 213220 T 1420+ 1522021720 T X18T20 t @20+,

y13 = P13(2) = z2z1 + 2421 + 2521 + 2e®1 + @ywy + wgwy + @162 + @17@1 + @ig9w1 + w021 + @1 + 22@3 + 3 + 23wy + @3ws + Y5 +
z3xg + rqwe + r5we + wzwy +xgry + w408 + 28 + ¥3Wg + wyw9 + w59 +XGT9 + w7T9 + w9 + @@y +w3w10 + T5T10 + ¥gT10 T 9@y T w2011 +
r3w1] +@4wy] F 5wl +rgr1] +@9r11 +@10%11 T @11 F w212 +qx12 @52 @12 Frgriz +10w12 + ¥2013 + ¥er13 + @713 +rgr13z +
z10213 + ®11213 + 23214 + 24214 + ®er14 + w721y + 28214 + Toz14 + 210214 + 211214 + T12214 + @13214 + 214 + 23215 + 2awy5 + @7Ti5 +
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