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Abstract Actually, a password based remote user authentication
scheme consists three components: remote user, re-
Remote user authentication scheme is one of themote server and an insecure channel to connect them.
simplest and the most convenient authentication mech typical smart card based remote user authentication
anisms to deal with secret data over insecure networks.scheme comprises three phases: registration phase, lo-
These types of schemes are applicable to the areagjin phase and authentication phase. In the registra-
such as computer networks, wireless networks, remotejon phase, a usdy sends a registration requestA&
login systems, operation systems and database manand submits some necessary information to the server
agement systems.The goal of a remote user authentithrough a secure channel. The server uses the user's
cation scheme is to identify a valid card holder as hav- jdentity and password along with its long-term secret
ing the rights and privileges indicated by the issuer of to generate some values and stores some of them in
the card. In recent years, so many remote user authena smart card, which then delivered to the user. In the
tication schemes have been proposed to authenticate dogin phase, a user attaches his smart card to a smart
legitimate user, but none of them can solve all possi-card reader and keys in his identity and password to lo-
ble problems and withstand all possible attacks. This gin the server to gain access right. The smart card then
paper presents a secure remote user authenticationyses the password and the values in the card to con-
scheme with smart cards. The proposed scheme prostruct a login request and then sends it to the remote
vides the essential security requirements and achieveserver. In the authentication phase, the server uses its
particular attributes. long-term secret to check the validity of the login re-
qguest. If mutual authentication is required, the server
also uses its long-term secret to construct a message
and sends it back to the user. The user then uses his
, _ password and the values in the smart card to check the
In todays.elef:tronlc era, smart pard based remOtevalidity of the message.
user authentication schemes are Wldely acknowledgeq_amIOOrt [27] proposed the first well-known password
as one of the most secure and reliable forms of eIec'based remote user authentication scheme using smart

tronic |qlent_|f|cat|on. With the help o_f remote yser cards. However, Lamport's scheme has the three draw-
authentication schemes, people can interact with theoacks as follows:

sever through distributed or portable terminals. In are-

mote user authentication scheme, the authenticity and
integrity of the user and the server are important el-

ements over an insecure network. At their best, the
remote user and remote server can securely authenti- ® it requires password resetting.

cate each other, processing and protecting the commu-

nication in a convenient and user friendly manner. At e a password (verification) table should be stored at
the worst, some security vulnerabilities can be there. the server.

1. Introduction

e it has high hash overhead.



Researchers later have tried to solve the the draw- Thus, in order to develop a secure remote user
backs of Lamport’'s scheme. Recently, quite a numberauthentication scheme, we are concerned with these
of password authentication schemes with smart cardsabove three points of vulnerabilities. To solve these
have been proposed [10]. Although, so many remotevulnerabilities, mutual authentication and secure ses-
user authentication with smart cards have been prosion key generation are two different tools provided
posed, but none of them can solve all possible prob-by cryptography. For security point of view, it is better
lems and withstand all possible attacks. to consider these topics jointly rather than separately.
A remote user authentication without secure session
1.1 Points of vulnerabilities in a remote key exchange is susceptible to an enemy who waits
user authentication scheme until the authentication is complete and then takes
over one end of the communications line. Such an
A remote user authentication scheme consists re-attack is not precluded by a key exchange that is
mote user, remote server and a insecure channel foindependent of authentication. Secure key exchange
communication. These all three components are re-and mutual authentication should be linked in such a
sponsible for the security strength and vulnerabilities way that a party has assurances that an exchanged key
in a remote user authentication scheme. This section(which might be used to facilitate privacy or integrity
categories all those security vulnerabilities in three and thus keep authenticity alive) is in fact shared
parts: with the authenticated party, and not an impostor.
For these reasons, it is essential to keep secure key
° Security vulnerabilities due to remote userhe exchange in mind in the design and ana|ysis of a
registered remote user is a strong antagonist. Heremote user authentication scheme with smart cards.
can use the registered identity and the corre-Keeping in mind the necessary requirements for a
sponding password to construct a fabricated login secure remote user authentication scheme, this paper
request or he can construct new identity and passproposed a secure remote user authentication scheme.

word. The registered user can use his credentialsthijs paper also discusses the security and attributes of
to impersonate other users or can frame any kindthe proposed scheme.

of guessing attack, impersonation attack, pass-

word guessing attack, guessing attack on the long  The remainder of this paper is organized as follows.
term secretkey of the remote server, replaying the section 2 is about the notations used throughout this
Previous sessions. paper. Section 3 presents a secure remote user authen-
: - tication scheme with smart cards. The security of the
e security vulnerabilities due to remote servé&he proposed scheme is analyzed in section 4. Section 5

insider at the server is also a powerful_attacker. is about the attributes of proposed scheme. Finally,
He can guess the password of the registered re-

: : : comes to a conclusion in the section 6.
mote user, if some information stored at the
server. If at the time of registration, the pass-
word is transmitted in plaintext, then the insider
can misuse this password.On the other side, the
insider is also able to guess some useful informa-
tion with the help of registered information.

2. Notations

The notations used through out this paper are sum-
marized as follows:

e security vulnerabilities due to insecure channel ~ ® U denotes aremote user.
In a remote user authentication scheme, some in-
formation are openly transmitted through the in-
secure channel. .It is assumed that any attacker o 7p denotes an identity of a remote server.
can intercept the insecure channel and then these
intercepted information can be used to construct e PW denotes a password corresponding to a regis-
any fabricated information. tered identityiD.

¢ ID denotes an identity of a remote ukér



ASdenotes an authentication server. of the previously registered identities and their corre-
_sponding passwords.
x5 denotes a permanent secret key of an authentiyeaning in mind all the above requirements, this
cation server. section presents a secure remote user authentication
f (.) denotes a cryptographic one way hash func- Scheme with smart cards. The proposed scheme pro-
tion. vides forward secrecy to th&S Forward secrecy en-
sures that the previously generated identities and their
@ denotes the bitwise XOR operation. corresponding passwords in tA&are secure even if
the systems secret kay, has been revealed or known
publicly by an accident or is stolen by any adversary
etc. The proposed scheme uses two functions: redi-

U =— ASM denotes that used sends\l to the rected functiorRed(.) to redirect the registered iden-

serverASthrough an open channel. tity ID and a check dlglt functioﬂ?K(.) to generates
the corresponding check digit for each registered iden-

p denotes a large prime number. tity. In this scheme, only th&Scan redirect the regis-
tered identityiD and he is able to generate a valid iden-
tity and the corresponding check digit. This scheme
has four phases: registration phase, login phase and
Cp denotes a check digit sum corresponding to verification phase and password change phase. These

U<=-AS M denotes that the usé&r sendsM to
the serveASthrough a secret channel.

Srp denotes the redirected identity correspond-
ing to a registered identit\D.

a registered identityD. phases are described below.

e Red(.) denotes a function to redirect the identity
ID for every usetJ, which is only possessed with
the AS

3.1. Registration Phase

This phase is invoked whenever a ugewants to
e Ck(.) denotes a function to generate check digit register himself at the remote serve® This phase is
for the registered identity, which is only pos- executed over a secure channel. The following steps

sessed with thAS are involved in this phase.
StepR
3. A Secure Remote User Authentication U <= ASJ.
Scheme with Smart Cards The string J is an unique registration request, con-

sists the name of the uskl, address, identity Dy,
Most of the previous remote user authentication R, = IDY" modp wherePW is a password selected
schemes [10] do not have password change phase anly the user and a identification number etc.
there is no mutual authentication and session key genStep R
eration between the remote user and remote server foUpon receiving the registration request, th8 com-
secure communication. On the other end, the secreputes the followings parameters:
key of theASis a long-term key. It means the secret
key of the server requires further security. Considerthe e S;p = Red(ID),
situation, when the secret key of tASis revealed or
compromised by an accident or stolen etc, thenitisnot e C;p = Cx(Sip),
better to replace/alter the whole system atAl&lt is
also not efficient to replace/alter the secret key of the e Ry = R7* modp.
ASwith the previously registered identities and their
corresponding passwords. However, the secret key ofStep R
the ASrequires further security in term of forward se- AS<=- U: Smart card.
crecy: the revelation or publication of the secret key of In the proposed scheme, the smart card of a User
the ASdoes not result in compromise of the security contains the parametefsp, Crp, R1,Re ,p, T
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3.2. The Login Phase e Computes the value ;5 = RedID). Check,

whether the condition G, = Cx (S;p) holds, if
Whenever, the user wants to gain the access right not, thenASrejects the login requesti.

on theAS U attaches her/his smart card to the smart tep \4

card reader and keys in the PIN (Personal Identifica-

tion Number) [15], [34] to active the smart card. If e Check, whethef, — Ty < ATgk, whereATx is

the PIN code is entered incorrectly multiple times, the the legal time interval due to transmission delay,

smart card may request a PUK (Personal Unblocking if not, thenASrejects the login requesti.

Key) [15], [34] code. The user inputs her/his iden- Step

tity ID and the corresponding passw@&d/. The smart -

card of the uselJ conducts the following computa- e Check, ifCy= f(ID*s & Ty ) modp, then theAS

tions: accepts the login request and proceeds to the next
Step L step, Otherwise the login request will be rejected
by AS

e ComputesRs = S;p @ PW and stores this value
in the smart card. This sub-step is computed only St€p \5.
when the usebattaches his smart card at the first The@ASselect a random numbemand computes
time to the smart card reader, otherwise skip this.

o (3= f(ID* @ Tgs), whereTys is the current time

_ 7pPW
e ComputeR; = ID mod p and compare the At AS

calculatedR; and storedR, if they are equal the
smart card accept the passwétd/ and proceeds ® Skey = f(ID,1Dg,C3,7),
to the next step ,otherwise demands the password
again. If the password is entered incorrectly mul-  ® C1 = O3 @ Skey,C5 = C3 D7
tiple times, the smart card may requesPaK Step i
(Personal Unblocking Key) code.
o AS—U: (04, C5,Ts).
Step Ly Step

e ComputeC; = REW ™ modpandCs, = f(C1 @
T ), whereTy is the current date and time of the
smart card reader.

Assume that the U receives the message
(Cy4,C5,Ts) attimeTr, then

e U verifies, whether T —Ts < ATy, whereATy
is the legal time interval due to transmission de-
lay,if not, thenU interrupts the connection.

Step L;

e U= AS LR:(ID,CQ,TU).

U compute” = f(C1 D Ts).
3.3. The Verification Phase

Computesk™ = C5 @ C.

Assume that théSreceives the login requestlat
timeT.. Then,ASdoes the following computations to
check the validity of the login requestzL

Computes* = C5 @ Cs.

ComputesS;,, = f(ID, IDs,C5, 7).

Step Vi e ComparesSy,, and K* for mutual authentica-
e Check the specific format of the identi. If the tion, if they are equal the user ensures that the
format of the identity is incorrect, thekSrejects responding system is a reAS and proceeds to
the login request k. the next step.otherwisg interrupts the connec-
tion. The numberSy,, will be the session key

Step \, between the usdy andAS



Step %
e U Computes’s = f(C3, S}.,),

o U=>AS (ID,Cs)

Step W

e ASchecks, ifCs = f(C3, Skey), then theASas-
sures that the uséf also generates the same ses-
sion key, otherwise rejects the connection.

3.4. The Password Change Phase

This phase is invoked whenevdrwants to change
his passwordPW with a new password, sa§\Wnew
This phase has the following steps.

Step R

e U inserts her/his smart card to the smart card
reader and then keys in the PIN to active the smart
card,then inputs her/his identity and the old pass-
word PW and then requests to change the pass-
word.

Step B

e Compute $, = R3 @ PW and compare the cal-
culated $,, and storedSp, if they are equal the
smart card accept the passwéd/ and proceeds
to the next step ,otherwise demands the password
again. If the password is entered incorrectly mul-
tiple times, the smart card may request a PUK
(Personal Unblocking Key) code.

Step R
e U's smart cards compute; = Sip &
—1
PWyew, 5 = R;JW“ldXPW”ew ,then replace®;

with R3 and R3 with R3.
4 Security Analysis of the Proposed Scheme

This section analyzes the security of the proposed
scheme.

e Replay AttacksWhen the adversary imperson-
ates a legal user to login the specified server by
replaying the transmitted messages between the
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legal user and that server, then we say that this
protocol is vulnerable to the replay attack [30].
Suppose that an adversary collects the messages
Lr = (ID,Cy,Ty) from Step Ly, (Cy,C5,Ts)
from Step \§ and (1D, Cs) from Step \4 of the
proposed protocol when the udérlogs into the
serverAS. The adversary impersonates the user
U to login the serveAShy replying the message
Lr = (ID,Cs,Ty). The Step ¥ of the verifi-
cation phase does not satisfy, due to the invalid
time interval. Itis clear that the adversary can not
select a valid timeT to avoid this invalid trans-
mission delay. Thus, the server will detect that
he/she is not a valid usér.

Also, the adversary can not generate the
correct(y, Cs, Ts) corresponding to; and re-
turns it to the usetJ because he does not know
the secret key of the serva&S In this case, the
userU will detect the fabricated server with the
help of Step V. In the same way, the Step Will
detect the replaying of the messageD, Cs).
Hence, it is very hard for an adversary to mas-
guerade the legal user to login the server by re-
playing the old message.

Denial of Service Attacks In this attack, an at-
tacker can update false verification information of
a legal user for the next login phase. Afterwards,
the legal user will not be able to login success-
fully anymore. In our scheme no information is
stored at the server,so this attack will not work.

e Explicit key authentication- Let U and AS be

two honest terminals who execute the steps of an
authentication protocol correctly,then an authen-
tication scheme provides the explicit key authen-
tication, if it should satisfy following two proper-
ties [16]:

— Implicit key authentication- Informally
speaking, an authentication protocol is said
to provide implicit key authentication ( of
ASto U) if entity U is assumed that no other
entity from a specifically identified second
entity AScan possibly learn the value of the
particular secret key.

— Key confirmation - an authentication pro-
tocol is said to provide key confirmation( of



ASto U) if entity U is assumed that second
entity ASactually possession of a particular
secret key

Observe the step®; to V7 verification section

of the proposed scheme. These steps shows that
only the specified user and specified server can
get correct information which can be used to gen-
erate a valid session key. This means that the
proposed scheme provides implicit key authenti-
cation. In step/; the servelASassures the user
had computed the same session By this result, it is
clear that the proposed protocol provides explicit
key authentication.

Stolen verifier attack - The proposed scheme is
free from the stolen verifier attack [9]. There
is no such information is stored at the server by
which an adversary can make a fabricated login
request to impersonate a legal user to login the
server or can impersonate the server to cheat the
legal user.

Parallel Session Attacks In parallel session at-
tack, without knowing the correct password of
the user, an attacker can masquerade as the le-
gal user by creating a valid login message out of
some eavesdropped communication between the
user and the server. The verification stéfsV~
andVjy block this attack. The attacker is also not
able to get any information about the password
from the login request.

Password Guessing Attacks Most passwords
have such low entropy that it is vulnerable to
password guessing attacks, where an attacker in-
tercepts authentication messages and stores them
locally and then attempts to use a guessed pass
word to verifies the correctness of his/her guess
using theses authentication messages. In our
scheme, the password is not transmitted in plain
text over the network. Thus, the attacker will not
be able to guess the password.

Smart Card Loss Attacks- When the smart card

is lost or stolen, unauthorized users can easily
change the password of the smart card, or can
guess the password of the user by using password
guessing attacks, or can impersonate the user to
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login to the system. In our scheme,the old pass-
word id requires to have a new password, in this
way, only the authorized user is able to change
his password. On the other side, if the password
is entered incorrectly multiple times and the at-
tacker tries to guess the password, the smart card
may request a PUK (Personal Unblocking Key)
code.

5. Attributes of the Proposed Scheme

e Forward Secrecy Take a look on the registration

phase of our scheme. With a secret kgythe AS
uses two additional function®ed(.) andCx (.),
which are always in possession&s In this way,
only theASis able to compute a redirected/ shad-
owed identityS;p and a check digit sund’;p
corresponding to every valid identit{p. Unfor-
tunately, if the secret key, of the ASis revealed

or compromised by an accident or stolen etc, then
with the help of revealed secret kay any at-
tacker Bob can try to obtain the passwdrilV
corresponding to the previously registered iden-
tity string J/ID or he can try to generate new pass-
word by selecting a newly valid identity string
Jnew Thus, he can try to obtain some fake pass-
words. But, when he tries to obtain the password
PW corresponding to a previously registeré

or the password corresponding to a newly se-
lected valid identity stringlnew he is required
to compute a redirected/ shadowed idenfify,
and a check digit surd’;p corresponding to ev-
ery valid identity string), whether it is old or new.
Without the knowledge of corresponding shad-
owed identityS;p and a check digit sur@; for

a identityID, the attacker will not be able to re-
cover a valid pair of proper identity and the proper
corresponding password to make a valid login re-
guest. The login request does not leak any infor-
mation for the attacker, while the attacker is in
possession of the secret key of th& Thus, our
scheme provides forward secrecy with respect to
the long - term secret key, of the ASif com-
promised of the secret key of th&S does not
result in compromise of the security of the pre-
viously registered identities and the correspond-
ing passwords.It ensures that the previously gen-



erated passwords in the system are secure even iuthentication property for established common ses-
the systems secret key has been revealed in publision keys. The proposed protocol is provably secure
by accident or is stolen. to withstand the replay attack, the stolen verifier at-

tack. In the password change phase of the proposed

Mutual tﬁu“fnt;canonr;ﬂli userNar:d thle serveEL protocol, each user can change his password without
can authenticate each other. Not only can econnecting to any server.

server verify the legal users, but the users can alsoAIways itis prudent to keep the secret key of #§so
verify the legal server. Mutual authentication can

help withstand th G ttack wh that only the authorized person/system can retrieve the
€lp withstand the Server spooling attack WNere o . ot key, whenever it is required. A possible way is

an attackg_r pretends to be the server to manipu—to encrypt the key in a way that it can only be con-
late sensitive data of the legal users. structed with the help of some sorts of independent
The password or verification tables are not stored Servers/machines. To avoid the risk of stealing the se-
at the server. cret key of theAS protection of the secret key can be

~ traded off against revealing or stealing. Unfortunately,
The password cannot be revealed by the adminis-t the secret keyz, of the ASis revealed or compro-
trator of the server. mised by an accident or stolen etc, then with the help
The password is not transmitted in plain text over Of revealed secret key, any attacker Bob/Alice can
the network. not recover the complete passwords corresponding to

the previously registered identities stringsConse-

In the login phase, whenever the user wants to quently, the proposed scheme provides the forward se-
gain the access right on the§ U attaches her/his  crecy to the long term secret, of the ASand as well
smart card to the smart card reader and keys in theas it also overcomes the common security flaws of a

PIN (Personal Identification Number) [15], [34] remote user authentication scheme.

to active the smart card. If the PIN code is entered

incorrectly multiple times, the smart card may References

request a PUK (Personal Unblocking Key) [15],
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