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Abstract

A protocol is introduced to show K copies of a pattern string are em-
bedded is a host string. Commitments to both strings, and to offsets of
copies of the pattern in the host is input of Verifier. Protocol does not leak
useful information about strings, and is zero knowledge.

1 Preliminaries

We consider a string as a set of tuples of integers for each character and
it’s position. This can be elaborated by introducing a set of allowed char-
acters, and require positions to be continuous.

Definition 1 (Polynomial representation). String characteristic poly-
nomial is a mapping from all sets of character-position tuples to a ring of
polynomials over integers:

S:{(cj,ij)} = F(x,;5) (1)
El

F(x,y;S) = [ [(1 4 xc; + i) (2)
j=1

A related definition for graph characteristic polynomial appeared with
protocols for graph isomorphism and vertex coloring [Fed08]).

Lemma 1 (Schwartz-Zippel [Sch80], a case of a univariate polynomial).
Probability to choose a root of a non-zero polynomial f(z) of degree
at most d by choosing some z = c at random from a set D

Pr[f(c):0|c€RD]§’%’

*Extended abstract. This report to appear in [TaS’08 (in Russian).
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A commitment schemeis a tuple of algorithms Gen(), Commit(), Open()
such that binding and hiding holds. Aninteger commitment scheme [DEF02]
suggest a group of a hidden order. We use this scheme with an addi-
tional requirement of avoiding small divisors of order of the group by using
strong primes to produce module N. Protocols for this scheme achieve
soundness on assumption of hardness of Strong RSA problem, as well as
statistically indistinguishable simulated transcripts.

2 Protocol design

Let {(cpj,ipj)} be characters of pattern and their positions, {(cpj, inj) }
be characters and positions of host, {ox} be offsets of copies of pattern at
the host, {r;} be flags assigned to characters of host. Let {Cp;}, {Ip;},
{Chj}, {In;}, {Ok}, {R;} be responses of a variant of Schnorr proto-
col [Oka92] with challenges (e, d, s) and initial random coins {ap;}, { Bp;}.

{ami}, {Bujt {n}s {oj}:

Cpj = ecpj+ap;  Ipj = dipj+ Bp; (3)
CH]'=€CH]'+1XH]' IHJZdZH]—FlBH] (4)
Oy = dog + 7k (5)

Rj = srj+p; (6)

Definition 2. Pattern string verification polynomialis a mapping from
all sets of tuples of integers {(Cpj, Ip;) } that are protocol responses for
characters of pattern and their positions, and all sets of integers {Oy } that
are responses for pattern positions in the host, and for protocol challenges
e, d to ring of polynomials over integers:

K Lp

Fp(x,y;Sp) = [ [ J(ed + xdCpj + ye(Ip; + Ox)) (7)
k=1 =1

Definition 3. Host string verification polynomial is a mapping from
all sets of tuples of integers {(Cpj, Iy;) } that are protocol responses for
characters of host and their positions, and all sets of integers {R;} that
are responses for flags, and for protocol challenges s, e, d to ring of poly-
nomials over integers:

Ly

Fy(x,y;Sy) = H(eds + Rj(deHj + yeIHj)) (8)
i=1

We assign flags r; = 1 to characters of K non-overlapping copies of
pattern string in the host string, and r; = 0 to all other characters of host.
We say

Sp={j|r=1}
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Consider expansion coefficients as follows:

Ly—1
Fu(x,y;Su) = s""Fy(x,y) + Y s'o, (9)

Fi(x,y) = (ed)" =X TT (ed + xdCpj + yelp;) (10)
JESF

Fi(x,y) = (ed)" " Y ea(x,y)  wheren=KLp  (11)

an(x,y) = Z d" b (x,y) (12)
K Lp
=TT 1+ xcpj +y(ipj + ox)) (13)
k=1j=1

Product in ((10) is over characters of K copies of pattern in the host. Po-

sition of a character in the host was replaced at (13]) with position of a

matching character in the pattern and offset of a copy of the pattern.
Consider another set of expansion coefficients:

(x,y;S Zeaz x,Y) (14)
n
a,(x,y) = Y, d"b,(x,y) (15)
m=0
K Lp
v, (x,y) = [ TTJ(1+ xcpj + y(ipj + 0x)) (16)
k=1j=1

It follows that

Lemma 2. There are at least K non-overlapping copies of the pattern
string in the host string if, and only if

ba(x,y) = by,(x,y) (17)

holds for top expansion coefficients of pattern and host verification
polynomials, and for some assignments of flags r; € {0,1} to char-
acters of the host.

Backward statement can be shown due to unique decomposition of
verification polynomials into relatively prime linear polynomials.

Verifier tests that (I7)) holds by choosing x = x, ¥ = y. at random,
and testing

bu(xc,yc) = b;/q(xCIVC) (18)

with our protocol.



3 Protocol

Common input is commitment scheme parameters: (N, g, ), commit-
ment to pattern string:

{(ij,ij)}, jZl...Lp
to host string:
{(WH]',MH]')}, ]:1LH

and to pattern offsets in host string:

{Q}, k=1...K

Auxiliary input of Prover is characters and their positions of both strings,
offsets of pattern copies in the host, as well as random coins used to pro-
duce commitments:

{(cpjirj)},  {(emjinmj)},  {ox}
{6, o))}, {(Omjdmj)},  {Ak}
such that
Wp; = g"ihi,  Mpj = g'"ih?"i
WH]' — gCHjheHj, MHj — giHjh¢Hj
Qx = gh™

Prover shows there are at least K copies of pattern string in the host string
as follows:

1. Prover assigns flags r; = 1 to characters of text string that are
copies of pattern string, and r; = 0 to all other characters of text
string. Prover chooses random coins {w;}, produces commitments:

Li=g"h% j=1...Lyg (19)

Prover sends {L;} to Verifier.

2. Verifier chooses a challenge (xc, y.) from the interval at random, and
sends it to Prover.

3. Prover chooses random coins

{Bujruu))}, {Briur))t,  {(vexe)} (20)



produces expansion coefficients {by, }, {b}, }:

n n

H(z + xczeyj + ye(zigj + Buj)) = Z z"b,, (21)
j=1 m=0

K Lp n
TT11(z+ xczepj + ye((zip; + Brpj) + (zox + 1)) = Y, 2"by,
k=1j=1

(22)

chooses random coins ({, C),, ¥, T, T'), produces commitments:

By = g'mhén, Bl =gMhén m=0...n (23)
Ypj = gPrinte j=1...Lp (24)

= gPuiptri  j=1...Ly (25)

Xp =g k=1...K (26)

7 = g‘PhT (27)

7' = ¢'n” (28)

Prover sends { B}, { By, }, {Ypj}, {Ynj}, { Xk}, Z, Z' to Verifier.

. Verifier chooses a non-zero challenge d at random from the interval,
and sends it to Prover.

. Prover produces responses:
Inj = digj+ Prj,  Puj = dnj+prj, j=1...Ly  (29)
Ipj = dipj + Bpj, Ppj=d¢pj+upj, j=1...Lp  (30)
)

)

(o)

Or=dor+vr, Ne=dA+xr, k=1...K (31
Y=db,+y, T=dl,+71, I'=d7,+7 (32

chooses random coins ({(anj, #7m;) }, {(@pj, 71pj) }), produces ex-
pansion coefficients {a, }, {a,}:

KLP n

[](zd + xcd(zcn; + amj) + yez(Inj + doy)) = Y z'a;  (33)
i1 1=0

K Lp

T TT1(zd + xcd(zcp; + ap;j) + yez(Ipj + Of)) Zzl T (34)
k=1j=1

chooses random coins {7}, {71}, produces commitments:
A= g, A= g =0 (n=1) (39)
Tpj = ¢k j=1...Lp (36)
Tyj= g™k j=1...Ly (37)



Prover sends {Iy;}, {®u;}, {Ip;}, {®p;}, {Oc}, {Ak}, ¥, {A1},
{A}}, {Tpj}, {THhj} to Verifier.

6. Verifier chooses a non-zero challenge e at random from the interval,
and sends it to Prover.

7. Prover produces responses:

CH]' = ecj + &gj, ®Hj = €9H]' + 1Hj (38)
Cp]' = ecj + Xpj, @p] = 691:']' + 1p; (39)

chooses random coins {p;}, produces expansion coefficients {ov; }:

LH LH
[ [(edz + (zrj + p;) (xcdChij + yeeln;)) = Y z'v; (40)
j=1 t=0

produces expansion coefficients {(u1j, ug;) }:
(zrj+0j)(z(rj = 1) + pj) = w1z + uo; (41)

chooses random coins {03}, {6;}, { (v1j, vo;) }, produces commitments:

V,=g¢"h"  t=0...(Ly—1) (42)
N; = g i j=1...Ly (43)
Eyj = g"ih"i, Eo = g“0h"i (44)

Prover sends {CH]}, {@H]}, {ij}, {@p]'}, {Vt}, {N]}, {(El]', Eg]')}
to Verifier.

8. Verifier chooses a non-zero challenge s at random from the interval,
and sends it to Prover.

9. Prover produces responses

O = sw; +9; (46)

E]' = 51y + Voj (47)
n n—1

Ap=e" Y d"g, + Y enj (48)
m=0 1=0

n n—1 Ly—1
Ag=sti(e" Y d"w+ Y dm)+ Y sl (49)
m=0 1=0 t=0

Prover sends {R;}, {Q;}, {&;}, Ap, Ap to Verifier.



10. Verifier tests responses to fit commitments:

gPHOW,E =Tp;  gMHPIMT = Yy, (50)
gUHOMWy = Ty MR My = Yy (51)
g™ QT = X (52)
gURYL = N; (53)

tests flags to be from the right set (r; € {0,1}):

g MR I =Ey Eoy = 1 (54)
produces
K Lp
Up = [ [] [(ed + xcdC; + yee(I; + Ox)) (55)
k=1j=1
Ly
Uy = (ed)~ =" T (eds + Rj(xcdC; + ycel;))  (56)
j=1

Verifier accepts if

(a) {A}},{By,} are commitments to expansion coefficients of pat-
tern verification polynomial:

n

n en—l
g Urpbr (me') [T =1 (57)

m=0 1=0

(b) {A;},{Bn} are commitments to expansion coefficients of host
verification polynomial:

n e’ n—1 st Ly—1
(e ) -

(58)

(¢) top expansion coefficients committed at B, B}, are the same
(bn = by):

g'hW'B =27 (59)

¥ (B) " =2 (60)



4 Protocol properties

[t is clear honest Verifier always accepts for an honest Prover and com-
mitments such that there are at least K copies of pattern in the host.

Lemma 3 (Soundness). Probability for an honest Verifier to accept
for any polynomial Prover and any commitments such that there are
no or less than K copies of pattern string in host string while run-
ning protocol shown in sectionl3lis at most %

Lemma 4 (Zero knowledge). Protocol shown in sectionl3lhas a simu-
lator, and is honest verifier statistical zero knowledge.

Proof. Consider a candidate simulator algorithm as follows. Given com-
mitment scheme parameters (N, g, 1), challenges (x,y.,d, e,s), and com-
mitments {(Wp]', Mp]')}, {(WH], MH]')}, {Qk}, Verifier:

1. chooses group elements: {Exj}, {B),}, {Ajbiz1.n-1, {Bu}, {A1},
{Vi}t=1..1,—1 at random;

2. chooses some {Cp]'}, {@pj}, {ij}, {(Dp]'}, {CH]}, {@H]}, {IH]'},
{q)H]}, {Ok}, {Ak}, {R]}, {Q]}, Ap, AH, ‘I’r, F, I'" at random;

3. produces

ij _ gCP/'h@Pj Wl;je ij — glpthDPle;jd (61)
Tpj =g WhOMWys Yy =gWh®iMy]  (62)
X = g nM Q. (63)
N; = ngthL]fS (64)
Eoj = ¢8R IS E; S (65)
K Lp
Up = I_I (ed + xch]- + yCE(I]‘ +Ox)) (66)
k=1j=1
Ly
U = (ed)~(Fn=m) [ I(eds + Ri(xdCj + ycel;)) (67)
i=1
n . 1 ,
Ay =gt ( TTB)™ | TTAD~™ (68)
m=0 1=1
n —SLH
n qm ‘ n-l ! LH_l t
Vo = gtn® | TT(Buw) [T(A) (V)™
m=0 =0 t=1
(69)
z=¢"W'B, "  Z'=g"n"'(B,)" (70)



Transcript simulated this way is statistically indistinguishable from all
protocol transcripts with the same challenges. 0

5 Discussion

Protocol introduced can be extended to show matching for 2D and 3D ob-
jects. Approximate matching can be another extension. Protocols of this
type may be developed for similar statements regarding pattern matching.
Protocol is expected to be useful in bioinformatics.
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