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Abstract Cryptanalytic time memory tradeoff algorithms are generic one-way func-
tion inversion techniques that utilize pre-computation. Even though the online time
complexity is known up to a small multiplicative factor for any tradeoff algorithm,
false alarms pose a major obstacle in its accurate assessment.

In this work, we study the expected pre-image size for an iteration of functions
and use the result to analyze the cost incurred by false alarms. We are able to present
the expected online time complexitiesfor the Hellman tradeoff and the rainbow table
method in a manner that takes false alarms into account. We also analyze the effects
of the checkpoint method in reducing false alarm costs.

The ability to accurately compute the online time complexities will alow one to
choose their tradeoff parameters more optimally, before starting the expensive pre-
computation process.
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1 Introduction

Cryptanalytic time memory tradeoffswere first introduced by Hellman [11] as an at-
tack on blockciphers. Since then, much progress has been made, with [1, 3-8, 10, 12,
13,16] being a very partial list of works contributing to the theoretic aspects of the
tradeoff algorithms. There are also numerous works on their applications and imple-
mentations. Today, the tradeoff algorithms are understood as techniques for quickly
inverting generic one-way functions, and since much of cryptanalysis can be ex-
pressed as the process of inverting an appropriate one-way function, time memory
tradeoff technique is a valuable tool for cryptography.
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Any cryptanalytic tradeoff algorithm worksin two stages. In the pre-computation
phase, the one-way function is iteratively computed and a digest of the computation
is stored in tables of total size smaller than the complete dictionary. When a specific
image point to be inverted is given, the online phase algorithm returns a pre-image of
the target in time shorter than what is taken by an exhaustive search.

An analysis of the storage and online time complexities is usually provided with
any published tradeoff algorithm. For example, the tradeoff curve TM?2 = N? gives
the complexity of the original Hellman tradeoff, where N isthe size of space onwhich
the one-way functionisdefined. That is, for any T and M satisfying the tradeoff curve,
the Hellman tradeoff algorithm, when run with appropriate parameters, enables one
to finds a pre-image of the inversion target in onlinetime T, utilizing a pre-computed
table of size M.

Tradeoff curves for various tradeoff algorithms are typically true only up to a
small multiplicative factor. Thisis largely due to the effects of what are called false
alarms, which make it difficult to give an exact expression for the time complexity T.
Theonlinephaseisan iterative processthat is occasionally interrupted when acertain
collision is found. Sometimes the collision leads to the target inversion, but this does
not happen in most of the cases. Such a non-useful interruption is said to be afase
alarm and resolving whether the collision is useful or afalse aarm requirestime.

Most previous analyses of the online time compl exities concentrated on the main
iterative process and the added cost of dealing with false alarms was either neglected
or roughly argued as being relatively small. For example, the original work by Hell-
man gave a heuristic argument that false alarms can increase the online computa-
tion by 50% at the most. On the other hand, the paper presenting the rainbow table
method [16], which is the tradeoff method most widely known to the public, cites ex-
periment results of observing 75% of cryptanalytic effort spent onfalsealarms. There,
concerning false alarms, only a heuristic comparison to the distinguished point trade-
off method is given. Thus, it is apparent that the extracost incurred by false alarmsis
not well understood, and this contributes a certain degree of uncertainty to the online
time complexity.

Obtaining an accurate assessment of the online time complexity is meaningful
for at least two reasons. The first concerns parameter selection for tradeoff imple-
mentation. Running time of the online phase cannot be measured through tests until
atradeoff tableis ready, and since table creation is atime consuming process, exper-
imenting with various parameters and tweaking them for maximum performance is
very uncomfortable, to say the least. This is especialy true with the rainbow table
method, where the huge table cannot be broken down into smaller pieces for test-
ing. One cannot measure the online time complexity with fake tables either, because
these show different false alarm behavior. Thus, to find implementation parameters
that would optimally obtain the online performance one needs, without going through
the expensivetrial and error process, one needs to be able to compute and predict the
online complexity corresponding to a given set of parameters.

The second need for understanding the online complexities concerns comparisons
between tradeoff algorithms. To choose the tradeoff algorithm that is optimal for the
situation in hand and the avail abl e resources, one needsto be able to compare tradeoff
algorithms. Thisis not a straightforward task with our current knowledge of the on-



line complexity. For example, the tradeoff curve for the rainbow table method [16] is
TM? = % N2 and this was argued as evidence of its superiority by afactor of two over
the Hellman tradeoff, whose tradeoff curve is TM? = N2. But the later work [4] as-
serted otherwise, mentioning differencesin applicable storage reduction techniques.
So, even though the behaviors of various tradeoff algorithms are known in terms of
rough tradeoff curves, as the performance of these tradeoff algorithms differ mostly
by a small factor, afair comparison between algorithm performancesis not an easy
task. The apparent difficulty is that of not knowing what the optimal storage tech-
nique is for each tradeoff algorithm, but analysis into such matters quickly reveals
that this is intimately related to the online time complexity. Aggressive storage re-
duction through ending point truncation results in increased online time, in a manner
that resembles the workings of the false alarms.

In this work, we give a more accurate assessment of the online time complexity,
taking the effects of false alarmsinto account. The original Hellman tradeoff and both
the perfect and non-perfect versions of the rainbow table method are considered. We
do not require the rainbow tables to be maximal. A corresponding analysis under the
application of the checkpoint technique [1], that reduces the effects of false alarms,
isalso given.

To the best of our knowledge, the only previous attempt at a rigorous analysis
of false alarms appearsin [1]. That work presents results on the very special case of
maximal perfect rainbow tables, which is difficult to use in practice, due to its high
pre-computation cost. The current work will provide a morerealistic view of the cost
incurred by false alarms and the resulting total online time complexity.

The rest of the paper is organized as follows. We start with a very brief review
of the main concepts surrounding time memory tradeoffs in the next section. In Sec-
tion 3, we consider an image set corresponding to a random input set under an it-
eration of functions and study its expected pre-image size. These results are used
to analyze the cost of false alarmsin Section 4. Thisis the main contribution of this
paper. Section 5 dealswith the checkpoint technique. Test results that support our the-
ory are provided in Section 6. The final section summarizes this paper and provides
comments on possible future developments of this work.

2 Time memory tradeoff algorithms

Let us start by making the inversion problem more explicit. A one-way function
F ../ — 4 acting on afinite set .4/ is fixed. Then, one is given a target image
point F(x) € .4 and asked to find x. There are also situations where oneis given an
image point y € Im(F) and asked to find an x € .4 such that F(x) = y. The differ-
ence between the two problems, which has mostly been ignored in the time memory
tradeoff literature, is whether the objectiveis to obtain the solution or any solution to
the inversion problem. For example, consider the problem of inverting the password
hash of a user on a specific computer system. Obtaining any pre-image would suffice
in breaking into the user’s account on the system, but obtaining the password would
allow breakage into other systems on which the same user is suspected of using the



same password. In this paper, we focus on the the version of the inversion problem,
but the any version can also be approached in a similar manner.

We shall not explain the explicit tradeoff algorithms and ask readers to refer to
the original papers on the Hellman tradeoff [11] and the rainbow table method [16].
Here, we only list and fix the basi ¢ terminol ogies. Notation of this section will be used
throughout the paper and, from now on, we shall refer to the rainbow table method
simply as the rainbow tradeoff.

A Hellman chain, for aone-way function F : .4~ — .4/, isof theform

Pi=Xo X1 Dxg=ep (1<i<m). (1)

The Hellman table {(sp;,ep;) }{; is sorted on the ending points ep;, or a hash table
techniqueis used, to make table lookups easier. We have omitted the reduction func-
tions, as we shall mostly deal with a single Hellman table. The complete set of m
chains, consisting of mrowsandt + 1 columns, is a Hellman matrix. The positivein-
teger parametersmand t are chosen to satisfy mt2 = cg|.#|, with positive constant ¢y
neither very large nor too close to zero. The matrix stopping rulerefersto thecy = 1
case, which iswhat is almost always used.
Likewise, we have the notions of arainbow chain

Spi:XLOE)Xi,lE)“'E)Xi,t:epi (1<i<m), %)

a rainbow table, and a rainbow matrix. For rainbow tradeoffs, it is usual to take
mt = cg|.#"| with constant cg, once again, closeto 1. A rainbow table is perfect if all
its ending points are distinct. A maximal perfect rainbow table is one containing the
maximal number of possible rows. A rainbow tradeoff using perfect rainbow tables
will bereferred to as a perfect rainbow tradeoff.

Our inversion target will alwaysbey = F(x) throughout the paper. If the current
end FX(y) of the Hellman tradeoff’s online chain

y S Fy) SRy 5o S Fky)

of length k matches an ending point ep;, we have an alarm. If an aarm involv-
ing ep; shows the property F1-K-1(sp;) # X, it is said to be a false alarm. Notice
that F*~%~1(sp;) = x is not guaranteed by the weaker condition F'~K(sp;) =y. The
weaker condition is checked first and the stronger condition is checked outside the
tradeoff algorithm, only when the weaker condition is satisfied. There is a corre-
sponding notion of false alarms for rainbow tradeoffs. False alarms are caused by
merges between the online chain and a pre-computed chain.

Checkpoint [1] is atechnique for resolving false alarms without regenerating the
pre-computed chain, applicable to both Hellman and rainbow tradeoffs. The ideais
to choose a fixed, say k-th, column of the pre-computation matrix and supplement
a 1-bit information about x; x, for each i, in the pre-computed table. When an alarm
sounds during the online phase, the corresponding information is computed for the
online chain. If the online chain and the pre-computed chain had merged somewhere
between the checkpoint and the ending point, thereis a possibility that a comparison
of checkpoint information will filter out the false alarm.



Let us briefly return to the the versus any pre-image versions of the inversion
problem. Given a pre-computed tradeoff table and the inversion target y = F(x), the
former problem of looking for x will end successfully if and only if X appearsamong
the pre-computation matrix entries, excluding the ending points. The latter problem
issolved if and only if y isfound among matrix entries excluding the starting points.
This difference needs to be kept in mind for any rigorous analysis of tradeoff algo-
rithms.

Throughout this paper, the one-way function F : .4~ — .4 being considered will
alwaysact onaset .4 of size N. We always assume N to belarge. A Hellman matrix
is denoted by HM and arainbow matrix by RM. Any Hellman matrix or rainbow matrix
will consist of mrows andt + 1 columns. The parametersm and t are to satisfy an
appropriate mt? = ¢zN or mt = czN and are assumed to be reasonable in the sense
that 1 < mt < N. The k-th column {x; \ }{"; of the pre-computation matrix will be
written as HM or RM.

3 Pre-image under function iteration

In this section, we present information concerning the size of a pre-image set under
an iteration of functions. Throughout this section F : .4 — .4 will be a random
function.

3.1 Preliminary definitions and notation

We denote the u-timesiteration of F by FY = F o--- o F. It iswell known[9, 15] that
if mg-many distinct random inputs are subject to F, the expected image size m, can
be computed through the recursion

1 _ Mk — _

o exp( N) (k=0,1,...,u—1). €)
For example, setting myp = N, one can conclude that % =1- % of the total spaceis
expected to belong to the image space of F. We will use the closed form approxima-
tion

My 1

N~ Njmotkj2 @

which can be found® in [2].
For a Hellman table with mgt? = ¢z N, the above approximation shows

TN/mo+t/2  14c/2t
This implies that the number of collisions among ending points is very small com-

pared to the total number of rows. Thus the behavior of the Hellman tradeoff will
depend very little on whether or not we replace the merging chains with new chains.

m :%{1_%+(%)2_...}mr‘r‘b, (5)

2t 2t

1 The statement in the referenced paper is different, but this it due to multiple typographic errors. The
version presented here can easily be obtained by following through their proofs.



Hence, in our further discussions of the Hellman tradeoff, we shall assume that
the Hellman matrix was created with my = m distinct starting points and that the
resulting m = m ending points are distinct. Thisinsures, in particular, that all points
within each column HMy are distinct.

An i-node for a mapping is an element of the range space with exactly i-many
pre-images. Still referring to the random function F ; A4 — 4/, it isknown [9] that
theratio of i-nodesamong .4 is expected to be

P=5i ©
Notice that pg = 16 the ratio of nodeswith no pre-images, is in good agreement with
our previousfigure of 1 — % for the total image space ratio.

The i-node ratio expectation (6) is only guaranteed to be a good approximation
only when the set size N is large compared to i. In fact, there cannot be any i-nodes
fori > N, so that these p; should be zero. But since% isvery small at theselargei, we
shall use p; as given by (6), for al i € Z>q. Similarly, our various future definitions
will be vacuous for large i, and arguments not strictly correct, but we shall ignore
them, and they will not cause any troublein the end result.

For each non-negativeintegersi and k, let uswrite

Fyi(F)={y € 4 |yisani-nodeunder F¥}, 7
Pi(F) = {x € A | FX(x) € %i(F)} ®)

to denote the set of i-nodes and pre-images of i-nodes, associated to the mapping FX.
The characters 2 and % reflect therole of .4 asdomain and range, respectively. The
dependence of these two sets on F will usually be omitted.

An elementsof % (F) will bereferred to asan (FX, i)-node and we shall say that
an element of %;(F) produces an (FX,i)-node. The probability of a random point
from the range space % = .4 to be an (FX,i)-node s denoted by

_ %l

Pei == 9

Note that the values of py; has already been stated as p; in (6). Since every point
of %\ hasi-many pre-images under FK, the probability of arandom point from the
domain 2 = .# to producean (FX,i)-nodeisi Pi-

| (F)|

A morerigorous definition for the py; would expressthis as an average of —x—
over al functionsF : .4~ — .47, but we refrained from going into this complicated ex-
pression and simply took F to be arandom function, at the beginning of this section.
Many of our future statements presenting explicit values should be understood in the
same context. They are averagesover all functionF : A4~ — .47, or equivalently, what
we can expected from arandom function, rather than for any fixed function.

For each non-negativeinteger k, we fix a notation

Pr(X) =Y, piX,
i=0

for the formal power seriesrelating to (FX,i)-node ratios.
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Lemma 1l Wehave (x) = xand £1(x) = Exp(x — 1), where Exp(x) is the formal
power series i o X'

Proof As FY isthe identity map, we have po1 = 1and pgi = Ofor al other i. This
implies the first statement. The second statement follows from the value of py; as
given by (6) and the identity %Exp(x) = Exp(x— 1) of formal power series. O

3.2 Node size correlation under function iteration

The generating function £, (x) was defined to be aformal power series. Aswe know
that each py, being a probability value, is bounded, it is clear that 7 (x) converges
for any |x| < 1. Before showing that Zy(x) is convergent for al real number inputsx,
we shall present a certain conditional probability.

Proposition 1 The probability for a random (FVY, j)-node to be an (FU*V,i)-node is
approximately

N R D L e

it =i
Here, the summation indicesiy, ..., ij are to run over non-negative integers. When
j =1 =0, the degenerate sumisinterpreted to be 1. When j = Owithi > 0, the empty

sumisinterpreted to be zero.

Proof Fix any single j-node z for F¥ and consider its j-many pre-images, which we
nameys, Yy, ..., yj. Supposeeachyy isan (FY,ix)-node. Then zis ani-nodefor FU+V
ifandonlyifii+---+i; =i. Wheni < N, theeventsof eachyy beingan (FY,ix)-node
may be seen as being independent of each other, and we may write py,i, Pu,i,, - Puj
as an approximation for the probability of the product event. For large i, both sides
of the equation are very small and these will not cause trouble later. By summing
the probability for these product events over all j-many indices that add up to i, we
obtain the full conditional probability. O

By the law of alternatives, it is clear that
Purvi = 3, P(=2i] %) - pyj- (10)
j=0

The next result, relying heavily on this observation, allows us to compute the formal
power series Z(X) inductively from £ (x).

Proposition 2 The generating functions for node ratios satisfy the recurrence rela-
tion
e@u+\/(x) = c@\/(c@u (X)) .
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Proof Combining the definition of £2,;.y(x) with identity (10), one can state that
Purv(X) = Z Pu-tvi X
i

Here, the last expression is an infinite sum of formal power series, which is not de-
fined in general, but the condition 3'; p,j = 1 justifiesits use.

Now, notice that the coefficient of x' in 22,(x)! is exactly the right hand side of
the equation appearing in Proposition 1, so that the aboveis equal to

Z Pv,j Pu(x)) = Py(Pu(X)).
J

This completes the proof. O

During the proof of this theorem, we referred to the coefficient of a certain power
series. As this notion will appear frequently in this paper, we fix a notation for this.
Given any power series .« (x) = ¥ a X, we shall write [ .7 (x) | for &, the coefficient
of X in .7 (x).

The above theorem, together with Lemma 1, shows that Z%(x) is equal to a
k-times iterated composition of #21(x) = Exp(x— 1). Since the formal power series
Exp(x— 1) convergesto the real number value exp(x — 1) for any real number x, we
know Z(X) is convergent for any real number x and non-negative integer k. This
alowsusto view 2 as afunction defined on the set of all real numbers.

It is clear that each function & is injective. Hence, they have corresponding
inversefunctions, defined on suitable subsets of thereal field. Since 47, istheidentity
function, in view of the relation 2,v(x) = 2, (Zu(x)), we shall write &2 for the
inverse function of .

The following lemma is an easy corollary to the above proposition and shows
how iterated image size is related to the function Z.

Lemma?2 Let Do C .4 be a set consisting of mp randomly chosen points. Set Dy =
FK(Dg) and let m be the expected size of Dy. Then the set sizes are related by

N Zu(t N)
for all non-negativek and all u > —k.

1

Proof Recalling Lemma 1, we can rewrite (3) in the form

o Men _Mgy ) = _ M

1- = —ep((1- 1) -1) = 21 (1- )
As Proposition 2 showsthat &2, is equal to u-timesiterations of #24, theresult istrue
for non-negative integers u. The negative case is obtained by applying the inverse
function &_,, to both sides of the positive case equation. O
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The proof for the next lemma is almost identical to the proof for approxima-
tion (4) appearing in [2].

Lemma 3 The formal power series %(x), seen as a function, can be approximated

by
2(1-x)

S 2+4k(1—x)
The approximation is also valid for negativeintegersk.

,@k(x) ~1

Proof Let us treat the non-negativek first. By Proposition 2 and Lemma 1, we may
write

P1(X) = EXp(Zk(X) = 1) = 1+ (Fu(X) - 1) + %(%(X) —1)? and  Fo(x) =x.

Let us temporarily use the notation 2x(k) = 1 — #(x). Notice that we have inter-
changed the position of k and x so that the new object seems more like a function of
k rather than x. We rewrite the above as

Dx(k+1) — 2x(K) = —%.,@x(k)2 with 2,(0)=1-x (1)
The Euler method states that the sequence in k, defined by the above difference equa-
tion, approximates the solution to the differential equation
%ggm:—%%wﬁ with  2,(0) =1—x. (12)
We can use this the other way around and state that the solution
B 1
-~ 1/92,(0) +k/2

to the differential equation (12) approximatesthe sequence defined through (11). The
solution (13) is equivalent to the claimed first statement.
To treat the negative case, note that the function

2(1-x)
2+k(1—-x)

Zk(X) (13)

P(X) i =1—

satisfies the relation P,,(x) = @V(Q%u(x)), for any integers u and v. As & is
the identity function, this implies that &2 is a good approximation for the inverse
function Z_,, where it is defined. Thisis the second statement of thislemma. O

We have obtained a closed form approximation for function £%(x). Even though
eachi-noderatio py; can be explicitly computed from the recursion formula (10) and
Proposition 1, the power series Z(x) and this lemma secures this information in a
more useable state.

Recall from freshman calculus that for any given power series .7 (x), within its
radius of convergence, the function <7 (x) is differentiable and the derivativeis given
by

,Mm:iwmmMﬂ (14)
k=1
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where we are using the notation introduced below Proposition 2. In the other direc-
tion, one must also have

S S8 oA (Wa= [ /(0 (15)
k=1 o

~l =

when the integration boundaries oc and 8 lie within the radius of convergence.

Note that since Z(x) is convergent for all x, we may freely differentiate this
function any number of times or integrate over any finite interval. For later use, we
state the following two lemmas. Both can be shown true using Proposition 2 and
Lemma 1, through induction on k. We can also check the second of these more di-
rectly, but approximately, with Lemma 3.

Lemma 4 Wehave &, (X) = Z1(X) Z2(X) --- Px(x), for all k.
Lemma5 Wehave #(1) =1, #,(1) =1,and /(1) =k, for all k.

We now state conditional probabilities of dlightly different nature from that of
Proposition 1. The subtle difference is in whether the random selection is done at
the domain or at the range space. Comparing these probabilities with those given in
Appendix B will show how careful we should be in treating random selection.

Proposition 3 Let x be a random point from domain .4". Sety = FY(x) and z =
FY(y). Note that z is never a 0-node for FU*V,

1. Assuming z to be an (FY*V,i)-node, the probability for y to be an (FY,k)-nodeis

k S
-|*£>Vi)_ﬁ21pv,j > Puiz - Puij-

u
P(—>|< = :
Putvi {23 Kebigt- i =i

2. Assuming z to be an (FU*Y,i)-node, the probability for z to bean (FV, j)-nodeis

p( l’i|*£>l>i)—ﬂzkpu,k > Puiz - - - Puij-

I Putvi k=1 Kebi gt ook =i

In the statements above, the summation indices are to be taken from the non-negative
integers. Any sumwith an empty index set isinterpreted to be zero and any sumwith a
degenerateindex description isinterpreted to be one. For example, K+ i+ ---+ij =i
gives an empty index set when k > i with j > 1. The same condition is degenerate
when k=i with j = 1.

Proof Assumingy tobean (FY,k)-nodeand zto bean (FY, j)-node at the sametime,
the probability for z to be an (FY*V,i)-nodeis

P(1>1>i

u
)_k_nl) ) = > PuipPuij = [2u() ] k.

i ketig---ij=i
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Recall from discussion below (9) that the probabilities for a random input to create
an (FY,k)-nodeor an (FY, j)-node are k pyx and j py,j, respectively. Hence the prob-
ability for arandom input to create an (FU*V,i)-node can be expressed as the sum

u
*—rK -
' l>,-)‘ (16)

iPusvi = D KPuk- j Puj- p(£>l>i
K, j

Infact, asasecondary check, one may follow through the next sequence of equalities.

RHS of (16) = 3 (240 [k 1- [Z4(¥)]j-1- [2u(¥) 7 i«
K,j

=S 1201 [ T2 120001

k J

= Ek, [ZuX) k-1 [ZUPu¥) ],

= [ 2,0 P Pu(x)], = {220} ], 4
= |—‘@llJ+V(X)Ji71 =i Putv-

i—k

Here, we have applied (14) multiple times and also used Propositions 2.
The two claimed probabilities are suitable partial sums of (16), divided by the
probability of creating an (FU*V,i)-node. O

3.3 Equivalence under function iterations

Let usdefinetwo pointsx, x’ € .4 to be FK-equivalent, if FX(x) = FX(x'). Thisistriv-
ialy an equivalencerelation. As an example use of this notion, recalling notation (8),
one can say that any point of %y is FK-equivalent to i-many points, including itself.

In this subsection, we will work out the number of points that are FX-equivalent
to a set of mrandomly chosen points. The single point caseisrelatively easy.

Lemma6 Given a random point x € .4 from the domain, the point y = FY(x) is
expected to be FY-equivalent to v+ 1 points.

Proof Given arandom x € ./, theimage FUV(x) is an (FU*V,i)-node with proba-
bility i pu+vi- Thusthe probability for F!(x) to be F¥-equivalent to j-many nodes can
be written as
Sop(- i) - i Puruis
|

through the law of alternatives, and the expectation we seek is
Si{Xp( B[ ipuna )
j i
Applying Proposition 3, we see that thisis equal to

Z jzpwj 2 K Pu,k 2 Pu,iz - Pu,ij
i k

Kebigij=i
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=2 [{(x20} ]| 4[240 2u) Y
=Y [2i0 X [{x 20| |y 2ul0) ]

i—1

Multiple applications of Lemma5 is needed for the last equality. O

Let x € .4 be random and consider y = F¥(x). By substituting mp = N into (4),
we can state that the ratio of the complete FX-image space size over the input space
sizeis (2. It istempting to say that, on average, image point y will have ((2;) ! =
% + 1 pre-images, implying that x is F¥-equivalent to 'g -+ 1 points. On the other hand,
restricting Lemma 6 to the u = 0 case tells us that x is expected to be FK-equivalent
to k+ 1 points.

The apparent contradiction arises from the careless use of random selection. The
random choice of x leads to non-uniform choice among the image points. Those
image points with larger pre-image sets are more likely to be taken than other image
points. Lemma 6 presents the pre-image size of an image point y = FX(x) that was
obtained with random input x. Thisis different from the pre-image size of a random
point taken from the image space.

This dependance on where the random choice is being made is even more evident
in the following lemma.

Lemma7 Let Dy C .4 beaset of my randomly chosen points. The expected number
of (FK,i)-nodesin FX(Dy) is

wofe (1))

Proof Consider the process of choosing points of the FX-image space through ran-
dom selection of pointsinitsdomain. Asdiscussed earlier, since the probability of an
image point being selected will depend on the number of its pre-images, thiswill not
produce a random distribution of image points. On the other hand, note that random
selection within % ; will lead to uniform distribution in the corresponding image
space Fy,i-

As aready mentioned multiple times, we have |9N—k" =i pk,i, and the number of
elements belonging to Do N % is expected to be mpi py;. Modeling F as a random
function, we can interpret

F¥(DoN %) = F*(Do) N %k,
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as a set obtained by drawing (mgi py;)-many pointsfrom %, ;, uniformly at random,
with replacements. Thus the size of thisimage set is expected to be

|f@k7i|{1— (1— |’0]jll'(7i|)”bipk.i}

m i (1 )™ a1 7))

which isthe stated claim. O

Remark 1 During the proof of Lemma7 we have utilized the explicit expected values
E(DoN %) = moi pki and E(|%x;|) = Npi as the number of certain objects in
computing another expected value. Such an argument is not strictly correct. A correct
proof would involve conditional expectations and compute an iterated expectation to
arrive at the claim, but we shall not do this here. Our final evidence that this proof
reflects the reality isthe simulation result given in Section 6. The current remark will
apply aso to many of our later proofs.

Since Lemma 6 show that a single random point is FX-equivalent to k+ 1 points,
we may concludethat for small mg, the number of points FX-equivalent to mg random
points will be my(k+ 1). For large mp, this will no longer be true, as some of the mg
pointswill be equivalent to each other. Let us discuss thisin more detail.

Lemma 8 Let Dy C .4 bea set of mg randomly chosen points. The number of points
that are FV-equivalent to points of D, = FY(Dy) is expected to be

u+v

N{1-2u(1- ) 2 (2u(1- D)) } = N{l—gj,@k(l—%)}.

Proof By Lemma7, the number of (F'+V,i)-nodesin F4V(Dyg) is expected to be

i (1))

Thus, the expected equivalence size we are looking for can be computed as

Ei,Npu+v7i{1— (1—%)i}2j,j P+ i)
:Nzi_l{l(l%)i}ijp\ﬂjEk,kpu,k 2 Pu,iz * - - Pujij

Ktipt--+ij=i

i (1) o i |

i—1

Here, the first equality was obtained through Proposition 3 and computation for the
second equality isidentical to that donein the proof of Lemma 6. Now, by (15), this
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isequal to

1 !
N g 20 2201} 0

1
=N [,@u(x) ,@c(%(X))] L

My
N
my my
=N-N2y(1- ) 2 (2u(1-7))-

Here, the last equality relies on Lemma 5. We can complete the proof by applying
Lemma4. O

For applicationsto tradeoffs, it is more useful to have the above equivalence count
given in terms of the image space size rather than the input size.

Proposition 4 Let Do C .4 be a set of randomly chosen points. If the number of
distinct elementsin D; = F'(Dg) ism, then the pre-image of D; under FKisexpected
to be of size
mk
m(1+k)(1- m)
Proof With mg set to the size of D, Lemma8 impliesthat the pre-image size we are
looking for is

t
(1Mo
N{l—i:tr[k,@.(l o} (17)
The condition of the proposition implies
p(1-Toy_, M
21 N) 1 N

Recalling the notation &7 for theinverse function of &, the above can berewritten
as

(1) = Z1-1).
and (17) becomes
0
N{1- T 2=} (18)

j="k

When Lemma 3 is applied, there is a series of cancelations within the product term
and this simplifies to

mk
m(1+k) (17 SN m)).
The stated result is an approximation of thisvalue. O

Once again, we emphasi ze that the randomness in this proposition refersto the selec-
tion of inputs rather than to the selection within the image space. Another proof for
this proposition is given in Appendix C.



15

Lemma9 Lett = s+ u+ v be a sum of non-negative integers and choose a set of
random points Do C .4 of size my. For each z € Dy = F'(Dg), randomly choose
aw € Dy such that F'(w) = z. The collection of the chosen pre-images w will be
called Dg. Then, the number of pointsthat are FY-equivalent to points of Dg = FS(DO)
is expected to be

1 !
N/ AR ACXOLE

JZs(1- %

Proof The diagram below may be of help in following through this proof.

Consider the intermediate image set Ds = F5(Dg) and let mg be its size. Since we
are taking F to be arandom function, Ds is a set of random points from .#". So, by
Lemma 7, the expected number of (FU*V,i)-nodesin Dy = F4V(Dy) is

o fi (1)

Now supposez € Dy = F'(Dg) = Dy isan (FU+V,i)-node, let w € Dg be the corre-
sponding input element that was chosen. Set x = FS(w) andy = F!(x). Thenx € Ds
isarandominput that producesthe (F'+V,i)-node z. By Proposition 3, the probability
fory tobean (FY,k)-nodeis

k
p(ik '|*£>l>i) DUKZ J Py Z Pu,iz - - Pujij-

' Putvi i kefrip--ij=i

The expected equivalence size wewant to find is
Y (# of (F**Y,i)-nodesin ISt) Y k- p(ik . |*i>l>i ),
i k
and our discussion so far shows that this may be computed through

ZNpuwi{li (l%)i}zk“k P ZJpVJ > Puiiz -~ Pu,ij-
|

i Putvi ] Kebig i =i

Thisis equal to the following sequence of equations.
NE {1 () TR 000 b s R 240001 [0,
1 i ' /
=N {1 (1) PR TP |y 2020,

i k
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=NZ {1 (- ) o) 2 2a)]

N[ (xZ,(x)) Zi(2u(x)) dx

J1-T¢
Thelast equality followsfrom (15). To arriveat our claim, it now sufficesto substitute

ms Mo
l*W - '@S(liﬁ)v

asgiven by Lemma2. O

Proposition 5 Lett = s+ u+ v be a sumof non-negativeintegers and choose a set of
randompoints Do C .4#". Suppose Dy = F!(Dg) isof sizem;, and for each z € D, ran-
domly choosea w € Dg such that F!(w) = z. The collection of chosen pre-images w
will be called Dg. Then, the pre-image of FSTY(Dg) under F" is expected to be of size

m(u+1)+ u(uv;L 2) {mv+ 2N In(l— %’) }

Proof Combining Lemma9 and Lemma 2, we can state the pre-image size as

/1 N (X‘@lll(x))/ Py(Pu(x)) dx.

. y—(quv)(l*Tn%)

When the approximation given by Lemma 3 is applied, the above indefinite integral
becomes

AN(U? + v+ 2u+ V) 2Nu(u+2), 2+ u(1-x)
VU+V) 2+ (U+v)(1-x) V2 n{2+(u+v)(lfx)}'

After the integration boundaries are placed in this equation with &_ (1 — X as
given by Lemma 3, the result smplifiesto

m(u?+uv+2u+v)  2Nu(u+2) mv
v + =z n(1-53)

Thisis egual to what is claimed. O

4 Co¢t of falsealarms

Let us use results of the previous section to quantify the effects of false alarms. We
shall show that, under typical parameters, the Hellman, perfect rainbow, and non-
perfect rainbow tradeoffs, spend 14.3%, 25.8%, and 27.6% of the total onlinetimein
resolving false alarms, respectively.

Aswith any analysis of tradeoff algorithms, we shall model F as arandom func-
tion during our arguments.
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4.1 Hellman tradeoff

Hellman tradeoff utilizes multiple tables with usually one of these containing the cor-
rect answer. Unless all the tables are processed in parallel, we will end up producing
the full length online chain for most of the Hellman tables that we start search on. So
we shall state our cost claimsin terms of single table processing, rather than for the
whole online phase. If needed, one can readily obtain the expected total cost from the
success probability of asingle table and the cost per table.

Recall that the k-th column of a Hellman matrix is denoted by HM. We shall write
F I (HM,) for the set of pre-images under F! of the ending points HM.

Lemma 10 For each 0 < k < t, the expected size of the pre-image set F~K(HM,) is
approximately m(1+ k).

Proof Proposition 4 states m(1 + k) (1 — ) as the expected pre-image size. Since
our assumptionsof g ~ 1and 1 <t imply 0 < 4N =% 't‘ < % « 1, the conclusion
follows.

Lemma 6, combined with our discussion on ending point distinctness, stated be-
low (5), also leads to the same conclusion. O

It isnow possible to compute the extrawork incurred by false alarms.

Theorem 1 During the full online processing of a single Hellman table, the online
chain creation requires about t applications of F. The false alarms are expected to
cause approxi mately t extra applicationsof F.

Proof The complete online chain creation requirest — 1 invocations of F. Thus the
first claim is evident.

Let y = F(X) be given as the target image point. For each 0 < k < t, the k-th
iteration of the online phase, i.e., the search of F*~1(y) among the ending points,
causesan alarmif and only if x € F~(HM;). Thealarm isafalse one, if x ¢ HM;_y. By
Lemma 10 and the assumption on ending point distinctness, the probability of such
an incident happening is M- _ m.

Each alarm causes (t — k + 1) iterations of F to be executed before it can be dis-
missed as being false. Thus, the expected number of F iterations spent on false alarm
treatment throughout the full processing of a single Hellman table can be calculated
as

mk t(t+1)(t+2) m

t—k+1)— = —————=. —.

ng'st N 6 N

It now suffices to bring out the highest term in t from this equation and apply the
condition mt? = ¢zN. 0

Under the matrix stopping rule mt? = N, approximately ét iterations of F are
spent on resolving fal se alarmsper Hellman table. In comparison, thefull online chain
generation requires approximately t iterations. So if the multiple Hellman tables are
processed sequentialy, false alarms will cause % ~ 16.7% increase in onlinetime. In
other words, % ~ 14.3% of thetotal onlinetime isrelated to false alarms. In general,
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Table 1 Expected iteration counts per table (unit: t) and relative cost of false alarms for Hellman tradeoffs
(OC=online chain, FA=false adarm, itr=iterations)

[  JJ W4 ] w3 ] 2 ] 1 [ 2 | 3 | 4 ]
OC itr 1.000 | 1.000 | 1.000 | 1.000 | 1.000 | 1.000 | 1.000
FA itr 0.042 | 0056 | 0.083 | 0.167 | 0.333 | 0.500 | 0.667

total itr 1.042 1.056 1.083 1.167 1.333 1.500 1.667
FA/total 4.0% 5.3% 7.7% | 14.3% | 25.0% | 33.3% | 40.0%

focﬂ of the online time is spent on resolving false alarms. As can be seen through
Table 1, the relative cost of false dlarmsis sensitive to cy.

Notice that (t — k+ l)”W‘k, the term being summed in the proof of Theorem 1,
viewed as a function of k, attains its maximum value near k = % So, the unwanted
effect of false dlarmsiis at its greatest when the online chain has reached half of its
full length. Assuming that the correct answer is found after going through half of the
pre-computed data, thisimpliesthat we get the same % factor increasein onlinetime

dueto false alarms, even when all the Hellman tables are processed in paralldl.

4.2 Perfect rainbow tradeoff

We shall concentrate on analyzing the cost of processing a single perfect rainbow
table. At the end of this subsection, we briefly explain how to work with multiple ta-
bles. In our discussion, the perfect rainbow table is not assumed to (but may) contain
the maximal number of possible rows. While maximal perfect tables are easier to an-
alyze, building them are very costly and are seldom used. In practice, a near-maximal
table, or a non-perfect table, considered in the next subsection, are used.

Recall the notation (2). We shall write F, when referring to multiple F; without
explicitly specifying their, possibly different, indices. To deal with rainbow tradeoffs,
we redefine FX = Foik_10---oF.10F, tobeany kiterations of consecutive F,. As
long as each Fj isarandom function, all the proofs of Section 3 remain valid for this
new FX and, in particular, Proposition 4 is true for the new FX.

Disregarding the effects of false alarms, the rainbow tradeoff requires approxi-
mately %tz applications of F, in fully processing a single table. But unlike the Hell-
man tradeoff, the completetableisnot likely to be fully processed. Because arainbow
tableis huge, early exit from the online phase algorithm, which occurs when the cor-
rect answer to theinversion problemisfound, is quitelikely. So we need a measure of
the online chain creation cost that reflects the realistic use of rainbow tradeoffs. This
is presented in the following theorem, where the cost of false alarmsis also given.

We shall write F~I(RM;) for the set of pre-images under F! of the ending points.

Theorem 2 The online processing of a single perfect rainbow table is expected to
require approximately
I+cry/ty2
=G

applications of F,, in creating the online chain. Approximately

a1+ 23) (1)
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Table 2 Expected iteration counts (unit: t2) and relative cost of false alarms for perfect rainbow tradeoffs
(OC=online chain, FA=false adarm, itr=iterations)

[ @ [ 025 [ 05 | 1 | 15 [ 18 | 19 [ 195 | 2 |
OocCitr 0.4240 | 0.3608 | 0.2642 | 0.1965 | 0.1658 | 0.1569 | 0.1526 | 0.1485
FA itr 0.0357 | 0.0614 | 0.0920 | 0.1049 | 0.1076 | 0.1080 | 0.1081 | 0.1081

total itr 0.4597 | 0.4222 0.3562 0.3014 0.2734 0.2648 0.2607 0.2566
FA/total 7.77% | 14.55% | 25.82% | 34.80% | 39.37% | 40.77% | 41.45% | 42.12%

additional invocations of F, are expected to be needed, in dealing with false alarms.

Proof Letussay y = F(x) isgiven asthe inversion target. Since we are dealing with

aperfect table, x isin the rainbow matrix column RM; 1 with probability §. Checking

for thisis done by searching for y in RM;, which requiresno F, computation. Thisfirst

iteration fails to return the answer x with probability 1 {. In the second iteration, a

single application of K isrequired. At the third iteration, which will be reached with

probability (1— ﬁ)z, application of /1 o R, or two applications of F,, is required.
Thus, the expected number of F, iterations can be written as

Y (k-1) (1—%") . (19)

O<k<t

Simplification of this, using the approximation (1 — §)' ~ exp(— ) = e *, results
in
Cr Cr 1 t\2
(-9 -0-Freag(g)
Collection of the highest terms in t from this equation is the claimed F invocation
count for online chain creation.

L et usnow look into the second claim. Aswas already argued, thek-th (0 < k<t)
iteration of the online phase is executed with probability (1 — %)kfl. The k-th itera-
tion sounds a false alarm if and only if x € F~(RM;) \ RM;_. Proposition 4 implies
that this event happens with probability §f(1+k)(1 - %) — §- Each verification of
whether we are dealing with afalse alarm requires (t — k+ 1) iterations of F,.

The expected number of extra F, iterations required to deal with false alarmsis
thus

mk  mk? m

o;kq(tk“)‘g(kmm) () (20)

Thissimplifiesto
2 t2

{Z(CR -1+ Zemcn}drc%

G PR b

when the approximation (1— [)' ~ e ® is used. The highest terms in t from this
equation is what our claim states asthe cost of false alarms. O
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When ¢y = 1, which is typical for perfect rainbow tradeoffs, the number of F
invocations spent on the online chain creation is (1 — %)t2 and 4iet2 additional invo-
cations due to false alarms are expected. This trandates to 34.8% extra F, iterations
due to false alarms. In other words, 25.8% of the online time is spent in resolving
false darms. More such information for specific ¢z can be found in Table 2. Values
for ¢z of only up to 2 arelisted, because it can be argued from (4) that, for any choice
of parameters, we always have c; < 2.

We advise caution ininterpreting datafrom Table 2. Theiteration countsare given
in multiples of t2, so that, for example, the total iteration 0.3562t2 for ¢z = 1 being
greater than 0.2566t2 for ¢; = 2 doesnot imply that the ¢z = 1 parameter takeslonger.
To the contrary, for the same m, thet for cg = 2 istwice aslarge asthet for ¢y = 1,
and the net result is that c; = 2 takes much longer. That said, this alone does not
automatically imply superiority of the parameter ¢z = 1 over ¢z = 2, since the two
brings about different (easily computable) success probabilities.

It is easy to trandate results of this section to the case when ¢ tables are pro-
cessed in parallel. To obtain the expected F, iteration counts per table, it suffices to
replace the (1— [)~1 factors appearing in (19) and (20) with (1 — k1. Re-
sulting formulas are no longer ssimple, but computable. If multiple tables are pro-
cessed sequentially, countsfor the ¢-th table may be obtained by multiplying the fac-
tor (1— ﬁ)t(‘*” s exp (— cx(¢ — 1)) to the corresponding values given for asingle
table.

4.3 Non-perfect rainbow tradeoff

Let us now consider non-perfect rainbow tradeoffs, i.e, the case where none of the
colliding pre-computed chains are removed. Partial resultsfor this case, obtainedin a
manner different from the current work, appearsin [14]. The case where one removes
only some of the colliding chainsis also conceivable, but such a case does not appear
in the literature and will not be dealt with here.

When a non-perfect rainbow table is in use, the expected number of F, iterations
for online chain creation can be written as

k=1 .
3 o).

O<k<t

where each myj is given by (3) with mg = m. When the approximation (4) is applied
to this, we see cancelations within the product term and the above simplifiesinto
Z (kil)_2N+m(t—k) 2N+ mt—k-1)
05kt IN+m(t—1) 2N+mt—2)
 t(t—1){(24+ 8cy+ C)t% — Cr(28+ 5ey)t + 6C3}
B 12{(24 cz)%t2 — 3cp(2+ Ca)t + 2¢3}

1 t 2
~—-(24+8 2). )
5 (24+8a+cy) (2+CR)
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Table 3 Expected iteration counts (unit: t2) and relative cost of false alarms for non-perfect rainbow
tradeoffs (OC=online chain, FA=false alarm, itr=iterations)

[ & J 025 ] 05 [ 1 [ 2 [ 5 [ 10 [ 100 ]
OCitr [| 04290 | 0.3767 | 0.3056 | 0.2292 | 0.1514 | 0.1181 | 0.0867
FAitr || 0.0372 | 0.0677 | 0.1167 | 0.1917 | 0.3656 | 0.6250 | 5.1326

total itr 0.4662 | 0.4443 0.4222 0.4208 0.5170 0.7431 5.2193
FA/ltotal 7.98% | 15.23% | 27.63% | 45.54% | 70.72% | 84.11% | 98.34%

To deal with the cost of false alarms, notethat if the current end of the onlinechain
matches a common ending point of two pre-computed chains, both of them will have
to be regenerated for false alarm verification. Instead of doubling the work factor for
this case, we can simply let the probability of false alarms be added twice, once for
each of the colliding chain. Thus, for the purpose of analyzing false alarm costs, we
can simply ignore collisions and treat colliding pre-computed chains as independent
chains.

Using Lemma 6, the expected number of extraF, iterationsrequired to deal with
false alarms can be written as

Y (t—k+1)- { (1+K) ——} ]‘[( -

O<k<t j=1
a(t+1) { (40 + 20c; + 3c2)t3 — (160 + 80c; + 13c§)t2}
+605(20+ 3c;)t — 8c2
60{(2+ Cz)2t2 — 3¢y (2+ Cca)t + 23}

~ & 2 (L )2
~ o5 - (40+ 200, + 3¢}) (2+CR) ,

~

where m; are to be defined as before. The first approximation is, once again, based
on (4). We gather what we have discussed so far in the next theorem.

Theorem 3 The online processing of a single non-perfect rainbow table is expected
to reguire approximately

1 , 2
75 (2448 + ) (2+CR)

applications of F,, in creating the online chain, and

- (40 + 20, + 3c2) - (

2
60 2+CR) ’

additional invocations of F,, in resolving false alarms.

Some example values for expected online time complexitiesare givenin Table 3.
Note that the cost of false alarms quickly dominates the main online chain creation
cost as ¢ isincreased.
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Remark 2 The arguments of this subsection used ]‘['Jf;%(l — %) as the probability
for the k-th online iteration to happen. We already saw through Remark 1 that thisis
not strictly correct. Unlike the perfect rainbow case, there is an added complication
to be mentioned here. The number of distinct points RM; will be highly correlated to
that of RM;,1, so that such events are far from being independent. Thus the product
expression stands on shaky grounds. Still, we know that this will be roughly correct
for largem, and our proof should reflect thetrue picture, asthetest results of Section 6
agree with the theory.

5 Checkpoints

An analysis of the online time complexities for the Hellman and rainbow tradeoffs
was provided in the previous section. But since there is a technique called check-
points, that can be applied to tradeoff algorithms to reduce the cost of false alarms,
our online time complexity analysis would not be compl ete without measuring their
effects.

5.1 Hellman tradeoff

Let usfirst deal with the Hellman tradeoff case. While we can give analysis for any
number of checkpoints, the results do not simplify into one uniform formula, and the
content of this section is best explained with examples. Furthermore, our analysis
shows that using a large number of checkpointsis uncalled-for in most situations.

Let ussay that y = F(x) isgiven asthe target image point. We assume that a 1-bit
checkpoint has been placed at the (t — c)-th column, i.e., c iterations from the ending
point. We shall write F 1 (HMy) for the set of pre-images under F of the k-th column
HMy of the Hellman matrix.

It is clear that, for k < c, false dlarms at the k-th iteration of the online phase
cannot be filtered out with the checkpoint. Since the online chain available to the
tradeoff operator startsfromy = F (x), rather than from x, the checkpoint information
becomes useful starting from the (c+ 1)-th iteration.

Suppose that we observed an alarm in the k-th iteration, with k > c. Thisimplies
x € F~K(HM;). Notice that

HM_ € F~9(aM o) ¢ FX(mm).

If x € HM_y, the correct answer has been found. If x € F~ ) (M () \ HM; g, we
have a false alarm, but the online chain starting from x will merge with the pre-
computed Hellman chain before passing over the checkpoint and the checkpoint
information is useless in resolving false alarms. Finally, for the remaining case of
x € F~X(Hm) \ F~(&=° (HM,_.), the 1-bit checkpoint information will resolve a false
alarm with probability 1/2. Thus, for k > ¢, false alarms which are unresolved by the
checkpoint occurs at the k-th iteration with probability

1

S{F 9 0o — i) + 5 (1F )| - [F~ 09 o))}
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It remains to fill in the various set sizes. We know |F ~K(HM;)| = m(1+ k) from
Lemma 10. To deal with |[F~(<°) (M _)|, we give a version of Proposition 5 spe-
cialized for Hellman tables.

Lemma 11 For each0 < u <t — c, the expected size of the pre-image set F —(HM;_¢)
is approximately m(1+ u).

Proof By Proposition 5, the pre-image size is expected to be

m(u+1) + U(UC;L 2) {mc+ 2N In(l— %) }

Under normal parameters for Hellman tradeoffs, we have mc <« N, so that we may
approximate In(1 — %) simply by —5&. The second term disappears and the result
follows.

It is also possible to obtain the same result from Lemma 10 or Lemma 6 and
our assumption, stated below (5), that no chains were removed in creating a Hellman
table. O

Using the set size expectations that are now available, the probability of false
alarm at the k-th iteration can be written as

mk for1<k<c,

PrObFA(k)_{Wk
-5 forc<k<t.

Finally, we can state that

3 (t—k+1)%k—

O<k<t

mcC
Y t—k+ Doy

c<k<t

is the expected number of F iterations caused by false alarms. Below, we summarize
what has so far been discussed and add a few more simple computational conse-
quences.

Example 1 By placing asingle 1-bit checkpoint at the (t — ¢)-th column of aHellman
matrix, one can expect to remove

mc  myc(t—c)(t—c+1)
D

of the F applications caused by false alarms, per table. For large t, the maximum
effect is obtained with ¢ ~ % Of the %t extra function iterations caused by false
alarms, per table, %t iterations can be removed through a single 1-bit checkpoint at
the optimal positionc = §.
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Table 4 Optimal 1-bit checkpoint positions for Hellman tradeoffs (distance from ending point in units
of t)

[#0fCP ]| 1iCP | 2ndCP | 3rdCP | 4thCP ]
1CP [| 0.33333
2CP_ || 0.25760 | 0.41920
3CP_|| 0.21166 | 0.33617 | 0.48067
4CP || 0.18029 | 0.28273 | 0.39601 | 052748

One can easily extend the above results to more than one checkpoint. For ex-
ample, when 1-bit checkpoints are placed at the (t — c2)-th and (t — ¢1)-th columns
(c2 > c1), the work induced by false alarms can be written as follows.

Y k)i
0<k<cy

+ Y (t—|<+1){(k—c1)+%}%1

c1<k<cr
@ o aym
2 47N’

+ Y (t-k+1){(k—c2)+

co<k<t

Notice that alarms related to columns situated to the left of both checkpoints are
filtered twice. We summarize thisin asimplified form bel ow.
Example2 By placing 1-bit checkpoints at the (t — ¢;)-th and (t — ¢1)-th columns
(c2 > c1) of aHellman matrix, one can expect to remove

im

8N
of the F iterations caused by false alarms, per table. Assuming ¢; and ¢, to be O(t),
thisis approximately

(263 — 1G5+ 263) — (262 — C1Cp + 263) (2t + 1) + (G + 2Co) (12 +1) }

Im
N {(263 — c1CG +2¢3) — (2¢f — €12 + 2C5) 2t + (1 + 2¢o)t2 ).

We can compute that the maximum effect is obtained when using

en AV osret and con 27 Y% 041021,
53 53
181+23/46

Using these parameters, one can remove about ==za==cyt ~ 0.05998cyt of the
%“t ~ 0.1667 cyt function iterationsrelated to false alarms.

Itisnow clear how to approach any number of checkpoints. The computation will
be more complicated, but clearly feasible for anyone that needs the information. We
have done the explicit computationsand some optimal checkpoint positionsare given
in Table 4, where the valuesindicate distance from the ending pointsin unitsof t. The
optimal positions are independent of c; = mt2/N, assuming t to be large.

Table5 liststhereductionin total F iterationsthat are expected when checkpoints
are placed at the optimal positions. For example, the value 2.03% in the ¢y = 1 table
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Table 5 Online cost reduction for Hellman tradeoffs through checkpoint usage
[a=1/2]] 1CP | 2CP | 3CP [ 4CP

0CP 171% | 2.77% | 350% | 4.03%
1CcP 108% | 182% | 2.36%
2CP 0.75% | 1.30%
3CP 0.55%

[ =1 ]| 1CP [ 2CP | 3CP [ 4CP |
0CP 317% | 514% | 649% | 7.49%
1CP 203% | 343% | 4.45%
2CP T43% | 2.47%
3CP 1.06%

[ =2 || 1cP [ 2CPp [ 3CP | 4CP |
0CP 5560 | 9.00% | 11.37% | 13.10%
1CP 364% | 615% | 8.00%
2CP 2600% | 451%
3CP 1.96%

Table 6 Time reduction equivalent to increase in storage by single bit per entry

b—b+1 25—-+26 | 30—+31 | 35536 | 4041 | 4546 | 50— 51 | 55— 56
1—( Wbl )2 7.54% 6.35% 5.48% 4.82% 4.30% 3.88% 3.54%
b—b+1 60—+61 | 6566 | 70—71 | 75—76 | 80—81 | 85—86 | 90— 91
1—( Wbl )2 3.25% 3.01% 2.80% 2.61% 2.45% 2.31% 2.19%
b—b+1 95— 96 | 100—101 | 105— 106 | 110— 111 | 115— 116 | 120— 121 | 125— 126
1—( bE_l )2 2.07% 1.97% 1.88% 1.79% 1.72% 1.65% 1.58%
b—b+1 || 130—131 | 135— 136 | 140— 141 | 145— 146 | 150— 151 | 155— 156 | 160— 161
1—( bE_l )2 1.52% 1.47% 1.41% 1.37% 1.32% 1.28% 1.24%

indicates that, compared to using a single checkpoint, using two checkpoints will
result in 2.03% decrease in total onlinetime.

Adding more checkpoints will require more storage space and may make the
reduction in onlinetime meaninglessin view of the time memory tradeoff TM? o< N2,
Table 6 trandates storage disadvantage of a single bit per table entry increase into
equivalent reduction in online time. Let us explain this with an example. We shall
consider the “95 — 96 : 2.07%" entry. This meas that, if each (sp,ep) entry of the
current tradeoff table consumes 95 hits, the storage disadvantage of adding one more
checkpoaint is justifiable only if you expect more that 2.07% decrease in online time.
Thus, restricting our discussion to the ¢y = 1 case, use of a single 1-bit checkpoint,
which is expected to bring 3.17% time reduction, is justifiable. But, if the 95 bits
already contained a single checkpoint information, as adding one more checkpoint
will reduce time only by 2.03%, doing so is not advisable. This example shows that,
with Hellman tables at ¢y = 1, only asmall number of checkpointswill be practical.

There are issues concerning storage that forces us to use Table 6 only as rough
guidelines. We have already seen that, dueto effects of falsealarms, TM? o< N2 isonly

true when the parameterst and m are restricted to those that give constant ¢y = “‘Wz
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(Hellman) or ¢ = ff (rainbow) values. Furthermore, even if TM? o< N2 were strictly
true, the M in this equation refers to the number of table entries, and not the real-
world storage size. When M isincreased, the number of bits that need to be alocated
to each entry also increases, so the real-world storage size needed is not linear in
M. In other words, an increase in storage, for example, by a factor of y, does not
translate exactly to disadvantage in time by a factor of 2. So these numbers should
only be taken as a rough guideline. Of course, in practice, storage for checkpoints
could come essentially for free, due to properties concerning natural word size of the
implementation platform.

5.2 Perfect rainbow tradeoff

The general line of argument for analyzing the effects of checkpoints on perfect rain-
bow tradeoffs are exactly the same with the Hellman tradeoff case. We shall deal
only with a single 1-bit checkpoint on a single perfect rainbow table. Extensions to
multiple checkpoints and multi-bit checkpoints are straightforward.

If asingle checkpoint is placed at the (t — c)-th column, for each k > ¢, the prob-
ability of meeting afalse alarm on the k-th iteration is

1 (ke 1, ik
N{(“: (k c)(RMt,C)|—|RMt,k|)+§(|F I<(R-l"lt)|—|': (k c)(RMtfc)D}
1 _ 1, (ke
= S OF () | — IR id) — 5 (IF @) = P9 o)) }.
The second term within the braces,
1« ~(k—c)
7 {IF )] = 1P~ R o) . 2

correspondsto the false alarms that are filtered out through the single checkpoint.
According to Proposition 4, we have

mk

|F~(RMg)| = m(1+K) (1~ N (22)
and Proposition 5 gives
|F 9 (RMyc)|
:m(k—c+1)+%{mc+2mn(l—%)}. 3

When (22) and (23) are substituted into (21), it becomes

m?
%‘, {%WHn(l,%“)} C—lz(kfc)(kfc+2)—wk(k+l) (24)

After multiplying the work factor and the probability to reach the k-th iteration,
we can state

S (t—k+1) (17 E) . (Equation (24)), (25)

c<k<t
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Table 7 Expected iteration counts (unit: t2) and effects of a single 1-bit checkpoint on perfect rainbow
tradeoffs (FA=false alarm, itr=iterations)

| o [ 025 [ o5 | 1 [ 15 [ 18 | 19 [ 185 | 2 ]
optimal ¢/t || 0.3192 | 0.3048 | 0.2757 | 0.2472 | 02311 | 0.2259 | 0.2234 | 0.2209
filtered FA itr || 0.0077 | 0.0128 | 0.0182 | 0.0197 | 0.0197 | 0.0197 | 0.0196 | 0.0195
FA itr 0.0357 | 0.0614 | 0.0920 | 0.1049 | 0.1076 | 0.1080 | 0.1081 | 0.108L
total itr 0.4597 | 0.4222 | 0.3562 | 0.3014 | 0.2734 | 0.2648 | 0.2607 | 0.2566
filtered/FA__ || 215% | 20.9% | 19.8% | 18.8% | 18.3% | 18.2% | 181% | 18.1%
filteredftotal || 1.67% | 3.04% | 510% | 655% | 7.22% | 7.42% | 7.52% | 7.62%

as the number of F iterations that can be removed through a single 1-bit checkpoint
at the (t — c)-th column.

Unlike the Hellman tradeoff case, (25) does not simplify into a nice formula.
Noting that c = O(t), let uswrite c = cct. When thisis used on (25), together with the
condition mt = czN and the approximation (1— Ct—*‘)t ~ € %, it becomesapolynomial
int of degreetwo, with functionsof ¢z and ¢, as coefficients. By concentrating on the
coefficient of the most dominant t2 term, we can find the optimal checkpoint position
for each fixed cz. More information on this processis given in Appendix D.

The optimal (t — c)-th column to place a single 1-bit checkpoint is given in the
first row of Table 7, for some values of ¢, spread over itsrange of interest. The table
also shows the reduction in online F invocations a checkpoint brings, when they are
placed at the optimal position. Values such asiterations reduced through checkpoints,
iterations due to false alarms, and expected numbers of total F iterations, per table,
are listed. The count values have been approximated to multiples of t2, but are quite
accuratefor larget.

Since the relative cost of false alarmsis high on rainbow tradeoffs, the effects of
a single checkpoint are better here, compared to the Hellman tradeoffs. As before,
storage disadvantage of checkpoint addition, trandated through Table 6, should be
compared with time advantage. Because rainbow tables contain more entries than the
naturally corresponding Hellman table, the bits per entry count will usually be larger
with rainbow tables. Hence, use of multiple checkpointswill be easier to justify with
rainbow tables.

5.3 Non-perfect rainbow tradeoff

Let us consider the non-perfect rainbow tradeoff. Recalling the arguments of Sec-
tion 4.3, we must treat any colliding chains as totally independent.

The expected number of F iterations reduced through a single checkpoint at the
(t — ¢)-th column can be computed as

k-1

Y (t—k+1 %“—2:]‘[(1—%)

c<k<t j=1
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Table 8 Expected iteration counts (unit: t2) and effects of asingle 1-bit checkpoint at the optimal position
for non-perfect rainbow tradeoffs (FA=false alarm, itr=iterations)

| o [ 025 [ o5 [ 1T | 2 [ 5 [ 10 [ 100 |
optimal ¢/t ]| 0.3218 | 0.3117 | 0.2952 | 0.2724 | 0.2410 | 0.2234 | 0.2026
filtered FA itr || 0.0082 | 0.0147 | 0.0250 | 0.0403 | 0.0755 | 0.1283 | 1.0512
FA itr 00372 | 0.0677 | 0.1167 | 0.1917 | 0.3656 | 0.6250 | 5.1326
totdl itr 04662 | 0.4443 | 0.4222 | 04208 | 05170 | 0.7431 | 5.2193

filtered/FA 21.9% | 21.7% | 21.4% | 21.0% | 20.7% 20.5% 20.5%
filtered/total 1.75% | 3.31% | 591% | 957% | 14.61% | 17.27% | 20.14%

Use of approximation (4) brings about cancelations within the last product term and
the above becomes

mc B 2N+ mt—K) 2N+m(t—k-1)

Néc;kg(t k+1) 2N+mt—1) 2N+m(t—2)
~ &8 C o G2 fa0n G2 _ ¢ ()2
~ o2 (1-7) {3cR(1 £)”+ 1601 t)+24} (CR+2).

One now has all the tools necessary to compute the optimal position to place a
single 1-bit checkpoint. Table 8 lists the optimal (t — c)-th checkpoint column and
various iteration counts for a non-perfect rainbow tradeoff. Note that, as ¢z is in-
creased, the cost of false alarms quickly dominates the main online chain creation
cost and checkpoints become correspondingly effective.

6 Simulation Results

We tested the theory presented in this paper with experimentsusing small parameters.
In all cases, the experiment data matched our theory very well.

The key to ciphertext mapping of the blockcipher AES-128 under afixed random
plaintext was used as the one-way function. We chose to fix the search space size to
amanageable N = 220, This was done by zero-padding the 20-bit input to a 128-bit
key and truncating the 128-bit ciphertext to 20 bits.

In each of the tests described below, multiple tables were used and multiple in-
version targets were tried per table. The one-way function was changed every time a
new table was generated, by choosing another random plaintext.

Our theory on the probability of false alarms at each iteration and also that on
probability of false alarm removal by checkpointswere tested. Each randomly gener-
ated tradeoff table was made to contain the information of a single 1-bit checkpoint.
With the table ready, a random input x was generated and the online chain starting
from the inversion target y = F(x) was created.

A set of t-many counterswere prepared. For every false alarm observed during the
online chain creation, the current online chain length was observed and the counter
corresponding to the length was incremented. Dividing each counter content by the
total number of tests that were run gives the probability of false alarm occurring at
each iteration separately.
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Fig. 1 Probability of false darms at each column for Hellman tradeoffs

In addition to the usual counter incrementing, those false alarms that were re-
solved through the checkpoint information were made to increment a separate set of
t-many counters. Thisallowed usto later present both the false alarm probability and
the unresolved false alarm probability, both separately for each iteration.

In all the graphs below, the dlightly irregular dots represent experiment data, av-
eraged over multiple tables and inversion targets, and the lines, barely visible under
the dots, represent our theory. Column number t — k correspondsto false alarm prob-
ability at the k-th iteration. In each diagram, the upper graph, with theory given by
a thin solid line, represents the total false alarm probability at each column. The
lower graph, in a dashed line, corresponds to false alarms that remained unresolved
even after checkpoint information was utilized. These two coincideto theright of the
checkpoaint.

6.1 Hellman

Refer to Figure 1. Each graph represents data averaged over 500 Hellman tables and
1000 random inversion targets per table. Even though infregquent, ending point colli-
sions did occur during table generation. These were not removed and when an online
chain matched the end of apair of colliding chains, only one of them was regenerated
to check for false alarm and the counter was incremented just once.

6.2 Perfect rainbow

Refer to Figure 2. Rather than fixing the table size m, or, equivalently, the number
of collision free ending points, we chose to fix initial input mg. The left hand side
graph used my = 21020 and the average of my observed over 30 tables was m =
10471, which trandates to ¢z ~ 1.0. The right hand side graph used my = 502418.
The average of m over 30 tables was m = 19902 and we have ¢z ~ 1.9. Each of the
tradeoff tables were subject to 5000 random inversion targets.
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Fig. 3 Probability of false alarms at each column for non-perfect rainbow tradeoffs

6.3 Non-perfect rainbow

Refer to Figure 3. Both graphs represent data averaged over 30 tables with 5000 ran-
dom inversion targets per table. Readers may notice that the right hand side graph
shows false alarm probability slightly greater than 1 at the center columns and con-
sider thisto be strange. Thisis dueto colliding ending points. Some false alarms will
cause more than one pre-computation chain to be regenerated and the counters were
incremented correspondingly many times.

7 Conclusion

Previous analyses of the online time complexities for cryptanalytic time memory
tradeoff algorithms were usually based on the worst case operation of just the on-
line chain creation process and the added cost of dealing with false alarms was either
neglected or roughly argued as being relatively small.

In this work, we presented accurate measures of the expected online time com-
plexities, for the Hellman and rainbow tradeoffs. By studying the size of pre-image
sets under an iteration of random functions, the cost induced by false alarms were an-
alyzed and taken into account. An analysis of theworkings of the checkpoint method,
atechniquefor reducing the effects of false alarms, was al so provided. We have com-
puted their optimal positions and quantified the resulting reduction in false alarm
Ccosts.
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For those familiar with the distingui shed point method, we remark that morework
needs to be done in order to give an analysis similar to the current work. There are
many complications arising from the existence of distinguished pointswithin the pre-
image tree. Thisis one direction the current work may be extended to.

In the introduction, we briefly mentioned the issue of finding the optimal stor-
age technique for each tradeoff algorithm. Unlike the time complexity analysis given
in this paper, which was largely independent of storage issues, storage reduction
techniques affect both storage and time complexities in a way that is not accessi-
ble through the tradeoff curves. The less understood technique of storage reduction
through aggressive ending point truncation brings about extra work in a probabilis-
tic manner, just as with false alarms. Analysis of its effects and its optimal usage
will only be possible in conjunction with time complexity arguments provided in this
work. Note that the tradeoff curves available today present arelation between the on-
line chain iteration count and the table entry count. Further research in this direction
will lead to the more useful tradeoff curve connecting the total onlineiteration count
and the real-world storage size.
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A Another approach to #,(x) asafunction

In this section, we give another interpretation for some of the contents that start out Section 3.2.

For the random function F on .4, its u-times iterated composition F is a function with the property
that the number of itsi-nodesis N p;. Let D be arandom set of my elements and consider the image set
FY(D). Given any specific i-node, it does not belong to FY(D) if and only if none of itsi-many pre-images
belong to the input set. Thus the probability of an i-node not being in FY(D) is (1— %)'. The number of
i-nodes that are non-images may thus be written as (N py;) - (1— %)'

Equating two ways to express the number of non-images under FY, we obtain

N-mi= 3 (Npu)- (1 22)'
i

where my, is the expected size of FY(D). This equation is equivalent to the k = 0 case of Lemma 2. The
positive k case of Lemma 2 also follows by simply taking the above D to be of size my.

So far we have shown

i
N
to be true, when % is non-negative and reasonably small. If we can agree that enlarging the input set to
FY will always result in strictly larger output set, at least on the expectation level, we may conclude that
the function 22,(x) isinjective in some small range 1— & < x < 1. Thus a suitable inverse function can be
defined and we can state the negative k case of Lemma 2.

With Lemma2in our hands, we have a strong connection between function £, and image sizes under
function iterations. This allows usto use (3) to states that, asafunction, £21(x) isidentical to exp(1—Xx) in
the range discussed above. Furthermore (3) aso shows that %, isthe u-times iterated composition of 92;.
We have thus reobtained Lemma 1 and Proposition 2.

Now, combining (10), which is true by definition, with Proposition 2, we can state

my
1- = Zull-

Pusi = X, Puj- P(25i]- %)
i

=2 Pyj
]

) z Puiiz Puiiz, - Puiij-

iteetij=i

This equation is a strong indication that Proposition 1 and Proposition 3 are true, but does not directly
imply them in the logical sense. This seems to be as far as we can go, starting with the approach of this
section.

B Moreon node size correlation

We state two conditional probabilities that resemble Proposition 1, in the sense that the random choice
concerns theimage point, rather than the input. Both statements are conseguences of the observation (10).
We ask readers to compare these with probabilities given by Proposition 3.

Proposition 6 Some conditional probabilities concerning node structures are as follows, where the sum-
mation indices are to be taken from non-negative integers.

1. Fixi> 0andlet arandom (FU*V,i)-node be given. If one of itsi-many pre-images under F is chosen
at random, the probability for this to be an (FY,k)-node is

1 =

p(Six | 5ix) = _ Y pu.kpu.iz"‘pu,ij}'pv.j-
Putvi {23 S ipipftij=i

When k < i, the second summation is empty for j = 1. Likewise, when k > i, the second summation is

empty for each j. These empty sums are interpreted to be zero. When k = i, the second summation is

degenerate for j = 1 and isinterpreted to be one.
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2. The probability for a random (FY*V,i)-node to be an (FV, j)-node is

p(- 5| S%i) = 2. Puiy Puiy - Puij-
Putvi iy 45—
Wheni = j = 0, the degenerate sumisinterpreted to be one. Wheni > O with j = 0, the empty sumis

interpreted to be zero.

The following proposition is only provided for completeness. This should be easy to prove when the
proof of Proposition 3 is understood.

Proposition 7 Let x be a random point from .4". Set y = F!(x) and z = FY(y). In the statements below,
the summation indices are to be taken from the non-negative integers.

1. Assumingy to be an (F, k)-node, the probability for z to be an (F“V,i)-node is

p( 5% ‘*gk )= 0Py X PuiPuij-
-1

Ketig--+ij=i

2. Assuming z to bean (FV, j)-node, the probability for z to be an (FY*V,i)-node is

P45 %) =S knu X Pui By
K1 Kigtetij—i

Notethat j # 0.

Any sumwith an empty index set isinterpreted to be zero and any sumwith a degenerate index description
isinterpreted to be one.

C Alternative derivation for the equivalence set size

In this section, we present another proof for Proposition 4, giving the expected size of an FX-equivalence
set. The line of argument follows that of [1], where the specia case of maximal perfect rainbow tradeoff
was considered.?

Let TM be a tradeoff matrix of sizemx (t + 1). It may be either Hellman or rainbow. In the rainbow
case, it may be either perfect, non-perfect, or anywhere in between. That is, we assume TM was created
with random inputs and if any of the chains were removed, at least one chain with the same ending point
remains in the matrix. The k-th column of TM is denoted by TMy.

Lety € .4 berandom and consider the online chain

F F F
Y=Xt k=Xt k+t1 = =Xt
of length k. We assume that the right end of this chain is aligned to the ending points of TV, in the sense
that, for rainbow tables, the colors of the iterating functions are in match with the right end of the rainbow
matrix. Let us say that this online chain merges with one of the chains from Tv, if x; € TM; for some j.

Proposition 8 The probability of online chain merging with one of the chains from TM is given by

where m is the number of distinct elements of TM; and other my are defined recursively by following
through (3) in the reverse direction.

2 That the argument of [1] should bevalid under more general circumstances was brought to the author’s
attention through an early version of [14].
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We can argue with Lemma 2 and (18) that this proposition is equivalent to Proposition 4. Proof of the
current version, to be given below, is a tricky exercise on what a random function is. We mention that
issues discussed in Remark 1 and Remark 2 aso apply to the current proof.

Note that my is the number of random inputs, that would have naturally produced the my distinct
ending points under the random function, and the intermediate m; give the intermediate image sizes.

Suppose we are in the process of constructing a random function F. We start with Do, a set of mp
random starting points. The function value on each point of Dy is defined to be arandomly chosen element
of 4. Theimage set D3 will contain my distinct elements. We then define the value of F on each point
of Dy and so on. When t and the size of D; are assumed to be small enough, previous definitions will not
interfere with later definitions of the random function F. We stop after t steps, ending with m, distinct
ending points Dy.

After the random function F has been constructed thisfar, we continue defining F further with another
random chain. Probability for the randomly chosen starting pointy = x; xtobenotinD; kis1l— %
The probability of the randomly chosen image F (X;_k) := X;_k+1 tobe notin D;_y.1 is1— % Since
each iterative definition of F during the creation of the online chain consists of choosing a random point
from .47, the iterations are independent of each other. Thus, the probability of the online chain not meeting
with the pre-constructed chains, al the way to the end, is as claimed and the proof is complete.

One should not confuse Dy j with the pre-image F I(Dy), which would be much larger. In fact,
during the process of constructing the random function, the pre-image is not fully defined. Also note that
once the online chain ends without merging with T™ chains, completing the construction of F by defining
its value on all yet undefined inputs will have no effect on the non-merging state.

Even though the proof given here requires less machinery than the proof in the main body of this
paper, the longer proof is more constructive in that it deals with the true pre-image sizes. In addition, a
parallel proof for Proposition 5 does not seem to be in reach. For the perfect rainbow tradeoff, an input
set that naturally produces the intermediate column RMy is hard to devise without considering probabilities
related to colliding chain removals.

D Optimal checkpoint position for the perfect rainbow tradeoff

In this section, we show how to obtain the optimal position for a single 1-bit checkpoint in the perfect
rainbow tradeoff case.

Recall that (25) gives the number of online iterations that can be removed through a single 1-bit
checkpoint at the (t — c)-th column. Under the conditions mt = cgN, ¢ = cct, and the approximation (1 —
&)t~ e %, the sum (25) becomes the following polynomial int of degree two.

1 (78+c§c§ 8+805*8CCCR+CCC§>
8CcCr €CcCr eCr
2 1 —1—Cr+CeCr CcCr
’@(ecm (-5
16+ 4y + 2C¢Cq — C2C2 + C2C3
1 n eCctr
8cc 16+ 8 — 2 Cq + 462 — 5CeC2 + CC3
+ o
+ xt
—4—Cp+CcCr
1 eccr CoCr
+53 In(1— ==
c3cd (+4+2cazcccn+c§2ccc§+cgc§ ( 2 )
eCr
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(248cg+14cccR20cc§+Zc§c§ )
L +2cdel -l — cick+ e
m eCcCr
24+ 16c, — 10cqCa + 4G3 — 4CcC2 + CeCh 5
+ - prey xt
6— 2Cg + 2CcCr
1 et CoCr
+> In(1— —
cicg | 6+4cn —4coCr + G — 200 R + CACE ( 2)
er

For each fixed t and ¢z, we want to find the ¢ that maximizes the value of this polynomial.
Let us write this polynomial as

A(Co, G )t +B(Co, G )t +C(Ca, Ga)-

Using any software for drawing graphs, one can quickly check that for parameters 0.01 < ¢; < 0.99 and
0.01 < ¢y < 2, we have

0< Ble%) g0 aa _sap< %) _gg
A(cc,Ca) A(cc, Cr)

In particular, this showsthat, for t which is not too small, A(cc, ¢z )t2 will dominate B(cg, ¢z )t and C(cg, Cz)
for typical c¢ and cg. Also, since checkpoints are useless at both c; = 0 and ¢ = 1, the polynomia maxi-
mum will not be obtained near the boundary points. Thus, for ¢ of interest and typical cg, the coefficients
of this polynomial are such that the polynomia may be approximated simply by taking just the dominating
highest term.

Finally, since for any fixed t, the single term approximation A(Ce, Gy )t? attains its maximum when the
coefficient A(ce,Cr) is maximal, given any cg, it is now easy to numericaly find ¢ that maximizes the
polynomial.



