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Abstract

In this paper we combine the compartmented secret
sharing schemes based on the Chinese remainder theorem
with the RSA scheme in order to obtain, as a novelty, a
dedicated solution for compartmented threshold decryption
or compartmented threshold digital signature generation.
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1. Introduction

In threshold (or group-oriented) cryptography, the ca-
pacity of performing cryptographic operations such as de-
cryption or digital signature generation is shared among
the members of a certain organization. In this paper we
will consider realizing threshold variants of the well-known
RSA scheme [18].

A secret sharing scheme is used for splitting the secret
key in some partial keys, which are then distributed to the
members of a certain organization, such that only some pre-
determined groups (which belong to the access structure)
can perform the desired operation. The majority of the ex-
isting threshold cryptographic schemes rely on Shamir’s se-
cret sharing scheme [19]. Some interesting approaches re-
lying on the secret sharing schemes based on the Chinese
remainder theorem have been considered in [11] and [14].
All these threshold cryptographic schemes consider that all
members of the organization have the same weight (belong
to the so-called threshold access structure). The problem
of threshold RSA over general access structures has been

considered in [9]. However, this construction is too gen-
eral, and the efficiency of this scheme strongly depends on
the particularities of the underlying access structure. Thus,
better solutions are required for specific classes of access
structures. For example, an interesting solution for the case
of the weighted threshold RSA has been recently proposed
in [13].

In this paper we propose a solution for realizing thresh-
old variants of RSA with respect to the compartmented ac-
cess structures. In this case, the set of users is partitioned
into compartments and the threshold operation can be per-
formed if and only if the number of participants from any
compartment is greater than or equal to a fixed compartment
threshold, and the total number of participants is greater
than or equal to a global threshold.

The paper is organized as follows. In Section 2 we
present the general variant of the Chinese remainder the-
orem. We review the secret sharing schemes based on the
Chinese remainder theorem in Section 3. In Section 4 we
present the compartmented threshold variants of the RSA
cryptosystem and digital signature scheme. The last section
concludes the paper.

2 The General Chinese Remainder Theorem

We recall a few basic facts on number theory (for more
details, the reader is referred to [4]).

Let a, b ∈ Z, b 6= 0. The quotient of the integer division
of a by b will be denoted by a div b and the remainder will
be denoted by a mod b. In case that a mod b = 0 we will say
that b is a divisor of a and we will denote this by b|a. An
integer p ≥ 2 that has only two positive divisors (1 and p)
is called prime.



Let a1, . . . , an ∈ Z, a2
1+· · ·+a2

n 6= 0. The greatest com-
mon divisor of a1, . . . , an will be denoted by (a1, . . . , an).
It is well-known that there exist α1, . . . , αn ∈ Z that satisfy
α1a1 + · · · + αnan = (a1, . . . , an) (the linear form of the
greatest common divisor). In case that (a1, . . . , an) = 1,
the numbers a1, . . . , an are called coprime.

Let a1, . . . , an ∈ Z such that a1 · · · an 6= 0. The
least common multiple of a1, . . . , an will be denoted by
[a1, . . . , an].

Zm is the set {0, 1, . . . ,m − 1}, Z∗
m stands for the set

{a ∈ Zm|(a,m) = 1} and φ(m) denotes the cardinality of
the set Z∗

m, for all m ≥ 2.
Let a, b, m ∈ Z. We say that a and b are congruent

modulo m, and we will use the notation a ≡ b mod m, if
m|(a− b).

We will present next the general variant of the Chinese
remainder theorem, variant that has been used in our previ-
ous schemes ([10, 11, 12, 13]):

Theorem 1 (Ore [17]) The system of equations
x ≡ b1 mod m1

...
x ≡ bk mod mk

(1)

has solutions in Z if and only if

(∀1 ≤ i, j ≤ k)(bi ≡ bj mod (mi,mj)). (2)

Moreover, if the above system of equations has solutions
in Z, then it has a unique solution in Z[m1,...,mk].

In case (mi,mj) = 1, for all 1 ≤ i < j ≤ k, we obtain
the standard variant of the Chinese remainder theorem. In
this case there is always a solution modulo m1 . . .mk.

Ore’s proof ([17]) leads to the following algorithm:

CRT Ore(b1, . . . ,bk,m1, . . . ,mk)
input: b1, . . . , bk , m1, . . . , mk ∈ Z such that relation (2) holds true;
output: x, the unique solution modulo [m1, . . . , mk] of the system (1);
begin

1. for i:=1 to k do ci :=
[m1,...,mk]

mi
; (remark that (c1, . . . , ck) = 1)

2. find α1, . . . , αk ∈ Z that satisfy α1c1 + · · ·+ αkck = 1;
3. x := (α1c1b1 + · · ·+ αkckbk) mod [m1, . . . , mk];
end.

The Chinese remainder theorem has many applications
in computer science (see [8] for an interesting survey on
this topic).

3. Secret Sharing Based on the Chinese Re-
mainder Theorem

A secret sharing scheme starts with a secret and then
derives from it certain shares (or shadows) which are dis-
tributed to some users. The secret may be recovered only

by certain predetermined authorized groups which belong
to the access structure. Secret sharing schemes have been
independently introduced by Blakley [2] and Shamir [19]
as a solution for safeguarding cryptographic keys. Secret
sharing schemes can be used for any situation in which the
access to an important resource has to be restricted. We
mention here the case of opening a bank vault or launching
a nuclear missile.

Suppose we have n users labeled with the numbers
1, . . . , n and let us consider an access structure1 A ⊆
P({1, 2, . . . , n}). Informally, an A-secret sharing scheme
is a method of generating (S, (I1, . . . , In)) such that

• (correctness) - for any A ∈ A, the problem of finding
the element S, given the set {Ii | i ∈ A}, is “easy”;

• (security) - for any A /∈ A, the problem of finding the
element S, given the set {Ii | i ∈ A}, is “hard”.

S will be referred to as the secret, I1, . . . , In will be referred
to as the shares (or the shadows) of S, and the elements ofA
will be referred to as the authorized groups of the scheme.

In the first secret sharing schemes only the number of the
participants in the reconstruction phase was important for
recovering the secret. Such schemes have been referred to
as threshold secret sharing schemes. Let n ≥ 2, 2 ≤ k ≤ n.
The access structure

A = {A ∈ P({1, 2, . . . , n}) | |A| ≥ k}

will be referred to as the (k, n)-threshold access structure
and an A-secret sharing scheme will be referred to as an
(k, n)-threshold secret sharing scheme.

In this paper we consider the compartmented access
structures in which the set of users is partitioned into com-
partments and the secret can be recovered only if the num-
ber of participants from any compartment is greater than or
equal to a fixed compartment threshold, and the total num-
ber of participants is greater than or equal to a global thresh-
old.

The compartmented access structures can be introduced
as follows.

Definition 1 Let C = {C1, C2, . . . , Cm} be a partition
of C0 = {1, 2, . . . , n} and consider a sequence K =
(k0, k1, k2, . . . , km), where kj ≤ |Cj |, for all 0 ≤ j ≤ m,
such that

∑m
j=1 kj ≤ k0. The (C,K)-compartmented ac-

cess structure is given by

A = {A ∈ P({1, 2, . . . , n}) |(∀j = 0,m)(|A∩Cj | ≥ kj)}.

In this case, any A-secret sharing scheme will be re-
ferred to as a (C,K)-compartmented secret sharing scheme.

1P({1, 2, . . . , n}) denotes the set of all subsets of the set
{1, 2, . . . , n}.
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The sets C1, C2, . . . , Cm will be referred to as the compart-
ments of the scheme, the values k1, k2, . . . , km as the com-
partment thresholds and k0 as the global threshold of the
scheme.

We present next the most important secret sharing
schemes based on the Chinese remainder theorem.

3.1 Threshold Secret Sharing Scheme
based on the Chinese Remainder The-
orem

Mignotte’s threshold secret sharing scheme [16] uses
special sequences of integers, referred to as Mignotte se-
quences.

Definition 2 Let n be an integer, n ≥ 2, and 2 ≤ k ≤
n. An (k, n)-Mignotte sequence is a sequence of pairwise
coprime positive integers p1 < p2 < · · · < pn such that∏k−2

i=0 pn−i <
∏k

i=1 pi.

The above relation is equivalent with

max1≤i1<···<ik−1≤n(pi1 · · · pik−1) <

min1≤i1<···<ik≤n(pi1 · · · pik
).

Given a publicly known (k, n)-Mignotte sequence, the
scheme works as follows:

• The secret S is chosen as a random integer such that
β < S < α, where α =

∏k
i=1 pi and β =

∏k−2
i=0 pn−i;

• The shares Ii are chosen as Ii = S mod pi, for all
1 ≤ i ≤ n;

• Given k distinct shares Ii1 , . . . , Iik
, the secret S is re-

covered using the standard Chinese remainder theo-
rem, as the unique solution modulo pi1 · · · pik

of the
system 

x ≡ Ii1 mod pi1
...

x ≡ Iik
mod pik

.

Indeed, the secret S is an integer solution of the above
system by the choice of the shadows. Moreover, S
lies in Zpi1 ···pik

because S < α. On the other hand,
having only k−1 distinct shares Ii1 , . . . , Iik−1 , we ob-
tain only that S ≡ x0 mod pi1 · · · pik−1 , where x0 is
the unique solution modulo pi1 · · · pik−1 of the resulted
system (S > β ≥ pi1 · · · pik−1 > x0). Therefore, in
order to assure a reasonable level of security, (k, n)-
Mignotte sequences with a large factor α−β

β must be
chosen (a method of generating such sequences is pre-
sented in [15, page 9], these sequences being formed
by consecutive primes).

An extension of the Mignotte’s threshold secret sharing
scheme has been proposed in [10] by introducing the gen-
eralized Mignotte sequences whose elements are not neces-
sarily pairwise coprime.

Definition 3 Let n be an integer, n ≥ 2, and 2 ≤ k ≤
n. A generalized (k, n)-Mignotte sequence is a sequence
p1, . . . , pn of positive integers such that

max1≤i1<···<ik−1≤n([pi1 , . . . , pik−1 ]) <

min1≤i1<···<ik≤n([pi1 , . . . , pik
]).

It is easy to see that every (k, n)-Mignotte sequence
is a generalized (k, n)-Mignotte sequence. Moreover,
if we multiply every element of a (generalized) (k, n)-
Mignotte sequence p1, . . . , pn by a fixed element δ ∈ Z,
(δ, p1 · · · pn) = 1, we obtain a generalized (k, n)-Mignotte
sequence.

The generalized Mignotte scheme works like Mignotte’s
scheme, with α = min1≤i1<···<ik≤n([pi1 , . . . , pik

]) and
β = max1≤i1<···<ik−1≤n([pi1 , . . . , pik−1 ]). In this case,
the general variant of the Chinese remainder theorem must
be used for recovering the secret.

Asmuth and Bloom have proposed a slightly different
scheme in [1], by choosing the shares as Ii = (S + γ ·
p0) mod pi, for all 1 ≤ i ≤ n. In their scheme, p0 is a prime
number smaller than α

β and the secret S is chosen as a pos-
itive integer smaller than p0. γ is an arbitrary integer such
that S + γ · p0 ∈ Zp1···pk

. The secret is then reconstructed
as S = x0 mod p0, where x0 is the solution of the system of
k modular equations.

3.2. Compartmented Secret Sharing Based
on the Chinese Remainder Theorem

We present the compartmented secret sharing scheme
from [12].

- The secret is chosen as S =
∑m

j=0 sj , where
s0, s1, . . . , sm are positive integers;

- The shares are chosen as Ii = (gi, ci), for any 1 ≤ i ≤
n, where

– g1, . . . , gn are the shares corresponding to the
secret s0 with respect to an arbitrary (k0, n)-
threshold secret sharing scheme - these elements
will be referred to as the global components of
the shares;

– for every 1 ≤ j ≤ m, {ci|i ∈ Cj} are the
shares corresponding to the secret sj with respect
to an arbitrary (kj , |Cj |)-threshold secret sharing
scheme - these elements will be referred to as the
compartment components of the shares.
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The correctness and the security of this scheme can
be easily proven (see [12]). The threshold secret sharing
schemes based on the Chinese remainder theorem can be
used in order to decrease the size of shares, maintaining, at
the same time, a reasonable level of security. For simplicity,
we presently use only the construction based on Mignotte’s
scheme, but we have to mention that this technique can be
also applied using Asmuth-Bloom scheme.

For any 0 ≤ j ≤ m, we will generate and broadcast
a generalized (kj , |Cj |)-Mignotte sequence (pj,i|i ∈ Cj).
Let βj = maxi1,...,ikj−1∈Cj ([pj,i1 , . . . , pj,ikj−1 ]) and αj =
mini1,...,ikj

∈Cj
([pj,i1 , . . . , pj,ikj

]), for 0 ≤ j ≤ m. We
may use a generalized Mignotte sequence twice in case that
kj = kl and |Cj | = |Cl|, for some 1 ≤ j < l ≤ m. The
secret S is chosen as S =

∑m
j=0 sj , where βj < sj < αj .

The components of the shares will be chosen as

gi = s0 mod p0,i,

ci = sc(i) mod pc(i),i,

where c(i) is the unique element j, 1 ≤ j ≤ m, such that
i ∈ Cj , for all 1 ≤ i ≤ n.

4. Compartmented Threshold RSA Based on
the Chinese Remainder Theorem

In [18], Rivest, Shamir, and Adleman have proposed the
following public-key cryptosystem, known as the RSA cryp-
tosystem:

• public key: (N, e), where N = p · q, p and q are
distinct primes, and e ∈ Z∗

φ(N);

• private key: (p, q, d), where d is a positive integer
such that2

e · d ≡ 1 mod φ(N);

• encryption: a plaintext x ∈ ZN is encrypted as
y = xe mod N ;

• decryption: a cryptotext y ∈ ZN is decrypted as
x = yd mod N .

The RSA cryptosystem can be transformed in a digital
signature scheme as follows:

• public key and private key: as above;

• signature generation: the digital signature
corresponding to a message x ∈ ZN is y = xd mod N ;

2The parameters e and d may be also chosen such that

e · d ≡ 1 mod [p− 1, q − 1].

• signature verification: having a pair
(x, y) ∈ ZN × ZN , y is the correct signature with
respect to x if and only if x = ye mod N .

The correctness of the cryptosystem and of the digital
signature scheme is based on the fact that

xed ≡ x mod N,

for all x ∈ ZN and e, d, N as above.
Threshold RSA signatures have been considered for the

first time by Boyd [3], for some particular threshold access
structures. Desmedt and Frankel have also considered the
problem of threshold RSA in [6]. They have remarked that
Shamir’s threshold secret sharing scheme cannot be used
directly for this purpose because Lagrange interpolation re-
quires a field structure. Desmedt and Frankel have recon-
sidered this problem in [7], giving a solution in the case that
p and q are safe primes, i.e., p = 2p′ + 1 and q = 2q′ + 1
with p′ and q′ primes. Shoup has presented a more efficient
solution when p and q are safe primes in [20], and Damgård
and Dupont described an efficient solution for general mod-
ules in [5]. All the mentioned schemes consider that the
users are organized in a threshold access structure and all
these schemes rely on Shamir’s secret sharing scheme.

As an alternative, some interesting approaches relying on
the secret sharing schemes based on the Chinese remainder
theorem have been recently considered in [11] and [14] for
the threshold case and in [13] for the weighted threshold
case.

The problem of threshold RSA over general access
structures has been considered in [9]. However, this con-
struction is too general, and the efficiency of this scheme
strongly depends on the particularities of the underlying ac-
cess structure. Thus, better solutions are required for spe-
cific classes of access structures. We will present next a
dedicated solution for the compartmented case.

In order to realize compartmented threshold RSA, the
administrator derives the shares Ii = (ci, gi), 1 ≤ i ≤ n
corresponding to the secret exponent d using the method
described in Section 3.2 (in this case d ≡

∑m
j=0 sj mod [p−

1, q−1], gi = s0 mod p0,i, ci = sc(i) mod pc(i),i, where c(i)
is the unique element j, 1 ≤ j ≤ m, such that i ∈ Cj , for
all 1 ≤ i ≤ n) and then he securely distributes the shares to
the users.

Suppose now that an authorized group of users A wants
to compute y = xd modN , for some x ∈ ZN . By the choice
of the elements s0, s1, . . . , sm, the desired result can be also
expressed as y =

∏m
j=0 xsj mod N . Thus, the thresh-

old computation can be divided into m + 1 components:
a global component (computing y0 = xs0 mod N ) and m
compartment components (computing yj = xsj mod N ,
for 1 ≤ j ≤ m). The final result will be obtained as
y =

∏m
j=0 yj mod N . Let us focus on the global compo-

nent of the threshold computation (the same reasoning can
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be made for the compartment components of the threshold
computation). Using Ore’s algorithm (see Section 2), the
element s0 can be expressed as

s0 =
∑
i∈A

f(i,A)(gi) mod [{p0,i|i ∈ A}],

where the function f(i,A) : N → N is given by

f(i,A)(x) = α(i,A)c(i,A)x mod [{p0,i|i ∈ A}], where

- c(i,A) = [{p0,i|i∈A}]
p0,i

(these numbers are coprime);

- the numbers α(i,A) are arbitrary integers such that∑
i∈A α(i,A)c(i,A) = 1.

Thus, for computing the global component of the desired
result, each user i of the group A individually computes the
partial global result y0,i = xf(i,A)(gi) mod N and sends it to
the combiner who will compute the incomplete global result
z0 =

∏
i∈A y0,i mod N .

In order to obtain the correct global component y0, we
follow the technique described in [14] for correcting z0 by
repeatedly performing

z0 := z0 · x−[{p0,i|i∈A}] mod N

until the correct global result is obtained. Initially,

z0 = x
∑

i∈A
f(i,A)(gi) mod N - in order to obtain∑

i∈A f(i,A)(gi) mod [{p0,i|i ∈ A}] as the exponent, we
will perform the reduction modulo [{p0,i|i ∈ A}] of the ini-
tial exponent by repeated subtractions. At most |A| − 1 op-
erations will be required in order to perform the correction
stage for the global component (because the initial exponent
satisfies the relation

∑
i∈A f(i,A)(gi) < |A|·[{p0,i|i ∈ A}]).

The main problem is testing that the correct result is
obtained. This can be made by correlating the correc-
tion steps for the global and compartment components.
Thus, each user i individually computes, besides the par-
tial global result y0,i, a partial compartment result yc(i),i

and sends these values to the combiner. The combiner com-
putes the incomplete global result z0 and the incomplete
compartment results zj =

∏
i∈A∩Cj

yj,i mod N, for all
1 ≤ j ≤ m. Finally, the combiner computes all combi-
nations z =

∏m
j=0(zj ·repeated x−[{pj,i|i∈A∩Cj}] mod N ,

with at most |A ∩ Cj | − 1 multiplications for each j, until
ze mod N = x.

Example 1 illustrates this technique.

Example 1 (with artificially small parameters)
Let us consider n = 6, C = {{1, 2, 3}, {4, 5, 6}}, the

compartment thresholds k1 = 2, k2 = 2, and the global
threshold k0 = 5. We use the (5, 6)-Mignotte sequence
5, 7, 11, 13, 17, 19 (with α0 = 85085 and β0 = 46189)
for the global component and the (2, 3)-Mignotte sequence

7, 11, 13 (with α1 = α2 = 77 and β1 = β2 = 13) for the
two compartments.

Let us consider the RSA scheme with p = 131, q = 257,
and d = 1199. The administrator derives s0 = 51059,
s1 = 23, and s2 = 37 (remark that s0 + s1 + s2 ≡
d mod [p−1, q−1]). The users receive the following shares:
(g1, c1) = (4, 2), (g2, c2) = (1, 1), (g3, c3) = (8, 10),
(g4, c4) = (8, 2), (g5, c5) = (8, 4), and (g6, c6) = (6, 11).

The authorized group A = {1, 2, 4, 5, 6} wants to com-
pute xd mod N for x = 17. In the case of the global
component, we obtain c(1,A) = 29393, c(2,A) = 20995,
c(4,A) = 11305, c(5,A) = 8645, c(6,A) = 7735. By the
extended Euclid algorithm, we find α(1,A) = 2, α(2,A) =
11757, α(4,A) = −42325200, α(5,A) = −8408606400 and
α(6,A) = 9459682200, such that

∑
i∈A α(i,A) · c(i,A) = 1.

The partial global results y(0,1) = 14876, y(0,2) =
30262, y(0,4) = 17491, y(0,5) = 13363 and y(0,6) = 9955
are multiplied and we obtain the incomplete global result
z0 = 29358. Similarly, the partial compartment results
are y1,1 = 9959, y1,2 = 19773 (therefore, z1 = 1024),
y2,4 = 13304, y2,5 = 20697 and y2,6 = 7969 (therefore,
z2 = 5405).

Considering all possible combinations z0 · z1 · z2 · xu
0 ·

xv
1 · xw

2 mod N (where xj = x−[{pj,i|i∈A∩Cj}] mod N , for
all 0 ≤ j ≤ 2), with u ∈ {0, 1, 2, 3, 4} and v, w ∈ {0, 1},
we obtain u = 2, v = w = 1 and the final result z = 2192.

We have obtained the final result by enumerating and
computing the combinations z =

∏m
j=0 zj · x

uj

j mod N

(where xj = x−[{pj,i|i∈A∩Cj}] mod N and uj is the num-
ber of times the multiplication by xj is performed) un-
til ze mod N = x. Because uj < |A ∩ Cj |, for all
0 ≤ j ≤ m, the entire correction process may require at
most (

∏m
j=0 |A ∩ Cj |)− 1 steps.

A way to speed up the computation is to reconsider the
equation

m∏
j=0

ze
j · x

(uj+e)
j ≡ x mod N

(uj are the unknowns). By splitting it into two parts

bm/2c∏
j=0

ze
j · x

(uj+e)
j ≡ x

m∏
j=bm/2c+1

z−e
j · x−(uj+e)

j mod N,

we can enumerate separately the possible values for the left-
hand side and the possible values for the right-hand side and
use a meet-in-the-middle technique to find the appropriate
uj values. This method may significantly decrease the run-
ning time.

5. Conclusions and Future Work

In this paper, we have presented, as a novelty, a dedicated
solution for compartmented threshold RSA. Our method
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uses a correction stage which, for reasonably small com-
partments, behaves reasonably well. Moreover, we propose
a meet-in-the-middle variant of the correction stage which
can lead to significant improvement of the running time. We
will consider improving the efficiency of the scheme in our
further research.

It will be interesting to consider threshold RSA in the
context of other classes of access structures. We will con-
sider hierarchical threshold variants of RSA in our future
work.
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