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Abstract. In 1998, Blaze, Bleumer, and Strauss proposed a kind of cryptographic primitive called
proxy re-encryption[3d]. In proxy re-encryption, a proxy can transform a ciphertext computed under
Alice’s public key into one that can be opened under Bob’s decryption key. In 2007, Matsuo pro-
posed the concept of four types of proxy re-encryption schemes: CBE(Certificate Based Public Key
Encryption) to IBE(Identity Based Encryption)(type 1), IBE to IBE(type 2), IBE to CBE (type 3),
CBE to CBE (type 4)[29]. Now CBE to IBE and IBE to IBE proxy re-encryption schemes are being
standardized by IEEEP1363.3 working group[31]. In this paper, based on [29] we pay attention to
the role of PKG for proxy re-encryption in identity based setting. We find that if we allow the PKG to
use its master-key in the process of generating re-encryption key for proxy re-encryption in identity
based setting, many open problems can be solved. Our main results are as following: We construct
the first proxy re-encryption scheme from CBE to IBE which can resist malicious PKG attack, the
first proxy re-encryption scheme from IBE to CBE, the second proxy re-encryption scheme based
on a variant of BB; IBEE], the first proxy re-encryption scheme based on BB IBE, the first proxy
re-encryption scheme based on SK IBE, we also prove their security in their corresponding security
models.

1 Introduction

The concept of proxy re-encryption(PRE) comes from the work of Blaze, Bleumer, and Strauss
in 1998[3]. The goal of proxy re-encryption is to securely enable the re-encryption of ciphertexts
from one key to another, without relying on trusted parties. In 2005, Ateniese et al proposed a few
new PRE schemes and discussed its several potential applications such as e-mail forwarding, law
enforcement, cryptographic operations on storage-limited devices, distributed secure file systems
and outsourced filtering of encrypted spam [2]. Since then, many excellent schemes have been
proposed [12127242818I29/1T3/32]. In ACNS’07, Green et al. proposed the first identity based
proxy re-encryption schemes(IDPRE) [18]. In ISC’07, Chu et al. proposed the first IND-ID-CCA2
IDPRE schemes in the standard model, they constructed their scheme based on Water’s IBE. But
unfortunately Shao et al. found a flaw in their scheme and they fixed this flaw by proposing an
improved scheme [32]. In Pairing’07, Matsuo proposed another few more PRE schemes in identity
based setting [29]. Interestingly, they proposed the concept of four types of PRE: CBE(Certificate
Based Public Key Encryption) to IBE(Identity Based Encryption)(type 1), IBE to IBE(type 2),
IBE to CBE (type 3), CBE to CBE (type 4)[29], which can help the ciphertext circulate smoothly
in the network. They constructed two PRE schemes: one is the hybrid PRE from CBE to IBE, the
other is the PRE from IBE to IBE. Both of the schemes are now being standardized by P1363.3
workgroup [31].

! The first proxy re-encryption based on BB; IBE is MO7B proxy re-encryption in [29)1.
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1.1 Owur Motivation

We extend Matsuo’s research on PRE in identity based setting [29]. We observe that: 1)One
feature of proxy re-encryption from CBE to IBE scheme in [29] is that it inherits the key escrow
problem from IBE. That is, PKG can decrypt every re-encrypted ciphertext for IBE users. We
ask question like this: is it possible that the malicious PKG can not decrypt the re-encryption
ciphertext? 2) Can we construct a PRE scheme from IBE to CBE? 3)In [30] there was a conclu-
sion that it is hard to construct PRE scheme based on BF and SK IBE. But we know that in
P1363.3/D1[31] there are three IBE schemes which have been standardized. They are BF, BBy,
SK IBE[31]. Naturally we ask question like this: 4) Can we construct another PRE schemes based
on BB; IBE? 5)can we construct PRE schemes based on BB, IBE? 6)And can we construct PRE
schemes based on SK IBE?

1.2 Owur Contribution

Our contributions are mainly as following: 1) Like the idea in certificateless public encryption[120],
if the IBE users can have their own secret key during the generating re-encryption key process,
the delegatee can decrypt the re-encrypted ciphertext using this secret key while PKG no longer
can. 2)If we follow the principal that all the work PKG can do is just generating private keys
for IBE users, it is indeed difficult for constructing proxy re-encryption from IBE to CBE and
PRE based on SK IBE. But if we allow PKG generating re-encryption keys for PRE by using its
master — key, we can easily construct PRE from IBE to CBE, PRE based on a variant of BBy IBE,
PRE based on SK IBE and PRE based on BB, IBE.

1.3 Roadmap

We organize our paper as following. In Section [2], we give some preliminaries which are necessary
to understand our paper. In Section 3, we show how to solve the key escrow problem for proxy re-
encryption scheme from CBE to IBE in [29]. In Section We propose our new proxy re-encryption
scheme from IBE to CBE and prove its security. We propose our new proxy re-encryption scheme
based on a variant of BB; IBE and prove its security in Section] In Section [0, we propose our
new proxy re-encryption scheme based on BB, IBE and prove its security. In Section [7, we
propose our new proxy re-encryption scheme based on SK IBE and prove its security. We give
our conclusions in Section [I0

2 Preliminaries

In the following, we sometimes use notations described in this section without notice. We denote

the concatenation of a and b by a||b, denote random choice from a set S by L.

2.1 Bilinear groups

Let G and G1 be multiplicative cyclic groups of prime order p, and g be generator of G. We say
that G; has an admissible bilinear map e : G x G — G4. if the following conditions hold.

1. e(g% g°) = e(g, 9)® for all a, b.

2. e(g,9) # 1.
3. There is an efficient algorithm to compute e(g%, g°) for all a, b and g.
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2.2 Assumptions

Definition 1. For randomly chosen integers a, b, ¢ Xl Zy, a random generator g Kid G, and

an element R <& G, we define the advantage of an algorithm A in solving the Decision Bilinear
Diffie-Hellman(DBDH) problem as follows:

Adve™h(A) =| PrlA(g, g% ¢", 9% e(g,9)*) = 0] — Pr[A(g,9% ¢°,g°, R) = 0] |

where the probability is over the random choice of generator g € G, the randomly chosen integers
a, b, ¢, the random choice of R € G, and the random bits used by A. We say that the (k,t,€)-
DBDH assumption holds in G if no t-time algorithm has advantage at least € in solving the
DBDH problem in G under a security parameter k.

Definition 2. For randomly chosen integers a, b, ¢ Xl Zy, a random generator g Kid G, and

an element R <& G, we define the advantage of an algorithm A in solving the modified Decision
Bilinear Diffie-Hellman(mDBDH) problem as follows:

Adv@ ™ (A) = |PrlA(g, g% 9, ¢, o5 e(g, 9)™) = 0] — PrA(g, 9 9%, ¢", g%, R) = 0]]

where the probability is over the random choice of generator g € G, the randomly chosen integers
a, b, ¢, the random choice of R € G, and the random bits used by A. We say that the (k,t,€)-
mDBDH assumption holds in G if no t-time algorithm has advantage at least € in solving the
mDBDH problem in G under a security parameter k.

Definition 3. For randomly chosen integers x Kl Z,, a random generator gi, gz £ G, we
define the advantage of an algorithm A in solving the q1-BDHI problem as follows:

_ 1
Advl BDHI(A) = |Prle(g1,92)7 — A(g1,792,2°g2,2°g2, - -+ , 2% go)]|

where the probability is over the random choice of generator g1,g2 € G, the randomly chosen
integers x, and the random bits used by A. We say that the (k,t,€)-q1-BDHI assumption holds
in G if no t-time algorithm has advantage at least € in solving the q1-BDHI problem in G under
a security parameter k.

2.3 Certificate Based Public Key Encryption

A traditional certificate-based Public Key Encryption(CBE) system consists of the following
algorithms.

1. KeyGencge(k, aux). Given a security parameters k and auxiliary input aux, generate a
secret key sk and the corresponding public key pk.

2. Enccge(pk, aux, M). Given the public key pk with aux, compute the encryption of a message
M, Cpk.

3. Deccge(sk, aux, Cpk). Given the secret key sk with aux, decrypt the CBE ciphertext Cpy.
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2.4 Identity Based Encryption
An Identity Based Encryption(IBE) system consists of the following algorithms.

1. SetUpge(k). Given a security parameter k, PKG generate a pair (parms, mk), where parms
denotes the public parameters and mk is the master — key.

2. KeyGenjgg(mk, parms, ID). Given the master — key mk and an identity 1D with parms,
generate a secret key skip for ID.

3. Encge(ID, parms, M). Given a message M and the identity ID with parms, compute the
encryption of M, C,p for ID.

4. Decige(sk, parms, Cip). Given the secret key sk, decrypt the ciphertext Cp.

3 How to Solve Key Escrow Problem for PRE from CBE to IBE

3.1 Our Definition for PRE from CBE to IBE

Definition 4. PRE from CBE to IBE consists of: 1)the three algorithms making up a CBE sys-
tem KeyGencgg, Enccge and Deccge 2)the four algorithms making up an IBE system SetUpigg,
KeyGenigg, Encige and Decige 8)and three algorithms for re-encryption, which are

1. KeyGenppro(sk, ID, mk, parms). Given a CBE secret key sk, an IBE secret key skrp for the
IBE user ID, PKG’s master — key mk with parms, generate a re-encryption key rk which can
re-encrypt CBE ciphertexts for pk into the IBE ciphertexts for ID.

2. ReEnc(rk, parms, Cp, ID). Given the re-encryption key rk, a ciphertext Cp encrypted under
the traditional public key, and ID with parms, re-encrypt ciphertext Cpy into Cjp that can be
decrypted by the IBE user ID.

3. Check(parms, Cp, pk). Given Cpx and pk with parms, output 0 if Cpx is a malformed
ciphertext. Otherwise, output 1.

Remark 1. Our definition is different from Matsuo’s definition [29] about PRE from CBE to
IBE. That is, we allow PKG generating re-encryption key directly by using its master — key
mk while Matsuo’s scheme only allow PKG helping the delegator and the delegatee generating
re-encryption key indirectly.

Remark 2. Just like the PRE definition in Section 2.1 in [27], sometimes we can further distin-
guish the Enccge and Deccgg, Encigg and Decigg algorithms as two level algorithms. For example,
we can distinguish Encigg as Enclige and Enc2gg algorithms. Enc2|gg outputs a second level
ciphertext which can be re-encrypted as a first level ciphertext. Encligg outputs a first level
ciphertext which can not be re-encrypted. In our proposed PRE from CBE to IBE3.4, we dis-
tinguish Dec|gg as a two level algorithm. Dec2)gg can only decrypts the second level ciphertext-
normal IBE ciphertext while Decl|gg can only decrypts the first level ciphertext- the re-encrypted
ciphertext.

3.2 Our Security Models for PRE from CBE to IBE

In this section, we give our security models for PRE from CBE to IBE which based on [12/27].
Internal and External Security. Our security model protects users from two types of attacks:
those launched from parties outside the system (External Security), and those launched from
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parties inside the system, such as the proxy, another partner, PKG, or some collusion between
them (Internal Security). Generally speaking, internal adversaries are more powerful than ex-
ternal adversaries. And our scheme can achieve reasonable internal security. We just provide
formalization of internal security notions.

Delegatee Security.

Because in PRE from CBE to IBE, PKG knows every IBE’s normal secret key. So for every level
2 normal ciphertext, PKG can decrypt themﬂ Thus we only consider the case that proxy and
delegator are colluding for level 2 ciphertext.

Definition 5. (IBE-LV2-IND-ID-CPA) A PRE scheme from CBE to IBE is IBE-LV2-IND-
ID—CPAE| secure if the probability

Pr[{(ID*, skip+)} «— KeyGengg(-),

{(pkz, sky) — KeyGencpr(-)}, {(IDy, skip,) «— KeyGenpg(-)

{(pkn, skp) «— KeyGencpg(-)},{(IDy, skip,) — KeyGenrpg(-)

{Rpe — KeyGenpro(skn, ID,, mk,parms)},{Rep — KeyGenpro(sky, I Dy, mk, parms)
)

)
),
),
}
}

{Rnp, — KeyGenpro(skp, Dy, mk,parms)},{ Ry — KeyGenpro(sky, I D,, mk,parms

?

{Ryz+ — KeyGenpro(sky, ID*, mk,parms)},{ Rn. «— KeyGenpro(skp, ID*, mk,parms)},
(mo, mi, St) « A%ere(ID*, {(pks, skz)}, {(I Dy, skip, )}, {pkn}, {IDp}, { Ran},

{Rha} {Bunts { Raa } { Ras 5 { Bisc}),

a & {0,1},C* = Encipg(mgs, ID*, parms),d — ACrere(C*, St) : d' = d*]

is negligibly close to 1/2 for any PPT adversary A. In our notation, St is a state information
maintained by A while (ID*, skyp+) is the target user’s pubic and private key pair generated by
the challenger which also chooses other keys for corrupt and honest parties. For other honest
parties, keys are subscripted by h and we subscript corrupt keys by x. Oracles Oyene proceeds as
follows:

— Re-encryption O,cpc: on input (pki, ID;,Cpr,), where Cyy, is the ciphertext under the
public key pk; , pk; were produced by Keygencge, ID; were produced by Keygenigg, this oracle
responds with ‘invalid’ if Cpi, is not properly shaped w.r.t. pk;. Otherwise the re-encrypted
first level ciphertext Cip = ReEnc(KeyGenpro(ski, IDj, mk,parms),1D;, parms, Cpy,) is
returned to A.

Remark 3. The Re-encryption Oracle O, can not give the adversary more help, because we
consider the case the proxy and the delegator corrupted. When the proxy is corrupted, the
adversary can do re-encryption himself. The reason why we do not delete the Re-encryption
Oracle O,y oracle in the above definition is that this makes our definition more general and
consistent with other definitions in the literature[12/27].

In PRE from CBE to IBE, the delegator certainly can decrypt the ciphertext which will be re-
encrypted. Thus we consider only the case that proxy and PKG are colluding, We must point

2 normal IBE means the usually standardized IBE. normal secret key and normal ciphertext mean the secret key
generated by KeyGenige(mk, parms, ID). and ciphertext generated by Encige(ID, parms, M) in
3 LV2 denotes Level 2 ciphertext.
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out this model is not considered in the current literature. The goal of solving the key escrow
problem for PRE from CBE to IBE is just constructing a scheme which can resist the malicious
PKG attack. But we consider a stronger model which can resist the the malicious PKG and proxy
colluding attack.

Definition 6. (IBE-LV1-IND-ID-CPA) A PRE scheme from CBE to IBE is IBE-LV1-IND-
ID—CPAE] secure if the probability

Pr[(parms, master — key) «— Setuprpp(-),

{(ID*, skip~) «— KeyGenipg(-)}, {(pk*, sk*) «— KeyGencpg(:

{(pky, sky) — KeyGencpg(-)},{(IDy, skip,) «— KeyGenrpp(:

{(pkn, skp) «— KeyGencpr(-)},{(IDy, skip,) — KeyGenrpg(:

{Rpy — KeyGenpro(skn, IDy,mk,parms)},{ R,y — KeyGenpro(sky, I Dy, mk, parms

)
|3
|3
|3
I3
{Rp, — KeyGenpro(skn, Dy, mk,parms)},{ Ryr — KeyGenpro(sky,ID,,mk,parms)}
}
}

)

)

)
)
)
)
)
)

( )
{Ryz+« — KeyGenpro(skz, ID*, mk,parms)},{ Rp, «— KeyGenpro(skp, ID*, mk, parms
{Run, — KeyGenpro(sk™, IDy, mk,parms)},{Rey — KeyGenpro(sk™, ID,, mk, parms)},
{Rux — KeyGenpro(sk*, ID*, mk,parms)}
(mg, m1, St) «— A%rene(ID*, pk*{(pky, skz)}, {(IDg, skrp,)}, {pkn}, {IDy}, {Ran},
{Rna}, {Ban} { Rac b {Ran}s { Raa by { B}, { Raw ), { R}, {master — key}),
a £ {0,1},C* = ReEnc(Encepp(mgs, pk*), ID*, Ry, parms),d «— AP ere(C*, St) : d' = d*]

is megligibly close to 1/2 for any PPT adversary A. The notations in this game are same as
Definition [J] except the definition of Re-encryption Oracle Oyepne. In this game, any input makes
Orenc outputting C* will be returned with 1.

Remark 4. In this definition, we set two target users - pk*, ID*. The reason is that the target
ciphertext can be seen as the ciphertext for I D* and its second level ciphertext can be seen as
the ciphertext for pk*. In our definition, we consider the proxy being corrupted. That means,
the proxy can know which second level ciphertext can be re-encrypted as the target first level
ciphertext. Of course, if the proxy is not corrupted, and the proxy re-encryption is untraceable,
the security model can allow any delegator corrupting including pk*.

Delegator Security.

In PRE from CBE and IBE, the delegator is a CBE user. In this case, we consider the delegatee,
proxy and PKG are all colluding.

Definition 7. (CBE-IND-CPA) A PRE scheme from CBE to IBE is CBE-IND-CPA secure
if the probability
Pr[(parms, master — key) «— Setuprpg(-),
{(pk*, sk*) — KeyGencpe(-)},
{(pkz, sky) — KeyGencpg(-)}, {(I Dz, skip,) «+ KeyGenpr(+)},

4 LV1 denotes Level 1 ciphertext.
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{(pkn, skp) — KeyGencpp()},{(IDh, skip,) < KeyGenrpg(-)},
{R}, — KeyGenpro(skn, I Dy, mk,parms)},{R.n — KeyGenpro(sky, I Dy, mk,parms)},
{Rnn — KeyGenpro(skn, IDy, mk,parms)}, {Ryr — KeyGenpro(sky, ID,, mk, parms)}
{Rsn — KeyGenpro(sk™, IDy, mk,parms)}, { Rer — KeyGenpro(sk*, I1D,, mk, parms)},
(m()a my, St) — Aorenc(pk*{(pk$7 Sk:v)}: {([D337 SkIDa;)}a {pkh}a {IDh}7 {R:Eh}a

{Rnz} {Run}s {Raz}, { Run}, { Rux }, {master — key}),

d* £ {0,1},C* = Encopp(mg, pk*),d — A%ne(C*,St) : d = d*)

)

is negligibly close to 1/2 for any PPT adversary A. The notations in this game are same as

Definition [J.

PKG Security.

In PRE from CBE and IBE, PKG’s master — key can not leverage even if the delegator, the

delegatee and proxy collude.

Definition 8. (PKG-OW) A PRE scheme from CBE to IBE is one way secure for PKG if the

output

Prl{(pks, sky) «— KeyGencpg(-)},{(IDy, skip,) «— KeyGenrpp(
{(pkn, skp) «— KeyGencpe(-)}, {(IDy, skip,) «— KeyGenrpg(
{Rp: — KeyGenpro(skp, Dy, mk,parms)},{ Ry, «— KeyGenpro(sky, Dy, mk, parms

)}
)}
)}

Y

{Rpy — KeyGenpro(skn, I Dy, mk,parms)}, { Rer «— KeyGenpro(sks, ID,, mk, parms)},
mk' — A9ere ({(pky, sky)}, {(IDy, skip,)}, {(pkn, skn)}, {(IDn, skip, )}, { Run},
{Rno}s {Rua}, {Ran}) : mE' = mk]

1s negligibly close to 0 for any PPT adversary A. The notations in this game are same as

Definition [J.

3.3 Review of the PRE from CBE to IBE in Pairing’07

The PRE from CBE to IBE involves the ElGamal-type CBE scheme and the BB; IBE scheme.

— The underlying IBE scheme (BB IBE scheme):

7

1. SetUpige(k). Given a security parameter k, select a random generator ¢ € G and
random elements go,h € G. Pick a random a € Z;. Set g1 = ¢g*,mk = g5, and
parms = (g, g1, g2, h). Let mk be the master — key and let parms be the public parameters.

2. KeyGengg(mk, parms, ID). Given mk = g5 and ID with parms, pick a random u € Z.
Set skip = (do, d1) = (g5 (91" )", g*).

3. Encigg(ID, parms, M). To encrypt a message M € G under the public key ID € Zj, pick
a random r € Z; and compute CA’IB = (a, 6’;, avg) i(gl(glf)h)r, Me(g1,92)").

4. Decige(skip, parms, Crp). Given ciphertext Crp = (Cy, Ca, C3) and the secret key sk;p =
(do,dy1) with parms, compute M = Cse(dy, Ca)/e(dy, Ch).

— The underlying CBE scheme (ElGamal-type CBE scheme):
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1. KeyGencge/(k, parms). Given a security parameter k , parms, pick a random 6, 3,0 € Z,,.
Set g3 = ¢%, g4 = glﬁ ,g5 = h%. The public key is pk = (93, 94, 95). The secret random key
is sk = (6, 3,0).

2. Enccge(pk, parms, M). Given pk = (g3, 94,95) and a message M with parms, pick a
random r € Z; and compute Cp = (C1,0C2,C3,Cy) = (g5, 94,95, Me(g1,92)").

3. Deccge(sk,parms, Cpy). Given Cpp = (C1,C2,Cs,Cy) and the secret key sk = (6, 3,0)
with parms, compute M = C4/6(C’21/ﬁ,g2).

— The delegation scheme:

1. EGen(skip,parms). Given sk;p = (do,d1) = (95(giPh)%, g*) for ID with parms, set
erp = d1 = gu_

2. KeyGenpgro(sk,erp, parms). Given sk = (0, 3,9) and e;p = g* for ID with parms, set
rkpk—1D = (9,g“/5,5).

3. ReEnc(rkrp, parms, Cpi, ID). Given a CBE ciphertext Cp, = (C1,C2,Cs,Cy), the re-
encryption key rkyx_rp = (9,9“/5, ) and ID with parms, re-encrypt the ciphertext Chk
into Crp as follows. C/'[\D = (6'\1,6'\2,6’\3) = (011/0,C§/6,046(g“/B,CQID)).

4. Check(parms, Cpi, pk). Given Cp, = (C1,C2,C3,Cy) and pk = (g3, 94, 95) with parms,
set v1 = e(C1,q4), v2 = e(Ca,g3), v3 = e(C2,g5) and vy = e(Cs,94). If v1 = vo,v3 = vy
then output 1, otherwise output 0.

Remark 5. In this scheme, the EGen(skip, parms), KeyGenpro(sk, erp, parms) algorithms can be
replaced with one algorithm KeyGenpro(sk, ID, mk, parms), which outputs rkp,—.;p = (6, g“/B§).
Then the algorithms will be consistent with Definition

Remark 6. In this scheme,PKG knows everything about the delegatee,the private key skyp =
(do,d1) = (95 (giPh)", g*), the ephemeral key e;p for re-encryption key generation, he certainly
can decrypt the re- encrypted ciphertext if the delegatee can.

3.4 Our Proposed PRE from CBE to IBE Which Can Resist Malicious PKG
Attack

We construct our scheme based on the above PRE scheme. Our scheme shares the same un-
derlying CBE scheme (ElGamal-type CBE scheme) as [29] scheme. The difference lies in the
underlying IBE scheme and delegation scheme.

— The underlying IBE scheme (Variant of BB; IBE scheme):

1. SetUpge(k). Same as the above IBE schemd3.3].

2. KeyGengg(mk, parms, I D). Same as the above IBE schem except the following: the
delegatee chooses a collision resistent hash function H : {0,1}%Pl — Z, and a random
seed r € Z7, and computes k = H(pk,ID,r). The delegatee’s private key is skip =
(do, d1, k) = (95 (91h)", g*, k).

3. Encigg(ID, parms, M). Same as the above IBE schem.

4. Declge(skip, parms, C\p). Given a re- encrypted ciphertext CID = (C’l, 02, C’g, 04) skip =

(do, dy, k), parms, compute M = (M)E.
e(do,C1 )

5. Dec2ige(skip, parms, Cip). Same as the above IBE schem.
— The underlying CBE scheme (ElGamal-type CBE scheme): Same as the above CBE scheme
2.
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— The delegation scheme:

1. KeyGenpro(sk, skrp, mk, parms). On input (0, 3, ) from the delegator and input (g%, k)
from the delegatee, outputs the re-encryption key rkpr—rp = (1/6, g*/P 1/5).

2. ReEnc(rkrp, parms, Cp, ID). Given a CBE ciphertext Cpr = (C1,C2,Cs,C4), the re-
encryption key rkp,_rp = (1/6, g¥*/8.1/8) and ID with parms, re-encrypt the ciphertext
Cprinto Crp as following: C/'IB = (6'\1,6’5,@7@) = (011/9,C’;/(s,e(gk“/ﬁ,C'QID),Cz;).

3. Check(parms, Cp, pk). Given Cpy = (C1,C,C3,Cy) and pk = (g3, g4, g5) with parms,
set v1 = e(C,94), v2 = €(C,93), v3 = e(C2,g5) and vqy = e(Cs3,94). If v1 = vy and
v3 = vy4, output 1, otherwise output 0.

We verify correctness of our scheme. Following the Dec2\ge(skip, parms, Cip) algorithm, we
get

Mke(glv gQ)Tke(ng? (g{Dh)r)

(@ake(dl’@k) = e(gh/P, CiP)MFe(g1, ga)"*e(g", FT)
e(do, C1") e(95 (91" h)", g™*)
- (M
e(95,9™)

JF = e(g5(g{Ph)v, gvF)

)k = (MME =M

Remark 7. In our scheme, every IBE user has a self generated private key k. It’s this £ that can
make our scheme resist malicious PKG decrypting IBE user’s re-encrypted ciphertext.

3.5 Security Analysis

Theorem 1. Suppose the DBDH assumption holds, then our scheme is IBE-LV2-IND-sID-CPA
secure for the proxy and delegator’s colluding.

Proof. See appendix [A]
Theorem 2. Our scheme is IBE-LV1-IND-ID-CPA secure for the proxy and PKG’s colluding.
Proof. See appendix [B]

Theorem 3. Our scheme is CBE-IND-CPA secure for the proxy, PKG and delegatee’s colluding
except the case of the target CBE ciphertext has not been re-encrypted by the proxy.

Proof. See appendix [C]

Theorem 4. Our scheme is not CBE-IND-CPA secure for the prozxy, PKG and delegatee’s col-
luding in the case of the target CBE ciphertext has been re-encrypted by the proxy.

Proof. See appendix

Theorem 5. Suppose the DBDH assumption holds, then our scheme is PKG-OW secure for all
of the proxy, delegatee and delegator’s colluding.

Proof. See appendix [E]

x|
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4 PRE from IBE to CBE

4.1 Our Definition for PRE from IBE to CBE

Definition 9. PRE from IBE to CBE consists of: 1)the four algorithms making up an IBE sys-
tem SetUpige, KeyGenigg, Encige and Decige 2)the three algorithms making up o CBE system

KeyGencge, Enccge and Deccge 3)and three algorithms for re-encryption, which are

1. KeyGenppro(skip, sk, pk, mk, parms). Given an IBE secret key skrp for the IBE user ID, a
CBE secret key sk, PKG’s master — key mk with parms,pk, generate a re-encryption key rk

which can re-encrypt the IBE ciphertexts for ID into CBE ciphertexts for pk.

2. ReEnc(rk, parms, Cip, pk). Given the re-encryption key rk, a ciphertext Cjp encrypted under
the identity ID, and pk with parms, re-encrypt ciphertext Cip for ID into Cyy that can be

decrypted by sk.

3. Check(parms, C\p, ID). Given Cip and ID with parms, output 0 if Cip is a malformed cipher-

text. Otherwise, output 1.

4.2 Our Security Models for PRE from IBE to CBE

Delegator Security.

In PRE from IBE and CBE, the delegator is a IBE user. In this case, we consider the delegatee,

proxy are colluding.

Definition 10. (IBE-IND-ID-CPA) A PRE scheme from IBE to CBE is IBE-IND-ID-CPA

secure if the probability

Pri{(ID*, skip+)} «— KeyGenipg
{(pks, skz) «— KeyGencpe(-)}, {(I Dy, skip,) «— KeyGenipg
{(pkn, skp) «— KeyGencpg(-)},{(IDy, skip,) <— KeyGenrpg

(),
()}
()}
{Rps — KeyGenpro(skip, , Ske, pkz, mk, )}, {Run — KeyGenpro(skrp,, sk, pkn, mk,-)}
)}

{Rnn «— KeyGenpro(skip, , skn,pkn, mk,-)},{Rez — KeyGenpro(skip,, Ske, pkz, mk,-)},
{Rix — KeyGenpro(skips, ske, pke, mk, )}, {Ru, — KeyGenpro(skips, skn, pkn, mk, -)},
(mo, ma, St) < A9rere(ID* {(pky, sk)}, {(IDx, skrp,)}, {pkn}, {IDn}, { Run},

{Rhe}, {Rnn}s { Rea}, { Rua}, { Run}),

a & {0,1},C* = Encipg(mgs, ID*, parms),d «— A®rere(C*, St) : d' = d*]

is negligibly close to 1/2 for any PPT adversary A. The notations in this game are same as

Definition [J.

Delegatee Security.

In PRE from IBE and CBE, the delegatee is a CBE user. We consider the second level CBE

ciphertext [ﬂ In this case, we assume the delegator, proxy and PKG are colluding.

5 Second level ciphertext means the normal CBE ciphertext
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Definition 11. (CBE-LV2-IND-CPA) A PRE scheme from IBE to CBE is CBE-LV2-IND-
CPA secure for CBE if the probability

Pr[(parms, master — key) < Setuprpr

{(pk*, sk*) — KeyGencpg(:

{(pkz, sky) — KeyGencpr(-)}, {(IDy, skip,) «— KeyGenipg(-

{(pkn, skp,) — KeyGencpr(-)},{(IDy, skip,) — KeyGenpg(-

{R}y — KeyGenpro(skip,, skz, pkz, mk, )}, { Rer, — KeyGenpro(skip,, skn, pkn, mk,

(),
)}
)},
)}
)}
{Rpn — KeyGenpro(skip,, Skn, pkn, mk,-)},{Rgs — KeyGenpro(skip,, Skz, pks, mk,-)}
{Ryx — KeyGenpro(skip,, sk*,pk*,mk,-)},{ Rpx «— KeyGenpro(skip,, ,sk*, pk*,mk, )},
(mo, m1, St) — A%< (pk*, {(pky, skz)}, {(I Dy, skrp, )}, {pkn}, {IDn}, { Ran},

{Brats {Brnt, { Raa}s { Bix}, { Rax b, {master — key}),

d* ﬁ {07 1}7 C* = EncCBE(md*,pk*), d/ — Aorenc (0*7 St) . d/ — d*]

Y

is negligibly close to 1/2 for any PPT adversary A. The notations in this game are same as
Definition [3.

In PRE from IBE and CBE, the delegatee is a CBE user. We consider the first level CBE ciphertext
H In this case, we assume the proxy and PKG are colluding.

Definition 12. (CBE-LV1-IND-CPA) A PRE scheme from IBE to CBE is CBE-LV1-IND-
CPA secure for CBE if the probability

Prl(parms, master — key) <« Setuprpg(-),

{(ID*,skip~) «— KeyGenipp(-)}, {(pk*, sk*) «— KeyGencpg(-)

{(pks, sky) — KeyGencpgp(-)}, {(IDy, skip,) «— KeyGenpg(+)

{(pkn, skp) — KeyGencpg(-)},{(IDy, skip,) — KeyGenrpg(-)

{Rhy — KeyGenpro(skip,, Sky, pkz, mk,-)},{Rzn — KeyGenpro(skip,, skn, pkn, mk,-)
‘)
)
)

I3
2
I3
I3
{Rnn — KeyGenpro(skip,, skn,pkn, mk, )}, {Res «— KeyGenpro(skip,, Skx, pkz, mk, )},
{Ryx — KeyGenpro(skip,, sk*,pk*,mk,-)},{ Rpx «— KeyGenpro(skip, , sk*, pk*, mk,-)},
{Ry; — KeyGenpro(skip, sky, pky, mk, )}, {Rup — KeyGenpro(skrpx, sk, pkp, mk,-)}
{Ryx — KeyGenpro(skip~, sk*, pk*,mk,-)}

(mo, m1, St) — A%< (ID*, pk*{(pkz, sk2)}, {(I Dy, skip,)}, {pkn}, {IDp}, { Ran},

{th}a {th}’ {Rmﬂ}v {R*h}7 {R*x}v {Rh*}ﬂ {Rm*}v {R**}7 {maSter - key})’

)

a & {0,1},C* = ReEnc(Encipp(mgs, ID*), pk*, sk*, Ryy, parms),d «— APrene(C*, St) : d' = d*]
is negligibly close to 1/2 for any PPT adversary A. The notations in this game are same as
Definition [,

PKG Security.

In PRE from IBE to CBE, PKG’s master — key can not leverage even if the delegator, the delegatee
and proxy collude.

6 first level ciphertext means the re-encrypted CBE ciphertext
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Definition 13. (PKG-OW) A PRE scheme from IBE to CBE is one way secure for PKG if
the probability

Pri{(pks, sky) «— KeyGencpg(-)},{(IDy, skip,) < KeyGenrpg(-)},
{(pkn, sky) — KeyGencpr(-)}, {(I Dy, skip,) «— KeyGenrpr(-)},
{Rpo — KeyGenpro(skip,, sky, pke,mk, )}, {Ren — KeyGenpro(skip,, skn, pkn, mk,-)}

)

{Rnn — KeyGenpro(skip,, Skn, pkn, mk, )}, {Rez «— KeyGenpro(skip,, ke, pke, mk, )},
mk' — A9ere ({(pky, sky)}, {(IDy, skip,)}, {(pkn, skn)}, {(IDn, skip,)}, { Run},
{Rpz}, {Ruz}, {Rpp}) : mk’ = mk]

is negligibly close to 0 for any PPT adversary A. The notations in this game are same as

Definition [J

4.3 Owur Proposed PRE Scheme from IBE to CBE

The PRE scheme from IBE to CBE involves the ElGamal-type CBE scheme and the BB; IBE
scheme.

— The underlying IBE scheme (BBj IBE scheme):

1. SetUpige(k). Same as the IBE scheme in Section [3.3| except this time PKG choose (g2, h)
as following: it first choose a generator g € G , then randomly choose t1,12 € Z; and
computes g = g'', h = g'2.

2. KeyGenygg(mk, parms, D). Same as the IBE scheme in Section

3. Encige(ID, parms, M). Same as the IBE scheme in Section [3.3]

4. Decige(skrp, parms,Crp). Same as the IBE scheme in Section

he underlying CBE scheme (ElGamal-type CBE scheme):

1. KeyGencgg(k, parms). Given a security parameter k , parms, pick a random 6 € Z;, k €
Z;. Set g3 = g1%. The public key is pk = g3. The secret key is sk = (do,dy) = (6, k).

2. Enccge(pk, parms, M). Given pk = g3 and a message M with parms, pick a random
7 € Z, and compute Cp = (g5, Me(g1,92)")-

3. Declcge(sk, parms, Cpy). Given Cpi, = (C1,C2) and the secret key sk = (do,d1) = (6, k)
with parms, compute M = Cg/e(C’ll/dO,gz).

4. Dec2cpe(sk, parms, Cpi). Given a re-encrypted ciphertext 6’; = (6’\1, 6'\2) and the secret

1
key sk = (do,d1) = (6, k) with parms, compute M = @/e(am,gg).
— The delegation scheme:

1. KeyGenppro(skip, sk, pk, mk, parms). The PKG first chooses a collision resistent hash
function H : {0,1}3“" — Z, and a random seed s1,s2 € Z,, and computes k; =

H(ID,pk,s1),ko = H(ID,pk,ss). The PKG computes (I%zﬁlm mod p,gé“) and sends

it to the proxy. The delegatee sends kf to the proxy. The proxy sets the re-encryption
key ’f‘]ﬂDHpk = (Tkl,T'kQ) = ((?Ejftie,ggl).

2. ReEnc(rkip_pk, parms, Crp, pk). Given an IBE ciphertext Crp = (5'1, CN'Q, CN’g) =(g", (¢iPh)",

Me(g1,g2)") and re-encryption key rkip_.pk = (rk1,7k2), the proxy re-encrypt the cipher-
text CA’IB into gp\k as following. E\M = (6'\1,6’\) = (CN’Qrkl, @e(CN’l,rkg)).

3. Check(parms,Cf’}/D). Given Crp = (6’1,6’;,6’\;) with parms, set v = e(a,g{Dh), vy =
6(6';, g). If v1 = vy then output “Valid”, otherwise output “Invalid”.
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We can verify its correctness as the following

Cae(Cr,rka) Me(gl,gz)T (9", rka)  Me(gr,g2)"e(g", g5")
~rky o _otky o =T
e(Cy BT ,gz) e(((gfPh)" Bt 5o, g2)  e((gfPh) ID”lf%gz)

_ Me(gi,92)"e(9", 95") _ Me(g1,92)"e(g", 95") _ Me(gi, g2)"e(” 95") _
e(g(a+k1)r7g2) e(gar’gz)e(gk1r’g2) 6(91,92)T€(9T7g§1)

Ca/e(Ch T ,g2) =

Remark 8. In our scheme, we must note that the PKG needs to compute a different k1 for every

different user pair (ID, pk). Otherwise, if the adversary know Igj;ilm mod p for three different

IDq,IDs,1D5 but the same k; and pk, he can compute «, t3, which is not secure at all.

a+ki
IDa+to

factor of form m mod p which can help the adversary find IDa + t3. We comment that

a+ky
IDoa+to

mod p can not help adversary

Remark 9. In our scheme, rk; = mod p. One may wonder that every rk; for ID has a

this attack can not succeed for this reason: when kj runs along (1,2,--- ,p— 1), rk; =

a+ky
IDa+to

mod p distribute uniformly over Z; and this means rk; =
to find IDa + ts.

4.4 Security Analysis

Theorem 6. Suppose the mDBDH assumption holds, then our scheme is IBE-IND-sID-CPA
secure for the proxy and delegatee’s colluding.

Proof. See appendix

Theorem 7. Our scheme is CBE-LV2-IND-CPA and CBE-LV1-IND-CPA secure for the prozy,
delegator and PKG’s colluding.

Proof. See appendix [G]

Theorem 8. Suppose the mDBDH assumption holds, then our scheme is PKG-OW secure for
the prozy, delegatee and delegator’s colluding.

Proof. See appendix

5 IBPRE Based on a Variant of BB; IBE

5.1 Our Definition for IBPRE

In this section, we give our definition and security model for identity based PRE scheme, which
is based on [18]34].

Definition 14. An identity based PRE scheme is tuple of algorithms (Setup, KeyGen, Encrypt,
Decrypt, RKGen, Reencrypt):

- Setup(lk). On input a security parameter, the algorithm outputs both the master public pa-
rameters which are distributed to users, and the master secret key (msk) which is kept private.

— KeyGen(params, msk, ID). On input an identity ID € {0,1}* and the master secret key,
outputs a decryption key skrp corresponding to that identity.
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— Encrypt(params, 1D, m). On input a set of public parameters, an identity ID € {0,1}* and
a plaintext m € M, output crp, the encryption of m under the specified identity.

— RKGen(params, msk, skrp,, skip,, ID1, ID3). On input secret keys msk, skip,, skip,,
and identities ID € {0,1}*, PKG, the delegator and the delegatee interactively generat the
re-encryption key rkip, —1p,, the algorithm output it.

— Reencrypt(params, rkrp,—1p,, ¢ip,). On input a ciphertext cyp, under identity IDq, and a
re-encryption key rkip,—1p,, outputs a re-encrypted ciphertext crp, .

— Decrypt(params, skrp, crp). Decrypts the ciphertext cip using the secret key skip, and out-
puts m or L.

Remark 10. This definition is different from the Definitions 49| which come from the work of [29].
We insist this is a more natural and general Definition for PRE from IBE to IBE. This definition
is consistent with the work of [18]34].

5.2 Our Security Models for IBPRE

In PRE from IBE to IBE, there is no necessary to consider the malicious PKG attack, so we omit
PKG in our security model when considering delegator security and delegatee security.

Delegator Security.

In PRE from IBE to IBE, we consider the case that proxy and delegatee are corrupted.

Definition 15. (DGA-IBE-IND-ID-CPA) A PRE scheme from IBE to IBE is DGAE]—IBE—
IND-ID-CPA secure if the probability

Pr{(ID*, skip~) «— KeyGen(-)}{(IDg, skip,) — KeyGen(-)},{(IDy, skrp,) «— KeyGen(-)},
{Rpe — RKGen(msk, skrp,,skip,,")},{Rsn — RKGen(msk, skip,, skip,,)}

{Rnn «— RKGen(msk, skip,,skip,,)},{Rex — RKGen(msk, skip,,skip,,)}

{Ruh — RKGen(msk, skip+, skip, ")} { Rex <— RKGen(msk, skip+, skip,,-)},

(mo, ma, St) < A%er<(ID*, {skrp, }, {Ren}, { Riz}s {Rin}s {Raa}s {Ran} { Ruc}),

d* &£ 10,1}, C* = Encrypt(mgs, ID*),d — A%ere(C*, St) : d = d*]

I

is negligibly close to 1/2 for any PPT adversary A. The notations in this game are same as

Definition [J
Delegatee Security.
In PRE from IBE to IBE, we consider the case that proxy and delegator are corrupted.

Definition 16. (DGE-IBE-IND-ID-CPA) A PRE scheme from IBE to IBE is DGH|IBE-
IND-ID-CPA secure if the probability

Pr[{(ID*, skip~) «— KeyGen(-)}{(IDy, skip,) «— KeyGen(-)},{(IDy, skrp,) < KeyGen(-)},
{Rhs — RKGen(msk, skip, ,skip,,")},{Rsn — RKGen(msk, skip,,skrp,,")}

" DGA means Delegator
8 DGE means Delegatee.
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{Rnn — RKGen(msk, skrp,,skip,,)},{Rex — RKGen(msk, skrp,,skrp,,")}

{Rhx — RKGen(msk, skrp, ,skrp~,-)}, { Rex — RKGen(msk, skip,, skrp+,-)},

(mo, ma, St) «— A%re(ID* {skip, }, {Ran}, {Ra}, {Bin}. {Roa} { Riu}, { Ra}),
d* £ {0,1},C* = Encrypt(mg., ID*),d — A%ne(C*, St) : d' = d*]

is negligibly close to 1/2 for any PPT adversary A. The notations in this game are same as
Definition [J

PKG Security.

In PRE from IBE and IBE, PKG’s master key can not leverage even if the delegator, the delegatee
and proxy collude.

Definition 17. (PKG-OW) A PRE scheme from IBE to IBE is one way secure for PKG if the
probability

Pri{(IDy, skip,) «— KeyGen(-)},{(IDy, skip,) < KeyGen(-)},

{Rhs — RKGen(msk, skip,,skip,,")},{Rsn — RKGen(msk, skip,,skrp,,")}
{Rnn «— RKGen(msk, skip,,skip,,)},{Rex — RKGen(msk, skip,,skrp,,")}
mk' — A%ene({skrp,}, {skrp, > {Ren}, {Rha}s {Rn}, { Rz}, {parms}) : mk = mk/]

is negligibly close to 0 for any PPT adversary A. The notations in this game are same as

Definition [J

5.3 Our Proposed IND-Pr-sID-CPA Secure IBPRE Scheme Based on a Variant
of BB; IBE

— The underlying IBE scheme: We give a variant of BB;-IBE scheme as follows:

Let G be a bilinear group of prime order p (the security parameter determines the size of G).

Let e : G x G — G be the bilinear map. For now, we assume public keys (ID) is element in

Z,. We later extend the construction to public keys over {0,1}* by first hashing ID using

a collision resistant hash H : {0,1}* — Z,. We also assume messages to be encrypted are

elements in G. The IBE system works as follows:

1. SetUpipg (k). Given a security parameter k, select a random generator ¢ € G and
random elements go = ¢g'*,h = ¢'2 € G. Pick a random « € Z,. Set g1 = g%,mk = g3,
and params = (g,91,92,h). Let mk be the master-secret key and let params be the
public parameters.

2. KeyGenipg(mk, params, ID). Given mk = ¢§ and ID with params, the PKG picks
random so, s1 € Z,;, choose a hash function H: Z, x {0,1}* — Z, and computes ug =
ﬁ(so’ ID)? uy = E’(Slv ID)' Set skip = (d(]v di, df)) = (gg(g{Dh)uo’ 9", (gg(g{Dh)UI))'
The PKG preserves (s, $1).

3. Encigg(ID, params, M). To encrypt a message M € G under the public key ID € Zj,
pick a random r € Z; and compute Cip = (g, (gIPR)", Me(g1,g2)").

4. Decipg(skip, params, Cip). Given ciphertext Crp = (C1,C2,C3) and the secret key
skip = (dp,dy) with prams, compute M = %.

— The delegation scheme:
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1. KeyGenpro(skr, params, ID,ID’). The PKG computes u}] = ﬁ(sl,ID’) and ran-

domly selects k1, ko, k3 € Z; and sets rkyp_.rpr = (rki, k2, 7k, k) = (% +

ko, gtaks  guikzks, g“llkl) and sends them to the proxy via secure channel. We must note
that the PKG computes a different (k1, ko, k3) for every different user pair (ID,ID").

2. Check(params, Cip,ID). Given the delegator’s identity ID and C;p = (Ci,Cs,Cs)
with params, compute vg = e(C1,giPh) and v; = e(Ca,g). If vy = v; then output 1.
Otherwise output 0.

3. ReEnc(rkip_.1p/, params, Cip, ID’). Given the identities ID, ID’, rkip_;p = (rk1, k2,
rks,rky) = (M + ko, g“llk3,g”/1k2k3,g“llk1) with params, the proxy re-encrypt the

k3(aID+t2
ciphertext Crp into Crpr as follows. First it runs “Check”, if output 0, then return “Re-
aI,D’+t2+k1 Ty
ject”. Else computes Corpr = (C1, CY, C4, CY, CL, Ch, C%) = (Cy, Cy, Cs, CyF P2 7 kg

rks, rky).
4. Decligg(skip/, params, Corpy). Given a re-encrypted ciphertext Corpr = (C1, C4, C5, C},
Ct, C§, Ch) and the secret key skrp = (do, d1, dj) with params, computes

C3e(Cs, C)) _ Ce(rks, C1)

M = —
e(Cy, Cg)e(Ch, Cr)eldy, C1) - e(Cy, rha)e(Ch, rka)e(dy, C1)

5. Dec2i1gg(skip/, params, Cqyp/). Given a normal ciphertext C;pr = (C1, Cy, C3) and the

. Cse(dy,C:
secret key skrp = (do, d1,dfy) with prams, compute M = %.
We can verify its correctness as following
, alD'+tg+ky
Che(rka, Cy) _ Me(gr,go)"e(g"™, (gfPh) Reernre) )

e(Cy,rks)e(Cr,rka)e(dy, C1) — e((gfPh)", %% )e(gm, g1 )e(g8 (91 k)", g7)

’ ol ’ o ’ kyr
Me(g1,g2)"e(g"", (91" h)*")e(g"", (917" h) ™ )e(gh™r, g5 ) _ Me(gr, g2)"
e((giPh)", gik2ks)e(gr, g )e(gs (gt P h) ™, g") e(95.9")

Remark 11. In our scheme, we must note that the PKG computes a different (k1, ko, k3) for every

different pair (I D, ID"). Otherwise, if the adversary knows % + ko for five different pairs

(ID,ID’) but the same kq, ko, k3, a, t2 , he can compute (o, t2), which is not secure at all.

=M

5.4 Security Analysis

Theorem 9. Suppose the DBDH assumption holds, then our scheme proposed in Section 18
DGA-IBE-IND-sID-CPA secure for the proxy and the delegatee’s colluding.

Proof. See appendix

Theorem 10. Suppose the DBDH assumption holds, then our scheme proposed in Section
is DGE-IBE-IND-sID-CPA secure for the delegator and proxy’s colluding.

Proof. See appendix

Theorem 11. Suppose the DBDH assumption holds, then our scheme proposed in Section
is PKG-OW secure for the delegator, delegatee and proxy’s colluding.

Proof. See appendix [K]
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5.5 Toward Chosen Ciphertext Security

As we all know, just considering IND-sID-CPA security is not enough for many applications. We
consider construct IND-Pr-ID-CCA secure IBPRE based on a variant of BBy IBE. There are two
ways to construct IND-Pr-ID-CCA secure IBPRE. One way is considering CHK transformation to
hierarchal variant of BB; IBE to get IND-Pr-sID-CCA secure IBPRE or get IND-Pr-IDKEM-CCA
secure IBPRE. The other way is considering variant of BB; IBE in the random oracle model.
From a practical viewpoint, we construct an IND-Pr-ID-CCA secure IBPRE based on a variant of
BB; IBE in the random oracle model.

5.6 Owur Proposed IND-Pr-ID-CCA Secure IBPRE Scheme Based on a Variant of
BB; IBE

Let G be a bilinear group of prime order p(the security parameter determines the size of G).
Let e : G X G — G be the bilinear map. Identities are represented using distinct arbitrary bit
strings in {0, 1}!. The messages (or session keys) are bit strings in {0, 1}/ of some fixed length I.
We require the availability of five hash functions viewed as random oracles:

— A hash function Hy : {0,1}* — Z7;

— A hash function Hs : G x {0,1}} — G;

— A hash function Hs : G1 — {0, 1}

— A hash function Hy : {0,1}* x G x G x G x {0,1}} — G;

1. SetUp. To generate IBE system parameters, first select three integers a, 3,7 € Z, at ran-
dom. Set g1 = ¢, go = ¢ and h = ¢ in G, and compute vy = e(g,9)*?. The pub-
lic system parameters params and the masterkey are given by: params = (g, g1, g3, v0),
masterkey = («a, 3,7). Strictly speaking, the generator need not be kept secret, but since
it will be used exclusively by the authority, it can be retained in masterkey rather than
published in params.

2. Extract. To generate a private key d;p for an identity ID € {0,1}*, using the masterkey,
the PKG picks random sp, s1 € Z, choose a hash function H : Z; x {0,1}* — Z; and com-

77 7 af  H2(ID)\"0 o
putes ug = H(so,ID), uy = H(s1,ID). It outputs: drp = (do, d1) = (45 (9; h) g%,

gg‘(g{{Q([D)h)m). The PKG preserves (s, 51).

3. Encrypt. To encrypt a message M € {0,1} for a recipient {0,1}*, the sender chooses a
randomly 6 € G and computes s = Hy(d, M), k = v, C1 = ¢°, Cy = hsgfl(ID)S, C3 =
d-k,Cy = M@ H3(d), Cs = Hy(ID || C1 || Co || C3 || Cy4)®, and then outputs C' =
(C1,C,C3,Cy, Cs). _

4. ReKeyGen. The PKG computes uy = H(s1,ID") and randomly selects k1, ko, k3 € Z,;, sets

_ aH (ID")+ta+k: uhks ulkaks ulk ; i
rkip_1p = (m + ko, g'13 gtaf2is gtifl) and sends it to the proxy via secure

channel. We must note that the PKG computes a different (k1, ko, k3) for every different user
pair (ID,ID’).

5. ReEnc. Given the identities (1D, ID'), rkip_ip = (rky, ko, rks, ki) = (fabgPoriztbs 4
kg,g“/lk3,g“/1k2k3,g“/1k1), Cip = (C1,C4,C5,Cy, C5) with params, the proxy re-encrypts the
ciphertext Crp into Cjpr as follows.

(a) First it computes vg = €(C5,¢g) and v1 = e(H4(ID || Cy || C2 || Cs || C4), C1). If vy # v1
the ciphertext is rejected.
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(b) Else computes Crpr = (C1, Cy, C5,CY, CL, Cg, C%, Cg) = (Ch, Co, Cs, C;kl,rkg,rkg,rk4,04).
6. Decrypt.
(a) To decrypt a normal ciphertext C' = (Cy,Cq,C3,Cy4,Cs) using the private key djp =
(do,dy,d}), it computes vg = e(Cs,g) and v1 = e(Hs(ID || Cy || Ca || Cs || Cy),Cy). If

vy # v1, the ciphertext is rejected. The recipient computes k = 2(%’3‘5). It then computes

b = %, M = Hy(0) ® Cy. It computes s’ = Hy(5, M) and verifies that C; = g%,

Co = h¥ gfh(ID)S,, if either checks fails, returns |, otherwise returns M.
(b) To decrypt a re-encrypted ciphertext Cypr = (C1,C%, C%, CY, CL, CE, CL, Cf) using the

. B , . N Cle(CL,Ch) B
private key dip = (do,d1,d;), the recipient computes k = e(c&cé)z(oi?cﬁe(d&q) =

PICei Tkgi?gﬁiﬁ%l(d, oy It then computes § = %, M = Hs3(6) ® C§. It computes s’ =
2 1 01
H(0, M) and verifies that C; = g, Cy = hslgfh(ID)S , if either check fails, returns L,

otherwise returns M.

5.7 Security Analysis

Theorem 12. Suppose the DBDH assumption holds, then our scheme proposed in Section
is DGA-IBE-IND-ID-CCA secure for the proxy and delegatee’s colluding.

Proof. See appendix [}

Theorem 13. Suppose the DBDH assumption holds, then our scheme proposed in Section [5.0]
is DGE-IBE-IND-ID-CCA secure for the delegator and proxy’s colluding.

Proof. See appendix [M]

Theorem 14. Suppose the DBDH assumption holds, then our scheme proposed in Section [5.6]
1s PKG-OW secure for the delegator, proxy and delegatee’s colluding.

Proof. See appendix

6 IBPRE Based on BB, IBE

6.1 Review of the BB; Identity Based Encryption

Let G be a bilinear group of prime order p and g be a generator of G. For now, we assume that
the public keys (ID) are elements in Z;. We show later that arbitrary identities in {0,1}* can
be used by first hashing ID using a collision resistant hash H : {0,1}* — Z,. We also assume
that the messages to be encrypted are elements in G;. The IBE system works as follows:

1. Setup: To generate IBE parameters, select random elements (z,y) € Z, and define X = g*
and Y = ¢g¥. The public parameters parms and the secret master — key are given by parms =
(9, 9%, g¥), master — key = (z,v)

2. KeyGen(master — key, ID): To create a private key for the public key ID € Z;:

(a) pick a random r € Z,, and compute K = gm e G,
(b) output the private key d;p = (r, K). In the unlikely event that x +ry+ 1D =0 mod p,
try again with a new random value for r.
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3. Encrypt(parms, ID,M): To encrypt a message M € G4 under public key ID € Z7, pick
a random s € Z; and output the ciphertext C' = (g51PX*%Y* e(g,9)° - M). Note that
e(g,g) can be precomputed once and for all so that encryption does not require any pairing
computations.

4. Decrypt(dip, C): To decrypt a ciphertext C' = (A, B, C') using the private key d;p = (1, K),
output C/e(AB", K). Indeed, for a valid ciphertext we have

c C .
e(ABr7K) - e(gs(ID+m+ry)’gl/(IDJr:rJrry)) - e(g’g)s -

Remark 12. This scheme is an efficient identity based encryption and proved to be IND-sID-
CPA secure in the standard model. In Eurocrypt’06, Gentry proposed a practical identity based
encryption based on this scheme which can achieve IND-ID-CCA2 with tight security proof[21].
Thus this scheme plays an important role in the field of identity based encryption.

6.2 Our PRE Scheme Based on BBs Identity Based Encryption

1. ReKeyGen;p_;p: PKG chooses a collision resistent hash function H : {0,1}%Pl — Z,
and a random seed t € Z;, and computes k = H(ID,ID' t). He computes rk;p_.;p =

’ / ___k
(rki,rko,rks) = (r, IIDDI% + k mod p, gP"+=+"v) ) and sends them to the proxy as the

re-encryption key. We note that PKG chooses a different k for every different user pair
(ID,ID").

2. Encrypt(parms, ID, M): Same as the Encrypt algorithm in [6.1]

3. ReEnc (rk;p_rpr,parms,Crp, ID’):. On input the ciphertext Crp = (a, /C\;, 673) = (g¥1P X3,

~rky Th2

— —~ —~ ~ ~rk —~ —
ste(gug)s : M)7 the proxy ComPUteS CID’ = (01302) = (ClcQT 17036((0102 ) 7Tk3))7
and sends it to the delegatee.
4. Decrypti(Crpr,drp/): On input a re-encrypted ciphertext Cyps = (C1,Ca), the delegatee

: e _ Cy — _ O
decrypts like this: M = Gk = RN and returns M.

5. Decrypta(dip, C): On input a normal ciphertext, the delegatee do the same as the Decrypt

algorithm in
6. Check:. On input a ciphertext Crp = (C1,Ca,Cs), the proxy computes v; = e(C1,Y) and
vy = e(Cy, g'P X)), if v1 = w9, then return “Valid”, else return “Invalid”.

First we verify our scheme’s correctness as following.

c, Aok ok
02 . 036(010; 1,1”]{:3) _ e(g,g)s .M - e(gs'IDXsysT"g(ID/+z+r/y>)

- ID’+z+r’y+k

- —_— k
e(C’l,K’) 6((Clc2rk1)7’ 2,gm) e((gs.[DXsysr) TD+a+ry ,gID"*"l“'”/y')

k
_ e(g,9)* - M - e(g*UPTatry) g UDFaii ) —u
e(goUD +a+1") | g Tty Vo gsh(ID+a+ry) | g TO ot )

Remark 13. In our scheme, we let rky = r which is a part of delegator’s secret key. We remark
that let 7 be public should still preserve BBy IBE scheme’s IND-sID-CPA security.
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6.3 Security Analysis

Theorem 15. Suppose Decision q-BDHI assumption holds in G, then our scheme is DGA-IBE-
IND-sID-CPA secure for the proxy and delegatee’s colluding.

Proof. See appendix

Theorem 16. Suppose the q¢-BDHI assumption holds, then our scheme is DGE-IBE-IND-sID-
CPA secure for the proxy and delegator’s colluding.

Proof. See appendix [P]

Theorem 17. Suppose the q¢-BDHI assumption holds, then our scheme is KGC-OW secure for
the proxy, delegatee and delegator’s colluding.

Proof. See appendix

7 IBPRE Based on SK IBE

7.1 Review of the SK Identity Based Encryption
SK-IBE is specified by four polynomial time algorithms:

1. Setup. Given a security parameter k, the parameter generator follows the steps.

(a) Generate three cyclic groups G1, G2 and G of prime order ¢, an isomorphism ¢ from Go
to G1, and a bilinear pairing map e : G; X Go — Gp. Pick a random generator P, € G*
and set P} = ¢(P3).

(b) Pick a random s € Z; and compute Py = sP.
(c) Pick four cryptographic hash functions Hy : {0,1}* — Z7, Hy : Gp — {0,1}", H3 :
10,1} x {0,1}" — Z7 and Hy : {0,1}" — {0,1}" for some integer n > 0.
The message space is M = {0,1}". The ciphertext space is C = G} x {0,1}" x {0,1}".
The master public key is My, = (¢, G1, G2, G, ¢, e,n, P1, Pa, Py, Hi, Ho, H3, Hy), and the
master secret key is Mg, = s.
2. Extract. Given an identifier string D4 € {0,1}* of identity A, My, and Mgy, the algorithm
_ 1
returns dA = WPQ
3. Encrypt. Given a plaintext m € M, ID4 and My, the following steps are performed.
(a) Pick a random o € {0,1}" and compute r = Hs(o, m).
(b) Compute Qa = H1(IDa)P1 + Ppup, g" = e(P1, P2)".
(c) Set the ciphertext to C'= (rQa,o ® Ha(g"), m & Hu(0)).
4. Decrypt. Given a ciphertext C = (U,V,W) € C,1D4,d4 and My, follows the steps:
(a) Compute ¢’ = e(U,da) and ¢/ =V @& Hy(q').
(b) Compute m’ =W @ Hy(c) and ' = Hs(o', m').
(c) if U # 1" (Hi(IDA)P1 + Ppyp), output L, else return m’ as the plaintext.
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7.2 Our Proposed PRE Based On SK Identity Based Encryption
Our proposed PRE scheme based on SK identity based encryption are as following:

1. Setup. Same as the above scheme

2. Extract. Same as the above scheme [7.T]

3. RKGen: The PKG chooses a collision resistent hash function Hs : {0,1}3Pl — Z, and ran-
dom seeds s2,s1 € Zy, it computes ky = H5(ID,1D’,s3), k1 = Hs5(ID,ID’, s1)ks. He com-

s+H,(ID')+k
putes rkyp_.rp = (rky,rkz, 7k3) = (Jrierl[({l([)DJg)l mod p, (Hl(f% mod p, mpz)-

4. Encrypt. Same as the above scheme o
5. Reencrypt:. On input the ciphertext Crp = (C1,Cs, Cs) = (rQrp, 0 ® Ha(g"), m @ Hy(0)),

o~~~ o~ o~

o~~~ o~ —~—

follows the steps: _
(a) Compute ¢’ = % and o’ = 6\{% ® Ha(g').

2
(b) Compute m’' = a’; ® Hy(o') and r' = Hz(o',m’).
. Decrypts. Given a second level ciphertext - normal ciphertext, do the same as the algorithm
Decrypt in El\le above scheme [7.1
. Verify. If C} # r'(H(ID)Py + P,y), output L, else return m’ as the plaintext.

J

oo

First we verify our scheme’s correctness as following.

- -~ s+H1(ID")+k 1
; E(Ci,d[D/) . e(Tk‘lCl,dID/) . 6(73+11£I1(I)D) L .T'QID, s+H1(ID7/)P2)

G e(era; rks3) e(% TQID, mpﬁ

1
B 6(7‘P1,P2)€(7’]{?1P1,WP2) B P P o
= H__p =e(P,P2) =g
8(7"P1, 8+H1(]D’) 2)
o' =Cy@ Hy(g') =0 @ Ha(g") ® Ha(g") = 0
m' =C) @& Hy(o") =m @ Hy(o) ® Hy(o") =m & Hy(o) & Hy(o) = m,
r' = H3(o',m') = Hz(o,m) =1

Cf =y = rQ1p = r(HI(ID)Py + Pyu) = ' (Hi(ID)Py + Pyus)

Remark 14. In our scheme, we must note that the PKG needs to compute different (ki, k2) for ev-
s+Hi(ID")+k1 mod ko
(s+Hy(ID)) D, tH 0Dy +s)

mod p) for two different pair (ID,ID’) but the same (k1, k2), he can compute s, which is not
secure at all.

ery different user pair (ID, ID’). Otherwise, if the adversary know (

Remark 15. In our scheme, we require ky = H5(ID,ID’, s1)ka. The reason of ks is a factor of
k1 is just for security proof which can be seen in [}
7.3 Security Analysis

Interestingly, our PRE based on SK IBE scheme even can achieve IND-Pr-ID-CCA2 secure while
all the above PRE scheme can only achieve IND-Pr-sID-CPA secure.
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Theorem 18. Suppose ¢-BDHI assumption holds in G, then our scheme is DGA-IBE-IND-ID-
CCA2 secure for the proxzy and delegatee’s colluding.

Proof. See appendix

Theorem 19. Suppose g-BDHI assumption holds in G, then our scheme is DGE-IBE-IND-ID-
CCA2 secure for the prozy and delegator’s colluding.

Proof. See appendix [S]

Theorem 20. Suppose the g-BDHI assumption holds, then our scheme is PKG-OW secure for
the proxy, delegatee and delegator’s colluding.

Proof. See appendix

Scheme Security W/O RO| Assum | SecMod Colluding |UnderlyIBE|Remark
GAO7A[Ig] IND-Pr-ID-CPA RO DBDH (Sec.3.1[18]| P and DGA BF IBE Weak
- or P and DGE
GAO07BI[IS] IND-Pr-ID-CCA RO DBDH (Sec.3.1[18]| P and DGA BF IBE | Strong
- or P and DGE
MO7B [29] IND-Pr-sID-CPA Std | DBDH [Sec.4.2[20]| P or DGA | BB; IBE | Weak
- or DGE
CTO7[13] IND-Pr-ID-CPA Std | DBDH |Sec.4.2[13]| P and DGA |Waters’ IBE| Weak
- or P and DGE
SXC08[32] IND-Pr-ID-CCA Std DBDH (Sec.2.6[32]| P and DGA |Waters’ IBE| Strong
- or P and DGE
Ours IND-Pr-sID-CPA Std DBDH P and DGA | Variant of | Weak
- or P and DGE| BB; IBE
OursD5.6 IND-Pr-ID-CCA RO DBDH lﬂ' P and DGA | Variant of | Strong
o or P and DGE| BB; IBE
OursH6.2|  DGA|DGA-IBE-IND-sID-CPA Std  |q-BDHI 5.2 P and DGE BB2 IBE | Weak
OursH6.2| [ DGE| DGE-IBE-IND-ID-CCA Std  |q-BDHI 5.2 P and DGA BB2 IBE | Weak
OursH6.2| | PKG PKG-OW Std  |q-BDHI 5.2 P and DGA | BB, IBE | Strong
o o and DGE
OursH7.2[ [IDGA| DGA-IBE-IND-ID-CCA| RO |g-BDHI 5.2 P and DGE SK IBE | Strong
OursH7.2[ |DGE|DGA-IBE-IND-ID-CCA| RO |g-BDHI 5.2 P and DGA SK IBE | Strong
OursH7.2[ |IPKG PKG-OW RO q-BDHI 5.2 P and DGA SK IBE | Strong
o o and DGE

Table 1. IBPRE Security Comparison
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Scheme Enc Check| Reenc Dec Ciph-Len
lstCipkﬂ 2-ndCiph 1stCiph 2-ndCiph
GAOTA[IE[] 1t +1t, 0 1t, 24, 1t, 2|G| + 2/Ge[*] 11G] + 1G]
GAO07BIIg] 1tp + 1t 2t, |2te + 2t, 1te + 2tp 2te + 2t, 1|G| + 1|Ge| | 1|G| + 1|G7|
+2[m| + [id] |+1|Ge| + m]
MO7B [29] 1t, + 2t. 2, | 1t 2, 2, 2|Ge| + 1|Gr|[2|Ge| + 1|G|

CTOT[13] | 3te + 1tp + 1ts | 1te 2te  |2te + 10t, + 1ty 2te + 3ty 9|G| + 2|Gr| | 3|G|+ |Gr]
+vk| +|s| | +|vk|+|s|

SXCO08[32] | 3te + 1ty + 1ts | 1ty |2te + 1ts|2te + 10ty + 2ty | 2te + 3tp + 1ty | 9|G| + 2|Gr| | 3|G| + |G|
+2Jvk| 4+ 2|s| | +1|vk| + 1|5

Oursp.3 2, + 1t, 2, | 1t 4t, 2, 6/G| +|Gr| | 2G| + |Gr]

OursD5.6 3te + ltme 2t, 1te |4ty + e + 1tme|2tp + Lt + 1tme| T7|G|+m 4G +m

OursH6.2| [1tme + Lt + 1ty 2t, | 2t 1t, Ite +1t, | 2|Ge| + 1|Gi| |2/Ge| + 1]G|

OursH7.2 34| lte [2te +1t, 1t, 1t, 2Ge| + 1|Ge| | 2/Ge| + 2/n|
+2|n|

Table 2. IBPRE Efficiency Comparison

8 Comparison

In this section, we give our comparison results with other identity based proxy re-encryption
schemes [I8/T3l2932] or hybrid proxy re-encryption schemes [29]. We compare our schemes with
other schemes from two ways. First we concern about schemes’ security, then we concern about
schemes’ efficiency.

Notations: In Table we denote with/without random oracle as W/O RO, assumption
as Assum, security model as SecMod, colluding attackers as Colluding, underlying IBE as Un-
derIBE, stand model as Std, , proxy as P, DGA as delegator, DGE as delegatee. P and DGA
means that proxy colludes with delegator, P or DGA means that proxy or delegator is malicious
adversary but they never collude. SymEnc-Sec means the security of symmetric encryption,
CBE-ciph-no-re-encrypted means CBE ciphertext having not been re-encrypted, CBE-ciph-re-
encrypted means the CBE ciphertext having been re-encrypted

From Table [I} we can know that our IBPRE scheme based on a variant of BB; IBE, IBPRE
scheme based on SK IBE and SXCO08 scheme are the most secure IBPRE. MO7B scheme is the
weakest IBPRE for it can only achieve IND-Pr-sID-CPA under separated proxy or delegator or
delegatee attack.

In Table we denote encryption as Enc, re-encryption as Reenc, decryption as Dec, ci-
phertext as Ciph and ciphertext length as Ciph-Len, resisting malicious PKG attack as ReMal.

9 Qur first level ciphertext maps second level ciphertext and second level ciphertext maps first level ciphertext
in [I8IT3I32].

10 GA07 and SXCO08 are multi-hop IBPRE but we just consider their single-hop variant.

11 Sometimes in our schemes we use e : G X G — Gy or e : G; X G; — G, in the former cases, G maps to G., G;
maps Gr, in the latter case, G maps to Ge, Gr maps Gr.

12 Tn SK IBE we can precomputation e(P1, P»), so there is no paring computation in Encryption.
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tp, te and t,, represent the computational cost of a bilinear pairing, an exponentiation and a
multi-exponentiation respectively, while t5 and ¢, represent the computational cost of a one-time
signature signing and verification respectively. |G|, |Z,|, |G¢| and |Gr| denote the bit -length of
an element in groups G, Z,, G, and Gr respectively. Here G and Z, denote the groups used
in our scheme, while G, and Gy are the bilinear groups used in GA07, CT07, SXCO08 schemes,
i.e., the bilinear pairing is e : G, x G, — Grp. Finally, |vk| and |s| denote the bit length of the
one-time signature’s public key and a one-time signature respectively.

Scheme Security W/O RO| Assum SecMod | Colluding |UnderlyIBE|Remark
MO7A [29] IND-Pr-ID-CPA Std DBDH  [Sec.3.4[29]| P or DGA | BB, IBE | Weak
- or DGE
Ours DGA CBE-IND-CPA Std DBDH P and DGE| BB; IBE | Weak
CBE-ciph-no-re-encrypted and PKG
OursAl3.4/|DGA No CBE-IND-CPA - - IQ' P and DGE| BB; IBE | Weak
CBE-ciph-re-encrypted and PKG
OursAB.4{|DGE| IBE-LV2-IND-sID-CPA Std DBDH 3.2 P and DGA| BB; IBE | Weak
OursAB.4{|DGE| IBE-LV1-IND-sID-CPA Std SymEnc-Sec 3.2 P and PKG| BB; IBE | Weak
o o and DGA
Ours PKG PKG-OW Std DBDH P and DGA| BB; IBE | Strong
and DGE
OursB4.3| | DGA IBE-IND-sID-CPA Std mDBDH 4.2 P and DGE| BB; IBE | Weak
OursB4.3||DGE CBE-LV1-IND-CPA Std SymEnc-Sec 4.2 P and DGA| BB; IBE | Weak
o | and PKG
Ours DGE| CBE-LV2-IND-CPA Std  |SymEnc-Sec P and DGA| BB; IBE | Weak
and PKG
Ours PKG PKG-OW Std mDBDH P and DGA| BB; IBE | Strong
and DGE

Table 3. Hybrid PRE Security Comparison

Scheme Type Enccge | Encige |Check| Reenc Dec Ciph-Len ReMal
1stCiph [2-ndCiph| 1stCiph 2-ndCiph
MO7A [29]|CBE — IBE|3te + 1t |1ty + 2te| 4ty |2te + 1tp| 2ty 2t,  |2|Ge| + 1|G7]|2|Ge| + 1|Gr|| NO

OursA 3.4|CBE — IBE|3tc + 1tp |1ty + 2te| 4t, |2t + 1tp|dte + 1t,|  2t,  [3|Ge| + 1|G7||2|Ge| + 1|Gr|| YES

OursB 4.3||IBE — CBE|2t. + 1tp |1ty + 1te| 2tp |Llte + 1tp|1te + 1tp|1te + 1ty [1|Ge| + 1|G||1|Ge| + 1|Gr|| -

Table 4. Hybrid PRE Efficiency Comparison

From Table [2, we can know that our IBPRE scheme based on SK IBE is the most efficient IBPRE
for its only totally 3 pairing computation and relative shorter first level and second level cipher-
text. Our schemes, GA07 and M0O7B schemes are much more efficient than CT07 and SXCO08
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scheme due to their underlying IBE is Waters’ IBE. And for the proxy, CT07 and SXCO08 scheme
are much more efficient than others for their special paradigm, our IBPRE scheme based on SK
IBE is more efficient than GAO7B scheme and our other schemes, we think this is important for
resisting DDos attack against the proxy.

From the above discussion, we conclude that our IBPRE scheme based on SK IBE is the most
secure and efficiency IBPRE among existing IBPRE schemes.

From Table [3| and Table 4, we can know that the security models of our PRE from CBE to
IBE and PRE from IBE to CBE schemes are stronger than the security model of MO7A scheme.
Thus our schemes are more secure than M0O7A scheme. We construct the first PRE from CBE to
IBE which can resist malicious PKG attack. But we note that our scheme needs to add one more
secret key k to the delegatee, and that neither of our schemes and MO7TA scheme can achieve
IND-Pr-ID-CCA security, which is our further work.

9 Issues about PKG’s Workload in Our Proposed Schemes

One core idea in our proposed schemes(except the first scheme) is that, PKG itself generates
every delegation key -the re-encryption key. This idea looks first contradict with our intuition
about PKG(That is, what PKG can only do is generating IBE user’s secret key) and increases
PKG’s workload. But we think our idea is reasonable.

1. From a theoretical point, the idea about PKG generating re-encryption key comes from
Matsuo’s M2 proxy re-encryption[29]. In their scheme, rkjp_pr = g“/CY is generated by
exponentiating delegatee’s secret key g“/ with master — key «. Later in Inscrypt’08, Tang
et al. proposed an inter-domain identity based proxy re-encryption [34]. In their scheme,
generating the re-encryption key needs PKG. We quote it as follows:

Pextract(id, id’, sk;q(skiq, mki, mks)): This algorithm takes the delegator’s identifier
id, the delegatee’s identifier id’, the delegator’s private key sk;q, and possibly also
{sk;qr,mki, mka} as input and outputs the proxy key rk;q_;q to the proxy. This algo-
rithm will be run by the delegator and possibly with other parties, such as the delegatee
and KGCs.

Furthermore, it seems difficult for constructing PRE in identity based setting which just
needs the delegator and the delegatee to generate re-encryption key.

2. From a practical point, generating re-encryption key by PKG can make PRE in identity
based setting much efficient for the proxy, which is important for practical IBE systems.
Furthermore, many practical IBE systems let their PKG be online 24/7/365[16], which results
PKG generating re-encryption key is tolerable for these systems.

10 Conclusions and Open Problems

In 2007, Matsuo proposed the concept of four types of PRE schemes: CBE to CBE, IBE to CBE,
CBE to IBE and IBE to IBE [29]. Now CBE to IBE and IBE to IBE proxy re-encryption schemes
are being standardized by IEEEP1363.3 working group[31]. We extend their research, we solved
the key escrow problem of their PRE scheme from CBE to IBE. In Matsuo’s scheme, they allow
the PKG to help the delegator and the delegatee to generate re-encryption key. We explore this
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feature further, if we allow PKG to generate re-encryption keys by directly using master — key,
many open problems can be solved, such as constructing PRE from IBE to CBE, PRE based on
a variant of BBy IBE, PRE based on BB, IBE and PRE based on SK IBE.

Although some excellent work[12|T3[I8242728/29/32/34] has been done in PRE in identity
based setting, there are still many open problems need to be solved such as:

1. More reasonable security models for IBPRE and PRE. We note that our security model is
stronger than security model in [29] for we considering colluding between proxy and delegator
or delegatee. But we must point out that our security model just consider single-hop PRE,
security models for multi-hop PRE maybe be different.

2. More stronger security results for our PRE scheme. We note most of our schemes can only
achieve IND-Pr-ID-CPA secure, which is not enough for most applications.

3. More interesting applications for IBPRE and PRE. From a theoretical point, Obfuscating
PRE is the only positive results for obfuscation of natural cryptographic tasks, maybe this
primitive can find other applications in oblivious transfer, multi-party computation in com-
mon reference string model etc. From a practical point, PRE can bridge between different
types of encryption just as Matsuo’s PRE from CBE to IBE[29]. This feature is important to
our life, which can help ciphertexts circulate smoothly in the network. PRE can have other
applications in e-mail forwarding, law enforcement, mobile equipment with limited compu-
tation ability, access control in secure distributed file storage. But IBPRE maybe have other
interesting applications such as anonymous encryption, group encryption, one to many, many
to one IBPRE E and even identity based broadcast encryption.
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A Proof for Theorem [1l

Proof. Suppose A can attack our scheme, we construct an algorithm B solves the DBDH problem
in G. On input (g, g%, g%, ¢¢, T), algorithm B’s goal is to output 1 if T' = e(g, g)*¢ and 0 otherwise.
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Let g1 = g% g2 = g%, g3 = ¢°. Algorithm B works by interacting with A in a selective identity
game as follows:

1. Initialization. The selective identity game begins with A first outputting an identity I.D*
that it intends to attack.

2. Setup. To generate the system’s parameters, algorithm B picks o/ € Z, at random and
defines h = gl_ID*go‘,. It gives A the parameters parms = (g, g1, g2, h). Note that the corre-
sponding master — key, which is unknown to B, is ¢ = g®. B picks random z;,y;, z; € Zp,
computes g;, = g%, gi, = g%, gi, = h*. It gives A the public key pk; = (gi,, 9is, iy )-

3. Phase 1

— “A issues up to private key queries on I1D;.” B selects randomly r; € Z,* and k' € Z,,
! -1

% PR * 1\ Ti TD.—ID* . .
sets skrp, = (do, dq,d2) = (g2ID1 w (g%IDZ n )ga) 792”31 7 gri k). We claim skrp, is
a valid random private key for ID;. To see this, let 7; = r; — ﬁ. Then we have that

! b
;—1D* 1D;—I1D* i I1D;—1D* i TD—ID* ID;y\75
do =957 """ (g} ') = g5 (g} L) T = g (gl

ID;—ID* . o
dl — 92 [3 gT'Z — T

=g'".

— “A issues up to private key queries on pk;”. B returns (z;, y;, 2;).
— “A issues up to re-encryption key queries on (pkj,I1D;)”. The challenge B computes
1 /

TD;—1D*

k
Tkpr;—1D; = (K' /25, (g, g")¥ k' /z;) and returns it to A.

— “A issues up to re-encryption key queries on (pkj,ID*)”. The challenge B randomly
choose a k' € Z,, and computes rkpx; .1p+ = (k'/z;, (g“)¥' /% K'/2;) where o' is a ran-
domly choose from Z7 and returns it to A.

— “A issues up to re-encryption queries on (C,pk;,ID;) or (C,pk;, 1D*)” The challenge
B runs ReEnc(rkyk;—rp,, C,pkj, ID;) or ReEnc(rkpk; —1p+,C,pkj, ID*) and returns the
results.

4. Challenge When A decides that Phasel is over, it outputs two messages My, M1 € G.
Algorithm B picks a random bit b and responds with the ciphertext C* = (¢¢, (¢%)¢, My - T).
Hence if T = e(g, )™ = e(g1, g2)¢, then C* is a valid encryption of M; under I D*. Otherwise,
C™ is independent of b in the adversary’s view.

5. Phase2 A issues queries as he does in Phase 1 excepts natural constraints.

6. Guess Finally, A outputs a guess b/ € {0,1}. Algorithm B concludes its own game by
outputting a guess as follows. If b = b/, then B outputs 1 meaning T = e(g, g)?°. Otherwise
it outputs 0 meaning T' # e(g, g)®*°.

When T = e(g, g)®° then A’s advantage for breaking the scheme is same as B’s advantage for
solving DBDH problem.

B Proof for Theorem [2

Proof. The security proof follows the security of symmetrical encryption.

1. Setup. To generate the system’s parameters, the challenger B picks o € Z, , it randomly
choose x € Z;,y € Z; and computes h = g%, g1 = g%, g2 = g¥, master — key = g5 It gives
parms = (g, 91,92, h) to A.

2. Phase 1
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— “A issues up to master-key query ”. The challenger B returns («, g5).
— “A issues up to private key queries on ID”. Given mk = g and ID with parms, pick a
random u, k' € Z*. Set skrp = (do, d1,d2) = (95(g{”h)", g*, k).
— “A issues up to private key queries on pk”. B returns (0, 3,9).
— “Aissues up to rekey generation queries on (pk,ID)”. The challenge B chooses randomly
k' € Z; and computes rkyr.;p = (K' /6, g¥/8 k' /§) and returns it to A.
— “Aissues up to re-encryption queries on (C,pk,ID)”. The challenge B runs ReEnc(rkpr—1p,
C,pk,1D) and return the results.
3. Challenge When A decides that Phasel is over, it outputs two messages My, My € G and the
attack identity I D*, Algorithm B picks g% as the I D*’s second item of its private key, he picks
a random bit b and 7, k* € Z; responds with the ciphertext C* = (g", h", e(gF™, gIPr), My -
e(g2,(9"%)). Hence if k* is the real secret key of ID*, then C* is a valid encryption of M,
under I D*. Otherwise, C* is independent of b in the adversary’s view.
4. Phase 2 A issues queries as he does in Phase 1 except natural constraints.
5. Guess Finally, A outputs a guess b/ € {0,1}. Algorithm B concludes its own game by
outputting a guess as follows. If b = ¥, then B outputs 1. Otherwise it outputs 0.

Thus the maximal probability of A successes is 1/p , which is negligible.

C Proof for Theorem [3

Proof. In this case, the PKG and delegatee’s colluding just likes [29]’s PRE scheme from CBE to
IBE, the proof is the same as [29].

D Proof for Theorem

Proof. Suppose the target CBE ciphertext is Cpy, = (C1, Ca, C3, C4) which has been re-encrypted

by proxy to be C/'I\D = (6'\1,6’\2,6'\3,6'2) = (Cl,Cé/é,e(gk“/B,C’QID),C'4), PKG can decrypt the
ciphertext as following. Because C1 = ¢", he can compute w = ¢"* and gets the plaintext by
computing

Ci _ Me(g1,92)" _ Me(g1,92)"

e(w, g2) e(g"*, g2) e(g1,92)"

E Proof for Theorem [5

Proof. We just give the intuition for this theorem. When considering the proxy, delegatee and
delegator’s colluding, PKG only interacts with the delegatee-its IBE user. And we know the BB;
identity based encryption is IND-sID-CPA secure under DBDH assumption. That’s imply the
attacker can not recover the PKG’s master — key.

F Proof for Theorem

Proof. Suppose A can attack our scheme, we construct an algorithm B solves the mDBDH
problem in G. On input (g,ga,g“2,gb,gc,T), algorithm B’s goal is to output 1 if T' = e(g, g)**°
and 0 otherwise. Let g1 = g%, g2 = ¢°, g3 = ¢°. Algorithm B works by interacting with A in a
selective identity game as follows:
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1. Initialization. The selective identity game begins with A first outputting an identity I.D*
that it intends to attack.

2. Setup.To generate the system’s parameters, algorithm B picks o/ € Z, at random and
defines h = gl_ID*ga/ € G. It gives A the parameters parms = (g, g1, 92, h). Note that the
corresponding master, which is unknown to B, is g5 = g®. B picks random (z;,y;, ;) € Z,,
computes g;, = g*. it gives A the public key pk; = ¢;, .

3. Phase 1

— “A issues up to private key queries on ID;”. B selects randomly r; € Z,* and k' € Z,y,

’

D 1D * i T
sets skrp, = (do,d1) = (g5 " " (g§1Di_1D )ga)r ,Go 177 g"). We claim skrp, is a valid

random private key for ID;. To see this, let r; = r; — ﬁ. Then we have that
—o! b
TD,-10% , (ID;—ID* Ti ID;—1D* T TH—ID% ID; 1\
do =957 """ (91 '9)" = g5 (g 9% =g3(91 " h)"
dl = géDi_ID* gri e gFl

— “A issues up to private key queries on pk;”. B returns x;.

— “A issues up to rekey generation queries on (ID,pk;)”. The challenge B chooses a ran-
domly x € Z; , sets rkrppk; = x and returns it to A. he computes Tk[Dvpkg = w =

(ID—ID®z o2

<z ” — and rkrp pr, = k'z; where k' chosen randomly from Z;, sends them to the

proxy. We have
ID—ID* o/\O%

( “)

91 g

IDh T
(gl ) )a: — = w

g1 91

k
(g1Ph)* = g1g™, 9" = (

For the delegatee and the proxy, they can verify e(¢*!, g1) = e(w, g) is always satisfied.
Thus our simulation is a perfect simulation. But the delegator and delegatee cannot get
any useful information from zx. -

— “A issues up to re-encryption queries on (Crp, ID, pk;)”. Challenge B runs ReEnc(rk‘ID_)pki,
5};, ID, pk;) and returns the results.

4. Challenge When A decides that Phasel is over, it outputs two messages Mo, M; € G.
Algorithm B picks a random bit b and responds with the ciphertext C* = (g¢, (ga/)c, M,-T).
Hence if T = e(g, 9)%° = e(g1, g2)°, then C is a valid encryption of M, under I D*. Otherwise,
C is independent of b in the adversary’s view.

5. Phase2 A issues queries as he does in Phase 1 except natural constraints.

6. Guess Finally, A outputs a guess b/ € {0,1}. Algorithm B concludes its own game by
outputting a guess as follows. If b = b/, then B outputs 1 meaning T = e(g, ¢)?*°. Otherwise
it outputs 0 meaning T # e(g, g)**.

When T = e(g, g)®° then A’s advantage for breaking the scheme is same as B’s advantage for
solving mDBDH problem.

G Proof for Theorem [T

Proof. We just give the intuition for this theorem. The security proof follows the principle of
symmetrical encryption. The only information about CBE user’s private key just relying on k6.
But even if the proxy, delegator and PKG are colluding, they can only get k6 where k blinding
the private key 6 perfectly. Thus they can only guess 6. The adversaries’ success probability is
at most 1/p which is negligible, whether for CBE first level ciphertext or for CBE second level
ciphertext.
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H Proof for Theorem

Proof. We just give the intuition for this theorem. When considering the proxy, delegatee and
delegator colluding, the PKG only interact with delegator and proxy. The re-encryption key

(ID—ID®x o4
_ (latk)kb K1y s gigs 9a 1 ;
rk = (“tpar, »92') is distributed same as (z, #——_—"—) where x is randomly choose from

Z,. That is to say, the adversaries can not get any information about a except randomly guessing.
And we know the BB identity based encryption is secure under DBDH assumption. That’s
imply the attacker can not recover the PKG’s master — key. Thus our scheme is PKG-OW secure
for the proxy, delegatee and delegator’s colluding.

I Proof for Theorem

Proof. Suppose A can attack our scheme, we construct an algorithm B solves the DBDH problem
in G. On input (g,g“,ga2,gb,gc,T), algorithm B’s goal is to output 1 if T = e(g, ¢)?° and 0
otherwise. Let g1 = ¢%, g2 = g%, g3 = ¢¢. Algorithm B works by interacting with A in a selective
identity game as follows:

1. Initialization. The selective identity game begins with A first outputting an identity ID*
that it intends to attack.

2. Setup.To generate the system’s parameters, algorithm B picks o/ € Z, at random and
defines h = gl_ID*ga’ € G. It gives A the parameters params = (g, g1, g2, h). Note that the
corresponding master — key, which is unknown to B, is g9 = g* e G*.

3. Phase 1

— “A issues up to private key queries on ID;”. B selects randomly r;, 7, € Z,* and k' € Z,,,

!

1D,-1D% , (ID;—ID*) g\"i —ID% . =107 | (ID;~ID*) 4\"i
sets skip, = (do, di, dy) = (g3 " (g} L) g g g, (g '),
We claim skrp, is a valid random private key for ID;. To see this, let r; = r; — ID—1D~
and 7} =r} — ﬁ. Then we have that

—a’ b
ID,-1D% , (ID;—ID*) o\ ID;—ID*) o/\"i~ TD=TD% ID; 1 \7
do=g5"""" (g} 'g°)" = g8 (g Jge) TP = g (g Py,
di = g2ID7::ID* gn‘ — gﬂ'
—o / ’ b ~
ID,—ID* ID;—ID* \Ti ID;—I1D* '\"i T ID—IDw ID; !
0= 95 (93 '9?)" = g8(a} 'g') = g5(g1 )"

— “A issues up to rekey generation queries on (ID,ID")”.
The challenge B chooses a randomly = € Z, sets rkrp—.rp/ = = and returns it to A. He

H{(ID)p\*
computes w = (g1t h)

(gD and sends it to the proxy. We observe that

alD' +ty + ky

k
k3(0¢ID + tg) + k2

Tkl =

but from the simulation, o = a and t3 = o — alD*, so we can get

alD' + o —alD* + k;

k
ks(alD + o/ — al D*) e

T‘kl =
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Let vk, = x, we can get

ki1 =ks(alD + o — aID*)(x — kg) — (aID' + o' — al D¥)
= [ks(x — ko)a(ID — ID*) — a(ID" — ID*)] + ksa/(z — ko) — o

So the challenge B simulates as follows. He chooses a randomly k2, k3 € Z, sets

D ID D ID
r= ———"—""F"F< s =a(——————) — «
ks(ID —ID*) "~ "™ ID — ID*
searches in User-key-list for item (ID',d/,r,r")(we assume skip = (do,di,dj) =
__—a , » Sl S 704/ _ ' Ty /
(gaP TP (g7 1P gay” gIPTIPT gr gD (PP gy and computes
1D — ID* S S /
k= B 1p TRk e e
—koks o (BB o L ID' 1D ,
rks = gQID’—ID* gkgkgT‘/7rk4 =g, ID’—ID* g(oz (Fp=p=)—a)r

returns them to A. We can see
Che(rks, C})
e(Ch,rks)e(Cy, rka)e(d], CY)

can be reduced to

e _ID'-ID*
Me(gl,gg)re(géD,*ID* ngT ’ (g{Dh)r(kg(IDle*)Jer))

1, ID'—ID* '
—kokg ' (To—mpr )

e((g{Dh)r7 gwgkzkgr’)e(gr7 QWQ(

BB el g7 (g g )

which can then be reduced to

Me(g1,92)"
e(9%,9")
Thus our simulation is indistinguishable from the real algorithm running. Thus our sim-
ulation is indistinguishable from the real algorithm running.
— “A issues up to re-encryption queries on (Cyp,ID,ID’)”. The challenge B runs ReEnc
(rkip—1p/,Crp,ID,ID") and returns the results.

4. Challenge When A decides that Phasel is over, it outputs two messages My, My, € G.
Algorithm B picks a random bit b and responds with the ciphertext C = (¢, (¢*')¢, M, - T').
Hence if T = e(g, 9)% = e(g1, g2)¢, then C is a valid encryption of M, under ID*. Otherwise,
C is independent of b in the adversary’s view.

5. Phase2 A issues queries as he does in Phase 1 except natural constraints.

6. Guess Finally, A outputs a guess b’ € {0,1}. Algorithm B concludes its own game by
outputting a guess as follows. If b = b', then B outputs 1 meaning T = e(g, ¢)?*°. Otherwise
it outputs 0 meaning T # e(g, g)**.

=M

When T = e(g, ) then A’s advantage for breaking the scheme is same as B’s advantage for
solving DBDH problem.



On the Role of PKG for Proxy Re-encryption in Identity Based Setting 33

J Proof for Theorem [10]

Proof. The security proof is same as the above theorem except that it does not allow “A issues
up to rekey generation queries on (ID,ID*)”, for B does not know the private key corresponding
to ID*.

K Proof for Theorem [11]

Proof. We just give the intuition for this theorem. The master-key is g5, and delegator’s pri-
vate key is skip = (g5 (giPh)%0, g%, (g&(giPh)™)), the delegatee’s private key is skjp =
(95(g1P"h)™, 9", (g5 (9{""'h)™)) , the proxy re-encryption key is rkip—rp = (Giiarpim +
ko, gi1ks | guikaks g“llkl). Because the re-encryption key rkrp_.rps is uniformly distributed in
(Z;;7 G, G, G), and the original BB; IBE is secure, we can conclude that g§ can not be disclosed

by the proxy, delegatee and delegator’s colluding.

L Proof for Theorem [12

Proof. Let A be a p.p.t. algorithm that has non-negligible advantage in attacking the scheme
proposed in Section We use A in order to construct a second algorithm B which has
non-negligible advantage at solving the DBDH problem in G. Algorithm B accepts as input
a properly-distributed tuple (g, g%, ¢°, ¢°, R) and outputs 1 if R = e(g, ¢)®°. We now describe
the algorithm B, which interacts with algorithm A as following.

B simulates the random oracles Hy, Hy, H3, H4 as follows.

1. Hy : {0,1}* — Zy. On receipt of a new query for ID # ID*, return ¢t < Z; and record
(ID,t); On receipt of a new query for ID*, select randomly T" € Z, return T" and record
(ID*,T).

2. Hy: Gy x {0,1}} :— Zy. On a new query (0, M), returns s «—r G and record (9, M, s).

3. H3: Gy :— {0,1}". On receipt of a new query 4, select p < {0,1}' and return p. Record the
tuple (6, p).

4. Hy:{0,1}*x G x G x G x{0,1}! :— G. On receipt of a new query (ID || Cy || C || C3 || Cy),
select z € Z; and return g* € G, record (ID || C1 || C2 || C3 || C4, 2, 97).

Our simulation proceeds as follows:

1. Setup. B generates the scheme’s master parameter as following. First it lets g1 = g2, g2 = ¢°,
g3 = ¢¢, algorithm B picks a € Z,, at random and defines h = gl_Tg“/ € G B lets params =
(G1,H1,Hs, H3,Hy, g, 91, 92, g3, h) and gives params to A.

2. Find/Guess. During the Find stage, there are no restrictions on which queries A may issue.
The scheme permits only a single consecutive re-encryption, therefore, during the GUESS
stage, A is restricted from issuing the following queries:

(a) (extract,1D*) where ID* is the challenge identity.

(b) (decrypt, ID*,c*) where ¢* is the challenge ciphertext.

(c) Any pair of queries (rkextract, ID*,1D;), (decrypt, I D;, ¢;) where ¢;=Reencrypt(rkrp«_ip;,

).
In the Guess stage, let I D* be the target identity, and parse the challenge ciphertext ¢* as
(CT,C5,C5,CF, C%). In both phases, B responds to A’s queries as follows.
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— On (ewtract, D), where(in the Guess)stage ID # ID*, B selects randomly r; € Z7,

i
—a —1
HI(IDZ»)—T( (H1(ID;)-T) a/)” H(ID)-T r;

sets skrp, = (do,d1) = (g, 9 g » Jo g""). We claim skrp, is a

valid random private key for ID;. To see this, let r; = r; — m. Then we have that
—a! b
) — H1(ID;)-T N H1(ID;)-T N ) — H1(ID; .
dOZQQHl(Ul%) T(gg 1(ID;) )ga) :gg(gg 1(ID;) )ga) Hy(ID;)—-T :9(21(91 1( )h)”.

HID)-T . =
d1:92( 1) gm:gn.

/0 _ g;(IDi)*Tgn =g

— On (rkextract,ID,ID"), do the same as A handling re-encryption key query in Phase
18in the above theorem.

— On (decrypt, ID, c) where (in the Guess stage) (ID,c) # (ID*,c*), check whether ¢ is a
level-1 (non re-encrypted) or level-2 (re-encrypted) ciphertext. In the Guess stage, parse
cas (C],C5,C5,C5,C%).

For a level-1 ciphertext, B parses ¢ as (Cy, Cq, C3,Cy, Cs) and:

(a) Looks up the value (ID || Cy || C2 || Cs || C4) in the Hy table, to obtain the tuple
(ID||C1|| Ca || Cs || Cuyz,g%). E (ID || Cy || C2 || Cs || C4) is not in the table, or if
(in the Guess stage) Cs = Cf, then B returns L to A.

(b) Looks up the value (6, M, s) in the Ha table. Checks whether there exist an item of
(6, M, s) such that S = ¢g**. If not, B returns L to A.

(c) Computes k = zgg;g(l)g, checks that § = % If not, B returns L to A.

(d) Checks that Cy = Hs(d) ® M. If not, B returns L to A.

(e) Otherwise, B returns M to A.

For a level-2 ciphertext, B parses c as (C1,Ch, C%, Cy, CL, Ci,, CL, Cf) and:

(a) Computes

L Che(Ch, Cp) _ Che(rks, C})
= e(Ch, Cp)elCY. Cheldy,. C7)  e(Chyrhs)e(Ch, ks eldy, )

(b) Checks that 6 = % If not, B returns L to A.

(c) Checks that Cy = hsgfh(ID)S. If so, return M. Otherwise, return L.

— On (reencrypt,Cip, ID,ID"). B runs ReEnc(rkip_rp,Crp,ID,ID’) and returns the
results.

At the end of the Find phase, A outputs (ID*, My, M), with the condition that A has not
previously issued (extract, ID*). At the end of the Guess stage, A outputs its guess bit i'.

3. Choice and Challenge. At the end of the Find phase, A outputs (I D*, My, M;). B forms

the challenge ciphertext as follows:

(a) Choose 6 € G and p € {0,1}" randomly, and insert (J,p) in H3 table.

(b) Insert (8, My,?, 93,0 - R, My & p) to Hs table.

(c) Choose z € Z, randomly, and insert ((gg,gg‘/, d-R, M, @ p),z,g°) in the Hy table.

B outputs the challenge ciphertext (C}, Cy,C5, Cr, C¥) = (g3, gg‘/, d-R, My, ®p,g3) to A and
begins the GUESS stage.

4. Forgeries and Abort conditions The adversary may forge C5 on (Ci,Cs,Cs,Cy), but

from the security of BLS short signature [§], this probability is negligible.
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M Proof for Theorem [13]

Proof. The security proof is same as the above theorem except that it does not allow “A issues
up to rekey generation queries on (1D, I1D*)”, for B does not know the private key corresponding
to ID*.

N Proof for Theorem [14]

Proof. The security proof is same as the proof for Theorem [K]

O Proof for Theorem [15]

Proof. Suppose A has advantage in attacking our PRE system. We build an algorithm B that
uses A to solve the Decision ¢ — BDHI problem in G. Algorithm B is given as input a random
(¢+2)-tuple (g, g% ¢, ..., g, T) € (G*)7™! x G4 that is either sampled from Pgpp; (where
T = e(g,g)é) or from R (where T is uniform and independent in G1). Algorithm B’s goal is
to output 1 if T = e(g, g)"/* and 0 otherwise. Algorithm B works by interacting with A in a
selective identity game as follows:

Preparation. Algorithm B builds a generator h € G* for which it knows ¢ — 1 pairs of the form
(w, hl/(o‘+wi)) for random wy, ..., wg—1 € Z. This is done as follows:

1. Pick random wy, ..., wg—1 € Z,, and let f(z) be the polynomial f(z) = [[{_ 1(z+w1) Expand
the terms of f to get f(z) = Zz o ciwi. The constant term cg is non-zero.

2. Compute h = [T, (¢'*N)% = ¢/ and u = [T, (¢®)) = g*/(@). Note that u = h®.

3. Check that h € G*. Indeed if we had h = 1 in G this would mean that w; = —a for some
J easily identifiable w;, at which point B would be able to solve the challenge directly. We
thus assume that all w; # —a.

4. Observe that for any ¢ = 1,...,q — 1, it is easy for B to construct the pair (w hl/(a““’)) To
see this, write f;(2) = f(2)/(z —i—wl) >z 2d Z;. Then hY/(etwi) = gfile) = T]9Z ( a’)yds,

5. Next B computes

Th — Tcof(a) 'TO
q—1q—2

TO — H H (ad clcﬁ_l

=0 j=0

Observe that if T = e(g, g)"/® then T}, = e(g/(®)/*, g/(®)) = ¢(h, h)'/*. On the contrary, if T
is uniform in Gy, then so is T},.

We will be using the values h, u, Ty, and the pairs (w;, hl/(a+wi)) fori =1,...,q—1 throughout
the simulation.

1. Initialization. The selective identity game begins with A first outputting an identity I D* €
Z, that it intends to attack.

2. Setup. To generate the system parameters,algorithm B does the following;:
(a) Pick random a,b € Z; under the constraint that ab = ID*.
(b) Compute X = u~%h~% = p=*+0) and Y = u = h®.
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(c) Publish parms = (h, X,Y) as the public parameters. Note that X,Y are independent of
ID* in the adversary’s view.

(d) We implicitly define x = —a(a +b) and y = « so that X = h* and Y = hY. Algorithm B
does not know the value of x or y, but does know the value of x + ay = —ab = —ID*.

3. Phase 1.
— “A issues up to qs < q private key queries”.
Consider the i-th query for the private key corresponding to public key ID; # ID*. We
1

need to respond with a private key (r, hTPit#+7)) for a uniformly distributed r € Z,.

Algorithm B responds to the query as follows:

(a) Let (w;, h*/(®t%)) be the i—th pair constructed during the preparation step. Define
h; = hl/(etwi)

(b) B first constructs an r € Z, satisfying (r — a)(o + w;) = ID; + « + ry. Plugging in
the values of x and y the equation becomes

(r—a)(a+w;) =1ID; — a(a+b) +ra

ID;—ab
Wy

We see that the unknown « cancels from the equation and we get r = a+ € Zy
which B can evaluate.

(c) Now (r, h; / (r_a)) is a valid private key for ID for two reasons. First,

hil/(rfa) _ (hl/(a—l-w))l/(r—a) _ hl/(r—a)(a—l—wi) — hl/(IDi—l-w—l-ry)

as required. Second, 7 is uniformly distributed among all elements in Z, for which
ID; + x +ry # 0 and r # a. This is true since w is uniform in Z,/{0, —a} and is
currently independent of A’s view. Algorithm B gives A the private key (r, hg/ (T_a)).
For completeness, we note that B can construct the private key for I D; with r = a
as (r, hl/IDi*ID*). Hence,the r in the private key given to A can be made uniform
among all r € Z, for which ID + x + ry # 0 as required.
We point out that this procedure will fail to produce the private key for I D; = I D* since
in that case we get r = a and ID + x + ry = 0. Hence, B can generate private keys for
all public keys except for I D*.
— “A issues up to re-encryption key queries on (ID;, 1D;)”.
The challenger B chooses a randomly z € Z; and sets rky = % + k = z, he
computes re-encryption key as follows:

rky =ri,thko =x
IDj+ac+ij

k - ID;+z+r;y T 1 ‘.I 1
TR — g TPy = g TP T Ty = 0

T

rks =g

(2

thus our simulation is a perfect simulation. Because z is uniformly in Z7, the adversary
(including delegator and proxy colluding or delegatee and proxy colluding) can not get
any useful information from it.

— “A issues up to rekey generation queries on (ID* ID)”.
Do the same as the above.

— “Aissues up to re-encryption queries on (Crp,,ID;,ID;)”.
The challenge B runs ReEnc(rk;p,1p;, Cip,, I D;) and returns the results.



On the Role of PKG for Proxy Re-encryption in Identity Based Setting 37

4. Challenge. A outputs two messages My, M1 € G. Algorithm B picks a random bit b € {0,1}
and a random [ € Z;. It responds with the ciphertext C* = (h=al, K T} - My). Define s = 1/a.
On the one hand, if T = e(h, )"/ we have

p—al — paa(l/a) _ p(a+ab)(l/a)=hTP".Xx*
hl = Yl/a — YS
T} = e(h, 1)/ = e(h, h)*

It follows that C* is a valid encryption of My under ID* | with the uniformly distributed
randomization value s = [/a. On the other hand, when 7' is uniform in G; ,then, in the
adversary’s view C* is independent of the bit b.

5. Phase 2. A issues more private key queries, for a total of at most ¢s < ¢. Algorithm B
responds as before. A issues more other queries like in Phase 1 except natural constraints
and Algorithm B responds as before.

6. Guess. Finally, A outputs a guess b’ € {0,1}. If b = V' then B outputs 1 meaning 7' =
e(g,9)"* . Otherwise,it outputs 0 meaning T # e(g, g)"/* .

When T' = e(g, g)l/ @ then A’s advantage for breaking the scheme is same as B’s advantage
for solving q-BDHI problem.

P Proof for Theorem [16]

Proof. The security proof is same as the above theorem except that it does not allow “A issues

up to rekey generation queries on (ID,ID*)”, for B does not know the private key corresponding
to ID*.

Q Proof for Theorem

Proof. We just give the intuition for this theorem. The master-key is (z,y), and delegator’s pri-
1

1 1
vate key is (75, g7Pit#+7iv ), the delegatee’s private key is (r;, g " ***"i¥) | the proxy re-encryption
I1Dj+x+r;y

key is (7, Doty

k
+ k mod p, gIP"+=+"v). Although rk; = r;, this does not give adversary
1

any more help for gPit*+mv or x, y. Because the re-encryption key is uniformly distributed in
Z,, and the original BBy IBE is secure, we can conclude that (z,y) can not be disclosed by the
proxy, delegatee and delegator’s colluding.

R Proof for Theorem [18

Proof. The proof combines the following three lemmas.

Lemma 1. Suppose that H is a random oracle and that there exists an IND-ID-CCA adversary
A against PRE-SK-IBE with advantage (k) which makes at most q; distinct queries to H (note
that H can be queried directly by A or indirectly by an extraction query,a decryption query
or the challenge operation). Then there exists an IND-CCA adversary B which runs in time
O(time(A) +qp - (T +11)) against the following PRE-BasicPub™ scheme with advantage at least
e(k)/q1 where T is the time of computing pairing and I is the time of a multiplication operation
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1in Gq.
PRE-BasicPub™ is specified by siz algorithms: KeyGen, RKGen, Encrypt, Reencrypt, Decrypt;,
Decrypts.

1. KeyGen: Given a security parameter k, the parameter generator follows the steps.

(a) Identical with step 1 in Setup algorithm of PRE-SK-IBE.

(b) The PKG pick a random s € Z; and compute Py = sP. Randomly choose different
elements h; € Z; and compute ﬁP for 0 <i < q1. Randomly choose different elements
ho € Zy and compute ﬁP.

(c) Pick three cryptographic hash functions: Hy : G — {0,1}" , Hz : {0,1}" x {0,1}" — Z;
and Hy : {0,1}" — {0,1}" for some integer n > 0.

The message space is M = {0,1}". The ciphertext space is C = G} x {0,1}" x {0,1}". The

public key for delegator is Kpupa = (¢, G1, G2, G, ¢, e,n, P, Pa, Pyyp, ho, (h1, ﬁpg), ey (B,

h+sP2) (hg -1, F1¥s PQ) Hy, Hs, Hy) and the private key is dg = ﬁP. Note that

e(hoPi+Ppyup,da) = e(Pl, Py). The public key for delegatee is Kpup = (¢, G1, G2, G, p,e,n, P,
Pg,Ppub,hg,(hl,h +SP2) o (hy, thsPg) o (hgi—1, R 1+SP2) Hy, Hs, Hy) and the private
key is dp = h, - P. Note that e(hyPy + Ppup, dp) = e(Pl7 P).

2. RKGen: The PKG chooses a collision resistent hash function Hs : {0,1}3Pl — Z, and ran-
dom seeds t1,ta € Zy, and computes k = Hs(ho, hy, t1). He computes rka_.p = (rki, k2, 7k3) =

(s+h6+k1 ko
s+ho s+ho
key via authenticated channel.

3. Encrypt: Given a plaintext m € M and the public key K,uypa and KB,
(a) Pick a random o € {0,1}" and compute r = H(o,m),and g" = e(Py, P2)".
(b) For the delegator, set the ciphertext to be C = (r(hoP1 + Ppu),0 ® Ha(g"),m ® H(0)).
(¢) For the delegatee, set the ciphertext to be C = (r(hoP1 + Ppup), 0 @ Ha(g"),m & H(0)).
4. Reencrypt:. On input the ciphertext Cy = (C1,C2,C3) = (rQp,o ® Ha(g"),m @ Hy(o)),
the prozy computes Cp = (C, Ch, C4, C), CL) = (rk1Ch, e(rk2Ch,1ks), C2, Cs,C1), and sends
it to the delegatee.
5. Decrypt;: For the delegator, given a ciphertext Ca = (U,V,W), Kpupa, and the private key
da
(a) Compute ¢ = e(U,da) and o' =V @ H(¢g'),
(b) Compute m' =W @ Hy(o') and r' = Hs(o',m'),
(c¢) If U # r'(hoP1 + Ppup),reject the ciphertext, else return m’ as the plaintext.

6. Decrypty: For the delegatee, given a ciphertext Cp = (C1,C%, C4,C}, CL):
(a) Compute ¢’ = %’;B) and o' = C4 & Ha(q').
(b) Compute m' = Cy & Hy(o) and v’ = Hs(o',m').
(¢) If C% # 1/ (ho Py + Ppuy), output L, else return m’ as the plaintext.

mod p, mod p, > (S+h,)P2) He sends rka—.p to the proxy as the re-encryption

Proof. The proof for this lemma is similar as Lemma 1 in Section 3.2 in [14].

Lemma 2. Let Hs, Hy be random oracles. Let A be an IND-CCA adversary against PRE-
BasicPub™ defined in Lemma 1 with advantage (k). Suppose A has running time t(k), makes at
most qp decryption queries, and makes g3 and q4 queries to Hy and Hy respectively. Then there
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exists an IND-CPA adversary B against the following PRE-BasicPub scheme with advantage
€1(k) and running time t1(k) where
1 2

m[(e(k) + 1)1 - g)qD —1]

PRE-BasicPub is specified by siz algorithms: KeyGen, RKGen, Encrypt, Reencrypt, Decrypty,
Decrypts.

1. KeyGen: Given a security parameter k, the parameter generator follows the steps.

(a) Identical with step 1 in algorithm KeyGen of PRE-BasicPub™.

(b) Identical with step 2 in algorithm KeyGen of PRE-BasicPub’V.

(c) Pick a cryptographic hash function Hy : Gy — {0,1}"™ for some integer n > 0.

The message space is M = {0,1}". The ciphertext space is C = G} x {0,1}" x {0,1}". The

public key for delegator is Kpupa = (¢, G1, G2, Gr, ¢, e,n, P, Pa, Py, ho, (h1, h 1-|-5P2) , (hy,
h+sP2) o (hgi—1, ™ 1+SP2) Hy, Hs, Hy) and the private key is dg = o +SP Note that
e(hoP1+Ppup,da) = e(Pl, Py). The public key for delegatee is Kpuvp = (¢, G1,Go, G, p,e,n, Py,

Py, Py, hyy, (ha, h1+SP2) , (hi, thSPg) o (hgi—1, R 1+SP2) Hy, Hs, Hy) and the private

key is dg = h6+sP' Note that e(hty Py + Py, dp) = e(Pl,Pg).

ReKeyGen: Identical with RKGen of PRE-BasicPub™ except no s generation.

Encrypt: Given a plaintext m € M and the public key Kpup, choose a random r € Z; and
compute ciphertest C' = (rP1,r(hoP1 + Ppup), m ® Ha(g")) where g" = e(P1, P2)".

. Reencrypt: Identical with Reencrypt of PRE-BasicPub™.

Decrypt;: Given a ciphertest C = (U1,Us, V), Kpup, and the private key da, compute

g = e(Ua,da) and plaintext m =V & Ha(g').

Decrypts:Identical with Decrypty of PRE-BasicPub™ except no step 3(no checking step).

o o

'Q!‘(‘R

)

Proof. The proof for this lemma is similar as lemma 2 in Section 3.2 in [14], actually this is the
Fujisaki-Okamoto transformation[17].

Lemma 3. Let Hy be a random oracle. Suppose there exists an IND-CPA adversary A against
the PRE-BasicPub defined in Lemma 2 which has advantage e(k) and queries H at most qo
times. Then there exists an algorithm B to solve the qg — BDHI problem with advantage at
least 2¢(k)/q2 and running time O(time(A) + ¢? - Ty) where Ty is the time of a multiplication
operation in Gs.

Proof. Algorithm B is given as input a random ¢; — BDHT instance (¢,G1, G2,Gr, ¢, P1, P,
Py, 2P, ..., 2% Py) where z is a random element from Zy. Algorithm B finds e(Pl,PQ)% by
interacting with A as follows: Algorithm B first simulates algorithm keygen of BasicPub, which
was defined in Lemma 2, to create the public key as below.

1. Randomly choose different h, ..., hg,—1 € Z and let f(z) be the polynomial f(z) =[] Y+
hi). Reformulate f to get f(z) = Hg;gl ¢izi. The constant term ¢ is non-zero because h; # 0
and ¢; are computable from h;.

2. Compute Qo = Y"1 iz’ Py = f(x) Py and 2Qa == Y"1  cia®™ Py = x f () P
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Check that Q2 € G5. If Q2 = 1¢,, then there must exist an h; = —x which can be easily
identified, and so, B solves the g — BDHI problem directly. Otherwise B computes @1 =
©(Q2) and continues.

Compute fi(z) = f(2)/(z + h;) = ;1-1:62 djz’ and ﬁhiQQ = fi(x)Py = 301, Y2 djzl Py for
1<i<q.

Set T" = Y"1 01 c;x' "1 Py and compute Ty = e(p(T"), Q2 + co ).

Now B passes A the public key K, = (q,Gl,Gg,GT,ga,e n,Q1,Q2,xQ1 — hoQ1, ho, (ha +
ho, Tﬁﬂ@g), ey (hi + ho, ﬁ@g), s (hgi—1 + ho, R 1+$Q2) Hy)(ie. setting Py = Q1 —
hoQ1, Hi(ID4) = ho, Hi(IDp) = hy + hy), and the private key for A is da = EQQ, which B
does not know. The private key for B is dp = ﬁ@g, which B knows. H» is a random oracle
controlled by B. Note that e((h; + ho)Q1 + Ppub, ﬁ@g) =e(Q1,Q2) fori=2,---,q1 — 1,

e(hoQ1+ Ppup, da) = e(Q1,Q2), e((h1+ho)Q1+ Ppup, dB) = e(Q1,Q2). Hence Ky, is a valid
public key of A in BasicPub .

Now B starts to respond to queries as follows.

1.

14

Phase 1

(a) Hy Query(X;). At any time algorithm A can issue queries to the random oracle Hs. To
respond to these queries C' maintains a list of tuples called Héi‘*t. Each entry in the list
is a tuple of the form (Xj;,(;) indexed by X;. To respond to a query on X;, B does the
following operations:
i. If on the list there is a tuple indexed by X;, then B responds with (.
ii. Otherwise, B randomly chooses a string ¢; € {0,1}" and inserts a new tuple (X;, ;)

to the list. It responds to A with ;.
(b) RKGen Query B Chooses a randomly ¢ € Z; and let ki = tka, chooses a,b € Z;, let

(St}f;;hl = a, s+h =), so (rki,rky) = (3+hgiz(1)+k1, Sfﬁm) = (a + tb, b B computes
rks as following.
s+ ho+ M ko t
e — h s =a, = b, k — - td
= T T ke TR T T R 2 T B

(c) Reencrypt Query. The challenge B runs ReEnc(rks_.p,C4, B) and returns the results.
Challenge. Algorithm A outputs two messages (mg, m1) of equal length on which it wants
to be challenged. C' chooses a random string R € {0,1}" and a random element r € Zy,
and defines Cop, = (U, V) = (rQ1, R). B gives C,, as the challenge to A. Observe that the

decryption of Cyy, is

V @& Ha(e(U,da)) = R® Ha(e(rQq, %QQ))

Phase 2. A issues more queries like in Phase 1 except natural constraints and Algorithm B
responds as before.

. Guess. After algorithm A outputs its guess, B picks a random tuple(X;, ¢;) from Hslist. B

first computes T' = Xl/r , and then returns (/7). Note that e(Py, P2)Y/* = (T/Tp)Y/%

if T = e(Q1, Qa)Y/*. Let H be the event that algorithm A issues a query for Hy(e(rQ1, 1Q2))
at some point during the simulation above. Using the same methods in [5], we can prove the
following two claims:

s is the master — key
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Claim 1: Pr[H] in the simulation above is equal to Pr[H] in the real attack.
Claim 2: In the real attack we have Pr[H] > 2¢(k). Following from the above two claims,
we have that B produces the correct answer with probability at least 2e(k)/q2 .

Thus we prove Lemma 3.

From the above three Lemma, we prove Theorem 1.

S Proof for Theorem [19

Proof. Same as the above theorem except in the simulation the role of A and B exchanged.

T Proof for Theorem

Proof. We just give the intuition for this theorem. The master-key is s, and delegator’s private
1 1 sTH1(ID")+ky
s+H.(ID)’ s+H.,(ID") s+H1(ID)

mod p, #2(11)) mod p, mf’g). Because the re-encryption key is uniformly distributed

key is the delegatee’s private key is , the re-encryption key is (

in Z7, and the original SK IBE is secure, we can conclude that s can not be disclosed by the
proxy, delegatee and delegator’s colluding.
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