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Abstract

A searchable public key encryption (PEKS) scheaih@ws to generate, for any given message
W, atrapdooflyy, such thafly, allows to check whether a given ciphertext is an encryptioiyar
not. Of courseTy should not reveal any additional information about thergkait. PEKS schemes
have interesting applications: for instance, considemaaileggyateway that wants to prioritize or filter
encrypted emails based on keywords contained in the megsdgelhe email recipient can then
enable the gateway to do so by releasing the trapdoors feotinesponding keywords. This way, the
gateway can check emails for these keywords, but it learttsngpmore about the email contents.

PEKS schemes have first been formalized and constructed bgtBet al.. But with one ex-
ception, no known construction of a PEKS scheme supportddhsyption of ciphertexts. That is,
known constructions allow tiestfor a certain message, but they do not alloweirievethe message,
even when having the full secret key. Besides being somewirattural for an encryption scheme,
this “no-decryption”-property also limits the applicabjlof a PEKS scheme. The one exception, a
PEKS scheme with decryption duelto Fuhr and Paillier, is fdated in the random oracle model,
and inherently relies on the statistical properties of #r@lom oracle. In fact, Fuhr and Paillier leave
it as an open problem to construct a PEKS scheme with deoryptithe standard model.

In this paper, we construct the first PEKS scheme with deimydPEKSD scheme) in the stan-
dard model. Our sole assumption is an anonymous IBE schemexjdlain the technical difficulties
that arise with previous attempts to build a PEKS scheme #éttryption and how we overcome
these difficulties. Technically, we isolate a vital additi property of IBE schemes (a property we
call well-addressednesmnd which states that a ciphertext is tied to an identity ailidoe rejected
when trying to decrypt with respect to any other identityd) ahow how to generically achieve it.

Our construction of a PEKSD scheme from an anonymous IBEnsehgrovides a natural ex-
ample of anon-shieldingconstruction (in which the decryption algorithm queries #ncryption
algorithm).| Gertner et al. have shown that an IND-CCA sequigic key encryption scheme can-
not be constructed and proven from an IND-CPA secure schemadlack-box andhieldingway.
However, our results give evidence that encryption queridbe decryption algorithm may well
prove useful in a security reduction.
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1 Introduction

Motivation. Consider an email gatewdy that stores the email for a number of users. Suppose each
email message is encrypted and tagged with a number of kegwsuch as “meeting” or “price offer”

or similar). We assume that the keywords are also encrymegrfvacy reasons. Now imagine that

a userU wants to retrieve all messages tagged with the keyword ‘imget SinceU does not want

to download all messageF, needs to delegate G the capability to recognize and then filter emails
tagged with keyword “meeting”.

Searchable public key encryption (PEKS). This can be done with searchable public key encryption
(PEKS) schem@as defined by Boneh et al. [3]). Basically, a PEKS scheme isldiqkey encryption
(PKE) scheme, in whichinstead of decryptianthe secret key allows to generate trapddBys for
arbitrary messaged’. UsingTyy, it is possible to check whether an arbitrary given ciphertgs an
encryption ofli” or not. However, ifc is not an encryption ofV, the trapdoofTy should not give any
information about the true encrypted messéige(besidedV’ # W of course). A PEKS scheme can
be used in the above example to encrypt the keywords of anl.efifa userU can then delegate the
capability of checking whether an email is tagged with a kendi?” = “meeting” simply by handing
the trapdoo*meeting’ t0 the gateways.

Searchable public key encryption with decryption (PEKSD). However, a PEKS scheme does not
allow the uselU to decryptthe encrypted keywords, and thliscannot, say, sort her emails according
to the keywords, or even just see the full list of keywordaaied to a message. It might seem natural
to then encrypt the keyword not only by a PEKS scheme, butiaddily use a traditional PKE scheme.
The userU could then retrieve the keyword by a PKE decryption. Howgetlgis solution does not
ensure that the PEKS encryption and the PKE encryption ally mnsistent (i.e., referring to the same
keyword). This can become problemati@ifrelies on the gateway’s actions (which only depend on the
PEKS encryptions) during local computations (which thely alepend on the PKE encryptions). This
leads to a definition of aearchable public key encryption scheme with decrypti®@K@®D scheme)A
PEKSD scheme is identical to a PEKS scheme, only that thetdasy allows to also decrypt ciphertexts
(in the usual PKE sense).

Related literature. The definition of a PEKS scheme was first formalized by Bonedi.d&], who
also noticed a connection between identity-based encnygtBE) schemes and PEKS schemes. This
connection appears natural: in an IBE scheme, the mastestdaxy can be used to generate user
secret keys which allow to decrypt a certain subset of cipltés; this seems a natural starting point for
trapdoors in the PEKS sense. The construction ftom [3]stesim a specific IBE scheme (specifically,
the Boneh-Franklin IBE schemeg [2]). A more general conoectd (anonymous) IBE schemes was
given by Abdalla et al/[1]; in particular, combining the uéis of [1] with the anonymous IBE scheme
from Boyen and Waters [5] yields a PEKS construction with@rtdom oracles| Abdalla etlal. also
generalized the notion of PEKS consisté])@nd corrected a flaw concerning consistency from [3].
However; Abdalla et al. leave open the question to constrpetfectlyconsistent PEKS scheme.

Zhang and Imai [12] consider a “hybrid” of a PEKS and a PKE soign which PKE encryptions
are tagged with a PEKS encryption. While their solution teg decryption of the PKE part of the
ciphertext, it does not allow to retrieve the PEKS keyworénEk, while the solution of [12] allows to
“tie together” a PEKS keyword and a PKE message, it does ravbgiiee any relation between message
and keyword. (In particular, their construction does noplyra PEKSD scheme, as required for our
purposes.)

Possibly closest to our work is the work of Fuhr and PaillEr they construct a PEKSD scheme
in the random oracle model. As we will argue below, the prdofheir construction hinges on the
statistical properties of the random oracle and cannot bidygdeansported to the standard model. This

'Roughly, consistency of a PEKS scheme ensures that thegeaitiorithms return results that are consistent with the
actually encrypted message.



is also noticed by Fuhr and Paillier who specifically menti@signing a solution in the standard model
as an open problem.

Our contribution.  We construct the first PEKSD scheme in the standard modelJiithout random
oracles). Our construction is surprisingly simple and,ilsinto previous PEKS constructions, only
assumes an anonymous identity-based encryption (IBE) sk a basé.We stress that anonymous
IBE schemes can indeed be implemented from standard hilo@aplexity assumptions, cf. Boyen
and Waters|[5]. For our construction, we isolate and defineeduli property of the underlying IBE
scheme we callvell-addressednesdnformally, a well-addressed IBE scheme has ciphertextghv
only decrypt correctly under at most one identity (i.e., pheirtext is tied to an identity). We show
how to turn any anonymous IBE scheme into an anonynamaswell-addressed IBE scherfeln the
following, we will motivate and explain our constructiondetail.

A first attempt. As a first attempt towards constructing a PEKSD scheme, assumBE scheme
IBE¢ = (IBG,IBT,IBE,IBD). (For formal definitions of IBE and PKE schemes, Eee Secliprit2
seems natural to start from an IBE scheme, since an IBE nestest key allows to produce user secret
keysT;4 that allow to decrypt a certain class of ciphertexts (naptbelyse ciphertexts associated with an
identity id). Hence, we might try to identify IBE identities with PEKS ssages. Concretely, we could
try to construct a PEKS encryption &f as

PEKSpg (W) = IBEpk w (F),

i.e., as an IBE encryption under identily of an arbitrary (for simplicity fixed) IBE plaintext’. The
trapdoor for testing if a given ciphertextis an encryption of¥ would be the IBE user secret k&yy

for identity W. Accordingly, one can then test whethds an encryption otV by checking ifc decrypts
to F underTyy.

Observe that secrecy of this naive PEKS scheme now requices/mity from the IBE scheme (this
was also noticed by Abdalla et al. [1], who consider a reldgidmore complex generic construction
for a PEKS scheme without decryption). Namely, given an IBihertext, it should not be possible to
determine under which identity this ciphertext was ena@gptObserve also that there are two problems
with this naive scheme: first, it is unclear how to decryptc@®wl, the usual security requirements on
IBE schemes (including anonymity) give no guarantees wapphns if a ciphertext is decrypted under
an identitydifferentfrom the one under which it was encrypted. Concretely, fovalknow abouZ 5,
we might have that

IBDr,,, w'(IBEpk,w (F)) = F

for a cleverly chosef’ # W. (This would violate PEKS consistency, since now the PEKSr&turns
thatPEKS pi (W) = IBEpg w (F) is an encryption oi¥’ # W.)

Adding decryption. To solve the first problem of our naive scheme (i.e., the |datearyption), we
might add a PKE encryption of the PEKS mess#igeo the ciphertext. (Also the scheme from Fuhr
and Paillier|[3] follows this path, see below for more inf@tion on their approach.) So assume a PKE
schemePKE = (PKG, PKE, PKD), and consider the construction:

PEKSpx (W) = ¢ = (1, c2) = (IBEpg, w(F), PKEpg, (W)). (1)

This obviously ensures decryptability (assuming that tB&K® secret key contains the PKE secret key
SK ), but it creates two new problems. First, combining two eipéxts often invites malleability-style
attacks on the (IND-CCA) security of an encryption schenfiedlsang et al.|[[13], Dodis and Katz/[7]).

2For our construction, we actually usevall-addresse@nonymous IBE schensnda PKE scheme. However, we show in
how to construct well-addressed anonymous IBEmseb from anonymous IBE schemes; also, it is known how to
construct PKE schemes from IBE schemes (Canetti et/al. [6]).

3Note that turning an IBE scheme into a well-addressed IBEmehis trivial; simply add the identity to each ciphertext.
The difficulty lies in preserving anonymity, which is vitarfour application: constructing a PEKSD scheme.



The mutual dependency problem. However, a much graver problem is that n®&ZKS consis-
tencyis at stake, in the following sense. For consistency, weiredbat the PEKS testing algorithm
(which tests whethet; is encrypted under a given identity/) yields results which are consistent with
the actual PEKS decryption algorithm. That is, we want that px (c, Tyw) = “yes” if and only if
PEKSD yk (c) = W. Now the holder of the PEKS secret k&§K can first extraci¥ from the PKE
partc; = PKEpg, (W) of the ciphertext and then check if the IBE paytis consistent witf?. How-
ever, there is no guarantee for the holder of a trapdgptthat the PKE part; is indeed an encryption

of W. In fact, more generally, the values @f andcs depend on each other, since the results of testing
and decryption must be “synchronized”.

The approach of Fuhr and Paillier. Fuhr and Paillier [8] approach this “synchronization” plexh

as follows: essentially, they also encrypt tamdomnessised during both IBE and PKE encryptions.
Concretely, their IBE ciphertext part is an encryption af tandomness used in the PKE encryption,
and the PKE ciphertext part contains the actual PEKS mesmadjthe randomness used in the IBE
encryptiorﬂ In particular, they create a cyclic dependency as follows:

PKE decryption — IBE randomness, PEKS message
T 3
PKE randomness — IBE decryption

where an arronX — Y means thafX allows todeterministicallyobtainY’, given the full ciphertext
of [IFuhr and Paillier's scheme. The holder of the full PEKSreekey can “jump into” that cycle at the
upper left corner (the PKE decryption) and check for comsisy by following the arrows deterministi-
cally in a full circle. On the other hand, the holder of thepttaor for a PEKS messad& can “jump
into” the cycle at the lower right corner (the IBE decrypii@amd check for consistency similarly.

While elegant from a conceptual point of view, this approhak the disadvantage that neither the
randomness used in the IBE encryption nor that used in the &kdgyption is completely hidden;
instead, all random coins are additionally encrypted. Timalies that a straightforward reduction to
IBE or PKE security is not possible. The reason why [8] stlh@rove security follows from their use
of a random oracle: they first prove that the encryption ramakess is statistically hidden, from which
point on a “usual” reduction can be conducted.

Our approach. We solve the consistency problem in a different way. To see, heconsider the
construction from[{{1). The problem with this constructioasithat the holder of a PEKS trapddy
cannot check that the PKE ciphertextis really an encryption of¥. But now suppose that is an
encryption of theandomnessised in the PKE encryptiafy:

PEKSPK(W) =C= (Cl, 02) = (IBEpKl,W(R), PKEPK2 (W, R))

Then, decrypting; yields the randomness feg, which allows to check whethes is an encryption of
W. This is exactly the information that the holderBf, needs to decide whether the whole ciphertext
is consistent. On the other hand, the holder of the PEKS tskeyecan first decrypt, to obtain a
“candidate messagédV, generate an IBE trapdo@@iy for c1, and then proceed as the holdefTef.

IND-CCA attacks and well-addressed IBE schemesThis simple construction thus ensures (perfect)
consistency; however, we still might get into trouble if vive for encryption security against chosen-
ciphertext attacks (IND-CCA security). Indeed, suppose #m IND-CCA adversaryl gets a challenge
ciphertext

" = (], 3) = (IBEpk, ,w+(R), PKEpk, (W"; R)),

and A’s goal is to determine wheth&V* = W, or W* = W7 (for adversarially chosen messadé&s
andi¥y). Now suppose further that the IBE scheme has the propetyBdr,, w (IBEpk, w(R)) =

“Actually, [8] use a more “low-level” KEM/DEM based approachavoid some technicalities of our high-level description



0 for all R andW' # W. (This property does not violate anonymity or security af tBE scheme.)
Then, A can use its CCA oracle and request a decryption of

¢ = (c1,¢2) = (], PKEpg, (Wo;0)),

wherePKE pg, (Wy; 0) denotes a PKE encryption & with randomnes§. Technically,c # ¢* with

high probability, soA gets the correct decryptioW of ¢. By definition, PEKSD will first decrypt
c2 (which yieldsW,) and then decrypt; = c¢j under identityiW,. If W* = W), then decrypting
c; will yield the randomness® used to encrypts, which is# 0 with high probability. After this,

PEKSD will check cs L PKEpg,(Wo; R), which is most likely not the case, REKSD will reject
the ciphertext. Conversely, ifi* = Wi, thenPEKSD will decrypt ¢j under identityiWy, which
by our assumption oBB€ yields0. Then,PEKSD will successfully verify thaPKE pg, (Wp;0) and
outputWy. Summarizing,A can break the IND-CCA security of the PEKSD scheme with omlg o
CCA query.

For the described attack, it is crucial that the IBE schenmesdwt reject ciphertexts when trying
to decrypt under a “wrong” identity. In fact, we can show théien the IBE scheme isell-addressed
(which means that the decryption algorithm rejects cighéstwhen trying to decrypt under the wrong
identity), we can prove the described PEKSD scheme IND-C&Aie. As hinted, IBE schemes may or
may not be well-addressed. However, we give a construdtiatrtiirns any IND-CCA secure and anony-
mous IBE scheme into a well-addressed scheme, while piagdiND-CCA security and anonymity.
(For more details on our construction, §ee Sectlon 4.)

Perfect consistency. We stress that our PEKSD construction enjpgsfectconsistency (i.e., the test
performed by a holder of a trapdo@¥y will alwaysbe consistent with the output of the decryption
algorithm). While already the PEKSD scheme of Fuhr and ieajl§] achieves perfect consistency, our
scheme is the first scheme that does so in the standard model.

Privacy preserving trapdoors. As a side remark, we informally introduce PEKS schemes wiih p
vacy preserving trapdoors, which allow to hide the keyworehefrom the server holding the trapdoor,
assuming sufficient entropy in the message space. We dis@assstruction in the RO model to compile
a PEKS scheme (with or without decryption) into a scheme piitbacy preserving trapdoors.

Importance of non-shielding constructions. Our PEKSD scheme constitutes a natural example of
a non-shieldingconstruction (that is, a construction of an encryption sulhérom another encryption
scheme, in which the constructed decryption algorithmigeehe encryption algorithm of the under-
lying scheme)._Gertner etlal. have been shown that an IND-€€&bAire public key encryption scheme
cannot be constructed and proven from an IND-CPA securargelie a black-box andhieldingway.
Their work in fact raises the question whether non-shigldaductions are of importantance at all. Our
results give evidence that the answer to that question rbigtiyes”: encryption queries in the decryp-
tion algorithm may well prove useful in a security reductigiVe should mention that, independently,
Rosen and Segev [11] gave another example of a non-shietdimgiruction of an IND-CCA secure
encryption scheme.)

IBE with powerful center. Boneh et al.l[3, Section 2.1] prove that any PEKS scheme gisego an
anonymous IBE scheme. If we plug our PEKSD scheme into thstaaetion from|[3, Lemma 2.3], then
we obtain an IBE scheme in which the master secret key candzktasfficiently break the anonymity
and to decrypt arbitrary ciphertexts. We call such an IBEesu anBE scheme with powerful center
We envision that an IBE scheme with powerful center can b&ulseoptimistic protocols (in which a
trusted party knows the master secret key and only intes/epen conflicts): generally, encryptions are
anonymous; however, as soon as a conflict occurs, the trpatég can break anonymity and identify
cheaters.



2 Preliminaries

A probabilistic polynomial-time (PPT) algorithm is a randomized algorithm which runs in time poly-
nomial in the length of its input. Sometimes we will want tokaaxplicit the random coins that
uses; we writed (z; r) to express tha#l should be run on input and with random coins. A function
f : N — R is negligible iff it vanishes faster than any polynomiag.|.iff Ve > 03koVk > kg :
|f(k)| < k—c. If Sis aset, ther & S denotes the process of assigning value fromS uniformly at
random.

The definitions for families of pairwise independent hagtcfions, public-key encryption schemes,
and identity-based encryption schemes have been outsbimtofAppendix A due to space constraints.

3 Searchable public key encryption

We start with a definition of PEKS as it appearsiin [3].

Definition 3.1 (PEKS [3]) A non interactive public key encryption with keyword sedREKS) scheme
consists of the following polynomial time randomized aildpons:
1. KeyGen(1*): Takes a security parametéf and generates a public/secret key paitK , MK).
2. PEKSpk (W): For a public keyPK and a wordW, produces a searchable encryptionléf.
3. Trapdoor y;x (W): For a secret keyM K and a wordiW, produces a trapdodfyy .
4. Testpx (S, Tw ): Given a public keyPK, a searchable encryptiof = PEKS(PK,W’), and a
trapdoorTyy = Trapdoor ., (W), outputs ‘yes’ ifiV = W' and 'no’ otherwise.

We continue to the definition of security against an activacker as it appears in [3].

Definition 3.2 (PEKS security|[3]) A PEKS schemP&EKS = (KeyGen, Trapdoor, PEKS, Test) is
calledindistinguishable under chosen-trapdoor attacks (IBE-IBITA secure)ff for every pair of PPT
adversariesd = (A1, Aa), the function

AQVEETEG () = Pr [Exp ™ (k) = 1] - 1/2

is negligible ink, WhereExp%e;,sc'g‘ida(k) is the following experiment:

Experiment Exp%e;,sc'g"jfta (k)

(MK, PK) + KeyGen(1%)

(mo, m1, st) A?apdoorMK(')(PK)
b & {01}

c* PEKSPK (mb)

b o Ag‘ranOOYMK(')(St,C*)

Return 1iff b =t/

To avoid trivialities, we require thatl; always returnsng, m; with |mg| = |m1|, that A; never returns
a valuem; on whichTrapdoor(MK, -) has been queried, and thdb never querie§rapdoor ;4 (o)
and Trapdoor y;x (m1).

We consider enhanced PEKS schemes which enable the holtter sdcret key to decrypt.

Definition 3.3 (PEKS with decryption (PEKSD))A PEKS scheme with decryption (PEKSD scheme) is
a PEKS scheme with the following extra polynomial time ramized algorithm:
1. PEKSDyk (S): Given a secret kef/K and a searchable encryptidh= PEKS px (W) outputs
w.



We requirecorrectnesén the sense that fofM K, PK) in the range ofKeyGen(1¥) and all messages
W e M, we havePEKSD 5 (PEKS p (W)) = W always.

We also requireonsistencyf PEKSD y,x with Test, even for inconsistent ciphertexts, in the follow-
ing sense. We require that for all keypa{® K , PK) in the range ofKeyGen(1%), for all syntactically
possible encryptionS and wordsi¥, and all trapdoorsTyy in the range offrapdoor ;. (W), we have
that

TeStpK(S, Tw) = yes if and only IfPEKSDMK(S) =W.

Definition 3.4 (PEKSD security) A PEKSD schem@®EKSD = (KeyGen, Trapdoor, PEKS, Test,
PEKSD) is calledindistinguishable under chosen-ciphertext attacks (IBB-CCA secure)ff for ev-
ery pair of PPT adversaried = (A, As), the function

AdVEERS A (k) = Pr Xl i (k) = 1] — 172

peksd-ind-cca

is negligible ink, WhereExp%,Csva (k) is the following experiment:

Experiment Exp%egl(,ség%dzca (k)

(MK, PK) + KeyGen(1*)

(m07 mi, St) — All)EKSDMK(-)vTI“adeOrMK(.)(PK)

b & {0,1)
c* «— PEKSPK(mb)
b o A;’EKSDMK(-),T&‘apdoorMK(-)(St’ C*)

Return 1iff b = ¥/

To avoid trivialities, we require thatl; always returnsng, m with |mg| = |m1|, that A; never returns
a valuem; on whichTrapdoor,x(-) has been queried, and that never queriedrapdoor ;% (mo),
Trapdoor x (m1), andPEKSD px (¢¥).

4 \Well-addressed IBE schemes

The security definition. Informally, an IBE scheme is well-addressed if it is not fbkes given an
encryption of a random message under an adversarially shdsatity, to find another identity under
which the given ciphertext is not rejected, i.e., decryptam (arbitrary) message from the message
space. For our results, we need that this property holdsiétemadversary gets the master IBE key:

Definition 4.1 (Well-addressed IBE schemeAn IBE schem&B¢ = (IBG, IBT,IBE, IBD) is called
well-addressedf for every PPT adversaryt = (A1, Az), the function

AdVEERS (k) 1= Pr |Explfgds (k) = 1] - 1/2
is negligible ink, whereExpP§3 (k) is the following experiment:

Experiment Exp%’é}'ﬂ(k)
(MK, PK) + IBG(1¥)
(id, st) + A1 (MK, PK)
m & {0, 1}k
C < IBEPK’M(TTL)
id' <+ As(st,m,c)
m' = IBD yc i/ (c)
Return 1iff id’ # id and m’ # |



How to construct a well-adressed IBE scheme. Not every IBE scheme is well-addressed. For
instance, a scheme might decrypt invalid ciphertexts tp,0sanstead of rejecting them with. Hence,
formally, no ciphertext at all is rejected. This does nottecadict security or anonymity, but obviously
breaks well-addressedness. There is a trivial way to tuynlBR scheme into a well-addressed one:
append the identity to every ciphertext and check that ileduiring decryption. It is easy to see that
this transformation achieves Definifion ¥.1 and presem®&sIND-CCA security, bubreaks anonymity
However, our purposes require an IBE scheme which is anongmBE-IND-CCA secureand well-
addressed.

A seemingly better idea (that preserves anonymity) woultbbencrypt the identityid alongwith
the message: (so actually the tuplé¢id, m) is encrypted). Upon decryption, the identity can then be
extracted from the message and checked. But with this idearteularly “uncooperative” IBE scheme
might decrypt messages under a “wrong” identity+ id to (id’, 0); such ciphertexts are then accepted
as valid, which breaks well-addressedness. Similar tortialiexample above, this does not contradict
anonymity or secrecy, since no information about the messadeaked. Note that in this example,
we can view the IBE scheme that is used as a basis in fact asfithg adversary: it tries to lure the
decryption construction around it into accepting the cifihe as valid.

So we need a slightly more sophisticated way to achieve addkessedness. Concretely, similar
to the previous example, our approach is to hide the ideasitpart of the encrypted message, so that
anonymity is preserved. But to avoid the attack on well-adgedness above, we will equip the identity
with an “authentication tag” which is hard to guess from thasib IBE scheme’s perspective.

Construction 4.2 (Well-addressed IBE schemelet ZBE' = (IBG',IBT’,IBE/,IBD’) be an IBE
scheme with identity spadg, 1}* and message spa¢e, 1}¢ for a polynomially bounded = ¢(k) >
3k. LetH = (Hi)ren be a family of pairwise independent hash functions mappiomf{0, 1}* to
{0,1}3%. In this situation, define an IBE sche@8& = (IBG,IBT, IBE, IBD), with message space
{0,1}¢-3 and identity spac€0, 1}*, as follows:
o IBG(1%) uniformly samples, & %4, runs(MK’, PK') < IBG/(1¥), and returng$ MK, PK) :=
((MK',h),(PK' h)).
e IBT(MK,id) parsesMK = (MK', h) and returng’ = (IBT'(MK', id), h).
o IBEpk,ia(m) parsesPK = (PK', h) and returng := IBE}, ., (h(id), m).
e IBD7,4(c) parsesT’ = (T',h), computesn’ < IBDrp ;4(c), then parsesn’ = (Y,m), and
finally returnsm if Y = h(id), and_L otherwise.

So roughly speaking, Construction4.2 encryptsd) along withm. We will now formally prove
that this modification does not damage the secrecy and theyeamty of the underlying IBE scheme,
and we will prove that this modification achieves well-addeziness.

Lemma 4.3 (Cansfrucfion 42 preserves IBE-IND-CCAIn the situation of Consfrucfion 4.2, fBE’
is IBE-IND-CCA secure, then soT$83€.

Proof. This can be shown using a merely syntactic reduction andoeitiiven irf Appendix B. O

Lemma 4.4 (Construction 42 preserves IBE-ANO-CCA the situation of Construction 4.2, B¢’
is IBE-IND-CCA secure and IBE-ANO-CCA secure, tB#t is IBE-ANO-CCA secure.

Proof. The reduction used in this proof is slightly more complexittize one frorh Lemma 4.3, since the
challenge message in the IBE-ANO-CCA experiment witlT 3€ corresponds to a challenge message
m/ = (h(idp), m) in the IBE-ANO-CCA experiment witf BE’ whichdepends on the used identiti,.
We hence provide a game-based proof for clarity.

Assume an adversary on ZBE'’s IBE-ANO-CCA property, and leGame 1 be the original IBE-
ANO-CCA experimenExpiz?g?,'};"“a. Let out; denote the experiment’s output bit, so that

Priouty = 1] — 1/2 = AdvZE2"5 ()



by definition.

In Game 2,we modify the generation of the challenge ciphertext Recall that in the original
experimenExp%’gg‘,'X‘“a, we haver* <+ IBEpk ;4,(m). If we write PK = (PK', h), this is equivalent
to ¢* « IBEp 4 (h(idp),m). In Game 2, we now construet asc® < IBE’PK,Jdb(O?”“,m). A
straightforward reduction t8B£"’s IBE-IND-CCA security shows that

Pr[outy = 1] — Pr[out; = 1]
= Pr [ExplsB e (k) = 1| b= 1] — Pr [Expfgieen(k) = 1| b = 0] = 2AdvibEI%ee (k)

is negligible, whered* is a suitable IBE-IND-CCA adversary &FBE’ that choosesny = (h(idp), m)
andm; = (03, m), andout, denotes the experiment output in Game 2.

Now note that in Game 2, the messa@é*, m) encrypted inc* does no longer depend on the
identity id, used for that encryption. Hence, we can now reducé3é”’s IBE-ANO-CCA security.
Namely, we can construct an adversaryon ZBE"'s IBE-ANO-CCA security, such thatl’ simulates
A, but translatesl’s oracle calls like in the proof ¢f Lemma 4.3 constructs its challenge message as
m' = (0%, m), wherem is A’s challenge message. This perfectly simulates Game 2a$0 th

Prlouty = 1] = 1/2 = Pr [ExpBs2%e=(k) = 1] — 1/2 = AdvES2%e= (k)

is negligible. Summing up, aIs@dv%’g‘ga"}‘{cca(k) must be negligible, which shows the claim. O

Lemma 4.5 (Cansiruction 412 achieves well-addressedndssihe situation of Construcfion 4.Z,B
is well-adressed.

Proof. Note that the claim is unconditional, so we will not rely oryamputational assumptions, but
only on the fact that{ is a family of pairwise independent hash functions.

Consider the well-addressedness experi 'bg'g"ﬂ with an arbitrary adversarfl. Let rigg
andrigp denote the respective random coins used by the experimemnhdocomputations oé <«
IBEpg ia(m) andm' < IBD ;4 (c). Denote byr 4 the random coins that; and A, are run with.

Recall thatPK = (PK',h) and MK = (MK', h). Now fix arbitrary valuesPK', MK', m, and
r := (rBE, "1BD,T4) (bUt noth). Then, any pair of identitiest, id’ € {0,1}* and a value) = h(id)
deterministically induces a ciphertext

¢ =IBEpk ia(m) = IBE’PK,Jd(h(id), ™} TIBE)
and thus a decryption
(y',m') = m = IBD yxr ;0 (¢; T1BD)- )

By the universal property of, we hence have for any fixed tupl®K', MK', m,r, id, id") with id #
id':
Pry’ = h(id)] =27,

wherey' is defined through{2). A union bound over all valuesgdfid’ € {0, 1}* with id # id’ yields
Pr [Elid, id € {0,1}% : o = h(id’)] <9k, 3)

Now observe that any successful adversary run (in wHigcfinally produces arid’ such that: decrypts

tom’ # L under identityid") implies that there exisid # id’ with y' = h(id’). SincePK', MK', m,

andr are chosemdependentlpy the experiment, and](3) holds for all fixed such values, etetlat
A’s probability to succeed in thléxp%’g'g"ﬂ experiment is upper bounded by*. O



5 The Construction

We show how to construct a PEKSD scheme from an IBE scheme BR&Eascheme.

Construction 5.1 (PEKSD scheme from IBE and PKE)etZB€ = (IBG,IBT, IBE, IBD) be an IBE
scheme, and IR KCE = (PKG, PKE, PKD) be a PKE scheme, such that:

e ZBE is anonymous, well-addres§edBE-IND-CCA secure, and has identity and message space
{0,1}*,

e PKE is IND-CCA secure, has message spéel }*, and the encryption algorithPKE always
uses at most bits of randomne

Consider the following construction of a PEKSD scheme:

e KeyGen(k): Executes key generation algorithms of both the IBE and K. H'he public (secret)
key is a concatenation of the two corresponding public &eoespectively) keys. That BK =
(PKl, PKQ) and MK = (MKl, SKQ) Where(MKl, PKl) — IBG(k}) and (SKQ, PKQ) —
PKG(k).

e PEKS((PK 1, PK2),W): Given a wordi/, the encryption algorithm works as follows:

1. Choose two random strings, ro € {0, 1}*.
2. Compute:1 = IBEpKhw(T‘l; 7’2) andcy = PKEPK2 (W; 7‘1).
3. Output(cl,CQ).

e Trapdoor ik, sk,)(W): Givenaword¥, to generate a trapdoor, execute the trapdoor algorithm
Tw = IBT(MK 1, W) and output the resulting user secret KBy, ).

o Test(px, ri,) (S, (Tw, W)): Given a public key PK1, PK3) and a searchable encryptiéh=
(c1,c2), as well as an IBE trapdodyy = Trapdoor((MK 1, SK2), W) along with a wordi/,
do the following:

1. Computer] = IBDgy, w(c1), using the decryption algorithm of the IBE scheme and the
user secret key associated with the idenitity

2. Computed, = PKEpg,(W;r}), using the encryption algorithm of the PKE scheme with
r} as the random string.

3. if e = ¢, output ‘yes’, and otherwise output ‘no’.

e PEKSD(yxk, sk,)(S), given a secret keyMK 1, SK2) and a searchable encryptiSn= (cy, cz)

do the following:
Computd?’ = PKDgg, (c2), using the secret key of the PKE scheme.
Computelyy: = IBT (MK, W') using the exatraction algorithm of the IBE scheme.
Computer; = IBDr,,, w(c1) using the decryption algorithm of the IBE scheme.
Computer, = PKEpg, (W'; ) using the encryption algorithm of the PKE scheme, with
r} as a random string.
5. if e = ¢}, outputi¥’, and otherwise output .

PonNPE

We remark that for efficiency, an identity-based key enclgiguin mechanism (instead of a full IBE
scheme) can be used, similarto [8].

Correctness and consistency. The correctness of our construction is immediate. To sdeatha the
consistency requirement pf Definition B.3 is met, consideagbitrary PEKSD keypaifMK, PK) =
((MK,, SK3),(PK1, PK>)) (as produced b¥eyGen), S = (c1,c2), W. Let (Tw, W) denote the
unique trapdoor produced ﬁSrapdoorMK(W)E Then, by definitionPEKSD j/x (S) = W means

W = PKDSK2 (Cg) andcy = PKEPK2 (W; 7‘1) wherer; = IBDTWJ/V(Cl).
By the perfect correctness ¥CE, this is equivalent to

Ccy = PKEPK2 (W; 7’1) for r = IBDTW7w(01).

SRecall that the assumption of well-addressedness is withes of generality, considerifig Construction|4.2.

5The assumption about PKE's use of random coins is withostdégenerality, since one can always use a pseudorandom
number generator to stretétbits of randomness suitably.

"Uniqueness follows from our requirement thBT is deterministic, cf_Definition Al4.



Game| ¢ c5 Decryption rule
Go IBEpgk, w(ri;r2) | PKEpg,(W;r1)

(ri;m2) | PKEpg,(W;r1) | reject(cy, c2) for ca # ¢
Gy IBEpKl,W(O; 7‘2) PKEPK2 (W; 7‘1) I’EjeCt(CI, 62) for co 75 CE
Gs IBE px, ,0(0;72) PKEpg,(W;r1) | reject(ci, ca) for ca # ¢
Gy IBEPK1,0 (0; 7‘2) PKEPK2 (0; 7‘1) reject(c’{, 02) for ¢y 75 C;

Table 1: Games in the security proof of the PEKSD construactio

But this is eqUivaIent td“est(pth[Q) (S, (TW, W)) = yes.

Privacy against the server. In case of Construction 8.1, trapdoors are of the f¢fy, W) and thus
contain the word/¥ being tested for in plain. This is crucial for our constroati since we want to
enableTest to decrypt an IBE ciphertext with respect to the “right” idiéyn 1/7. But obviously, this way
the holder of the trapdodfy, W) learns the word? which the trapdoor allows to test for. To a certain
degree, this property of the trapdoor is unavoidable in ggnd the trapdoor holder suspects that the
trapdoor is associated with a woVd, he can always encrypt’ and see if the trapdoor recogniZés

In our example from the introduction, an email gateway ussggzdoors to test incoming user emails
for a keywordW. With our scheme (in which trapdoors are of the fof#y, W)), the server hence
knows all relevant keywordd, and what messages contains which keywords. However, aih @sea
might be interested inot letting the server know the keywoid itself, butonly providing the server
with a trapdoor test (which in itself does not leak the keyaydsut only accepts or rejects). In other
words, we might want that, given a trapdoor for a randomlysetmokeyword#, one cannot efficiently
find W. (As outlined above, we cannot expect indistinguishahibut only one-wayness here.) We
informally say that PEKS schemes with this property hasreacy-preserving trapdoors

We briefly sketch how to construct PEKS (and PEKSD) schemtéspivacy-preserving trapdoors.
As a basis, we assume a PEKS sch@MdCS. As a first attempt, we can ugg€ S not with messages
W, but instead with messagg$iV) for a one-way permutatiofi. (That is, we construct a new PEKS
schemePEKS’ in whichPEKS (W) = PEKSpk (f(W)), etc.) This way, trapdoors are constructed
for messageg (1), and hence findingV" from a trapdoor for (uniformj¥ requires breaking the one-
way property off. With a similar construction, one obtains a PEKSD schemb piitvacy-preserving
trapdoors from any PEKSD scheme antlagodoor one-way permutation.

Of course, this first attempt has the drawback that privadgshonly for auniform messagéV,
where one might hope even for privacy as soon as the messamgs émm a distribution with significant
min-entropy. And indeed, truly random permutation is oresvas soon as the input distribution has
significant min-entropy. Since (almost) truly random petaions can be constructed in the random
oracle model (cf..[10]), we obtain a PEKS (but not a PEKSD¥sal with privacy-preserving trapdoors
in the random oracle model.

6 Security Proof

We prove the security of the PEKSD scheme presented in Gmtistn[5.1 using a series of games. The
first game is the IND-CCA-PEKSD security game, while in th& ame the adversary has information
theoretically no chance of winning. We prove that every tdfaeent games are indistinguishable to a
polynomial time adversary, relying on the different prdafe of the IBE and the PKE schemes. The
games differ in the way challenge messages are encryptethdhd way the decryption queries are
being answered. The games are depicted in Tdble 6. For sitypdf notation, we denote bg;(A)
the probability that\dvissxe 2y (k) = 1 while adapting the\dvissx s ;- experiment to the changes
described inG;.

The difference between gamég andG; is that in the latter, after the adversary gets his challenge
ciphertext(cj, c3), we reject decryption queries of the forf@, c2) whereca # ¢5. The next claim
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asserts that since the IBE scheme is well-addressed theggaiwes are indistinguishable.

Claim 6.1. If the IBE scheme in Constructién b.1 is well-addressed amessy and G4 are indistin-
guishable.

Proof. Suppose there exists an adversdry= (A, A2) such thatGy(A) — G1(A) = f(k) is a non-
negligible function of the security parameter. We condtaucadversarys for the Exp‘{-’ggg(k) experi-
ment that succeeds with probabilifyk). The adversan is described as follows:

1. Getthe paramete(d/K, PK) of the IBE from the experimerﬁxpg’gg"f%(k).

2. Generate public and private parameters for the PKE scheme

3. HandA the public parameters for the PEKSD scheme as described totistruction.

4. AnswerPEKSD and Trapdoor queries by following the description in_Construction|5.KH?
operations can be done sinBeholds the secret key for the PKE system. IBE operations can be
done sinceB has the master secret key of the IBE scheme.

Get(my, m}) from A;.

Pickb & {0,1} andr; & M.

7. Handm; to the experimerExp%’g‘g’faB(k) to obtain a ciphertext] = IBEpy ,; (1) and a message

1.
. Give(c}, c3) to Aa, wherecs = PKEpg, (my;71).
9. Handling decryption queries: given a query of the type c2), wherec; # ¢}, answer exactly

as in stefy4. On queries of the for@f, co) with co # ¢4, decryptes to obtain an identityid’. If
id" = my, then reject. (Sincey # ¢} bute; = ¢f, this ciphertext would have been rejected in
bothGy andGy.) Forid' # my, check ifIBD px ;4 (cf) = L. If yes, reject (again, this ciphertext
would have been rejected @iy andG,). If not, we have found an identity useful for attacking the
well-addressedness #13€, so we can returid’ to the experimenExp%’gg’faB(k).

It is clear that in order to detect a difference betwégnand G, A has to submit a decryption query

(¢}, c2) such thalBD p ;4 (c}) # L for id’ being the decryption of;. But these queried? manages

to extractid’ from B’s query and can use it to bredlB€’s well-addressedness. We have

o o

(o]

|Go(A) — G1(A)| < AdvES
which proves the claim. O

Next, gameG, differs from G in the fact that the message encrypted by the IBE scheme is no
longer related to the random string used in the PKE encrgplitie indistinguishability of these games
in based on the secrecy property of the IBE scheme.

Claim 6.2. If the IBE scheme in Constructién 5.1 is IBE-IND-CCA sectlren game$s; and G, are
indistinguishable.

Proof. Suppose there exists an adversdry= (A, Az) such thatG;(A) — G2(A) = f(k) is a non-
negligible function of the security parameter. We condtarcadversanB to the Exp%gg?g-cca experi-
ment that gets advantagék)/4. The adversarys is described as follows:

1. Get public parameters for the IBE scheme fromBRgg:"5° experiment.

2. Generate public and private parameters to the PKE scheme.

3. HandA; the public parameters for the PEKSD scheme as describedist@atiorf 5.11.

4. AnswerPEKSD andTrapdoor queries of4; by following the algorithms as described in Con-
struction[5.]l. PKE operations can be done siBdaolds the secret key for the PKE system. IBE
operations are done by using oracle calls toIfB® andIBT algorithms, which are allowed in
the ExpP5i"5°=* experiment.

5. Get(my, m)) from A;.

. Pickb & {0,1} andr; & M.
. Hand theExpiPg" the following valuesid* = mj,mg = r1, andm; = 0.

e

11



8. Getc* from ExpPgi"5 e and give(c}, ¢3) to Az, wherec} = c* andcj = PKEpg, (mj; r1).

9. AnswerPEKSD andTrapdoor queries ofA; as follows: if the query is of the forrtr}, c2), then
reject the query. Otherwise, answer exactly as in $tep (#.KEy point is that since, # ¢}, the
adversaryB can still use oracle calls to ti8D andIBT algorithms.

10. Get the output’ from As,.
11. Pickby, bo & {0,1}. If by = 0, outputd* = ¥', else, outpud* = b.
Note that in case the experimeBtp7gi"5° chose to encrypt the message = r1, then the
experiment is distributed identically to the gaifi¢ while if it chose to encrypt the messagg = 0,
then the experiment is distributed identically to the gakhe

Pr{Expifg = (k) = 1] =

= 1/2 Pr[Exp§a5 (k) = 1/b1 = 0] + 1/2 Pr[Exp 25§ <? (k) = 1[by = 1] =
= 1/2 Pr[Expp§g (k) = 111 = 0] + 1/4 =
= 1/2(1/2 Pr[Expg"5 (k) = 1|by = 0 andmg = r1 was encrypteld-
+1/2 PrExpipge"s (k) = 1|by = 0 andm; = 0 was encrypteld + 1/4 =
— 1/2(1/2(1 — G1(A)) + 1/2G(A)) + 1/4 =
— 1/2(1/2 — 1/2(G1(A) — Ga(A))) + 1/4 =
— 1/4— 1/4F(k) + 1/4 = 1/2 — 1/4f (k)
Therefore Advipse"5 (k) = — f(k)/4 is non-negligible. O

The difference between ganig andGs is that the identity used to encrypt a message in géfme
is now replaced to be the zero identity. The games are prouistinguishable based on the anonymity
property of the IBE scheme.

Claim 6.3. If the IBE scheme in Construction 5.1 is anonymous then g&heand G are indistin-
guishable.

Proof. Suppose there exists an adversdry= (A, Az) such thatGe(A) — G3(A) = f(k) is a non-
negligible function of the security parameter. We congtaucadversanB for the Exp%’gg,"gcca experi-
ment that gets advantagék)/4. The adversarys is described as follows:

1. Get public parameters for the IBE scheme fromBRgpg:" < experiment.

2. Generate public and private parameters to the PKE scheme.

3. Hand toA; the public parameters for the PEKSD scheme as describedistatiori 5.11.

4. AnswerPEKSD and Trapdoor queries ofA by following the algorithms as described in the
PEKSD construction. PKE operations can be done siBdeolds the secret key for the PKE
system. IBE operations are done by using oracle calls tRfeandIBT algorithms, which are
allowed in theExp2§25 *® experiment.

Get(my, m}) from A;.

. Pickb & {0,1} andr; & M.

. Hand toExp%’gg’}g‘“a the following valuesidy = my, id; = 0, andm = 0.

. Getc* from Exp%g;j}gcca and give(cj, c3) to Ay, wherec] = ¢* andc; = PKEpg, (my;1).

. AnswerPEKSD and Trapdoor queries as follows: if the query is of the for(a;, c2), where
c1 = ¢}, then reject the query. Otherwise, answer exactly as in(def he key point is that since
c1 # cj, the adversarys can still use oracle calls to tH8D andIBT algorithms.

10. Get the outpu’ from As.

11. Pickbq, by 3 {0,1}. If by = 0, outputb* = ¥/, else, outpud* = bo.

©o~NoO O
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Note that in case the experimeBkpP§i"5°® chose to encrypt under the identityy = my, then
the experiment is distributed identically to the gaGigwhile if it chose to encrypt under the identity
idy = 0, then the experiment distributes identically to the garge The analysis of the advantage Bf
is identical to the analysis from Claim 6.2. O

Finally, gameG, differs from G5 in that the message encrypted by the PKE scheme no longer
depends on the messagé This makes the encryption challenge information theocadlif independent
of the message, and thus the adversary has no advantagesirguehich ofivy andi/; was encrypted.
The games are proven indistiguishable using the secrepgpsoof the PKE scheme.

Claim 6.4. If the PKE scheme in Construction 5.1 is IND-CCA secure, th@mesGs and G4 are
indistinguishable.

Proof. Suppose there exists an adversdry= (A, A2) such thatG3(A) — G4(A) = f(k) is a non-
negligible function of the security parameter. We constarcadversary3 to the Exp%k,ég’jg“a experi-
ment that gets advantagék)/4. The adversan is described as follows:
1. Get public parameters for the PKE scheme from k,g}fgcca experiment.
2. Generate public and private parameters to the IBE scheme.
3. HandA the public parameters for the PEKSD scheme as describedist@atior 5.11.
4. AnswerPEKSD andTrapdoor queries by following the algorithms as described in the @ois
tion[5.1. IBE operations can be done sinBeholds the master secret key for the IBE scheme.
PKE operations are done by using oracle calls toREe&D algorithm, which are allowed in the
Exp%k,a’jgcca experiment.

. Get(my, m}) from A;.

. Pickd & {0, 1} andry, s & M.

. Hand theExplhces “ the following valuesmo = mj, andmy = 0.

. Getc* from Exp;;k,gg'jg“a and give(c}, c}) to Az, wherec} = IBEy(0) andch = c*.

. AnswerPEKSD and Trapdoor queries as follows: if the query is of the for(a;, c2), where
c1 = ¢}, then reject the query. Otherwise,df # c5, answer exactly as in Stép 4. Finally,
if co = ¢ answer as follows (here we show how to answer a decryptioryfjaetest query is
answered similarly):

(a) Computely = IBT (MK, 0) using the extraction algorithm of the IBE scheme.
(b) Computer; = IBDr, o(c1) using the decryption algorithm of the IBE scheme.
(c) Computery, = PKEpg,(0;7]) using the encryption algorithm of the PKE scheme, with
as a random string. H, = ¢} answel0. otherwise continue.
(d) Computerl;,, = IBT (MK, m;) using the extraction algorithm of the IBE scheme.
(e) Compute) = IBDTmb,mb(Cl) using the decryption algorithm of the IBE scheme.
(f) Computec; = PKEpg, (msp;7]) using the encryption algorithm of the PKE scheme, with
r{ as a random string. H, = ¢ answemn,,. otherwise reject the query.
10. Get the output’ from As.
11. Pickby, bo & {0,1}. If by = 0, outputb* = b, else, outpud* = bs.
Note that in case the experimelfbtp%k,‘é}’:g“a chose to encrypt the message = m;, then the
experiment is distributed identically to the gardg while if it chose to encrypt the message, =
0, then the experiment distributes identically to the gaihe The analysis of the advantage Bfis

identical to the analysis from Claim 6.2. O

© 0o NoOo O
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A Standard definitions

A.1 Universal hashing

Definition A.1 (Family of pairwise independent hash functiankgt# = (Hy)ken and? : N — N
with i : {0,1}* — {0,1}*® for all k andh € Hj,. Then? is afamily of pairwise independent hash
functionsiff for all k, for all X, X’ € {0,1}* with X # X', and for allY,Y” € {0, 1}*®*)

Pr [1(X) = ¥ andh(X") = Y] = 272,
where the probability is over a uniform choicelof Hy.

A.2 Public key encryption

Definition A.2 (PKE scheme) A public key encryption (PKE) schenfeKE = (PKG, PKE, PKD)

with message spackt consists of three PPT algorithms with the following syritact

Key generation: (PK,SK) + PKG(1*) samples a keypaifPK , SK) consisting of a public kepPK
along with a secret keyK .

Encryption: ¢ < PKEpg(m) encrypts a message € M and produces a ciphertext

Decryption: m + PKDgx (c) decrypts a ciphertextto a messagen.

We require thaPKDgx (PKEpk(m)) = m always, for allm € M and all possible PK, SK) +

PKG(1%).

Definition A.3 (IND-CCA secure PKE schemep PKE schem@®K¢E = (PKG, PKE, PKD) is called
indistinguishable under chosen-ciphertext attacks (IBIDA secure)ff for every pair of PPT adver-
sariesA = (A1, Az), the function

AQVEREER™ () = Pr B () = 1] —1/2

pke-ind-cca

is negligible ink, whereExpp ey (k) is the following experiment:

Bxperiment BiEE (1

(SK, PK) + PKG(1%)

(mog, ma, st) AfKDSK(')(PK)
b & {0,1)

c* PKEPK(mb)

Yo AZPKDSK(.)(St,C*)

Return 1iff b = b/

To avoid trivialities, we require thatl; always returnsng, m; € M with |mgy| = |m;|, and thatA,
never querie®KDgx (c*).

A.3 Identity based encryption

Definition A.4 (IBE scheme) An identity-based encryption (IBE) scheri8& = (IBG,IBT,IBE,

IBD) with identity spaceZD C {0,1}* and message spac&t C {0,1}* is comprised of four PPT

algorithms with the following syntactics:

Key generation: (MK, PK) + IBG(1*) returns amaster secret key/K along with apublic key PK .

Trapdoor generation: T «+ IBT(MK, id) returns auser secret key/K for an identityid € ZD.

Encryption: ¢ < IBEpg ;4(m) encrypts a message € M under public keyPK and identityid
ID.

Decryption: m < IBDr ;4(c) decrypts a ciphertext under identityid with a user secret key/.
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Occasionally, we will writec < IBD yx ;4(c) as a shorthand for executing fir§t < IBT(MK, id)
and thenc < IBD7,4(c). We require that for alid € Z7D andm € M, we always haven <
IBD y,ia(IBE pic;a(m)) for all possible(MK, PK) + IBG(1*). As a technicality, we also require
that algorithmIBT is deterministic (this is without loss of generality, cf.righ et al. [4]).

Definition A.5 (IND-CCA secure IBE scheme)An IBE schem&BE = (IBG,IBT,IBE,IBD) is
called indistinguishable under chosen-ciphertext attacks (IBB-CCA secure)iff for every pair of
PPT adversariest = (A;, Az), the function

AdvEERS 2 (k) = Pr [Explbgingee>(k) = 1] ~ 1/2

is negligible ink, whereExppgi"4 = (k) is the following experiment:

ibe-ind-cca

Experiment Exp75:" (k)
(MK, PK) + IBG(1%)
(id*,mop, my, st) AﬁBT(MK")’IBDMK"(')(

b & 0,1}
c* + IBEpg 4+ (my)
Yo AIZBT(MK,-),IBDMK,.(-)(

Return 1iff b =¥

PK)

st, c*)

To avoid trivialities, we require thatl; always returnsngy, m; € M with |my| = |m4|, that A; never
returns anid* on whichIBT(MK, -) has been queried, and that never querie§BT(MK , id*) and

IBD px,ia*(c*).

Definition A.6 (Anonymous IBE scheme)An IBE schem&BE = (IBG,IBT,IBE,IBD) is called
anonymous (IBE-ANO-CCA securdj for every pair of PPT adversaried = (A4;, A2), the function

AdVESZIY (k) = Pr [BxpB20y (k) = 1] - 1/2

is negligible ink, whereExp%’gg’;‘f‘cca(k) is the following experiment:

Experiment Expij?é?,’jg'cca (k)

(MK, PK) + IBG(1¥)

(ido, idy, m, st) « AP TME)IBD ()

b < {0,1}

ct IBEPK,idb (m)
b+ Aa(st,c¥)
Return 1iff b =t/

PK)

To avoid trivialities, we require thatl; always returnsdy, id; with |ido| = |id1]|, that A; never returns
anidy or anid; on whichIBT (MK, -) has been queried, and thdt, never querie$BT (MK, id;) and
IBDMK,idi (C*) fori e {0, 1}.

B Postponed proofs

Proof o Lemma4]13Given an arbitrary IBE-IND-CCA adversay = (A1, A2) onZBE, we construct

IBT'(MK',-),IBD" , (-
an IBE-IND-CCA adversaryl’ = (A}, A,)onZIBE'. A, ( Mo, )(PK’) samples & 7,
PK). Here, the trapdoor or-

setsPK := (PK', h), and rungid*, mg, m1, st) < AIIBT(MK")’IBDMK"(')(
acleIBT(MK, id) returns(IBT'(MK', id), h), and the decryption oracl®D yx ;4(c) is implemented
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as follows: runm’ « IBD) . .,(c), parsem’ = (Y,m), and returnm if h(id) = Y (and.L other-
wise). Next, A} returns(id*, mg, m1, st), wherem] = (h(id*), m;) for i € {0, 1}. Finally, A} runs A,
with oraclesIBT andIBD implemented as above, and outpydtss output. This perfectly emulates the
IBE-IND-CCA experiment witiZ BE for A, and we have

AdVEERG <2 (k) = AdviEgide (k),

which shows the lemma. O
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