Alexander Rostovtsev
St. Petersburg State Polytechnic University
rostovtsev@ssl.stu.neva.ru

Linear equivalence between elliptic curvesin Weierstrass and Hesse
form

Abstract

Elliptic curves in Hesse form admit more suitable arithmetic than ones in Weierstrass form.
But elliptic curve cryptosystems usually use Weierstrass form. It is known that both those forms
are birationally equivalent. Birational equivalence is relatively hard to compute. We prove that
elliptic curves in Hesse form and in Weierstrass form are linearly equivalent over initial field or
its small extension and this equivalence is easy to compute. If cardinality of finite field q © 2
(mod 3) and Frobeniustrace T © 0 (mod 3), then equivalence is defined over initial finite field.
This linear equivalence allows multiplying of an elliptic curve point in Weierstrass form by
passing to Hessian curve, computing product point for this curve and passing back. This speeds
up the rate of point multiplication about 1,37 times.

1. Introduction

Let [Fq is field of g = p" elements for prime p and Fq Is its algebraic closure.
Projective plane is set of points given by triples (X, Y, 2)\(0, 0, 0) with equivalence
(X, Y, 2) = (UX, uY, uz) for any ul E Points with Z = 0 are points of infinity.

Projective algebraic curve is subset of projective plain where polynomial (X, Y,
2) T Fq[X, Y, Z] takes zero. Affine algebraic curve is subset of projective curve

X6 &b
withZ 1 0. 1f §Y Z=L%V , where L is invertible matrix, and f(X, Y, 2) = g(U, V,
S25 8w

W), then curves given by polynomial f, g are linearly equivalent and deg(f) =
deg(9).

If between two polynomialsf, g there exist rational mapsj ,y sothatf=j (g), g
=y(f),andjy and y) are identity maps (if they are defined) on corresponding
curves, then curves given by polynomial f, g are birationally equivalent. Birational
equivalence can be partially determined and it can change degree of polynomial. If
such maps |, y between affine curves are polynomial, curves are isomorphic.
Linear equivalence that maps points of infinity to points of infinity defines
isomorphism of algebraic curves.
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Elliptic curve is smooth projective cubic curve. Elliptic curves over finite fields
are widely used in public key cryptography. Such curves can be given by different
polynomials. The most common one is polynomial in Weierstrass form

Ew(Fy): Y?Z- X®- AXZ?- BZ® (1)
iIf p3 5. This curve has the flex at infinity Py = (0, 1, 0). Elliptic curve in Hesse
form is given by polynomial

Enq(Fg): U®+ V3 +W?- 3muvw 2)
wherep® 3and m*1 1. This curve has three flexes at infinity Py = (1, - 1, 0), (1,

_-1+4/-3
2

-r,0) and (1, -r? 0), r (if - 3 isasquare), or only one flex Py (if -3

IS not a square).
Elliptic curve up to isomorphism (over [ or its finite extension) is defined by

8 3 3 -.3
o . . . 33 o
itsj-invariant, | :% for curve (1) and | :(;m(8—+r2)+ for curve (2).
4A° +27B g -1+m

Points of elliptic curves form Abelian group with addition low

(X1, Y1, Z1) + (X2, Yo, Z5) = (X3, Y3, Za).
For curve (1) oppositeto (X, Y, Z) is (X, -, 2), zero element is Py and sum of two
pointsis given by polynomials of degree 6

X350 2Y1Z1((3X: + AZ:)? - 8X1Y1%Zy),

Y50 4Y,2Z1(3X(3X:% + AZ:7) - 2Y4°Zy) - (BX:2 +AZ,2)’,
Z5° 8Y,°Z,°
If (X1, Y1, Z1) = (X2, Yo, Z») and by polynomials of degree 8
X3° (XoZy- XaZo)(ZaZo(YoZ1 - YiZo) - (XoZy+ XaZo)(XoZs - XaZ5)?),
Y50 (XoZi - XaZo)(YaZa(XoZy + 2%1Z5) - YaZo(XaZo + 2XoZ1)) - Z1Zo(YoZs - YiZo)°,
Z5° Z1Z; (XoZy - %aZo)’

if (Xg, Y, Z0) Y (X3, Yo, Zo).

The most hard operation during elliptic curve point doubling or point addition is
field multiplication and squaring, because its complexity is O(log q)% but
complexity of addition and subtraction is O(log g). So we can estimate the
complexity of elliptic curve arithmetic as number of field multiplications.

Point doubling takes 13 field multiplications (12 for A = £1). If one point is
fixed with Z = 1, point addition takes 12 field multiplications.

For curve (2) opposite to (U, V, W) is (V, U, W), zero element is Py. Sum of
pointsis given by polynomials of degree 4

Us = V1(W13 - U13),



V3= Uy(V2°- W),
Ws = Wl(Ul3 - V13)
If (Ug, Vi, W) = (Uy, Vo, W5) and
Uz = UWiV; - U2W2V12,
V3 = V1W1U22 - Vo.WoU 12,
Ws = UrVaWb™ - UVoWs?

If (Ug, Vi, W) 1 (Uy, Vo, Ws). Point doubling takes 9 field multiplications. If one of
two summand points is fixed and has W = 1, point addition takes 10 field
multiplications.

In spite of some improvements curve in Hesse form admits more fast arithmetic
then ones in Weierstrass form [3]. Elliptic curve digital signature algorithm [2] use
elliptic curves in Weierstrass form (1).

M. Ciet, G. Piret and J.-J. Quisguater in [1], M. Joyee and J.-J. Quisquater in [4]
show that there exists birational isomorphism between Weierstrass and Hesse
form. This map is not common for computing. The aim of this paper is to show
that there exists common linear equivalence between elliptic curves (1) and (2) and
this equivalence is defined over initial field or over its finite extension, and to
recognize whether the equivalence exists over initial finite field. This equivalence
can speed-up arithmetic of elliptic curve in Welerstrass form. Besides of that it
gives simple formulas for complex multiplication on elliptic curve in Hesse form.

In section 2 the existence of linear equivalence is proved, in section 3 we
consider when this equivalence is defined over initial field, in section 4 we
consider application of the equivalence theorem.

2. Elliptic curve linear equivalence

Theorem 1. Let field characteristic differs from 2, 3. Elliptic curves E(F,) for
given polynomials (1) and (2) are linearly equivalent over Fq Linear map from (2)

to (1) exists over [Fq. Linear map from (1) to (2) exists over [F4 or over its extension
of degree 2, 3, 4 or 6.

P <) 4-mi0
(;m 1 =
3 -
< 3
Proof. Linear map from (2) to (1) is L:gm -1 4-3m =. Matrix
(; -
¢-2 0 -2m’*

16(- 1+ m®)

determinant is . Itisinvertible if p* 2, 3 and is defined over initial



e e AmO
: 3 -
. 3 - Am® +
field. Inverse linear map from (1) to (2) is M :g 4+34m 4 ;1m 0 -
(; -
¢ -1 -1 -m =+
: >
(for simplicity M is product of L™ and scalar matrix).
3
Invariant j is a cube in initial field [5]. Let j = g°. Equation 0, :m
-1+ m

can have O, 1, 2 or 4 roots in [F. Its splitting field k has degree over F4 4, 3, 2 or 1

3\ 3
a&8m(8+m”) O

correspondingly. Equation j =S¢5 + IS equivalent to equation
e -1+m’ 4
(@(- 1+ m))° = (3m(8 + m))”. 3

Its roots are in k or in quadratic extension of k if /- 31 k. Notice that if degree of
k over [Fq is even, then/- 31 k. So splitting field of equation (3) has degree over
Fq1, 2,3, 40r6.
The image of Hesse curve is
m(8+m®)XZ? 2(-8- 20m® + m°)Z®
] 27 '
Linear equivalence does not change invariant j. n

Y27 - X3+ (4)

Theorem 2. Let E, = j (Ey) isinvertible linear map of elliptic curvesand y : E;
® E; isinvertible map given by homogenous polynomials of degree d. Then linear
equivalence defines invertible map jyj " of curve E, given by homogenous
polynomials of degree d.

Proof. Map j yj ! acts on E; and it is invertible as product of invertible maps.
Since j is linear map, map jyj ' is given by polynomials of degree £ d.
Assumption that degree is less then d leads to contradiction, because corresponding
mapy =j *jyj ) onE;will begiven by polynomials of degree lessthend. n

Corollary 3. If group order is odd integer, then there exist homogenous
polynomials of degree 4 that give point doubling and point addition on elliptic
curve in Weierstrass form.

Proof. If group order is odd, then point doubling is invertible map. Elliptic
curve doubling and addition in Hesse form is defined by polynomials of degree 4.
Apply theorems 1 and 2. n



3. Linear equivalence over initial field

Consider whether linear map Ew(Fy) ® En(F,) is defined over [Fq. Existence of

the linear map is equivalent to existence of Hessian elliptic curve with the same
number of points and the same j-invariant as elliptic curve in Welerstrass form.

Let g © 2 (mod 3), then each element of [F, is a cube, so map g ® @’ =jis
bijection. If m runs through [F4, number of impossible j for Hessian curve equals to
number of impossible g. Equation

(- 1+ m®) = 3m(8 + m’) (5)

has 4 solutions over Fq :

1 .
Eg%z +/(6+0,)° +108 + \/2(12- gz)(- 6- 0, +/(6+0y)° +108) g

where signs of \/ (6+ g2)2 +108 change simultaneously in both positions.
Equation (5) is linearly equivalent to biquadratic equation x* + 2ax* + b = 0 if

6, +a-12Va-gva  _-g-6Ja+ga

18 36

,a =(6+q)*+ 108.

Its solutions are i\/- a++a®- b.Hencea = (6 + g)° + 108 isasquare in Fq.
q

Equation (5) has solution is in Fq if terms \/(6+g2)2+108 and

\/2(12- 92)(- 6-0,* \/(6+ 0,)° +108) both are in [F,. In this case there are two

solutions. Linear equivalence between equation (5) and the biquadratic equation
means that if one termisin [Fq, then other term is in [F too. Its probability is » 0.5.
Required elliptic curve exists if (6 + @)” + 108 is a square. The two roots

correspond to twisted elliptic curves which have the same j but opposite traces of
Frobenius endomorphism.

Theorem 4. If q° 2 (mod 3), then Hessian elliptic curve has trace of Frobenius
endomorphism T° 0 (mod 3).

Proof. Hessian elliptic curve over arbitrary field has affine flex (0, - 1, 1) of
order 3. Hence its number of points over finite field N © O (mod 3). Trace of
Frobenius endomorphism is defined as T=q + 1 - N. Substituting q° 2 (mod 2),
gives T° 0 (mod 3). n

Linear map Ew(F,) ® En(F,) is defined over F, if equalities obtained in
theorem 1 hold simultaneously
m(8+ m°) 5= 28 20m® + mP)
3 T 27 '

A=



With probability near to 1 there is no such m. But parameter m can de found
using usual Weierstrassian elliptic curve isomorphism (X, Y, Z, A, B) ® (uX, U,
Z, u*A, u®B) for arbitrary u 0. Then equations are transformed:

_2(-8- 20m*+m°)

~m@+n’)
’ 27

u*A= u®B

(6)

If g© 5 (mod 6) and Weierstrassian elliptic curve Ew(Fg) has T ° 0 (mod 3),
then there exists linearly equivalent Hessian elliptic curve Ey(F,). Equations (6)
have solutions (m, u) in [Fq if and only if equation (5) has solution in Fq. It was
shown above that (6 + @) + 108 is a square in [Fq and equation (5) has required
solution. Hence equations (6) have solution in [F too. Linear equivalence between

elliptic curves in Weierstrass and Hesse form is defined over [F, and is given by
eguations

U =u’mX +u3Y+4' m Z,
3
_ 3
V:usz-u3Y+43m Z, (7)
W =-2u?X - 2m?Z,
3
X =u2(m2(U +V) + 2wy,
34-m
Y=u (-U +V), : (8

Z=-U-V-mW.

If g° 1 (mod 3), then cubing is not a bijection. There exists r =

— 1+2*/'_T F

and Hessian elliptic curve has 9 points of order 3. Group of points of order 3 is
direct sum of two cyclic groups of order 3. Hence number of points satisfies

congruence N © 0 (mod 9). Linear map Ew(F,) ® En(F,) may be determined over
extension of initial field. Notice that Hessian elliptic curve E4([F,) can correspond

only to one of two twisted Weierstrassian elliptic curves. So case q° 1 (mod 3) has
less practical interest than case g ° 2 (mod 3).

4. Applications of linear equivalence

Given linear equivalence can be used both directly (transformation Welerstrass
curve to Hesse curve, multiplication point by a number and back transformation)
and for determining complex multiplication formulas, which allow speeding-up
computations. Consider some examples.



1. Hessian elliptic curve hasj = 0 and is isomorphic to curve Y?Z - X?

m=0, - 2. Last curve has complex multiplication by 1+y-3 :

éaJrﬁ—(XYZ) (rX.,-Y.z),r '1“/_3.

e 17}

- BZ3if

If m=0 linear map and its inverse are given by matrices

aeo 1 4/36 &0 0 46
0 -1 4/3,%4 4 0.
éz 0 ozés-s 05

Isomorphic image of Hesse curve has coefficient B = - 16/27. Corresponding
complex multiplication of Hesse curve is linear map

1++-3
2

(X,Y,2)=(Y,X,rZ).

2. Hessian elliptic curve has j = 1728 and is isomorphic to curve Y?Z - X2 -
AXZ? if m=1++/3. Last curve has possesses complex multiplication by J-1:
\/-_1(X,Y,Z) =(- X,\/-_lY,Z). Isomorphic image of Hesse curve has coefficient

A=-4(3+ 2\/5). Corresponding complex multiplication of Hesse curve is linear
map

-UX,Y,Z)=(r X +r2Y +Z,r2X +r Y +Z, X +Y + Z)

3. Hessian elliptic curve has j = 8000 and is isomorphic to curve Y?Z - (X° -
AX?Z + 2t°XZ?) if m=_2"V-2

. Last curve has complex multiplication defined
by isogeny of degree 2:

Y(X2 222) 0
v-2(X\Y,Z2) = ,2X?Z -,
A/ - 2 2

Point (O, 0) has order 2 and is in the isogeny kernel. This curve can be transformed

to (1) by substitution X - X+%Z, then polynomial (1) has coefficients

A=- %t B=- %tS. Required m is obtained if t:_2+— 2 Corresponding

omplex multiplication on Hesse curve is defined by homogenous cubic
polynomials.

4. Multiplication of a point of Weierstrassian elliptic curve by a number



In cryptographic applications group order is large prime. According to corollary
3, point doubling and point addition on Weierstrass elliptic curve can be defined by
homogenous polynomials of degree 4 instead of well-known polynomials of
degree 6, 8. It is sufficient to transform Welerstrass curve to Hesse form, do point
doublings/additions and make inverse transformation.

Computing linear equivalence and its inverse takes 9 field multiplications.

Linear map Ew(Fq) ® En(Fg) according to (7) takes 5 field multiplications: u’mX,

4-m’

- 2uPX, U, Z, -2n7Z. Inverse linear map Ey(Fy) ® Ew(F,) according to

4-m’ 4- 4m°

(8) takes 4 field multiplications: u ’m?(U + V), a7 W, 2 (-U +V), mz
u

If group order size n = 160 bits, complexity of linear maps computation is
negligible comparatively to complexity of point multiplication. The signed binary
window method takes at average n - 1 point doublings and (n - 1)/3 point
additions, so it takes 159%.3 + 5342 = 2703 field multiplications. Proposed method
takes 9+159% + 53X0 = 1970 field multiplications and the rate of Welerstrassian
elliptic curve point multiplication increases about 1.37 times.

According to ECDSA signature generation takes point multiplication, and x-
coordinate of this point is a part of signature. Since x = XZ'*, one can compute only
two coordinates X and Z of a point of Welerstrassian curve in (8) instead of three
coordinates.
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