Key differentiation attacks on stream ciphers

Abstract

In this paper the applicability of differential cryptanalytic tool to stream ciphers
is elaborated using the algebraic representation similar to early Shannon’s postulates
regarding the concept of confusion. In 2007, Biham and Dunkelman [3] have formally
introduced the concept of differential cryptanalysis in stream ciphers by addressing
the three different scenarios of interest. Here we mainly consider the first scenario
where the key difference and/or IV difference influence the internal state of the cipher
(Akey, AIV) — AS. We then show that under certain circumstances a chosen IV
attack may be transformed in the key chosen attack. That is, whenever at some stage
of the key/IV setup algorithm (KSA) we may identify linear relations between some
subset of key and IV bits, and these key variables only appear through these linear
relations, then using the differentiation of internal state variables (through chosen IV
scenario of attack) we are able to eliminate the presence of corresponding key variables.
The method leads to an attack whose complexity is beyond the exhaustive search,
whenever the cipher admits exact algebraic description of internal state variables and
the keystream computation is not complex. A successful application is especially
noted in the context of stream ciphers whose keystream bits evolve relatively slow as
a function of secret state bits. A modification of the attack can be applied to the
TRIVIUM stream cipher [8], in this case 12 linear relations could be identified but
at the same time the same 12 key variables appear in another part of state register.
Still, a significant decrease in the degree and complexity of state bit expressions after
the KSA is achieved. Computer simulations, currently in progress, will answer the
question for what number of initialization rounds the attack is faster than exhaustive
search.

1 Introduction

In 1990, Biham and Shamir [5] have proposed a new cryptanalysts’ tool called differential
cryptanalysis. This technique, along with linear cryptanalysis of Matsui [16], has been
considered as one of the most powerful attacks on block ciphers to date. However, the
same ideas have not been applied in the same extent in cryptanalysis of stream ciphers
until recently. The use of concepts similar to differential cryptanalysis for block ciphers
was frequently employed frequently during the eSTREAM project [10]. These attacks are
commonly referred as chosen IV or key related attacks where the attacker is supposed to
freely choose IV values and /or different keys in order to extract certain information about
the secret state and/or key bits.

This approach has been successfully utilized in the cryptanalysis of the stream cipher
LILI-128 [1], where different IV’s used with a fixed secret key revealed a partial information
about the state bits. Also a similar approach was deployed in [15] in cryptanalysis of



TURING cipher. In other direction the eSTREAM proposal Py [4] (and its tweaks PyPy
and PyPy6) was successfully cryptanalyzed using the differential cryptanalysis [14], more
precisely for any given key the subset of IV’s was identified so that there was two I'V’s that
would generate the identical initial state (and therefore identical keystream). The ideas of
differential cryptanalysis have also been successfully applied in so-called fault analysis [6].
In such an attack the adversary introduces errors during the computation which leads to
errors in the output. The difference between an unfaulty and a faulty computation would
then reveal certain information about the computation itself.

This paper aims to give a thorough analysis of chosen IV and key related attacks
in the view of Shannon’s algebraic representation of encryption schemes. In difference
to a general framework studied in [3], where the effect of IV /key difference is analyzed
through the differential characteristics at the state variables ((Akey, AIV) — AS), we
take another approach and consider the differentiation of the key variables in the algebraic
expressions of the initial state variables. Though somewhat related to approaches recently
taken in [11, 12, 18], where statistical analysis or efficient application of chosen IV attacks
is investigated, our approach only addresses particular designs for which linear relations
between the key and IV bits may be derived at some stage of the initialization procedure.
Then it turns out that there is an efficient way to eliminate the presence of the key bits
that are linearly mixed with IV bits in secret state bit expressions. Therefore the attack
is always successful in such a kind of scenarios, though the modifications of the attack
may be applicable to other settings as well. In this context we also mention a new generic
attack known as Cube Attack [9], where the method of tweaking the polynomials (as a
generic method applicable in a black box scenario) results in an efficient attack on certain
stream cipher designs.

Though the related key attack (differential key attack) is a more unrealistic scenario
than a chosen IV attack, we show that this scenario is far more dangerous as we can
completely eliminate the presence of certain key variables under the assumption that the
1V is virtually kept fixed. To satisfy the condition that IV is kept fixed, we essentially
consider a chosen IV attack and a fixed key (which is much more realistic scenario), and
then in cases that a certain subset of IV and key bits are related in a linear manner after
the initial loading, say IV; @ k;, the IV difference is transformed into the key difference.

Once we have successfully eliminated the presence of certain key variables, through
the differentiation of the state variables, a simple key guessing attack may be combined
to further reduce the complexity of the state variables. Obviously by guessing many key
variables we can make the internal state bit equations to be arbitrary simple functions in
remaining key variables. Then, if the keystream generation does not combine these state
variables in a complicated manner (or at least a part of the keystream does not depend on
the state variables in a complex way) we can efficiently solve the system for the remaining
key bits.

As an application of this approach we consider TRIVIUM [8], a hardware oriented
stream cipher that reached the final third phase of the eSTREAM project [10]. Unfor-
tunately, TRIVIUM design does not allow the full usage of the attack, so there is no
guarantee that the running time of the attack is beyond the complexity of exhaustive
search. This is due to the fact that the same key bits that are linearly related to a subset
of IV bits, are present in another part of the state register, this time without involving



the IV bits. However, the differentiation efficiently reduces the number of terms and the
degree of the expressions for state bits after the key/IV setup algorithm. Currently, we are
running a computer program to estimate the expected complexity of the attack depending
on the number of rounds.

Another suitable design, due to its specific key and IV loading, is a stream cipher
DECIM-128 [2]. But in this case the attack is only applicable to a modified cipher that
omits the output decimation.

The paper is organized as follows. In Section 2 a convenient algebraic representation
of the internal state variables is introduced. The main differential attack scenarios are
discussed in Section 3. It is then shown that the key differentiation in general eliminates
the presence of the key variables the differentiation is performed on. Here we also deduce
the conditions when an I'V chosen attack can be transformed into a key differential attack.
The modification of the attack to cover the case when a subset of key variables appear as
linearly related to some IV bits but also without the linear connection to IV bits in some
other part of the state is discussed in Section 4. In Section 5, we discuss the application of
our method to stream ciphers TRIVIUM and DECIM-128. Concluding remarks are given
in Section 6.

2 Algebraic representation of the initialization process

For the rest of this paper we only consider synchronous stream cipher as a dominant part of
the family, though the similar analysis as given here can be easily extended to asynchronous
stream ciphers. Technically, given a stream cipher, the cipher is fully specified by the
key/IV setup algorithm (KSA) and encryption algorithm whose input parameters includes
the key, IV, and state size. The key setup and IV setup are commonly performed in
a single phase so that the secret state of the cipher is derived by processing key and
IV bits in an iterative manner. The result of this phase is the so-called initial state
S = (80,81,---,80-1) = F(IVq,..., IV, k1,... k), for simplicity assuming the same
length of the key and IV, and in addition denoting by L > 2k the state size; the state size
being at least twice the key length to withstand time-memory-data trade-off attacks, see
for instance [7, 13]. Now given a fixed key K and the publicly known IV® the system of
equations may be written as,

s = oV, VD kL k) = g0V, TV Ky, k) + ho(Kas - E)

s =@V IV ke k) = g (VL TV Ry K + b (B

The reason that we collect the terms that only contain the key bits in function g is that
the differential of the form 87(~i) &5 5,(] ), 0 <r <L -1, will not contain the key bit terms
for arbitrary IV® and IV . This of course may be generalized for any set of IV’s of even
weight.

Following the early ideas of Shannon [17], each s; should depend in a complicated
manner on the key bits and involve many (preferably all) of them. This is also true for the
IV bits, as otherwise the differential 87@ &) sfnj ) may result in simple expressions that relate
key and IV bits to the secret state bits. One should notice that there is a certain freedom



in selecting these relations, the freedom that may additionally reduce the complexity of
the system.

Let 7,7 = {1,2,...,k} denote the set of indices for the IV vector respectively the key
bits. Then a convenient algebraic representation, used in [18], is to represent the secret
bits as a collection of terms as follows,

{1,2,...,s}
s = D andlVi [07 K] =
I=0
_ GB a1 1V [@‘Z:@br,JKJ] D [@‘j:@br’JKJ], for0<r<L-1, (1)
ICT;I#0

A

g
where agl),bf]l) are algorithm specific binary coefficients, and for a given subset I =
{i1,...,qt} C T the term IVy = IV; IV;,---1V;, and similarly K; = kj kj, ---k;, for
some J = {j1,...,Jp} C J. We note that treating both the key and IV as variables the
coefficients a,,r, b, s do not depend on the specific choice of IV’s. The above expressions
are valid for a wide class of stream cipher, the specific details being the size of the key,
1V, state, and the particular KSA used.

If the secret state bits s, had been generated randomly as the functions of the key
and IV bits, then one would expect that the algebraic normal forms of each s, contains
approximately 22¢~! terms. In addition the high degree terms of order 2x — 1 should be
present in such expressions as well, thus closely following the Shannon’s idea of making
complicated relations among the state bits and secret key bits. Given an algebraic descrip-
tion of the state of the cipher after running the KSA (this is commonly infeasible as the
number of terms is excessively large), the attacker can try to reduce the complexities of
these relations by either applying the chosen IV attack, related key attack or alternatively
to combine these two.

3 Transforming chosen IV into key related attacks

In this section we consider the main attack scenarios in the realm of the differential
cryptanalysis. Though similar in their essence, the cryptanalytic aspects significantly
differ depending in which scenario the attack is performed.

3.1 Chosen IV attacks

A chosen IV attack is a very realistic scenario in which the attacker chooses certain subset
of all possible IV’s in order to combine the relations of resulting state bits and hopefully
derive simple relations between the state bits and secret key bits. Assume that for a fixed
key, the attacker is able to trace a certain subset of IV bits say I for which relatively simple
relations may be derived. The easiest way to understand this approach is to specify IV
values to be zero in all positions but those that correspond to I. Thus, given the v®
and a vector I = {iy,i2,...,%,} for which IV; = 0,1 & I the secret state bits could be



expressed as,

s¥ = @ar,fﬂ/g [ _gbre s K] @ [0 _ybr1, 1Ky =TV, [©F_gbriy s K] &
€t

@& IVi, (B _gbrin, s Ky @ - @IV IV, - IV [T _gbr1, 7K 5] © [ _gbr.1, 1K ]

Then keeping the key fixed we can further manipulate these expressions by specifying
different IV’s from this subset of indices. For instance, taking the IV and TV® such
that they differ in only one position, i.e. IVEll) =+ IVZ(?) and IVEU = IVZ(?) for all i # iy,
would result in,

st @ s = @j]lwbr,il,JKJ. (2)

This is exactly the idea that has been used in [18], where an semi-exhaustive search
was performed over the suitable set of indices I of weight 6 to derive linear expressions
relating keystream bits of a reduced KSA TRIVIUM [8] and the secret key bits. However,
the authors derive such relations by setting the remaining IV bits (74 bits in the case of
TRIVIUM) to zero which makes the attack slightly unrealistic. The above expressions
suggests that the type of relations similar to (2) may be derived for any fixed IV values
making such an approach more realistic.

Thus, a pseudo algorithm for finding simple relations after the KSA procedure may be
formulated as follows:

1. Locate some subset of indices I for which the particular KSA does not generate
sufficiently complicated relations in secret key bits.

2. Based on this observation for any fixed combination of remaining IV bits not in
I find relations of the form 87(}) $3) 87@) SRERNS! sﬁm) by varying the IV vectors

VD V@ TV over the subset I, for all r € [0,L —1].

3. Once such relations are found these are used in the keystream generation process
to derive low degree relations relating the keystream bits and the secret key bits
(through the secret initial state bits).

3.2 Related key attacks

In this scenario the attacker can observe the operation of a cipher under several differ-
ent keys whose values are initially unknown, but where some mathematical relationship
connecting the keys is known to the attacker. This may be regarded as quite impractical
scenario since a secure key management and derivation usually should not allow to locate
the part of the bits which remain unchanged after the key derivation. Nevertheless, many
KSA schemes allow a simple mixture of the IV and secret key bits and therefore there is
a simple and elegant way to transform the chosen IV attack into the key related attack.
To illustrate this approach let the key K be fixed and for simplicity consider two
different IV vectors IV and IV that differ in certain positions specified by some subset
I, that is IVEU #* IVZ@) for all 4 € I. Furthermore, we assume that the KSA procedure
is such that a part of the cipher state of cardinality p is initialized by a simple XOR-ing
of the IV and key bits, and then the KSA is run to generate the final initial state of
the cipher. The initial loading of the IV and key bits is referred to as pre-setup phase,



resulting in the pre-setup state SP* = (s§)°,s}",...,s7” |), where the XOR-ing is applied

as follows,

0 =1V @ ks 20 = IV @k, e {1,2,..0,0)
for a suitable choice of indices sets say I, J, M that entirely depends on the specific loading
mechanism. Neglecting the due details it is easy to realize that instead of considering the

difference in IVs we may consider the relation so that IV = 1Vv® but the key is no
longer fixed and consequently one may define K’,

K — b =km; mEgMigl
| kK, =1®ky,; meM,iel

For simplicity, an IV differential in a single position ¢, i.e. T VZ@) =17 Vi(l) @ 1, would result
in the key difference through,

S;gs(l) — IVi(l) @ ks 555(2) - IVZ‘(Z) @k, = IVi(l) + (km®1) = IVi(l) T K.

Thus, we may analyze the effect of a single bit difference in IVs that is transformed in the
key difference. As before, at the end of the initialization, this difference would give,

J
def /
Akmg = Slﬁm S5 sfm = @ ar 1 IVy [@gzmbr,I,JKJ] @br,JKJ
ICT;1#0 J=0
J

o B aviel b K oK, (3)
ICT;I1#£0 J=0

where k; = k; for all j except for some j = m. This implies that in the above sum most
of the terms are canceled leaving only those K ;’s for which m € J. Then for any I C 7
and J C J such that m € J we can compute

IVy (@ _ybr s Ky @ IVy [@_ybr s K}] =

IVi[kmg(k1s o k1, kmats - k) @ Akt oo k1 kmats - -+ K]
IVi[ki, g(k1, s km—t1, kmgts oo k) @ h(kr, o ket b1y - k)] =
IVig(kt, .. kme1, kmgts - k)

S

It is straightforward to verify that the same arguments apply to the differential

J J
PorsKre@braK) =hlky, .. km1s kmyr, - ki),
J=0 J=0

thus, in general, lower degree expression (the decrease of the degree is at least one) in the
secret key bits are derived for AFms,..

Example 1 Assume that the KSA for a given cipher enables a single IV difference to
be translated into the key difference in k1. Let the secret state bit s, be evaluated as



Sy = kokskaks ® ki1ksks ® kokske D kokg @ k3 @ k1; after the IV wvalue has been specified.
Then differentiating the first key bit k1 we would compute,

Ak, = s,(nkl) S) sfnklﬂ) = ksks & 1.

In this case we have decreased the degree of s, by two in a single step due to the cancellation
of the highest degree term koksksks for which the differentiation does not apply as it does
not contain the variable ky.

A natural question that arise now is how to generalize this approach to include differ-
entiation of as many key bits as possible. At the first sight this is not possible due to
the following arguments. Let us define the key differential at positions k;j, ..., k;,, with
respect to some initial state bit s, as,

(kjlv""k]'m) (kj1+17“'7kjm+1)

AFirkimg = g, D sr ,

where we simply evaluate the differential by specifying the key difference simultaneously at
given positions. Without loss of generality, to skip a complicated notation, we assume that
the secret state bit s, contains a single term i.e. s, = IVikj kj, -~ kj Ky ko0 Kjo-
Then it is easy to compute,

AP Him Sr = Ivfkh kj2 t kjmflkjmkjm+l t kjm+u ®
IVI(kjl @ 1)(kj2 @ 1) T (kjm—l @ 1)(kjm @ 1)kjm+l T kjm+v =
IVikjp oy Kje L+ Ky © oo+ Ky, @ Kji kg © .. @ Ky, Kj,,

the expression containing all the monomials of degree less than m in the key bits k;,, ..., k;,,.
Consequently, simultaneous differentiation at m positions does only guarantee the degree
decrease of order one but not m as desired. Nevertheless, one can get rid of the variables
kj  kj, -+, kj, by simply considering the linear combinations of the weighted differentials

of the form,
D
JC{kjl,---,kjm};J#w

For instance, to make the key bits k;, and kj;, vanish from s, we would compute the
following differentials : AFi1s,, A*i2s, and AFi1*i2s, and add them together. To confirm
the validity of our claim for the above specified s, we would compute,

@ As, = AFing, @ Akig, @ Abikiag, =
JC{kjy ko }
IVikjs - Kj Ky B [(kj ) & (kjl) ©® (kj2 ® kj, @ 1)] =
= IVikj,---kj k

jm+l e kjm+v

Of course the result is easily generalized for arbitrary number of terms and the degree

order. For instance, if there is another term in the s, say o = IV kj kj, .. -+ ki, thus

m-+tu



containing only the variable k; (it is covered by the variables k1 and k2) then computing
J .
@Jc{kh ki) A’ a would give,
@ Ao = Abina® Arza@ AFinking =
JC{kjl,ka}

- I‘/I’k] ...kjm-‘rv @O@Ivflkjeru”.kjerv :0’

m—+tu

and there is no influence of the terms that are covered by the chosen subset of key variables.
Thus, the only terms that remain after the differentiation are the complex expressions in
the remaining key variables, the terms of the form I'V7 fr(kj,...,-.-,kj.)-

It should be emphasized that in difference to differential IV attacks the differential
key attacks are far more dangerous as the differentiation in the latter case affects the key
variables, whereas in case of IV differentials the decrease of the degree with respect to IV
variables has no effect after the IV has been set to a given value. On the other hand, the
condition that the IV and key variables are first XOR-ed and then processed via the KSA
might be rather restrictive.

3.3 Combining a related key and key guessing attack

In the previous section we have shown that there is a possibility to differentiate the secret
state equations at those key positions for which the loading procedure XORs the IV’s and
key bits. In this way we could eliminate the presence of the corresponding key variables
making the equation(s) depend on less number of key variables, thereby reducing its
complexity. An interesting approach that can be taken now is simply to guess a subset
of remaining key variables leading to a further degree reduction. Under a reasonable
assumption that the secret state bits (after the initialization) do not differ significantly
in terms of degree and complexity of the expressions we propose the following pseudo
algorithm for attacking the ciphers whose loading of a certain portion of the key and IV
bits is done by simple XOR-ing.

1. Find the key positions k; (subset of indices) for which the given KSA injects the key
and IV bits via IV; @ k;. Denote this subset by J = {kj,, kj,, ..., kj, }

2. After loading the all key and IV bits, thus reaching the state SP* = (sf°, s1°,..., %" |),
run the KSA to get the finial initial state of the cipher S = (sg, $1,...,55-1)-

3. Depending on the complexity of the expressions s, = fr.(IVi,..., IV, k1,... k)
select a suitable subset of IV’s for which these equations are of relatively low com-
plexity.

4. Differentiate the key variables with respect to the subset J so that A”s, do not
depend on the key variables from the indices set J for any 0 <r < L — 1.

5. Guess a suitable subset of key bits so that the expressions A”s, become of low degree
(preferably linear).

6. Run the cipher in the output mode, i.e. producing keystream z;, and analyze the
relations z; = G(so,51,...,51-1) = H(kj,,.1,Kji0s---5kj.). Observe the suitable



part of output sequence for which the function G does not introduce complicated
(high degree) equations in secret state bits. Solve the system of equations and check
its consistence (if necessary guess a few more key bits and solve the system). If the
solution is inconsistent guess another key value in the previous step and repeat.

Note that the complexity of the above algorithm mainly depends on the specific KSA and
the way the cipher generates the keystream (complicated relations on initial state bits or
not). However, since the key bits kj,, kjs,, ..., kj,, have vanished from these equations the
worst case complexity is estimated as,

C’w.C. — 2[{7’”’7,

which correspond to guessing all the remaining bits. Once these bits are correctly set it
remains to assign the unknown key bits kj,, kj,, ..., k;,, which can be easily achieved by
plugging in these bits in the equations and checking the consistency with keystream bits
z¢. Thus, the total worst case complexity is estimated as,

Cw.C. — 2n7m _|_ 2’”’7,’

thus in the case m < k we approximately have C%¢ = 27, We illustrate the whole idea
with an example, considering a hypothetical toy cipher satisfying all necessary conditions
for the attack to work.

Example 2 Let us consider a toy cipher that use the key K = (ki, ko, ks, k4) = (0,1,1,1),
and assume that IV difference in two bits is translated in the key difference at positions
k1 and ko. For some specified IV let the first three (secret) initial state bits be given as,

so = kikoks + ksks + ks + k4 =0,
s1 = kikskgs+ ko 4+ kg =0,
s9 = kikoks + koksks + k1 + ko + k3 = 1.

Obviously we cannot get rid of the degree 3 terms by considering linear combinations of
the above equations. Let us compute the differentials for the 2 keystream bits z1 = sg + s1
and z9 = sg + So,

VAl Z2
Aklzl = Akl (50 + 51) = kgk?g + k3k4 AklZQ = Akl (50 + 52) = kgk?g + k2k4 +1
AF2z = AF2(sq + 51) = k1ks + 1 AF220 = kks + ksky + kikg + 1
AFUR2 2 = s (1 + by + ko) + kakg + 1 AFvR2z9 = k(1 + Ky + ko) + kaky + ka(1 + k1 + k2)
@Jc{kl,kg} ATz =k @Jc{kl,kz} A7zy = k3 + ky

The attacker observes outputs z1 and zo under different IV’s (translated into the key
difference), thus he is able to compute the above differentials. For instance, to compute
A¥121 he would simply observe the first keystream bit for a specified IV and fized key K and
then the same keystream bit for a single change of one bit in the IV corresponding to the
key position k1. For the given values of K we may check that ®JC{]€1,]€2} Az =ks=1
and ®JC{k1,k2} A7zy = ks + ky = 0. Hence, the correct values of the key bits ks = 1 and
ks =1 are found.



4 Adjusting attack to different scenarios

When applicable, the key related attack as discussed above is a powerful cryptanalytic
tool. Identifying some subset of key bits that only appears through linear relations with
some IV bits at certain stage of initialization process, would give a complexity that is
always beyond the exhaustive key search for the family of ciphers susceptible to this
kind of algebraic cryptanalysis (excluding for instance ciphers that use irregular clocking).
However, one needs to be careful when deriving the key differentials through the IV change.
The reason is that the KSA of a given cipher starts to process the pre-setup state SP® =

(sh?,s1%,...,s"" |) where the IV and key bits are initially loaded. Though some of these

si® are expressible as s7° = IV; @ k; this may not be sufficient. For instance, if the
loading procedure injects sh° = ky and s{® = IV; @ ky there is obviously ambiguity when
translating the IV difference at position IV} into the key difference. Remember that the
main idea is to transform the modification of IV bits into key difference is not valid in this
case, as we simply cannot differentiate the state bit s5” = k.

Nevertheless, the attack is still applicable in cases when the same subset of key bits
is both linearly combined with some IV bits and at the same time appear in another
part of the cipher in another form (but not obeying a simple linear relation with IV
bits). The following example illustrates that the key differentiation does not guarantee
the elimination of the considered subset of key bits, but the degree and complexity of

equations is significantly decreased.

Example 3 Let us consider a toy cipher where the subset of key bits, say ko, ks, appears
as linear combination with two IV bits, but also on a stand-alone basis. More precisely,
let ki,..., ke and IV1,..., IVg after some t1 rounds appear in the state of the cipher as
follows,

St = (st s1y) = (k1 ko, ks, ka, ko + IVa, ks + IV3, IVy, IVy, ks, ke, IVs, IV5).
Let also the following relations be valid after the KSA,

IN
SgF ) = 51838586 + 5256510512 + 5355 + S159
SgFIN) = 51555687 + S253 + S355S58
(FIN)  _
S12 =
Then as before, let us assume that z1 = SEFIN) + ngIN). Note that in the expressions
for ngIN) and ngIN) all the terms that are important for the purpose of illustration of

differentiation w.r.t. ko and ks do appear. Then we compute,

Ak2z = Z{V2 + Z{VQH =A%z = 518356+ S3+ 515657 + S388
Ak321 = Z{V3 + Z{VS—H =A%z = 518385+ $2510812 + 515557

Ak2oks 5 — Z{VQ’I% + Z{VQH’I%H = A%z = 518356 + 518355 + 5183 + S2510512 +
83 + 5187 + 518657 + 515557 + 5388

@ AJ,Zl = 8187+ 5183
JC{kl,kQ}
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What is interesting to observe is that we have successfully eliminated the presence of s;
and sg as expected, but the state bits s1,...,s4 (involving the key bits k1, ..., ks) may
still be present in the expressions. Anyway the degree of equations is decreased and more
importantly only the terms that contain s; and sg survive after differentiation. Thus in
case there are no terms in z; that contain both s5, sq and ss, s3 the effect of differentiation
would be the same as previously discussed; the case when some key bits only appear as
an XOR sum with some IV bits. Also the terms such as s3s5 that only contain a subset
of key bits used in the differentiation simply vanish.

In general, given a subset of key bits k;,, ..., k;,, that relate linearly to some IV bits
sj, = kiy +1V,, ... 55, = ki, + 1V, the differentiation of the keystream z; is performed
by identifying the terms that contain the largest subset of these state bits s;,...,s;,, .
Assuming the product sj, s, - - - sj,, is contained in monomials that represent keystream
bit z;, then after the differentiation the degree of z; is reduced by m and the number of
terms is significantly decreased. Then one may apply key guessing for further reduction
of the degree, and guessing sufficiently many key bits we would again end up with linear
equations. The only problem is that this technique is design dependent and in contrast to
the scenario in the previous section, we cannot always guarantee the complexity beyond
the exhaustive key search attack.

5 Some practical applications of key differentiation attack

In this section we analyze the possible application of our technique to those designs that
satisfy the necessary assumption. To successfully apply the differential analysis our main
requirement was a linear mixing of certain subset of IV and key bits. It turns out that
many ciphers actually use such a linear mixing making them vulnerable to the key related
attacks.

5.1 Case study: TRIVIUM

TRIVIUM [8] is a hardware oriented stream cipher that reached the final third phase of the
eSTREAM project. Due to its simplicity and compact algebraic description it has been
a popular target for cryptanalysis by a broad crypto community. However, TRIVIUM
has resisted all the cryptanalytic attempts so far and the most efficient attacks proposed
recently [18] is a key recovery attack on a reduced round TRIVIUM in the chosen IV
scenario and reduced round TRIVIUM (the original KSA ibeing halved, consiting of 576
cycles instead of 1152 cycles), and an application of so-called cube attacks [9] that succeeds
to recover the key for TRIVIUM reduced to 735 initialization rounds. In the original paper
[8] the designers claim that 2 full cycles for the key/IV setup are sufficient to properly
mix the key and IV bits so that each state bit after 576 iterations depends on each key
and IV bit in a highly nonlinear manner.

TRIVIUM cipher uses three LSFRs whose total length is 288, thus the state of the
cipher is given by S = (s1,892,...,8288). The state is contained in the three LFSRs
so that the first register comprises the state bits sq,...,sg3, the second register stores
S94,--.,8177, and S178,...,S988 are kept in the third register. In the output mode the
following computations are performed:

11



— Define t1 = s¢6 @ 93, t2 = s162 D S177, and t3 = 5243 D Sogg.
— The output keystream is formed as z = t; @ to @ t3.
— Update the ¢;’s according to

t1 =11 D So1 - S92 D S171; T2 = to D S175 - S176 D S264; 13 = t3 D Sage - S287 D S69;

— Finally the registers are updated as follows:

(515...,893) = (t3,51,...,592); (S04, ...,5177) = (t1, S04, .- ., 5176);
(5178, - -, S288) = (t2, 5178, - -, S287);
The initialization loads the 80-bit key to si,...,ssyg, and the 80-bit IV vector to the
positions sgq4, ..., S173. The remaining state bits are filled with zeros apart from sogg, So87

and s9gg which are set to one; this way the pre-setup state SP® is completed. The key/IV
setup is performed by clocking the cipher 4 - 288 = 1152 times without producing the
output.

TRIVIUM seems to be a very suitable target for the application of key related attacks
due to the following arguments.
— In the first place the first 66 output bits are linear combinations of six state bits and
therefore the degree of these equations cannot be larger than the maximum degree of indi-
vidual terms. Thus, if we can efficiently turn the state bit equations into linear by applying
the key differentiation together with guessing some key bits, then 66 linear equations of
the keystream are easily solved.
— To apply the above technique we must ensure the existence of linear relations among
certain IV and key bits. Obviously this is not the case for the pre-setup state SP° as
there is no mixture between the key and IV bits. But it can be easily verified that after
running the key/IV setup a certain number of clocks the internal state will contain desired
equations that mix IV and key bits in a linear manner. For convenience we denote the
state at time i as S = (sgi), e ,sggg) where S(O) = §P5. Then after the very first clock the
update variables are computed as t; = kgg © [ Vg, to = [Vgg ® I'Vyp, and t3 = kgg. Hence,
5&) = kgg @ I'V7g and this would give a rise to one linear relation. It is easy to verify that
such a linear relations are obtained in the first 12 clocks,

Séﬂf =ker_i ®IVag_;, i=1,...,12, (4)
which leads to the following internal state after 12 clocks:

(ng)a ooy 85%2), kss © [Ver, kse © I Ves, - - ., kes © Vs, 8%?, cee 8%28))- (5)

5.1.1 Performing the attack

Assume at the moment that the key bits kss, ..., kg and IV bits I'Vg7,...,IVzg are later
mixed with remaining variables but their internal linear relation is always preserved, and
in addition the key variables kss, .. ., kg7 only appear in this form during the initialization
process. Then, through the differentiation of the IV bits at positions 67,...,78 we get
the key differential at positions 55,...,66. Technically, the IV bits at positions 1,...,66
and 79,80 are kept fixed, whereas the IV bits at positions 67,...,78 are varied so that
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the key differentiation is performed as explained before. Assuming we are able to handle
the initial state equations after the KSA (which we can by specifying the IV and guessing
certain number of key bits) we can get rid of the key bits kss, ..., kes therefore reducing
the complexity of the exhaustive search to C*¢ = 280-12 — 268

Then, under the same assumption, we would successfully combine the key differenti-
ation with the key guessing attack. Assume that we guess 60 key variables, thus leaving
only 8 key variables in the algebraic expressions for the secret state bits (after the key
variables kss, ..., ke has been eliminated) to be determined. Most likely the algebraic
expressions are only quadratic in remaining key variables, and since we have 66 linear
keystream equations we would get a system of 66 equations with the maximum number
of terms equal to (g) + (51;) = 36. The system is heavily overdefined and we easily find a
correct solution. In the case there are cubic terms in the expressions we would then guess
62 bits and the number of terms would be (g) + (g) + ((15) = 41 which again results in an
overdetermined system. Finally, by guessing 63 bits of the key we are assured that the
system is overdefined. In this case there are only 5 key variables left and the total number
of terms is at most 32, thus 66 equations from the keystream generation should suffice.

Nevertheless, TRIVIUM implementation does not allow this scenario due to the
presence of the key bits kss, ..., k¢g at positions s((ilf) = kss, ... ,3%2) = kgg. This fact
has been overlooked by the authors in the original version of this paper. Thus, we can
only apply the modified scenario of the attack and therefore only the degree/complexity
reduction is guaranteed. Anyway, we describe the attack that has been implemented on
TRIVIUM (due to extensive memory requirements only reduced round TRIVIUM 576
rounds has been considered). To further reduce the complexity of computation we have
decided to formally use key guessing in our attack. This means that we select 60 bits of
the key that we would “guess”, and fix IV1,...,1Vgg, I V79, Vg to some arbitrary value

(preferably all zero value for reduced complexity of expressions). Then, it is easily verified

that the only active state positions after 12 clocks are sg7, ..., S7s, So4, - .., S105 and some
Siys---,Sig, Where iy,...,i8 ¢ {67,...,78} U {94,...,105}, depending on which 8 key
variables have not been fixed (apart from kss, . . ., keg)-
Thus after the initialization process (reduced or not) the state bits are given as,
FIN 12 12) (12 12) (12 12
sg ) = fl(sz(l ),...,sgs ),sg ),...,séﬁ ),sgg ),...,8%88),1‘/67,...,1‘/78)
FIN 12 12) (12 12) (12 12
8%88 ) f288(52(1 ),...,558 ),sg ), .. .,8((36 ),5(79 ),...,5288)71‘/67, oo IVg),

Thus the TRIVIUM state bits after KSA are some complex function of 32 state bits after

12 clock cycles, and 12 IV bits that are later varied to perform differentiation with respect
(12) (12)

to Sgs ', ..., 5105 - As previously remarked the differentiation is performed by finding the
term that contains most of the state variables 5&2), . ,5%?. Then everything depends

on the way the complexity of expressions evolve during the initialization process. It is
important to notice that the attack is general in the sense that only the ciphers (for which
the attack is applicable) that perfectly mix the state variables in the Shannon’s sense are
then resistant to this kind of attack. For instance, if for some keystream bit we can collect
the terms of the form,

8812)85152) e ,s%?f(s(m), . ,3(12), Ve, ...,IVzg),

1 18
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then we completely eliminate the presence of the key variables kss, . . ., kgg through differ-
entiation, thus only only f remains. In any case, we reduce the complexity of expressions
and it might be of benefits to fix a few more bits to arrive at linear equations. This
however requires a careful investigation, though a practical implementation of the attack
is both time and memory demanding.

5.2 Case study: DECIM

DECIM-128 [2] was submitted as a hardware efficient cipher to the eSTREAM project.
Though it was not successfully cryptanalyzed, as the originally proposed version called
DECIM, it did not pass to the final phase of the project, but still it represents a strong
design that is based on irregular decimation and nonlinear filtering. Nevertheless the
initial loading of 128-bit key and 128-bit IV into the 288 bit register S = (so, $1,. - -, S287)
is performed as follows,

ks 0<i<127
ST k@ IV, 128 <i < 255.

For such an initial loading we are free to choose any subset of IV bits and to reduce the
degree of equations by eliminating the dependency on the corresponding state variables.
Since no decimation is involved during the initialization process which takes 1152 cycles
the initial state of the cipher after the KSA can be determined (note that this might be
totally infeasible as the state bits might contain as many as 22°° monomials - in such a
case we would be forced to specify IV bits in advanced and even to guess some key bits).
Then assuming that no decimation is involved in the keystream generation the attacker
would proceed as in case of TRIVIUM, by simply observing the output keystream bits for
different choices of IV bits.

Since the keystream is generated by passing the output of the nonlinear filter through
the ABSG decimation mechanism we cannot determine for sure which state bits constitute
the output. Thus additional guessing would be necessary and this would probably lead to
the complexity above the exhaustive search.

6 Conclusions

In this paper we have shown that a linear mixing of the IV and key bits might lead
to an efficient key recovery attack. The computer simulation concerning TRIVIUM and
application of the attack to other designs apart from TRIVIUM and DECIM-128 are
currently in progress. To circumvent this type of attack either one has to ensure that the
cipher either optimally mixes the key and IV bits or the initial loading of the IV and key
bits into the cipher should be performed in a nonlinear manner, thus slightly increasing
the amount of clock cycles for the KSA procedure.
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