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Abstract. In this note we discuss some observation of the SHA-3 candidate SHAMATA [1]. We ob-
serve that its internal block cipher is very weak, which could possibly lead to an attack on the hash
function.
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1 Introduction

The design of secure and practical hash functions is of great interest since most hash functions
have been broken. Due to the SHA-3 [4] competition many new proposals for hash function
primitives have been submitted to become the SHA-3 algorithm. SHAMATA [1] is one of
them, which is analyzed in this note.

2 Some Observations of the internal Block Cipher in SHAMATA

In this section we analyze the internal block cipher of SHAMATA-256. This block cipher,
say SHAMATA-BC, is a function of the following form:

SHAMATA-BC : {0, 1}512 × {0, 1}128 → {0, 1}512,

where a 512 bit message block is encrypted using a 128 bit key so for any one fixed key
k ∈ {0, 1}128 the function SHAMATA-BC(·, k) is a permutation.

Note, that we use the notations as in [1, p. 4 et sqq.]. Now, for B[i], B∗[i] ∈ {0, 1}128,
i = 1, 2, 3, 4, let a plaintext be of the form X = B[0]|B[1]|B[2]|B[3] and its corresponding
ciphertext be C = B∗[0]|B∗[1]|B∗[2]|B∗[3]. Let MC be a MixColumns operation. Let D be
the key entered the encryption, P = MC(D), Q = MC(DT ), where DT is the transpose
of the data D and let P ′ = P (1)||Q(0) and Q′ = Q(1)||P (0). The encryption of X can be



described as:

B[2] = B[2]⊕ P ⊕ blockno,
B[3] = B[3]⊕Q⊕ blockno,
K[3] = K[3]⊕ P ′,
K[5] = K[5]⊕Q,
K[7] = K[7]⊕ P,
K[11] = K[11]⊕Q′,
B∗[0] = B[2],

B∗[1] = B[3],

B∗[2] = ARF r(B[2])⊕B[0]⊕K[9]⊕K[0],

B∗[3] = ARF r(B[3])⊕B[1]⊕K[10]⊕K[1].

2.1 Distinguishing Attack

Regarding the fact that the register K is empty at the beginning, we can be rewrite the
algorithm as:

B∗[0] = B[2],

B∗[1] = B[3],

B∗[2] = ARF r(B[2]⊕ P ⊕ blockno)⊕B[0], (1)

B∗[3] = ARF r(B[3]⊕Q⊕ blockno)⊕B[1], (2)

where ARF r is the AES round function without key addition, i.e. MC(SR(SB(·))).
At this stage it is obvious that half if the plaintext, i.e. B[2] and B[3], is not influenced by

the the cipher key. Thus, a trivial distinguishing attack can be mounted on the internal block
cipher SHAMATA-BC to distinguish it with a overwhelming probability from a random
oracle. Even if the round key is updated by the data and the cipher key, as stated by the
authors, it will not strength the cipher against this trivial attack.

2.2 Extracting the Key

We can even extract the key using only one plain-/ciphertext pair as follows. It is even pos-
sible to recover the cipher key by regarding only the modified half of the cipher B∗[2]||B∗[3].
We can rewrite (1) and (2) as:

SB−1(SR−1(MC−1(B∗[2]⊕B[0])))⊕B[2]⊕ blockno = P,

SB−1(SR−1(MC−1(∆B∗[3]⊕∆B[1])))⊕B[3]⊕ blockno = Q.

Thus, the cipher key can easily be recovered from only one plaintext ciphertext pair by using
the computation above.
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3 Conclusion

In this note we have shown some observations on the internal block cipher of SHAMATA-
256. We found that the internal block cipher is very weak, which does not directly imply the
weakness of the hash function. Nevertheless, a prominent example is SHA-1 [5]. The internal
block cipher SHACAL-1 has been attacked successfully [3, 2] as well as the hash function
SHA-1 [6].
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