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Abstract

We give a generic methodology to unlinkably anonymize cryptographic schemes in bilinear
groups using the Boneh-Goh-Nissim cryptosystem and NIZK proofs in the line of Groth, Ostro-
vsky and Sahai. We illustrate our techniques by presenting the first instantiation of anonymous
proxy signatures, a recent primitive unifying the functionalities and strong security notions of
group and proxy signatures. To construct our scheme, we introduce various efficient N1ZK and
witness-indistinguishable proofs, and a relaxed version of simulation soundness.
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1 Introduction

One of the major concerns of modern cryptography is anonymity. Group signatures [CvHI1]| for
example allow members to sign on behalf of a group while remaining anonymous. Other concepts
to which anonymity is central are hierarchical group signatures [TWO05], identity escrow [KP98]
and anonymous credentials [Cha85], to mention only a few. The main issue of these concepts is to
demonstrate that a user is entitled to perform a respective task, while not revealing anything about
his identity. Zero-knowledge proofs provide the means to do so: prove something without leaking
any further information. In particular, non-interactive zero-knowledge (N1zK) proofs [BFMS88| have
enjoyed numerous applications to achieve anonymity.

Substantial progress has been made in recent years in making N1ZK proofs efficient and thus
applicable to practical schemes: Groth et al. [GOS06b] show how to efficiently non-interactively
prove that a BGN-ciphertext [BGNO5] (cf. Sect. 2) encrypts 0 or 1. Although conceived for purely
theoretical purposes, their techniques were used by Boyen and Waters [BW06] to construct compact
group signatures, which they improve in [BW07].

In a different line of research—which has been unified with the one based on BGN in [GS08]—,
Groth et al. [GOS06a] based NIZK proofs on a commitment scheme building on linear encryp-
tion [BBS04]. The latter is an extension of ElGamal encryption to bilinear groups® and is semanti-
cally secure under the decisional linear assumption (DLIN). Keys for GOS-commitments are basically
linear encryptions of either 0 or 1, while the encrypted value determines whether the resulting com-
mitments are perfectly hiding or perfectly binding. Since both types of keys are indistinguishable
by DLIN, they inherit a computational version of the other’s property from one another.

'The decisional Diffie-Hellman assumption (DDH), on which ElGamal relies, does not hold in symmetric bilinear
groups.



This scheme has given rise to a multitude of practical N1ZK proof systems (see e.g. the full
version of [Gro06] for an impressive demonstration of its power), practical implementations of fully
secure group signatures [Gro07] without random oracles [BR93], as well as the introduction of new
primitives such as non-interactive anonymous credentials in [BCKLOS|.

Our Contributions. All the above analyses required ad-hoc security proofs. When extending
anonymity to more complex protocols, the security proofs easily become too intricate—unless one
manages to provide a generic way to anonymize a large class of proofs. Such a generic anonymization
is our first contribution; in Sect. 3, we generalize the ideas of [BW06, BW07] to BGN-encrypt proofs
(and in particular signatures) and prove validity of the encrypted values, for the following category
of schemes: The relations checked by the verification algorithm are equations consisting exclusively
of products of pairings (as is the case for most signature schemes in bilinear groups such as Boneh-
Boyen'’s short signatures [BB04] or Waters’ scheme [Wat05]).

We give a methodology to construct proofs demonstrating that encrypted values satisfy certain
relations, and show that these proofs do not leak information on the plaintexts, nor relations about
the plaintexts—providing thus anonymity (unlinkability and untraceability). Moreover, given ci-
phertexts and a corresponding proof, then without knowledge of the plaintexts, one can re-encrypt
(or re-randomize) the ciphertexts and adapt the proof to the new encryptions. In particular, re-
randomizations of two sets of ciphertexts and proofs are indistinguishable. This yields a generic
method to anonymize schemes in an unlinkable way, such as group signatures (“full anonymity” of
the schemes in [BWO06] and [BW07] is an immediate consequence of our results), fair contract sign-
ing, or verifiable encryption, as shown in Sect. 3.2. Since we use encryption to achieve anonymity,
the decryption key provides a trapdoor to revoke anonymity in case of abuse.

In order to illustrate our methodology and to demonstrate its power, our second contribution
is the first concrete implementation of anonymous prory signatures in the standard model. This
primitive was recently introduced by Fuchsbauer and Pointcheval [FP08], who while giving practical
applications merely prove theoretical feasibility. It merges group signatures with proxy signatures
[MUO96], generalizing the strong security notions of both (in particular, [BMWO03, BSZ05] for
group signatures and [BPWO03] for proxy signatures). Proxy signatures allow consecutive delegation
of signing rights and publicly provide the chain of delegators with the signed document. Now
anonymity for this primitive means that the delegation chain remains hidden: While nobody knows
who actually signed, anyone can verify that the proxy signer was indeed entitled to do so. As usual,
traceability deters from misuse, by making anonymity revocable.

We slightly simplify the model from [FP08], in that we consider only one general opener (instead
of having each user choose his own) and anonymity against adversaries without opening oracles
(a.k.a. cpA-anonymity [BBS04]). Furthermore, we introduce a maximal number of possible dele-
gations. We emphasize that this variant still directly yields dynamic hierarchical group signatures
that satisfy non-frameability (while [BWO07] only consider the static and non-hierarchical case).

Before presenting our full scheme in Sect. 5, we mainly focus on constructing a (non-anonymous)
scheme for consecutive signature delegations (Sect. 4) to which our methodology can then readily be
applied. Its main building block is a signature scheme secure against existential forgeability under
chosen message attacks (EUF-CMA) [GMR88], capable of signing public keys for the scheme itself.
The security of the scheme relies on a new assumption presented in Sect. 4.3. The scheme uses a
zero-knowledge proof of knowledge [DP92], which we introduce in Sect. 4.2 and of which we give an
instantiation in Sect. 6. In order to achieve the strong security notions, we design the proof system
to satisfy weak simulation soundness, a relaxation of the concept introduced by Sahai [Sah99)].



2 Preliminaries

We briefly recapitulate the employed concepts from the literature. A bilinear group is a tuple
(n,G,Gr,e(-,-),g9) where G and G are two cyclic groups of order n and ¢ is a generator of G.
Furthermore, e(-,-) is a non-degenerate bilinear map G x G — Grp, i.e. VYV u,v € G Va,b € Z :
e(u®,v’) = e(u,v)® and e(g, g) is a generator of Gr.

The Subgroup Decision Assumption. Let the group order |G| = n = pq, where p, ¢ are prime.
The subgroup decision assumption (SD) states that no p.p.t. adversary not knowing the factorization
of n can with non-negligible probability distinguish a random element of G from a random element
of Gy, the subgroup of order q.

BGN-Encryption. The subgroup decision assumption implies semantic security of the encryption
scheme from [BGNO5]: The public key is the bilinear group (not revealing the factors of its order)
and an element h € G,. The secret key is ¢q. To encrypt a message m € {0,..., T}, with T < p,
choose r «— Z, and compute the ciphertext C' := ¢g"™h". Since h is of order ¢, we have C'? =
(g™h") = (g9)™, so m can be recovered by computing log,, C? = m.

The Decisional Linear Assumption. Let (p, G,Gr,e) be a bilinear group; let f,h,g be gen-
erators of G. We call a triple (c1,co,c3) € G? linear w.r.t. to the basis (f,h,g) iff c; = f7, c2 =
h®, c¢3 = g"** for some 1, s € Zy. The decisional linear assumption states that no p.p.t. adversary
can distinguish random linear triples w.r.t. a random basis from random triples; that is, given
(9,9% 9¥,9"", g¥%) for random z,y,r,s, it is hard to distinguish ¢"™* from a uniformly random
element in G.

Linear Encryption. [BBS04] introduced an encryption scheme whose security relies on the above

assumption: Choose a secret key (z,y) « (Z;k))2 and publish pk := (f = ¢*,h := ¢¥,g9). To

encrypt a message m € G, choose r, s < Z, and compute Enc(pk,m; (r,s)) := (", h*, mg"**). Any
e

ciphertext (u,v,w) can then be decrypted by computing u~ oV w = g " 5mg" T = m.

GOS-Commitments. Based on linear encryption, [GOS06a] gave the following homomorphic
commitment scheme: The commitment key is a public key for linear encryption and a triple (u, v, w)
which is an encryption of either 1 or the group generator (i.e., (™, h*v, g"++5v) or (f«, hSv, grutsvtl)
for random 7y, s, € Zj). The first leads to a perfectly hiding key, while the latter constitutes a per-
fectly binding key. Now, Com((f, h, g, u,v,w),m; (r,8)) := (u™ f", v™h*, w™g" %) is a commitment
to m € Z, for random r, s.

3 The Leak-Tightness Lemma

In [BWO07], Boyen and Waters use the following strategy to construct efficient group signatures
without random oracles: First, they construct two-level hierarchical signatures (i.e., certified sig-
natures) that satisfy unforgeability (“traceability”), such that signatures consist of group elements
only and can be verified by checking pairing product equations (cf. Lemma 1). They then convert
the scheme into a group signature scheme, ensuring anonymity by BGN-encrypting the signature
components and adding proofs for the plaintexts satisfying the verification equations. Considerable
effort is dedicated to showing that their specific proofs do not leak information on the plaintexts.

In fact, as shown by the following lemma, proofs of this kind generally do not leak any additional
information on the encrypted values. We first state the—somewhat technical—results and clarify
their relevance in the subsequent discussion.



Lemma 1 (Leak tightness). Let (n,G,Gr,e,g) be a bilinear group, for 1 < j < ¢, let aj,b; € G.
Let (X;), satisfy a pairing product equation E(a; b, that is

¢ 85, j i .
E(aj,bj)j (Xl, - ,Xm) : szle(ajHQIXi 7, 7ijZ‘ni1Xi€]’ ) =1 with (5]'72',6]'72' € Ln,.
1. Let H € G, (p;) € Z,™. For X; := X;H"", we have
305, V€
L e ILXP BILX) = e(H, Pe((X), (01)) (E)

with PE((Xi), (Pz)) = H ((ajHinj’i)Zsj,iPi(ijiXigj'i)Z S5,ipi f (3205,5p:) (32 Ej,ipi)).

J
2. Giwen (X;) and (X!) both satisfying E, and (p;), (p}), s.t. for all i, X;HP* = X!H?:, then
Pp((Xi), (pi)) = Pe((X)), (1))

3. Let |G| = pq, let aj,bj, X; € Gp; ¢j,d;,Y; € Gy for all i,j. If (X;) satisfy Ea;p,); and (Y;)
satisfy Ec; q,);, then (X;Y) satisfy Ea;c; b;d;)

J
4. Let furthermore H € G4 and 6 € N be such that & = 1 (mod p) and § = 0 (mod q). If

(Xi) € G satisfy Ea;c; p;a,), for some Pg, then (X?) satisfy Ea;b,);-

See Appendix C.1 for the proof. We give a brief description of the lemma’s content: Let (X;)
be group elements satisfying relation F; e.g., (X;) are the components of a digital signature and E
is the verification relation. Then, after BGN-encrypting (X;) to (X;), (1) states how to construct
the proof Pg that satisfies E.

Now (4) ensures that if (X;) satisfy E in G for some Pg, then their projections ()Zf ) into G,
satisfy E/ in Gy, a fact that is used to reduce a forgery in the “anonymized” scheme in G to a
forgery in the underlying scheme in G,, [BWO06] for example translate a forged group signature
to a forgery of a certified signature. If we have equations E(,; .y, in Gp and E(., 4,), in Gg, and
satisfying values (X;), (Y;), respectively, then their products satisfy equation E(q c; p,4;); in G due
to (3), which we will use in our simulations.

The main result is (2): Assume H € G, rather than in G,, which is indistinguishable by the
subgroup decision (SD) assumption. In this case the (X;) are perfectly random: Given “encryptions”
(X;), then for any potential plaintexts (X;), there exists randomness (p; = log (X;/X;)) leading
to ()Z'z) However, by (2) any such pair of plaintexts/randomness leads to the same proof Pg, thus
the proof leaks no more information on the plaintext than the ciphertext already does.

Remark 2 (“Unlinkably re-randomizing” randomized values). Consider (X;) satisfying E, but
with right-hand side e(H, P') instead of 1; again, let X; := X;H? for all i. Then (X;) satisfy E
with right-hand side e(H, P" - Pp((X;), (p;))-

So, given a proof P for randomized ()?Z) satisfying E, we can re-randomize the ( ~l~) using fresh
p; and adapt the proof by setting Pyew := P - Pp((X), (p})). If (X;), P) and ((Y;), P') both satisfy
E, then their re-randomizations are indistinguishable by sp and Lemma 1(2).



3.1 The Waters Signature Scheme
We review the scheme from [Wat05] to sign messages M = (M, ..., M,,) € {0,1}™.

Setup Choose a bilinear group (n,G,Gr,e,g). The parameters are go < G* and a vector @ :=
(ug,ut, ..., Upm) < G™FL. Choose a secret key x < Z,,, define the public key as X := g*.
For convenience, we define the following hash function F(M) := [T, ul.

Signing Choose r < Z, and define the signature as o := (g5 (voF(M))", g77).

Verification Signature o is accepted for message M if e(o1,g) e(ugF (M), 02) = e(ga, X).

Security Existential unforgeability under chosen message attack (EUF-CMA) follows from hardness
of the computational Diffie-Hellman assumption (CDH) in the underlying group.

3.2 Applying Lemma 1 to Construct Verifiable Encryption

To exemplify our techniques, we construct a verifiable encryption scheme [BGLS03], which we
only sketch due to space limitations. Suppose, we want to encrypt a signature and prove that
the plaintext satisfies the signature verification relation. This can be done thanks to Lemma 1,
if the verification procedure consists merely of verifying pairing product equations, as is the case
for Waters’ scheme. Moreover, if the signatures are EUF-CMA, then a similar property holds for
encryption/proof pairs: Even after querying such pairs for messages of his choice, no adversary can
come up with a valid pair for a new message.

We construct scheme £S for encrypted signatures: Given a plain signature in scheme S, in-
dependently BGN-encrypt all elements and add a proof Pg for each verification equation E, as
defined in Lemma 1(1). Indistinguishability of the hidden elements follows from the SD assumption
combined with (2): Replacing H € G4 by a random element from the entire group G is indis-
tinguishable by sD. Now the encryptions are perfectly random and the proofs do not reveal any
information either; every hypothesis (X;) on the plaintexts of (X;) leads to exactly the same proof.

Unforgeability of £S on the other hand is inherited from scheme S defined in subgroup G:
Lemma 1(3) allows us to simulate all oracle queries and (4) lets us transform a forgery in £S to
a forgery in S; more precisely: Given an adversary A against £S, we construct B against S as
follows: After receiving the parameters of S in G,, B produces parameters and the public key for a
twin scheme 7S in subgroup G, (knowing thus all secret information). Then B constructs scheme
ES with parameters in G which are just the ones from S multiplied with their counterparts in 7S.

Whenever A performs an oracle query, B separates all involved group elements (if any) into
their p-components (by raising them to the fth power as in (4)) and their g-components by raising
them to the power of 6,, with , = 0 (mod p) and §, =1 (mod ¢). The p-parts are submitted to
B’s own oracle, while the action on the ¢g-parts can be performed by B himself. The two results are
then combined to a solution in G by multiplying them. (3) guarantees that the product satisfies the
equations in group G, since both components satisfy the equations in their respective subgroups.
Finally, a forgery returned by A can be translated to one for S, again via (4).

To illustrate the power of our methodology, we give an instantiation of “anonymous proxy
signatures”. We first construct a (non-anonymous) delegation scheme whose verification relations
satisfy the requirements of Lemma 1. To instantiate the generic concept of such a scheme, the most
important tool is the following: an EUF-CMA-secure signature scheme, where the messages to be
signed are vectors of public keys of the scheme itself. This is the main difference to previous certified-
signature schemes (on which group signatures build), where the certification and the signature itself



are not based on the same mechanism, excluding thus consecutive delegation. In order to motivate
our proceeding we briefly review the notions from [FP08] in the next section.

3.3 Definition and Security of Anonymous Proxy Signatures

In an anonymous proxy signature scheme, there are the following protagonists: The issuer enrolls
users to make them traceable, the users who can delegate and sign on behalf of other users, and
the opener who can trace the hidden delegators and the signer from a signature in case of misuse.

The scheme consists of 7 algorithms: Setup produces the public parameters, the issuer’s secret
key and the opening key. Algorithm UKGen is run by the users in order to produce a key pair,
the public key of which is registered by the issuer running Enroll. Users can delegate their signing
rights by producing a warrant with Del—which also provides the possibility to re-delegate. Now
given a warrant, users can “proxy sign” messages running PSig, whereas the resulting signatures are
verifiable via PVer using the first (“original”) delegator’s public key only. Algorithm Open allows
the opener to reveal the delegators and the signer.

We overview the required security notions and refer to Appendix B for the rigorous definitions:

Anonymity. The experiment for anonymity is the following: Consider an adversary getting the
issuer’s key and who in a first phase returns an original delegator’s public key, two pairs consisting
of a warrant and a secret key, and a message. Now, flip a random bit and depending on the outcome
give the adversary a signature produced using either the first or the second warrant/secret-key pair.
Then as long as both warrants result from the same number of delegations and both lead to valid
signatures, the adversary cannot decide the value of the flipped bit.

Traceability. No adversary, after enrolling arbitrarily many users via an Enroll-oracle, can produce
a signature which cannot be opened. Thus, every valid signature can be traced to registered users.

Non-Frameability. No adversary, even when colluding with the issuer and the opener, can frame
honest users. More precisely, give the adversary all keys returned by Setup, and oracles to create
honest users and ask delegations and signatures of them—or adaptively corrupt them by asking
their secret key. Then the adversary is not able to produce a valid signature whose opening yields
an honest user for a delegation or a signing he has not been queried for.

4 A Consecutive Signature-Delegation Scheme

4.1 Overview

A Generic Construction. The issuer and each user create a key pair for an EUF-CMA-secure
signature scheme. To enroll a user, the issuer signs her public key, creating thus a certificate sent
to the user. If user U; wants to delegate Us, she sends her a signature on her own and Us’s
public key, called warrant. To re-delegate to Us, Us sends her her certificate certy, the warrant
warr] g received from Uj, and warr;_o_.3, a signature on (pk;, pky, pks), the user’s public keys.
Now to sign a message M on behalf of Uy, Us produces a signature o on (pk;, pky, pks, M). The
(non-anonymous) proxy signature is 3 := (warrj_.o, pky, certa, warr,_,o_.3, pks, certs, o).

Remark 3 (Delegating for specific tasks only). The scheme can easily be extended, so that delega-
tion of signing rights can be done for specific tasks only—as proposed by [FP08]— as follows: When
delegating, sign (pky, ..., pk;, task) rather than the public keys only; likewise for proxy signing. The



verification procedure takes the task tag as additional argument and the verification relations are
adapted respectively.

Instantiation. We instantiate the generic scheme by choosing Waters’ signature scheme (cf.
Sect. 3.1) as EUF-CMA-secure scheme, which supports the hierarchical nature of the messages to be
signed. Unfortunately, at the same time, this limits us to a fixed maximal number of delegations.

The messages in the Waters scheme are bit-strings, while we need to sign vectors of public keys
(i.e., group elements) for the scheme itself. We solve this shortcoming in the following way: Instead
of signing public keys, we sign the bits of the private keys—which the signer should obviously not
learn. We take thus advantage of the fact that Waters signatures can be computed and verified
without knowledge of the message if its hash value F' = F(M) = [[1", ufwi is given instead. On the
other hand, the assumption we introduce in Sect. 4.3 guarantees that the hash value hides enough
information about the secret key. In particular, it states that the public key and the secret key’s
hash look unrelated.

The private key’s hash value can be precomputed by its owner and then be signed directly by
the delegator. We define thus the following two functions?

FSig(z, F') := (g (aF)",g”") for random r « Z,
FVer(X, F, (01,02)) = 1 iff e(01,9) e(uF, 02) = e(g, X)

Now we need to add a Ni1ZK proof of consistency of the hash with the corresponding public key,
which we discuss in the next section. Anticipating, we note that the secret key must be extractable
from such a proof, so we can reduce unforgeability of delegations (i.e., non-frameability) of our
scheme to security of Waters signatures. We emphasize the fact that verifying the N1ZK proof must
exclusively consist of checking pairing product equations to be compatible with the Leak-Tightness
Lemma.

4.2 ZK Proof of Equality of Logarithm and Hash Preimage

As mentioned above, in order to prove consistency of a public key X = ¢® with its hash value
F = F(x), in Sect. 6 we construct a zero-knowledge proof system Ilx.,p for NP-relation

Rxer = {((X,F),z) | X =¢*,F = F(x)}

The language Lx._p defined by it is then indistinguishable from G? by the XF-assumption given
in the next section. We require IIx.,r to have the following properties:

— Verification of a proof consists of checking pairing product equations.

— The proof is a proof of knowledge at the same time, i.e., we can extract witness x. Further-
more, extraction must be efficient and consequently cannot rely on rewinding techniques.

— We can simulate proofs for any (possibility false) statements (¢*!, F(x2)) without knowledge
of (x1,22)

— Even after seeing a simulated proof of a random (not necessarily true) statement, no adversary
can produce a proof for a false statement; in addition, from every valid proof, the witness
can still be extracted. This property, defined below, is a relaxation of the standard notion of
simulation soundness where it is the adversary that chooses the statement to be simulated.

ZNote that FSig, FVer do not constitute a secure signature scheme on their own; a successful forgery must include
the message’s bits in order to be reducible to CDH.



Definition 4 (Weak Simulation Soundness). A N1zK proof of knowledge? IT = (K, P, V, Simy, Sima, Ext)
for NP-language L is weakly simulation sound if for every p.p.t. adversary A the following prob-
ability is negligible in the security parameter A:

PI'[(CI’S, tr, ek) — Slml(l)\)7 Y — L UZ) T Sim?(tra y)? (y*aﬂ-*) N A(CI'S, (ya W))v
w* — Ext(ek, (y*, 7)) : y* £y A (y*,w*) ¢ R AN V(ers,y*,7") = 1]
Weak simulation soundness (wss) is implied by the following strengthening of zero-knowledge,

where the adversary trying to distinguish between a real and a simulated proof is provided with an
extraction oracle.

Definition 5 (Extraction Zero Knowledge). A proof of knowledge IT = (K, P, V, Simy, Simg, Ext) is
extraction zero knowledge if for every p.p.t. adversary A = (A1, .As) we have:

| Pr[Exp%ﬁA(A) =1] — Pr [Expﬁfﬁ()\) =1] | = negl())
with  Expii 4 (V) Expfia(\)
(crs, ek) «— K(1*) (crs, ek, tr) « Sim; (1*)
(y,w,st) « Ai(crs : Ext(ek,-,-)) (y,w, st) « Aj(crs : Ext(ek,-,-))
7 «— P(crs, y, w) 7« Simgy(crs, tr, y)
b «— Ag(st,m : Ext(ek,-,-)) b «— Ag(st,m : Ext(ek,-,-))

Claim 6 (Ezk implies wss). Let L be a language which no p.p.t. adversary can decide with non-
negligible probability; let I1 be an extraction-zero-knowledge proof of knowledge for L. Then II is
weakly simulation sound.

Proof. Consider the following game:

GAME 0 (crs, ek) < K(1Y); (y,w) < Rg; m« P(ers, y,w); (y*,7) — Alers, (y,7));
w* «— Ext(ek, (y*,7")); return 1 iff y* #y A (y*,w*) ¢ Re A V(crs,y*,7%) =1

Soundness of IT implies that A can win Game 0 with at most negligible probability. Now define
Game 1 replacing K and P by Sim; and Sims, respectively. Games 0 and 1 are indistinguishable by
EZK, since a distinguisher can perfectly simulate the games because of its extraction oracle. Finally,
a distinguisher between Game 1 and the wss game would contradict the assumption on £ (neither
game uses the witness w). O

4.3 The XF-Assumption

The XF-assumption basically states that for someone seeing a public key X = ¢* without knowing
the secret key z, the hash F(z) of the latter looks random. We will utilize this when reducing
non-frameability of our delegation scheme to unforgeability of Waters signatures, where we will
have to produce hashes corresponding to unknown secret keys. Proof system Ilx..p allows us to
simulate the consistency proofs, but however, replacing an element of Lx..r by one outside the
language must be indistinguishable to guarantee simulation.

3K generates the common reference string crs, P produces proofs that are verified via V. Simulator Sim; produces
a crs, a trapdoor tr which allows Sims to simulate proofs, and an extraction key ek, used by Ext to extract the witness.



Moreover, having to simulate hash values for all delegation levels (cf. Sect. 4.4 for the details),
we will generalize our assumption: Given X = ¢*° and A hash values F; = F;(z;), for different
hash functions F;, it is hard to tell whether all x;’s are equal. Intuitively, the assumption states
that values F; do not reveal more information about z than X.

Definition 7 ((A, m)-XF-Assumption). Let A,m € N, (n,G,Gr, e, g) < G(1*) be a bilinear group,
let ((u”)gnzl)?zl € GM*™. We define the i*h hash of (z1,...,2,,) € {0,1}™:

Fi(x1, .o @) == H;nzl uzzj

We say the (A, m)—XF-Assumption holds for G if it is difficult to distinguish the NP-language

i A
Lxer = {(X,(F)L) e GM | Tz = (21,...,2) € {0,1}": X = g2oi2 1A/\,_1 F, = Fi(z)}
from GAT!, that is, for all p.p.t. adversaries A, the following function is negligible in \:

‘ Pr[(n,G,GT,e,g) — G(1); @ — GM ™. {0,1}™
A(n,G,Gr,e,g,1, ginQiil, [Ty - Huf\’z) = 1]
— Pr[(n,G, Gr,e,g) — G(1Y); @ — GN™ X, Fy,...,FA —G :
A(n,G,GT,e,g,U,X,Fl,...,FA) = 1] ‘

Note that the assumption satisfies Naor’s falsifiability criterion [Nao03]. We give some more
intuition on the assumption.

Comparison to DDH and DLIN. Consider the (1, m)-XF-Assumption in a group G with
2271 < |G| < 2%, and m = X\ — 1: Given (g,u1,. .., Up, X, F), decide whether there exist z; € S :=
0,1}, s.t. X = ¢g2%2" and F = [Ju?.

If we set m =1 and § = Zy», we end up with DDH—which is easy in bilinear groups; however,
case m =2, S =Ly (e, X = gﬂclﬂﬁﬂw2 A F= uy'us?) is implied by a variant of DLIN, where
r, s are randomly chosen from a smaller set S: An instance (Y = g%, Z = g*, R=¢¥",S = ¢**,T €
{g""%,¢'}) of DLIN with 7, s € S can be decided by running the XF-decider on (u1 = Y,uy = Z, X =
T, F=R- SQAM). Now, if we continue to increase m while at the same time reducing the set of
possible values for x;, we end up with the XF-Assumption.

Relation to the DL Problem with Auxiliary Information. Consider the problem of comput-
ing © = log X on input (X, F) € L, i.e., additionally to instance X, a hash value of the logarithm
is given. Suppose, there exists an algorithm A that on input (@, X, F') decides whether F' = []u;"
for x ;= log X. Then we can construct an algorithm B that given (X, F) € Lz computes z = log X:
For 1 < i < m, choose random u; and run A on (Ui = (UL U1, W Uit T e U), X F) If
x; = 0, then (X, F) € Ly,, whereas this is only the case with negligible probability if z; = 1. B can
thus extract = bit by bit.

4.4 Implementation of the Delegation Scheme DS
Based on the ideas from Sect. 4.1, we give implementations of the algorithms introduced in Sect. 3.3:

Setup(1*,A) () is the security parameter, while A — 1 is the maximum number of delegations)

— Choose a bilinear group gPar := (p, G,Gr, e, g) «— G(1*).



— Define m, the maximal length of messages to be signed, with m := X\ — 1.
— Choose Waters parameters to sign messages consisting of A - m bits:

sPar = (g, @, (i1, - - - Uim)q) < GA™T2

— For 1 <1i < A, choose crs;, a common reference string for IIx..p for parameters (u”)g’;l

The issuer chooses an issuing key ik := w < Z, and defines €2 := g*. The public parameters are
pp = (gPar, sPar, (crsi)?zl, Q)

UKGen(pp) Choose x «— Zgam and set X := g*. Define the public key pk := (X, (F;, Pi)f\:l), where
F; := F;(x), is the i*h hash (Definition 7) and P; := Px_p(crs;, (X, F}),z) is a proof for X
and F; containing the same x.

Enroll(pp, ik, pk) Parse pk as (X, (F;, P)L ).
(1) Check all proofs P;; if one is invalid, return L.

(2) cert; := FSig(w, F;) for 1 <i <A.
(3) Add (X, (F;, P;, cert;),) to UList and return (cert;),

The user defines his secret key as sk = (X, (F;, P;, cert;) ,, z).

Del(pp, ski, [warr_;], pk;, 1) Let the user holding sk; be the ith user in the delegation chain.

(1) Parse sk; as (X;, (F”,P”,Cert”)J 1»x;) and pk;q as (Xiy1, (F’i+17j,Pi+17j)f:1).
Parse warr_,; = ((X F“,P“,cert“,a])J 1 (X1 Fl'l,PZ-’J)),
in case i = 1, define warr_,; := (X1, F11,P11)
(2) If one of the proofs in warr_,; or pk;,; is invalid or if (X, Fz’l,Pi'ﬂ-) # (Xi, Fis, Pi)
return 1.
(3) Define g; < FSlg(a;,, F171 s Fi,i . Fi—i—l,i—l—l)-

Return warr—,;41 ‘= warr—; || (certi,i, aj, (Xi—l-l, Fi+1,z’+17 F’i—l—l,i—l—l))'

PSig(pp, ski, warr_y, M) Let sky = (X, (Fgj, Pr,j, certy ;) 1, x1);
let warr_y, = ((X;, Fj, Py, certy j, o) =1, (X[, F 1, P,))-

(1) If one of the proofs in warr_y, is invalid or if (X, Fy 1., Py 1) # (X, Fio ks Prok)
return L

(2) Define O = FSig({L‘k,FLl s F]ﬁk . f/\(M))
(3) The proxy signature is ¥ := (01, (Xi, Fi4, Py, cert; , Ji)fzz)
PVer(pp, pk, M, %) Let pk = (X1, Fi,1, P11, ...), let & = (01, (X, Fyi, Py, certig, 07)F ). Return 0
if any of the following returns 0, otherwise return 1.
(1) Vxor(ersi, (Xi, Fig), Pig), for 1 <i <k,
(2) FVer(Q, Fj ;, cert;;), for 2 <i <k,
(3) FVer(Xi,Fl,l cee Fi+1,i+1,0'i), forl1 <i< k‘,
FVer(Xk, F1,1 s Fk,k . fA(M), O‘k).
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Open(pp, pk, M, %, UList) If ¥ is valid, parse it as (01,(Xi,Fi,i,Pm,certi7i,a,~)f:2). If for all 1,
X; € UList, return (Xo, ..., Xy), otherwise return L.

Claim 8. Scheme DS is non-frameable

We give an overview of the proof and refer to Appendix C.3 for the rigorous proof. Our strategy
is to reduce a “framing” proxy signature to a forgery of a Waters signature: An EUF-CMA adversary
B against Waters’ scheme receives public key X from its environment and sets out to simulate the
non-frameability game for adversary A against DS, while setting X as the public key of a random
honest user U*. Now to do so, it must simulate the hash values (F;) corresponding to X. We
define thus a sequence of indistinguishable games: The first game is the original non-frameability
game. In the next one, we simulate the ZK-proofs (F;) in the public key of U*. In the third game,
relying on the XF assumption, we substitute the (F;) by random values. Now the last game can be
simulated by B, given the fact that the signatures required to answer Del and PSig queries can be
forwarded to B’s own signing oracle. If 4 wins the non-frameability game by framing U*, then the
signature output by A contains a Waters forgery.

However, to win the EUF-CMA game, B is required to return the bits of the message rather
than its hash value—in fact, B’s oracle queries also require bits. This is why we need Ilx.r to
be an extractable proof system; moreover, extraction must be possible even after having simulated
proofs—which is the reason for IIx. . to be weakly simulation sound.

Claim 9. Scheme DS is traceable

Proof. The claim follows by a reduction to unforgeability of the Waters signature scheme for mes-
sages of length A - m using the following fact:

Let 0° denote a string of i - m zeroes. Then for any i*, a signature on (0% ~! ||z ||0A~%")

w.r.t. parameters ((u”);”zl)i\:l is a signature on z w.r.t. parameters (u;» ;);_;.

The simulator sets € to the public key it is challenged on and deals with Enroll(X, (F;, P;)) queries
the in following way:

— If one of the P, is invalid, return L, otherwise extract x from one of them.
— To produce cert;, query a signature on the message (0°~! ||z || 02%).

Finally, open the signature returned by the adversary to Xs,..., X;. If for some i, X; ¢ UList,
return cert; from the signature, together with the extracted bits. O

5 The Anonymous Delegation Scheme

Now using the techniques discussed in Sect. 3, we can convert the scheme DS from the last section
into an anonymous proxy signature scheme APS. We give the necessary modifications to DS:

Setup(1*,A) Choose a bilinear group of composite order (p,q,G,Gr,e,g) «— G.(1*) and define
gPar := (n = pq,G,Gr,e,g). Add H — Gy, a subgroup element for BGN-encryptions, to pp
and additionally output the opening key ok := q.

Enroll(pp, ik, (X,...)) The issuer accepts the request only if X? # (X')? for all X’ € UList—
otherwise the set of possible ciphertexts of X and X’ would be equal, making correct tracing
impossible.

11



PSig(pp, sk, warr_, M) After producing ¥ := (01,(Xi,Fi,Z-,Pm‘,certivi,ai)fﬂ), BGN-encrypt all
elements of ¥ using H and add one proof 7 (cf. Lemma 1) per pairing product equation to
be satisfied in PVer. The blinded signature is ¥ := (51, (Xi, Fi4, Py i, cert j, 51‘)?:27 (m))

PVer(pp, pk, M, f]) instead of verifying the pairing product equations directly, verify the proofs (7;)
on the encrypted values.

Open(pp, ok, M, %, UList) If  passes verification, do the following for 2 < i < A: if )Zlq = (X")?
for some X' € UList, then set X; := X', otherwise return L. Finally, return (X, ..., Xg).

Anonymity. Consider two “plain” proxy signatures 3; and Yo that are both valid under the
same public key and result from the same number of delegations (and consequently contain the
same number of group elements). If we blind both signatures, then they are indistinguishable: The
ciphertexts are indistinguishable by a hybrid argument on semantic security of BGN and the added
(m;) do not leak any information on the cleartexts by Lemma 1(2). As a consequence, APS satisfies
anonymity as defined in Sect. 3.3.

Traceability and Non-Frameability. Traceability as well as non-frameability follow by a reduc-
tion to the respective notions for DS in the subgroup G,. Given an adversary A against APS, we
construct B against DS: After receiving pppg, B constructs pp 4ps by first creating parameters
pp, ik for a new instance of DS in group G, and then multiplying all parameters from pppg with
the new ones, resulting thus in correctly distributed parameters in G, e.g., g € pp and ¢’ € pp/
yield g := g¢’ € G. Finally, B adds H € G, to ppyps. A’s oracle queries are dealt with in the
following way:

PK queries Run the PK oracle for DS to get pk := (X, (F;, P;)), then choose a secret key
«' € {0,1}™ and compute X' := (¢')* and F! := H(u;])% for 1 < i < A, as well as
the corresponding proofs w.r.t. parameters pp’. Let the result be pk’ and define (X, (F;, P;))
by multiplying all components of pk with the respective ones of pK.

First, note that due to Lemma 1(3), all proofs P; satisfy all pairing product equations of
Vxor. Second, (X, (F;)) is indistinguishable from a correctly computed one by the XF-
Assumption.?

Enroll, Del, PSig queries Answering these queries basically consists of simulating FSig(y, F} - - - Fi)
for some y, Fi,...,Fy. Define 0,,0, such that 6, =, 1, 6, =, 0, 0, =, 0, 0, =, 1. If
F = 17, (wuh)¥, then F% = [[u{" € G, and F% = [[(u})* € G,. Now, B submits
Fy% ... F,% to its own oracle to get o and—knowing all secret keys for the g-components—
computes o’ in G4 on his own. Finally, B returns @ = o-¢’ which is a valid signature according

to Lemma 1(3).

When A eventually returns (pk, M, ¥), B “translates” the result back to G, by raising everything
to the power of 6, and outputs it. It follows from Lemma 1(4) that B’s output passes verification.
If A wins its game then so does B:

Traceability If A wins the game, then for some 1, X J 2 (X") for all X’ € UList aps, which implies
Xfp # (X")% for all X’. On the other hand we have UListps = {X% | X € UListps}.
Together, this implies )?19 " ¢ UListps, the condition for A winning the game.

*An element (g%, (F;(z))) € Lg is indistinguishable from a random element in G**' by the XF-Assumption in G.
Now the latter is indistinguishable from elements (g”(g')*1, (Fi(z)F] (b)) in L, - G4 by the XF-Assumption in
Gy, whereas the one in G, guarantees indistinguishability of Lg, - Gf]\“ from Lg, - Lg,.
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Non-frameability Analogously: A wins the game if in the returned signature, there is one delega-
tion step it has not queried. Since we compare “openings” of the signature and the warrants,
the argument works as for traceability.

6 The Proof of Equality of Exponent and Hash Preimage

In order to construct Ilx..w, as introduced in Sect. 4.2, we will use the following proof systems,
detailed in Appendix A.

ITI;1, A perfect wi (witness indistinguishable) proof system similar to the one from [GOS06a]: Given
two triples, prove that at least one of them is linear. We generalize their method, so linearity
holds with respect to different bases.

IIy,eq From IIjy, we directly derive a proof of the following: Given a GOS-commitment to = and a
linear encryption to ¢*', prove that z,z’ € {0,1} and = = 2.

II.x Given a vector of GOs-commitments to bits (¢;)"; and X € G, Il.x is a N1zK proof for the
committed values being the bits of log X.

II.r Given a vector of commitments to bits (¢;)/”, and F' € G, Ilcr is a NIZK proof for the
committed values being a Waters-hash preimage of F), i.e., if ¢; commits to z; for all ¢, then
F=F(x1,...,2m).

[Ig Given (pk,pk,d,d’, ck,c,v), llg is a WI proof for either d and d’ being linear encryptions of
the same message under pk, pkK, resp., or ¢ being a commitment to v under ck.

Furthermore, we will use a one-time signature scheme Syts = (KGenggs, Sigois, Verots) (cf. [Gro06] for
an implementation). All verification procedures of the above systems consist exclusively of checking
pairing product equations. Before going into details, we give an overview of our construction:

Let (X, F),z) € Rxer, i.e., X = ¢* and F = F(z). Aiming for an extractable proof, we first
produce vectors of commitments cx and ¢z to the bits of x and prove consistency with X and F
via Il.x and Il.p, resp. The proofs can be simulated by replacing the commitment keys for cx and
cr by perfectly hiding keys. However, to achieve extraction-zero knowledge (EzK)—and thus weak
simulation soundness—, we must extract from proofs queried to the oracle, even after replacing the
CRs by a simulated one. We thus add linear encryptions d; and d under public keys pk’, pk” of
the bits in (cx;) and (cp;), resp., and prove that we did so via IIj, oq. At the same time this proves
that cx;, cp; are commitments to bits and that d’,d! are encryptions of either ¢g° or g'.

The latter enables us to ensure equality of the plaintexts in d; and d for all ¢ at once, by
proving d'p := H(alg)Q%1 and d, := H(dg’)%1 decrypt to the same plaintext. However, this proof
must contain some kind of trapdoor, because in the proof of EZK, d} and d] might contain different
plaintexts. To do so, we use Groth’s trick to achieve RCA-secure encryptions in [Gro06]:

Add a commitment c¢g under key ckg of a signature verification key vkg to the CRS of IIx p
and require the prover to choose a one-time signature key pair (vk,sk), and to add vk and a
signature on (X, F) to the proof. The proof for d and d" being consistent is a IIg proof of
(pK,pkK’,d',d", ckg,cq, vk). Now we can (one-time) simulate proofs by choosing vk := vkg and
using the corresponding signing key which is unknown to the adversary.

6.1 The Proof System HX<—>F = (KX<—>F, PX<—>F7 VX<—>F, SimXHF, EXtX(_)F)

Reference String Generation Kx r(p,G,Gr,e, g, @)
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— choose ¢a¢,§i,§§, i,’ é’,ra,sb,rv, Sw, TG < Zp
— (vkg, skg) « KGenos(17); ckg «— KGencom,bmding(l)‘); cg — Com(ckg, vkg; ra)
— sy — Kg(1Y)

—  define f=g° h:=g¥ 2= glratsetD™ g = fre b:= h®
=24 B = 2% =28 B = 28
—1
for1<i<m f;:= uf h; = uf’ Z; = ugrﬁs“’ﬂ) v =t w; = ui”

- CkX = (fa ha Z’avb’g)v CkFi = (fi?h”iazi7vi7wi7ui)7 pk’ = (flvhlvz)a pk” = (fﬂah”?'z)'
crsg = (cka, ca, crs)

Crs 1= (CkX,C_j(F,pk/’pk//?CI',Sg) tr:= (Qb,w,ra,Sb,T‘v,Sw,VkG,SkG,TG) ek := (Eiagéa ilv é/)
Proof Px.p(crs, (X,F),z) — foralll <i<m do: choose rx;, Sx;, "Fi, SFi,Th, iy vl 8] — Ly
cxi = Com(ckx,xi; rxi,5x;)  cri := Com(ckpy, Ti; TFi, SFi)
d; := Enc(pK, g"*; 7}, %) = ijeq((ckx,pk’), (exiydl), (rxi, Sxi,Ths s;))

d;, = Enc(pk”? gzla 7"2/7 5’/1:/) 7T1,j/ = Pb,eq((CkFia pkﬂ)a (CFZ'a d;,)v (TFiv SFi, 7"2/7 S;,))
- X = PCX(Can (Xa EX)a (xaFXa §X))
- TF = PCF (CkFa (F> EF)a (:Ev FF, §F))
- (Vkv Sk) — KOtS(l/\); o= Sigots(Ska (Xv F))
— dp =TI v = 2 s = Ys2ih

dh = TP o= a2y oy oo 32!
— 7q = Pg (crs’ . (pK, pK',dp, d}, cka, ca, vk), (X, 15, s};,r}’),s’l’g)) (®)

The proof for (X, F) is m := (7x,éx, 7@, d ,7q,d", 7", ¢r,7p, vk, o)

Verification Vx.p(crs, (X, F),n) To verify a proof, verify o on (X, F') under vk and verify the
proofs mx,mp, 7 and 7, 7} for all 1 <i < m.

Extraction Extx.p(ek, (X, F),w) Let ek := (¢,¢"), 7 := (WX,E'X,ﬁ’,J,Wg,J;’,ﬁ”,EF,WF, vk, o)
If 7 is valid, extract bits x; using either & on d; or £” on d for all i.

Simulation Simx.r; works as Kx.r except for outputting tr and replacing ckx and all ckp; by

_ —1
perfectly hiding commitment keys by setting z := g(re+tse) " and Zi = uz(»r”s“’)

Simxor2 — replace cx; and cp; by commitments to 0, d}, d} by encryptions of ¢°.
— 7mx = Simex ((&, ¥, 7a,7p), (X, Cx)), ) := Simpeq((ckx, PK, 74, 5p), (cxi, df), (rxi, 5x;))
— g 1= Simep((¢, ¥, 1y, Sw), (F, Cr)), ) = Simpeq((ckpi, DK, 70, 5w), (cris dY), (TRi, sF;))
— (vk,sk) := (vkg,skg), o :=Sigys(ska, (X, F)),

76 = Pg(crsg, (pK, k", T1(d)* " T1(d))* ", cka, ca, vke), (vka, ra))

951'21'71

®Due to the homomorphic property of linear encryption, d; = Enc(x;; r}, s;) implies dp» = Enc([] g i T, 8p).
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Soundness / Extraction. Let m be a valid proof for (X, F'). First of all, soundness of 7, guarantees
that if cx; is a commitment to x}, then 2} € {0,1} and furthermore d} encrypts gxg. Now 7mx ensures
that X = ¢g>%2"". An analogous argument applied to 7/ and 7p yields that if cp; commits to

2/, then d” encrypts ¢% , with 27 € {0,1}, and F = F(«},..., ). Since the commitment c¢

is computationally hiding, it is only with negligible probability that vk is the committed value.
Soundness of 7 ensures thus that the values encrypted in ]_[(alg)yi1 and [[(a/ )27 are the same,
fe., g2 = gX @27 which, given the fact that x), x! € {0,1}, means z, = 2/ for all . Thus,
(X, F) € Lxr and the bits extracted by Ext are the bits of the witness.

Extraction Zero Knowledge.
Theorem 10. Ilx..r is an extraction-zero-knowledge proof of knowledge and language membership.

See Appendix C.2 for a proof sketch.
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A Tools

We give the proof systems introduced in Sect. 6.

A.1 Ilip, a Perfectly WI Proof of Linearity of One of Two Triples w.r.t. Different
Bases

[GOS06a] give a witness indistinguishable (wW1) proof for one of two tuples being linear. We extend their
ideas to construct a proof system where linearity holds w.r.t. different bases.

Let (n,G,Gr,e) be a bilinear group, f,h, g, f,h,g be generators. Given two triples ¢ = (c1, ¢, c3) and
¢ = (é1,¢2,¢3), we prove that either c is linear w.r.t. (f,h,g) or ¢ is linear w.r.t. (f,h,g).
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Proof. In case ¢ = (f7,h*,g""*), let 7,5 := 0, in case ¢ = (f7,h®,§"+%), let 7,5 := 0. Define

T11 = Ci‘ftll T2 = Cifh2 7?11 = 571“f—h1 7_'('12 = Egh_tm 7_1'13 = égg—tu—tu
o1 = Cght21 oo 1= Czht22 o1 i= Eif_tm Tog 1= E;h_t22 T3 1= Egg_tﬂ_tn
Mgy 1= CTgt11+t21 a9 1= ngt12+t22

for random tll; tlg, tgl, t22.
Verification. Check the following relations:

B(f, 7_1'11)6(71'11, f_) = 6(61, 51) E(f, 7_'('12)6(71'12, iL) = 6(01752) e(f, 77'13)6(71'1171’12,?]) = 6(61, 53)
e(h,ﬁgl)e(ﬁgl, f) = 6(62,51) e(h,ﬁ'gg)e(ﬂ'gg, 7?,) = 6(02,52) e(h,ﬁ'gg)e(ﬂ'glﬂ'gg,g) = 6(62, 53)

e(g, T117a1)e(ms1, f) = e(es,e1)  e(g, T12oz)e(maa, h) = e(cs,¢2)  e(g, T137a3)e(ms1732, §) = e(cs, C3)

Perfect Completeness. We content ourselves to show satisfaction of the relations “in the corner”, for the
rest works analogously. Note that the last equality in each line follows from the fact that either r,s = 0 or
7,5=0

e(f,m)e(min, ) = e(f,é))e(f, f~")e(cr, Pe(f™*, f) = e(f", er)e(cr, [7) = e(cr, 1)

e(f, ms)e(mma, g) = e(f,&)e(f, g1 12)e(TT°, gle(f11 12, g) = e(f, 53) (c1,977°) = e(er, )
(9, 11721 )e(mar, f) = e(g, & %)elg, f-H1 720 )e(cs, fle(g"™ ™2, f) = e(g™t*, é1)e(cs, f7) = e(cs, 1)
( 9)

e(g, T13723)e(ma1ms2, §) = e(g, &5 *)e(g, g~ 12 22)e(ch T gle(gt TR T2 ) = e(cs, E3)

Perfect Soundness. Define

v = logf c1 Y1 = logfé1 myj = logf T4 mi1 = logfﬁ'il
Yo 1= logh Co Vo 1= logﬁ Co Mmaj 1= logh T2, Mo 1= log,; T2
Y3 = IOgg C3 ’73 = logg C3 ms; 1= logg 35 mi3 1= logg i3

Then e(f, f)m1+m™ = e(f, 711)e(m11, f) = e(er, &) = e(f, £)17, thus my1+my; = y171. For all verification
relations we get thus:

mi1 +mi1 =71n mi2 +Mi2 = Y172 mi3 + mi1 + mi2 = 1173
Ma1 + Ma1 = Y271 Ma2 + Mag = Y272 Mag + Ma1 + Moz = Y273
mi1 + ma21 +m31 = 137 M1z + Mo + M3z = Y372 mi13 + ma3 +mgz1 + mga = Y373

Now, these relations imply that either v3 = 1 4+ 72 or 43 = 71 + 72, since

M+ =13 +% —F) = NN +7% —7T + e F Y — 27 — V3T — V3V + 373

= M1 + M1z — M1z + Mo1 + Moz — Moz — (M1 + Ma1) — (Ma2 + Ma2) + M3+ maeg = 0

Perfect Witness-Indistinguishability. Suppose, both ¢ and ¢ are linear (otherwise, there is only one
witness and we’re done). Let m;; be proofs formed with witness (r,s) (and 7 = 5 = 0) and randomness ;;,
and let 7;; be proofs formed via witness (7, 5) and the following (equally distributed) randomness:

t/ll = tll —rr t/12 = t12 —7rs

t/21 = 1t91 — ST t/22 = t99 — 8§
Then we get (we dispense with the cases mg;, To; as they work analogously to 7y, 71;)

T = ft11 — f””"t/ll =711 Mo = ftl? = f’"§+t/12 = T2 T = ffr—tll — fT_t/ll = ﬁ—’u
Fro= frte = e = gl gy = gttt o gty — g

_ tiidtor _  rith st _  tiodtos _  rEHth,sEtth,
7731—9 _g 11 21 _71-31 7-‘-32_9 _g 12 22 —7T32

17



A.2 Ilpeq, Proof for a Commitment and a Ciphertext Containing the Same Bit

Using the w1 proofs of the previous section, we can easily give a proof of the following: Given ¢ =
Com(ck,z; r,s) and d = Enc(pk,¢*; r',s’), with ck = (v,w,u, f,h,2z) and pk = (f',}/,2"), prove that
x=a"and z € {0,1}.

Pb.eq (crs, (¢,d), (x, 70, S0,71, 81)) := (71, m2) with

— m =P ((f, b,z [0, 2), (1, e2,¢3), (d1, d2,d3g™)), (12, 54))
- T2 = PlL((f7 h’v 2, f/7 hla Z,)7 ((Clv_la ng_l, CSU_l)a (dh d27 d3))7 (7'171, slf:n))
Now depending on whether ck is binding or hiding, we get either soundness or simulation:

1 1

ck binding Suppose both proofs pass verification. (1) if ¢ is linear, (c;v ™!, cow™?, cgu™!) is non-linear, so
by 7o, d must be linear; c is thus a commitment to 0, and d an encryption of ¢g°. (2) if on the other
hand (dy,ds,d3g™?) is linear, d is not, thus (c;v™!, cow™!, cgu™1) is linear, again by m; thus, c is a
commitment to 1, and d an encryption of g'.

ck hiding Now if the commitment key is perfectly hiding and given 7, s,, such that v = f™ w = h®»,
the proof can be simulated given the randomness in ¢ only: let ¢ be a commitment to 0 using (r, s),
then Simp,eq ((crs, 70, Sw), (¢, d), (To, 50)) := (w1, m2) where 71 is constructed using (r,s) and 7y using
(r—ry,8 — Su)-

A.3 Il.x, Proof for Commitments to the Bits of a Logarithm

Let (n,G,Gr,e(+,-),g) be a bilinear group, let (a,b, g) be a binding commitment key for base (f, h,e). Let
X = g%, (¢;)" be commitments to x; € {0,1}. We prove that x = > 2,;2°.

CRS generation choose (n,G,Gr,e(-,-),g9) <« G(A*); f,h — G*; 14,8y «— Zp; a := fro, b= h*, e 1=
g(rats+D 7" Define ck := (f,h,e,a,b,g); return crs := (n,G,Gr,e(, ), ck).

Proof The witnesses are (mi,ri,si)ﬁgl 8.t. ¢; = Com(ck, z;; 74, 8;); let @ := > ;2¢. The proof is (A, B, L)
with A :=a®, B:=b%, L :=eX"i2",

Verification given crs = (n,G, Gy, e(+,+),a,b, g, f, h,e), statement (X, (¢;)) and proof (A, B, L)

— check e(A4, g) L e(a, X) and e(B, g) L e(b, X) (V1)
~ check e(A™! Hcff,e) z e(f,L) and e(B_lnci?Qi,e) Z e(h, X tL71! Hcﬁ;) (V2)

Completeness (V1): trivial.

(V2):  e(A'Ief,€) = e(a™aXm2 f2r® o) = (f272 ¢) = e(f, L)
e(Bill_[cszQ,e) = e(b’zbzmi?hz Sizi,e) =e(h,ex®?") =
=e(h,g "e” E’“'ﬂigzxﬂiezm“‘si)?i) = e(h7X_1L_1Hcii3)

Soundness Let z = log, X and (A, B, L) a proof that passes verification. From (V1) we have A = a® and
B =b". Let ¢; = Com(ay; 74, 8;); define o = > ;2" and consider (V3). From

e(f, L) — e(A—1HCi721i76) — e(a—a:az aiQifZ ”21.,6) _ e(fra(a—w)-‘rz 'riQ‘i’e)
we get L = e"e(@—2)+2 ri2! Analogously we have

e(BIe €)= e(bbE o2 hE 52 o) = e(pov(o-n+ T o) M)
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and on the other hand (let g = et),
€(h7X_1L_1HCi723i) — e(huqfa:efra(afa:)fz ri2igaez(ri+si)2i) _ e(h, et(afa:)fra(afa:)jtz si2i) (2)

Since by (V3), the leftmost terms in (1) and (2) are equivalent, considering the exponents, we get
(ra + sp — t)(a — ) = 0, thus o = x, otherwise (a, b, g) were not a binding commitment key.

Zero Knowledge - simulated CRS: choose ¢,1,7,4,s, < Z, and define f := g%, h := g%, a := fo,
b:=h%, e := g(““b)_l. The trapdoor is tr := (¢, ¥, r,, sp). Since (a,b, g) in the simulated CRS is
linear w.r.t (f, h,e), while in the real one it is not, they are indistinguishable by the decisional linear
assumption.

— simulated proof: given X, (¢;); let z :=log, X be unknown.

— define A := X"« and B := X¥*». (perfect simulations since a = g®"+, b = g¥*».)
f ro4sp) "t
_ deﬁne L = (HCZ?1¢ lX_ra)( ot b) )

To see that The simulation is perfect, let 7;,s; s.t. ¢;1 = f", ¢; 2 = h%. Setting 7; := r; — rox; and
§; = s; — Spx;, we have ¢; = (f""azi“l"r'i7hsbmi+5i,e(Ta+5b)mi+ri+3i) — (awi‘f""i,bzi h5i7ga3ieri+5i) and

i

- - 4sp) L i\ - - i -
L — (ch?l(b 1X_ra)(7a+ b) — (fETiQ )¢ I(Ta"l‘sb) 1(9211'2 )_T'a(Ta"er) 1 _

leiZ e_TaZwiQ _ eE(m—raxiﬂ _ leﬂ

Remark 11. Proof system Il.x can be used to construct a proof of knowledge of logarithm: given statement

X and witness x = ZZBI 2;2% s.t. X = ¢*, produce a crs for I.x. Next, for all 0 < i < m, define ¢; :=

Com(crs, x;; i, s;) and prove that the committed values are in {0, 1} via P11,(.. ., (¢;, (c;ia™t, ciob™t, cizg™1)), - . ..

Finally, run P.x(crs, (X, (¢;)), . ..). Now from each ¢;, we can extract the committed bit using extraction key
(log, f,log, h).

A.4 Il.p, Proof for Commitments to the Bits of a Hash Preimage

Let (n, G, Gr, e, g) be a bilinear group, let (u;)™; be a basis for the W-signature scheme, (v;, w;, u;, fi, hi, 2:)74
be a special binding commitment keys as constructed below. Given a hash value F' and commitments (¢;),
to z; € {0,1}, we show that the ¢; are commitments to the bits of a preimage of F'.

Common Reference String given (n,G,Gr,e) and (u;)™; € G*. Choose ¢, 1,7y, Sy < Z, and define

. Fs41) 71
for1 <i<m: f;:= uf, hi = u;/’, v = Y, wy = hiv,z = ugr‘+q“+)

string is crs := (n, G, Gr, e, (ck;)™ ) with ck; == (fi, hs, 25, Vi, Wi, ;).

. The common reference

Proof let the witness be x1,..., 2z, € {0,1}, s.t. F = F(x1,...2,) and (14, 8;), the randomness used for
¢ (ie., ¢; = Com(ck;,x;; (ri,8;))). The proof is m# = (V,W, Z) with V := [[of*, W = [[w]" and
Z =11=".

Verification given crs, statement (F, (¢;)) and proof (V, W, Z), return 1 if the following hold
- e(V,uq) < e(F,v1) and e(W, uq) < e(F,wy) (V1)
— e(V ' i1, 21) = e(f1,Z) and e(W]es2,21) = e(hy, F~1Z7 [ es.5) (V2)

Simulation - simulated CRS: As the real CRS, except that z; := ugr“ﬁwrl.
- Totsw) "
— simulated proof: given F, (¢;), define V := F™ W := F"™ and Z := (Hcifbl IF*”)( vtow)

Note that Ilex is a special case of Ilep, setting u; := g2, since F(z) = [Tuf* =g= @27 = X,
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A.5 Ilg, Groth’s WI Proof of Two Encryptions Having the Same Plaintext or
a Commitment Containing a Specific Value

Due to limited space we will use the following WI proof as a black box (cf. the full version of [Gro06] for
an implementation that respects the pairing-product-equation paradigm): Given two encryptions d,d’ under
public keys for linear encryption pk, pk’, resp., a commitment ¢ under commitment key ck, and v, a vector
of group elements. Then Ilg enables to give a WI proof for “either d and d’ contain the same plaintext or ¢
is a commitment to v”.

The statement (pk,pk’,d,d’,ck,c,v) can be proven using either witness (m,r,7’) s.t. d = Enc(pk, m; r)
and d’ = Enc(pk,m; r') or witness (v,7) s.t. ¢ = Com(ck,v; 7).

B Security Definitions for Anonymous Proxy Signatures

Expig" (A, A)
(pp, ik, ok) «— Setup(1*, A)
(st, pk, (sk°, wart®), (sk*, warr'), M) «— A (pp, ik)
forc=0..1
3¢ «— PSig(pp, sk®, warr®, M)
if PVer(pp, pk, M, %°) = 0, return 0
(pk3, .. ., pky,_) < Open(pp, ok, M, %)
if ko # k1, return 0
d «— As(st, X)

return d

Exppg (A A)
(pp, ik, ok) «— Setup(1*, A)
(pk, M, %) — A(pp, ok : Enroll)
if PVer(pp, pk, M,X) = 1 and Open(pp, ok, M,¥) = L return 1

return 0

Expisic(A, A)

(pp, ik, ok) « Setup(1*,A); HU := ()

(pky, M, %) — A(pp, ik, ok : PK,SK, Del, PSig)

if PVer(pp, pk, M,X) = 0 or Open(pp, ok, M, %) = L, return 0

let (pk,,. .., pk;) = Open(pp, ok, M, X))

if for some 1 < ¢ < k, pk; € HU and no query Del(pk;, warr, pk, ;)
with Open(warr) = (pky, ..., pk;), return 1

if pk, € HU and no query PSig(pk,, warr, M)
with Open(warr) = (pky,...,pk), return 1

return 0

Figure 1: Experiments for anonymity, traceability and non-frameability

We review the slightly adapted security notions from [FP08]. In particular, we do not consider delegation
for specific tasks (although this can be easily included in our scheme, cf. Remark 3), we content ourselves to
having only one general opener and our version of anonymity is CPA rather than CCA-2 as in their model.
Traceability and non-frameability are defined as any adversary being able to win games Exp'"2°,

Exp™ ™€ resp., with at most negligible probability. Anonymity holds if no adversary can distinguish
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Exp™™? from Exp®™* (see Fig. 1 for the definitions of the experiments).

In the experiments, the adversary disposes over a subset of the following oracles:

Enroll(pk) Enroll pk using the issuer’s key.
PK Create a random public/private key pair (pk, sk) and add it to HU, the list of honest users; output pk.
SK(pk) If pk is in HU, delete the entry and return the corresponding sk.

Del(pk, warr, pk') If pk is in HU, look up the corresponding sk and return Del(pp, sk, warr, pk’). Otherwise
return 1.

PSig(pk, warr, M) If pk is in HU, look up the corresponding sk and return PSig(pp, sk, warr, M'). Otherwise
return L.

Definition 12 (Anonymity). A signature delegation scheme DS is anonymous if for any p.p.t. adversary
A = (A, Az), the following is negligible in A:

‘Pr[Exp%ngfjl()\) = 1] — Pr[Exp%n‘Sf};‘O()\) = 1} ’

Definition 13 (Traceability). A signature delegation scheme DS is traceable if for any p.p.t. adversary A,
Pr[Expp¥(A) = 1] is negligible in \.

Definition 14 (Non-frameability). A signature delegation scheme DS is non-frameable if for any p.p.t.
adversary A, Pr [Exp%’gﬁm(/\) = 1] is negligible in A.

C Proofs

C.1 Proof of Lemma 1
Proof of Lemma 1(1). Follows from bilinearity of e(-, -).
Proof of Lemma 1(3). Consider Eaje;p;d;),°

[Te(aie, TTXY:) 4, bd, TT(X V7)) =
[ Te(a,TIx 0, TIX e (a TG 1Y e e IV 0 TIX e TV o, TTY) =
TTeos X LX) TLeles IV 1) = 1

where the second equation holds, because the two pairings in the middle of the second line are pairings of
elements of G, with elements of G, and are therefore 1.

Proof of Lemma 1(4). Let (fg) satisfy E(ajcj’bjdj)j. H is of order g and consequently so is the right hand

side of the equation, thus raising (E) to the power of 62 yields
5055 S0e; SONG, Sone.
1= e(H?, P) = T ellasen TLE™ (b TL R ) = T elaI L, b,T1, (X))

Proof of Lemma 1(2). Let g be a generator of G. For all 4, define: z; := log, X;, ; := log, X], a; := log, a;,
Bi == log, b; and k := log, H. Note that for all ¢, X;H"" = X{H”i implies

2 — 2 = w(pi — ). (3)
We show that A :=log, Pp((X:), (pi)) —log, Pe((X]),(p})) = 0.

A = Zj ((Oéj + 2 2i05wi) (D2i€5.0) + (B + 22,85,%6) (265,ip4) + 5(32; 05p0) (25 €5,ip1)
— (o + 22:05027) (3285.00%) — (B + 22,85,i%0) (B2,05,05) — K(32, 05,08) (32, 5j,z'ﬂ§)) = A+B
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with A= 3 (a; 5,201 — ) + 55,854 (pi — 1)) and
B = Z(Zﬁm(% + 6pi) 350 — 2205, (T + KO D 2iE5.00% + D 0iE5i%i D205, — Zﬁj,z‘ffézifsmpé)-
Considering the logarithms of F((X;)) and E((X])) we get
D ey 4+ 33050m) (B) + Yigiam) = 0= (0 + 32,0552 (8 + 35,627
which, subtracting the left-hand from the right-hand side, yields
> (%‘Zﬁj,i(ﬂ?é — @) + 853005, — m) + 32,05,i25 D085, — Zié}iajiZi‘gJ}ixi) =0
and from (3): ) (ﬁ(ajzié‘j}i(m — i) + B522:05i(pi — ) + 20305413 085.4%% — Ziéj»ixiZiEj,ixi> =0
thus A= %Z (3010, D €50 — D2;05,4Th > E5,i2).
On the other hand, since z; + kp; = x} + kp}, (note that we subtract and add > d,:p0: > €;.:x})
B=>Y" (Z-%‘i i+ 6pi)iE50(pi = p7) — D2;05,ipid €5, (@; — i) + 30iE50wi 0205, (pi — Pé))

= Z ( >0, (xi + kpi)Yieji(xh — @) — 32,0500 ,€5,4(xf — x4) + %Zﬁj,ﬂgzi@,i(%; - xi))

= Z (Zﬁjﬂiziﬁj,i(ﬂfé —@i) + ;85,0054 (] — %‘))
% > ( — 2205, ;€5 + Zifj,ixézi‘sj,ifli) = -4 O

C.2 Proof sketch of Theorem 10

We define a sequence of games:

GAME 0 := Expf{ 4, where Ext queries are answered using ¢’. In addition, whenever A; makes a valid
query involving (X, F'), the statement output by A; together with a witness x, we simply output x.
Since z is the only witness, Game 0 and Expf-}f 4 are indistinguishable by correctness of extraction.

GAME 1 Define crs to be a simulated reference string (triples (a,b, g) and (v;, w;, u;) become linear w.r.t.
(f,h,e) and (f;, hi,e;), respectively. Indistinguishability of Games 0 and 1 is implied by the decisional
linear assumption.

GAME 2 In Pxor(ers, (X, F)), set (vk,sk) := (vkg, skg), the pair from tr, instead of running Kyis. Games
1 and 2 are indistinguishable by the computational hiding property of cq.

GAME 3 Compute 7 by Simx..p, 2, except that dj, d; remain encryptions of ;. The probabilities of Game 2

1?7
and 3 are equivalent, since all we did is compute the WI proofs using different witnesses: Commitments
cx; and cp; are already linear in Game 2 due to the simulated CRs. Proofs mx, 7p, m; and « are

computed using different witnesses.

GAME 4 We replace encryptions d by encryptions of 0. Games 3 and 4 are indistinguishable by a hybrid
argument on semantic security of encryptions. (Note that the distinguisher can perfectly simulate
both games, since we use £’ to extract and because the WI proofs do not use the witnesses of d; .)

GAME 5 The Ext-oracle uses £” instead of £’. The only difference between Games 4 and 5 would be if the
adversary queried some ((X*, F*),7*) with (X*, F*) # (X, F') and 7* containing (d})* encrypting ]

and (d})* encrypting z} # x} for some i. However, in this case H((dé)*)yf1 and H((dg')*)Q%1 contain
different ciphertexts. Now soundness of 7, implies that vk* = vke, while on the other hand o* is a
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signature on (X*, F*) # (X, F') (the statement output by A, ), which is valid w.r.t. vkg. The distance
between Games 4 and 5 is thus upper-bounded by the advantage of a forger against the one-time
signature scheme

GAME 6 Replace encryptions d; by encryptions to 0. Game 5 and 6 are indistinguishable analogously to

Game 3 and 4. Game 6 is indistinguishable from Expﬁkj.

C.3 Proof of Claim 8

Relying on the security of Waters signatures, we give an abstracted version of its proof, which in addition
enables us to use some of its components in our proof: Unforgeability of Waters signatures is shown by
specifying three algorithms SimPars, SimSig and Extract in order to employ an EUF-CMA-adversary A against
a scheme for m-bit messages making ¢ signing queries to solve a CDH-instance (X,Y") as follows:

(sPar, tr) «+ SimPar(X,Y, m, {)
(M,0) «— A(sPar, X : SimSig(tr, -))
Z « Extract(tr, M, o)

Some probability analysis then shows that if the adversary never queried M, the above experiment returns a

CDH-solution with probability e’ > 1=, where ¢ is the adversary’s advantage. In particular, the probability

that all SimSig queries are answered correctly is %, whereas the probability that Extract actually transforms

. . . 1
a valid forgery to a CDH-solution is 5 .

Let A be an adversary against non-frameability of DS making at most x PK-queries and at most £ Del
and PSig (together) queries per user. We define a series of games, starting with the original experiment:

Game 0: The Real Game

Exp3§7i (A, A)©@

1 gPar:= (p,G,Gr,e(-,-),g) «— G(1*)
2 sPar:= (3,8, (uij)i<i<ai<icm) — GV Setup
3 fori=1...A: crsi — Kxor(gPar, (ui5)721)
4  ik:=w <« Zp; Q:=g*; pp:= (gPar,sPar, cTs,Q); HU :=
5 (X1, Fi1,Pia...), M, (01, (X, Fyi, Pig, certi i, 04)i=1))
— A(pp,w : PK® SK® Del® PSig®)
6 if PVer((X1,Fi,1,Pi1..), M, (01, (Xs, Fi, Pig, certiyi,ai)le)) =0, return 0
7 if 31 <i<k: X; € HU and no query Del(X;, ((X;...)'2}, Xi...), Xit1)
8 return 1
9 if X; € HU and no query PSig(Xx, (X .. .)?;ll,Xk ), M)
10 return 1

11 return O

with the following oracles:
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PK©() SKO(X)

T — Zom; X :=4g" if dz: (X,...,xz) € HU
fori=1...A delete the entry
F; := Fi(x) return x
P; — Pxow(crss, (X, Fy),x) return L

cert; «— FSig(w, F;)
add (X, (F;, P, cert;), z) to HU
return (X, (F;, P)))

Del (X, warr, (X', F', P')) PSig(® (X, warr, M)
if Jix : HU[ix]=(X...) if Jix : HUix]=(X...)
return Del(HU[ix], warr, (X', F', P')) return PSig(HU[ix], warr, M)
return L return L

Game 1: Choosing Target X* and Double-Checking the Proofs

Exp3si (A, A)Y
1 gPar:= (p,G,Gr,e(-,-),g9) — G(1%)
1.1 iy —{1,...,k}; ik :==0
1.2 2" — Zom; X*:=g% ; fori=1...A: F}:= Fi(z*)

2 sPar:= (g, (uij)1<i<A1<j<m) — G*"F?

3 fori=1...A: crsi — Kxor(gPar, (ui;)721)
4w Zp; Q:=g*; pp:= (gPar, sPar,crs,Q); HU :=0
5 ((X1, ,F1,17 P1,1 .. .)7 M, (0'1, (Xi, Fi,“ Pz‘,i, certm, O‘i)i-c:l))
— A(pp,w : PK® SKM Del™® PSig"))
6 if PVer*((X1,Fi1, Pi1..), M, (01, (Xi, Fyi, Pis, certi i, 04)i=1)) = 0, return 0
7 if31<i<k: X;=X"and no query Del(X*, ((X;...)i2], X" ...), Xit1)
8 return 1
9 if X; = X* and no query PSig(X", ((X;...)52}, X" ...), M)
10 return 1
11 return 0
PK™M () SKM(X)
1 ifixg =% 1 if X = X" ABORT GAME
2 fori=1...A 2 return SK (X)
3 P} — Pxor(cers;, (X*, Ff),z*)
4 cert; «— FSig(w, F}")
5 define sk* := (X", (F}", P{"), z™)
6 ik =ik + 1; return (X, (F, P}"))
7 else ik := ik + 1; return PK(O)()
Del™V (X, warr, (X', F’, P')) PSig™) (X, warr, M)
1 X=X 1 X=X
2 return Del* (z*, warr, (X', F', P")) 2 return PSig*(z*, warr, M)
3 return Del®©) (X, warr, (X', F', P")) 3 return PSig(®) (X, warr, M)
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with PVer®, Del* and PSig* working as their non-starred version, except that Vx._r is replaced by

Vxor(ers, (X, F), P)
1 if Vxer(ersi, (X, F), P) =0, return 0
2 if (X, F)= (X", F), return 1
3 $E<—EXtX(_>F(eki7(X7F),P)
4 if X #g"° or F # Fi(x), return 0
5

return 0
Game 0 ~ Game 1 First of all, soundness of IIx.,r ensures that replacing Vx..r by V¥ _  only results in a
negligible change, since a correct witness can be extracted from a valid proof with overwhelming probability.

Second, since the choice of ix is random and independent of the rest of the game, an adversary winning
Game 0 with probability € wins Game 1 with probability és.

Game 2: Simulating the Proofs for X*
Exppsi(A, )
5’; fori=1...A: (crs;,tr;, ek;) < Simxr 1(gPar, (ui;)j)

— A(pp,w : PK® SK® Del™ PSig))
PK®)()

3 Py <—SimX<_>F’2(tri7(X*7Fi*))

Game 1 ~ Game 2 Games Exp(l) and Exp(2) are indistinguishable by a hybrid argument on extraction
zero knowledge of IIx.,r. Consider hybrid game number i: After receiving crs;, the distinguisher D simulates
Exp(b) using its extraction oracle for Line 3 of V% _ . When eventually Line 3 of PK® is reached, D outputs

(X*, F}) and receives P} from the overlying experiment.

Game 3: Simulating Signatures by X*
Exp3isi(A, A)©®
2 Y* e G; (sPar:= (7,0, (ui,j)1<i<a1<j<m), trs) < SimPar(X*,Y*,¢)

— A(pp,w : PK® SKM Del® PSig®))

Del® (X, warr, (X', F', P'))
1 X=X
2 return Del*(pp, sk*, warr, (X', F', P')), replacing (3) by
(3) forj=1...i+1: z; — Ext(ek;, (X,, F;;), Pjj)
oi = SimSig(trs, z1 ... || zip1 ]| 04 77Y)
3 else return Del™ (X, warr, (X', F', P'))
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PSig<3’>(X7 warr, M)
1 fX=X"
2 return PSig* (pp, sk*, warr, M), replacing (2) by
(2)) fore=1...k: z; — Ext(ek;, (X, Fi:), Pis)
ok = SimSig(trs,z1]|...||zx |0 7571 M)
3 else return PSig<0)(X, warr, M)

Game 2 ~ Game 3 First of all, note that due to the additional checks in PSig* introduced in Game
2, extracting and signing yields the same as signing the hash values directly. From the security proof for
Waters signatures follows that the parameters created by SimPar are perfectly indistinguishable from actual
ones and that the simulation is perfect at least half of the time. Since in addition, failure of simulation is
independent from the adversary’s view, an adversary winning Game 2 with probability € wins Game 3 with
probability at least %6.

Game 4: Beyond Lx. .F
Expps (A, )Y

1.2 22" — Zom; X* ::gml; for i=1...A: F :=Fi(z")

Game 3 ~ Game 4 Note that the private key #* in the original game is used to compute (1) the F;, (2)
the proofs P;* and (3) the signatures ;. From Game 2 on, we compute P;* without z* and from Game 3 on
the signatures as well. Thus, a distinguisher between Games 3 and 4 yields a distinguisher for Lx..r, since

after plugging in challenge (X, (F;)), the games can be simulated without knowledge of x*.

The CDH-Adversary

So far, we showed that any adversary having non-negligible advantage in winning Game 0 also wins Game
4 with non-negligible probability. If the experiment returns 1 in Line 8 then the fact that the signature re-
turned by A passes PVer® implies that o; is a signature on Fy 1 - - - Fi41,,4+1, thus actually a Waters signature
of x1||...||2s41, the bits of the logarithms of X1, ..., X;1+1. Now the condition in Line 7 guarantees that this
very message has never been submitted to SimSig. (Note that verifying all proofs P;; with V% _ p ensures
that the bits in X; and Fj; are the same.) An analogous argumentation holds if the experiment returns 1
in Line 10. Thus, to win the game A must in fact forge a Waters signature, which means we can use it to
define a cDH-adversary by simulating Game 4 and instead of merely returning 1 extracting the bits from the
proofs P; ; and feeding it to Extract.
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ACPH(x* y+)
1.1 i —{1,...,n}; ix:=0
1.2 z* <—sz; for 1=1...A: Fi* = .7:7,(1:*)
2 (sPar:= (g, @, (uij)1<i<a1<j<m), trs) « SimPar(X*,Y*, )
3 fori=1...A: (crs;, tr;,ek;) < Simxor,1(gPar, (uij)jLy)
4w Zy; Q:=g*; pp:= (gPar, sPar, cts,Q); HU :=10
5 ((X1,Fi1,Pia...), M, (o1, (Xi, Fii, Pig, certi i, 05)i=1))
— A(pp,w : PK® SK® Del® PSig)
6 if PVer*((X1,Fia1, Pia..), M, (o1,(Xi, Fis, Pi, certy, Ui)le)) =0, return 0
7 if31<4i<k: X;=X"and no query Del(X*, ((X;...):01, X"...), Xis1)

j=1
8.1 forj=1...i+1: x; <—EXt(€kj,(Xj,Fj7j),Pj,j)
8.2 return Extract(trs,z1 ||... ||z |07, 04)
9 if Xx = X and no query PSig(X*, (X5 .. .)?;f,X* c), M)
10.1 fore=1...k: x; — Ext(eki, (Xqu,z),Pz,z)
10 return Extract(trs, =1 ||...||zx [|0O*~*71 || M, o)

11 return O

Game 4 ~ CDH Game 4 is won if and only if the adversary manages to produce a Waters forgery.
Now Waters’ security proof guarantees that if all oracle queries were correctly simulated and the adversary
returns a valid forgery then Extract computes a CDH solution from it with probability ﬁ. It follows that if
A wins Game 4 with probability e, then AP produces a CDH-instance with probability at least 31e.

All in all, we have thus shown that given an adversary A breaking non-frameability of DS, we can construct
an algorithm solving the CDH-problem with non-negligible probability.
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