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Abstract

Physical Unclonable Functions (PUFs) are physical structures that are hard to clone and
have a unique challenge-response behaviour. The term PUF was coined by Pappu et al. in
2001. That work triggered a lot of interest, and since then a substantial number of papers has
been written about the use of a wide variety of physical structures for different security pur-
poses such as identification, authentication, read-proof key storage, key distribution, tamper
evidence, anti-counterfeiting, software-to-hardware binding and trusted computing.

In this paper we propose a new security primitive: the quantum-readout PUF (QR-
PUF). This is a classical PUF which is challenged using a quantum state, e.g. a single-photon
state, and whose response is also a quantum state. By the no-cloning property of unknown
quantum states, attackers cannot intercept challenges or responses without noticeably dis-
turbing the readout process. Thus, a verifier who sends quantum states as challenges and
receives the correct quantum states back can be certain that he is probing a specific QR-PUF
without disturbances, even in the QR-PUF is far away ‘in the field’ and under hostile control.
For PUFs whose information content is not exceedingly large, all currently known PUF-based
authentication and anti-counterfeiting schemes require trusted readout devices in the field.
Our quantum readout scheme has no such requirement.

Furthermore, we show how the QR-PUF authentication scheme can be interwoven with
Quantum Key Exchange (QKE), leading to an authenticated QKE protocol between two
parties. This protocol has the special property that it requires no a priori secret shared by
the two parties, and that the quantum channel is the authenticated channel, allowing for an
unauthenticated classical channel.

1 Introduction

1.1 Physical Unclonable Functions

The term Physical Unclonable Function (PUF) was coined by Pappu et al. in [20, 21]. It refers to
a physical object that is hard to clone and that can be subjected to challenges, yielding different
random-looking outputs. A cryptographic equivalent of such challenge-response behaviour would
be a keyed hash function, where the precise structure of the object represents the key. Pappu et
al. also used the term Physical One-Way Function (POWEF). Although the use of hard-to-clone
(classical) physical structures for authentication purposes dates back a long time, the work [20, 21]
was the first to introduce the ‘function’ behaviour of such objects and to consider mathematical
unclonability as well (difficulty of modelling). It was shown that an optical medium with a high
density of scatterers makes an extremely good PUF: A challenge consists e.g. of the angle of
incidence of a laser beam; the response is the speckle pattern resulting from multiple coherent
scattering. The speckle pattern has high entropy and strongly depends on the precise locations of
the scatterers, which makes the object hard to clone.

The results of Pappu et al. have sparked a lot of interest in the use of (classical) physics for different
security purposes such as identification, authentication, read-proof key storage, key distribution,
tamper evidence, anti-counterfeiting, software-to-hardware binding and trusted computing. By



now there is a whole zoo of PUF-like systems that have appeared in the literature: optical PUFs,
delays in integrated circuits [11], dielectric properties of security coatings [24], two-dimensional
fiber-optic configurations [16], radio-frequent probing of wire configurations [7] and thin-film res-
onators [28], laser probing of fibers in paper [3], startup values of SRAM cells [13], butterfly PUFs
[17], phosphor patterns [5], phase-change memory states [18]. What all these have in common is
a strong dependence of the measurement results on uncontrollable aspects of the manufacturing
process. A partial overview of the field is given in [25].

Because of the wide variety of different physical systems and security goals involved, the terminol-
ogy used in the literature can be confusing. There exist multiple definitions of a PUF, differing in
their list of properties that must be satisfied. Often mentioned properties are physical unclonabil-
ity, mathematical unclonability, uniqueness, tamper evidence, high response entropy, large number
of different challenges and read-proofness. Descriptions like Physical One-Way Function, Physical
Unknown Function, Physically Obfuscated/Obscured Key, and Physical Pseudorandom Function
are sometimes used to specify which properties are most important for a certain application.

We mention explicitly that in this paper we rely only on the following properties of the pair
{physical object, measurement method}:

e Physical unclonability. It is technically/financially infeasible to make a physical clone of a
given QR-PUF (given full knowledge of this QR-PUF), such that it behaves exactly as the
original one for the given measurement method.

¢ Quantum-computational unclonability. This is a new physical assumption. It is techni-
cally /financially infeasible to build a quantum computer and input/output handling which
emulates a given QR-PUF (given full knowledge of this QR-PUF) with a sufficiently small
delay time.

e Uniqueness. Different challenges can be applied to the QR-PUF. The number of different
challenges does not have to be large. Together, the responses to these challenges (measure-
ments) have to contain enough entropy so that all the to-be-authenticated QR-PUFs out in
the field can be distinguished from each other, e.g. at least 20 bits of entropy to distinguish
between a million QR-PUFs. In fact, uniqueness is implied by physical unclonability; if there
are too few possible PUF's, then collisions can be created by manufacturing many random
PUFs.

The entropy of optical PUFs was studied in [26, 27, 25]. We stress that the responses to all
challenges, for each manufactured QR-PUF, are allowed to be public knowledge. In this paper,
there is no secrecy concerning any aspect of the QR-PUFs.

Note that the PUF literature is concerned only with classical physics. The word ‘unclonability’ is
an assumption about the effort it takes to produce a clone; it does not indicate that it is fundamen-
tally impossible to produce one. There is no relation to the provable no-cloning theorem [29, 8] of
unknown quantum states. Our QR-PUF is classical in itself, but the measurement is quantum, and
we will make use of the no-cloning theorem to detect tampering with the measurement process.

1.2 Getting rid of the trusted remote reader

Some of the early PUF-based remote authentication protocols rely on the vastness of the PUF’s
entropy. At enrolment, Alice measures PUF responses for a large number of random challenges.
She stores the table of challenge-response pairs (CRPs). Then the PUF is given to Bob. When
Alice wants to authenticate Bob, she sends him a challenge, randomly selected from her CRP
table. This is done over a public channel. Bob feeds the challenge to his PUF and measures the
response. He sends the response to Alice over a public channel. If Bob’s response is correct, Alice
is convinced that he has access to the PUF. Alice deletes the used CRP from her list.

The security of such a protocol (assuming that Alice and Bob are honest) is based on the following
physical assumptions: (I) Knowledge of eavesdropped CRPs gives negligible information about the
response to a new challenge different from the eavesdropped ones; (IT) It is infeasible for an attacker



to characterize Bob’s PUF in a short amount of time (e.g. the time needed to verify a credit card)
with enough accuracy to predict the response to a new random challenge.

Although optical PUFs come a long way [26, 27] towards satisfying these assumptions, it is not
clear whether high-entropy PUF's will be feasible in practice.

Even if one gives up the high-entropy property, PUFs are very useful. For instance", an effective
authentication/anti-counterfeiting method can be designed that is based solely on the physical
unclonability and uniqueness properties. Consider the following infrastructure. When a PUF gets
manufactured, a PUF certification authority (PCA) enrolls it. This can be done in either of two
ways. (i) A PUF identifier I and a precise characterization of the PUF (e.g. a CRP table) are
entered into a publicly readable, PCA-maintained tamper proof database, or (ii) the PCA signs
a digital certificate containing I and the PUF characterization, which certificate is then stored
publicly (possibly attached to the PUF itself). Both options provide for a way to reliably obtain
the enrolled data about a PUF. When a verifier wants to see if a certain PUF is authentic, he can
check its challenge-response behaviour against the enrolled data. As long as the verifier knows
for certain that responses are coming directly from a real PUF (as opposed to a mathematical
emulation or a replay of data traffic), he is able to verify that a physical structure is the same as
the enrolled one.

In the above scheme the verifier must be in control of the measurement device in order to prevent
spoofing. This gives rise to an extra requirement for remote verification: the verifier has to trust a
remotely located piece of measurement and processing hardware. One of the main results of this
paper is that we achieve remote PUF authentication without the trusted remote reader.

1

1.3 Authenticated Quantum Key Exchange

Quantum Key Exchange (QKE), also known as Quantum Key Distribution (QKD), Quantum
Key Agreement, and Quantum Cryptography, was first proposed in 1984 [1] (BB84). QKE is a
protocol that allows Alice and Bob to establish an unconditionally secure shared secret if they
have a channel at their disposal over which they can send quantum states. The security is based
on the laws of quantum physics, in particular the no cloning theorem [29, 8], which ensures that
eavesdropping and other attacks are detected. In its most easy to understand realization the
protocol makes use of single-photon polarization states. Polarization can be measured in any
direction perpendicular to light’s direction of motion, i.e. there is a continuum of observables.
However, the result of a measurement is a binary ‘yes/no’ answer.

The BB84 protocol can be summarized as follows in a nutshell. Alice generates two random bits.
The first bit determines a basis: vertical/horizontal (‘+’) vs. diagonal (‘x’). The second bit
determines a direction within that basis, e.g. 0/1 for horizontal/vertical in the + basis. Alice
sends a photon to Bob prepared in the state as described by the two bits. Bob randomly selects
the + or X basis to measure the polarization. After a number of repetition of these steps Bob
tells Alice which bases he has used. Alice discards all events where her basis and Bob’s did not
coincide. In the remaining cases Alice and Bob should have a shared secret bit. They publicly
verify a random subset of their secret bitstring (which subset is then discarded) to see if there has
been an attack. Next they perform information reconciliation (error correction to remove leftover
noise) on their remaining bits and privacy amplification. The security of the protocol is derived
from the fact that an eavesdropper, not knowing Alice’s basis, has a probability of < 100% of
correctly guessing her basis and hence being able to correctly clone the photon.

A huge number of papers and books on QKE has been written since 1984. Progress has been made
on all relevant aspects: single-photon sources, detectors, fiber optic cables, attacks and defense,
use of entanglement [10], error-correction codes, privacy amplification and security proof methods.
QKE products based on BB84 are now commercially available. Quantum observables other than
polarization have been proposed for QKE, e.g. phase [15] and squeezed coherent states [12].

The classical communication channel between Alice and Bob is allowed to be public, but it has
to be authenticated in order to prevent man-in-the-middle attacks. Public key crypto can provide

1 Another example is secure key storage, which relies only on read-proofness.



authentication. However, the aim of QKE is to achieve unconditional (information-theoretic)
security, i.e. not relying on the kind of computational assumptions that public key crypto needs.
One way to achieve information-theoretic authentication is to let Alice and Bob share a short initial
MAC key. Though this may look like cheating, it is not. QKE serves to indefinitely lengthen an
initial shared secret. Another way to achieve authentication is to let Alice and Bob each possess
one part of an entangled state [22]. This approach has a number of practical drawbacks, such as
the requirement that the entangled state has to be stored for a long time.

1.4 Owur contributions

In this paper we introduce the concept of a Quantum Readout PUF (QR-PUF): a classical PUF
that is challenged using a quantum state, and whose response is also a quantum state. (The
only practical realization we can suggest at the moment is an optical PUF. Other options are not
excluded, however.) In analogy with QKE, the no-cloning theorem ensures that eavesdropping on
challenges or responses cannot go unnoticed. We rely on physical assumptions about the QR-PUF:
physical unclonability and quantum-computational unclonability.

We present a protocol for authenticating a QR-PUF remotely without reliance on a trusted remote
reader device. The protocol can be based on the reflection properties of the QR-PUF, or on both
reflection and transmission. The remote authentication also serves as a distance bounding protocol.
We give a security analysis, assuming that all QR-PUF properties are public, i.e. the only secrets
in the protocol are the challenge states sent by the verifier. We prove that intercept-resend attacks
fail. However, a QR-PUF can be spoofed by an attacker who has a sufficiently powerful quantum
computer, combined with sufficiently fast ways of measuring qubit states as well as transferring
challenge /response states into qubits and back. One of our physical assumptions says that such a
powerful combination of quantum physical techniques is infeasible.

Then we show how the QR-PUF authentication can be intertwined with QKE. The idea is based
on two main observations:

e The reflected states are used to authenticate the QR-PUF.

e The QR-PUF is completely ‘transparent’ with respect to transmitted states, in the sense that
Alice can choose which quantum state reaches Bob after transmission through the QR-PUF,
even if the transmission process is complicated.

We sketch an authenticated QKE protocol for n-dimensional challenge states. (BB84 readily
follows as a special case for n=2.) We prove that intercept-resend attacks fail. The combination
of QR-PUF authentication and QKE achieves interesting security properties:

1. The initial authentication between parties is achieved without any shared secret such as a
MAC key or entangled state.

2. The security of the initial authentication is based on physical assumptions about the QR-
PUF, combined with trust in the enrolled data (e.g. Alice enrolled the QR-PUF herself, or
obtains the data from a trusted database). Thus, we do not have unconditional security.
However, we find it worth showing that physical assumptions can be used in this way.

3. Traditional QKE schemes require an authenticated classical channel between Alice and Bob.
We have the completely opposite situation: an authenticated quantum channel. Hence we
do not require the classical channel to be authenticated.

4. The authentication of the quantum channel is based on the possession of an object, instead
of knowledge of a secret. A secret can be stolen from Bob without him noticing the theft.
Theft of an object usually does not go unnoticed.

In this paper we present the theoretical concepts. Implementations issues are left for future work.
The outline of this paper is as follows. In Section 2 we briefly review quantum physics notation and
explain which physical assumptions we make about the challenges and responses. In Section 3 we



present two QR-PUF authentication protocols, including a security analysis. Finally, we combine
QR-PUF authentication with QKE in Section 4.

2 Preliminaries

2.1 Quantum physics notation

Quantum states are represented as vectors in a Hilbert space. We adopt the usual ‘bra’ and
‘ket’ notation; |1) stands for a quantum state labelled by some description ¢ which summarizes
all the knowable information about the state. The Hermitian conjugate is denoted as (¢)|. The
notation for the inner product between two states is (11 |1)2). We will only consider states satisfying
(¢]¥) = 1, so-called normalized states.

Real-valued observables are represented by Hermitian operators acting on the Hilbert space. The
j’th eigenvalue of an observable X is denoted as z;, and the corresponding eigenvector as |z;).
We have X|z;) = x;|z;). The scalars (e;|X|e;), for some basis e, are called the matrix elements
of X. The eigenvectors of any Hermitian operator X form an orthonormal basis of the Hilbert
space, i.e. (Zq|Tp) = dap. The completeness of this basis (in a finite Hilbert space of dimension n)
is expressed as

S fa) ] = 1. (1

We will often write [n] for the set {1,2,...,n}. The operator X can be written as
n
X = wjlr) ). (2)
j=1

Any state 1 can be expressed in terms of an orthonormal basis,

n

W) =D eiley) 5 ¢ = (aylv). (3)

j=1

Note that ¢; € C and 2?21 lcj|> = 1. Measurement of X collapses the state onto one of the
eigenvectors (or eigenspaces) of X, and yields the corresponding eigenvalue as the measurement
result. When a measurement of X is performed on a state |¢), the probability that |¢)) collapses
to the eigenvector |x;) is given by |(z;]1)|>. For more background we refer to standard textbooks
on quantum mechanics.

2.2 Challenge and response quantum states

We will be working with a physical system that has ‘external’” degrees of freedom (such as direction
of motion) as well as an ‘internal’ degree of freedom (e.g. spin or polarization). This is formally
denoted as a tensor product of Hilbert spaces: H = Hext ® Hint, where H is the full Hilbert space.
We will be dealing with three types of state:

e Challenge. A quantum state is moving from Alice to Bob’s PUF.

e Reflected. The particle has interacted with Bob’s PUF, and its internal state has changed.
The system moves back to Alice.

e Transmitted. The particle has interacted with Bob’s PUF, and its internal state has
changed. The particle does not return to Alice, but moves on.

These three situations are represented in only two states of motion: moving away from Alice or
towards her. Any state |¢) € H can be decomposed as

|¢)) = |outgoing) @ [1)1) + [incoming) @ [¢2) (4)



where |outgoing), |incoming) € Hexs and |1)1), |¢2) € Hins. We have (outgoing|incoming) = 0. The
following notation can also be used,
|1b1)
_ ) 5

We assume that the internal Hilbert space Hiy is finite-dimensional. The number of dimensions
is n.

The interaction between the quantum system and the PUF is assumed to be completely coher-
ent: time evolution is determined by the Schrédinger equation, without any state collapse. We
abstractly represent the interaction with the PUF as a unitary time evolution operator S, also
known in physics as the scattering matrix or S-matrix. This operator maps ‘before’ states to ‘after’
states. Let [¢') € H be the state after the interaction, then in the notation of (5) we have

WO\ o) . o_ (T -R

() =s () = s=(& 7). )
Here the operator T' (the ‘transmission matrix’) contains all the details of how the internal state
has changed when the particle emerges at the other side of the PUF, and the operator R (‘reflection
matrix’) does the same for reflected states. The unitary nature of the evolution (S 's=295" = 1)
implies that T'T+ R'R =1 and that T, TT, R and R all commute with each other?.
Together R and T' completely determine the challenge-response behaviour of the PUF. Hence, in
this formalism, physical unclonability of a PUF means that it is difficult to create a PUF which
behaves precisely according to some pre-specified R and T'.
In most of the rest of the paper we will completely omit any reference to the external degree
of freedom, for notational simplicity. Only the internal state will be written. It will always be
understood that Challenge and Transmitted states are moving away from Alice, and that Reflected
states are moving towards her.

2.3 Assumptions about state preparation and observables

We assume that there is a lot of freedom in doing measurements and in preparing quantum states.
More precisely, we assume that Alice can prepare basically any internal state |¢) € Hins. Similarly,
there is a large number of different observables that Alice and Bob can measure. (In the case of
photon polarization there is even a continuum of observables, namely the polarization component
in any direction.)

This freedom allows one to define a set of measurements that accurately characterize a PUF. Let
X and Y be two different observables, whose eigenvectors do not coincide. Let us write R, :=
(wq|R|xp) = |Rap|etPar for the (complex) matrix elements of R. In practice the characterization of
R could consist of the following steps:

e By repeatedly applying the same challenge |z;) and measuring X, an accurate estimate
is obtained for the absolute values {|Rji|2}?:1. These numbers are the probabilities of
measuring |z;).

e Then part of the phase information of the matrix elements can be determined by applying
‘mixed’ challenges, i.e. challenges that are not an eigenstate of X. For instance, repeated
application of the mixed challenge cos a|z;) + e =% sin a|x)) and measurement of X allows
one to obtain an accurate estimate for the probabilities p; := |Rj; cosa + Rjxe ™" sin ar|? for
j € [n]. Since the absolute values |Ry| are known, one can compute

pj — | Rjil* cos® a — | Ry | sin” a

- — 2¢08(0 4+ D — pir).
|Rji| - | Rjk|sina cos o s(¢ + pji — pjk)

2We can write T = U™'AU and R = U~'T'U, where U is a unitary matrix and A and I' are complex-valued
diagonal matrices satisfying |A;|2 + |T';|2 = 1 for all i € [n]. The basis vectors contained in U can be thought of as
eigenmodes of the S-matrix, i.e. modes which are transmitted and reflected without being changed by the QR-PUF
(other than multiplication by a constant factor).



Doing this for two (or more) different values of ¢ yields the phase difference pj; — pjk.
Repetition of this procedure for different i, j, k yields all the phase differences within each
row of R.

e The phase differences within the columns of R are obtained in a way analogous to the
previous step. The challenges are of the form |z;), but the measured observable is Y.

The above procedure, or any variant of it, gives all the complex values R;; up to a global phase
factor. This global phase can be chosen e.g. such that R;; € R.

Of course, the accuracy of the characterization depends on the number of repetitions N of each
experiment. The relative error in the matrix elements is proportional to 1/ V/N. Determination of
T is completely analogous.

Finally we assume that a measurement of the internal state is able to discern whether or not there
is a particle present at all. This statement is not trivial. Filter-based polarization measurements
for instance do not see the difference between darkness and polarization perpendicular to the
applied filter. Measurements using a polarization splitter and measurement of differential phase
shift [15], on the other hand, do distinguish between presence and absence of a photon.

3 Remote authentication of a QR-PUF

We present two protocols for remote authentication of a QR-PUF. The first one is applicable
when every conceivable projection operator corresponds to an actual measurement that can be
performed. The second one is geared to more restricted circumstances where Alice has only a
limited number of projection measurements at her disposal. Both protocols are based on reflected
states only. We consider the case T = 0.3 In Section 4 a protocol will be discussed with T' # 0.

3.1 Attack model

Alice wants to verify if Bob has real-time access to a certain QR-PUF. The main attack to protect
against is impersonation: someone may be trying to convince Alice that he has access to the
QR-PUF even though in reality he does not. Either he has never had access to the QR-PUF at
all, or he has had access at some point in the past.

Alice and Bob send quantum states over the quantum channel as described in Section 2. Bob
has physical access to challenge states as well as reflected states. He can destroy quantum states,
perform measurements on them, and insert new states. However, he cannot clone a state. We
assume that R and T are fully known to Bob. (Either because it is public information, or because
he has had access to the QR-PUF in the past.) However, as discussed in Section 1.1, it is assumed
infeasible to create a new QR-PUF whose reflection matrix is R. It is also assumed infeasible to
build a quantum computer that emulates the QR-PUF with a very small time delay.

There is a source of enrollment data trusted by Alice (e.g. she enrolls QR-PUFs herself).

3.2 Authentication protocol 1

This is a protocol for the reflection degree of freedom only. We consider the case T'= 0 (and hence
RYR =1). It is assumed that Alice can perform a projection measurement onto any state in the
Hilbert space.

Enrollment phase
A QR-PUF with identifier I is accurately characterized (see Section 2.3). This yields the matrix R.
The QR-PUF is given to Bob.

Authentication phase
Bob claims that he has access to the QR-PUF with identifier I. Alice fetches the enrollment data
R corresponding to I.

3There is no loss of generality; transmitted states can always be re-routed to become part of the reflected state.



She initializes counters n,e; and nek to zero. She then repeats the following procedure m times:
1. Alice prepares a state |¢) uniformly at random and sends it to Bob.
2. Alice receives either nothing (‘L’) or a returning state |w). If she receives a state*, then

(a) She increases n.e; by one.

(b) If |¢) was properly reflected by Bob’s QR-PUF, then the returned state should be
lwy) = R|Y). Alice measures the projection of |w) onto |wy), i.e. she performs a
measurement of the operator |wy)(wy |, obtaining either ‘0’ or ‘1’ as the outcome. If the
outcome is 1, then she increases nqx by one.

If the fraction net/m of returned states is not consistent with the expected noise level, then the
protocol is aborted.

If nox > (1 — €)nget then Alice is convinced that she has probed the QR-PUF with identifier I.
Here ¢ is a parameter denoting the tolerable fraction of wrong responses.

3.3 Security of authentication protocol 1

In the above protocol, and the other protocols in this paper, Alice waits for a returning state
before sending her next challenge state. This considerably simplifies the security proofs, since in
this setting it suffices to look at the security of an isolated round without having to worry about
(entanglement) attacks on multiple challenge states. We leave more general protocols and their
security proof as a subject for future work.

3.3.1 Intercept-resend attacks

We consider the type of attack where an impostor tries to convince Alice that he has the QR-
PUF. Since he does not know Alice’s random 1), the best he can do is the following. (a) For each
of the m rounds he picks a random orthonormal basis of the n-dimensional Hilbert space. The
corresponding Hermitian operator is denoted as B, with eigenvalues b; and eigenstates |b;) that
form the basis. (b) He measures B, obtaining outcome by, for some k € [n]. (¢) He chooses a state
|¢) such that (bg|¢) = 0 and a parameter o € [0,7/2] according to some (possibly probabilistic)
strategy A that may depend on B and k. He computes |y),

|x) = cos albg) + sin|(), (7)
which is his guess for |¢). Finally he prepares a state |w) and sends it to Alice,
lw) = Rlx)- (8)

Theorem 1 In the intercept-resend attack described above, the impostor’s probability p1 of success
in a single round of protocol 1 is bounded as

2
n+1

p1 <

Proof: In a given round, the impostor is successful if Alice’s measurement of the operator |w;){w;|
produces outcome ‘1’. Let E; and Ep denote the expectation values over ) and B respectively.
(We will use the ‘E’ notation as a function that acts on everything to the right.) Then the success
probability p; in a single round is given by

pr=EyEp Y [(el)l? Y Al ¢ B, K] [{wylw) . (9)
¢

ke[n] a

4A state that arrives too late is counted as L. This is a form of distance bounding. If Alice has a rough idea
where Bob should be located, she knows what round-trip time to expect.



The factor |(bk|1)|? is the probability of the outcome by when B is measured. The Al«,(|B, k]
stands for the probability that the impostor chooses «a, ¢ for given B, k. The factor |[{wy|w)|? is
the probability that the returned state projects onto |w,). We have

(wylw) = (XIRTRIY) = (x|). (10)

Using (10) and changing the order of the summations/expectation values we can rewrite (9) as

=Ep » ZZAa C|B, K] By (bi || |cos a(bg i) + sina(C[) [ (11)

ke[n] «

Since the expectation value E, is over uniformly chosen random %, the E, has no preferred
direction in Hilbert space. Consequently, the expression Ey(---) in (11) cannot depend on the
actual directions of |bg) and |¢), but only on « and the inner product (bg|¢) (which vanishes by
definition). We can replace (bi| by some fixed state (e1] and (| by a fixed (e3|, with (es|e;) = 0.
The sum over ¢ becomes trivial and turns A|a, ¢|B, k] into the marginal probability A[«|B, k]. So
we can write

p = Zuaw[ (ex] )2 |cos afer|9) + sin alea|th)] }EB 3" Ala|B. ]

ke(n]

Y Y EpdlalB.i] {COSQaEw[I<61I¢>I4] +Sin2041Ew[|<61¢>I2|<62¢>|2]}- (12)

a ke(n]

In the last step we have used the fact that Ey[(e2]|1))(¢]e1)®] = 0 because of symmetry reasons.
Without loss of generality we parametrize the uniformly random state as [¢)) = >, (z;+iy;)le;),

with coordinates z; € R, y; € R uniformly drawn from the hypersphere ) y x? +> y yj2 = 1. This
gives

Eyll{exl)l'] = Eylal+yi +22707) (13)
Eyll{exl)*[(e2l)P] = Eyl(af +y7)(@3 +43)]. (14)

We compute these expectation values as follows. If f is a function that depends only on the squares
of the z;, y; coordinates then we can write E,[f] o fl d>p p=1/25(1 — >_aej2n Pa)f(P), where

p1 =22, p2 = Y2, p3 = 23, -+, pan = Y2, and p /2 is multi-index notation for [L, Pa 12 We
make use of the Dirichlet integral identity fol d?"p p~Y25(1 — 3, pa)P® = B(3%1s,, + ), where p®
is multi-index notation for [], pi*, 1a, is a vector consisting of 2n ones, and B is the generalized
Beta function, defined as B(t) = [[[, I'(ta)]/T'(>_, ta). We obtain

) - B S _mlet) s
Jo d22p p=Y/26(1 = ¥ 13 P) B(3le)  An(n+1)

Byfe?e? = Jo df”p P~ /20(1 = Ycpm Pa) PiP; B(%lznjei o)1
[ d2rp p=1/25(1 — > ac(on] Pa) B(512n) dn(n +1)

In the last line it holds that ¢ # j. Using (15,16) we get

2 1
E 1=———— ; E 2 N=— 17
e = 2 Eulleal)Pleatid] =~ (17)
Here we have also made use of the fact that Ey[yj] = Ey[z]] and Ey[z7y;] = Eyl[z7z3] due to

symmetry. Substitution of (17) into (12) shows that the factor multiplying cos? « is larger than
the factor multiplying sin? . Hence the best strategy for the impostor is to always set a = 0,
independent of B and k. The Ep then gives a factor 1, and ), gives a factor n. The end result
follows. O



3.3.2 Attack by quantum computer

It is possible in theory to break the QR-PUF authentication scheme if one has [i] a sufficiently
powerful quantum computer (QC) and [ii] a sufficiently fast way of transferring challenge states
into the QC’s qubits and transferring the computation result back to a response state;

We give a high-level description of the attack. It has three steps. First the challenge state |t)) is
transferred to the working memory of the QC (qubits or higher-alphabet digits). This can be done
without measuring |¢), namely by quantum teleportation [2], in particular a form of teleportation
that transfers states from one type of physical system to another [9, 19]. Then the QC does a
computation that has the effect of applying R. This is possible in theory since R is known publicly,
and applying R is a unitary operation. The result of the computation is teleported to a response
state and sent to Alice over the quantum channel.

Our assumption denoted as ‘quantum-computational unclonability’ states that it is either techni-
cally /financially too difficult to pull off the above given steps or, if all the hardware works, the
attack is too slow.

It is not yet clear to us how to make quantitative statements about the difficulty of launching
an effective ‘quantum’ attack. For instance, the challenge 1 could comprise a random choice
of photon wavelength A, with the R-matrix depending on A. How is the information about A
transferred to the quantum memory? How does the attacker know which R to apply in the
quantum computation step? Does he have to construct a big unitary operation that acts on all
wavelengths simultaneously? That would certainly strain the QC hardware.

3.3.3 Attack with an imperfect physical clone

Consider the case of an attempted physical clone which is not quite equal to the original one.

Theorem 2 Let § > 0 be a constant. Let the imperfect clone have a unitary reflection matriz R.
Let the eigenvalues of R™'R' be denoted as {e"?*}yc(,). Let these eigenvalues satisfy

| Y e <n?(1-9). (18)
ken]

Then the impostor’s per-round probability of success is bounded by

n
p <1 n+15' (19)
Proof: Since the imperfect clone reflects a challenge [1) as R'|1), we have p; = Ey|(¢)|RT R/ |¢)|?,
where R' is not quite the inverse of R’. The matrix R'R’ is unitary and hence it can be
written as U'Diag(e?¥*)U, where U is unitary. The U can be absorbed into the dummy in-
tegration variable 1), since averaging over Uly) is the same as averaging over ¢. Thus we
have p; = Ey|(¢|Diag(e®*)|¢)|2. Next we decompose [¢)) in the basis where RTR’ is diagonal,
[Y) = >, ck|k). This gives

2
pr=Ey > lel?e | =Ey [ D el + D lenllelfere ] (20)
k k

k1 (k1)

We use the E, expectation values listed in (17). This yields

2

2 1 ; ; 1 1 )
p1 = Z — + Z ————e'PreT Pl = + Z e'er (21)
- n(n+1) o (o) n(n+1) n+l nm+l) |4
Finally, using the condition (18) we get the end result (19). O

10



3.4 Authentication protocol 2

The 2nd protocol also considers the case of complete reflection (I' = 0). The difference with
protocol 1 is a restriction on the measurements available to Alice. She can no longer choose any
projection measurement |1)(1)|. Instead she has a limited set of s different observables { X, }5_; at
her disposal. These are Hermitian operators, and hence they have orthonormal sets of eigenvectors.
The i’th eigenstate of X, is denoted as |i), with i € [n]. We make two assumptions about the
set of observables:

e The X, all have non-degenerate eigenvalues. This allows Alice to effectively turn a mea-
surement of X, into a (projection) measurement of |ai)(«i| for some 4.

e For a # ( it holds that Vi, j € [n] : |{(«i|Bj)| < D, where D € [1/4/n,1) is a constant.

The impostor has no restrictions on his choice of observable B. There are no restrictions on the
state preparation, neither for Alice nor the impostor.

Enrollment phase

A QR-PUF with identifier I is accurately characterized (see Section 2.3). This yields the matrix R.
The QR-PUF is given to Bob.

Authentication phase

Bob claims that he has access to the QR-PUF with identifier I. Alice fetches the enrollment data
R corresponding to I.

She initializes counters n,e; and nek to zero. She then repeats the following procedure m times:

1. Alice draws « € [s] and i € [n] uniformly at random. She prepares the state R~!|ai) and
sends it to Bob.

2. Alice receives either nothing (‘L’) or a returning state |w). If she receives a state, then

(a) She increases n;e; by one.

(b) She performs a measurement of the operator |ai)(wi|, obtaining either ‘0’ or ‘1’ as the
outcome. If the outcome is 1, then she increases nox by one.

If the fraction net/m of returned states is not consistent with the expected noise level, then the
protocol is aborted.

If nox > (1 — &)nyet then Alice is convinced that she has probed the QR-PUF with identifier I.
Here ¢ is a parameter denoting the tolerable fraction of wrong responses.

3.5 Security of authentication protocol 2

The intercept-resend attack is of the same kind as in Section 3.3.1. The impostor performs a
measurement of some strategically chosen B and obtains outcome b;. He has some strategy A to
choose a state |w) as a function of B and k. He sends |w) to Alice.

Theorem 3 In the above described intercept-resend attack on protocol 2, the per-round success
probability po is bounded by

1+(s—1)D
P2 < —————.
S
Proof: We write
P2 =EEEg Y [(be[R i)Y Alw|B, k] |(w]ai)|*. (22)
ke(n] w

11



The sum over i can be interpreted as a weighted average of some quantity, with weights |{w|ai)|?.
The average of a list cannot exceed the largest element in the list. Thus we can write

1 .
p2 < E Ep Z grirel?g](|<bk|R—1|al>‘2ZA[(U|B,/€]
ken] w

1 —1y, 02
- mEBg]Zgé%wbuR i) . (23)

n] a€ls]

In the last line we have used the fact that A[w|B, k] is a probability distribution for w. We have
also changed the order of some of the summations.
We introduce the notation i.(«) for the value of i that achieves the maximum in (23), suppressing
its dependence on k in the notation. We define |v,) = |ais (), Y = " [va) (va| and |wi) = R|by).
We then have
D e |(bel R o) = (¥ o). (24)
a€ls]

An expectation value of this form cannot exceed the largest eigenvalue of Y. (Note that Y is
Hermitian and hence all its eigenvalues are real.) If we decompose an eigenstate |y) as |y) =
> s dslvg) (the vg are not orthogonal) then the eigenvalue equation Y|y) = yly) implies Vo :
Zﬂ<va|v[3>dﬁ = yd,. Hence an equivalent problem is to look for the largest eigenvalue of the
Hermitian matrix V, defined as Vog = (vq|vg). This type of matrix is called a Gram matrix,
and it has the property that all its eigenvalues are nonnegative. The diagonal entries of V' are
all 1, and all the off-diagonal entries are bounded by |V,g| < D. The largest eigenvalue Ymax is
maximal when the |v,) vectors align as much as possible, i.e. the inner products (v, |vg) are as
large as possible. (In that case the projection operators |v,){v,| have maximum overlap.) Setting
Vas = D we get Ymax = 1 + (s — 1)D. Substitution into (23) gives

1
< _
p2<—Ep Y [1+(s—1)D] (25)
ken]
The k-sum gives a factor n. The expectation Eg is trivial. O

Just as protocol 1, this protocol is vulnerable to a ‘quantum’ attack employing quantum telepor-
tation and a quantum computer. The attack and the requirements are exactly the same as in
Section 3.3.2.

3.6 Limitations on the state preparation

If there are also restrictions on Alice’s state preparation, it is still possible to construct an effective
authentication scheme. Consider the most pessimistic case: Alice is only capable of preparing
eigenstates of the observables X,. This is still sufficient for her to fully characterize Bob’s QR-
PUF. All she has to do is select random « and j, send |aj) and do a measurement of X, on the
reflected state. After many repetitions, this procedure gives her all the matrix elements («j|R|ak),
i.e. all the information about R (even in multiple bases).

That is a perfectly viable method. The only drawback is proof-technical. Proving security cannot
be done by finding a bound on a per-round success probability of spoofing; even if Bob’s return
states are correct, Alice’s measurement results are stochastic, since in general R|aj) is not an
eigenstate of X,. Hence Alice cannot assign a label ‘correct’ to a single round.

4 Combining QR-PUF authentication with QKE

In this section we combine the authentication with a Quantum Key Exchange protocol that is
performed on the Transmitted states. The intuition is as follows. Since Alice knows T, she can
prepare |1) o< T~1|p), for arbitrary ¢, such that Bob receives ¢ if transmission occurs. In this

12



sense the QR-PUF is ‘transparent’ for the purpose of sending specific states to Bob. In particular
this means that Alice and Bob can run a Quantum Key Exchange protocol through the QR-PUF.
Some of Alice’s challenges will be reflected back to Alice. She uses these to authenticate the
QR-PUF. We assume that Alice can perform arbitrary projection measurements.

The protocol presented in this section authenticates Bob to Alice. If mutual authentication is
required, the protocol can be run twice: first authenticating one party, then the other.

4.1 Attack model

Bob claims that he possesses a QR-PUF with identifier I. Alice’s goal is to authenticate QR-
PUF I and to generate a shared secret key with the party possessing that QR-PUF. Eve’s goal is
to learn the generated key. If Bob is malicious, his goal is to convince Alice that he has real-time
access to the QR-PUF even though he does not.

We make the following assumptions. Alice is honest. Bob may be acting in one of the following
ways: (i) He is honest. (ii) He has access to the QR-PUF but does not hold it personally. He is
in collusion with the party holding the QR-PUF. (iii) He has access to the QR-PUF but does not
hold it personally. The party holding the QR-PUF is not cooperating with him. (iv) He does not
have access to the QR-PUF.

In cases (i) and (ii) the protocol should result in authentication and a shared key, even though
in case (ii) the secret key is shared between Alice and the PUF holder, while Bob may not even
know the key. Case (iii) should result in authentication without a shared key. Case (iv) should
not even result in authentication.

Eve has physical access to Challenge and Reflected states, but not to Transmitted states. (Only
the QR-PUF holder has access to those.) She can destroy quantum states, perform measurements
on them and insert new states. However, she cannot clone a state.

We assume that the R and T matrices are both public information. Creation or real-time emulation
of a QR-PUF whose challenge-response matrix is R is assumed infeasible. We make no such
assumption about the 7" matrix.

There is a source of enrollment data trusted by Alice and Bob. We stress that the classical channel
between Alice and Bob does not have to be authenticated.

4.2 Protocol description

System setup phase

Our scheme makes use of MACs with the Key Manipulation Security property (KMS-MAC) [6].
This is necessary since the classical messages are subject to manipulation attacks that influence
the key. Use is made of two (publicly known) information-theoretically secure KMS-MACs M, :
{0,1}% x {0,1}™ — {0,1}* and My : {0,1}%2 x {0,1}™2 — {0,1}*2. A MAC over message =
using key k will be denoted as M (k;x).

A further public ‘system parameter’ is a universal [4] or almost-universal [23] hash function F :
{0,1}¥ x {0,1}° — {0,1}¥ which maps an N-bit string onto an L-bit string using o bits of
randomness.

Finally there is an error-correcting code with messages in {0, 1} and codewords in [n]®, which is
chosen to have sufficient error-correcting capability to cope with the expected level of noise. The
code word size b is somewhat smaller than m /2, namely the expected number of rounds that yield
a shared secret (corrected for particle loss). The encoding and decoding operations are denoted
as Code and Dec. Addition modulo n (with output in [n]) will be denoted as .

Enrollment phase

A QR-PUF is labeled with identifier I. The R and T matrix are accurately measured. The QR-
PUF is given to Bob. Two observables X, X; are selected. They may be chosen depending on
R and T, or independently. The kth eigenstate of X, is denoted as |z,x). The eigenstates satisfy

13



|(zoi|z1;)|* = 1/n for all® i,j € [n]. The R, T, Xo and X; are public knowledge.

Authentication and key exchange phase

1. Alice fetches the enrollment data for PUF I. For a € {0,1}, ¢ € [n] she initializes the
following counters to zero: my; (for counting sent states), g,; (returned states), cq; (correct
return states). She initializes a set V to @) (pointers to transmitted states). Alice and Bob
both initialize a counter ¢ to zero.

2. The following steps are repeated m times:

(a) Alice and Bob increase ¢ by 1. Alice selects a € {0,1} and ¢ € [n] uniformly at random.
She increases mq;. She stores oy = a and i; = i. She prepares the state

T_1|$o¢i>
V(@i (M=) TT za:)

and sends it to Bob. She performs a projection measurement |wq;){wai|, with

|1/)ai> =

RT_l‘.’IJOﬂ‘>

: 26
VT RRT ) (26)

\wai> =

If she detects the existence of a return state, she increases g.;; €lse she adds ¢ to V. If
her projection measurement yields outcome ‘1’ she increases cq;.

(b) Bob chooses a random bit 5. He performs a measurement of X3, obtaining either ‘1’
(no transmitted state) or the j'th eigenvalue of Xg. If he gets L then he stores 8, = L;
else he stores gy =  and j; = j.

3. Bob sends the vector 3 to Alice. Alice runs the following tests:

(a) She checks how many states were lost (¢ € V A 8, = L) and how many double counts
occurred (t ¢ VA By # L). If the number of either one of these occurrences is too high,
then the noise level is considered too high and the protocol is aborted.

(b) She checks if the transmission rates for all «,i were consistent with scattering by the
QR-PUF. She does this by verifying if the vector (177%11, 1—a ... ]—don ] Fin ) g

miy’ mon’ M1n
proportional to (791,711, *, Ton, Tin), Where the 7,; are the transmission probabilities,

1
(2ail(TTT) " Has)

Tai = (Yail T T |$ai) = (27)
If there is a significant deviation then authentication has failed and the protocol is
aborted.

(c) For each o € {0,1}, i € [n] she checks if cni/gai > (1 —€), where ¢ is a small constant.
If this is not the case, then authentication has failed and the protocol is aborted.

4. Alice compiles Z = {t : t € V A a; = (¢} and randomly selects a subset G C Z of size b.
She generates random a € {0,1}" and y € {0,1}°. She computes S = F(a,y) and parses
S as S = ki |kg|Srest, with k1 € {0,1}** and ky € {0,1}%2. She computes w = ig @ Code(a),

-,

p1 = Mi(k1;G,w,y), p2 = Ma(ko; §). She sends G, w,y, fi1.

5. Bob computes o’ = Dec(jg @ w) and S" = F(d',y). He parses S’ as S’ = k{|k5|Slest, With
ki € {0,1}% and k) € {0,1}*2. He computes pjy = My (k};G,w,y), uh = Ma(kh;3). He
checks if p1 = py. If not, the protocol is aborted. He sends p.

5Such inner products can be achieved for instance by having

1 n Ciom ) 1 n o
1) = 2= 3 (@M laoy) s feoa) = = 3 (€M) ).
k=1

j=1
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6. Alice checks if ps = ps. If not, the protocol is aborted.

If the protocol does not abort then Alice and Bob have a noiseless shared secret Syest € {0, I}L*A’Z?
about which Eve has negligible information, and Alice knows that she has generated this secret
together with someone who has real-time access to the QR-PUF. Bob knows that he has a shared
secret with someone who has sent challenges over the quantum channel, but has no further knowl-
edge about this person.

4.3 Remarks

We have deliberately not specified what “too high” means in step 3a, and “significant deviation”
in step 3b. We give no numbers for m, b, N, L, o, {1, {2, c¢1, ca. These are design choices (threshold
values etc.) that have been adequately treated in the existing literature on QKE and KMS-MACs.
We do not wish to further elaborate on such design choices in this paper.

The protocol may be modified in numerous ways without changing its essential properties. The
classical communication between Alice and Bob may occur in a different order. The moment of
checking the reflection rates may be shifted, etc.

As remarked before, if Alice and Bob want mutual authentication, the protocol can be run twice:
first with Alice authenticating Bob’s QR-PUF, then the other way round. The second time, the
classical channel is already authenticated (there is a shared secret Syest), which allows for ordinary
information reconciliation and privacy amplification without the KMS-MACs. The two protocols
may also be run intertwined, i.e. alternating their steps 2a,2b before proceeding to step 3. States
may also be sent through both PUF's, but this will probably lead to more particle loss.

The KMS-MAC presented in [6] is secure against a ‘linear’ class of attacks on the MAC key, i.e.
the attacker knows which change he is causing to the key, even though he does know the key itself.
In our protocol an attack on the exchanged classical data gives no such knowledge to the attacker,
since manipulation of the pointer sets Z, G does not reveal i, j;. Hence the construction in [6] is
in fact overkill for our purposes.

We emphasize again that the authentication is in a sense reversed compared to ‘standard’ QKE:
The quantum channel is authenticated without any use of the classical channel, and the data sent
over the non-authenticated classical channel has to be checked for consistency with the exchanged
quantum states.

4.4 Security of the authenticated QKE protocol
4.4.1 Intercept-resend attacks on the authentication

An impostor has to overcome several hurdles. The first hurdle is the correct mimicking of the
transmission rates while he does not know « and i accurately. This is nontrivial if the rates 7,;
are substantially different. As in Section 3, he chooses an observable B, does a measurement and
obtains an outcome b. His first choice is whether to return a fake reflected state or not. From
his viewpoint (only the knowledge that the challenge state projected onto |bg)) the probability
distribution of v and i is

Pr[B’k] Za,i Pr[a’szvk} Ea,z‘ |<bk|wai>|2
It is interesting to note that there actually exists a strategy that allows him to correctly mimic all
the transmission rates 7,;. In general his strategy consists of a set of probabilities

Q g, = Pr[transmit| B, k]. (29)

When Alice sends challenge [1,;) he will transmit with probability

Pr[transmit|a, i] = Ep Z [(bk|¥ai) *QBr = (Vail | En Z QBk|br) (bk| | [Yai)- (30)

keln] ke[n]
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For all «, i he wants this to be exactly equal to

Tai = (Pail T T|Wai) = Wail | Y trlte) tel | [thad)- (31)

ken]

Here we use the notation t; € [0, 1] for the k’th eigenvalue of the Hermitian operator TTT. (Note
that the t; and |¢) are public knowledge.) Comparing (31) to (30), it is clear that equality is
obtained by setting B = TTT and Qg = ti.

If the impostor makes any other choice, then Alice will notice that the transmission rates are
wrong. Next we show that a measurement of 77T does not give him enough information to guess
a and i. We first give two useful lemmas, and then prove a bound (Theorem 4) on the per-round
success probability.

Lemma 1 Let qo,q1 € [0,1] be constants. Let |vg) and |v1) be two normalized states. Let Amax
denote the function that returns the maximum eigenvalue of a matrixz. Then it holds that

1
= (QO +q1+ V(g —q)?+ 4QOQ1|<U0|U1>\2) <q +q.

A (ol o] + o)) = 5

Proof: We want to find the maximum eigenvalue of the Hermitian matrix Y = go|vo){(vo| +
q1|v1){v1|. The eigenvalue equation Y|y) = Aly) for a vector of the form |y) = cosp|vg) +
e sin p|vy) gives

A=qo (L+tgp e (volvr)) = a1 (1+ [tg] e (vi]vo)) - (32)

The eigenvalues have to be real, hence e (vg|v1) = %|(vo|v1)|. Without loss of generality we take
the plus sign. (The sign can be absorbed into ¢.) The second equality in (32) can be read as a
quadratic equation in tg ¢; solving it gives

a1 — qo £ /(g1 — 90)* + 4g0q1 [(vov1) 2
2qo(volv1)

tgp = (33)
Substitution of (33), with the plus sign, into the first equality in (32) finishes the proof of the
equality in the lemma. The inequality in the lemma follows from the fact that |(vo|vi)[? < 1,
which gives (qo — q1)? + 4qoq1|(vo|v1)|? < (qo + q1)%

O

Lemma 2 Let A > 0 be a constant. Let |vo) and |y1) be normalized states with |(yo|y1)|*> = A.
Let |k) be an arbitrary orthonormal basis. Then it holds that

Z [(klv0)* - [Kly)1? .y
| Elvo) | + [{kly)[? — 2

Proof sketch: There are two extreme cases, (A) the overlap between |yo) and |71) is spread out over
all directions |k), and (B) it is peaked in a plane, say the plane spanned by |1) and |2). In case A
we write without loss of generality |y0) = n™1/23", |k) and |y1) = n=Y/23", e'®*|k), where the
angles ay, satisfy n=![ 3", e'®*| = v/A. The sum in the lemma evaluates to >, % =1/2.

In case B we write, without loss of generality, |yo) = cos ¢|1)+sin |2) and |y1) = sin ¢|1)+cos ¢|2),
with sin2¢ = v/A. The sum evaluates to 2% = %Sin2 2¢ = A/2. The smallest of the
extreme cases is A/2. O

Theorem 4 Let the impostor use B = T1T, Qg = ti as his strategy for the intercept-resend
attack. Then his per-round probability of success for the authentication, whenever he decides to
send a state to Alice, is bounded by

P + — Z Z VRl 2 = [(teltoi) [2)2 + Al |2 - [(teltoi) 2 - [woilwia) 2. (34)
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Corollary 1 Let a, A > 0 be constants. Let the scattering matriz be such that for all i:
[(Woilvr)* > A and  |{woilwii)]* <1 - a. (35)
Then Theorem 4 implies that
1——.
p< 1

Proof of Theorem J: We express the impostor’s per-round probability of success for his fake
reflected states |w) as

p=EaBi ) [(tultas)? Y Alwlk] [{wailw) . (36)

ke(n]

Here Alw|k] is his strategy: the probability of sending w given k. The |w,;) is the correct return
state as defined in (26). By re-arranging the sums we can write

p = %ZZA[WVC] (wl <ZZ|(tk¢m>2|wm><wml> |w) (37)
k w % @
5 Amax <ZZ (tk|vai)l |WM><WM|> (38)
S % Z Z /\max <Z <tkwai>|2|wai><wai|> (39)
[ k

[e3

IN

where Apax(-) denotes the maximum eigenvalue of a matrix. In the last line we have used the
convexity of the maximum-eigenvalue function. Finally we apply Lemma 1 (the equality part)
with g = |(tk]tai)|* and |va) = |was), and then use >, [(tg|--)* = 1. O

Proof of Corollary 1: Substituting |(woi|wi;)|> < 1 — @ into (34) and again using the shorthand
notation ¢, = |[{t1|¥ai)|?, we have

p o< 5 ZZ\/Qo-i-Ch — daqoqs

1 q091

= 4+ + 1—da—0 40
2 4n ZZ(CIO Q1)\/ (0 +q1)? (40)
1 Q41 }

< gt +q1) |1-2a A1
AP Bl ey @

_ _a qoq1 (42)

2n & 9 + q1

< 1——2:* —%. (43)

In (41) we used v/1 — < 1—1z. In (43) we applied Lemma 2 using the [¢;) basis and |ya) = [¢a:)-
O

In summary, the impostor has no choice but to do a measurement that is essentially equal to 77T
otherwise Alice will notice that the reflection rates are wrong. But the knowledge obtained from
measuring 717 is not sufficient to learn enough about the challenge state |t4;), and the result is
a success rate p that noticeably differs from 100%.

In principle (34) allows p to come close to 1. However, for that situation to occur the scattering
matrix must be quite pathological. The eigenvectors of X; are maximally removed from those
of Xo. Something special has to happen in order to have |wg;) oc RT~!|xg;) align with |wy;) o
RT~Yzy;) for some i, let alone for alli. A randomly created PUF is extremely unlikely to behave
like that; and it can be discarded if it is ever created at all.

Note that the bound in Corollary 1 is not tight. Hence in practice the success probability is even
lower.
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4.4.2 Quantum computer attack on the authentication

Again, the authentication is vulnerable to an attack by Quantum Computer (QC). The attack is
an extension of the one in Section 3.3.2. It needs [i] fast quantum teleportation, [ii] fast quantum
computation and [iii] fast measurement of the state of the QC. The third requirement is new.

The QC’s memory consists of two parts: Meml for the transmission and Mem?2 for the reflection
degrees of freedom. The challenge state [¢)4;) is moved into Meml by teleportation. Mem?2 is
initialized to zero. Then a unitary operation is applied that is equivalent to scattering by the

QR-PUF, i.e. an operation is done equivalent to applying the scattering matrix S to (|w8”> )

The result is a superposition T'[tha;) ® 0 + 0 ® R|ta;). (The tensor product refers to Mem1 and
Mem2.) Then a measurement is done that only detects ‘in which memory the particle is’. If the
outcome is ‘2°; then the state of the QC is 0 ® R|tq;); The state of Mem?2 is teleported onto a
response state and sent to Alice. If the outcome is ‘1’, then the state in Meml is used for QKE
(either by applying an equivalent of Xy or X; directly in the QC, or by teleporting the state of
Mem1 out and then measuring Xg ;).

This attack correctly reproduces all reflection rates, reflected states and transmitted states. It
allows an impostor to pass authentication without possessing Bob’s QR-PUF and to generate a
shared secret key with Alice.

However, the attack requires two fast teleportations, a powerful QC and a fast QC state measure-
ment, which together will present a serious technological hurdle for quite some time to come.

4.4.3 Security of the key

If there is no ‘quantum’ attack and if Bob’s QR-PUF is successfully authenticated, then form
Alice’s point of view the key is secure. The argument is straightforward. The authentication
can be spoofed only by a quantum attack. Given that there is no quantum attack, successful
authentication implies that Bob really controls the QR-PUF. Hence Alice is truly generating a
key with Bob. With impostors having been excluded, we only have to worry about eavesdropping.
The transmitted states travel through the QR-PUF in a ‘transparent’ way,% i.e. Alice’s T~! in the
challenge states T !|z,;) undoes the effect of transmission through the QR-PUF, and effectively
she sends eigenstates of X or X7 to Bob. Thus, the protocol rounds in which transmission occurs
are completely equivalent to an ordinary QKE scheme, and all the standard security proofs for

QKE apply.

4.4.4 Security trade-offs for authenticated QKE

Below we list the security properties of three authentication methods for QKE. We find it inter-
esting that the QR-PUF authentication achieves an unusual type of trade-off: it has no need for
the a priori sharing of a secret, but the security depends on physical assumptions.

Auth. method | Security assumption | Remarks
MAC unconditional needs a priori shared secret
entangled state unconditional needs a priori shared secret state;
unpractical because of decoherence.
QR-PUF physical unclonability; | needs trusted enrollment data
no quantum emulation | (allowed to be public)

5 Summary and future work

We have introduced a new security primitive, the Quantum Readout PUF (QR-PUF), which is
a classical PUF that can be read out using quantum states. We have shown how QR-PUFs can
be used to achieve remote authentication without a trusted remote reader device. The security is

6The presence of the QR-PUF may introduce some additional noise. It is well known how to deal with noise.
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based on two well known physical assumptions, physical unclonability and uniqueness, and one new
physical assumption, quantum-computational unclonability. The no-cloning theorem guarantees
that intercept-resend attacks will be detected. Our authentication scheme is vulnerable to a three-
step attack employing quantum teleportation and a quantum computer. For this reason we need
the assumption of quantum-computational unclonability, which states that this kind of attack,
while possible in theory, is infeasible in practice because of technical or financial issues. What
makes a ‘quantum’ attack especially difficult is the fact that our protocol doubles as a distance
bounding scheme; all three steps of the attack have to be extremely fast.

We have sketched how QR-PUF authentication can be intertwined with Quantum Key Exchange.
Reflected states are used for authentication, transmitted states for QKE. This combination achieves
authenticated QKE without the need for an initial shared secret (such as a short MAC key or an
entangled state). The sketched protocol has the unusual property that the quantum channel is
authenticated, allowing for an un-authenticated classical channel. This reversal necessitates the
use of KMS-MACs.

In our schemes Alice waits for a returning state before sending her next challenge state; this
simplifies the security proofs considerably, since in this setting it suffices to look at the security
of an isolated round without having to worry about (entanglement) attacks on multiple challenge
states. We leave more general protocols and their security proof as a subject for future work.
We have not discussed the issue of implementation. The biggest question is how to construct a
QR-PUF in the first place. The most practical option seems to be a partially transmissive optical
PUF that is challengeable by single photon states or coherent states through an optical fiber. The
main difficulty is to make sure that the uniqueness and physical unclonability properties hold,
in spite of the limited number of challenges that can be passed through a fiber. Fibers carry
a limited number of transversal modes, while such modes are the main way of challenging an
ordinary speckle-producing optical PUF [20, 21]. We are perhaps aided by the fact that multiple
wavelengths are available as a challenge.

Another question is how to quantify the difficulty of the ‘quantum’ attack (Section 3.3.2), which
is the most serious threat to QR-PUFs. Here too the availability of different wavelengths seems
to help us, since it increases the required size of the quantum computer.

Our protocols can be extended in a number of obvious ways. For instance, EPR pairs can be used,
as well as anti-eavesdropping countermeasures like ‘decoy states’ [14]. The QR-PUF can be used
for Quantum Oblivious Transfer. Another option is transmitting states through more than one
QR-PUF. It would also be interesting to see if one can construct a ‘quantum PUF’, i.e. a PUF
that has actual quantum behaviour, resulting in nontrivial (even nonlinear) interaction between
the challenge state and the PUF.
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