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Abstract. Impossible boomerang attack [5] (IBA) is a new variant of differential cryptanalysis
against block ciphers. Evident from its name, it combines the ideas of both impossible differential
cryptanalysis and boomerang attack. Though such an attack might not be the best attack available,
its complexity is still less than that of the exhaustive search. In impossible boomerang attack,
impossible boomerang distinguishers are used to retrieve some of the subkeys. Thus the security
of a block cipher against IBA can be evaluated by impossible boomerang distinguishers. In this
paper, we study the impossible boomerang distinguishers for block cipher structures whose round
functions are bijective. Inspired by the U-method in [3], we provide an algorithm to compute the
maximum length of impossible boomerang distinguishers for general block cipher structures, and
apply the algorithm to known block cipher structures such as Nyberg’s generalized Feistel network,
a generalized CAST256-like structure, a generalized MARS-like structure, a generalized RC6-like
structure, etc.
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1 Introduction

Differential and linear cryptanalysis are the most common cryptanalytic tools against block ciphers.
Provable security against differential and linear cryptanalysis has been an important consideration in
the design of block ciphers. However, this is not sufficient to guarantee the security of the block ciphers
as they may be vulnerable to other types of cryptanalysis. Analysis of new cryptanalytic techniques is
thus always desirable since it enhances the evaluation of the security of a block cipher and the design of
more secure ciphers.

Impossible differential cryptanalysis and boomerang-type attacks (including the boomerang, am-
plified boomerang and rectangle attacks as well as their related-key variants) have been used in the
cryptanalysis of many block ciphers. For instance, a 6-round impossible differential attack was mounted
on MISTY1 in [2] recently while a full-round related-key rectangle attack was applied to the KASUMI
cipher [1]. Hence the importance of these cryptanalytic techniques cannot be undermined.

In [5], a new extension of differential cryptanalysis, which J. Lu calls the impossible boomerang attack,
was proposed. This attack combines the ideas of impossible differential cryptanalysis and boomerang
attack, and makes use of an impossible boomerang distinguisher. Similar to a boomerang attack, a block
cipher E is treated as two sub-ciphers E® o E'. Two (or more) differentials with probability 1 for E°
and two (or more) differentials with probability 1 for E! are used, where the XOR of the intermediate
differences of these differentials is not equal to zero. In [5], the impossible boomerang attack was used
to break 6-round AES-128, 7-round AES-192 and 7-round AES-256 in a single key attack scenario, and
8-round AES-192 and 9-round AES-256 in a related-key attack scenario involving two keys.

As mentioned in [5], the advantages of the IBA over the boomerang attacks are analogous to
those of impossible differential cryptanalysis over differential cryptanalysis. A block cipher resistant
to boomerang-type attack will not necessarily be resistant against an IBA. In boomerang-type distin-
guishers, one generally assumes that the output of one intermediate round of the cipher is uniformly



distributed and is independent from that of the previous rounds. On the other hand, an impossible
boomerang distinguisher does not require this assumption, which is often not the case. Therefore, an
impossible boomerang distinguisher seems more reasonable than boomerang-type distinguishers [5].

Though we can always obtain an impossible differential from an impossible boomerang distinguisher
for the same number of rounds, this is not true for their variants in a related-key attack scenario. As
explained in [5], the flexibilities in choosing the key differences may enable more rounds of a block cipher
to be broken using a related-key impossible boomerang attack. Since related-key IBA is a variant of the
basic IBA, we will be concentrating on the study of impossible boomerang distinguishers which form the
core of IBA.

Inspired by the U-method in [3], we introduce the U B-method and provide an algorithm to compute
the maximum length of impossible boomerang distinguishers and implement it on some selected block
ciphers. As we shall see later on, the maximum length for impossible boomerang distinguishers are equal
to that for impossible differential distinguishers for certain ciphers, increasing the likelihood that IBA
will be a feasible attack on them. Although the impossible boomerang attack may not be the best known
attack for some of the block ciphers, we believe that the results are important and useful, since the attack
can be applied to other block ciphers not mentioned here, and the technique introduced in this paper
can be modified and used in other works as well.

The rest of the paper is organized as follows. In Section 2, we briefly describe the impossible
boomerang attack proposed by J. Lu in [5]. Section 3 introduces some notions, including the U B-method,
for the impossible boomerang attack. In Section 4, we present some additional definitions related to the
UB-method and use them to determine an expression for the maximum length of impossible boomerang
characteristics. An algorithm is proposed in Section 5 to compute the maximum length of impossible
boomerang distinguishers for any general block cipher structure with bijective round functions. The
algorithm is then applied to various block ciphers and the results are summarized in Section 6.

2 The Impossible Boomerang Attack

The attack, described in [5], combines the boomerang attack with impossible differential cryptanalysis,
and is called the impossible boomerang attack (IBA).

2.1 Impossible Boomerang Distinguisher

Similar to a boomerang distinguisher, an impossible boomerang distinguisher, as depicted in Figure 1,
treats a block cipher E: {0,1}* x {0,1}Z — {0,1}? as two sub-ciphers E? o E! and consists of

— a differential w — 2 with probability 1 for E°,

— a differential w’ — 2’ with probability 1 for E°,

— a differential y — z with probability 1 for (E')~1,
— a differential 3 — 2’ with probability 1 for (E')~?,

where w,w’, z,2',y,vy’, 2 and 2’ are all B-bit blocks, and the condition z ® ' & z @& 2z’ # 0 holds.
We state the following theorem from [5], which provides the theoretical basis for our proposed algo-
rithm to compute the maximum length of impossible boomerang distinguishers.

Theorem 1 [5] Suppose that P and P’ are B-bit blocks and K is a key for a B-bit block cipher E,
where E = E° o E' for some E° and E'. Let w — x and w' — 2’ be differentials with probability 1 for

O, and, y — z and y' — 2’ be differentials with probability 1 for (Ex)~", where x ® 2’ ® z ® 2’ # 0.
Then the following pairs of equations cannot hold at the same time:

Ex(P)® Ex(P') =y,
EK(PEB w) (&) EK(PI D ’LU/) = y/.
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Fig. 1. An impossible boomerang distinguisher

The impossible boomerang distinguisher can be written as (w,w’) - (y,y’). Note that the two
differentials for E° or E' may be identical as long as the condition z @ ' @ z ® 2’ # 0 holds.
2.2 A Key Recovery Attack

IBA is a chosen plaintext attack. Let the block cipher E: {0,1}* x {0,1}% — {0,1}Z be a cascade of
four sub-ciphers E = E* o E’ o E! 0 EX. Suppose K and K, are the guesses for the subkey used in E*
and E* respectively. The basic idea of IBA is as follows:

(1) Find an impossible boomerang distinguisher, (w,w’) - (y,y’) for E® o E!.
(2) For a guess of K and K, compute and check whether a candidate quartet of plaintext/ciphertext
pairs ((P,C), (P*,C*)), ((P',C"), (P"™,C"™)) satisfies the following four conditions:
Ex, (P) © Ex, (P*) = w,
Ex, (P) © Ex, (P") =/,
(B, )7HO) @ (B, )7HC) =,
(Ek,) H(CY) @ (Bl,) '(C™) =y

3 If the quartet dOGS SatleY the above COIlditiOl’lS7 then diSC&I‘d the subkey guess K)\, K,). GO to the
"
previous step until the number of remaining subkeys is almost one.

As a concluding remark for this section, the basic impossible boomerang attack can be extended to
a related-key impossible boomerang attack. Readers may refer to [5] for more details.



3 Basic Notions for IBA

In this section, we introduce and establish notions for IBA by modifying and extending those used in
[3].

For a block cipher structure S, let the input and output of one round be (X, Xo,...,X,,) and
(Y1,Ys,...,Y,) respectively. Throughout this paper, we consider S whose round function F' is bijective.

3.1 Basic Definitions and Operations

Definition 1 [3/ The n x n Encryption Characteristic Matrix £ = (€;j)nxn and n x n Decryption
Characteristic Matrix D = (Dj;)nxn are defined as follows.

0, if Y; is not affected by X;,
=11, ifY; is affected by X;,
1p, ifY; is affected by F(X,).
0, if X; is not affected by Y;,
D;; =11, if X; is affected by Y;,
1, if Xj is affected by F(Y;) or F~1(Y;).

Definition 2 [3]/ A matriz is a 1-property matrix if the number of entries 1 (# 1r) in each column of
the matriz is zero or one.

Example. Consider the CLEFIA-like block cipher structure whereby one F-function is used for two
consecutive subblocks. The transformation can be described by

(Y1,Y2,Y3,Yy) = (F(X1) + Xo, X3, F(X3) + Xy, X1).

Then the encryption and decryption characteristics matrices for CLEFIA-like block cipher structure are
given by

10 0 1 0100
|1 1000 100 11F
€= 0110 ’D_0001
0010 110 0
Note that the matrices are 1-property matrices.
Definition 3 [3] Given an input difference @« = (a1,as,...,q,), the input difference vector a =
(a1,aq2,...,a,) corresponding to « is defined as follows.
07 Zf Q; = 0)
a; =
1*, otherwise.

The output difference after r rounds for « is denoted by o and the value of the i*" subblock of a”
is written as a]. The corresponding difference vector after r rounds is denoted by a”, and its ith entry
is denoted by aj. For the decryption process, we use the notations 3, 3", 5/, b, b" and b] instead.

Given an input difference, the possible output differences of each subblock after r» rounds can be
classified by five types of differences: zero difference, a nonzero nonfixed difference, a nonzero fixed
difference, exclusive-or of a nonzero fixed difference and a nonzero nonfixed difference, and a nonfixed
difference. This is summarized in Table 1.



Table 1. Entries of difference vectors and corresponding type of differences

a; or b; Corresponding type of difference

0 zero difference, denoted by 0

1 nonzero nonfixed difference, denoted by ¢

1" nonzero fixed difference, denoted by v

2% |nonzero fixed difference @ nonzero nonfixed difference, denoted by v @® ¢
t(>2) nonfixed difference, denoted by ?

The set {0,1,1*,2*} is denoted by U.

Computation of a” (similar for b") is as follows:
al=a-¢,

aZ=a' ¢,

a’ — a1 €.
A multiplication of a and £ (similar for b and D) is defined by

a-&= (ai)1><n : (5i,j)n><n
= ai & )ixn
i

Table 2 lists all the possible cases of multiplication between an entry of the difference vector a and
an entry of the matrix £; and addition of a; - & ; and ay - &y ;.

Table 2. Multiplication (left) and addition (right)(k € {0,1,1*,2* ¢}, ¢, ¢ > 2)

Multiplication (a; - & ;)[[Addition (a; - & ; + ai - € )]

k-0=0 0O+k=k
k-1=k 1+41=2
0-1p=0 14+1*=2"
1" 1p=1 1+2=3
1-1p=1 1+t=1+t¢t
2 1p =2 1" +t=1+1t
t-lp =t X Ft=2+1
t+t =t+1t

In this paper, although we concentrate mainly on block ciphers with 1-property encryption and
decryption characteristics matrices, the algorithm proposed in Section 5 can be modified for block ciphers
with non 1-property matrices. We leave the modification of the algorithm to interested readers. Here,
we will just list down the additional operations required for block ciphers with non 1-property matrices.

(1) Since v @ v = 0, we have two possible cases:

0 if v =+
1*+1*: ) ? ,y 7)
iy #o



(2) Since v ® (y® ) = (v @) ® J, we have

1 if v =+
1*+2*: ) ? ’Y ’Ya
2%, ify#A

(3) 2* +2° =4.

With these new definitions, the addition operation is still always associative except for certain special
cases. For example, for the sum 14+1*42%, (1+1*)+2* gives 4 whereas 1+ (1*+2*) gives 2 or 3. However,
in these special cases, the sum evaluated both ways always results in a value > 2 and z(*) +¢t =z + ¢
(where t > 2) which always corresponds to a ?. Furthermore, one may check that the operation is also
commutative save for a case where the resulting values derived both ways are always > 2. Therefore, to
sum three or more entries, always perform the addition from left to right. For example, 1+ 1* +1* =1
or 2* since (1 +1%) 4+ 1* =2* + 1*.

3.2 Finding Impossible Boomerang Distinguishers

To find impossible boomerang distinguishers, from Theorem 1, we need four differentials with probability
1 and the XOR of the output difference of each differential must be non-zero. Also note that the two
differentials for E® or E! may be identical.

As denoted in [3], U = {0,1,1*,2*}. Adopting a similar approach to [3], we may use the elements of U
to find impossible boomerang characteristics. We call this method related to the impossible boomerang
attack the U B-method. In Table 3, we summarize all possible cases that satisfy the necessary conditions
stated above. Here we use (7J) to denote 2*, that is, vy @ 6.

Therefore, any of the 26 cases above gives us an impossible boomerang characteristic for 7+’ rounds,

(Aa, Ad') oy (AB, AB').

Example. Consider the CLEFIA-like block cipher structure. Let « = (0,0,0,v), o/ = (0,0,0,v),
B=(4",0,0,0) and B’ = (v"",0,0,0), where v ® ' # " ©~". It can be checked that af = v, o =/,
Bt =~" and B = 4. Hence, corresponding to Case yyvy in Table 3,

((0,0,0,7),(0,0,0,7)) »7 ((",0,0,0), (v",0,0,0)),

is an impossible boomerang distinguisher with length 7 for CLEFTA.

4 Finding the Maximum Length of Impossible Boomerang Distinguishers

In this section, we introduce more definitions and concepts that will help us compute the maximum
length of impossible boomerang characteristics that can be found by the &/B-method.

Definition 4 [3] Let m € U. Given an input difference vector a and output difference vector b, the
mazximum number of encryption and decryption rounds with respect to m, and, the ith entry of a and b
respectively are defined by

MEi(a,m) = mrax{r|a§ =m},

and
MD;(b,m) = max{r|b] =m}.

The mazimum number of encryption and decryption rounds with respect to m are defined as

ME;(m) = 1;1%({/\/151‘(&, m)},



Table 3. Possible output differences (aj,a;") for encryption and (Bf/, {T') for decryption

Case HValue of (o, a")|Value of (ﬂ{', f’) Condition ‘

5000 (5,0) (0,0) -

0060 (0,0) (,0) -

~000 (7,0) (0,0) -

00~0 (0,0) (7,0) -

7700 (v,7") (0,0) Y #y

00vy (0,0) (v,7") Y#y

7070 (7,0) (', 0) Y#y

7770 (7,7") (v",0) 187 ®Y" #0

0y (0, 7) y',7") Y&y ®Y #0

Y (v,7") (Y",7") Yoy #4" ey

Y740 (7,7") (6,0) R

00y (6,0) (v,7") Y@y =

v0~0 (7,9) (', 0) Y@y =

70746 (7,0) (Y, 9) Y9y =0

Y6 (v,7") (", 6) YOy &Y =0

oy (7,9) (v',7") Y&y @Y =0
007(v9) (0,0) (7,7 ®9) YOy =
7(~6)00 (7,7 @0) (0,0 Yoy =
70(v6)0 (7,0) (' ©,0) Y@+ =0
(70)0~0 (y®4,0) (', 0) Y@y =
1y (¥9)0 (v,7") (Y" ®4,0) Y7 ®Y"' =0
(v9)0yy (y®4,0) (v',7") Y&y @Y =0
Y0(yd)y (7,0) (Y ®4,7") T8y &9 =0
(¥9)¥70 (v®4,7) (v",0) Y87 ®7y"' =0
Yy (v9) (v,7") (YY" @) |[vey =1"®y"
Y(¥0) vy (7,7 ®9) "4 Y8y =9"®4"

and
MD;(m) = Iél%{{./\/li)i (b,m)}.

For the purpose of finding the maximum length of impossible boomerang distinguishers, we introduce
the following definition.

Definition 5 Let m,m’ € U. The mazimum number of encryption rounds with respect to m and m’,
denoted by ME;(m,m’), is defined as the mazimum number of rounds, r, such that there exist input
difference vectors a and a' with af = m and a]" = m'. Similarly, the mazimum number of decryption
rounds with respect to m and m’, denoted by MD;(m,m’), is defined as the maximum number of rounds,

1, such that there exist input difference vectors b and b with b = m and b =m/'.

Based on these definitions and the previous section, we may establish the following theorem.

Theorem 2 Consider the round function of a block cipher structure as a bijective black box. If we use
the notation

My = max {ME;(1,0) + MD;(0)},

1<i<n

My = max {ME;(0) + MD;(1,0)},

1<i<n



M3z = max {ME;(1*) + MD;(0)},

1<i<n

1<i<n

Ms = max {ME;(1%) + MD; (1)},

1<i<n

then the maximum length of impossible boomerang distinguishers, M, is given by

M = max {M,},

1<i<5

Proof. Referring to Table 3, we know that M is the maximum length considering all 26 cases.

Case 0000: Msgo0 = M.

Case 0000: Mggso = M.

Case ~000: MA/OQO = maxlgign{MEi(l*,O) + MDZ(O)} Since Mgi(l*, 0) < min{M&(l*),M&(O)},

Myo00 < 1@?<Xn{Mgi(1*) + MD;(0)} = Ms.

Case 0070: Mooyo = maxi<i<n{ME;(0) + MD;(1*,0)}. Since MD;(1*,0) < min{MD;(1*), MD;(0)},
Moofyo < lrila<X {Mgl(()) + M'Dz(l*)} = M.

Case yv00: Moo = M3.

Case 00yy: Mooy, = My.

Case 7070: Myoy0 = maxi<ij<n{ME;(1%,0)+MD;(1*,0)}. Since ME;(1*,0) < min{ME;(1*), ME;(0)}

M'yO'yO < 1I£Iza<}§n{M6’L(1*) + MDz(l*)} = M5‘

Case 7770: Myyy0 = maxi<;<n {MEi(17) + MD;(1*,0)}. Since MD;(1%,0) < min{MD;(1*), MD;(0)},

Moo < max {ME;(1) + MD;(1*)} = M.

Case O’y’y’y: MO’y'y’y = maxlgign{/\/l&(l*,()) + MDz(l*)} Since Mgz(].*,()) S mln{MEZ(l*),MSZ(O)},

Moy < 1o {ME;(17) + MD;(17)} = M.

Case yy77: Myyqyy = Ms.
Case 7760: Myy50 = maxi<i<n{MEi(17) + MD;(1,0)}. Since MD;(1,0) < min{MD;(1), MD;(0)},

M0 < max {ME;(1*) + MD;i(0)} = Ms.

Case 007y: Msoyy = maxi<i<n{ME;(1,0) + MD;(17)}. Since ME;(1,0) < min{M&;(1), ME;(0)},

Msoyy < max {ME:i(0) + MD;(1%)} = M.



Case ’Y(S’)/OZ M’yéwO = maxlgign{/\/l&(l*, 1)+M'Dl(1*70)} Since Mgi(l*, 1) < mm{./\/l&(l*),./\/l&(l)}
and MD;(1*,0) < min{MD,;(1*), MD;(0)},

Moo < max {ME;(17) + MD;(17)} = Ms.
Case 7076 M'yO'yts = maxlgign{/\/lfi(l*, 0)+M'Dl(1*, 1)} Since Mgl(l*,()) S mlH{MEl(l*),Mé‘z(O)}
and MD;(1*,1) < min{MD,;(1*), MD,(1)},

Moo < max {ME;(1%) + MD;(1%)} = Ms.

Case 7y70: Myyys = maxi<i<n{ME;(1*) + MD;(1*,1)}. Since MD;(1*,1) < min{MD;(1*), MD;(1)},

Moo < max {ME;(1%) + MD;(1°)} = Ms,

Case 7677: Miysoy = maxi<icn {ME(17,1) + MD;(1")}. Since ME;(17,1) < min{ME;(1%), ME(1)},
Moyyys < 1rgfL<Xn{M5z‘(1*) + MD;(17)} = Ms.

Case OO’Y(’Y(S) MOOFY(’Y(;) == maxlgign{MSi(O)—l—MDi(l*, 2*)} Since MDZ<1*, 2*) S Hlln{,/\/ﬂ)l(l*)7 MDZ<2*)},

Mooy (vs) < max {ME;(0) + MD;(17)} = M.

Case v(79)00: M. (y5y00 = Maxi<ij<n {ME;(1%,2%)+MD;(0)}. Since ME;(1*,2*) < min{ME;(1*), ME;(2*)},
M (v8y00 < 1@?2(“{'/\45"(1*) + MD;(0)} = Ms.
Case 70(76)0: Mo(ys)0 = Maxi<i<n {ME;(1%,0)+MD;(2*,0)}. Since ME;(1*,0) < min{ME;(1*), ME;(0)}
and MD;(2*,0) < min{MD;(2*), MD;(0)},
Mooy < max {ME;(17) + MD;(0)} = M.
Case (76)070: M(45)040 = maxi <i<n {ME;(2%,0)+MD;(1%,0)}. Since ME;(2*,0) < min{ ME;(2*), ME;(0)}
and MD;(1*,0) < min{MD,;(1*), MD;(0)},

My6)090 < fg&xn{Mgi(o) + MD;(1%)} = M.

Case 7y(70)0: M.y (y5)0 = maxi <<, {ME;(1*)+MD;(2*,0)}. Since MD;(2*,0) < min{MD;(2"), MD;(0)},

My (v6)0 < 1lgfa<xn{Mgi(1*) + MD;(0)} = Ms.

Case (76)07y: M(y5)0yy = Maxi<i<n{ME;(2%,0)+MD;(1*)}. Since ME;(2*,0) < min{ME;(2*), ME;(0)},

M('Y(s)O'Y'Y S 113&)(”{./\/1&(0) + MDz(l*)} = M4.



Case Y0(70)y: Myo(y5)y = maxi<i<n{ME;(17,0)+MD;(2%,1%)}. Since ME;(1*,0) < min{ME;(1*), ME;(0)}
and MD;(2*,1%) < min{MD;(2*), MD;(1*)},

Moo(re)y < 1@?<Xn{M5i(1*) + MD;(17)} = M.

Case (76)770: M(y5)y~0 = maxi<i<n{ME; (2%, 1)+ MD;(1%,0)}. Since ME;(2%,1*) < min{ME;(2*), ME;(1*)}
and MD;(1*,0) < min{MD,;(1*), MD;(0)},
M(,Y(;)V,YQ < max {Mgl(l*) + M'Dl(l*)} = Ms.

~ 1<i<n

Case ’7’77(75) M'y'y’y('yé) = maxlgign{Mgi(1*>+MDi(l*v 2*)} Since MDZ(1*7 2*) < mln{MDZ(l*)a MDZ(2*)}7

My (v8) < 1@?2(”{/\482‘(1*) + MD;(1%)} = Ms.

Case ¥(70)7y: My (y5)yy = Maxi<j<n {ME;(17,2%)+ MD;(1%)}. Since ME;(1%,2*) < min{ME;(1*), ME;(2*)},

Moy (yo)yy < 1@’?2(”{/\/152-(1*) + MD;(1%)} = M.
The result now follows immediately. O

Example. For CLEFTIA, we computed M&;((0,0,0,1*),1*) = 3 and MD;((1*,0,0,0),1*) = 4. By
running through all possible difference vectors a and b, it can be verified that ME&;(1*) = 3 and
MD1(1*) = 4. Checking through all values of ¢ where 1 <14 < 4, we have

My = max {ME;(1°) + MD;(1)}

— MEL(1") + MD; (1)
="T.

By computing the values of M; to My, we obtain M; = My =5 and M3 = My = 6. These imply that
M = My = 7. Hence, for CLEFIA, the maximum length of impossible boomerang distinguishers that
can be found in the B method is 7, and a corresponding 7-round impossible boomerang characteristic

is ((0,0,0,7),(0,0,0,7)) +7 ((+,0,0,0), (7", 0,0,0)), where " 7# "

5 An Algorithm to Compute the Length of Impossible Boomerang
Distinguishers

In this section, we present an algorithm to compute the maximum number of rounds, M, for the impos-
sible boomerang characteristics which can be found by the U/B-method. By modifying this algorithm,
we may also identify the specific forms of impossible boomerang distinguishers.

At the outset, we shall assume that the block cipher structure that the algorithm is applied to has
round functions which are bijective. Furthermore, the encryption and decryption characteristic matrices,
€ and D are assumed to be 1-property matrices. We employ the same variables as in Tables 6 and 7 of
[3]. They are summarized in Tables 4 and 5 below.



Table 4. The meaning of variables used in Algorithm 1. (y > 0)

l Variables “ Meanings ‘
€i,j = 0 51‘,]‘ =0
eij =1 Ejij=1lorlp
éi,j =0 f,'i’j =1 (I* . gi,j = 33* preserves *)
éi,j =1 gi,j =0 (l'* . Si,j = 0) or g»;,j = 1F (I* . gi,j = 1‘)
al =y (resp. z)|[The i entry of difference vector a” is y (resp. z*)
a; =0 The " entry of difference vector a” has no *
a; =—1 The i*" entry of difference vector a” has *

Table 5. Multiplication between an entry of difference vector and an entry of matrix in Algorithm 1

An entry ¢, (a;) of|An entry d, (&,;)|c-d| aj + é:; = si
difference vectors of € if (si=1)s; <0
o, (1) 0, (1) 0 0
z”, (=1) lr, (1) z 0
", (1) 1, (0) z* -1
z, (0) 0, (1) 0 0
z, (0) 1r, (1) T 0
z, (0) 1, (1) T 0

Step 1 : Input the encryption characteristic matrizc £ = (Eij)nxn

fori=0ton—1
forj=0ton—1
if £,; =0, then e;,; < 0 and &; ; «— 1
if £, =1, then e;,; < 1 and &; ; «— 0
if £, = 1p, then e; j < 1 and &; ; «— 1

Step 2 : Compute the values of ME;(m) where 0 <i<n—1andm € {0,1*}.
ME;(0) — 0, ME;(2) — 0, for0<i<n—1
/* The m’s values 0, 1, and 2 indicate the entries 0,1, and 1* respectively. */

For each input difference vector x /* x represents x°. %/
fori=0ton—1
if (0 =0)d; <0
else if (¥ =1) 2; « —1
ME;(%x,0) — 0, ME;(x,2) — 0
r«—0
while (there exists some index [ such that z; < 2)
forj=0ton—1
tj — 07 {j —0
/* t; and f; are the temporary parameters to compute x" 7' and %" 1. %/
fori=0ton—1
tj =ty + e
Si — T + €;5
if (s; =1) s; <0
fj — {j + s;
r—r7r+1
w:Hti,i:Hfi,forogiSnfl

fori=0ton—1
if (] =0) ME;(x,0) —r
if (z; =1and 2] = —1) ME;(x,2) <

fori=0ton—1
if (ME;(0) < ME;(x,0)) ME;(0) — ME;(x,0)
if (ME;(2) <K ME;(x,2)) ME;(2) — ME;(x,2)




Step 8 : Compute the values of MD;(m) where 0 <i<mn—1 and m € {0,1"}.
Insert the matrix D into steps 1 and 2.

Step 4 : Compute the values of ME;(1,0) where 0 <i<mn—1

ME;(1,0) —0,for0<i<mn—1

For each input difference vector x and each input difference vector y
fori=0ton—1
if (0 =0)d; « 0
else if (¥ =1) 2; « —1
if (y) =0) g5 <0
else if (y9 = 1) §; « —1
ME;(x,y,1,0) <0
r <0
while (there exists some index I such that 2] < 2 or y; <2)
forj=0ton—1
tr; «— 0, tij —0
ty; < O, t:yj —0
fori=0ton—1
te; «— tx; +x] - e5;
Sx; — f: —+ éi,j
if (sz; = 1) sz; «— 0
tAIj «— thj + ST
ty; —ty; +y; - ei;
sy — J; +&ij
if (sys = 1) sy; — 0
ty; — ty; + sy.
r«—r+1
xf — tx;, B —tx;, for 0<i<mn—1
y;\—tyi,gj;<—{yi,for0§i§n—1
forte=0ton—1
for j=0tor
if (¢l =1and & =0 and y] =0 and §] = 0) ME;(x,y,1,0) «— j

if ( ME;(x,y,1,0) < ME;(1,0)) ME;(1,0) — ME;(x,y,1,0)
Step 5 : Compute the values of MD;(1,0) where 0 <i<mn —1.
Insert the matrix D into step 4.
Step 6 : Compute the length M.
Output maxg<i<n—1{ME;(1,0) + MD;(0)}.
Step 7 : Compute the length Ma.
Output maxg<i<n—1{ME;(0) + MD;(1,0)}.
Step 8 : Compute the length Ms.
Output maxo<i<n—1{ME;i(2) + MD;(0)}.
Step 9 : Compute the length My.
Output maxg<i<n—1{ME;(0) + MD;(2)}.
Step 10 : Compute the length Ms.
Output maxo<;<n—1{ME;(2) + MD;(2)}.
Step 11 : Output the length M.

Output max;<;<s5(M;).

Algorithm 1 to compute the length M



6 Results for Some Block Cipher Structures

We applied Algorithm 1 to several block cipher structures such as a generalized Feistel network, a
generalized CAST256-like structure, a generalized MARS-like structure, a generalized RC6-like structure,
CLEFIA, a generalized Feistel scheme with an substitution-permutation round function, SMS4, as well as
a Skipjack-like structure. All of them have 1-property matrices £ and D. The reader may refer to [7, 9, 10,
4, 8] for the details of these cipher structures. We also found the specific forms of impossible boomerang
characteristics which give the maximum lengths for each structure. Even though the computer simulation
was only tested on a finite number of subblocks, we are able to generalize the results due to the regular
structural feature.

Table 6 gives the specific forms of various impossible boomerang characteristics for each structure.
Table 7 summarizes our cryptanalytic results. In both tables, n denotes the number of subblocks and
in the case of n always even, we let n = 2m. In Table 7, we also compare the maximum lengths for the
impossible differential cryptanalysis (IDC) with that for the impossible boomerang attack (IBA). As can
be observed, these two maximum lengths are equal for the generalized MARS structure.

Table 6. Impossible boomerang characteristics for some generalized Feistel networks (All o’s, 3’s non-zero, i

odd, a # o', 8 # )

l Structure ‘Case‘ Impossible Boomerang Characteristics
GFNp, Yy ((0,...,0,an),(0,...,0,a,)) »am ((51,0,...,0),(B1,0,...,0))
0000 Many
E.g. For GF N3, ((0,0,0,a4,0,0),(0,...,0,a6)) -9 ((0,0,8s,0,0,0), (0,0, 33,0,0,0))
0008 Many
E.g. For GF N3, ((0,...,0,a6),(0,...,0,a5)) =9 ((0,32,0,...,0),(31,0,...,0))
Generalized CAST256|yyyy ((0,...,0,an),(0,...,0,an)) »,2_1 (($1,0,...,0),(31,0,...,0))
Generalized MARS  |[yyvyy ((0,...,0,an),(0,...,0,a,)) *2n_1 ((81,0,...,0),(B1,0,...,0))

Generalized RC6  |yyyv|((0,...,0,a;,0,...,0),(0,...,0,2:,0,...,0)) »am—1
((0,...,07ﬂi+1,0,...,0),(0,...,O,ﬁ£+1,0,...,0))

CLEFIA Yy ((0,0,0,04),(0,0,0, a4)) 7 ((1,0,0,0), (51,0,0,0))
GFSPy YYYY ((a1,0,0,0),(a170,070)) 15 ((070707ﬁ4)7(070,07ﬁ£1))
SMS4 YYYY ((a1,0,0,0), (a1,0,0,0)) =5 ((0,0,0,B4), (0,0,0, 31))

Skipjack-like 00y Many

E.g. ((0, 0, 0, 054), (0, 0, 0, 054)) —+r12 ((0, /32, 0,0)7 (O,ﬁé, 0, 0))

6.1 Additional Comments

Generalized CAST256 : In [3] and [8], the authors conjectured that the maximum length of the
impossible differential distinguisher for generalized CAST256 is n? — 1. This value was derived based
on Figure 3 in [8]. In contrast, we looked at the structure shown in Figure 1 of [7]. Based on this di-
agram, we found the maximum length of the impossible differential distinguisher to be n?+n —1 instead.

GFSPy, : In [10], the authors only gave the upper bounds of the maximum differential/linear probabili-
ties of 16-round GF'SP,. However, in the light of our results, both for IDC and IBA, we recommend the
use of at least 25 rounds for this scheme.



Table 7. Summary of our results. (A: The maximum number (r) of rounds for impossible differential character-
istics. B: The maximum number () of rounds for impossible boomerang characteristics.)

Block Cipher Structure IDC IBA
A | Comment B | Comment
GFN,, r=3m+2 (m>3) [3] r=3m (m >2) |This paper
Generalized CAST256 [r = n? +n — 1 (n > 3)|This paper| 7 = n — 1 (n > 3) |This paper
Generalized MARS r=2n—1(n>3) 3] r=2n—1 (n > 3) |This paper
Generalized RC6 r=4m+1 (m > 2) [3] r =4m — 1 (m > 2)|This paper
CLEFIA 9 9] 7 This paper
GFSPy 19 This paper 15 This paper
SMS4 6 This paper 5 This paper
Skipjack-like 15 8] 12 This paper

SMS4 : While the maximum lengths of the distinguishers found for IDC and IBA are quite small, note
that this analysis only considers the general structure of the ciphers without taking into account the
specific properties of the round functions. For example, for SMS4, a 12-round impossible differential
characteristic was published in [6], formed by combining two 6-round differentials. Our results, however,
give a definite lower bound for the number of rounds that can be attacked with an impossible differential
or impossible boomerang distinguisher.

Skipjack-like structure : Our approach also works for the truncated case. With reference to Figure 1
of [8], a 15-round impossible truncated differential was found in [8], which agrees with the result which
we found by the U-method. By applying our Algorithm 1, we unveiled a 12-round impossible truncated
boomerang distinguisher.

7 Conclusion

In this paper, we introduced a widely applicable method, called the UB-method, to find various impos-
sible boomerang characteristics for general block cipher structures. We presented Algorithm 1 which is
used to determine the maximum length of impossible boomerang distinguishers that can be found by
the UB-method. Algorithm 1 was then applied to find the maximum length of impossible boomerang
distinguishers for several known block cipher structures. By modifying Algorithm 1, we found the specific
forms of impossible boomerang characteristics for each structure.

While our research presented in this paper only considers the general structure of the ciphers, it
provides a definite lower bound for the maximum length of an impossible boomerang distinguisher. It is
likely that longer ones may be found when the specific properties of the round functions are taken into
account. Furthermore, we saw that the lower bound for the maximum length of an impossible boomerang
distinguisher is comparable to that of an impossible differential characteristic for some block ciphers.
Since impossible boomerang attack may be a feasible attack on certain ciphers, our results will be useful
in the study of the latter, which will in turn shed more light on variants of the attack such as the
related-key version.
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