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Abstract:  We study some technologys that people had developed to 
analyse and attack hash algorithm. We find a way that use data-depend 
function to resist differential attack. Then we design a hash algorithm that 
called Data-Depend Hash Algorit(DDHA). And DDHA is simple and strong 
under differential attack. 
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1. Introduction 

Hash algorithm is the algorithm that computes a fixed size message 
digest from arbitrary size messages. After SHA-0 was published, some 
technologys that analyse and attack hash algorithm are developed. The 
major technologys is differential attack. Papers[Wy05, Dau05] has explain 
the attack. 

Differential attack is the best technique to attack hash function. To 
attack hash function, it need do the work as follow: 

1. Constitute a feasible difference path that has good possibility. 
2. Constitute the adequate conditions for the difference path. 
3. Find some technique to raise the possibility of the difference path. 
From mentioned above description of differential attack, it is easy to 

know that constituting a feasible difference path is the hinge. If it can make 
it hard to constitute a feasible difference path, it will be hard to attack the 
hash function. In appenix 1, we know that the data-depend circular shift 
has good defence feature. And we find a message expension function that 
make any difference path will has at least eight data-depend circular shift 
difference [appenix 2]. This make it hard to constitute a feasible difference 
path.  

At the same time, we study some technologys[1,2] that used to attack 
hash algorithm, DDHA use some ways to resist these attack technologys. 

 

The following operations are applied to 32-bit or 64-bit words in 



DDHA:   
1. ← variable assignment 
2. Bitwise logical word operations:‘∧’–AND ,‘∨’–OR,‘⊕’

–XOR and ‘¬’–Negation.  
3. Addition ‘+’ modulo 322  or modulo 642  . 
4. The shift right operation, )(xSHRn , where x is a 32-bit or 64-bit word 

and n is an integer with 0≤n<32 (resp. 0≤n<64).  
5.The shift left operation, )(xSHLn  , where x is a 32-bit or 64-bit word 

and n is an integer with 0≤n<32 (resp. 0≤n<64).  
6. The rotate right (circular right shift) operation, )(xROTRn , where x is a 

32-bit or 64-bit word and n is an integer with 0 ≤ n < 32 (resp. 0 ≤ n < 
64).  

7. The rotate left (circular left shift) operation, )(xROTLn , where x is a 
32-bit or 64-bit word and n is an integer with 0 ≤ n < 32 (resp. 0 ≤ n < 
64).  

 

2. Data-Depend Hash Algorithm (DDHA) 

DDHA has two hash functions: DDHA-256(32-bitversion), DDHA-512 
(64–bitversion). DDHA-256 is used for message no bigger than 642 , 
DDHA-512 is used for message no bigger than 642 , The properties as 
follow: 

   word Message size Block size   Hash value size 

DDHA-256 32 642<  512 256 

DDHA-512 64 642<  1024 512 

Properties of DDHA hash functions(size in bits) 

In DDHA, the message will be preprocessed. After message is 
preprocessed, the message will prased in N message blocks, these blocks 
will be processed with a compression function in order. 

 

2.1 Preprocessing  

Preprocessing in DDHA include steps:  
a. padding the message M, parsing the padded message into 

message blocks,  
b. setting the initial hash value,  
 

2.1.1 Padding and parsing 



Suppose that the length of the message M is L bits. Append the bit “1” 
to the end of the message, followed by k zero bits, where k is the smallest, 
non-negative solution to the equation L+1+k ≡ 448 mod 512 (resp. 
L+1+k ≡ 960 mod 1024). Then append the 64-bit block that is equal to 
the number L expressed using a binary representation. 

After message is padded, the message will be parsed into N 
512-bits(resp. 1024-bits) message blocks.  

 

2.1.2 Initial Hash Value and constants 

DDHA use the same initial hash value as that of SHA-2 (given as 
follow): 
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The initial hash value for DDHA 
 

DDHA use 32 constant words, these words are separated into two 
parts C1 and C2 as follow:  
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Constants C1 of DDHA 

C2 as follow: 
DDHA-256 DDHA-512 

,842802

,90267602

,8302

,9053902

,1445502

,8750402

,63370702

,612102

,83702

,6811802

,0244145302

,1056202

,76902

,51526502

,34004002

,25626102

15

14

13

12

11

10

9

8

7

6

5

4

3

2

1

0

acadxC

dfxC

fxfcefaC

eexaC

edaxC

ddxfC

dxcC

cdeexC

fbcdxeC

eaxdC

xC

dfxdC

aacbxeC

aexC

bxcC

exfC

=
=
=
=
=
=

=
=
=
=
=
=
=
=
=
=

 
,39186842802

,27920267602

,23538302

,8275379053902

,1081141445502

,30143148750402

,06263370702

,4876612102

,18858453702

,476811802

,92002441453802

,3596551056202

,0399376902

,7942351526502

,9734043204002

,429224425626102

15

14

13

12

11

10

9

8

7

6

5

4

3

2

1

0

daebcadxC

bbdaddfxC

afbdfxfcefaC

efeexaC

aeedaxC

addxfC

ecefedxcC

fefacdeexC

ddfbcdxeC

dffeffeaxdC

cccfxC

cbdfxdC

aaafccbxeC

aabaexC

affbxcC

fexfC

=
=
=
=
=
=

=
=
=
=
=
=
=
=
=
=

 

Constants C2 of DDHA 

2.2 processing. 

If there are N message blocks 10,..., −NMM . 
The DDHA has a compression function. The input of compression 

function include chaining variable(8 words, ii HH 70,..., ), message block(16 
words, ii mm 150,..., ), constants(32 words, 150 1,...,1 CC , 150 2,...,2 CC ), and other 
parameters. Then the processing as foollow: 
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Processing of DDHA 

 

2.3 compresion fuction 

The function compression(repeattime, im ,h, tm,oc,ct1,ct2) takes as 
input seven values: 

* an integer value repeattime. User can set repeattime to get higher 
intensity. The default value of repeattime is 1. 

* a message block iii mmm 310,...,=  
* a chain value 70 ,...,hhh =  
* an value 170,...,tmtmtm = . 



* an value 10,ocococ = . 
* a Constant 150 1,...,11 ctctct =  
* a Constant 150 2,...,22 ctctct =  
 
The compression function use two functions: SR(m, h,ct1,ct2), ME(m). 

In DDHA, the word is carved up to sixteen parts, every part is used as 
parameter of data-depend circular shift once. And in function ME(m), the 
circular shift operation is based on part not bit. 

 

2.3.1 SR(m,h,ct1,ct2) 

The function SR(m,h,ct1,ct2) takes as input four values: 
* a chain value 70 ,...,hhh =  
* a message block 320,...,mmm =  
* a Constant 150 1,...,11 ctctct =  
* a Constant 150 2,...,22 ctctct =  
And SR(m,h,ct1,ct2) as follow: 
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SR function of DDHA 
In DDHA-256, the word length is 32, rl is 2, rv is 3. In DDHA- 512, the 

word length is 64, rl is 4, rv is 15. 
 

2.3.2 message expension function ME(m) 

The message expension function ME(m) takes as input one value: 
* a message block 150,...,mmm =  
And ME(m) as follow: 
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function ME of DDHA 
In DDHA-256, the word length is 32, rl is 2. In DDHA- 512, the word 

length is 64, rl is 4. 
 
With function SR(m,h,ct1,ct2), ME(m), the compression function as 

follows: 
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compression function of DDHA 
In DDHA-256, the word bit-length is 32. In DDHA- 512, the word 

bit-length is 64.  
 

3 Security of DDHA  

In this section, we discuss the resistance of DDHA to Differential 
attack, Length extension, Multicollisions. 

 

3.1 Differential attack 

From appendix 2, we will know that if there is any difference in the 
message, the difference path for DDHA will has at least eight data-depend 
circular shift difference that 0≠∆r , r is the parameter of data-depend 
circular shift. 

By proposition A.1, it is known that if a data-depend circular shift 
difference that 0)( 21 ≠− rr , the possibility of a data-depend circular shift 
difference is n−gcd2 , gcd is the greatest common divisor of )21( rr −  and n .  

In DDHA, the parameter of data-depend circular shift less than 
4(resp.16). then there has: 
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So the possibility of a difference path for DDHA will be: 

)2.(22 8648168)(gcd nnn respp ×−×−×− ≤≤  

At the same time, in a difference path for DDHA if a chain value that 
0=∆r  has defences, some bits in the parameter r will be fixed, this depend 

on the defences that the chain value has. Here we suppose attacker can 
find the needed defences. 

 

3.2 Length extension 

Length extension is the attaca against keyed hash of form )(mHh k=  
or )||( mkHh = . The attack as: given )(mHh k= , the padding data is p, then 
find 'm  that make )'||||||( mpmkHh = . The )'||||( mpm  is the fabricated 
message. 

Let tm is sum of the message blocks defore last block. 
In DDHA, if )||||(... 12 −− NN mm  is padded message data, and 1−Nm  is the 

last message block, the final chain values is ,,( 1−= NN mrepeattimencompressioh   
)2,1,,,1 ccoctmhN ¬¬¬ − . If a block Nm  is extended, then the chain value 

between NN mm ,1−  will be )2,1,,,,,( 11 ccoctmhmrepeattimencompressioh NNN −−=  from 
)2,1,,,,,( 11 ccoctmhmrepeattimencompressioh NNN ¬¬¬= −− . The knowledge of 

)||||(... 12 −− NN mmDDHA  can not be used to compute the hash of 
)||||||(... 12 NNN mmm −− . 

 
3.3 Multicollisions 
Many technique is developed to find Multicollisions of hash function, 

Joux’s technique[1] and Kelsey/Schneier’s technique[2] is representative 
technique. 

 
3.3.1 Joux’s technique 
Joux [1] has proposed a technique to find a k2 -collision for hash 

functions with n-bit hash values in 2/2nk ×  as follow: 



 
To a pair ),( 1+ii hh , If replace 11 +im  with 12 +im  will not change any 

parameter in follow calculation, it can apply Joux’s technique. 
Let tm is sum of the first i message blocks, and ioco  is the munber of 

o block before i-th chaining hash value ih . 
In DDHA, if replace 11 +im  with 12 +im  will change the parameter tm in 

follow calculation. 
And it can alter Joux’s technique to apply it on DDHA. To pair ),( 1+ii hh , 

it need find message blocks )4,...,4,3,...,3( 130130 −− ii mmmm  that satisfy (3.1). let 

iocou3  is the munber of o block in )3,...,3( 10 −imm , and iocou4  is the munber 
of o block in )4,...,4( 10 −imm , And 043 00 == ocouocou . 

So to find Multicollisions of DDHA, to every pair chain value ),( 1+ii hh , it 
need find message blocks that satisfy (3.1). Then to k2 -collision for DDHA, 
the message blocks must satify k systems that like (3.1).  
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3.3.2 Kelsey/Schneier’s technique 

Kelsey/Schneier’s technique bases on fixed-points of hash function. 
When constitute Multicollisions for a hash function, Kelsey/Schneier’s 
technique[2] will change the order of the blocks.  

12m
12 −km

11 −km11m01m

02m

0h  
1h  

… kh



In DDHA, change the order of the blocks maybe change the 
parameter tm or oc in some follow calculation. It is hard to apply 
Kelsey/Schneier’s technique on DDHA. There is a simple way to resist this 
attack, it need use some parameter that is relate to the order of the block 
in blocks. 

 
4. Improvement 
In compression function, there are 512 data-depend circular shift 

operations, this will increase the calculation. If DDHA use a message 
expension function that has higher minimum hamming weight in less 
expand message words, it will make DDHA has same intensity with less 
calculation. There is a message expension function as follow: 
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function ME1 of DDHA 
In DDHA-256, the word length is 32, rl is 2. In DDHA- 512, the word 

length is 64, rl is 4. 
Function ME1 has a character, if a set include different expension 

message words, it has different minimum Hamming weight. We given the 
minimum Hamming weight here: 

expension message words minimum Hamming weight 

160,.....,emem  2 

170,.....,emem  4 

190,.....,emem  6 

200,.....,emem  8 
Function ME1 will produce 21 expension message words which 

minimum Hamming weight is 8. it will reduce the calculation. 
 
5. Conclusions 
After study the technologys[wy05, Dau05] and the defence feature of 

data-depend function, and we find a message expension function that will 
make every defence path for DDHA will has at least eight data-depend 
circular shift defences, this make it hard to constitute a feasible difference 
path that has good possibility. Base on data-depende function and the 
message expension function, we design the hash function DDHA. 

At the same time, we study other attack technologys[1,2] and length 
extension, and we use some measures in view of these technologys, 
these measures wreck the condition that applying the technologys need, 
this make it harder to apply these technologys on DDHA. 

DDHA uses a value repeattime that user can set the value to change 
rounds to change the strength. It make it easy to raise the intensity of 
system. 

So DDHA adopts various measures in view of the techniques that use 
to attack hash function, this will make DDHA will resist these attacks. 
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Appendix 1: Difference of data-depend circular shif t 

Here we just discuss circular right shift. And we just discuss XOR 
differences[Dau05]. 
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))())((()( rxrnxxROTRy r >>∨−<<==  

If there is (x1,y1,r1) and (x2,y2,r2) meet: 
)2(2)1(1 21 xROTRyxROTRy rr ==  

 
At fisrt, there is:( 1log2 −= nwbl ) 
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Let the greatest common divisor of )21( rr −  and n  is 

),21(gcd nrrGCD −= . Then there exists: 
 
1. if r1=r2, there has: 
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So, if r1=r2, the difference of y1 and y2 will just depend on the 
difference of x1 and x2. of course it also depend on r1. 

To given )2,1( yy⊕∆ , there are 12 xn . To given ))2,1(,1( yyx ⊕∆ , there is a 
2x  that meet ))2,1((12 1 xxLOTRxx r ⊕∆⊕= . So there are n2  pair )2,1( xx  has 

same )2,1( yy⊕∆ . 
 
2. if 21 rr ≠ .  
Divide )2,1( yy⊕∆  and  )2,1( xx⊕∆  into gcd parts as follow: 
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There are 1gcd/2 −n  diffence as follow: 
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To given pair (dx, dy1), there exists: 
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Proposition A.1 :  if 21 rr ≠ , the possibility of a difference pair 
( )2,1( yy⊕∆ , )2,1( xx⊕∆ ) is n−gcd2 . 

Proof: 
At first, Divide )2,1( yy⊕∆  and  )2,1( xx⊕∆  into gcd parts as (A.1), and 

every part satisfy (A.2). To given pair (dx, dy1), it will has the system: 
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The system has )1gcd/(2 −× n  variables and 3gcd/2 −× n  equations. 



Apply elimination method on system (A.3), it will get (A.2). The system 

has two roots on GF(2). 

The difference pair ( )2,1( yy⊕∆ , )2,1( xx⊕∆ ) include gcd parts that satisfy 
(A.2) (A.3). So there are gcd2  pair )2,1( xx  satify these systems. 

 
So there are gcd2  pair )2,1( xx  have the given defference 

( )2,1( yy⊕∆ , )2,1( xx⊕∆ ). Of course these pairs )2,1( xx  satisfy 1)2,1(2 xxxx ⊕∆= ⊕ . 
To given defference ( )2,1( xx⊕∆ ), there are n2  1x , And to given pair 

( 1),2,1( xxx⊕∆ ), there is a 2x  that satisfy 1)2,1(2 xxxx ⊕∆= ⊕ , so there are n2  
pair )2,1( xx  have the given defference ( )2,1( xx⊕∆ ). 

So the possibility of a difference pair ( )2,1( yy⊕∆ , )2,1( xx⊕∆ ) is n−gcd2 .  □ 



Appendix 2: Message_expension(m)  
In DDHA, the message m is expand from 16 words to 32 words. It can 

use a )20481024.(1024512 ×× resp  generator matrix to describe it. It a little 
hard to find out the minimum deffences in expand message words with the 
big matrix. We will find out the minimum deffences in expand message 
words with other way. 

 
At first, the follow facts is used to simplify the discussion: 
1. Because the degree of the Algebraic Normal Form (ANF) that 
describe function ME(m) is 1. Finding out the minimum deffences in 
expand message words is be equal finding out the minimum Hamming 
weight of the expand message words when the Hamming weight of 
message bigger than 0. 
2. The words in DDHA is carved up to sixteen parts. So it can describe 
a word as follow: 

),...,(: 015 wwW =  
Where 160),...,(: 0 <≤= ibbw Ji , every part iw  has J bits. Then the 

message words m and expand message words em as follow: 
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Then function ME(m) can be described with steps as follow, let m1 

and m2 include 16 words. 
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Then there exists: 

16mod)16(,, 12 jiiji mm +−=  

 
Let HW(w) is Hamming weight of w. Then there exists: 
Proposition B.1 :  If 
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There exists: 
1. If 0

15

0
=⊕ = jj

x , then HW(y)=HW(x). 
2. If 1

15

0
=⊕ = jj

x , then HW(y)=16-HW(x). 
3. If 0)( >xHW  and 0

15

0
=⊕ = jj

x , then 2)( ≥yHW . 
4. If 0)( >xHW  and 1

15
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x , then 1)( ≥yHW . 
proof: 

There exists: 
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3. If 1)( ≥xHW  and 0
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x , if 1)( =xHW , there has 1
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x . So: 
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By (B.1.2), there exists: 2)()( ≥= xHWyHW              

4. If 1)( ≥xHW  and 1
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x , and if 16)( =xHW , there has 0
15

0
=⊕ = jj
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so there exists: 
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By (B.1.3), there exists: 11516)(16)( =−≥−= xHWyHW        □ 

 
Proposition B.2 : In message words of DDHA, if there exists 1510 ≤≤ j  

make 11,
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0
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m , Then there exist 16)( ≥emHW . 
Proof: 
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Suppose }1|{ 1, == jimiI   and 0)),...,(( 1,151,0 HememHW jj =  
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Then 
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□ 

Proposition B.3 : In message words of DDHA, if 0)( ≥mHW  there 
exist 8)( ≥emHW . 

Proof: 
There exists:  
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2.2 If 0)2(
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Because there has: 151,1,00 ≤≤ biaijb  and biai 11 ≠   
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By (B.3.2) (B.3.3) (B.3.4), there exist: 
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So by (B.3.a) (B.3.b) (B.3.c), if 0)( ≥mHW  there exist 8)( ≥emHW .  □ 

 

Because every part of every expand message words is as parameter 
of data-depend circular shift once. Theroem B.3 means in any difference 
path for DDHA, there will be at least eight data-depend circular shift 
defference.  


