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Abstract

In this paper, we present two fully secure functional encryption schemes. Our first result
is a fully secure attribute-based encryption (ABE) scheme. Previous constructions of ABE
were only proven to be selectively secure. We achieve full security by adapting the dual
system encryption methodology recently introduced by Waters and previously leveraged to
obtain fully secure IBE and HIBE systems. The primary challenge in applying dual system
encryption to ABE is the richer structure of keys and ciphertexts. In an IBE or HIBE system,
keys and ciphertexts are both associated with the same type of simple object: identities. In
an ABE system, keys and ciphertexts are associated with more complex objects: attributes
and access formulas. We use a novel information-theoretic argument to adapt the dual
system encryption methodology to the more complicated structure of ABE systems. We
construct our system in composite order bilinear groups, where the order is a product of
three primes. We prove the security of our system from three static assumptions. Our ABE
scheme supports arbitrary monotone access formulas.

Our second result is a fully secure (attribute-hiding) predicate encryption (PE) scheme
for inner-product predicates. As for ABE, previous constructions of such schemes were
only proven to be selectively secure. Security is proven under a non-interactive assumption
whose size does not depend on the number of queries. The scheme is comparably efficient
to existing selectively secure schemes. We also present a fully secure hierarchical PE scheme
under the same assumption. The key technique used to obtain these results is an elaborate
combination of the dual system encryption methodology (adapted to the structure of inner
product PE systems) and a new approach on bilinear pairings using the notion of dual
pairing vector spaces (DPVS) proposed by Okamoto and Takashima.
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1 Introduction

In a traditional public key encryption system, data is encrypted to be read by a particular
individual who has already established a public key. Functional encryption is a new way of
viewing encryption which opens up a much larger world of possibilities for sharing encrypted
data. In a functional encryption system, there is a functionality f(x,y) which determines what
a user with secret key y can learn from a ciphertext encrypted under x (we can think of both
x and y as binary strings, for example). This allows an encryptor to specify a policy describing
what users can learn from the ciphertext, without needing to know the identities of these users
or requiring them to have already set up public keys. The enhanced functionality and flexibility
provided by such systems is very appealing for many practical applications.

Several previous works have pursued directions falling into this general framework, e.g. [36,
26, 18, 5, 34, 25, 41, 29, 13]. However, the same expressive power of these systems that makes
them appealing also makes proving their security especially challenging. For this reason, all of
the prior systems were only proven selectively secure, meaning that security was proven in a
weaker model where part of the challenge ciphertext description must be revealed before the
attacker receives the public parameters.

In this paper, we present fully secure systems for two cases of functional encryption, namely
attribute-based encryption (ABE) and predicate encryption (PE) for inner products. Sahai and
Waters [36] proposed Attribute-Based Encryption as a new concept of encryption algorithms
that allow the encryptor to set a policy describing who should be able to read the data. In an
attribute-based encryption system, private keys distributed by an authority are associated with
sets of attributes and ciphertexts are associated with formulas over attributes. A user should
be able to decrypt a ciphertext if and only if their private key attributes satisfy the formula.
Predicate encryption for inner products was first presented by Katz, Sahai, and Waters [29]. In
a predicate encryption scheme, secret keys are associated with predicates, and ciphertexts are
associated with attributes. A user should be able to decrypt a ciphertext if and only if their
private key predicate evaluates to 1 when applied to the ciphertext attribute.

Our Two Results The ABE and PE schemes described in this paper have essential com-
monalities: both are functional encryption schemes that employ the dual system methodology
of Waters [42] to prove full security. This is a powerful tool for achieving full security of systems
with advanced functionalities, but realizing the dual system methodology in each new context
presents unique challenges. In particular, the technical challenges for ABE and PE are distinct,
and the two results now combined into this paper were obtained by separate research groups
working independently. The ABE result was obtained by Lewko, Sahai, and Waters, while the
PE result was obtained by Okamoto and Takashima.

1.1 Attribute-Based Encryption

We are particularly interested in attribute-based encryption as a special case of functional
encryption because it provides a functionality that can be very useful in practice. For example,
a police force could use an ABE system to encrypt documents under policies like “Internal
Affairs OR (Undercover AND Central)” and give out secret keys to undercover officers in the
central division corresponding to the attributes “Undercover” and “Central”. Given the many
potential uses of ABE systems, constructing efficient systems with strong security guarantees
is an important problem.



Previous Constructions and Selective Security. All previous constructions of ABE sys-
tems [36, 26, 19, 5, 34, 25, 41] have only been proven to be selectively secure. This is a limited
model of security where the attacker is required to announce the target he intends to attack
before seeing the public parameters of the system. This is an unnatural and undesirable restric-
tion on the attacker, but it unfortunately appears to be necessary for the proof techniques used
in prior works.

To see why this is the case, it is instructive to look into the way that previous security proofs
have worked. In these security proofs, the simulator uses the attacker’s announced target to
embed the challenge in the public parameters in such a way that the simulator can produce
any keys the attacker can request but can also leverage the attacker’s output to break the
underlying challenge. This is a partitioning strategy reminiscent of the strategies first used to
prove security for IBE systems. The formation of the public parameters partitions the keys into
two classes: those that the simulator can make, and those that are useful to the simulator in
solving its challenge.

While this partitioning strategy was successfully employed by Boneh and Boyen [7], and
Waters [40] to prove full security for an IBE system, any partitioning approach seems doomed
to failure when one tries to achieve full security for ABE systems. Without selectivity, the
simulator cannot anticipate which keys the attacker may ask for, so the attacker must make
some type of a guess about what the partition should be. One natural direction is to partition
the identity space in some random way and hope that the attacker’s queries respect the partition
(which was the main idea behind the works in the IBE setting). For ABE systems, however,
private keys and ciphertexts have much more structure; different keys can be related (they
may share attributes), and this severely restricts allowable partitions. Thus, the power and
expressiveness of ABE systems work directly against us when attempting to create partitioning
proofs.

Our Approach. We are able to obtain full security by adapting the dual system encryption
technique of [42, 30] to the ABE case. Waters [42] introduced dual system encryption to
overcome the limitations of partitioning. In a dual encryption system, keys and ciphertexts
can take on one of two forms: normal and semi-functional. A normal key can decrypt both
normal and semi-functional ciphertexts, while a semi-functional key can only decrypt normal
ciphertexts. The semi-functional keys and ciphertexts are not used in the real system, only in
the proof of security. The proof employs a hybrid argument over a sequence of security games.
The first is the real security game, with normal keys and ciphertext. In the second game,
the ciphertext is semi-functional and the keys remain normal. In subsequent games, the keys
requested by the attacker are changed to be semi-functional one by one. By the final game,
none of the keys given out are actually useful for decrypting a semi-functional ciphertext, and
proving security becomes relatively easy.

There is one important subtlety inherent in the dual system technique. In the step where the
k" key becomes semi-functional, the simulator must be prepared to make any semi-functional
challenge ciphertext and any key as the k" key. At first, this appears to be a paradox, since
it seems the simulator can just make a key that should decrypt the challenge ciphertext and
decide for itself whether the key is semi-functional by attempting to decrypt the semi-functional
challenge ciphertext. Waters addresses this issue by introducing tags: if a key and ciphertext
in his IBE system have the same tag, decryption will fail regardless of semi-functionality. The
simulator is constructed in such a way that if it attempts to check if key k is semi-functional by
decrypting a semi-functional ciphertext, it will be thwarted because they will have equal tags.
(This relationship between the tags will be hidden to an attacker who cannot request a key able
to decrypt the challenge ciphertext.)



Lewko and Waters [30] provide a new realization of dual system encryption where tags are
replaced by nominally semi-functional keys. Nominally semi-functional keys are structured like
semi-functional keys except that they do also successfully decrypt semi-functional ciphertexts
(the semi-functional contribution cancels out). When the k* key turns semi-functional in the
hybrid, the simulator is constructed so that it can only make a nominally semi-functional key
k. It is then argued that this looks like a regular semi-functional key to the attacker.

Though they achieve fully secure HIBE with constant size ciphertext, it is not clear how
to extend the techniques of [42, 30] to obtain fully secure ABE systems. Both rely on the
fact that the identities attached to keys and ciphertexts are the same. Waters relies on this
to align tags, while Lewko and Waters use this symmetry in designing their system so that a
nominally semi-functional key is identically distributed to a regular semi-functional key in the
view of an attacker who cannot decrypt. This symmetry does not hold in an ABE system,
where keys and ciphertexts are each associated with different objects: attributes and formulas.
The additional flexibility and expressiveness of ABE systems leads to a much more complicated
structure of relationships between keys and ciphertexts, which makes the potential paradox of
the dual system encryption technique more challenging to address for ABE.

We overcome this by giving a new realization of nominally semi-functional keys in the ABE
setting. We do this by designing the semi-functional components of our keys and ciphertexts to
mirror the functionality of the ABE scheme. Intuitively, we want to argue that an attacker who
cannot decrypt the message also cannot determine if the final contribution of the semi-functional
components will be non-zero. We make this argument information-theoretically by showing that
our nominally semi-functional keys are distributed identically to regular semi-functional keys
from the attacker’s perspective. This information-theoretic argument is more intricate than the
HIBE analog executed in [30], due to the more complicated structure of ABE systems.

The ideas above allow us to construct an ABE system that is fully secure. We build our
construction in two phases. First, we construct an ABE system with the restriction that each
attribute can only be used once in an access formula. We call this a one-use ABE system. Then,
we provide a generic transformation from a one-use system to a system which is fully secure when
attributes are used multiple times (up to a constant number of uses fixed at setup). While this
transformation does incur some cost in key size, it does not increase the size of the ciphertext;
we stress that ours is the first feasibility result for fully secure ABE. Our construction supports
arbitrary monotone access formulas. We realize our ABE construction using bilinear groups of
composite order and prove security under three assumptions used by Lewko and Waters [30].

1.2 Predicate Encryption for Inner Products

ABE systems have desirable functionality, but have one limitation in that the structure of the
ciphertext is revealed to users who cannot reveal. For example, in a CP-ABE system, a user
who cannot decrypt can still learn the formula associated with the ciphertext. For applications
where the access policy must also be kept secret, this is unacceptable. In our second result we
address a class of systems, called predicate encryption systems, that overcome this limitation.
Our second result gives predicate encryption of inner products between the ciphertext and key
vectors.

Predicate encryption (PE) for inner products was presented by Katz, Sahai and Waters [29]
as a generalized (fine-grained) notion of encryption that covers identity-based encryption (IBE)
[6, 7,9, 20, 22, 28], hidden-vector encryption (HVE) [13] and attribute-based encryption (ABE)
[5, 26, 34, 35, 36]. Informally, secret keys in a PE scheme correspond to predicates in some class
F, and a sender associates a ciphertext with an attribute in set X; a ciphertext associated with
attribute I € ¥ can be decrypted using a secret key sky corresponding to predicate f € F if



and only if f(I) = 1.

The special case of inner product predicates is obtained by having each attribute correspond
to a vector 7’ and each predicate f= correspond to a vector 7, where f?(?) =1iff @7 = 0.
(Here, 7 - U denotes the standard inner-product). We note that these represent a wide class of
predicates including equality tests (for IBE and HVE), disjunctions or conjunctions of equality
tests, and, more generally, arbitrary CNF or DNF formulas (for ABE). However, we note that
inner product predicates are less expressive than the LSSS access structures of ABE. To use
inner product predicates for ABE, formulas must be written in CNF or DNF form, which can
cause a superpolynomial blowup in size for arbitrary formulas.

Katz, Sahai, and Waters also introduced attribute-hiding, a security notion for PE that
is stronger than the basic security requirement, payload-hiding. Roughly speaking, attribute-
hiding requires that a ciphertext conceal the associated attribute as well as the plaintext, while
payload-hiding only requires that a ciphertext conceal the plaintext. If attributes are identities,
i.e., PE is IBE, attribute-hiding PE implies anonymous IBE. This notion of attribute-hiding
addresses the limitation of ABE systems. Katz, Sahai, and Waters provided a scheme which is
attribute-hiding PE for inner-product predicates, but it is only proven to be selectively secure
and no delegation functionality is provided.

Our Results

e This paper proposes the first adaptively secure PE scheme for inner-product predicates
in the standard model. The scheme is proven to be adaptively attribute-hiding (against
CPA) under an assumption that is non-interactive. The number of terms of the assumption
depends on a system parameter n, which is the vector length. (However, the number of
terms does not depend on the number of adversarial private key queries.) We prove that
the assumption is true in the generic model of bilinear pairing groups.

The efficiency of the proposed PE scheme is comparable to that of the existing selectively-
secure PE schemes [29, 33].

e This paper also establishes a (hierarchical) delegation functionality on the proposed adap-
tively secure PE scheme. That is, we propose an adaptively secure (attribute-hiding) hier-
archical PE (HPE) scheme for inner-product predicates (with polynomially many levels)
in the standard model under the n-eDDH assumption.

The proposed HPE scheme implies the first anonymous hierarchical IBE (HIBE) with
polynomially many levels in the standard model as a special case (when the associated
inner-product predicate is specialized as the equality test for HIBE).

o It is straightforward to convert the (CPA-secure) basic (H)PE scheme to a CCA-secure
(H)PE scheme by employing an existing general conversion such as that by Canetti,
Halevi and Katz [17] or that by Boneh and Katz [12] (using an additional level with
two-dimensions for the basic (H)PE scheme, and a strongly unforgeable one-time signa-
ture scheme or message authentication code and encapsulation). That is, we can present
a fully secure (adaptively attribute-hiding against CCA) (H)PE scheme for inner-product
predicates in the standard model under the n-eDDH assumption as well as a strongly un-
forgeable one-time signature scheme or message authentication code and encapsulation.

e To achieve the result, this paper elaborately combines a new methodology, the dual system
encryption, proposed by Waters [42] and a new approach based on a notion of higher
dimensional vector spaces, dual pairing vector spaces (DPVS), proposed by Okamoto and
Takashima [32, 33]. The notion of DPVS is constructed on bilinear pairing groups, and



they presented a selectively secure (H)PE scheme on DPVS [33]. We will explain this
approach and our key technique in Section 3.1.

Note that the n-eDDH assumption in this paper is defined over the basic primitive, bilinear
pairing groups (not over the higher level concept, DPVS), although the proposed PE and
HPE schemes are constructed over DPVS, and the assumptions in [33] are defined over
DPVS.

e Since HPE is a generalized (fine-grained) version of anonymous HIBE (AHIBE) (or in-
cludes AHIBE as a special case), HPE covers (a generalized version of) applications de-
scribed in [14], fully private communication and search on encrypted data. For example, we
can use a two-level HPE scheme where the first level corresponds to the predicate/attribute
of (single-layer) PE and the second level corresponds to those of “attribute search by a
predicate” (generalized “key-word search”).

1.3 Related Work

Identity Based Encryption (IBE) was proposed by Shamir [37]. In an identity based encryption
system, an authority distributes keys to users with associated identities, and messages are en-
crypted directly to identities. The first IBE schemes were constructed by Boneh and Franklin [9]
and Cocks [20]. These schemes were proven secure in the random oracle model. Then selec-
tively secure schemes in the standard model were constructed [16, 6]. Boneh and Boyen [7] and
Waters [40] constructed fully secure IBE schemes in the standard model. Gentry [22] gave an
IBE system and security proof that moved beyond the confines of the partitioning strategy, but
at the cost of a large and complicated complexity assumption.

Hierarchical Identity Based Encryption (HIBE) [24, 28] expands the functionality of identity
based encryption to include a hierarchical structure on identities, where identities can delegate
secret keys to their subordinate identities. Boneh and Boyen [6] constructed a selectively secure
HIBE scheme. Boneh, Boyen, and Goh [8] constructed a selectively secure HIBE scheme with
constant size ciphertexts. Gentry and Halevi [23] extended Gentry’s techniques to get a fully
secure HIBE system, but under “q-type” assumptions. Waters [42] leveraged the dual system
encryption methodology to obtain fully secure IBE and HIBE systems from simple assumptions.
Lewko and Waters [30] extended the dual encryption technique to obtain a fully secure HIBE
system with constant size ciphertexts.

Attribute-based encryption was introduced by Sahai and Waters [36]. Goyal, Pandey, Sahai,
and Waters [26] formulated two complimentary forms of ABE: Ciphertext-Policy Attribute-
Based Encryption (CP-ABE) and Key-Policy Attribute-Based Encryption (KP-ABE). In a CP-
ABE system, keys are associated with sets of attributes and ciphertexts are associated with
access policies. In a KP-ABE system, the situation is reversed: keys are associated with access
policies and ciphertexts are associated with sets of attributes. Selectively secure CP-ABE and
KP-ABE systems were constructed in [36, 26, 19, 5, 34, 25, 41].

Goyal, Jain, Pandey, and Sahai [25] provide a general way to transform a KP-ABE system
into a CP-ABE system. Chase [18] considered the problem of ABE with multiple authorities.

Other works have discussed similar problems without addressing collusion resistance [1, 2,
3, 15, 31, 39]. In these systems, the data encryptor specifies an access policy such that a set of
users can decrypt the data only if the union of their credentials satisfies the access policy.

Predicate encryption was introduced by Katz, Sahai, and Waters [29], who also provided
a scheme which is attribute-hiding PE for inner-product predicates; only the selective security
(not adaptive security) is proven and no delegation functionality is provided.

Shi and Waters [38] presented a delegation mechanism for a class of PE, but the admissible



predicates of the system, which is a class of equality tests for HVE, are more limited than
inner-product predicates in [29]. Moreover, they proved only selective security.

Okamoto and Takashima [33] proposed a (hierarchical) delegation mechanism for a PE
scheme, i.e., a hierarchical PE (HPE) scheme, for inner-product predicates, but only selective
security is proven.

Dual pairing vector spaces were introduced by Okamoto and Takashima [32, 33], who pre-
sented a selectively secure (H)PE scheme based on DPVS.

1.4 Organization

In Section 2, we present our result for ABE. In more detail, Subsection 2.1 provides the neces-
sary background on access structures, linear secret-sharing schemes, CP-ABE, composite order
bilinear groups, and states our complexity assumptions. Subsection 2.2, we describe our trans-
formation from a one-use CP-ABE system to a system that is secure when attributes are used
multiple times in a formula. In Subsection 2.3, we present our CP-ABE system and prove its
security. In Subsection 2.4, we discuss extensions of our ABE result.

In Section 3, we present our result for PE for inner products. Subsection 3.1 describes
the main ideas of the approach and establishes the necessary notations. In Subsection 3.2,
we formally define DPVS. In Subsection 3.3, we state the complexity assumption. In Subsec-
tion 3.4, we formally define predicate encryption and inner product predicate encryption. In
Subsection 3.5, we present our inner product predicate encryption scheme and its security. In
Subsection 3.6, we present our HPE scheme.

2  Fully Secure Attribute-Based Encryption

2.1 Background

We first define access structures and linear secret-sharing schemes (LSSS). We then formally
define CP-ABE and give the full security definition. We also give the necessary background on
composite order bilinear groups and state our complexity assumptions.

2.1.1 Access Structures

Definition 1 (Access Structure [}]) Let {Py,...,P,} be a set of parties. A collection A C
2P Pa} s monotone if VB,C: if B € A and B C C, then C € A. An access structure
(respectively, monotone access structure) is a collection (respectively, monotone collection) A
of non-empty subsets of {Py,..., P}, i.e., A C 2WPPo\ A The sets in A are called the
authorized sets, and the sets not in A are called the unauthorized sets.

In our setting, attributes will play the role of parties and we will only deal with monotone
access structures. We note that it is possible to (inefficiently) realize general access structures
with our techniques by having the negation of an attribute be a separate attribute (so the total
number of attributes will be doubled).

Linear Secret-Sharing Schemes Our construction will employ linear secret-sharing schemes
(LSSS). We use the definition adapted from [4].

Definition 2 (Linear Secret-Sharing Schemes (LSSS)) A secret sharing scheme I1 over a set
of parties P is called linear (over Zy) if

1. The shares for each party form a vector over Zy.
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2. There exists a matrix A called the share-generating matriz for 1I. The matriz A has ¢

rows and n columns. For all i =1,... £, the i row of A is labeled by a party p(i) (p is
a function from {1,...,£} to P). When we consider the column vector v = (8,r9,...,Ty),
where s € Zy, is the secret to be shared and ro, ..., r, € Zy are randomly chosen, then Av

is the vector of ¢ shares of the secret s according to I1. The share (Av); belongs to party

p(i).

We note the linear reconstruction property: we suppose that II is an LSSS for access struc-
ture A. We let S denote an authorized set, and define I C {1,...,¢} as I = {i|p(i) € S}.
Then the vector (1,0,...,0) is in the span of rows of A indexed by I, and there exist con-
stants {w; € Z,}icr such that, for any valid shares {\}; of a secret s according to II, we have:
Y icrwiAi = s. These constants {w;} can be found in time polynomial in the size of the share-
generating matrix A [4]. We note that for unauthorized sets, no such constants {w;} exist.

For our composite order group construction, we will employ LSSS matrices over Zy, where
N = pipaps is a product of three distinct primes. As in the definition above over Z,, we say
a set of attributes S is authorized if the rows of the access matrix A labeled by attributes in
S have the vector (1,0, ...,0) in their span modulo N. However, in our security proof for our
composite order system, we will further assume that for an unauthorized set, the corresponding
rows of A do not include the vector (1,0,...,0) in their span modulo p. We may assume this
because if an adversary can produce an access matrix A over Zy and an unauthorized set over
ZN that is authorized over Zj,, then this can be used to produce a non-trivial factor of the
group order N, which can be used to break our security assumptions.

Boolean Formulas Access policies might also be described in terms of monotonic boolean
formulas. LSSS access structures are more general and can be derived from such representations.
More precisely, one can use standard techniques to convert any monotonic boolean formula into
a corresponding LSSS matrix. We can represent the boolean formula as an access tree, where
the interior nodes are AND and OR gates, and the leaf nodes correspond to attributes. The
number of rows in the corresponding LSSS matrix will be same as the number of leaf nodes in
the access tree.

2.1.2 CP-ABE

A ciphertext-policy attribute-based encryption system consists of four algorithms: Setup, En-
crypt, KeyGen, and Decrypt.

Setup(\,U) — (PK,MSK) The setup algorithm takes in the security parameter A and the
attribute universe description U. It outputs the public parameters PK and a master secret key
MSK.

Encrypt(PK,M,A) — CT The encryption algorithm takes in the public parameters PK,
the message M, and an access structure A over the universe of attributes. It will output a
ciphertext CT such that only users whose private keys satisfy the access structure A should be
able to extract M. We assume that A is implicitly included in CT.

KeyGen(MSK,PK,S) - SK The key generation algorithm takes in the master secret key
MSK, the public parameters PK, and a set of attributes S. It outputs a private key SK.



Decrypt(PK,CT,SK) — M The decryption algorithm takes in the public parameters PK,
a ciphertext C'T', and a private key SK. If the set of attributes of the private key satisfies the
access structure of the ciphertext, it outputs the message M.

2.1.3 Security Model for CP-ABE

We now give the full security definition for CP-ABE systems. This is described by a security
game between a challenger and an attacker. The game proceeds as follows:

Setup The challenger runs the Setup algorithm and gives the public parameters PK to the
attacker.

Phase 1 The attacker queries the challenger for private keys corresponding to sets of attributes
Sy, 8¢,

Challenge The attacker declares two equal length messages My and M; and an access struc-
ture A*. This access structure cannot be satisfied by any of the queried attribute sets S, ...,.Sg,.
The challenger flips a random coin 8 € {0,1}, and encrypts M, under A*, producing CT*. Tt
gives CT* to the attacker.

Phase 2 The attacker queries the challenger for private keys corresponding to sets of attributes
Sqi+1,- -+, 5, with the added restriction that none of these satisfy A*.

Guess The attacker outputs a guess 5’ for f3.

The advantage of an attacker is this game is defined to be Pr[3 = 3’| — 5. We note that the
model can easily be extended to handle chosen-ciphertext attacks by allowing for decryption
queries in Phase 1 and Phase 2.

Definition 3 A ciphertext-policy attribute-based encryption system is fully secure if all polyno-
mial time attackers have at most a negligible advantage in this security game.

Selective security is defined by adding an initialization phase where the attacker must declare
A* before seeing PK. Unlike previous works [5, 26, 41], we do not impose this restriction on
the attacker.

2.1.4 Composite Order Bilinear Groups

We will construct our systems in composite order bilinear groups. Composite order bilinear
groups were first introduced in [10]. We define a group generator G, an algorithm which takes a
security parameter A as input and outputs a description of a bilinear group G. For our purposes,
we will have G output (p1, pe, p3, G, Gr,e) where pi,ps, p3 are distinct primes, G and Gp are
cyclic groups of order N = pipaps, and e : G — Gp is a map such that:

1. (Bilinear) VYg,h € G, a,b € Zy, e(g®, h®) = e(g, h)*®
2. (Non-degenerate) Jg € G such that e(g, g) has order N in Gr.

We assume that the group operations in G and G as well as the bilinear map e are com-
putable in polynomial time with respect to A and that the group descriptions of G and Grp
include generators of the respective cyclic groups. We let G, Gp,, and G, denote the sub-
groups of order p1,p2 and p3 in G respectively. We note that when h; € G, and h; € G), for



i # j, e(h;, hj) is the identity element in Gp. To see this, suppose hy € Gp, and hy € G)p,. Let
g denote a generator of G. Then, gP'P? generates Gp,, g’'P? generates Gp,, and gP?P3 generates
Gp,. Hence, for some o, g, hy = (gP*P3)* and hy = (gP'P3)*2. Then:

e(hl’ h2) = e(gpzpsalagplpsaz) — e(gal’gpg,ag)plpng) —1.

This orthogonality property of G),,Gp,,Gp, will be used to implement semi-functionality in
our constructions.

We now state the complexity assumptions that we will rely on to prove security of our
systems. These same assumptions were used by Lewko and Waters to obtain full security of
their IBE and HIBE constructions in composite order groups [30]. With permission, we have
reproduced the proof of the fact that these assumptions hold in the generic group model from [30]
in Appendix A.2 for self-containment. We note that all three assumptions are static (constant
size) and the first assumption is just the subgroup decision problem in the case where the group
order is a product of three primes.

In the assumptions below, we let G, ;,, e.g., denote the subgroup of order pips in G.

Assumption 1 (Subgroup decision problem for 3 primes) Given a group generator G,
we define the following distribution:

G = (N = pip2ps, G, Gr,e€) - G,
9 Gy, Xa &5 Gy,
D = (G, g, X3),
T 5 Gy To ¢ Gy,
We define the advantage of an algorithm A in breaking Assumption 1 to be:
Advlg 4(N) == |Pr[A(D,Ty) = 1] — PrlA(D, T») = 1]|.

We note that 77 can be written (uniquely) as the product of an element of G, and an
element of Gp,,. We refer to these elements as the “Gp, part of 77”7 and the “G,, part of T1”
respectively. We will use this terminology in our proofs.

Definition 4 We say that G satisfies Assumption 1 if Advlg a()) is a negligible function of A

for any polynomial time algorithm A.

Assumption 2 Given a group generator G, we define the following distribution:
R
G = (N = P1P2pP3, G7 GT7 6) — g7
R R R
gaXl — Gplu X27Yé — Gp27 X37Y3 < Gp37
D = (G, g, X1X2, X3,Y2Y3),
T, &G Ty & Gy
We define the advantage of an algorithm A in breaking Assumption 2 to be:
Adv2g A(X) := |Pr[A(D,Ty) = 1] = PrlA(D,Ty) = 1]|.

We use G, p, to denote the subgroup of order pips in G. We note that 7} can be (uniquely)
written as the product of an element of G, , an element of G, and an element of G,,. We refer
to these as the “G), part of 117, the “G,, part of 71", and the “G), part of T1”, respectively.
T3 can similarly be written as the product of an element of GG, and an element of G),.
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Definition 5 We say that G satisfies Assumption 2 if Adv2g () is a negligible function of A
for any polynomial time algorithm A.

Assumption 3 Given a group generator G, we define the following distribution:
R R
G = (N =pipaps, G,Gr.e) «— G, o, s «— ZLn,

R R R
g <— Gm? XQ,YQ,ZQ <— GPQ’ X3 <— Gp3,
D = (GagagaX%XfingY?vZ?)a

T1 =e(g,9)*, T £ Gr.

We define the advantage of an algorithm A in breaking Assumption 3 to be:
Adv3g 4(\) == |Pr[A(D,Ty) = 1] — PrlA(D, T») = 1]|.

Definition 6 We say that G satisfies Assumption 3 if Adv3g a()) is a negligible function of A
for any polynomial time algorithm A.

2.2 Transformation from One-Use CP-ABE

Here we show how to obtain a fully secure CP-ABE system where attributes are used multiple
times from a fully secure CP-ABE system where attributes are used only once. We do this with
a simple encoding technique.

Suppose we have a CP-ABE system with a universe of n attributes with LSSS access struc-
tures that is secure when the function p is injective for each access structure associated to a
ciphertext (i.e. attributes are only used once in the row labeling the of the share-generating
matrix). Suppose we would like to have a system with n attributes where attributes can be used
< k times in the row labeling of a share-generating matrix. We can realize this by essentially
taking k copies of each attribute in the system: instead of a single attribute B, we will have
new “attributes” B :1,...,B : k. Each time we want to label a row of an access matrix A with
B, we label it with B : i for a new value of . We let p denote the original row labeling of A and
p' denote this new row labeling. Each time we want to associate a subset S of attributes to a
key, we instead use S’ := {B:1,...,B : k|B € S}. We can then employ the one use system on
the new universe of kn attributes and retain its full security. We note that the set S’ satisfies
the access structure (A, p’) if and only if the set S satisfies the access structure (A4, p).

For our construction, the sizes of the public parameters and the secret keys grow linearly in
the number of involved attributes, so these will expand by a factor of k£ under this transforma-
tion. Note that the size of the access matrix does not change, so ciphertexts in our construction
will remain the same size.

2.3 Our Fully Secure CP-ABE System

We construct our fully secure CP-ABE system in composite order groups of order N = p1pops
with LSSS access structures. We note the strong resemblance between our system and the
selectively secure CP-ABE system of Waters [41]. The KP-ABE system we give in Section A.1
also bears a strong resemblance to the selectively secure schemes in [26]. We thus provide
additional examples of the phenomenon noted by [42, 30]: dual system encryption is a powerful
and versatile tool for transforming selectively secure schemes into fully secure ones.

The normal operation of our system essentially occurs in the subgroup G,,. Keys are
additionally randomized in G,,, and the subgroup G, is our semi-functional space, which is

11



not used in the real system. Keys and ciphertexts will be semi-functional when they involve
elements in the G, subgroup. When normal keys are paired with semi-functional ciphertexts or
semi-functional keys are paired with normal ciphertexts, the elements in G, will not contribute
to the pairings because they are orthogonal to elements in the G, and G, subgroups. When
we pair a semi-functional key with a semi-functional ciphertext, we get an extra term arising
from pairing the corresponding elements of G}, which will cause decryption to fail, unless
this extra term happens to be zero. When this cancelation occurs and decryption still works,
we say the key is mominally semi-functional. In other words, nominally semi-functional keys
involve elements in G,,, but these cancel when paired with the G, elements involved in the
semi-functional ciphertext.

Our proof of security will rely on the restriction that each attribute can only be used
once in the row labeling of an access matrix. This is because we will argue that a nominally
semi-functional key is identically distributed to a regular semi-functional key in the attacker’s
view, since the attacker cannot ask for keys that can decrypt the challenge ciphertext. This
information-theoretic argument fails when attributes can be used multiple times. Nonethe-
less, we can achieve full security for a system which uses attributes multiple times through the
transformation given in the last section.

We believe that our fully secure system in composite order groups can be transformed to a
fully secure system in prime order groups. This was accomplished for the previous applications
of dual system encryption in [42, 30].

2.3.1 Construction

Setup(\,U) — PK,MSK The setup algorithm chooses a bilinear group G of order N =
p1p2p3 (3 distinct primes). We let G, denote the subgroup of order p; in G. It then chooses
random exponents «,a € Zy, and a random group element g € G,,. For each attribute i € U,
it chooses a random value s; € Zy. The public parameters PK are N, g, g% e(g,9)%,T; = ¢g°Vi.
The master secret key MSK is a and a generator X3 of G),.

KeyGen(MSK,S,PK) — SK The key generation algorithm chooses a random ¢ € Zy, and
random elements Ry, R(, R; € G,,. The secret key is:

S, K =g¢%¢"Ro, L=g'R), K; =T{R; Vi € 5.

Encrypt((A4,p), PK,M) — CT A is an { X n matrix and p is map from each row A, of
A to an attribute p(z). The encryption algorithm chooses a random vector v € Z%;, denoted
v = (8,v2,...,v,). For each row A, of A, it chooses a random r, € Zx. The ciphertext is (we
also include (A, p) in the ciphertext, though we do not write it below):

C = Me(g,9)**, C' = ¢°,

C, = gaAz'va_(;”)”, D, =g V.

Decrypt(CT,PK,SK) — M The decryption algorithm computes constants w, € Zy such
that > ,)eswade = (1,0,...,0). It then computes:

K)/ T] (e(CasL)e(Da, Kya)))™" = elg, 9)**
p(z)eS

Then M can be recovered as C/e(g, g)**
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2.3.2 Security

Before we give our proof of security, we need to define two additional structures: semi-functional
ciphertexts and keys. These will not be used in the real system, but will be needed in our proof.

Semi-functional Ciphertext A semi-functional ciphertext is formed as follows. We let go
denote a generator of G, and ¢ a random exponent modulo N. We also choose random values
z; € Zp associated to attributes, random values 7, € Zy associated to matrix rows z, and a
random vector u € Z%;. Then:

Az utvaz,(n _
o 9°g5, Cp = gaAz-vT;(ZSQQ Uty Zp( )7 D, = grzgz Vo e

Semi-functional Key A semi-functional key will take on one of two forms. A semi-functional
key of type 1 is formed as follows. Exponents t,d,b € Zy and elements Ry, R{,, R; € G,, are
chosen randomly. The key is set as:

K = g"g" Rogy, L = g'Rogh, Ki =T/ Rigy" Vi € S.
bz;

A semi-functional key of type 2 is formed without the terms gj and gs " (one could also
interpret this as setting b = 0):

K = g°g™Rogd, L = g'Ry, K; = T/R; Vi € S.

We note that when we use a semi-functional key to decrypt a semi-functional ciphertext, we

are left with an additional term:

e(g2, 92)° 7",

where u; denotes the first coordinate of u (i.e. (1,0,...,0)-u). We also note that these values z;
are common to semi-functional ciphertexts and semi-functional keys of type 1. These z; terms
always cancel when semi-functional keys are paired with semi-functional ciphertexts, so they
do not hinder decryption. Instead, they are used as blinding factors to hide the value being
shared in the G, subgroup of a semi-functional ciphertext (the value u;) from an attacker
who cannot decrypt. This is where our one-use restriction is crucial: an attacker with a single
semi-functional key of type 1 which cannot decrypt the challenge ciphertext should only be able
to gain very limited information-theoretic knowledge of the z; values. If attributes are used
multiple times, too many z; values may be exposed to the attacker. In each of the games we
define below, at most one key is semi-functional of type 1 and all other semi-functional keys
are type 2. This is to avoid information-theoretically leaking the z; values by using them in
multiple keys at once.

We call a semi-functional key of type 1 nominally semi-functional if cd — bu; = 0. Notice
that when such a key is used to decrypt a corresponding semi-functional ciphertext, decryption
will succeed.

We will prove the security of our system from Assumptions 1, 2, and 3 using a hybrid
argument over a sequence of games. The first game, Gamepey, is the real security game (the
ciphertext and all the keys are normal). In the next game, Gamey, all of the keys will be normal,
but the challenge ciphertext will be semi-functional. We let ¢ denote the number of key queries
made by the attacker. For k from 1 to ¢, we define:
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Gamey; In this game, the challenge ciphertext is semi-functional, the first k — 1 keys are
semi-functional of type 2, the k' key is semi-functional of type 1, and the remaining keys are
normal.

Game; o> In this game, the challenge ciphertext is semi-functional, the first £ keys are semi-
functional of type 2, and the remaining keys are normal.

We note that in Game, o, all of the keys are semi-functional of type 2. In the final game,
Gamep;nq, all keys are semi-functional of type 2 and the ciphertext is a semi-functional en-
cryption of a random message, independent of the two messages provided by the attacker. In
Gamep;nq, the attacker’s advantage is 0. We will prove these games are indistinguishable in
the following four lemmas. For notational purposes in the lemmas below, we think of Gameg o
as another way of denoting Game 0.

Lemma 7 Suppose there exists a polynomial time algorithm A such that GamegreqAdvg —
GamegAdvy = €. Then we can construct a polynomial time algorithm B with advantage € in
breaking Assumption 1.

Proof. B is given g, X3,T. It will simulate Gamepge, or Gamey with A. B chooses random
exponents a,« € Zy and a random exponent s; € Zy for each attribute ¢ in the system. It
then sends A the public parameters:

PK = {N7 g, ga, 6(9,g)a, T‘z == gsi \V/’L}

It can generate normal keys in response to A’s key requests by using the key generation algo-
rithm, since it knows the M SK = {a, X3}.

A sends B two messages My, M1 and an access matrix (A*,p). To make the challenge
ciphertext, B will implicitly set g° to be the G}, part of T' (we mean that T" is the product of
g° € G, and possibly an element of Gj,). It chooses a random 3 € {0,1} and sets:

C = Mge(¢g*,T), C'=T.

To form C,, for each row x of A*, B first chooses random values v}, ..., v] € Zy and creates the

/

vector v/ = (1,vh,...,v). It also chooses a random 7/, € Zy. It sets:

C:c _ T(aAz-’U/)TfT‘;SP(z)’ D, = Tr;

We note that this implicitly sets v = (s, svh,...,sv),) and r, = rls. Modulo py, this v is
a random vector with first coordinate s and r, is a random value. So if T' € G,, this is a
properly distributed normal ciphertext.

If T € Gp,p,, we let g5 denote the G, part of T' (i.e. T = g°¢5). We then have a semi-
functional ciphertext with u = cav’, v, = —ery, and 2,;) = 5,(;). Though we are reusing
values from the G, parts here, this does not result in unwanted correlations. The values of
Ay Vg, -+ 5 Up,y Ty Sp(z) Modulo pp are uncorrelated from their values modulo p; by the Chinese
Remainder Theorem, so this is a properly distributed semi-functional ciphertext. Hence, B can

use the output of A to break Assumption 1 with advantage e. [

Lemma 8 Suppose there exists a polynomial time algorithm A such that Gamep_12Advy —
Gamey1Advy = €. Then we can construct a polynomial time algorithm B with advantage
negligibly close to € in breaking Assumption 2.
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Proof. B is given g, X1 X9, X3,Y2Y3,T. It will simulate Gamey_12 or Gamey; with A. It
chooses random exponents a,« € Zy and a random exponent s; € Zy for each attribute 7 in
the system. It then sends A the public parameters:

PK ={N, g, g%, e(g,9)", T = g™ Vi}.

To make the first £ — 1 keys semi-functional of type 2, B responds to each key request by
choosing a random ¢ € Zy, random elements R{,, R; of G,,, and setting:

K = g%¢"(Y2Ys)', L =g'Rf), K, =T/R; Vi € 5.

We note that K is properly distributed because the values of ¢t modulo ps and ps are uncorrelated
to its value modulo p;. To make normal keys for requests > k, B can simply run the key
generation algorithm since it knows the M SK.

To make key k, B will implicity set g* equal to the Gp, part of T'. B chooses random elements
Ry, R, R; in G, and sets:

K = ¢°T°Ry, L =TR), K; = T*R; Vi € S.

We note that if T' € Gp,p,, this is a properly distributed normal key. If T' € G, this is a semi-
functional key of type 1. In this case, we have implicitly set z; = s;. If we let gg denote the G,
part of T', we have that d = ba modulo py (i.e. the G), part of K is gba, the Gp, part of L is
gg, and the G, part of K; is ggzi. Note that the value of z; modulo py is uncorrelated from the
value of s; modulo p;.

A sends B two messages My, M; and an access matrix (A*, p). To make the semi-functional
challenge ciphertext, B implicitly sets ¢° = X; and g5 = X,. It chooses random values
ug,...,un € Zy and defines the vector v’ as v’ = (a,us,...,u,). It also chooses a random

exponent 1/, € Zy. The ciphertext is formed as:
C = Mge(g®, X1X3), C' = X1 Xa, Cp = (X1 X2)A ¥ (X1 Xo) =% @) | D, = (X1 Xa)".

We note that this sets v = sa~'v’ and u = cu/, so s is being shared in the G}, subgroup and ca
is being shared in the G, subgroup. This also implicitly sets r, = %5, 7, = —crl,. The values

z =5 match those in the k" key if it is semi-functional of type 1, as required.

p(z) p(z)

The k" key and ciphertext are almost properly distributed, except for the fact that the first
coordinate of uw (which equals ac) is correlated with the value of @ modulo py that also appears
in key k if it is semi-functional. In fact, if the k*" key could decrypt the challenge ciphertext
we would have cd — bu; = cba — bca = 0 modulo ps, so our key is either normal or nominally
semi-functional. We must argue that this is hidden to the attacker A, who cannot request any
keys that can decrypt the challenge ciphertext.

To argue that the value being shared in G, in the challenge ciphertext is information-
theoretically hidden, we appeal to our restriction that attributes are only used once in labeling
the rows of the matrix. Since the k*" key cannot decrypt the challenge ciphertext, the rowspace
R formed by the rows of the matrix whose attributes are in the key does not include the vector
(1,0,...,0). (We may assume this holds modulo py - if not, a non-trivial factor of N can be
found, which breaks our complexity assumptions.) This means there is some vector w which is
orthogonal to R and not orthogonal to (1,0,...,0) (modulo ps). We fix a basis including w,
and we can then write u = fw + u” modulo py, where f € Z,, and u” is in the span of the basis
elements not equal to w (and " is distributed uniformly randomly in this space). We note that
u” reveals no information about f, and that uy = u-(1,0,...,0) cannot be determined from u”
alone - some information about f is needed, since w is not orthogonal to (1,0,...,0). However,
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the shares corresponding to rows whose attributes are in the key only reveal information about
u”, since w is orthogonal to R.
The only places fw appears are in equations of the form:

A;(: “U A+ YzZp(x)s

where the p(x)’s are each unique attributes not appearing the k" key. As long as each 7, is not
congruent to 0 modulo p, each of these equations introduces a new unknown z,,) that appears
nowhere else, and so no information about f can be learned by the attacker. More precisely, for
each potential value of uq, there are an equal number of solutions to these equations, so each
value is equally likely. Hence, the value being shared in the G, subgroup in the semi-functional
ciphertext is information-theoretically hidden, as long as each 7, is non-zero modulo ps. The
probability that any of the 7, values are congruent to 0 modulo ps is negligible. Thus, the
ciphertext and key k are properly distributed in the attacker’s view with probability negligibly
close to 1.

Thus, if T' € G, p,, then B has properly simulated Gamey_1 2, and if T'€ G and all the v,
values are non-zero modulo po, then B has properly simulated Gamey ;. B can therefore use the
output of A to gain advantage negligibly close to € in breaking Assumption 2. [J

Lemma 9 Suppose there exists a polynomial time algorithm A such that Gamey1Advg —
Gamey2Advy = €. Then we can construct a polynomial time algorithm B with advantage €
in breaking Assumption 2.

Proof. This proof is very similar to the proof of the previous lemma, but the information-
theoretic argument is no longer required. B is given g, X1 X5, X3,Y2Y3, T. It will simulate
Gamey,; or Gamey, o with A. It chooses random exponents a,a € Zy and a random exponent
s; € Z for each attribute ¢ in the system. It then sends A the public parameters:

PK = {N7 g, ga’ e(.q,g)a7 T‘z ngi \V/’L}

The k — 1 semi-functional keys of type 2, the normal keys > k, and the challenge ciphertext
are constructed exactly as in the previous lemma. This means the ciphertext is sharing the
value ac in the G, subgroup. This time, this will not be correlated with key %k in any way, so
this value is random modulo py (note that a modulo p; and a modulo p2 are uncorrelated).

To make key k, we proceed as we did before, but we additionally choose a random exponent
h € Zy and set:

K = g®T Ry (YoY3)", L =TR}),, K; =T R; Vi € S.

The only change we have made here is adding the (Y2Y3)" term. This randomizes the Gp,
part of K, so the key is no longer nominally semi-functional. If we tried to decrypt the semi-
functional ciphertext with it, decryption would fail (we no longer have the cancelation cd—bu; =
0(mod p)).

If T € Gp,p,, this is a properly distributed semi-functional key of type 2. If T' € G, this is
a properly distributed semi-functional key of type 1. Hence, BB can use the output of A to gain
advantage € in breaking Assumption 2. [J

Lemma 10 Suppose there exists a polynomial time algorithm A such that GamegaAdvg —
GamepipqgAdvg = €. Then we can construct a polynomial time algorithm B with advantage €
in breaking Assumption 3.
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size of PK | size of SK | size of C'T
one-use | |U|+3 |S|+ 2 20+2
k-use EU|+3 k|S|+3 20+2

Table 1: Comparison of one-use and k-use CP-ABE systems

Proof. Again, this proof is similar to the proofs of the previous lemmas. B is given g, g% Xo,
X3, 9°Ya, Zo, T. It will simulate Gamegy o or Gamep;pq with A. It chooses a random exponent
a € Zy and a random exponent s; € Zy for each attribute ¢ in the system. It takes o from the
assumption term ¢g®Xs. It then sends A the public parameters:

PK ={N, g, ¢9°, e(g,9)" = e(g,9" X2), Ti = g Vi}.

To make the semi-functional keys of type 2, B responds to each key request by choosing a
random ¢ € Zy, random elements Ry, Ry, R; of Gp,, and setting:

K = go‘gatZERo, L= gtRé)’ K;, = Tz‘tRi Vi e S,

as in the previous lemmas.

A sends B two messages My, M; and an access matrix (A*, p). To make the semi-functional
challenge ciphertext, B will take s from the assumption term ¢°Y5. It chooses random values
ug,...,u, € Zy and defines the vector v’ as v’ = (a,us,...,u,). It also chooses a random
exponent 1/, € Zy. The ciphertext is formed as:

’

C = MT, C' = ¢°Ys, Cy = (¢°V2)"+" (g°Y2) "%, D, = (g°Y2)".

We note that this sets v = sa™!u’ and u = cu/, so s is being shared in the G, subgroup and ca
is being shared in the Gy, subgroup. This also implicitly sets r, = rls, 7, = —crl.

If T =e(g,9)*, this is a properly distributed semi-functional encryption of Mj. Otherwise,
it is a properly distributed semi-functional encryption of a random message in Gp. Thus, B can

use the output A to gain advantage € in breaking Assumption 3. [

We have now proven the following theorem:
Theorem 11 If Assumptions 1, 2, and 8 hold, then our CP-ABE system is secure.

Proof. If Assumptions 1, 2, and 3 hold, then we have shown by the previous lemmas that the
real security game is indistinguishable from Gamepg;,q;, in which the value of § is information-
theoretically hidden from the attacker. Hence the attacker cannot attain a non-negligible ad-
vantage in breaking the CP-ABE system. [

2.3.3 Expanding to Multi-Use

To build a fully secure CP-ABE system where each attribute can be used up to k times in the
row labeling of an access matrix, we apply the encoding technique of Section 2.2. We compare
the resulting k-use system to the one-use system in Table 1. Note that the encoding does
not increase the size of the ciphertext. We let |U| denote the number of attributes before the
encoding is applied, |S| denote the number of attributes associated with a key, and ¢ denote the
number of rows in an access matrix associated with a ciphertext. All sizes refer to the number
of group elements.
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2.4 Discussion

We have obtained the first fully secure CP-ABE system in the standard model. Our techniques
also yield a fully secure KP-ABE system. Our KP-ABE system and the proof of its security
can be found in Section A.1. Essentially, a KP-ABE system is like a CP-ABE system with the
roles of keys and ciphertexts reversed: in a KP-ABE system, keys are associated with access
structures and ciphertexts are associated with subsets of attributes. Our techniques readily
adapt to KP-ABE, and the proof of security is very similar to the CP-ABE case.

It is also possible to adapt our techniques to obtain a large universe construction. In our
current construction, the size of the public parameters is linear in the number of attributes in
the universe. In a large universe construction, we could use all elements of Z; as attributes,
with the size of the public parameters linear in n, a parameter which denotes the maximum size
of a set of attributes used in the system. This reduces the size of the public parameters and
allows us to use arbitrary strings as attributes by applying a collision-resistant hash function
H:{0,1}* — Z,,. Note that these attributes no longer need to have been considered during
setup. To obtain a large universe construction, we could replace the group elements 7; associated
with attributes ¢ with a function T": Z,, — G, based on a degree n polynomial. Goyal, Pandey,
Sahai, and Waters [26] do this for their KP-ABE construction.

Though we build our ABE systems in composite order bilinear groups, we believe that sim-
ilar systems can be constructed in prime order groups. Composite order groups are a natural
setting for applications of dual system encryption, since orthogonality of subgroups under pair-
ings allows us to associate our semi-functional space with a particular subgroup. This is very
convenient and leads to relatively simple fully secure schemes which closely resemble previously
known selectively secure schemes. Though composite order groups have these advantages, they
are not necessary for the dual system encryption technique.

Waters [42] first instantiated his fully secure IBE and HIBE systems in composite order
groups and then transferred them into prime order groups, obtaining full security under the
well-established d — BDH and decisional Linear assumptions. Lewko and Waters [30] built
upon these ideas to obtain an analog of their IBE system in asymmetric prime order groups.
The introduction of asymmetry simplified their construction, at the expense of relying on non-
standard (static) assumptions. Freeman [21] also discusses a general class of transformations
from composite order groups to prime order groups, but this does not encompass our construc-
tion. In the future, these transformation techniques might be extended to obtain versions of
our ABE schemes in prime order groups.

3 Fully Secure Predicate Encryption

3.1 Our Approach and Key Technique
3.1.1 Dual Pairing Vector Spaces (DPVS)

We now briefly explain our approach, DPVS, constructed on symmetric pairing groups (¢, G, Gr,
g,€), where ¢ is a prime, G and Gr are cyclic groups of order g, g is a generator of G, e : GXG —
Gy is a non-degenerate bilinear pairing operation, and gr := e(g,g) # 1. Here we denote the
group operation of G and G by multiplication. Note that this construction also works on
asymmetric pairing groups (in this paper, we use symmetric pairing groups for simplicity of
description). As for the definitions of some notations, see the last part of this subsection.

N

: . .
Vector space V: V := G x --- x GG, whose element is expressed by N-dimensional vector,
T = (gwlj,..7g$N> (:UZ EFq for 1 = 177N)
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Canonical base A: A :=(aj,...,ay)of V, where a; := (g,1,...,1),a2 :=(1,9,1,...,1),...,
ay ‘= (1,...,1,9).

Pairing operation: e(x,y) := sz\il e(g®i, g¥i) = e(g,g)zzj‘vzlxiyi = g:,?? € Grp, where x :=
(g‘rl,...,gzN) =xia1+ - ---+zyay €V, y = (gyl,...,gyN) =yia; +---+yvany €V,

= (z1,...,zy) and Y = (y1,...,yn). Here,  and y can be expressed by coefficient

vector over basis A such that (z1,...,zy5)a = (?)A = and (y1,...,yN)a = (7)A =.

Base change: Canonical basis A is changed to basis B := (by,...,by) of V using a uni-

formly chosen (regular) linear transformation, X := (xi;) & GL(N,F,), such that
b, = Zjvzl Xijaj, (i =1,...,N). Ais also changed to basis B* := (b}, ...,b}) of V, such

that (0;;) = (XT)7%, b7 = XN 0;5a5, (i =1,...,N). We see that e(b;,b?) = g3i”,

(0;; =1ifi=j, and 9§, ; = 0if i # j) i.e., B and B* are dual orthonormal bases of V.
Here, © := x1by +--- + 2yby € V and y := y1b] + --- + ynbyy € V can be ex-
pressed by coefficient vectors over B and B* such that (zy,...,zx)s = (@) := @ and

N s z-
(W1, yN)e = (V) =y, and e(z,y) = e(g, 9)>=1"¥ = g ¥V € Gr.

Intractable problem: One of the most natural decisional problems in this approach is the
decisional subspace problem [32]. It is to distinguish v := vn,+1bny+1 + -+ + v, DNy
(=(0,...,0,N,41,---,VUN,)B), from w := v1by + --- + vN,bN, (= (v1,...,vN,)B), Where
(v1,...,0Ny) & Févl and No +1 < Nj.

Trapdoor: Although the decisional subspace problem is assumed to be intractable, it can be
efficiently solved by using trapdoor t* € span(bj, ..., by, ). Given v := vn,11bN, 11+ +
N, by, or w :=v1by+-- -+ v, by, , we can distinguish v from w using t* since e(v,t*) =1
and e(u,t*) # 1 with high probability.

Advantage of this approach: Higher dimensional vector treatment of bilinear pairing groups
have been already employed in literature especially in the areas of IBE, ABE and BE (e.g.,
[8, 5, 11, 14, 26, 27, 36]). For example, in a typical vector treatment, two vector forms of
P:=(¢g",...,¢"V)and Q := (¢g¥', ..., g¥N) are set and pairing for P and @ is operated as
e(P,Q) := Hf\i Le(g™, g¥). Such treatment can be rephrased in this approach such that
P=uza1+-+ayay (= (21,...,2N8)a), and @ =y1a1 + - +ynvan (= (y1,.--,Yn)a)
over canonical basis A.
The major drawback of this approach is the easily decomposable property over A (i.e., the
decisional subspace problem is easily solved). That is, it is easy to decompose x;a; =
(1,...,1,¢%,1,...,1) from P :=z1a1 + ---xyany = (¢"*,...,g"N).

In contrast, our approach employs basis B, which is linearly transformed from A using a
secret random matrix X € IF;V XN A remarkable property over B is that it seems hard to
decompose x;b; from P’ := x1b; + - - xxby (and the decisional subspace problem seems
intractable). In addition, the secret matrix X (and the dual orthonormal basis B* of V)
can be used as a source of the trapdoors to the decomposability (and distinguishability for
the decisional subspace problem through the pairing operation over B and B* as mentioned
above). The hard decomposability (and indistinguishability) and its trapdoors are ones
of the key tricks in this paper. In addition, a part of basis B can be hidden to users
(and adversaries), and the hidden part of B plays a key role in our security proofs (e.g.,
(byt1,...,boy,) are hidden to users in the proposed PE scheme). Note that composite
order pairing groups are often employed with similar tricks such as hard decomposability
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(and indistinguishability) of a composite order group to the prime order subgroups and
its trapdoors through factoring (e.g., [29, 38]).

3.1.2 Dual System Encryption Methodology

At the top level of strategy of the security proof, we follow the dual system encryption method-
ology proposed by Waters [42]. Security is proven using a sequence of games. Game 0 is the
real security game. In Game 1, the target ciphertext is changed to semi-functional. When v
secret key queries are issued by an adversary, there are v game changes from Game 1 (Game
2-0) through Game 2-v. In Game 2-k, the first k& keys are semi-functional while the remaining
keys are normal. The final game with advantage 0 is changed from Game 2-v. As usual, we
prove that the advantage gaps between neighboring games are negligible.

The most difficult part in the security proof, especially for inner-product predicate encryp-
tion, is how to resolve a paradoxical problem to prove the negligible gap between Game 2-k and
Game 2-(k—1), where the simulator (for the security proof) itself may distinguish the simulated
k-th key (semi-functional key) in Game 2-k and the k-th key (normal key) in Game 2-(k — 1)
by using a simulated (semi-functional) ciphertext, since the simulator can make ciphertexts
and keys for any legal attributes and predicates (especially, in the adaptive security game, the
simulator should generate a target ciphertext associated with any attribute adaptively selected
by the adversary).

For (H)IBE, this problem was resolved by introducing tricks such that the simulated k-th
key and ciphertext have a special correlation regarding the equality of their identity values
[30, 42].

This problem is much harder for inner-product predicate encryption. Given a predicate
vector U for secret key sk, there are exponentially many (orthogonal) attribute vectors 7 for
ciphertext cz such that sk can decrypt c3, i.e., V-7 = 0. Therefore, in order to resolve
the above-mentioned paradoxical problem, we should give some trick on the simulated k-th key
sk with 7 and all ciphertexts with z satisfying V-7 = 0, while a trick on the simulated
k-th key sk; with identity I and ciphertext with the same I is enough for (H)IBE.

We use special form of semi-functional keys and ciphertexts for simulating the k-th key and
target ciphertext such that the simulated k-th key (a special form of semi-functional key) sk= in
Game 2-k can decrypt all simulated ciphertexts (a special form of semi-functional ciphertexts)
c with z satisfying V-7 =0. Essentially, we adapt the notion of nominally semi-functional
keys and ciphertexts that was introduced by Lewko and Waters [30] to the setting of inner
product encryption.

In addition, the distribution of a pair comprising the simulated k-th key sk and simulated
ciphertext ¢z (i.e., a special semi-functional key and ciphertext) is equivalent to that of an
independent and random semi-functional key and ciphertext except with negligible probability,
when ¥ - @ # 0.

That is, the special forms of semi-functional keys and ciphertexts are correlated (for the
case of U - T = 0), but the adversary cannot notice the correlation since the adversary’s
queries should satisfy the condition v -7 # 0. In other words, nominal semi-functionality is
information-theoretically hidden from the adversary. A more detailed explanation of how this
is implemented on DPVS will be given in the proof outline in Section 3.5.2.

3.1.3 Notations

When A is a random variable or distribution, y & A denotes that y is randomly selected from

A according to its distribution. When A is a set, y & A denotes that y is uniformly selected
from A. y := z denotes that y is set, defined or substituted by z. When a is a fixed value,
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A(z) — a (e.g., A(x) — 1) denotes the event that machine (algorithm) A outputs a on input
z. A function f: N — R is negligible in A, if for every constant ¢ > 0, there exists an integer n
such that f(\) < A7¢ for all A > n.

We denote the finite field of order ¢ by F,;. A vector symbol denotes a vector representation
over Fy, e.g., 7 denotes (z1,...,2,) € F. For two vectors 7 = (x1,...,2,) and v =
(U1, ., Un), 7 - U denotes the inner-product Y " | zv;. XT denotes the transpose of matrix
X. Iy and 0y denote the £ x ¢ identity matrix and the ¢ x ¢ zero matrix, respectively. A bold
face letter denotes an element of vector space V, e.g., € € V. When b; € V (i = 1,...,n),
span(by,...,b,) C V (resp. span(?l, cee ?n>) denotes the subspace generated by by,...,b,
(resp. @'1,..., 7). For bases B := (by,...,by) and B* := ( 1,...by), (@1,...,2N)B =

SN @b and (y1, ..., yn ) = Yo yib

3.2 Dual Pairing Vector Spaces by Direct Product of Symmetric Pairing
Groups

Definition 12 “Symmetric bilinear pairing groups” (q,G,Gr,g,e) are a tuple of a prime q,
cyclic (multiplicative) groups G and Gr of order q, g # 1 € G, and a polynomial-time computable
nondegenerate bilinear pairing e : G x G — Gr i.e., e(g®,g') = e(g,9)*" and e(g,g) # 1.

Let Gppg be an algorithm that takes input 1% and outputs a description of bilinear pairing
groups (q, G, Gr, g, e) with security parameter \.

In this paper, we concentrate on the symmetric version of dual pairing vector spaces [32, 33|
constructed by using symmetric bilinear pairing groups given in Definition 12.

Definition 13 “Dual pairing vector spaces (DPVS)” (q,V,Gp,A,e) by a direct product of
symmetric pairing groups (q,G,Gr,g,e) are a tuple of prime q, N-dimensional vector space
N

Hﬁ . . .
V:i=G x---xG over Fy, cyclic group G of order q, canonical basis A := (a1,...,an) of V,
- N
PN N
where a; = (1,...,1,9,1,...,1), and pairing e : VXV — Gr.

The pairing is defined by e(x,y) = Hf\il e(gi,hi) € Gp where x = (q1,...,98) € V
and y := (hy,...,hy) € V. This is nondegenerate bilinear i.e., e(sz,ty) = e(x,y)* and if
e(x,y) =1 for ally €V, then x = 0. For all i and j, e(a;,a;) = ggf’j where 6; ;j =1 ifi =7,
and 0 otherwise, and gr :=e(g,9) #1 € Gp.

DPVS also has linear transformations ¢; j on'V s.t. ¢; j(a;) = a; and ¢; j(ar) =0 if k # j,
i—1 N—i
—— —
which can be easily achieved by ¢; j(x) = (1,...,1,9;,1,...,1) where x := (g1,...,9n). We
call ¢; ; “distortion maps”.
DPVS generation algorithm Gqpys takes input 1* A\ eN) and N € N, and outputs a descrip-
tion of paramy := (q,V,Gr, A, e) with security parameter A\ and N-dimensional V. It can be

constructed by using Gppg.

For the asymmetric version of DPVS, (¢, V,V* Gp, A, A* e), see Appendix B.1. The above
symmetric version is obtained by identifying V = V* and A = A* in the asymmetric version.
(For the other realization using higher genus Jacobians, see [32].)

We describe random dual orthonormal bases generator G, below, which is used as a sub-
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routine in the proposed (H)PE scheme.

gob(lA,N) : paramy := (¢, V,Gr, A, e) & gdpvs(l)‘,N),
U _
X = (xi,j) < GL(N,Fy), (9;5) = (X")7,

N * N * * *
bi = Zj:l Xi,jQj, B:= (bl,...,b]\[), bz = ijl ﬂi’jaj, B* := ( 17“'7bN)7
return (paramy, B, B*).

3.3 Assumption

Definition 14 (n-eDDH: n-Extended Decisional Diffie-Hellman Assumption) Then-
eDDH problem is to guess 3 € {0,1}, given (paramg, g, g", {g“ 7", g7, g" h<icn, {97 }i<izj<n,
Ys) & gg-eDDH(N), where

- R
GyePPH(1Y) ¢ paramg == (¢,G,Gr, g,€) < Gopg(17),

/@%UF;, w, hi, i HUFq fori=1,...,n,

Yo =g, Yi<G,

return (paramg, g, 9", {g“”“”hi

7gviaghi}1gi§n7 {Q’Yihj}lgi;éjgna Yﬁ)?

for B & {0,1}. For a probabilistic machine C, we define the advantage of C for the n-eDDH
problem as:

Advg_eDDH()\) = ‘Pr [C(l)‘7 0) — 1 ‘ 0 (_R gg-eDDH(l)\)}
—Pr [C(l)‘, 0) —~ 1 ‘ 0 & Q?‘eDDH(lA)] ’ :

The n-eDDH assumption is: For any polynomial-time adversary C, the advantage Advg’eDDH (N

1s negligible.

The following lemma shows that the n-eDDH assumption is true in the generic bilinear
pairing group model [8].

Lemma 15 For any adversary C that makes a total of at most v queries to the oracles com-
puting the group operation in G and the bilinear pairing e : G x G — Gr, the advantage
AdvZePPH(X) is O((v +n?)?/2%) in the generic bilinear pairing group model.

The proof of Lemma 15 is given in Appendix B.2.

3.4 Definition of Predicate Encryption

This section defines predicate encryption (PE) for the class of inner-product predicates and its
security.

An attribute of inner-product predicates is expressed as a vector @ € Fg\ {ﬁ} and a
predicate f— is associated with a vector ¥, where fo (@) = 1iff ¥- 2 = 0. Let X := F;‘\{ﬁ},

_>
i.e., the set of the attributes, and F := {f=|7 € F2\{0}} ie., the set of the predicates.
Definition 16 A predicate encryption (PE) scheme for the class of inner-product predicates

F and attributes Y. consists of probabilistic polynomial-time algorithms Setup, KeyGen, Enc and
Dec. They are given as follows:
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e Setup takes as input security parameter 1\ outputs (master) public key pk and (master)
secret key sk.

o KeyGen takes as input the master public key pk, secret key sk, and predicate vector . It
outputs a corresponding secret key sk .

e Enc takes as input the master public key pk, plaintext m in some associated plaintext space,
msg, and attribute vector 2. It returns ciphertext c.

o Dec takes as input the master public key pk, secret key sk— and ciphertext c. It outputs
either plaintext m or the distinguished symbol L.

A PE scheme should have the following correctness property: for all f € F and 7 ey,

for correctly generated pk, sk— and ¢ & Enc(pk, m,?), it holds that m = Dec(pk, sk, c) if
f=(Z) = 1. Otherwise, it holds with negligible probability.

Definition 17 An inner-product predicate encryption scheme is adaptively attribute-hiding (AH)
against chosen plaintext attacks if for all probabilistic polynomial-time adversaries A, the advan-
tage of A in the following experiment is negligible in the security parameter.

1. Setup is run to generate keys pk and sk, and pk is given to A.

2. A may adaptively make a polynomial number of key queries for predicate vectors, . In

response, A is given the corresponding key sk & KeyGen(sk, 7)

3. A outputs challenge attribute vector (7(0) ?(1)) and challenge plaintexts (m©), m1)),
subject to the restriction that v -2 % 0 and A % 0 for all the key queried

predicate vectors, .
4. A random bit b is chosen. A is given ¢ & Enc(pk, m(®, ?(b)).

5. The adversary may continue to issue key queries for additional predicate vectors, o,
subject to the restriction that parAY #0 and DENAS # 0. A is given the corresponding

key sk & KeyGen(sk, 7).
6. A outputs a bit V', and succeeds if b’ = b.

We define the advantage of A as the quantity Adv;E AR (A) :=Pr[t =b] —1/2.
Remark: In Definition 17, adversary A is not allowed to ask a key query for o such that

V- Z® =0 for some b € {0,1}, while in the security definition in [29], such a key query is
allowed provided that m(® = m® and ¥ - 77®) =0 for all b € {0,1}.
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3.5 The Proposed PE Scheme

3.5.1 Construction

Setup(1*,n) : (paramy, B, B*) & Gob(17,2n + 3),
B:= (bi,...,bn, bapsi1,bonss), sk:=B* pk:= (1%, paramv,@),
return sk, pk.
u
KeyGen(sk, 7 := (v1,...,0,)) : 0,1 < Fq,
k* = o (300 vib}) + b3, 41 +1b5, 40,
return sk = k™.
Enc(pk,m € (GT,? = (21,...,2p)) : 01,02,C & Fy,
c1 = 01 (X0, wibi) + Cbang1 + dabonys, 2 = ggm,
return (ci, c2).
Dec(pk, k¥, (c1,c2)) : m' :=co/e(er, k*),
return m/’.

[Correctness| k* and ¢; can be expressed by k* = (07, 0,...,0,1,17,0)+, and ¢; = (51?, 0,
...,0,(,0,09)p. Hence, e(c1, k*) = géﬁslY’O""’0’4’0’52)'("7’0""’0’1’"’0) = gg“’(?'?)ﬂ, ie., e(e, k)

:g% if 7 - =0.

3.5.2 Security

Theorem 18 The proposed PE scheme is adaptively attribute-hiding against chosen plaintext

attacks under the n-eDDH assumption. For any adversary A, there exist probabilistic machines

Cr (k=0,...,v), whose running times are essentially the same as that of A, such that for any
security parameter A,

v
v
AdVEEAT(N) <) T AdvgePPH () + L
k=0

where v is the maximum number of adversary A’s key queries.

We will show Lemmas 20, 22, and 23 for the proof of Theorem 18.

Definition 19 Problem 1 is to guess 8 € {0,1}, given (paramv,@,@*, {es,iti=1,.n) & ggl(ﬂ,n),
where

ggl(lA,n) : (paramy, B, B¥) & Gob(17,2n + 3),

B:= (b17"-)bn7b2n+17b2n+3)7 ]B* ::( Ta"’?bim §n+15 §n+2)7
51,(5271'(—UF,1, p(EF;, (U@j)(—UGL(n,]Fq) for i,j:1,...,n,
fori=1,...,n,

eg,i := 01b; + d2,;b2,,4 3,
e = 01bi + p i 1 Wi jbnij + 2,:b2ns,

return (paramv,@,@*,{6/371-}1':17“.7”),
for B Y {0,1}. For a probabilistic machine B, we define the advantage of B for Problem 1 as:

AdVBL(N) = ‘Pr [5(1*,9)—>1‘ gégg’l(ﬂn)}—m [B(l)‘,g)—ﬂ‘ Q<—Rgfl(1k,n)”.
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Lemma 20 For any adversary B, there is a probabilistic machine C, whose running time is

essentially the same as that of B, such that for any security parameter X, Advg'eDDH()\) =

AdvEL(N).

The proof of Lemma 20 is given in Appendix B.3.2.

Definition 21 Problem 2 is to guess 5 € {0,1}, given (paramv,@,@*,{hz’i, €i}i=1,..n) &

ggZ(l*, n), where

G5%(1*,n) : (paramy, B, B¥) & Gop(1),2n + 3),
B:= (b1,..., by, boni1,bonts), B = (bl,...,b5,.0),
W, Yi, 0 & Fq, p, 7 & IE‘qX,
(i) < GL(n,Fy), (2i5) = (ui))™)T fori,j=1,....m,
fori=1,...,n,
hp,i = wbj + 7ibo,, 49,
hi ;= wb; + 1 Z?Zl 2i b5+ 1ib5 40,
e; 1= 0b; + p > 11 Ui iy,

return (paramv,@,@*,{hz’i,ei}i:17_,,,n),

for B & {0,1}. For a probabilistic machine B, the advantage of B for Problem 2, Advg?(\), is
similarly defined as in Definition 19.

Lemma 22 For any adversary B, there is a probabilistic machine C, whose running time is
essentially the same as that of B, such that for any security parameter X, Advg'EDDH()\)

AdvEZ(N).
The proof of Lemma 22 is given in Appendix B.3.3.

Lemma 23 Let C := {(Z, V)| - ¥ # 0} C V x V* where V is n-dimensional vector space
FP, and V* its dual. For all (Z',7) € C, for all (¥, W) € C,
Pr (@ (pU) =7 A U (7Z) =] =
7 & GL(n,Fy),
P, T HU IF;

I

1
s

where U := (Z7)T and 5 := 4 C (= (¢" = 1)(¢" —¢"").
The proof of Lemma 23 is given in Appendix B.4.

Proof Outline of Theorem 18: To prove the security, we employ Game 0 (original adaptive-
security game) through Game 3. Roughly speaking, the (normal) target ciphertext is changed to
a semi-functional ciphertext in Game 1 (or Game 2-0), the k-th secret key replied to the adver-
sary is changed to a semi-functional key in Game 2-k (k= 1,...,v), and the (semi-functional)
target ciphertext is changed to perfectly randomized key in Game 3, whose advantage is 0.

A normal secret key k%" (with predicate vector 7) is a correct form of the secret key of

the proposed PE scheme, i.e., k%" := o> vibl) + b5, + bl o = (07, ﬁn, 1,7,0)p,
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norm

—N—
where ﬁn .= (0,---,0). Similarly, a normal ciphertext (with attribute ') is s (€™ c)
with cnyorm = 51(2?:1 l"zbz) + Cb2n+1 + (52b2n+3 = (51?,671,@-,0,(52)]}3. (Hereafter we will

ignore ¢y since ¢y is always correctly generated.) A semi-functional secret key is k%semi =

(07, 7, 1,m, 0)p~ and a semi-functional ciphertext is cS§mi = (61? 7,0, d2)B, where 7,5 J
Fp. If Z - =0, then e(ci®m, kLnorm) = e(cM, k%sem') = e(cs?e’“', znom) = g%, which leads

é
to correct decryption. In contrast, e(csyem', xysemi) — g7 ¢ which is uniformly and indepen-

dently distributed over [, since 7), & Fg, (i.e., leads to random decryption).
To prove that the advantage gap between Games 0 and 1 is bounded by the advantage of
Problem 1 (to guess 5 € {0,1}), we construct a simulator of the challenger of Game 0 (or 1)

(against an adversary .A) by using an instance with 3 Y {0,1} of Problem 1. We then show that
the distribution of the secret keys and target ciphertext replied by the simulator is equivalent
to those of Game 0 when 8 = 0 and Game 1 when 8 = 1. That is, the advantage of Problem
1 is equivalent to the advantage gap between Games 0 and 1 (Lemma 24). The advantage of
Problem 1 is proven to be equivalent to that of the n-eDDH assumption (Lemma 20).

The advantage gap between Games 2-(k — 1) and 2-k is similarly shown to be bounded by
the advantage of Problem 2 (i.e., of the n-eDDH assumption) +1/¢ (Lemmas 22 and 25).

Problem 2 is based on our key trick (explained in Section 3.1.2). Here, we introduce special
form of semi-functional keys and ciphertexts such that k%™ .= (07 (t7Z),1,1,0)p-

and c}pec'semi = (5?, (p?U),C,O,(Sg)B, where Z is a random regular (n x n)-matrix, U :=
(Z7HT, and 7,p & F,.
k2P ™ can decrypt €% ™ for all vectors 7 with ¥ - 7 =0, since (tUZ) - (p7U) =

(7 -7, ie., e(c B semi k%Spec'Semi) = ¢g0o+m)(V-T)+C I addition, (t7Z) and (pZU) are

uniformly and pairwise-independently distributed (i.e., equivalently distributed to (?, ?) s

(F;)2\{(7, T)| 7-F =0}), when ¥- 7 # 0 (Lemma 23). Therefore, the joint distribution of

* spec.semi spec.semi
k P and ¢ p semi

is equivalent to that of an independent pair of k% semi and c
with probability 1/q), when v £0.

Finally we show that Game 2-v can be conceptually changed to Game 3 by using the fact
that n elements of B, (by,+1,...,ba,), are secret to the adversary (Lemma 26).

except
(

Proof of Theorem 18: To prove Theorem 18, we consider the following (v + 3) games.

Game 0 Original game.

Game 1 Same as Game 0 except that the target ciphertext (e1,cq) for challenge plaintexts
(m©@, m()) and challenge attributes (7, ZM) is

cr =02, wgb)bz’) + >0 wibpyi + (a1 + dobonys, ¢ i= g%m(b),

where 81,85, ¢ <2 By, b <2 {0,1}, (2, ..., 2)) i= Z ) and (wi,...,w,) < Fr\ {0},

Game 2-k (k=1,...,v) Game 2-0 is Game 1. Game 2-k is the same as Game 2-(k—1) except
the reply to the k-th key query for ¥ := (v1,...,0,) is:

k* = o (3 vibl) + 31 by + b5, + b, o,

U U
where 0,1 < F, and 7= (11, ymn) < F.
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Game 3 Same as Game 2-v except that the target ciphertext (¢1,c2) for challenge plaintexts
(m©@, m()) and challenge attributes (7, Z7M) is

c1 =Y i wibi 4+ 3 wibp g + (bany1 + obonys, o= g%m(b),

/ ’ ;U u Umnn o :
where 21, ..., 25,02,(, (" < Fg,b < {0,1}, and (wy,...,w,) < F\ {0}. In particular,
we note that (z,...,2.) and ¢’ are chosen uniformly and independently from Z(®, 77(1)
and (.

Let Adv(Y () be AdvPEAR (1) in Game 0, and Advly’ (1), AdvZ® (1), Adv) (M) be the advan-
tage of A in Game 1,2-k, 3, respectively. It is clear that Advf)(/\) = 0 by Lemma 27.
We will use three lemmas (Lemmas 24, 25, 26) that evaluate the gaps between pairs

of Advfg)()\),Adin)()\),Advg'k)(/\) (k = 1,...,1/),Adv§’)()\). From these lemmas, we obtain
APEAR () = A0 () < ‘Adv(j)(A)—Advfj)(A) + Zzzl’Advf'(k_l))(/\)—Advf’k)(/\) +

AdVE (\) — Advfi’)()\)’—i—AdvEf)()\) < AdVEL (M) + 377 AdvEZ(A)+2. From Lemmas 20 and 22,
there exist probabilistic machines C, (k = 0, ..., ), whose running times are essentially the same
as those of By, respectively, such that Advg(')eDDH()\) = Advgg()\) and Advgl;eDDH (N = Advlpgi(/\)
(k=1,...,v). Hence, AdviT A" () < Advit(A)+ Y04y AdviEZ (\) + 2% < Y05y AdversPPH (A) + 2.
This completes the proof of Theorem 18. [J

Lemma 24 For any adversary A, there exists a probabilistic machine By, whose running time

is essentially the same as that of A, such that for any security parameter X, |Adv52)()\) —
1 P1

AdviY (V)] = AdvEL (V).

Proof. In order to prove Lemma 24, we construct a probabilistic machine By against Problem
1 by using any adversary A in a security game (Game 0 or 1) as a black box as follows:

1. By is given Problem 1 instance (paramy, B, B*, {eg,iti=1,..n)
2. By plays a role of the challenger in the security game against adversary A.
3. At the first step of the game, By returns pk := (1%, paramv,@) to A.

4. When a key query is issued, By answers a correct secret key computed by using I@*, i.e.,
normal key.

5. When By gets challenge plaintexts (m(®), m()) and challenge attributes (7 (@, 27(1)) (from
(b)

i

A), By calculates and returns (¢, c2) such that ¢ == > " | =

grfpm(b) where eg; are from the Problem 1 instance, ¢ d F, and b s {0,1}.

€3 + Cbn+1 and Cy =

6. After the challenge encryption query, KeyGen oracle simulation for a key query is executed
in the same manner as step 4.

7. A outputs bit ¥'. If b = b/, By outputs 5’ := 1. Otherwise, By outputs 5’ := 0.

Claim 1 If 8 =0, the distribution of (c1,c2) generated in step 5 is the same as that in Game
0. If B =1, the distribution of (c1,c2) generated in step 5 is the same as that in Game 1.
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Proof. If ﬁ = 0, Cl1 — (51 Z?:l l‘ibi + €b2n+1 + (Z?:l xi(sgﬂ') b2n+3 and Cy = g%m(b). This is the
target ciphertext in Game 0. If 3 =1,

er =013 @b+ p X0y (T W) bugi + Cbons1 + <? : ?2> bon+3,

where U ; := UL gy e v vy Uni ,?2 = (021,...,09,), and c :gcm(b). Because p?-ﬁl,...,p?-
k) ? k) 2 T

Uy) €F 7\ {ﬁ} and 7 - ?2 € F, are independently uniform, this is the target ciphertext in

Game 1. U

From Claim 1, when 8 = 0, the advantage of A in the above game is equal to that in Game 0,
ie., Advfg)(/\), and is also equal to Prg := Pr [Bo(l/\, 0)—1 ‘ 0 & 951(1)‘,71)]. Similarly, when

8 = 1, we see that the advantage of A in the above game is equal to Advﬁ)()\), and is also
equal to Pry = Pr [60(1& 0)—1] o <—Rgfl(1k,n)]. Therefore, [Adv(® (A) — Adv(l) (\)| = Pro—
Pri| = Advgé()\). This completes the proof of Lemma 24. [J

Lemma 25 For any adversary A, there exists a probabilistic machine By, whose running time

is essentially the same as that of A, such that for any security parameter \, |Adv£§_(k_1))()\) —

AdviTH ()] < AdvE2(A) + 1.

Proof. In order to prove Lemma 25, we construct a probabilistic machine B against Problem
2 by using any adversary A in a security game (Game 2-(k— 1) or 2-k) as a black box as follows:

1. By is given Problem 2 instance (paramv,@j@*, {hZ’,iv €iti=1,..n)-

2. By plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, By returns pk := (1%, paramV,fB\%) to A.

4. When the s-th key query is issued for a predicate = (v1,...,vy), By answers as follows:

(a) When 1 < s < k — 1, By, calculates and answers (by using B*)
k™= o (3l vib]) + 2001 mibl s + b5, + b3, o,

U . . .
where 0,71, ...,7,,1n < Fy (i.e., semi-functional key).

(b) When s = k, By, calculates and answers k* as follows:
k* =30 vy 4 b5,
(¢) When s > k + 1, By, answers a correct secret key computed by using IE%*, i.e., normal
key.

5. When B, gets challenge plaintexts (m(?), m(})) and challenge attributes (7(0), 7(1)) (from
A), By calculates and returns (¢, c2) such that
cri=> xl(b)ei + Cbopt1 + dobany3, 2= g%m“’),

where e; are from the Problem 2 instance, , d2 & F, and b d {0,1}.
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6. After the challenge encryption query, KeyGen oracle simulation for a key query is executed
as in step 4.

7. A outputs bit o'. If b =¥, By, outputs ' := 1. Otherwise, By outputs 8’ := 0.

%
Claim 2 The pair of secret key k* generated in case (b) of step 4 or 6 and ciphertext c;
generated in step 5 has the same distribution as that in Game 2-(k — 1) (resp. Game 2-k) when
B =0 (resp. B =1) except with probability %.

Proof. We consider the joint distribution of ¢; and k*.
Ciphertext ¢; generated in step 5 is

1= 0(0 2ibi) + p(1 1 (T - W4)by) + Cbangr + G2b2nys,

where W, := (U1, .- un,i). Then, §,(, 02 € F, and (p(? : 71), el p(? : 7n)) eFy\ {ﬁ} are
independently uniform.
When § = 0, secret key k* generated in case (b) of step 4 or 6 is

k*=w) b vibf +b5,,, + (V- 7)b§n+2,

where 7 := (v1,...,7). Then, w, ¥ - 7 and the above coefficients in ¢1, i.c., 6,¢, 82, p(T -

71), .. ,p(? . ﬁn), are independently uniform. Therefore, generated ¢; and k* has the same

joint distribution as in Game 2-(k — 1) (i.e., semi-functional ciphertext and normal key).
When g =1, secret key k* generated in case (b) of step 4 or 6 is

k*=w) i vibf +7 Z?:1<7 : 7i)b:z+z‘ + b5, 11+ (7 - 7)b§n+2a

where 7 = (71,...,'yn),7i = (21,iy.--,2n,4). Then, w and - 7 € F, are distributed
uniformly and independently from the other coefficients in ¢; and k*. Since Z = (U7
where Z := (z;;) and U := (u;;), we should verify the independence of coefficient vectors
T = (0T Wy pT W) €FPN\{0} ine and @ = (57 - Z1,..., 70 - Zp) € F7\ {0}
in k*. Since 7 - ¥ # 0 from the condition given in steps 3 and 5 in Definition 17, coefficients
vectors 7 and W are (pairwise-)independently and uniformly distributed under the condition

that 7 - & # 0 from Lemma 23. Since 7.0 & Fg in Game 2-k, the event that W =0

occurs in the game with probability £. Therefore, generated ¢; and k* has the same joint
distribution as in Game 2-k (i.e., semi-functional ciphertext and semi-functional key), except
with probability %. O

From Claim 2, when 8 = 0, the advantage of A in the above game is equal to that in Game

2-(k = 1), ie, Advf'(k_l))()\), and is also equal to Prg := Pr [Bi(1},0)—1/| o & Gh2(1 N n)|.

When 8 = 1, except in the event that occurs with probability %, the above game is the same
as Game 2-k. Hence, when § = 1, since the advantage of A in the above game is equal to

Pry :=Pr [Bk(l’\, 0)—1 ) 0 <—Rgf2(1A, n)|, Advf_k)()\) < Prl—i—% from Shoup’s difference lemma.

Therefore, [Adv(y “~Y(3) = AdvG™ ()] < |Pro — Pry| + L = AdvE2(A) + L. This completes the
proof of Lemma 25. [J

Lemma 26 For any adversary A, Advg'y)(A) = Advf)(A).
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Proof. To prove Lemma 26, we will show distribution (paramy, B, {EU)*},21 . c1,c2) in Game
2-v and that in Game 3 are equivalent. For that purpose, we define new bases D of V and D*
of V* as follows:

We generate random F := (§; 5) & Fg=", 0; d F,, and set

dpyi :=bpii — 22:1 i sbs — O;bopi1, di :=0b] + Zgzl &ibp s fori=1,...,n,
d§n+1 = b§n+1 + 22:1 0sby, 4 s-

Let
— — —, . . —,
bl':(bla'-wb )T bQ'Z(anrlv'-'abZn)Ta b1::( 15 7bn)Ta b2 _(n+1> b2n) )
y —
do = (dpsr,. . do)T, At = (d,.. . d2)T, G = (01,...,00)"
That is,
— —
b1 I, 0, 0_) b
%
72 = —F In —0 b2 y
bant1 o 0 1 ban 1
_)
d: I, FT 0 by
_)
d3, 1 0 ()" 1 b3+
We set
= (b1,..., by, dpy1,...,dop, bapi1,b2,19,b2,13),
]D)* ::( TW"’ :H Z+1""7 znv §n+17b§n+27b§n+3)'

We then easily verify that D and D* are dual orthonormal, and are distributed the same as the
original bases, B and B*.

Keys and challenge ciphertext ({k:(j )*}jzl,m,y, c1,c2) in Game 2-v are expressed over bases
B and B* as

kD = oS0 o) + 0 v Db, 4 by 4 Db s
c1 = 61 (X" wibi) + 27 wibn i + Chongr + Gabonys, o= gsm®).
Then,
k0 = g0 o) + X r Dbt 4 b5 + 0 Db3,
= 0O o (d = 0y b)) + 0y b (g — S Obiy ) + 003,
=o)X 0P dr) + T, (0 — oD S oW — 00bE L+ ds, ey + 0D,
=0 (30, ’L(J)d*) + D1 'Ys b:ws +d3 1+ 0V )b2n+2’
where
W= — e 0Pe,; - 0,

which are uniformly, independently distributed since r(j )Y F,.

c1 = 01 (D0, wibi) + D21 wibpyt + Cbany1 + daban g3
= 01(207m @ibi) + 24y we(dne + 325 §,sbs + Otbong1) 4 Cbangr + 02banys
=30 (G + >0 webei) by + > e+ (C+ D1 wiby) bap 1 + d2bop3
=iy by + 30 widnyt + (bopgr + d2bonys,
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where
x; = (515% + Z?:1 wtft,ia CI = C + Z?:l wtet’

which are uniformly, independently distributed since (w1, ..., wy,) & F&\ {ﬁ}, (&) &EF A
0; < F,.

In the light of the adversary’s view, both (B,B*) and (ID,D*) are consistent with public
key pk := (1>‘, paramv,@). Therefore, {k:(j)*}j:l,,_w and c¢; above can be expressed as keys and
ciphertext in two ways, in Game 2-v over bases (B, B*) and in Game 3 over bases (D, D*). Thus,
Game 2-v can be conceptually changed to Game 3. [J

Lemma 27 For any adversary A, Advf)()\) =0.

Proof. The value of b is independent from the adversary’s view in Game 3. Hence, Advf)()\) =
0.0

3.6 The Proposed HPE Scheme

The definition of HPE and key idea for the proposed HPE (and the correctness of the HPE)
are given in Appendices B.5 and B.6.

3.6.1 Construction

Setup(l)\v 7 = (na d; Hiyeeey Md)) : (paravaBa ]B*) <E gob(]-)\v 2n + 3)5
B := (by,...,bn,bans1,bonr3), sk =B, pk:= (1% paramy,B),
return sk, pk.
KeyGen(pk, sk, (71, e 7@) = (01,0 ) (V1 -5 Uy))
. . U
Odec,ts Tldecsy Oran,j,ts Tlran,j (] =1,..,0+ 1)7 Odel,j,t» Tldel,j (] =1,., n)’ (PR IE?q
fort=1,...,¢
* g * >k *
Ej gec = >oi-1 Udec,t(zg;mqﬂ vib}) + b3y, 41+ Ndecb3y o,
ké,ran,j = Zt:l Uran,j,t(Zfiut,IH Uibi) =+ 77ran,jb2n+2 forj=1,...,0+1,

* e * * *
k’e,deLj =2 Udel,j,t(zgéut_ﬁl v;b}) + W’j + 71del,jb2p 42
forj=pue+1,...,n,

_>* * * * * *
return kg := (kj gecs Ky ran1s - - s Ko ran o1 K0 deljp+15 - - - » Kl deln)-
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Enc(pk,m € Gz, (1, ., @0) i= ((T1, -+ s Tpy)y v oy (Tpp 1o e s Tpag)) -
(?44-17 .. 7d) <£ F/'th*ué X X Fniudila 517 cee 5@76271-&-33( & qu

c| = Zt 00,1 wibi) + Chang1 + 2ni3banys, 2= g%m,
return (c1, ¢2).

Dec(pk, kj gecs €1, €2) m = ca/e(c1, Ky gec )
return m’.

%*
Delegate,(pk, ke,?gﬂ = (Vpgt1y o5 Vpgyr))

Odec,ty Odecy Oran,j,t; Oran,j (] =1,..,0+ 2)7 Qdel,j,t> Odel,j (] =1, "7”)7 W — IE“q
fort=1,...,0+1,

* o Lk l+1 * Mot
k€+1,dec T ké,dec + thl adEC,tkf,ran,t + Udec( = ;Lg+1 Ulkf del,i )
* . \Y+1 Lk ) He41 . _
Kyt ran = POl Qran,j,tK7 ran s T Tran,;( i=pe+1 ”zk’e,del,z‘) for j=1,.,0+2,

* L RS ) Het1 Lk /1 1.5%
ki1 delj = D oi—1 Odel, ity an s + 0del, i (D550, 11 VK] deri) + VK] gel
for j = o1 +1,...,n

_>>|< * * * * *
return k= (k€+1,dec7k€+1,ran,17"7kﬁ+1,ran,£+27kZ+1,del,ue+1—|—1’ ~ake+1,de|,n)-

Remark: A PE scheme with general delegation is given in Appendix B.8.

3.6.2 Security

Theorem 28 The proposed HPE scheme is adaptively attribute-hiding against chosen plaintext
attacks under the n-eDDH assumption. For any adversary A, there exist probabilistic machines,
Co and C 5 (k=1,...,v; j=1,...,n+ 1) whose running times are essentially the same as
that of A, such that for any security parameter X,

v n+l
HPE AH n-eDDH Z Z n-eDDH (” +4)v
Ad ()\) < AdVCOe + - 1 Ad C(: N T,
1=

where v is the maximum number of adversary A’s key queries.

The proof is given in Appendix B.7.
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A Appendices for Attribute-Based Encryption
A.1 KP-ABE

The same techniques we applied above to obtain a fully secure CP-ABE system also yield a fully
secure KP-ABE system. Our system is very closely related to the selectively secure KP-ABE
systems in [26].

A.1.1 Definition

A KP-ABE system is very similar to a CP-ABE system, except that keys are now associated
with access structures and ciphertexts are associated with sets of attributes. A KP-ABE system
consists of four algorithms:

Setup(\,U) — PK,MSK The setup algorithm takes in the security parameter A and the
attribute universe description U. It outputs the public parameters PK and a master secret key
MSK.

Encrypt(M, PK,S) — CT The encryption algorithm takes in a message M, the public pa-
rameters, and a set of attributes S. It outputs a ciphertext C'T.

KeyGen(A, MSK,PK) — SK The key generation algorithm takes in an access structure A,
the master secret key M SK, and the public parameters PK. It outputs a secret key SK.

Decrypt(CT,SK,PK) — M The decryption algorithm takes in a ciphertext encrypted under
a set of attributes S, a secret key for an access structure A, and the public parameters. It will
output the message M if S satisfies A.

The security definition for KP-ABE is essentially the same as for CP-ABE: first the chal-
lenger gives the attacker the public parameters. Then the attacker can make private key queries
(phase 1). In the challenge phase, the attacker provides two messages My, M; and a set of at-
tributes S* that does not satisfy any of the private key queries made in phase 1. The challenger
flips a random coin 5 € {0,1} and gives the attacker an encryption of Mgz under S*. In phase
2, the attacker can again make private key queries, subject to the restriction that none can be
satisfied by S*. Finally, the attacker outputs a guess 8’ for 5. The advantage of the attacker
is Pr[g=p']— % Selective security is defined by having the attacker declare S* before seeing
the public parameters.

A.1.2 Construction

We now construct our one-use KP-ABE system in composite order groups of order N = p1paps.
It is closely related to the selectively secure KP-ABE systems in [26], and our proof of security
will be similar to the proof for our CP-ABE scheme. We again rely on Assumptions 1, 2, and
3 and restrict to case where each attribute can be used at most once in labeling the rows of an
LSSS matrix. The matrices are now associated with keys and sets of attributes are associated
with ciphertexts. The same general transformation can be used to yield a secure scheme where
attributes can be used more than once.
Our KP-ABE system consists of four algorithms:
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Setup(\) - PK,MSK The setup algorithm chooses a bilinear group G of order N = p1paps
(3 distinct primes). We let G, denote the subgroup of order p; in G. It chooses a random
a € Zy and g € G),. For each attribute ¢, it chooses a random s; € Zy. The public parameters
are N, g,e(g,9)", T; = g°Vi. The master secret key is a and a generator X3 of G,,.

Encrypt(M, S, PK) — CT The encryption algorithm chooses a random s € Zy. It sets the
ciphertext to be:

C = Me(g,9)*°, Co=¢° C; =T VieS.

(This implicitly includes S.)

KeyGen((4,p), MSK,PK) — SK A is a matrix and p is map from each row x of A to an
attribute p(x). The key generation algorithm chooses a random vector u such that 1-u = a.
(Here, 1 denotes the vector with the first entry equal to 1 and the rest equal to 0). For each
row A, of A, it chooses a random r, € Zy, random elements W, V,, € Gy, and sets the secret
key to be:

K = g,

K;=g"V,.

Decrypt(CT,PK,SK) — M We let S denote the set of attributes associated to CT and let
A, p denote the matrix and row labeling associated with SK. If S satisfies A, the decryption
algorithm computes constants w, such that Zp(a})es azA; = 1. It then computes:

swzAz-u ST Wa

e(gv Tp(x) )
€ (97 Tp(x) )srzwz

H 6(007[{21:)0-)3: B H 6(9,9)

(Cp(:t)a K%)wz B

p(e)es © plz)es

§ 2 p(a)es WaAau

=e(9,9) =e(g,9)™".

The message can then be recovered as C'/e(g, g)*“.

A.1.3 Security
To prove that our system is fully secure, we must first define semi-functional keys and cipher-

texts.

Semi-functional Ciphertext A semi-functional ciphertext is formed as follows. We let go
denote a generator of G, and ¢ a random exponent. We also choose random values z;. Then:

Co=g°g5, Ci=T;gy" Vi €S,

Semi-functional Key A semi-functional key will take on one of two forms. A semi-functional
key of type 1 is formed as follows. A random vector ugy is chosen (so ug - 1 is random), and we
set 6, = A, - ue. Additionally, random exponents 7, are chosen. The key is then defined as:

1 Ag- Sz +Ve2p(x)

Kg =g Vmg;x .
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A semi-functional key of type 2 is formed similarly, except without the terms ggzz" ) and

g9 (one could also interpret this as setting v, = 0):

KZ=g"V,.

We note that when we use a semi-functional key to decrypt a semi-functional ciphertext, we
are left with an additional term:

e(ga, go ) Zr@es Wrdn — o(gy gyl

We also note that these values z; are common to semi-functional ciphertexts and semi-functional
keys of type 1. We call a semi-functional key a nominally semi-functional key if ug -1 = 0.
Notice that if a nominally semi-functional key is used to decrypt a semi-functional ciphertext,
decryption will still work.

We will prove adaptive security of our system from our assumptions using a sequence of
games. The first game, Gamepe, is the real security game (the challenge ciphertext and all
are normal). In Gamey, all keys are normal, but the challenge ciphertext is semi-functional. In
Gamey, 1, the first k£ — 1 keys are semi-functional of type 2, key £ is semi-functional of type 1,
and keys > k are normal. In Gamey, o, the first k keys are semi-functional of type 2 and keys
> k are normal. Notice that in Gamego (where ¢ is the number of key queries), all keys are
semi-functional of type 2. In Gamep;,q, the keys are all semi-functional of type 2, and the
challenge ciphertext is a semi-functional encryption of a random message. We will prove this
games are indistinguishable in the following lemmas.

Lemma 29 Suppose there exists a polynomial time algorithm A such that GamegeqAdvg —
GamegAdvy = €. Then we can construct a polynomial time algorithm B with advantage € in
breaking Assumption 1.

Proof. B is given {g, X3,T'}. It will simulate either Gamepg,, or Gamey with A. The public
parameters are formed by choosing exponents «, s; randomly. B gives these to A. B can respond
to key requests by running the usual key generation algorithm to make normal keys because it
knows the M SK.

To form the challenge ciphertext for a set of attributes S, B implicitly sets s so that ¢° is
the part of T" in the Gy, subgroup (i.e. T is the product of g° and possibly an element of G),:

C = Mge(g,9)°* = Me(g,T)*, Co=T, C; =T% Yie S.

We note that this sets z; = s;. However, the values of s; modulo p; are uncorrelated from
the values of z; modulo po by the Chinese Remainder Theorem. If T" = ¢® this is a properly
distributed normal ciphertext. If T = ¢°Xs (for Xy € Gp,), this is a properly distributed
semi-functional ciphertext. Thus, B can use the output of A to gain advantage € in breaking
Assumption 1. [J

Lemma 30 Suppose there exists a polynomial time algorithm A such that Gamey_12Advg —
Gamey1Advy = €. Then we can construct a polynomial time algorithm B with advantage
negligibly close to € in breaking Assumption 2.
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Proof. B receives {g, X3, 9° X2, Y2Y3,T}. It will simulate either Gamey_; 2 or Gamey, ; with A.
It begins by sending .4 the public parameters N, g, X3,¢(g, g)%, g°, where it chooses « and the
values s; randomly.

To form the challenge ciphertext for a set of attributes S, B sets:

C = Mge(g,ngQ)o‘, C() = gSXQ, CZ = (ng2)si Vie S.

This implicitly sets s; = z; modulo IV, but again these values are actually uncorrelated because
s; is used as a modulo p; value and z; is used as a modulo py value.

To form normal keys for queries > k, B can use its knowledge of the MSK and employ the
regular key generation algorithm. To create semi-functional keys of type 2 for queries < k, B
chooses a random vector u such that u-1 = a, a random vector ub, random values r, € Z,, and
random group elements W, V, € G,,. The semi-functional key can then be defined as:

K; = gAx.uT;&)Wm (YéK’))Awué ,

K2 =g"V,.

We note that for Yo = g$, the us in our description of semi-functional keys above now corre-
sponds to ug = cul.

For the k' key, B will make a key that is either normal or nominally semi-functional of type
1, depending on the value of T" in the challenge. We will later argue that if it is a nominally
semi-functional key, it will still have the distribution of a regular semi-functional key of type 1
in the view of an attacker, since it is not a key capable of decrypting the challenge ciphertext.

To form the k" key for (A, p), B chooses a random vector up such that uz -1 = 0 and a
random vector v’ such that v/ - 1 = a. It implicitly sets u = rug + v, where ¢” is the G, part
of T. Values 7, V,, W, are chosen randomly.

B computes:

KL = g (A Ty, K2 = T,

We note that this sets r, = rv,, but this is acceptable because r, is used as a modulo p; value
and 7, is used as a modulo ps value. Depending on the value of T, this is either a normal key
or a nominally semi-functional key of type 1.

Now we must argue that if the attacker has not asked for a k' key that can decrypt the
challenger ciphertext, then the k*" key will seem properly distributed in the attacker’s view (the
fact that 0 is being shared in the G), subgroup should be information-theorectically hidden).
We recall our restriction that attributes are used only once in the labeling p of the matrix rows
in each key. We consider an attribute ¢ that does not belong to .S, the set of attributes for the
challenge ciphertext. We note that value z; does not appear anywhere except possibly in the
kth key, since any other semi-functional keys given out are of type 2.

We are assuming that the k' key cannot decrypt the challenge ciphertext. This means that
the vector 1 is not in the rowspace R of the corresponding matrix A when we restrict to rows
x such that x € S. We may assume this holds modulo py (see earlier remarks). Thus, there is
a vector w such that w is orthogonal to R, and not orthogonal to (1,0,...,0) (modulo py). We
fix a basis including w, and we write ug as ug = fw + u4 modulo ps for f € Z,, and uj in the
span of the other basis elements (note that uf is uniformly distributed in this space). We note
that u) reveals no information about f. We note that (1,0,...,0) - ug cannot be determined
from uf alone, some information about f is needed. The shares for rows with = € S only reveal
information about uj.
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The only places fw appears are in equations of the form:
Ag - u2 + Yo Zp(a).

where the p(x)’s are each unique attributes not appearing in the challenge ciphertext. As long
as each v, is not congruent to 0 modulo po, each of these equations introduces a new unknown
Z,(z) that appears nowhere else, so no information about f can be learned by the attacker.
More precisely, for each potential value of ug 1, there are an equal number of solutions to these
equations, so each value is equally likely. Hence, the value being shared in the Gy, subgroup is
information-theoretically hidden, as long as none of the 7, are 0 modulo ps. The probability
that any of the v, values are 0 modulo ps is negligible. Thus, the ciphertext and key k are
properly distributed in the attacker’s view with probability negligible close to 1.

Therefore, depending on the value of T', B has properly simulated either Gamej_; 2 or
Gamey, ; with probability negligibly close to 1. Hence it can use the output of A to gain
advantage negligibly close to € in breaking Assumption 2. [

Lemma 31 Suppose there exists a polynomial time algorithm A such that Gamey1Advg —
Gamey 2Advyg = €. Then we can construct a polynomial time algorithm B with advantage € in
breaking Assumption 2.

Proof. B receives {g, X3, ¢°X5,Y2Y3,T}. It will simulate either Gamey, ; or Gamey o with A.
It begins by sending .4 the public parameters N, g, X3,¢(g, )%, g°, where it chooses « and the
values s; randomly. It will implicitly set z; = s;.

To form the challenge ciphertext for a set of attributes S, B sets:

C = Mge(ngz,g)a, Co = gSXQ, C; = (gSXQ)Si Vi e S.

To form normal keys for queries > k, B can use its knowledge of the MSK and employ the
regular key generation algorithm. To create semi-functional keys of type 2 for queries < k, B
can choose a random vector u such that u -1 = «, a random vector u}, random values 7., and
random group elements W,,V, € G,,. The semi-functional key can then be defined as:

Ky = g% Ty, Wa(YaYs) 4,

K2=g"V,.

We note that for Y = g5, the ua in our description of semi-functional keys above now corre-
sponds to ug = cul.

For the k" key, B will either make a semi-functional key of type 1 or one of type 2, depending
on the value of T" in the assumption. B first chooses a random vector u such that v-1 = « and
a random vector ug. Part of the K} value can then be computed as:

gAz-u (Y2Y3)Az'u2 .

Next, B chooses random values 7, and implicitly sets r, = rv,, where ¢g" is the G),, part of
T. Also, W, is chosen randomly in G,. B can then compute the rest of K} as:

T’Y(w)sp(z) WZ‘
Putting it together, we have:

KL = gh " (YaYs) e 2 e W,
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Similarly, we choose V, randomly in G, and set
K2 =17V,

If T € G, this is a properly distributed semi-functional key of type 1. If T' € G,,p,, this is a
properly distributed semi-functional key of type 2. Hence B can use the output of A to gain
advantage € in breaking Assumption 2. [J

Lemma 32 Suppose there exists a polynomial time algorithm A such that Gamego2Advg —
GamepipaAdvg = €. Then we can construct a polynomial time algorithm B with advantage €
in breaking Assumption 3.

Proof. B receives g, g* X2, X3, g°Y2, Zo, T. It will simulate Game, o or Gamep;pq with A. B
begins by setting the public parameters N, g, X3, e(g,9)" = e(g, g* X2). It chooses values s; = z;
randomly.

To form the challenge ciphertext for a set of attributes S, B computes:

C= MﬁT, Co=9¢°X,, C; = (gSXQ)Si Vi € S.

If T'=e(g,9)**, this will be a semi-functional encryption of Mg. If T' is random, this will be a
semi-functional encryption of a random message and this will give no information about 8 to
the attacker.

To form a semi-functional key of type 2 for (A, p) (where A has ¢ columns), B chooses
u,...,us_1 randomly and implicity sets uy = a — Zf;ll u; (so that 1-u = «). B chooses a
random vector ug of length ¢. It chooses W, randomly in G,,, r; randomly in Zy, and V,
randomly in G,,. It sets:

£—1
le — g i=1 A¢7iui—Az,gui (gaXQ)AI’ZgSP(w)Tx Z?IUQ W.’Ea

KZ=g"V,.

Notice that for X9 = g5, 22 = gg, in the G, subgroup this will be gg“” for 6, = A, - ul, where
ub = dug except with a ¢ added in the last coordinate. This yields a properly distributed semi-
functional key of type 2. B can use the output of A to gain advantage € in breaking Assumption
3. O

We have now proven the following theorem:
Theorem 33 If Assumptions 1, 2, and 3 hold, then our KP-ABE system is secure.

Proof. If Assumptions 1, 2, and 3 hold, then we have shown by the previous lemmas that the
real security game is indistinguishable from Gameg;,q;, in which the value of 3 is information-
theoretically hidden from the attacker. Hence the attacker cannot attain a non-negligible ad-
vantage in breaking the KP-ABE system. [J

A.1.4 Expanding to Multi-Use

To build a fully secure KP-ABE system where each attribute can be used up to k£ times in the
row labeling of an access matrix, we apply the encoding technique of Section 2.2. We compare
the resulting k-use system to the one-system in Table 2. We let |U| denote the number of
attributes before the encoding is applied, |S| denote the number of attributes associated with
a ciphertext, and ¢ denote the number of rows in an access matrix associated with a key. All
sizes refer to the number of group elements.
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size of PK | size of SK | size of C'T
one-use | |U|+2 20 |S|+ 2
k-use E\U|+2 20 kS| +2

Table 2: Comparison of one-use and k-use KP-ABE systems

A.2 Generic Security of Our Complexity Assumptions

We now prove our three complexity assumptions hold in the generic group model, as long as it is
hard to find a nontrivial factor of the group order, n. We adopt the notation of [29] to express
our assumptions. We fix generators gy, gp,,gp, of the subgroups G, ,G),,G)p, respectively.
Every element of G can then be expressed as g gp2gy? for some values of a1, az,a3. We denote
an element of G by (a1, as,asz). The element e(gp,, 9p,)* €(Ips, Ips)*2€(Gps, Gps ) in G will be
denoted by [a1, az, ag]. We use capital letters to denote random variables, and we reuse random
variables to denote relationships between elements. For example, X = (X1,Y1, Z;) is a random
element of G, and Y = (X1, Y3, Z5) is another random element that shares the same component
in the G, subgroup.

Given random variables X, {A4;} expressed in this form, we say that X is dependent on {A;}
if there exists values \; € Zj,, such that X = >, \;A4; as formal random variables. Otherwise,
we say that X is independent of {A;}. We note the following two theorems from [29]:

Theorem 34 (Theorem A.1 of [29]) Let n = [[;~, p; be a product of distinct primes, each
greater than 2. Let {A;} be random variables over G, and let {B;}, Ty, T1 be random variables
over Gr, where all random variables have degree at most t. Consider the following experiment
in the generic group model:

An algorithm is given n,{A;}, and {B;}. A random bit b is chosen, and the adversary is
gwen Ty. The algorithm outputs a bits b/, and succeeds if ' = b. The algorithm’s advantage is
the absolute value of the difference between its success probability and %

Say each of Ty and Ty is independent of {B;} U {e(A;, Aj)}. Then given any algorithm A
issuing at most q instructions and having advantage 6 in the above experiment, A can be used to

find a nontrivial factor of n (in time polynomial in X\ and the running time of A) with probability
at least 5 — O(q*t/2}).

Theorem 35 (Theorem A.2 of [29]) Let n = [[~, pi be a product of distinct primes, each
greater than 2. Let {A;}, Ty, T be random variables over G, and let {B;} be random variables
over G, where all random variables have degree at most t. Consider the same experiment as
in the theorem above.

Let S := {ile(Tp, A;) # e(Th, Ai)} (where inequality refers to inequality as formal polyno-
mials). Say each of Ty and Ty is independent of {A;}, and furthermore that for all k € S
it holds that e(Ty, Ay) is independent of {B;} U {e(A;, Aj)} U {e(To, Ai) bizk, and e(T1, Ay) is
independent of {B;} U{e(Ai, Aj)yU{e(T1, Ai) }izr. Then given any algorithm A issuing at most
q instructions and having advantage 0, the algorithm can be used to find a nontrivial factor of
n (in time polynomial in X and the running time of A) with probability at least § — O(q*t/2*).

We apply these theorems to prove the security of our assumptions in the generic group
model.

Assumption 1 We apply Theorem 35. We can express this assumption as:

Al - (170)0)7A2 = (0707 1)7
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TO = (X17X270)7T1 = (Xl,O,O).

We note that S = ) in this case. It is clear that Ty and T} are both independent of {A1, Ao}
because X does not appear in A; or Ay. Thus, Assumption 1 is generically secure, assuming
it is hard to find a nontrivial factor of n.

Assumption 2 We apply Theorem 35. We can express this assumption as:
Al = (17070)7 A2 = (X1> 1> O)a A3 = (Y1> an)a A4 = (Oa X27 1)7

To = (Z1, Zo, Z3),Th = (Z1,0, Z3).

We note that S = {2,4} in this case. It is clear that Tp and 77 are both independent of
{A;} since Z; does not appear in the A;’s, for example. We see that e(7Tjy, A2) is independent
of {e(A;, Aj)} U{e(Ty, Ai)}ize because it is impossible to obtain X;Z; in the first coordinate
of a combination of elements of {e(A;, A;j)} U {e(To, A;) }iz2. This also allows us to conclude
that e(T1, A2) is independent of {e(A4;, A;)} U {e(T1, A;)}izo. We similarly note that e(Tp, As)
is independent of {e(A;, A;)} U {e(To, Ai)}iza and e(T7, Ay) is independent of {e(A;, A;)} U
{e(T1, Ai) }iza because we cannot obtain Z3 in the third coordinate. Thus, Assumption 2 is
generically secure, assuming it is hard to find a nontrivial factor of n.

Assumption 3 We apply Theorem 34. We can express this assumption as:
Al = (17 07 0)7 AQ = (Bv 17 O)a A3 = (Oa Oa 1)’ A4 = (57 X27 O)a A5 = (Oa Y27 0)>

Ty = [BS,0,0], Ty = [Z1, Z2, Z3)].

T is independent of {e(A;, Aj)} because Z1, Zs, Z3 do not appear in {A;}. Tj is independent
of {e(A4;, Aj)} because the only way to obtain BS in the first coordinate is to take e(As, Ay),
but then we are left with an X5 in the second coordinate that cannot be canceled. Thus,
Assumption 3 is generically secure, assuming it is hard to find a nontrivial factor of n.

B Appendices for Predicate Encryption

B.1 Dual Pairing Vector Spaces by Direct Product of Asymmetric Pairing
Groups

Definition 36 “Asymmetric bilinear pairing groups” (q,G1,Ga, Gr, g1, 92,€) are a tuple of a
prime q, cyclic (multiplicative) groups G1,Go and G of order q, g1 # 1 € G1,g92 # 1 € Go, and
a polynomial-time computable nondegenerate bilinear pairing e : Gy x Go — Gr i.e., e(g5, g5) =
e(g1,92)*" and e(g1,92) # 1.

Let Gppg be an algorithm that takes input 1" and outputs a description of bilinear pairing
groups (q, G1,Ga, Gr, g1, g2, €) with security parameter \.

Definition 37 “Dual pairing vector spaces (DPVS)” (q,V,V* Gp, A, A* e) by direct product of
asymmetric pairing groups (¢, G1, Ga, Gr, g1, g2, €) are a tuple of a prime q, two N-dimensional
N N

N — e N ——
vector spaces V :i= Gy X --- x Gy and V* := Ga x --- X Go over Fy, a cyclic group G of order

q, and their canonical bases i.e., A := (a1,...,an) of V and A* := (aj,...,ay) of V*, where
i-1 N—i i—1 N—i
—— —— — — .
a;=(1,...,1,¢91,1,...,1) and a} :=(1,...,1,92,1,...,1), and pairing e : V x V* — Gr.
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The pairing is defined by e(z,y) = [[X,e(di,hi) € Gp where ® = (dy,...,dy) € V
and y := (h1,...,hy) € V*. This is nondegenerate bilinear i.e., (s:l: ty) = e(z,y)* and if
e(x,y) =1 for ally € V, then x = 0. For all i and j, e(ai,a]) = gT”
and 0 otherwise, and gr = e(g1,92) # 1 € Grp.

DPVS also has linear transformations ¢; j on 'V s.t.¢; j(a;) = a; and ¢;;(ar) = 0 if k #

where 0; j = 1 if i = j,

z 1 N—i
f—/H
J, which can be easily achieved by ¢; j(x) = (1,...,1 d;,1,...,1) where x := (dq,...,dn).
Moreover, linear transformation ¢7 ; on V* s.t. gb ( ;“) =a} and b7 ( 2) =0if k # j can be

1 N—
easily achieved by ¢} ;(y) = (1,...,1,h;,1,...,1) where y := (h1,...,hn). We call ¢;; and
7 distortion maps”.

B.2 Proof of Lemma 15

As in Appendix A.2, using a generator g, every element of G can be expressed as g* for some
value of a. We denote an element of G shortly by a, and we use capital letters to denote (formal)
random variables.

Let @ := { g, 9%, gt g ghi (1 <i<n), g% (1<i#j<n) €G }, i.e., the elements
in the n-eDDH instance except for Yz € G,and P := {P;} :={ 1, K,Q +I';H;,T';, H; (1 <i < n),
I'H;j (1 <i# j <mn) }, the set of polynomials of formal random variables obtained from Q. It
is clear that P and the target K are linearly independent over I, (as formal polynomials).
Therefore, Lemma 15 follows from Theorem A.2 in [8] and Lemma 38 below.

Lemma 38 If

> ai- KQP, = by PPy (1)
i gk

holds among elements P; € P and a;, b € Fy, then all a; = 0, i.e., {KQP;} are independent
Of {PJPk}

Proof. The set {KQP | P € P} is given as
{KQ, K?Q, KQQ+T;H;), KQI;, KQH; (1<i<n), KQI;H; (1<i#j<n)}.

By the following facts, we conclude that no terms in the above set appear in the linear relation
(1), ie., all a; = 0.

o As for KQ(Q + T';H;), there exists only one way, (Q + I';H;)?, to obtain Q2 from a
product of two elements in P. However, obviously, since (Q + I';H;)? does not contain K,
KQ(Q +T';H;) cannot be included in relation (1).

e Since neither K2, KT;, K H;, nor KT';H; is included in P, element K?Q, KQT';, KQ, or
KQI';H; cannot be obtained from a product of two elements in P. Therefore, any of these
cannot be included in linear relation (1).

e To obtain K2, we must use the product of K and € + I';H;. Then, we need to obtain
KT;H; from a product of two elements in P. However, since each term containing I;
except for 4 I';H; contains some H; (j # i), element KT';H; cannot be obtained from
the desired product. Therefore, K cannot be included in linear relation (1).
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B.3 Proofs of Lemmas 20 and 22
B.3.1 Preliminary Lemma for Lemmas 42 and 45

We will use the following lemma in the proofs of Lemmas 42 and 45.

Lemma 39 Let (q,V,Gr,A,e) be dual pairing vector spaces by direct product of symmetric
pairing groups. Using {¢; ;}, we can efficiently sample a random linear transformation

N,N
W= Zi:l,j:l TijPij

of V with random coefficients {ri;}; je1,.. N} n IE‘qNXN. At that time, the matriz (r;“j) =
({rij}™H7T defines the adjoint action on V for pairing e, i.c., e(W(z), (W 1)1 (y)) = e(z,y)
for any x,y € 'V, via

_ N,N
(WHT:= Zi:l,j:l ri i

B.3.2 Proof of Lemma 20

To prove Lemma 20, we first define a simplified version of Problem 1.

3
N—
To

Definition 40 Simple Problem 1 is to guess B € {0,1}, given (paramv,@,@*, {es,i}i=1,..
ggpl(l’\7n), where

ggpl(l’\,n) : (paramy, B, B*) & Gob(11,2n + 3),

™ o * * *

B:= (b17"'7bN7b2n+17b2n+3)7 B ::( 17"'7bn7 2n+1> 2n+2)7
U U .

01,00« Fy, p Ty fori=1,...,n,

fori=1,...,n,

eq,; := 01b; + 92,;b2, 13,
e1,; = 01b; + pby ;i + 62,b2, 43,

return (paramv,@,@*,{em}i:lw’n),

for B d {0,1}. For a probabilistic machine D, we define the advantage of adversary D for
Simple Problem 1 as:

AT ():i= [Pr[D(1%,0) 1] 0 G571 (1%, )| =Pr [D(1Y, ) 1| 0 R GEP1 (1, m) ]|

Simple Problem 1 is reduced to Problem 1 (Lemma 41), and the n-eDDH problem is reduced
to Simple Problem 1 (Lemma 42). Therefore, we obtain Lemma 20 by combining Lemmas 41
and 42.

Lemma 41 The output distribution of Simple Problem 1, (paramv,@,@*, {es,iti=1,..n), is ex-
actly the same as that of Problem 1. In particular, for any adversary B, there is a probabilistic

machine D, whose running time is the same as that of B, such that for any security parameter
A, AdvEFT(A) = AdvEL()N).

Proof. Given a Simple Problem 1 instance, (paramv,@,@*, {eg,i}i=1,..n), we generate U :=
(uij) & GL(n,F,), and calculate Z := (2; ;) := (UT)~L.

44



We then calculate {dy+1,...,d2,} from {b,11,...,b2,} as
dntji=>0" 1 2ijbnyi forj=1,...,n.
Then,
b = Z?:l Ui jdntj fori=1,...,n
since UZT =1I,,, and, fori =1, ..., n,
e, = 01b; + d2,;b2p 13,
e1,i = 01bi + pbpti + 02,ibonys = 01bi + p D7 i jdntj + 02,ibans.

Let basis D := (blA,..A. yon, dp1, ..o dopn, bap i1, banto, bopg). Both bases B and D are con-
sistent with (paramy, B, B*). Hence, we can consider the distribution of (paramy, B, B*, {es,i}i=1,..n)
as {Q ’ 0 & le(lA, n)} by using basis .

The other direction can be shown exactly in the same manner. [J

Lemma 42 For any adversary D, there is a probabilistic machine C, whose running time is

essentially the same as that of D, such that for any security parameter X\, Advg'EDDH()\) =

AdviFL(N).
Proof. Given an n-eDDH instance

wtyihi

paramg, ¢,9",{g 9", " <i<n, {gwhj}lgz‘#jgm Y3,

C sets (2n + 3) x (2n + 3) matrices

K- I, I,
—k- Iy, 0y,
I:= (mij) == )
1
1
%
h 1
%
On I, —hT
&I, BT
" = () = ,
1
1
1

where I = (R1,...,hn). Then, IT- (IT*)T = I, 3.

C can compute u; := Z?Z}L?’m,jaj (it =1,...,2n 4 3) and u; := Z?f{sﬂ;ja] (i =
1,...,n,2n+1,2n+ 2) from the above n-eDDH instance.
C then sets
i—1 n—i
—N— ——
vgi=(1,...,1,Y3,1,...,1,
g, gl gt gl gl 1, ).
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C generates random linear transformation W given in Lemma 39, then sets

b = W(u;) fori=1,...,n,2n+1,2n+ 3,
by == (W HT(u}) fori=1,...,n,2n+1,2n+2,
- (blv cee 7bn7 b2n+17 b2n+3)7 ]B* = ( cee 7b:m §n+17 b§n+2)7

eg;:=W(vg,) fori=1,...,n.

C then gives (paramv,]/%\l%,I/B\%*, {egi}i=1,..n) to D, and outputs 5’ € {0,1} if D outputs 3.
If we set 01 :=w, d2; := ;, then

i—1 n—i
— —
’0571‘:(1,...,1,Y5,1,...,1,
gttt L gt gt BogutITR L g 2’71717927)'

If =0, 1ie., Yg=g" (= g°1%), then
e = 01b; + 02,;b2, 43,
and the distribution of (paramy, B, B*, {egs,i}i=1,..n) is exactly the same as { ’ o8 GSP (1A n) }
Ifp=1,ie, Y3 (= g¥) is uniformly distributed in G, then
esi = 01b; + pbyii + 02,iban s,

where p := §; — k1), and p is also uniformly distributed. Therefore, the distribution of
(paramy, B, B*, {egs,i}ti=1,..n) is exactly the same as {g ‘ o8 G (17 n) } O

B.3.3 Proof of Lemma 22

To prove Lemma 22, we first define a simplified version of Problem 2.

Definition 43 Simple Problem 2 is to guess 8 € {0, 1}, given (paramV,I@, B, {h} . €iti=1,..n) &
ggPQ(lk,n), where

G5P2(1*,m) : (paramy, B, B*) < Gon(1%,2n + 3),

B = (bi,...,bu, boni1, bonrs), BT i=(b],...,b5,.0),
w,%‘,5<—UFq, T %UIF; fori=1,...,n,
fori=1,...,n,

hg,i i= wbi + 7ib3,, 49,

1i i=wbi +7b); + 7ib5,, o,

e; := 6b; + pbyyi,

return (paramy, B, B*, {hj;, ei}i=1,.n),

for B d {0,1}. For a probabilistic machine D, we define the advantage of adversary D for
Simple Problem 2 as:

AdvSP2()) = ‘Pr [D(l/\,g)—ﬂ Qﬁgg"?(ﬂ,n)}—m[ (1), 0) = 1] 0 KgsP2(1? n)”

46



Simple Problem 2 is reduced to Problem 2 (Lemma 44), and the n-eDDH problem is reduced
to Simple Problem 2 (Lemma 45). Therefore, we obtain Lemma 22 by combining Lemmas 44
and 45.

Lemma 44 For any adversary B, there is a probabilistic machine D, whose running time is
essentially the same as that of B, such that for any security parameter A, Advy 2(A) = AdvE2()).

Proof. Given a Simple Problem 2 instance, (paramV,I@, I@*, {h/”é ;»€iti=1,.n), D generates U :=

(ui ;) & GL(n,F,), and calculates Z := (z;;) := (UT)~L.
D then calculates {dy11,...,d2,} and {d; ;,...,d5,} from {b,;1,...,b2,} and {b} ...,
b, }, respectively, as

dyij =300 2ijbnyi,  dyy =00 uigby, forj=1,...,n.
Then,
bn+i = Z?:l ui,jdn+j, b:L-i-z‘ = Z?:l Zi,jd:;_;,_j for ¢ = 1, Loy ny
since UZT =1, and, fori =1,... n,
h’s,i = Wb: + ’yib;n+2u
10 = wbl +7by 4+ 7ibs, 0 = Wbl + 730 zigdy L+ Yibs, o,
e; = db; + pb,1; = db; + pz;zl Ui j .
Let

N* Lk x gk * * *
D '_( 1o ¥nyY¥n+t1y- - %20 2n+1’b2n+2)'

D then gives (paramy, B, D*, {h} . €i}i=1,.,n) to B, and outputs ' € {0, 1} if B outputs .
By the construction, the distribution of (paramy, I@, ]]3)*, {h}} i»€iti=1,..n), is exactly the same

as {Q ‘ g<—Rg52(1A,n)}. O

Lemma 45 For any adversary D, there is a probabilistic machine C, whose running time is
essentially the same as that of D, such that for any security parameter A, Advg'eDDH()\) =

Adv3P2(N).

Proof. Given an n-eDDH instance

wtyihi

paramg, 9,9",{g L9, g" Y<i<n, {g'yihj}lgi¢j§n, Ys,
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C sets (2n + 3) x (2n + 3) matrices

k-1, I,
—k- I, 0,
1
_>
h 1
1
_>
On I, —hT
%
-kt I, I, —h*
II (ﬂ—i,j) )
1
1

%
where h := (h1,...,hy). Then, IT- (IT")T = I, 3.
C can compute u; = Zfi”f?’ mija; (i =1,...,n,2n+ 1,2n + 3) and u; := 232_3 T ia;
(i=1,...,2n+2) from the above n-eDDH instance.

C then generates &, ¢ & Fy, and

i—1 n—1 n—i+1
— — ——
vii=(1,...,1,¢51,...,1,9%,1,...,1,g7%" 1),
i—1 n—i
— —
wz”L = (]‘7"'717Y,8717"'71797ih17"'7g’Yihi717gw+’Yihi7g'Yihi+l7'"7g’\{ihn717g’>/7;71)'

C generates random linear transformation W given in Lemma 39, then sets

b, :=W(u;) fori=1,...,n,2n+1,2n+ 3,
by = (W HT(u}) fori=1,...,2n+2,
B:= (bl, . .,bn,b2n+1,b2n+3), E* = ( T, . '7b;n+2)’

e :=W(vi), hj,;:= (W_l)T(wEJ-) fori=1,...,n.

C then gives (paramy, B, B*, {h} ;. €i}i=1,..n) to D, and outputs 8’ € {0,1} if D outputs .

If we set
p = _’{55 61 =Y =P
then
i—1 n—1 n—i+1
vl - (17"'717g7pl</_1717"‘717961+p7 17"'?17g7(61+p)hi71)7

and we see that
e; = 61b; + pby 4.
If 8=0,1ie., Yg=g", then

hj; = wbi +7ibo, 40,
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.....

Ifp=1,ie, Ys (= g¥) is uniformly distributed in G, then
hj; = wb] + 7by; +7ib5, o,

where 7 := w — k™%, and 7 is also uniformly distributed. Therefore, the distribution of
(paramv,@,@*, {hz,w €;}i=1,..n) is exactly the same as {Q ‘ 0 & G2 (1M n) } O

B.4 Proof of Lemma 23

Since the inner-product of @ (pU) and ¥ (7Z) is equal to pr( - 7), points on C' are mapped
onto C' by the action of pU x 72.

For (7, 7) eC, 7 ¢vt (hyperplane determined by 7) Let (71, .. ,7n_1) be a basis
of ¥+, Since @ ¢ U, the tuple (7, Y 1,..., Yn_1) is a basis of V. Therefore, trans-
formed vectors (Z (pU), ¥1(pU),..., ¥n_1(pU)) is a uniformly chosen basis of V when
Z & GL(n,Fy), U= (Z71)T, and p < Fy.

The point 7 = o (1Z) can be identified to the hyperplane spanned by (71 (pU),...,
Y n_1(pU)) up to a constant multiple because of the duality. Note that @ := 2’ (pU) is an
independent vector outside that hyperplane. Therefore, the pair of W and 7 is uniformly
distributed in V x V* such that @ - 7 # 0, i.e., uniformly distributed in C.

B.5 Definition of Hierarchical Predicate Encryption

This section defines hierarchical predicate encryption (HPE) for the class of hierarchical inner-
product predicates and its security. !

In a delegation system, it is required that a user who has a capability can delegate to
another user a more restrictive capability. In addition to this requirement, our hierarchical
inner-product encryption introduces a format of hierarchy ﬁ to define common delegation
structure in a system.

We call a tuple of positive integers 7/ := (nyd;pry ..o pbg) St = 0 < pp < pg <

- < pg = n a format of hierarchy of depth d attribute spaces. Let ¥, ({ = 1,...,d)
be the sets of attributes, where each ¥, := F,*“ "'\ {ﬁ} Let the hierarchical attributes
%= U (21 X ... x %), where the union is a disjoint union. Then, for o; € Fj* #i-! \{ﬁ},
the hierarchical predicate f5, <, on hierarchical attributes (?1, ..., Tp) € is defined as
follows: fz, wn(T1,..., @) =1iff ¢ <hand T ¥y =0forallist.1<i</.

Let the space of hierarchical predicates F := {frz, =+, | Uy e FLiHT\ {ﬁ}} We call
h (vesp. () the level of (Z'1,..., 24) (resp. (V1,..., Uy)).

Definition 46 Let ﬁ = (n,d;p1y .. pg) Stopo=0< p < po < -+ < g =n be a format
of hierarchy of depth d attribute spaces. A hierarchical predicate encryption (HPE) scheme
for the class of hierarchical inner-product predicates F over the set of hierarchical attributes 2
consists of probabilistic polynomial-time algorithms Setup, KeyGen, Enc, Dec, and Delegate, for
£=1,...,d—1. They are given as follows:

e Setup takes as input security parameter 1 and format of hierarchy 7, and outputs (mas-
ter) public key pk and (master) secret key sk.

!More general delegation structures (partial order structures) than tree hierarchical structures can be easily
realized in our HPE scheme. See Appendix B.8.
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KeyGen takes as input the master public key pk, secret key sk, and predicate vectors
(71, cee 70. It outputs a corresponding secret key sk(ﬁh_jé).

Enc takes as input the master public key pk, attribute vectors (71, ey ?h), where 1 <
h < d, and plaintext m in some associated plaintext space, msg. It returns ciphertext c.

Dec takes as input the master public key pk, secret key Sk(71,---,7e)7 where 1 < ¢ < d, and
ciphertext c. It outputs either plaintext m or the distinguished symbol L.

Delegate, takes as input the master public key pk, {-th level secret key sk, . <, and
(0 + 1)-th level predicate vector U oy1. It returns (€ + 1)-th level secret key SK(T 11 T sn)-

A HPE scheme should have the following correctness property: for all correctly generated pk
and sk, . 7,), generate ¢ & Enc(pk,m, (Z1,..., @) and m/ := Dec(pk, sk, ..7,):¢). If
f(71,.-.,7z)( Tyeens 7h) =1, then m’ = m. Otherwise, m’ # m except for negligible probability.

For f and f’ in F, we denote f’ < f if the predicate vector for f is a prefix of that for f’.
For the following definition for key queries, see [38].

Remark: We will explain the hierarchical structure by using a small (toy) example that has
three levels and each level consists of 2-dimensional space, i.e., 6-dimensional space is employed
in total. That is, 1 := (n,d; p1, ..., puq) = (6,3;2,4,6) in this example.

A user who possesses a secret key sk in the top level, associated with the top level predicate
vector U1 = (v1,v2), can delegate any value (say Uy = (vs,v4)) of the second level key sko
such that the predicate vector for sky is (71, 72) Similarly, a user who possesses a secret key
in the second level, sky with (771, ¥'3), can delegate any value (say U3 := (vs,vg)) of the third
level key sky with (71, U2, U'3).

Secret key sk; with 71, can decrypt a ciphertext associated with attribute vector (?1, (5, ),
(%, %)) := ((x1,22), (%, %), (x,%)) if Z1 - U1 = 0, where % denotes an arbitrary value. Secret key
sko with (71, 72) can decrypt a ciphertext with attribute vector (?1, T, (, %)) if 71U =0
and 79+ U5 = 0. However skq cannot decrypt a ciphertext with higher level (top level) attribute
vector @1 := (x1,x2) (or (21, (*,%), (x,%))). Therefore, the capability of a delegated key skj is
more limited than the parent key sk;.

Hence, when (71, ¥2) := ((v1, v2), (v3,v4)) is a predicate vector for a secret key, (U1, U2) is
considered to be (71, U2, (0,0)), and when 71 := (1, 2) is an attribute vector for a ciphertext,
gl is considered to be (71, (x,%), (*,%))), where (x,%) - (0,0) = 0 and (x,%) - U5 # 0 unless

2 = (Oa 0)'

Definition 47 A hierarchical inner-product predicate encryption scheme for hierarchical predi-
cates F over hierarchical attributes ¥ is adaptively attribute-hiding (AH) against chosen plaintext
attacks if for all probabilistic polynomial-time adversaries A, the advantage of A in the following
experiment is negligible in the security parameter.

1. Setup is run to generate keys pk and sk, and pk is given to A.

2. A may adaptively makes a polynomial number of queries of the following type:

e [ Create key | A asks the challenger to create a secret key for a predicate f € F. The
challenger creates a key for f without giving it to A.

o [ Create delegated key | A specifies a key for predicate f that has already been created,
and asks the challenger to perform a delegation operation to create a child key for
f' < f. The challenger computes the child key without giving it to the adversary.
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e [ Reveal key | A asks the challenger to reveal an already-created key for predicate f.

Note that when key creation requests are made, A does not automatically see the created
key. A sees a key only when it makes a reveal key query.

3. A outputs challenge attribute vectors X©) := (?go), . ,?I(l%)), XM .= (7&1), ,7;121))
and challenge plaintexts m(© m() | subject to the restriction that f(X©)) = f(xM) =
for all the reveal key queried predicate f.

4. A random bit b is chosen. A is given ¢ & Enc(pk,m(b),X(b)).

5. The adversary may continue to request keys for additional predicate vectors subject to the
restriction that f(X©)) = f(xM) = 0.

6. A outputs a bit V', and succeeds if b’ = b.

We define the advantage of A as the quantity AdePE AH(/\) =Pr[t =b] —1/2.

B.6 Key Idea in Constructing the Proposed HPE

We will explain a key idea of the proposed HPE scheme.

We will explain the key idea of the proposed HPE scheme by using a small (toy) example.
Let the dimension of (predicate/attribute) vectors be 6, in which there are three levels and
each level has 2-dimensions, V and V* be 15-dimensional spaces, the public parameter be
B = (b1,...,bg,bi3,b15) as well as the parameters of DPVS, and the master secret key be
B* := (b],...,b}5).

Ciphertext (¢, ¢p) for attribute 7 := (7’1, @o, Z3) := ((x1,22), (x3,24), (25, 26)) € F9 and
plaintext m is constructed as ¢; := §1(x1b1+x2b2)+- - -+03(x5b5+26bg) +(b13+4b15 and co 1=

g%m, where 61, ...,04,C J [F,. If the attribute is a higher level such as = (z1, mz) generate

a modified attribute 7" := ((21, z2), (z3.2)), (x5, 2)), where (23, 2f, 23, zd) & Fg. Then,
ciphertext ¢; for attribute 7 is computed as ciphertext ¢; for the modified attribute 7*

Top level secret key k7 := (k] jecs K7 ran 15 K7 ran 20 KT gl 35 - - -+ K1 gel 6), for predicate v =
(v1,v2) € F2 consists of three parts, k yec, (K ran.1> K7 ran 2) and (k7 4o 30+ -, k] 4o 6), Where the
first one is used for decryption of ciphertexts, the second one for re-randomization (of delegated
key) and the last one for delegation. Each part is: k:i‘ dec (= 01 dec(vl b} + v2b3) + b5 + 11 decbiy,

1ranj = Olyran,j (v1b] 4 v2b5) + M1 ran, ;014 (1 = 1,2), and kT gl j = 01 del,j (V107 +v2b3) + b +
Mi,del,jb14 (J = 3,...,6), where the coefficients are umformly selected from IF,. The first one,
K7 gec: can decrypt ciphertext (e1,c2) by ca/e(er, kY 4o ), since e(er1, k] goc) = g% if an attribute
of ¢ is ((z1,x2), (*, %), (%, %)) with (z1,x2) - (v1,v2) = 0.

To delegate a secret key for the 2nd level vector (v3,v4), 0dec(v3k] del3 T vak] del 4) is added
t0 k7 goc (J = 0), and odel,j(V3K] yoi 3 + VakT 4o 4) 1S added to k] 4o ; (7 = 5 ,6). To re-randomize
the coefficients of (v1b] + v2b2) and bi, in the delegated key, a random linear comblnatlon
of ki ran. ! and ki ., is also added. So, the delegated key (the second level key) is k:* =
( ;,ded 2,ran,17 " * k2,ran,37 2,del,5° k2,del,6) (Where k2 ,dec is for decryptlon (k2,ran,17 o k2,ran,3)
for re-randomization, and (K3 e 55 k5 ge16) for delegatlon) is computed as kj 4. = K] gec +
(adeC,lkiran,l+adeC,2kT,ran,2)+adeC(v3k>{,del,3+v4kidel 4) k; ran,j T (aran,j,lkiranyl+04ran,j,2kiran,2)
+0ran,j (U3kide|,3+v4kidel74) («7 =12, 3)7 and k;,del g w kl ,del,j (adehj,lkiran,l+ade|,j,2kiran,2)
+0del,j (V3KT get 3 + Vak] 4ot 4) (J = 5,6), where the coefficients are uniformly selected from F,.
Then, the distribution of the delegated key (by Delegate) is equivalent to that obtained by
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the key generation query (KeyGen) except negligible probability (i.e., the simulation of ‘create
delegated key query’ can be equivalent to that of ‘create key query’.)

[Correctness of the Proposed HPE Scheme] Assume that ciphertext (¢, c2) is generated
by Enc(pk,m, (?1, . ,?h)) and secret key kj 4. is generated by KeyGen(pk, sk, (71, . 70).

<0 00TV . .
Note that e(cr, kf o) = g2 =<7 Il <hand T,V =0forallistl<i</,

then e(c1, k) 4oo) = gg. Otherwise, e(cy,kj 4o) is uniformly distributed. Hence, correctness
holds for secret keys generated by KeyGen, and it also holds for keys generated by Delegate by
Claim 3.

B.7 Proof of Theorem 28

Proof Outline: To prove the security, we employ Game 0 (original adaptive-security game)
through Game 4. Roughly speaking, a delegated key query (i.e., a reveal query of an already-
created delegated key) is replied by using KeyGen (in place of Delegate) in Game 1, the (normal)
target ciphertext is changed to a semi-functional ciphertext in Game 2, the j-th key (normal
key) in the k-th reveal key query’s reply (including ¢ +mn — pp + 2 < n + 1 keys, where ¢ is
the level of the k-th queried key) is changed to a semi-functional key in Game 3-(k,j) (k =
1,...,v; j=1,...,n+ 1), and the (semi-functional) target ciphertext is changed to perfectly
randomized key in Game 4, whose advantage is 0.

Since the distribution regarding each revealed key query in Game 1 is equivalent to that in
Game 0 except with probability at most 3/q, the gap between Games 0 and 1 is bounded by
3v/q.

To prove that the gap between Games 1 and 2 is bounded by the advantage of Problem 1
(to guess B € {0,1}), we show that the key query replies and target ciphertext in Game 1 or 2
are generated by using the Problem 1 instance such that the distribution is equivalent to those
of Game 1 when 8 = 0 and is equivalent to Game 2 when 5 = 1. The advantage of Problem 1
is shown to be equivalent to the advantage of our assumption, the n-eDDH assumption.

The gap between Games 3-(k,j — 1) and 3-(k, ) is similarly shown to be bounded by the
advantage of Problem 2 (i.e., of the n-eDDH assumption).

Finally we show that Game 3-(v,n 4+ 1) can be conceptually changed to Game 4 by using
the fact that n elements of B, (b,,41,...,ba,), are secret to the adversary.

Proof of Theorem 28: To prove Theorem 28, we consider the following games.

Game 0: Original game (Definition 47).
Game 1: Game 1 is the same as Game 0 except the following procedures.

1. When a create key query is issued by A, the challenger of the game only records the
specified predicates, and when a create delegated key query is issued, the challenger
only records the specified keys and predicates. In this step, just the query is recorded,
but no corresponding key is created.

2. When a reveal key query is issued for a hierarchical (level-¢) predicate (71, cel 7@)
which has been already recorded, the challenger creates the queried key by using
KeyGen.

Game 2: Game 2 is the same as Game 1 except that the target ciphertext is (cslemi, c2):

™ = o™ + (wibpy1 + - + wpbay),
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where (cf°™

query, and (wy,...,wy,) & Fa\ {ﬁ}

,c2) is a correctly generated target ciphertext for adversary A’s encryption

Game 3-(k,j) (k=1,...,v; j=1,...,n+1): Game 3-(1,0) is Game 2. The number of keys,
(kZdeU eran,l’ - eran’[H, kZdeLWHv . ’kZdel,n)’ which is a reply to the k-th reveal key
query in the game, is less than or equal ton + 1, ie, £+n — pup+2 < n—+ 1. Game
3-(k,n+1) is Game 3-(k + 1,0).

Game 3-(k, 7) is the same as Game 3-(k,j — 1) except that the j-th key in the k-th reveal

*semi

key query’s reply is k(k hE
kz*sf]")“ = k’(*];“;r)m (r1b), 1 + - +rpb3,),
where k:?,;‘or)m is a correctly generated value of the j-th key in a reply to the k-th reveal

k*norm

key query (i.e., o) is the j-th key in a reply to the k-th reveal key query in Game
3-(k,j — 1)), and (r1,..., ) < F2.

rand
1

Game 4 Game 4 is the same as Game 3-(v,n+1) except that the target ciphertext is (¢?"¢, ¢2):

C;iand =™+ (2)by + -+ 2),by) + (bapta,
h / / !/ u IE‘
where 2, ..., 2;,,( « F,.

Let Adv({' (1), Advi (1), AdvE (1), AdvE (1) and Advi (1) be AdV'PEAR () in Game
0, Game 1, Game 2, Game 3-(k,j) and Game 4 (k=1,...,v;5=1,...,n+1). It is clear that
AV (A) = 0.

We will use lemmas (Lemmas 48, 49, 50, 51) that evaluate the gaps between pairs of the
neighboring advantages. From these lemmas as well as Lemmas 20 and 22, we obtain

AVIPEAR () < JAdvY (0) — AV ()] + [AdV (0) — AV (V)]
v n+l

+3STAdVEET ) = AV B )]+ (Adv I (1) — Advl (V)]
k=1 j=1
3u v n+l 1
< HAAVEN) DD (AdVE (V) + )
q k=1 j=1 ( q
v n+l (n + 4)1/
n- DDH n DDH
< Advg® )+ kz Zl AdvgeD! e
1y

This completes the proof of Theorem 28. [
Lemma 48 For any adversary A, |Adv52)()\) AdvA (M| < 3v/q.

Proof. The distribution of ?’E 41 generated by KeyGen for a level-(£+1) predicate is equivalent to
that by the combination of KeyGen for the level-¢ predicate and Delegate, except with probability
3/q, from Claim 3. Therefore, the revealed key distribution in Game 0 is equivalent to that in
Game 1 except with probability at most (1 — (1 —3/q)") < 3v/q, since the number of delegate
queries is upper-bounded by v. Hence (by using Shoup’s difference lemma), the difference of

Adv!?(\) and Adv(}’()) is upper-bounded by 3v/q. 0
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- —
Claim 3 If k7 is generated by KeyGen(pk, sk, (U'1,...,0)), the distribution of k., generated
— -
by Delegate(pk, k7, 7g+1) is equivalent to that of k| generated by KeyGen(pk, sk, (71, WV,
U i1)) except with probability at most 3/q.

Proof. The distribution of level-¢ key kj ., ; (j =1,...,0+ 1) is represented by that of the

0+ 1 coefficients, (0van,j1,- -, Oran,j,es Tran,j ), Of Zéi,u,t,ﬁ—l viby; (t=1,...,0) and b, ., (and the

coefficient, ¢, of b} in addition for kj 4 ; when j = p¢+1,... ).
Similarly, the distribution of level-(¢ + 1) key kj,; .., (7 = 1,...,£+ 2) is represented by

that of the ¢ + 2 coefficients, (0ran j 1, - - Oran,j,t+1, Mran,j)-

When level-£ key k., (j = 1,...,0+1) is generated by KeyGen(pk, sk, (71, .. .,70),
coefficients (0ran j,1,- - s Oran,j.6s Tran,j ) j=1,...e+1 are uniformly distributed.

If coefficient matrix (ovan,j,1; - - - s Oran,j,6» Mran,j ) j=1,...+1 (({+1)x (¢+1) matrix) of (kzran’j>]’:17“7e+1

is regular and ¢ # 0, then the coefficients, (0ran j 1, - -, Oran,j,¢+1, Mran,j ), of Delegate(pk, E}z, 7g+1)
are uniformly distributed, i.e., Delegate(pk, k }, 75+1) is equivalently distributed as KeyGen(pk,
sk, (T1,..., Teg1)).

Here, (Granj1;---»0ran,j6 Mranj)j=1,...e41 (£ + 1) x (¢ 4+ 1) matrix) of (kz,ran’j)jzl’...7£+1 is
regular and ¥ # 0 except with probability at most 2/q + 1/q = 3/q, from the following claim
(since obviously ¢ > 2). O

Claim 4 Let ¢ >2 and A := {M|det M # 0} CF;*°. Then,
Al _ 2
< —

2

¢ q

Proof. Since |A| = ¢*° — |GL(s,F,)|, we will show inequality (2), i.e., a lower bound of
|GL(s,Fy)|.

s2

q
-1

GL(s,Fy)| > q* — . (2)

From the following well-known formula,

IGL(s,F)l = (¢~ 1(@*—q)(¢* —¢°7h)
V2 1) 1) (g - 1)
= ¢(1-¢H1-q¢?) - (1-q),

we obtain
2 _ _ —_
IGL(s,F)| = ¢ 1—q¢H(1—g? - (1-q")
S
— q$2 1 + Z(_l)k Z q_(i1+"'+ik)
k=1 1<i] <-<ip<s

S
= ¢ —¢ > i+ Y -k Y g
1<i<s k=2 1<iy < <ifp <s
S

1¢°—1 ‘ .
SR =St M

sq—1
T 4q k=2 1<i1 << <s

2 S
> ¢ -1 -+ D) D D
. k=2 1<ig << <s

o4



Let u := [s/2] when s is odd, and u := s/2 — 1 when s is even. Then, the above expression is

> ¢ Z q—(i1+~~-+i2t)_ Z q—(i1+~~'+i2t+1)
t=1 1<11 < <12¢ <s 1<t <---<ig¢ 4155

— qS S +q Z Z q—(i1+...+i21) 1— Z q—i2t+1
t=1 1<i1 < <it <s 121 <i2t41<8

. 7+q SY gl (123 g
t=1 i1 < <iot 1<i<s

ST ) o) SR (R tey
t=1 11 <--<ig qS(q—l)

s2

2 q
> ¢F — .
q i—1

This shows (2). Hence,

S

2 q
Al = ¢~ —|GL(s,F,)| < :
qg—1
Therefore,
|A 1 2
5 < —— < — since ¢ > 2.
¢ q-1 q

This completes the proof of Claim 4. [J

Lemma 49 For any adversary A, there exists a probabilistic machine By, whose running time
18 essentmlly the same as that of A, such that for any security parameter A, \Adv(l)()\)
AdvA ()| = Adv (/\)

Since the proof of this lemma is essentially the same as that for Lemma 24, we omit the
proof.

Lemma 50 For any adversary A, there exists a probabilistic machine B, whose running time

is essentially the same as that of A, such that for any security parameter A, \Advf_(kd_l))()\) —

AdvEED) ()] < A2 () + 1

Since the proof of this lemma is essentially the same as that for Lemma 25, we omit the
proof.

Lemma 51 For any adversary A, Advf_('/’nﬂ))()\) = Adv%)()\).

Since the proof of this lemma is essentially the same as that for Lemma 26, we omit the
proof.
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B.8 General Delegation

A generalized delegation (not limited to a hierarchical delegation) system can be constructed
in a manner similar to the hierarchical delegation.

Setup(1*, 7 := (n,d; 1, . .., ) : (paramy, B, B¥) & Gob(1*,2n + 3),
B := (by,...,bn, bans1, banss), sk:=B* pk:= (1", paramy,B).
return sk, pk.

KeyGen(pk, sk, (71, ..., T¢) == (V115 010) -5 (V0 1, -, Vem)) :

. U
7"'a€+1)7 Odel,j,t» Tldel,j (.7 = 13"'7”)3 1/}<—Fq

Odec,ts Tldecs Oran,jts Tlran,j (]
fort=1,...,%,
kz,dec = Zle Udec,t(Z?:l ’Ut,ib?) + b§n+1 + ndecb§n+2’
kzran,j = Zf:1 Uran,j,t(zzn:l v,ib}) + Mran,j 0%y, 42
forj=1,...,0+4+1,
kZdel,j = Zf:l Odel,jt (D iy veib]) + W’; + Ndel 16342
forj=1,...,n,
—
return k? = (kZdeo kzran,lv ce 7kz,ran,€+1’ kzdel,lv cee 7kZdel,n)'
Enc(pk,m € Gr, (T 1, .-, Z0) = ((T11, -+, T1n)s -+ (T01, -+ - Tem))
81y .-y 00, Oangs, C < Fy,
ci = Zle 0>y ribi) + Cbang1 + dony3bonys, co = gzcrm,
return (c1, c2).
Dec(pk, kj gec, €1, ¢2) = M = ca/e(c1, k] gec),
return m’.

%
Delegate,(pk, k j, Ups1 = (Vep11, - - Ver1n) € SPAN(T 1, ..., Ty)) :
u

Qdec,ts Odecs; QranjitsOranj (3 =1,...,0+2), adeljts0delj (J=1,...,n), ' < Fy,
fort=1,...,04+1,

k;z-l-l,dec = kZdec + Zfi% adecythran,t + UdeC(Z?:l WJrL’ik:Zdel,i)?

k:2<+1,ran,j = Zfii aran’j»thran,t + Uran,j(Z?zl U5+17ik;,del,i) for J = 17 te 7€ + 27

ki1 gej = Zf:i el ,tK7 van ¢ T Odel,j (D1 Vet 1,iK] o1 i) + V'K g jfor j=1,...,m,

e * * * * *
return  k 041 = <k€+1,dec7 kZJrl,ran,l? s 7k€+1,ran,€+2? kZJrl,del,l? s 7k€+1,del,n)'

Let (e1,c¢2) be a ciphertext for attribute (?1, ol ?k) (and plaintext m € Gr) and ?Z be
a key for predicate (71, .. .,75). Then, ?}‘ decrypts (e, cg) if - ?j =0foralll1 <i<V/¢
and 1 < 5 < k. Namely the capability of delegated key ?z 41 1s more limited than that of its

%
parent key k.
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