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Abstract. Online/Offline signcryption is a cryptographic primitive where the signcryption process is
divided into two phases - online and offline phase. Most of the computations are carried out offline
(where the message and the receiver identity are unavailable). The online phase does not require any
heavy computations like pairing, multiplication on elliptic curves and is very efficient. To the best of our
knowledge there exists three online/offline signcryption schemes in the literature : we propose various
attacks on all the existing schemes. Then, we give the first efficient and provably secure identity based
online/offline signcryption scheme. We formally prove the security of the new scheme in the random
oracle model [2]. The main advantage of the new scheme is, it does not require the knowledge of message
or receiver during the offline phase. This property is very useful since it is not required to pre-compute
offline signcryption for different receivers based on the anticipated receivers during the offline phase.
Hence, any value generated during the offline phase can be used during the online phase to signcrypt
the message to a receiver during the online phase. This helps in reducing the number of values stored
during the offline phase. To the best of our knowledge, the scheme in this paper is the first provably
secure scheme with this property.

Keywords: Online Offline Signcryption, Identity Based Cryptography, Confidentiality, Unforgeability, Ran-
dom Oracle Model.

1 Introduction

Confidentiality and authenticity are two fundamental properties offered by public key cryptography
which are achieved through encryption schemes and digital signatures respectively. In scenarios where both
these properties are needed, a Sign-then-Encrypt approach was used earlier. In 1997, Zheng [15] introduced
the concept of signcryption where both these properties are achieved in a single logical step, but in a more
efficient way. The notion of identity based cryptography was introduced by Shamir [10] in 1984. It is a
form of public key cryptography in which the users do not obtain certificates for their public keys. Instead,
public keys are generated using arbitrary identifiers such as email addresses, telephone numbers and social
security numbers that uniquely identifies a user in the system. This greatly reduces the problem of certificate
management, considered to be cumbersome in PKI based systems. The private keys corresponding to the
public keys are generated by a trusted authority called Private Key Generator (PKG). The first fully practical
identity based encryption scheme was proposed by Boneh and Franklin [3] in 2001. Malone-Lee [7] proposed
the first identity based signcryption scheme.

Even et al. in [5] introduced the concept of online/offline signatures. In this notion, the signing
process can be divided into two phases, namely offline and online phases. The offline phase includes all the
computations that can be done before the message to be signed is received. To ensure that both online signing
and verification are efficient, most of the computational overhead is shifted to offline part. Once the message
is available, the signature can be generated easily with the pre-computations done in offline phase. Due to
this property, online /offline signatures are useful in applications where the signer must respond quickly once
the message to be signed is presented, particularly for low power devices such as smart cards. Even et al. [5],
proposed a generic construct which can be used to convert any signature scheme into an online/offline one.
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Their construction is inefficient as it increases the size of each signature by a quadratic factor. Shamir and
Tauman [11] proposed an improved version which makes use of a new paradigm called “hash-sign-switch” to
design more efficient online/offline signature schemes.

The notion of online/offline signeryption was first discussed in An et al. [1]. In their paper, they did

not give any concrete method, but they have given general security proof notions for signcryption schemes.
Zhang et al. [14] extended the work of An et al. [1] and provided a concrete scheme making use of short
signatures. However, Zhang’s scheme [14] is PKI based scheme and the focus of our paper is on identity based
signeryption schemes. Sun et al. [12] were the first to propose an identity based online/offline signcryption
scheme. In their paper, they formally defined the identity based online/offline signcryption and its security
models and proposed a new scheme. The offline phase can be computed before the message is available and
the online phase is done once the message is presented. After this, Sun et al. proposed another generic scheme
in [13].
Motivation: The identity based cryptography finds application in systems like Ad-hoc Networks, Sensor
Networks, Smart cards etc. However, entities in these systems have less powerful devices which limits their
abilities to perform public key operations like encryption and signing. The computations aimed at use,
in these devices should be very efficient to be made practical. In this scenario, identity based online/offline
signcryption plays a vital role as it comprises the advantages of identity based cryptography and online/offline
computation of the signcryption process.

1. Online/offline nature of the primitive allows expensive computation to be carried out in the offline phase.
2. Signcryption achieves confidentiality and authentication in a single logical step to obtain more efficiency.

All these desirable properties can be achieved using identity based online/offline signcryption which
makes it suitable for less powerful devices as in many applications the signer has a very limited response
time once the message is presented.

Our Contribution: To the best of our knowledge there are three online/offline signcryption schemes in
the literature : two schemes by sun et al. [13], [12] and one scheme by Liu et al. [6]. In this paper, we
point out some weaknesses in the generic scheme by Sun et al. [13] and forgeability attack on the specific
scheme by Sun et al [12]. We show an attack against sender anonymity of the scheme proposed by Liu et al.
[6], we also point out the weakness in the security proof of [6]. Then, we present an efficient online/offline
identity based signcryption scheme. The online phase only includes modular addition operations and an XOR
operation. The striking feature of our scheme is that the sender does not require the knowledge of receiver
identity as well as the message in the offline phase. In the existing identity based online/offline signcryption
schemes, the offline phase can be performed only if the receiver is known. In practical scenarios, the devices
should anticipate the probable receivers and compute the offline phase accordingly. If the message is to be
signerypted for a new receiver, then the offline phase has to be recomputed where the very idea of offline
phase itself becomes irrelevant. Our scheme can avoid this overhead as the output of the offline phase can be
used irrespective of the receiver and the message. The security of the scheme is proved under random oracle
model. Thus our scheme becomes the only existing efficient and provably secure identity based online/offline
signcryption scheme in the literature.

2 Preliminaries

2.1 Bilinear Pairing

Let G; be an additive cyclic group generated by P, with prime order ¢, and Go be a multiplicative cyclic
group of the same order q. Let é be a bilinear pairing é : G; x G; — Go.

2.2 Computational Assumptions

In this section, we recall the computational assumptions related to bilinear maps[4] that are relevant to the
security of our scheme.



The g-Computation Diffie-Hellman Inverse problem (qg-CDHIP): Given an additive group Gy and
a multiplicative group Go, all with prime order p and (¢g+1) tuples (G, sG, s°G, ..., s?G) , computing (1/s)P
is the g-Computation Diffie-Hellman Inverse problem.

The g-Bilinear Diffie-Hellman Inversion problem (q-BDHIP): Given an additive group G; and
a multiplicative group G, all with prime order p and (¢ + 1) tuples (G,sG,s%G,...,sG) , computing
é(G,G)'/* € Gy is the g-Bilinear Diffie-Hellman Inversion problem.

3 Identity Based Online/Offline Signcryption

3.1 Framework of Identity Based Online/Offline Signcryption
Identity based online/offline signcryption scheme consists of the following algorithms.

Setup(x) : Given a security parameter x, the Private Key Generator (PKG) generates the systems public
parameters params and the corresponding master private key msk that is kept secret by PKG.

Key Extract(ID;) : Given a user identity ID; by user U;, the PKG computes the corresponding private
key D; and sends D; to U; via. a secure channel.

OffSigncrypt(IDs, Ds) : Given the sender identity IDs and the private key Dg of IDg, this algorithm
outputs an offline signcryption o’. This is executed by the sender with identity I Ds.

OnSigncerypt(m, IDs, IDg, o’) : This algorithm takes as input a message m € M, the sender identity
I Dg, the receiver identity IDg and the offline signcryption ¢’ by I Dg as input and outputs the signcryption
o. This algorithm is executed by the sender with identity I Ds.

Unsignerypt(o, IDs, IDg, Dg) : This algorithm takes as input the signcryption o, sender’s identity IDs,
the receiver identity I Dr and the receiver’s private key Dg as input and produces the plaintext m, if o
is a valid signcryption of m from the sender IDs to I Dgr or “Invalid” otherwise.

3.2 Security Model for ID-Based Online Offline Signcryption

Definition 1. (Confidentiality) An identity based online/offline signcryption (IBOOSC) is indistinguishable
against adaptive chosen ciphertext attacks (IND-IBOOSC-CCA2) if there exists no polynomially bounded
adversary having non-negligible advantage in the following game:

1. Setup Phase : The challenger C runs the Setup algorithm with the security parameter s as input and
sends the system parameters params to the adversary A and keeps the master private key msk secret.
2. Phase-I : A performs polynomially bounded number of queries to the oracles provided to A by C. The
description of the queries in the first phase are listed below:
— Key Extract query : A produces an identity ID; and receives the private key D, corresponding
to IDl
— Signceryption query : A produces a message m, the sender identity IDg, and the receiver iden-
tity IDgr to the challenger C. C computes IDg’s private key Ds and runs the algorithm OffSign-
crypt(IDg, Ds) to obtain an offline signeryption ¢’. Finally C returns ¢ = OnSigncrypt(m, I Dg,
o’) to A.
— Unsigncryption query: A produces the signeryption o, the sender identity I Dg, and the receiver
identity I Dg to C. C generates the private key Dr by querying the Key Extraction oracle. C unsign-
crypts o using Dr and returns m if o is a valid signeryption from I Dg to I Dg, else outputs “Invalid”.

A can present its queries adaptively, i.e. every request may depend on the response to the previous
queries.

3. Challenge : A chooses two plaintexts {mg, m1} € M of equal length and ID 4 and IDp as the sender
and receiver identities on which A wishes to be challenged. The restriction is that A should not have
queried the private key corresponding to I Dp in Phase-I. C now chooses a bit § € {0, 1} and computes
the challenge signcryption ¢* of ms and sends o* to A.

4. Phase-II : A performs polynomially bounded number of requests just like the Phase-I, with the restric-
tions that A cannot make Key Extraction query on IDp and should not query for unsigncryption
query on C*.



5.

Guess : Finally, A produces a bit ¢’ and wins the game if &' = §. The success probability is defined by:

SUCCA IND—-IBOOSC—-CCA2 (FL) — % + ¢

Here, € is called the advantage for the adversary in the above game.

Definition 2. (Unforgeability) An identity based online/offline signcryption scheme (IBOOSC) is said to be
existentially unforgeable against adaptive chosen messages attacks (EUF-IBOOSC-CMA) if no polynomially
bounded adversary has a non-negligible advantage in the following game:

1.

2.

4

Setup Phase : The challenger runs the Setup algorithm with a security parameter x and gives the
system parameters params to the adversary A and keeps msk secret.

Training Phase : A performs polynomially bounded number of queries as described in Phase-I of
Definition 2. The queries may be adaptive, i.e. the current query may depend on the previous query
responses.

Ezistential Forgery : Finally, A produces a new triple (IDy, IDg, C*) (i.e. a triple that was not
produced by the signcryption oracle), where the private key of IDs was not queried in the training
phase. A wins the game if the result of the unsigncryption of (IDa, IDg, C*) is # “Invalid”, in other
words C* is a valid signcrypt of some message m € M.

Review and Attack of Identity Based Online/Offline Signcryption by Sun et
al.[12]

In this section, we recall the identity based online/offline scheme by Sun et al.[12] and demonstrate that the
scheme is not secure under existential unforgeability attack.

4.1 Overview of the Scheme

Their scheme consists of five algorithms - Setup, Extract, O f f Sign, Onsigncrypt and UnSigncrypt. A secure
symmetric key encryption scheme (€, D) is employed in this scheme where £ and D are the secure symmetric
encryption and decryption algorithms respectively.

1.

Setup : Given security parameters x,n and Gi1,Go of order ¢ and generator P of G1, PKG picks a
random s € Zy, ands sets Py, = sP. Choose cryptographic hash functions Hy : {0, 1}* — Gy, H;
{0, 1} x Gy x Gy — Zy, Hy : Zy — {0, 1}", H3 : Go — Z; x Z;. The system parameters are
(P, Ppu, Ho, H1, Ha, H3). The master secret key is s.

. Key Extract : Given an identity ID;, the algorithm computes the public key as Q; = Ho(ID;) and the

corresponding private key as D; = sHy(ID;). The private key is returned to the user via a secure channel.

. OffSigncrypt : To send a message m to user Ur with identity IDg, the sender Us with identity IDg

follows the steps below.

(a) Computes Qr = Ho(IDg).

(b) Picks random x, y € Z;, and sets k = Hz(e(Ppub, Qr)")-

(c) Splits k into ki, ko such that ky € Zy and k2 € Zy, then stores them for future use.

(d) Using the private key Dg, Us outputs the offline signeryption (S,U), where S = Ds — 2Ppy
U = (y — k1) P; also stores z, y for future use.

. OnSignerypt : Given a message m € Z;, and an off-line signcryption (S,U), this algorithm sets

ks = Ha(ks) first. The message encryption is done with k3 and a symmetric-key encryption algorithm
€ such as AES. The ciphertext is ¢ = &g, (m). Computes r = Hi(c,S,U) and on-line signcryption
o = rx + y; returns signeryption (¢, S, U, o).

. UnSigncrypt : Given a signcryption (¢, S,U, o), the receiver with identity IDgr does the following :



(a) Computes T = e(—S, Qr)e(Qs, Dr).
(b) Sets k = H3(T'),then splits k into ki, k2.
(c) Sets k3 = Ha(ka) and decrypts the message Dy, (c) = m. m is valid if

e(oPpyp + 1S, P) = e(U+ k1P + rQ1p,, Ppuy) holds, where r = Hy(c, S,U).

4.2 Forgeability attack on the Scheme

This scheme is not secure against existential forgery. A forger F can forge a signcryption for an identity
whose private key is not queried. This can be done as follows:

— F sets an identity I D4 as the target identity for which the forged signcryption is to be generated.
— During unforgeability game, a forger is allowed to extract the private key of receiver (used for generating
the forgery) according to the model given by Sun et al [12]
— During the Training phase, F asks for the signcryption of a message m from I D4 to an arbitrary receiver
IDp. Let the response be (¢, S, U, o). On receiving this, F computes the following
e Gets the private key of IDp using a Key_Extract query on IDpg.
e Computes T = é(—S5,Qp)é(Qa, Dp)
e Sets k = H3(T') and divides k into two parts : k1 and ko.
— F can now modify the above ciphertext (¢, S,U, o) so that it becomes a valid signcryption on some
message m’ from ID 4 to an arbitrary I D¢. For achieving this F computes following:
"= é(=S,Qc)é(Qa, De)
o k' = H3(T") and it is divided into two parts : k] and k5
o Ak =k —Fk and o' =rz +y+ Ak
e Outputs the new signcryption (¢, S, U, ¢')

This will pass through the verification because
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5 Review of Generic Identity Based Online/Offline Signcryption Scheme by
Sun et al.[13]

5.1 Review of the Scheme

1. Systems Parameter Generation : Let ¢ be a prime power, and F(F;) an elliptic curve over finite field
F;. Let #E(FF;) be the number of points of #FE(F;), and P be a point of E(F;) with prime order ¢ where
q|#E(F:). Gy is the subgroup generated by P. G is a finite group of order ¢q. Choose cryptographic hash
function Hy : G —{0,1}". Let (£, H) be the chameleon hash family, which will be sent to the designated
user on request, based on the discrete logarithm assumption and (G, S, V) be any identity-based signature
scheme. The system parameters are SP = (#E(F¢),t,q, P,G1,G2,(G,S,V), H1).

2. Key Extract:

— Given an identity ID, run the key extract algorithm of the original identity-based signature scheme
to obtain the private/public key pair (D;p, Qrp)-
— On input 1% | the sender runs the key generation algorithm of the trapdoor hash family (£, H) to
obtain the hash/trapdoor key pair (Y = 2P, x).
Assume user Ug with identity IDg sends m to user Ug with identity IDg. Us obtains private key and
hash/trapdoor key {Ds, Y, z}. Ugr obtains private key Dr . {Qs, @r} are public to both of them.
3. OffSigncrypt



Choose at random (m,r) €g M x R, where M is a message space and R is a finite space, and
compute the chameleon hash value h = Hy (m/,r') = m/P + 'Y .

Run the signing algorithm & with the signing key Ds to sign the hash value h. Let the output be
o = Sp,(h||Hy), where Hy is the description of the chameleon hash.

Choose at random y €r Z; and compute X = yP then compute w = e(yPpub, @r). Finally set
y = Hi(w).

— Store the pair (m/,r’) and y’ for future use.

4. OnSigncrypt
— For a given message m, retrieve from the memory z~! and the pair (m, ).
— Compute r = 7 1(m’ —m) + ' mod q.
— The message encryption is done with 3’ and a symmetric-key encryption algorithm such as AES.
The ciphertext is ¢ = Enc, (o||IDs||m||r||Hy).
— Final ciphertext is (¢, X).
5. Unsigncrypt
— Given ciphertext (¢, X), compute w = e(X,d;p,) and y' = Hy(w) .
— Decrypt c as of|[IDs||m||r||Hy = Decy(c).
Compute h = Hy (m,r) = mP +rY.
Verify that o is indeed a signature of the value h||Hy with respect to the verification key Qs.

5.2 Security Analysis

In the scheme proposed by Sun et al. [13], there is no binding between the encryption and the signature.
Therefore, a signcryption on a message m from ID 4 to IDp can be changed to a valid signcryption on the
same message m from ID4 to ID¢. This can be done as follows:

— Get the signcryption of message m from the sender I D4 to receiver IDp and decrypt it using the secret
key Dp of IDp to get o||ID allm||r||Hy .

— Choose n €r Z; and compute w* = é(Ppup, Qc)" and set X* = nP and y* = H;(w).

— Compute ¢* = Ency«(c||IDal||m||r||Hy)

Output the signeryption as (¢*, X*)

Note that Q¢ is the public key of the user with identity I D¢ whose private key is not known. The new
signeryption (¢*, X*) is a valid signcryption from ID4 to ID¢.

6 Analysis of the Scheme by Liu et al. [6]

The scheme in [6] is available in public archive we do not review the scheme here. In this section, we present
the attack on sender anonymity of the scheme. We also, point out the weakness in the security proof of [6].

6.1 Attack on Sender Anonymity

The scheme in [6] is claimed to be sender anonymous, in the sense that no party other than the receiver will be
able to know the actual sender of the signcryption. According to the security model for sender anonymity in
[6] the adversary A knows the private keys Dj D, and Dyp_, of two senders I D, o and 1D 1, chosen for the
challenge phase. A does not know the private key D;p,, of the receiver IDg. Let m = (U, t, ¢, To, T1, To, t], th)
be the challenge signcryption. A performs the following computation to trace the sender of 7:

Computes Xo = é(g'U, g"1(P=0)g1)é(g, g) ' and X1 = é(g'U, g"1UP=1)g1)é(g. g) 7"
Computes Yy = UDI_I:l)Syogt and Y = UDl_ésylgt.

Computes Zy = é(Yy, g1 IP=0)g1) and Z; = é(Y;, g1 UPs1) gp),

— Check whether X; z Z; for i = 0,1. Output the value of ¢ for which the test holds.



6.2 Note on the Security Proof

It is to be noted that, the simulation of the unsigncryption oracle in the security proof (both confidentiality
and unforgeability) does not capture the real scenario. The description follows:

— Let I Dy be a sender whose private key D; is known to A. Let I D,. be the receiver whose private key D,
is not known to A (the target identity).

— A computes a signcryption m = (U, t, ¢, To, T1, Ta, ), t5) of a message m as follows:

Picks Ty, T1,T> €r G and picks z,u,t},t, €r Z;.

Hy(ID,)

Computes R = (Grp,)*, where Gip, = é(g
Sets U = Dgg™".

A queries the Hy oracle with (m, IDs, R, Ty, Ty, Ta,t), t,,U) as input and obtains hs.

Computes t = (hox + u) mod g and computes the Hs oracle with (R,Ty,T,U) as input to obtain
hs and computes ¢ = m||ID;s @ hg.

91, 9)-

It should be noted that = is an invalid ciphertext since Tp, T1, Ts, t; and ¢}, are chosen randomly,
therefore, R’ = é(ToT}'Ty?, D,) and R # RM2 = ¢(g'U, gH1UDP<)g,). In reality, this condition this
condition gets satisfied, i.e. an invalid signcryption does not pass the verification but in the simulation
for unsigncryption oracle, C checks only with R obtained from the list and thus C is unable to verify
whether the original R’ obtained using private key D, is the same as R.

7 Identity Based Online/Offline Signcryption Scheme

In this section we present the first provably secure identity based online/offline signeryption scheme
which consists of the following algorithms

Setup(1%) : Given the security parameter 1% as input, PKG chooses two groups G, G2 of prime order g,
a bilinear map é : G; X G; — G2 and a generator P €r G;. The PKG chooses a random s € Z; and
sets master secret key msk = s and also sets master public key Pp,; = sP. PKG then computes o =
é(P, P) and defines five hash functions :

- Hl . {0,1}* — Gl.
- HQ : Gl XGl XGl X {0,1}”1 X {0,1}* —>ZZ
Hs :{0,1}™ x {0,1}* x G1{0,1}* — Zy.
Hy: Gy — {0,1}7m  where n,, is the message size n; is the number of random bits concatenated
to message.
— H;5 : {0,1}" x Go x {0,1}™ x Ly X Ly % {0,1}mtnm x {0, 1}* x {0,1}* — Zy.
The public parameters Params of the system are set to be Params = (G1, Ga, é, P, R, Ppu, H1, Ha,
Hg, H4, o >

Key Extract(ID;) : On input of identity I.D; of user U, the private key D; is computed as D; = (—=)P),
where ¢; = Hi(ID;). D; is given to user by PKG via. secure channel.

Off-Signcrypt(IDs, Ds) : This algorithm is run by the sender Us with identity IDs for sending any
message to any receiver. Note that the sender carries out these computations without the knowledge
message and receiver information.

Selects 6 €r {0,1}"* and b,z,y,2,7 €r Z .

Computes U; = a" € Go, Us = yP € Gy and Uz = zP € G;.
Computes V = (r 4+ ha)Ds € G1, where ho = Ha(Uy, Us, Us, 6, IDg).
Computes a = Hs(d, V, 1Ds).

Computes C; = a~'aP, Cy = x(b+ s)P.

Sets k = Hy(w = a®).

S W



Outputs the offline signeryption o' = (Cy, Co, V, Uy, Us), while 0secrer = (k, w, a, b, y, z) are kept as
secret for future use in online phase and they are not made public. Note here that the output of the
Off — Signerypt algorithm can be used only once to generate an online signcryption.

Remark : It should be noted that above offline signcryption ¢’ does not require the knowledge of the
message or the receiver.

On-Signcrypt(m, IDs, IDgr, o', 0secret) @ This algorithm is run by the sender, once the message m € M
and the receiver identity IDg are available and makes use of the offline signature o’ = (C1, Ca, V, Uy, Us),
along with the stored values osecret = (k, w, a, b, y, 2).

1. Compute C3 = a(gg — b) mod g.

2. Compute Cy = (m]|d) @ k.

3. Compute v = yh + z mod g where h = Hs(m, w, 0, ha, Cs, Cy, IDs, IDg).

4. Outputs the signeryption o = ({Ci}iz1t04, U, Ua, UsV, v).
Remark : Here, the On — Signcrypt phase includes only one hash computation.

Unsignerypt(oc, IDs, IDg, Dg) : When the receiver Ug with identity I Dy is provided with the signcryp-
tion (o, Us, Ug) uses the following steps to unsigncrypt the signeryption o = ({C; }iz1 104, Ur, Ua, Us, V, v)
from IDg:

1. Computes w’ = é(C5Cy + Cs, Dg) and k' = Hs(w').

2. (M) =Cyd K.

3. Computes hl, = Hs(Uy, Us, Us, &', IDg) and b’ = Hs(m/, ', &', hby, Cs, Cy, IDs, IDg).

4. Verify Ush! + Us = vP, é(P,Cy)H20" ViID) L and é(V, (gs + s)P)a~" = U,

5. If all the checks in the above step holds, then output the message m’, else output “Invalid”.

Correctness : We show the correctness of the unsigneryption algorithm here.

W' = &(C5Cy + Gz, D) = &((aw — b)ap +3(b + )P, 71 )
= ((QR + S)‘TP’ QR"FS P)

= é(zP, P)

( P)*
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The correctness of the verification tests Ush/ +Us = v P, é(P,Cy)Hs (0. V. IDs) =/ and é(V, (gs+s)P)a =
U, is shown below :

?
Correctness of Ush' +Us = vP :

WUs + Uy = h’(yP) +rP
= (y+r)P
=P

[~
S

Correctness of é(P,Cy)Hs(0". V. 1Ds) ,

(P, Cy)Hs0 Vo IDs) = ¢(P a~ 'z P)"
é(P, P)*
!/

W =w

Correctness of é(V, (¢s + s)P)a™" = Uy :

é(V,(gs + s)P)a~"2 = é((r + hy)Ds, (¢s + s)P)é(P, P)~"2

r+h )7 (qg + 5)P)é(P, P)~ "



8 Security Analysis of Identity Based Online/Offline Signcryption Scheme

In the new identity based online/offline signcryption scheme proposed above, we are not directly signing
the message, instead two randomness are signed which are acting as the public keys for signing the message
using a one-time schnorr signature[9].

8.1 Confidentiality of IBOOSC(IND-IBOOSC-CCAZ2)

Theorem 1. If there exists an IND-IBOOSC-CCAZ2 attacker A , making qn, queries to the random oracles
H;, for (i =1,2,3,4,5), qs queries to the signeryption oracle and g, s queries to the unsigneryption oracle,
and that can break the confidentiality of IBOOSC with advantage €, then there exists an algorithm C that is
able to solve the ¢-SDHIP for q = qp, with advantage €.

Proof of Theorem 1 : The proof of this theorem will be added soon.

8.2 Unforgeability of IBOOSC(EUF-IBOOSC-CMA)

Theorem 2. If there exists an EUF-IBOOSC-CMA attacker A, making qn, queries to the random oracles
H;, for (i = 1,2,3,4,5), qs queries to the signcryption oracle and q, queries to the unsigneryption oracle,
and produces a forgery with probability € > 10(gs + 1)(¢s + qn,)/2", then there exists an algorithm C that is
able to solve the ¢-CDHIP for q = qn, .

Proof of Theorem 2 : The proof of this theorem will be added soon.

9 Conclusion

In this paper, we showed security weaknesses in all existing identity based online/offline signcryption schemes|[12,
13,6]. Also, we proposed the first provably secure identity based online/offline signcryption scheme which
does not require the knowledge of the message and receiver. We proved the security of our scheme in the
random oracle model.
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