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Abstract: Goli¢ conjecture ([3]) states that the necessary condition for a function to be
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1 Introduction

Goli¢ ([3]) studied cryptographic properties of keystream generators consisting of a shift
register and a filter function which is connected to the register according to some tapping
sequence.

Goli¢ considered model of a keystream generator as a filter with a fixed filter function
and arbitrary choice of a tapping sequence. With proposal of an inversion attack on the filter
he showed a cryptographic weakness of keystream generators in such model in the case of a
filter function being linear either in the first or in the last variable. Earlier Anderson ([1])
proposed an idea of optimum correlation attack and showed corresponding cryptographic
weakness of such keystream generators in case of inappropriate choice of both the tapping
sequence and the filter function.

The important open question was: do any keystream generators without these undesirable
properties exist in Goli¢ model?

Goli¢ conjectured that in his model a filter with a filter function f is invulnerable to
Anderson optimum correlation attack if and only if f is linear either in the first or in the last
variable. Goli¢ proved an easier part of this conjecture, namely sufficiency, and noted that
necessity remained unproven due to a “subtle underlying combinatorial problem remaining
to be solved”. According to Goli¢ conjecture, the necessary condition for a function to be
perfectly balanced (i. e. preserving pure randomness of an input binary sequence when used as
a filter function) for any choice of a tapping sequence is linearity of a function in the first or in
the last essential variable. Goli¢ conjecture implies that in the model being considered (with
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independent choice of a tapping sequence and a Boolean function) there are no functions
invulnerable both to the inversion attack and to the optimum correlation attack.

To prove Goli¢ conjecture, it suffices to find for arbitrary Boolean function which is
nonlinear in the first and in the last essential variables a tapping sequence, such that the
Boolean function which describes input-output behaviour of the corresponding filter does
not satisfy conditions of the Sumarokov criterion of perfect balancedness ([11]). The trivial
case of a function with no linear variables was considered in |7]. In the general case, all linear
variables of a function have to be handled in a special way to construct a particular tapping
sequence and two binary sequences required by Sumarokov criterion. This in fact solves an
underlying combinatorial problem mentioned by Goli¢.

Related work. Sumarokov ([11]) defined perfect balancedness of Boolean functions.
A perfectly balanced filter function transforms uniformly distributed input sequences into
uniformly distributed output sequences. Also, Sumarokov proved a useful criterion of perfect
balancedness. Dichtl ([2]) offered an example of a Boolean function that is nonlinear in the
first and in the last variables but is perfectly balanced when used as a filter function with
a certain choice of a tapping sequence. That example does not rule out Goli¢ conjecture
because of the fact that some other choices of a tapping sequence do not induce perfect
balancedness of corresponding filter functions.

Gouget and Sibert ([4]) suggested not to consider a Boolean function independently of
a tapping sequence used in a filter and noted that one class of perfectly balanced functions
nonlinear in both the first and the last variable was described by Logachev ([6]). Nevertheless,
existence of this class is not in conflict with Goli¢ conjecture either, because the models are
different.

2 Definitions

As usual, Fy denotes the Galois field. For any n € N V,, denotes Fy, F, is the set
of all Boolean functions in n variables. Variable xz; is called essential for the function
flxy,z9,...,2,) € F, if there exists (o, 9, ..., 1,Q41,...,0,) € V,_1 such that
flag,ag, .o 01,0, 41, .. ap) # flag, g, .. a1, 1, ipq, ..., @) . Variable z; is called
linear essential for the function f(z1,xzs,...,2,) € F, ifforany (ay, g, ..., qi1,Qi41,...,045) €
Vo1 inequality f(aq, a9, ..., 05-1,0, 541, ... 00) # flag, 0o, 051, 1 aggq, ..o o)
holds. By &,, &, C F,, we denote the set of all Boolean functions with both first
and last variables being essential.

Let m € N. Boolean function g € Fy, N € N, induces mapping ¢,,: Viin_1 — Vi
of the form

Im (21,22, oy Zman—1) = (9(21, .-, 2n), 9(22, - s 2N21), o+ o G (Zmy -+ oy Zman—1))- (2.1)

Let v = (y1,...,7.) be a tuple of nonnegative integers such that v = 0;7y,41 > Vi, 1 =

1,2,...,n—1, and let N = ~, 4+ 1. From now on we consider tuples ~ of this form. For
v of the above form and arbitrary f € ®, we denote f(TN_r,,TN—yp 1r---sTN—y) DY
fy(z1, ... xN) .

A filter with a tapping sequence ~, and a filter function f is a mapping of the set

[e.e] [e.e]

U Vi to U V;, defined by equations (2.1) with m =1,2,... and g = f,.

i=yn+1 i=1



Definition 2.1. (|11]). A Boolean function f € F, is said to be perfectly balanced if for
any m € N and any y € V,,

8(fm) " y) = 2",
where f denotes cardinality.

The subset of F, composed by all functions linear in the first (resp. last) variable is
denoted by L,, (resp. R, ). It is easy to see ([11]) that all functions in £, UR,, are perfectly
balanced.

3 Preliminaries

We denote the set of all perfectly balanced n-variable functions by PB,, , PB, C F, . From
cryptographic applications point of view the subset &, NPB, \ (£, UR,) is of primary
importance.

The next theorem states necessary and sufficient condition for an m-tuple in the right-
hand side of equation (2.1) to be distributed uniformly in V,, given the uniform distribution
of the vector X, = (z1,...,Zmin_1) and can be easily proven using only Definition 2.1 and
basics of probability theory.

Theorem 3.1. Let n € N and f € F,. Let {X,, = (21,..., Tmin-1)}oo_q be a sequence of
random vectors with distribution

PI"{Xm = (a1> S ,am+n_1)} — 2—(m+n—1)

for any (ay,...,amin-1) € Vinan_1. Random vector Y,, = fn(X,n) is distributed uniformly
for each m € N iff f is perfectly balanced.

Theorem 3.2. ([11]). A Boolean function f € F, is perfectly balanced iff there is no pair
of distinct binary sequences

r=(r1,...,0:),2=(21,...,2.) € Vo,r > 2n, (3.1)
such that
T1 =21,y Tpn = Zny Tr—n+l = Zr—ntly- -, Ly = Zp; (32)
T # 2 (3.3)
flayy oo mivn1) = f(zi, oy Zigno1),t=1,...,m—n+ 1. (3.4)

Full proof of the Theorem 3.2 can be found in Appendix A.

Theorem 3.3. (/3]) For a filter with a filter function f for any choice of a tapping sequence
v the output sequence is purely random given that the input sequence is such if (and only if
[not proven|) f(z1,...,2,) is balanced for each value of (za,...,2,) (i-e. [ is linear in the
first variable) or f(z1,...,2,) is balanced for each value of (z1,...,2,-1) (i-e. [ is linear
in the last variable).

According to Dichtl ([2]), unproven necessary condition in Theorem 3.3 is referred to as
Goli¢ conjecture.



4 Main Result

Theorem 3.1 implies that Goli¢ conjecture can be stated in the following form.

Conjecture 4.1. 1f f, is perfectly balanced for every possible choice of 7, then f is linear
in the first or in the last variable.

To prove Goli¢ conjecture it suffices to construct for arbitrary f € &, \ (£, UR,) a
particular tapping sequence making function f, not perfectly balanced. The key idea is to
force ~; increase exponentially in 7. After choosing appropriate v we construct two different
binary sequences of the special form required by Sumarokov criterion (Theorem 3.2) to prove
that f, is not perfectly balanced.

Theorem 4.2.
For any f € ®,\ (L£,UR,) there exists a tuple v such that f, ¢ PBn.

Proof.

Let f € ®,\ (£, UTR,). Suppose that f depends on each variable essentially (this is
w.l.o.g. since we are free to choose any tuple ).

Choose ~ as follows: v = (79,70 + d0,..-,70 + (Mo — 1)00, 71,y Ty Tk + Ops - - -
e + (my — )0k, Thi1,-- - Tnoi_1), Where 0 = @ and my — 1 is the number of
succeeding linear essential variables of f between (n —[1 —k — 1)th and (n — 1 — k)th
nonlinear essential variables, k =0,1,....,n—0{—2; = (mo—1)+...4+ (Mmp——1 — 1) is the

total number of linear essential variables of f. Let m = maxmy ,79 = 0,7 = mg, k11 >
k=0,...,n—1—2

(4m? + 1)1,k =1,...,n—1—2 and 741, — 7 be a multiple of my .
l,
Consider two binary sequences y = (yo,...,ynm),2 = (20,...,2m), M = 2N + > &, ,
j=1

where k; are indices such that my, > 1 (I’ denotes the total number of these in-
dices). Fix certain bits of these sequences as follows: y =0,z 4 =1,

N+Z ajékj N-I—Z aj5kj
j=1 Jj=1

Va; € {0,1},5=1,...,0".
l/
Indices of the form N + »° a;0;, are referred to as B-indices and all the others as A-
j=1
indices. It is easy to conclude using Theorem 3.2, that to prove the Theorem it suffices
to show that one can set all yet unfixed bits of y so that f,,,_\..(¥) = fi1_ni2(2)
and z; = y; holds for any A-index j. Thereby we have distinct binary sequences y, z,
ly| = |z| > 2N, with coinciding leading as well as tailing N-bit subsequences and such that
Jorienio®W) = fyn_nio(2) . Then, using Theorem 3.2, one concludes that v is required
tapping sequence, f, ¢ PBy and the Theorem follows.
First, we demonstrate some simple relations.

— 1+4m2) 7. —
LG = Dot o UHIITe > gy

2. If me_1 > 1, then T = Tp_1 + mk_lék_l = 25k—1~

3. 0p > 0p_1. From 1 and 2 it follows that if mj,_; > 1, then 0 > 8mdj_1.



4 4 o0 F)
4. From 3 it follows that > &, < > Ok, 7(8m;“*j <Y Oy (81;)1- = l_k;'i = Ok g
= = i=0 m

9. 5k:M<M<Tk+1 1fk‘>1,50<’7‘1

mg mg

According to Theorem 3.2, to prove the Theorem it suffices to prove solvability of the
following system of equations.

( f’y(y07---vyN—1) :f»y(Zo,---,ZN—1)

f’Y(yM—N+1>"'ayM) = f’y(zM—N+1>"'>ZM)
(y =0,Va; €{0,1},j=1,...,0
Nt 2, otk (4.1)
z =1,Va; €{0,1},j=1,...,0
N+Z ajékj
J=1
l/
Yo = z,t # N+ 3 ad,,Va; € {0,1},5=1,...,1
i=1

\ \ J=

Now we fix variables involved in the second subsystem of (4.1) and consider ith equation
(i=0,...,M — N + 1) of the first subsystem. Three cases are possible.

Case 1. Each B-index variable, which is essential for f,’y = (Y, Yirn—1), 18
linear for f.

In Lemma 4.3 (the proof can be found in Appendix B) we prove that in this case ffy
depends on exactly two such variables. Then, from definition of linear dependence and from
our fixation of B-index variables, we get that ith equation of the first subsystem turns out
to be identity.

Lemma 4.3. Let the set of B-index variables that are essential for f; be nonempty, and
let ff/ be linear in any B-index variable. Then ff/ is linear in exactly two B-index variables.

Case 2. ffy depends essentially on no B-index variable.

In this case we have a trivial equality, since variables with equal A-indices are equal, i.e.
l/
yj :Zj,j §£ N"— Zajékj .
j=1
Case 3. f,’y depends essentially and nonlinearly on some B-index variable y._ .
. Jt

Lemma 4.4 (the proof is in Appendix C) states that in this case f. is nonlinear in exactly

one essential B-index variable. In other words, if any other B-index variable is essential for
Vi , then the latter is linear essential variable of ffy .

Lemma 4.4. If ffy depends essentially and nonlinearly on some B-index variable, then there
is exactly one such (nonlinear, essential, B-index) variable.

Therefore ¢th equation of the system could be written in the form

¢(yjiayjéa"'>yﬁ_l>0ay -,yjzil)@gi,

FIIRTRRE ,yjfkl) = gb(yj{)yj%a HE ’yj_i—l’ 1ay

I
where ¢ is the function constructed from f by setting all linear essential variables to

Z€ro; (yﬁ, Yigr e Y U ,yjiH) are yet unfixed variables and (; is a constant. The



variable y- is essential and nonlinear for ¢, thus there exists at least one setting of variables
j

(yﬁ- i Ya_pYa e Ui 4) , which turns 7 th equation of the first subsystem of system
(4.1) to identity. The Theorem is proven if one shows that no indices j’ appear in any
other equation whose function satisfies conditions of the Case 3. In other words, each index
of a nonlinear essential variable of f,é appears in at most one equation with function ff{
depending essentially and nonlinearly on a B-index variable. This fact is proven in Lemma

4.5 (the proof is in Appendix D).

Lemma 4.5. There is no index of a nonlinear essential variable of f,g (for any j) that occurs
in at least two equations with functions ffy satisfying conditions of the Case 3.

Also, each variable, that is present in equations corresponding to Case 3, is present only
in one such equation. Equations which correspond to Case 1 and Case 2 turn into trivial
equalities, and each equation corresponding to Case 3 is solvable. So, we can conclude that
the whole system is solvable, and that fact directly implies statement of the Theorem. [

Remark 4.6. Proof of Theorem 4.2 is much easier in the case of f without linear essential
variables. In this case one has my =1, £ =0,...,n — 1; the sequences vy, z are of length
2N + 1 and differ in one bit only.

5 Conclusion and Open Question

Theorem 4.2 implies the negative answer to the question of existence (in Goli¢ model) of
keystream generators without undesirable properties mentioned in introduction. But our
proof is based on a register whose size exponentially grows with the number of taps. Thus,
though theoretically the question with Goli¢ conjecture is now closed, there remains the
following open question: whether it is possible to prove a similar statement without forcing
sequence 7y increase exponentially (e.g. in the model where the size of a register is bounded
by some polynomial).
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Appendix A

Proof of Theorem 3.2. Denote by ~(f,l) the maximum possible (over all (y1,y2,...,u) €
V) number of solutions to the system

{f(xsaxs—l—la“wxs—i-n—l) =Ys (51)

s=1,2,...,1

It is obvious that if for some f there are no sequences x, z such that (3.1)-(3.4) hold,
then the output sequence (y1,vs, .., Yr—nt1) = frons1(z) and x1, 2o, ..., Tp;Tr_pit,. .., Ty
determine the whole input sequence x, and so, for any integer 1, v(f,1) < 22" 2. It is easy
to show that in the opposite case v(f,l) is unbounded as a function of [ with [ — oco.

In the remaining part of the proof it is shown that ~v(f,1) is bounded (with | — oo ) iff
f is perfectly balanced.

By definition, for any f € PB, and any natural [ ~(f,1) = 2"7!, i.e. v(f,1) is not
unbounded with [ — co. Let f ¢ PB, . Then there is an integer [ and a tuple y = (y1, ¥,

.., o) " € Vy, such that there exist 2”71 + « solutions to (5.1), where o > 1.

For the tuple y € V; construct the set of all possible sequences of length (k+1)l4+k(n—1)

of the following form:

Y1y oo UL Y1y - - 5 Yl4n—1, Y1 - - 5 Y Y2u4n—15 - - - 7y2l+2(n—l)a s

< YR (k=) (n=1)+15 - - - Ykl+k(n—1), Uiy Ul (5-2)



k=1,2,...,where y; € Fo,i =1+ 1,1+2,....0+n—120+n—1,2l4+n—2,.... Let p
denote the average number of inputs of f(41)14xm—1) that correspond to one output of the
form (5.2). In this case,

- )k—i—l
gn—1

so p — oo with k — oo. That is, for any integer M there is an integer k = k(M) such
that i > M, i.e. preimage of one of the sequences (5.2) of length ¢(M) = (k(M)+1)I+
k(M)(n—1) is of cardinality greater than M . This means that for arbitrary M there exists
t(M) such that v(f,¢(M)) > M and thus v(f,) is unbounded as a function of [. O

pe = 2""1(1 +

Y

Appendix B

Proof of Lemma 4.3. Consider the set of all essential B-index variables of f,’y and let the
variable in this set with the maximal B-index correspond to the (N — 7 — rdy) th variable
of fy, 1 <r < my—1.1Itis evident that in this case there is another B-index variable
corresponding to (N — 7, — (r 4 1)dj,) th variable of f, . According to conditions of Case 1,
this variable is linear as well. Therefore 1 < r < my — 2,m; > 3. Next one has to prove
that no other B-index variable is essential for ff/ .

l/
It suffices to show that variables of f, with indices N—7,—7d;—>_ b;d, , bj € {—1,0,1},
j=1

j = 1,...,1" are not essential for f, except for two trivial cases ( ) b;jdy, = 0r and
j=1

l/
Z bjékj == 0 )
j=1
Let kj» = k. Two cases are possible.
1) 3j° > j* : bjo # 0 and let j° be the maximal index j such that b; # 0. Ev-
l/
idently, it suffices to consider the case of bjo = 1. Then N — 7, — rop, — Y, bjor, <
j=1
—1

N—Tk—T’(Sk—(;ko—i— Z 5]9 <N—7‘k—7“5k—4m(1 3 1_1)7‘ij <N—7’kjo.

l/
Also, the following inequality holds. N — 7, — 70 — > bj6r; = N — (Tppr — (M — 7)) —
j=1

l/ l/ jo
Z bjék > N — (Tk—l—l — 25k> — Z bjékj > N — (Tk—l—l — 25k> — Z 5kj > N — (Tk+1 — 25k> —
=1 j=1

5k " 18m—1 —5k o kje—1=k, then kjo_1 = k and one can estimate the last expression as
fOHOWS. N — (Tk—l—l _25k> 5k o 18m 1 (Sk . = N Tk+1 +5k_ —k _5k+1 > N— Th+1 _5k+1

N—Tko 5ko- EISG N — (Tk+1_25k> 6ko 18m 1 5k >N—Tk+1 6ko 1m_6k =

N_Tk—i—l 5ko g — Okjo = N — Tko1 5ko 18m1 5ko>N 51“1( Lo tm)— Okj0 =
Tk-o Tko 1

N— Jmkjj (1 +8m 1) =0k0 > ( tltga ) —Ok;0 2> (12+1+23) Okjo 2

Tkgo (1—12 +14+ 23) Okjo > N —Tppo — 5kjo. This implies that all the Varlables with indices
j° > j*,bjo = 1 occur in the interval (N — Thjo — Okjor N — Tkjo) and thus could not be
essential for f, .



2)Vj > j = 0b; =0; 3j° < j* : bjo # 0 (if there are multiple such j°, we choose the
largest one).
l,
If bj* = 1, then N—Tk—Tdk— ijékj >N—Tk—7”5k—8§1—rﬁ15k >N—Tk—(7’+2)(5k;
i—1

J

/4 /4
N—Tk—’/’(sk—ij(Skj <N—Tk—’/’5k,N—Tk—’/’5k—ij(skj%N—Tk—(’f’—Fl)ék.
j=1 j=1
l/
If bj* :0,then N—Tk—T(Sk— ij(;kj >N—Tk—7“5k—8m;_15k >N—7’k—(7’—|—1)5k;
j=1
4 4
N—Tk—T5k—ij5kj <N—Tk—(7’—1)5k,N—Tk—7’5k—ij5kj %N—Tk—rék.
j=1 j=1
Thus, in this case variables are not essential too. O

Appendix C

Proof of Lemma 4.4. By contradiction, let for some ffy two B-index variables correspond to
(N — 1) th and (N — 7,) th variables of f,, p > k. Then

ll
=Tk = Y b, b € {~1,0,1}. (5.3)
j=1

1) Let the set K = {jlk; > p,b; = 1} be nonempty and let j° be the maximum
l, el

j°—1
element of this set. Then ) b;d, > Okjo — > O, > Okjo — %5%071 > Op0 (1 — E;m%l) >
j=1 j=1
4m(1 — —Sml_l)Tp > T, — T.
l/

Jp
2) Let K be empty, i.e. bjo < 0,kjo > p. Then Y b, < D 6, < sjzléky‘p , where
j=1 j=1

kjp Sp— L. 8T§’Lnjlékjp = 851”11 Tkjprz;_mjp < %Tkjpﬂz_mjp < %Tp_;pﬂ < Tp— Tp-1 < Tp — Tk-
JIp
Hence, (5.3) is impossible and this concludes the proof of the Lemma. O
Appendix D
Proof of Lemma 4.5. We have to prove that equality
14 14
Ta—7b+2a35kj :Tc—Td—l—Zag(skj (5.4)
j=1 j=1
does not hold if conditions
Ta = Te
Ty — T4 (55)
ay=aj,j=1,...,l

are not satisfied.



v v
First, we prove that equality ) a0, = >_ ajd;, holds only if @} = a7, 5 =1,...,1". Let
j=1 j=1
ajo # o, ajo = 1,07 =0 and let j° be the largest index such that a} # a7 . Then

I v 7°—1 7°—1
!/ n _ / n
Z ajékj - Z ajékj = (5ij + Z CLj(Skj - Z ajékj =
Jj=1 Jj=1 Jj=1
jo—1 ° 1 .
n
> 0o — D @0k = Z Ok; > Okjo — =70k > 0.
Jj=1

Consider indices a,b,c,d,e+1, e = kjo , where j° is the largest index such that a} # a7 .
One can transform (5.4) as follows: 7, — 7, = 7. — 74 + Zlbjékj, bj=aj—a,j=1,...,5°
‘]:
Let ¢ = max{a,b,c,d,e+ 1} . We have (up to equivalence) five possibilities.
1) ¢ =a,q >bgq>cq>dqg>e+1.Then 7, =7, > (4m* + 1)1, > 5Tq1>

T+ (Te = Ta) +3T4-1 2 Ty + Te — Ta+ 30g—2 > To+ Te — Tag + 0g— 28 o> Tb+TC—Td+Z(5kJ >
7=1
To +Te — Tg+ Z b;ox;, hence equality (5.4) does not hold.
j=
2)q—e—|—1a\eb c <ed<e.Let bjo =1 (the case of bjo = —1 istreated
along the same lines). J, > 4m7'e > 27, + 20,._ 1 > (Ta = To 4+ Ta — Te) + 0ot + g 156 1>
j°—1 —1

—Tp+Tqg — Te + Z Ok, 2 Ta—Top+Ta— T+ Z b0, , thus equality (5.4) does not hold.
=

3)q =a=c. Then (5.4) can be transformed into 7, = 7, + Z bjog,. If b=d, then (5.4)
j=1
jO
turns into ) b;0, = 0, which holds only if b; = 0,7 =1,...,5°.
j=1
If d>b (or d<b, that can be treated similarly), we denote ¢’ = max{b,d,e+ 1} and
consider three subcases.

o d= q >e+1. Then Ta > (Am*+ 1)1, 1 > 1y +4m*1y 1 > 7 +4m?5, > Tb—|— o7 0 >

Tb+25k Tb—FZbék

j= j=
jo—1 jo—1
e ¢ =e+1>d. Then Zbék > dmTy_q — Z Ok, = Ta+ Tp+ 2Ty — Y O, >
j= j=1
jo-1 -1 -1
Td+Tb+2(5q _9— Z 5k = Ty+7p+200_1— Z 5k > Tag+T

) Z 5kj > Tq+Tp -
j=1 j=1

e  =e+1=d. Then 74 > %Td+m27-q,_1 > Srer1

2mo

jo
Ty + Z bkjékj .

Jj=1

10



In fact, other subcases are possible but each of them is equivalent to one of the above.
4) g=a=d,b<q,c<q. Then e+1< ¢ and hence 7, + 74 > (4m* + 1)7,_1 + 7, >

J

Te+ Ty +Tg 2 Te+Tp+20e > Tc+ 7 + 82—"1156 >T.+1m+ Y b0, , thus (5.4) does not hold
j=1

in this case either.

5) g=a=e+1,b<q,c<q,d<q. Then Ta:%—l—%>3ﬂf%+m27'q_l. e = kjo, SO
me = 2,m > 2. Then ?’T‘j% + m?7_1 > STet1 + 37421 > %5e+37‘q_1 > (1+ Sm—1_1)56+7'b+

2Me

J° J°
(e = 7a) > > 0k, + T+ (e — 7a) = > bjd, + 7 + 7. — 74. This implies that (5.4) does not
j=1 =1
hold in this case either. O
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