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Abstract

Exposure of a secret key is a significant threat in practice. As a notion of security
against key exposure, Dodis et al. advocated key-insulated security, and proposed concrete
key-insulated encryption (KIE) schemes in which secret keys are periodically updated by
using a physically “insulated” helper key. For significantly reducing possibility of exposure
of the helper key, Hanaoka et al. further proposed the notion of parallel KIE (PKIE)
in which multiple helper keys are used in alternate shifts. They also pointed out that
in contrast to the case of the standard KIE, PKIE cannot be straightforwardly obtained
from identity-based encryption (IBE). In this paper, we first discuss that previous security
models for PKIE are somewhat weak, and thus re-formalize stronger security models for
PKIE. Then we clarify that PKIE can be generically constructed (even in the strenghthened
security models) by using a new primitive which we call one-time forward secure public
key encryption (OTFS-PKE) and show that it is possible to construct OTFS-PKE from
arbitrary IBE or hierarchical IBE (without degenerating into IBE). By using our method,
we can obtain various new PKIE schemes which yield desirable properties. For example, we
can construct first PKIE schemes from lattice or quadratic residuosity problems (without
using bilinear maps), and PKIE with short ciphertexts and cheaper computational cost for
both encryption and decryption. Interestingly, the resulting schemes can be viewed as the
partial solutions to the open problem left by Libert, Quisquarter and Yung in PKC’07.

Keywords: key exposure, parallel key-insulated encryption, one-time forward secure public
key encryption, identity-based encryption.

1 Introduction

Background. Nowadays, there is a growing tendency for cryptographic systems to be deployed
on inexpensive, lightweight and mobile devices. In such a situation, a secret key is more casually
and frequently used, and thus, both damage and possibility of key exposure increase significantly.

Key-insulated cryptography, introduced by Dodis, Katz, Xu and Yung [21], is a useful tech-
nique to mitigate the potential damage caused by key exposure. In a key-insulated encryption
(KIE) scheme, the lifetime of the system is divided into discrete periods, and the pubic key
remains fixed throughout the lifetime. Each user keeps two kinds of secrets which are called
user secret key and helper key. The user secret key is used for decrypting ciphertexts, and the
helper key is used for updating the user secret key. Since the user secret key is periodically
updated (without changing the public key), its exposure compromises only security during its
corresponding time period, and security of other time periods (including past ones) are still
maintained. Furthermore, the helper key is stored in a dedicated device named helper, which
is kept isolated from the network except when it is used for updating the user secret key, and
thus we can assume that possibility of its exposure is very low.

*A preliminary version of this paper will be presented at Seventh Conference on Security and Cryptography
for Networks (SCN 2010) [28].



The key-insulation paradigm is an effective solution to the key exposure problem. However,
we also notice that it is not easy to simultaneously handle (1) reducing damage by exposure of the
user secret key, and (2) reducing possibility of exposure of the helper key. Namely, if we update
the user secret key more frequently, then exposure of the user secret key compromises security
for only a shorter time period. But, this also increases frequency of the helper’s connection
to insecure environments, and hence increases the risk of helper key exposure. We note that
exposure of the helper key may compromise security of all time periods.

To address the above problem, Hanaoka, Hanaoka, and Imai [26] introduced the concept of
parallel key-insulated encryption (PKIE), where two (or more) distinct helpers are alternately
used to update the user secret keys. As indicated in [26], PKIE allows frequent updating of
the user secret key, and at the same time reduces the risk of the helper key exposure. Namely,
assuming that in some time period, the user secret key is updated by using one of two helper keys,
next updating procedure cannot be carried out without using the other helper key. Therefore,
even if one of helper keys is exposed, its damage is still very limited.

Based on Boneh-Franklin identity-based encryption (IBE) scheme [§], Hanaoka et al. [26] also
proposed a concrete PKIE scheme (referred to as HHI scheme) in the random oracle model [5].
Later, based on Boneh-Boyen IBE scheme [6], Libert, Quisquater and Yung [36] further proposed
another PKIE scheme (referred to as LQY scheme) without using random oracles.

Libert et al. also pointed out an important fact that in contrast to the standard KIE, it
is not straightforward to construct PKIE from IBE. Actually, it has not been known if it is
possible to generically construct PKIE from any IBE or not, and therefore, we cannot flexibly
design PKIE schemes according to individual system requirement.

Our Results. In this paper, we first discuss that previous security models for PKIE are
somewhat weak, and thus re-formalize stronger security models for PKIE. Next, we show that
it is possible to generically construct a PKIE scheme (even in the strengthened security models)
from an arbitrary IBE scheme, and give various useful instantiations. Specifically, we first
introduce a new primitive named one-time forward secure public key encryption (OTFS-PKE),
and then present a generic construction of PKIE from OTFS-PKE. Furthermore, we present two
generic constructions of OTFS-PKE: one is from standard IBE, and the other is from two-level
hierarchical identity-based encryption (2-HIBE). We note that IBE can be trivially obtained
from 2-HIBE, but our generalization based on OTFS-PKE yields more flexibility which results
in a wider range of applications.

First examples of instantiations of our generic construction are PKIE schemes from various
assumptions. Namely, by converting lattice-based IBE schemes [16]24,37] into OTSF-PKE
schemes, we immediately have PKIE schemes based on difficulty of lattice problems. These
schemes can be considered as the first “post-quantum” PKIE schemes. Similarly, based on the
quadratic-residuosity-based IBE schemes [9,[I7], we can easily construct PKIE schemes from
the same underlying assumptions. These are the first PKIE schemes from a factoring-related
problem. We stress that all previously known PKIE schemes depend on pairings, and thus the
above schemes can also be the first PKIE schemes without pairings.

Second examples are PKIE schemes with better efficiency in comparison to existing schemes
(e.g. [36]) in some aspects. For instance, based on Boneh-Boyen IBE [6], we can construct a
new PKIE scheme with shorter ciphertexts and cheaper computational cost for encryption and
decryption. For another instance, based on Boneh-Boyen-Goh HIBE [7], we can also construct
a new PKIE scheme which yields cheaper computation for helpers. This scheme is useful when
helpers are computationally weak devices (e.g. smart cards). Surprisingly, when our Boneh-
Boyen-based scheme is extended to support multiple helpers, its public key size, ciphertext
size, encryption cost and decryption cost are all constant and independent with the number of

helpers. This scheme can be viewed as a (partial) solution to the open question left by Libert
et al. in PKC’07.

Related Works. In their seminal paper, Dodis, Katz, Xu and Yung [2I] presented generic con-
structions as well as direct constructions of KIE schemes. Bellare and Palacio [4] proposed a new



KIE scheme based on Boneh-Franklin IBE scheme, and they also presented the generic construc-
tion of (non-strong key-insulated) KIE from IBE. We remark that these generic constructions
cannot be applied to PKIE systems. Hanaoka et al. [27] studied KIE in the unconditional
settings, and proposed a dynamic and mutual KIE scheme.

Phan et al. [38] generalized the notion of PKIE and introduced a new paradigm called
key-insulated public key encryption with auxiliary helper. Weng et al. [43] extended PKIE to
identity-based scenarios, and proposed an identity-based PKIE scheme without random oracles.
However, the efficiency of their scheme also degrades with the number of helpers. Hanaoka et
al. [29] introduced the paradigm of hierarchial key-insulation, and presented the constructions
of identity-based hierarchial KIE. Weng et al. [44] introduced the notion of threshold key-
insulation, and proposed an identity-based threshold KIE scheme.

There exist some other related techniques to deal with the key exposure problem. Forward
secure cryptography [ILB,12,1432,[35] can ensure that, exposure of the current key does not
render usages of previous keys insecure, but security of the future periods is lost. Intrusion-
resilient cryptography [I8,19,31] strengths the key-insulated security in the sense that, the
system remains secure even after arbitrarily many compromises of both helper key and user
secret keys, as long as the compromises are not simultaneous.

2 Preliminaries

2.1 Notations

For a bit flg € {0, 1}, flg denotes 1 — flg. For a finite set S, = & S means choosing an element
x from S with a uniform distribution. For a string =z, |z| denotes its bit-length. We use
A(z,y,---) to denote that A is an algorithm with the input (x,y,---), and use z < A(z,y,--+)
to denote the running of A(z,y,---) with the output z. For A®102(z,y, ---), it means
that A is an algorithm with the input (z,y,---) and can access to oracles O1,Oa,---. By z +
AC1:Oz (g gy ...), we denote the running of 49102 (z,y, - - - ) with the output z. Throughout
this paper, we use M to denote the message space of the encryption schemes. A function
F :N —[0,1] is said to be negligible if for all ¢ € N there exists a k. € N such that F(k) < k~¢
for all k& > k..

2.2 Public Key Encryption

A public key encryption (PKE) scheme PKE = (KGen, Enc, Dec) consists of three algorithms:
The key generation algorithm (pk,sk) < KGen()), taking as input a security parameter A,
outputs a public/secret key pair (pk, sk). The encryption algorithm C' <+ Enc(pk, M), on input
a public key pk and a message M € M, outputs a ciphertext C. The decryption algorithm
M < Dec(sk,C), on input a cipertext C' and the secret key sk, outputs a plaintext M (or “L”
if C' is invalid).

Next, we review the definition of semantic security [25] for PKE, i.e. IND-ATK [2}[22][40]
where ATK € {CPA,CCA}. Let B be an adversary running in two stages find and guess.
Consider the following experiment:

ExpfiBa ™ (\):[(pk, sk) « KeyGen(\); (Mo, My) < BEa) (ok); 6 & {0,1};
C* + Enc(pk, My); &' + Bgl%(sg(C*,pk); return 1 if § = &', or 0 otherwise |,

where O4(-) is a decryption oracle which for given C returns M <« Dec(sk,C) if ATK = CCA,
or “1” if ATK = CPA. It is required that |My| = |Mi|, and B cannot issue the query Oq(C*).
We define A’s advantage as Advg\fPDK'EATK()\) = ‘Pr[Exp'l'g\fEIgEATK()\) =1]— %‘ .



Definition 1 We say that a PKE scheme is IND-CCA (resp. IND-CPA) secure, if there exists
no probabilistic polynomial time (PPT) adversary B who has advantage Advll';\fPDK’ECCA()\) (resp.

Advipe (V).

2.3 Hierarchical Identity-Based Encryption

Hierarchical identity-based encryption (HIBE) is a generalization of IBE that mirrors an or-
ganizational hierarchy. An HIBE scheme HIBE = (Setup, Extract, Enc, Dec) consists of four
algorithms: The setup algorithm (param,msk) < Setup(\,l), run by the private key gener-
ator (PKG), on input a security parameter A and the maximum hierarchy depth [, outputs
the public parameters param and the master secret key msk. The key extraction algorithm
skip + Extract(param, skip,,_, ID), on input param, an identity ID = (IDq,--- ,IDg) of depth
k <, and the secret key SkID‘k,l of the parent identity ID,_; = (IDq,--- ,IDg_1), outputs the
secret key skip for ID. The encryption algorithm C < Enc(param,|D, M), on input param, a
message M € M and an identity ID with a depth equal or less than [, outputs a ciphertext C.
The decryption algorithm m < Dec(skip,C), on input a secret key skip and a ciphertext C,
outputs a plaintext M (or “L” if C is invalid).

Note that when the maximal hierarchy depth in HIBE degenerates to a single level, it yields
an IBE system. For IBE, we use Setup(\) instead of Setup(\,[) to denote its setup algorithm.
Next, we review the definition of semantic security for HIBE/IBE, i.e. IND-ID-ATK where
ATK = {CPA, CCA}. For an adversary A, we consider the following experiment:

Exp%%g'/g'é()\): [(param,msk) + Setup(X,1); (Mo, My,ID*) Aﬁi‘é(')’od("')(param); 5 & {0,1};

C* + Enc(param, |D*, My); &' + Agf;‘stg)’od("')(param,C*); return 1 if 6 = ¢ or 0 otherwise],

where Oyt (+) is a key extraction oracle which for given ID returns skjp < Extract(param, msk, D),
and Oq(-,-) is a decryption oracle which for given (ID,C') returns M < Dec(skip,C) if ATK =
CCA, or “L” if ATK = CPA. It is required that |My| = |M;|, A cannot submit ID* nor a prefix
of ID* to oracle Ogyt, and A cannot submit (ID*, C*) to oracle O4q. We define A’s advantage as

Advi i iee (V) = |PrExpli AT () = 1] - 3.
Definition 2 An HIBE/IBE scheme is said to be IND-ID-CCA (resp. IND-ID-CPA) secure,
if there exits no PPT adversary A who has non-negligible advantage Adv%%’}agﬁgﬁ‘()\) (resp.
Advaresgoe (A))-

REMARK 1. Canetti, Halevi, and Katz [14] defined a weaker notion of security for HIBE/IBE
(i.e., IND-sID-CCA, IND-sID-CPA), in which the adversary must declare the identity ID* he in-

tends to attack before seeing the public parameters of the system.

2.4 Parallel Key-Insulated Encryption

In this subsection, we first review the definition of PKIE systems as defined in [26][36], with
slight notational differences. Then, we further re-formalize the security model for PKIE which
is stronger than previous one [26136].

Formally, a PKIE scheme consists of the following algorithms:

e KeyGen(\): The key generation algorithm, on input a security parameter A, outputs a
public key pk, an initial user secret key uskg and two helper keys (msty, mstg). Here uskg
is kept by the user, while mst; and msty are kept by the first and the second helper
respectively. We write (pk, uskg, (msty, mstg)) < KeyGen(\).

e A-Gen(t,mst; moq 2): The helper key-update algorithm is run by the helpers at the be-
ginning of each period. On input a period index ¢ and the corresponding helper key
mMst; mod 2, it outputs an update key hsk; for period . We write hsk; <— A-Gen(t, mst; 1mod 2)-



e Update(t, usky_1, hsk;): The user key-update algorithm is run by the user at the beginning
of each period. Taking as input a period index ¢, the user secret key usk;_1 for period
t — 1 and the update key hsks, it returns the user secret key usk; for period t. We write
usk; <— Update(t, usk;_1, hsk).

e Enc(pk,t,m): The encryption algorithm takes as input the public key pk, a period index
t and a message m € M. It outputs a ciphertext CT. We write CT < Enc(pk, t,m).

e Dec(usky, CT): The decryption algorithm takes as input a ciphertext CT under period index
t, and the matching user secret key usk;. It outputs a plaintext m (or “L” if CT is invalid).
We write m <— Dec(usk;, CT).

Key-insulated security. This security notion captures the intuition that, if an adversary does
not compromise the helper, exposure of the user secret keys for some periods does not affect
other periods; furthermore, if a single helper is broken into while a given period t is exposed,
only one other period adjacent to t is exposed (recall that even strong key-insulated KIE schemes
collapse in this scenario). We refer to this security as IND-KI-ATK where ATK € {CCA, CPA}.

For an adversary A, we consider the following experiment:

Exp!}Ri ATK(0): [ (pk, usko, (mst1, msto)) < KeyGen(A); (mo, mi, ) = A" 0940 (pk);
Ié; & {0,1};CT* «+ Enc(pk,t*,mg); 5’ Ag;(gl’oh(')’od("‘)(pk,CT*); return 1 if 8 = 8" or 0 otherwise],

where Oy (+) is a user secret key oracle which for given a period index ¢ returns the user secret
key usky, Op(-) is a helper key oracle which for given an index i € {0,1} returns the helper
key mst;, and Oq(-,-) is a decryption oracle which for given (¢,CT) returns m < Dec(usks, CT)

if ATK = CCA, or “L” if ATK = CPA. It is mandated that |my| = |mq| and the following
requirements are satisfied:

1
2
3
4

A cannot issue the user secret key query O, (t*);

A cannot issue both queries O, (t* — 1) and Oy (t* mod 2);

A cannot issue both the helper key queries Oy (1) and Oy(0);

if ATK = CCA, A cannot issue the decryption query Oq4(t*,CT*).

(1)
(2).
(3)-
(4).

We define A’s advantage as AdvaIg?E"ATK()\) = ‘Pr[Exme};’fE"ATK(A) =1]— %! .

REMARK 2. This experiment considers two kinds of adversaries: Type I attackers who do not
corrupt helpers during the simulation. In contrast, Type II adversaries corrupt exactly one
helper without corrupting a user secret key that would trivially expose the target period t*.

REMARK 3. In the previous security model for PKIE [261[36], it is additionally required that
the adversary cannot issue both queries Oy (t* + 1) and Oy ((t* + 1) mod 2). We also notice
that, in previous PKIE schemes [20,36], the adversary is able to derive usks if she corrupts
both uskgx 1 and mst« 1) med 2- However, according to the definition of PKIE, corruption of
uskg 1 and mst(yx 1) mod 2 does not inherently mean the exposure of usks+. So, in our security
model, we do not impose this restriction on the adversary. As can be seen later, in our PKIE
schemes, it is impossible for the adversary to derive usk;« even if she corrupts both usk;-1; and

mSt(t*+1) mod 2

Definition 3 A PKIE scheme is said to be IND-KI-CCA (resp. IND-KI-CPA) secure, if there ex-
ists no PPT adversary A who has non-negligible advantage Adv%75g¥é'CCA(A) (resp. AdeEI;?E"CPA(A) ).

Strong key-insulated security. Key-insulated security can be further enhanced to cover the
compromise of both helper keys. To define this security notion, we first define the notion of
strong-IND-KI-ATK security, where ATK € {CCA,CPA}. For an adversary A, we consider the
following experiment:



Expjt;’;i'ND'Kl'ATK()\):[(pk, usko, (msty, mstg)) < KeyGen(\); (mq, my,t*) < A?&S")(pk, msty, mstg);

Jé; & {0,1};CT* « Enc(pk,t*,mg); /' Agfle(s';)(pk, msty, msto, CT*); return 1 if 3 = ' or 0 otherwise],
. . . IND-KI-ATK . _
where Oq(+, ) is the same as in experiment EXp gpgre —  (A). It is mandated that [mg| = [ma],
and if ATK = CCA then A cannot issue the decryption query Oq(t*,CT*). We define A’s

strong—IND—KI—ATK()\) o Pr[Expstrong—lND—Kl—ATK()\) o 1] 1
= = 3| -

advantage as Adv perp A,PKIE

Definition 4 We say that a PKIE scheme is strong-IND-KI-CCA (resp. strong-IND-KI-CPA)
strong-IND-KI-CCA ()\)

secure, if there is no PPT adversary A who has non-negligible advantage Adv y pyin

(resp. AGERE"TAN)).

Definition 5 We say that a PKIE scheme is strongly key-insulated secure under chosen-ciphertext
attack (resp. chosen-plaintext attack), if it is both IND-KI-CCA secure (resp. IND-KI-CPA se-
cure) and strong-IND-KI-CCA secure (resp. strong-IND-KI-CPA secure).

2.5 Bilinear Pairings and Related Complexity Assumptions

In this subsection, we review the definition of bilinear pairings and some related complexity
assumptions on which the security of our concrete PKIE schemes are based.

Let G and Gp be two cyclic multiplicative groups with the same prime order p. A bilinear
pairing is a map e : G x G — Gp with the following properties:

e Bilinearity: Vg1, 92 € G,Va,b € Z;, we have e(g9%, 95) = e(gr, 92)%;
e Non-degeneracy: There exist g1, 92 € G such that e(g1, g2) # 1;

e Computability: There exists an efficient algorithm to compute e(g1, g2) for Vg1, g2 € G.

Definition 6 The decisional bilinear Diffie-Hellman (DBDH) problem in groups (G,Gr) is,

given a tuple (g9,9% ¢°,9¢,Z) € G* x G with unknown a,b,c & Ly, to decide whether Z =

e(g,9)%¢. A polynomial time algorithm B has advantage € in solving the DBDH problem in
groups (G, Gr), if

‘PT[B(g,ga,gb,gc, Z =e(g,9)"™) = 1] — Pr[B(g. 9", 9", 9°. Z = e(g,9)") = 1]‘ > e,

where the probability is taken over the random choices of a,b, c,d in Z,, the random choice of g
in G, and the random bits consumed by B.

We say that the DBDH assumption holds in groups (G, Gr), if there exists no polynomial
time algorithm B that has non-negligible advantage in solving the DBDH problem in (G, Gr).

Definition 7 The ¢ decisional bilinear Diffie-Hellman exponentiation ((-DBDHE) assumption
in groups (G, Gr) is, given a tuple (g,h, g%, - ,gae,g“HQ, . 7g”‘%, 7Z) € G**! x Gt with un-
known a &- Zy, to decide whether Z = e(g, h)“”l. A polynomial time algorithm B has advantage
€ in solving the (-DBDHE problem in groups (G,Gr), if

042 0+1

s T 7ga2Z7Z:e(g7h)a

0+2

‘PT[B(g7h7ga7”' 7gal7ga

_PT[B(gahagaa"' 7gazjga

)=1]

Z=elg.9") =1]| > <

20
a
g ’g

where the probability is taken over the random choices of a,b in Zy, the random choices of g
and h in G, and the random bits consumed by B.

We say that the (-DBDHE assumption holds in groups (G, Gr), if there exists no polynomial
algorithm B that has non-negligible advantage in solving the £-DBDHE problem in (G,Gr).



3 Generic Construction of Parallel Key-Insulated Encryption

In this section, we first explain the difficulties in generic constructions of PKIE. Then we
introduce a new primitive named one-time forward secure public key encryption (OTFS-PKE).
Based on this new primitive, we present a generic construction of PKIE.

3.1 Difficulties in Generic Constructions of PKIE

In [21], Dodis et al. showed that an IBE scheme can be converted to a KIE scheme, by viewing
the period index as an “identity” and having the PKG as the helper. However, Hanaoka et
al. [26] pointed out that it is non-trivial to construct a PKIE scheme from IBE systems.

To illustrate the difficulties, two important facts should first be kept in mind: On the one
hand, according to the definition of PKIE, only one (not both) of the helper keys are used
to update the user secret key in each period. On the other hand, the user secret key should
simultaneously contain the update keys generated by msty and mst;; otherwise, the compromise
of a single helper and some periods will harm other periods.

Next, let’s review a unsuccessful solution which was previously discussed by Libert et al. [36].
To construct a PKIE scheme by combining two IBE schemes, this solution uses the two PKGs to
alternatively act as the helpers for even and odd periods, taking the period indices as identities.
For example, a user secret key for an even period index t consists of usk; = (sky—_1, skt), where
sky_1 is the secret key generated by the first PKG in the previous period for identity “t—1”, and
sky is the secret key generated by the second PKG in current period for identity “t”. At first
glance, such a solution appears to be feasible. Unfortunately, this is not necessary true, since the
user secret key for period ¢ will be exposed by corrupting periods t—1 and t41. More specifically,
usk; = (sky—1, sk) can be derived by combining sk, picked from usk;—1 = (ski_2, sk;—1), and
sky, picked from uskyi1 = (sky, skey1).

The insecurity of the above solution lies in the fact that, the two components generated
by distinct PKGs can be individually extracted from the user secret keys, which enables the
adversary to assemble another user secret key. Based on this observation, Libert et al. [306]
pointed out an intuitive relation between secure PKIE and a category of IBE systems whose
key extraction algorithm can be viewed as a signature supporting aggregation. Now, the user
secret key of the resulting PKIE scheme is the aggregation of two components generated by
distinct helpers, so that the individual component cannot be extracted. In fact, both HHI
scheme [26] and LQY scheme [36] follow this intuition. However, both HHI scheme and LQY
scheme are only concrete, and the aggregation property is not generally satisfied in all IBE
systems, e.g. [0LOL[17,23,[42]. Furthermore, both HHI scheme and LQY scheme cannot satisfy
our strengthened security notion, since the adversary is able to derive the user secret key usk; if
she corrupts both usk;y; and mst;. For example, in HHI scheme, the user secret key for period
t is defined to be usk; = H(t — 1)™% H(¢)™%  where j = (t — 1) mod 2 and i = ¢ mod 2. If
the adversary corrupts uskyy1 = H(t)™%H(t + 1)™% and mst;, then she can derive the user

mst ;
secret key for period ¢ by computing usk; = usk;y; - % = H(t—1)™% H(¢t)™"%. Thus the
above intuition cannot be utilized to generic construction of PKIE from any IBE systems, and

we must find a different way.

3.2 A New Primitive: One-Time Forward Secure Public Key Encryption

To present our generic construction of PKIE, we first introduce a new primitive named one-time
forward secure public key encryption (OTFS-PKE). Like forward secure public key encryption
[14132], the lifetime of OTFS-PKE is divided into distinct time periods, and the public key
remains fixed throughout the lifetime. However, unlike forward secure public key encryption,
the secret key in OTFS-PKE can only be evolved once (this is the reason why we use the
terminology “one-time” to name this primitive), and then it needs to be regenerated. For
convenience, we shall use a bit flg € {0,1} to identify whether a secret key of a given period



can be evolved or not. Concretely, in the beginning of a period ¢ where ¢ mod 2 = flg, the user
regenerates a new secret key d; (refer to it as an evolvable secret key), which can be further
evolved in the next period t + 1. While for a period index ¢t where ¢ mod 2 = flg, the secret
key d; is evolved from the previous secret key, and cannot be further evolved (refer to it as an
evolved secret key). Formally, an OTFS-PKE scheme consists of the following algorithms:

e Setup(A,flg): The setup algorithm takes as input a security parameter A and a bit flg €
{0,1}. It returns a public key PK and a master key MK. We write (PK,MK) <+
Setup(\, flg). (Without loss of generality, we assume flg is included in PK.)

e KeyGen(PK,MK,t): The key generation algorithm takes as input PK, M K and a period
index t where t mod 2 = flg. It outputs an evolvable secret key d; for period t. We write
d; < KeyGen(PK, MK, t).

e Upd(PK,t,d;—1): The key update algorithm takes as input PK, a period index ¢ where
t mod 2 = flg, and the evolvable secret key d;_; of the previous period. It returns the
evolved secret key d; for period t. We write d; < Upd(PK,t,d;_1).

e Enc(PK,t,M): The encryption algorithm takes as input PK, a period index t and a
message M € M. It returns a ciphertext C' (or “L” if C' is invalid). We write C' <
Enc(PK,t,M).

e Dec(d;, C): The decryption algorithm takes as input the secret key d; and a ciphertext C'.
It returns a message M (or “L” if C is invalid). We write M < Dec(d;, C).

The correctness of OTFS-PKE means that, for any M € M and any periods ¢ (where t;
mod 2 = flg) and ¢y (where to mod 2 = flg), it holds that

Dec(KeyGen(PK, MK, t1), Enc(PK, t1, M)) = M,
Dec(Upd(PK,to, KeyGen(PK, MK, ty — 1)), Enc(PK,ty, M)) = M.

Roughly speaking, the security requirements for an OTFS-PKE scheme should capture the
following intuitions: For a period t* where t* mod 2 = flg, exposure of the secret key dy+ does
not affect any other period (in particular, it is impossible for an adversary to derive the previous
secret key dyp+_1); while exposure of the secret key of period ¢* where t* mod 2 = flg should
merely affect periods t* and t* + 1. Next, we begin to define the formal semantic security for
OTFS-PKE, and we refer to it as IND-FS-ATK where ATK = {CCA, CPA}. For an adversary B,
we consider the following experiment:

ExplOES AT (M): [flg « B(A):(PK, MK) « Setup(\,flg); (Mo, My, t*) « Beet "0 (pK);
Pl {0,1};C* « Enc(PK,t*, My); ¢ + Bglkees(;)’od("')(PK, C*);return 1 if § =6 or 0 otherwise},

where Oy(+) is a key-exposure oracle which on input index ¢ returns d; < KeyGen(PK, MK, t)
if t mod 2 = flg or d; + Upd(PK,t, KeyGen(PK, MK,t — 1)) if t mod 2 = flg, and Oq(,")
is a decryption oracle which on input (¢,C) returns m < Dec(d;, C) if ATK = CCA, or “L”
if ATK = CPA. It is mandated that |My| = |M;|, and the following requirements should be
satisfied:

(1). B cannot issue the key-exposure query Oy (t*);
(2). If t* mod 2 = flg, B cannot issue the key-exposure query Oy (t* — 1);
(3). If ATK = CCA, B cannot issue the decryption query Oq(t*, C*).

We define B’s advantage as Advg\fgfggﬁ‘(?(()\) = {Pr[Exp'l'g\fEﬁfss_ﬁTEK()\) =1] - 3.

Definition 8 We say that an OTFS-PKE scheme is IND-FS-CCA (resp. IND-FS-CPA) secure,
if there exists no PPT adversary B who has non-negligible advantage Adv%\f(?fgg_}%%A()\) (resp.

Advy s rre (N))-



3.3 Generic Construction of PKIE from OTFS-PKE

In this section, we first show how to generically construct a chosen-plaintext secure PKIE scheme
from OTFS-PKE and PKE. Then we discuss how to achieve the chosen-ciphertext security.

3.3.1 CPA-Secure Construction

Basic Idea. We first explain how to use two OTFS-PKE schemes to construct a PKIE scheme
with (non-strong) key-insulated security. The basic idea of our construction is as follows. We
use two OTFS-PKE schemes: 0TFS-PKE; with flg = 1 and OTFS-PKE( with flg = 0. The master
key MK, (resp. MKj) in OTFS-PKE; (resp. OTFS-PKE;) acts as the helper key mst; (resp.
mstg) for the resulting PKIE scheme. In a given period ¢ (let ¢ = ¢t mod 2 and j = (¢t — 1)
mod 2), the user secret key is of the form usk; = (d;+, d; ), where d;; is an evolvable secret key
directly generated by mst;, and d;; is an evolved secret key evolved from d;;_1, which is directly
generated by mst; in the previous period. In the next period £+ 1, the helper key mst; generates
a new evolvable secret key d;;1, while d; ; evolves into an evolved secret key d; ;+1. And hence
the user secret key for period t + 1 is uskiy1 = (dj41,dj+1). Due to the “forward security”
of the OTFS-PKE scheme, it is impossible to derive d;; from d;;41, thus it implies that: (1)
unlike the unsuccessful solution mentioned in Section B.I] even if both usk;—1 = (d;—1,d;j—1)
and usksi1 = (d;+41,d;41) are corrupted, usk; = (dj+,d;+) are still unexposed; (2) unlike HHI
scheme and LQY scheme, even if the adversary corrupts usk;i1 = (d;41,dj++1) and mst;, it is
still impossible to derive usk; = (dj, d; ).

The above resulting PKIE scheme cannot achieve the strong key-insulated security, since
the corruption of both helper keys means all the periods will be exposed. To achieve the strong
key-insulated security, we use an additional PKE scheme. Suppose the secret key of the PKE
scheme is sk, then the user secret key for period ¢ is of the form usk; = (sk,d;,d; ;). Now, even
if both of the helper keys are corrupted, the security of all the periods are still ensured, since
sk is unknown to the adversary. The detailed construction is shown in Figure [II

KeyGen(\): Given a security parameter A,
1. choose a PKE scheme PKE and two OTFS-PKE schemes 0TFS-PKE; and OTFS-PKE,,
2. run (pk, sk) < PKE.KGen(\) ,(PK;, M K}) < OTFS-PKE;.Setup(A, 1) and (PKy, M Kj) < OTFS-PKE(.Setup(A, 0),
3. run d17,1 — OTFS-PKEl.KeyGen(PKh MK, —l), dl,() — OTFS-PKEl.Upd(PK17 0, d17,1) and
do’o — OTFS—PKEO.KeyGen(PKO, MKy, 0)
4. output pk = (pk, PK, PKy), usky = (sk,d1,0,dop), mst; = MK, and msty = M K.

A-Gen(t, mst; yod 2): To generate the update key hsk; | Update(t, usk,_1, hsk;): In period ¢, to update the user

with the matching helper key mst; 1,04 2,

1. let i =¢ mod 2,
2. run d; < OTFS-PKE;.KeyGen(PKj;, mst;, t),
3. output the update key for period ¢ as hsk; = d; ;.

secret key from usk;_1 to usky,

1. let i =t mod 2 and j = (¢t —1) mod 2,

2. parse usk;_q as (sk,d;—1,d;;—1) and hsk; as d;,
3. run d;; < OTFS-PKE;.Upd(PKj,t,d;—1),

4. return usky = (sk,dj¢, d;+).

Enc(pk,t,m): In period ¢, to encrypt a message m
under public key pk,

1. let i=¢t mod 2 and j = (t—1) mod 2,

2. pick M, M} & M, and set M/ = m & M, & M,
3. run C' + PKE.Enc(pk, M),

C; < OTFS-PKE;.Enc(PKj,t, M),

Cj + OTFS-PKE;.Enc(PK;, t, M),
4. return CT = (C, C}, C;).

Dec(CT, usk¢): To decrypt a ciphertext CT with the
matching user secret key usky,

1. leti=t mod2and j=(t—1) mod 2,
2. parse CT as (C,C},C;) and usk; as (sk,dj, diy),

3. run M’ + PKE.Dec(sk, C),
M} <+ OTFS-PKE;.Dec(d; 1, C;)
M; < OTFS-PKE;.Dec(d; +, C;),
4. return m = M’ @ M/]’v ® M.

Figure 1: Generic Construction of PKIE from OTFS-PKE and PKE

REMARK 4. In the above construction, we assume that the PKE scheme and the OTFS-PKE
schemes have the same message space. Otherwise, we can use proper encoding functions or the




standard KEM/DEM framework to satisfy this requirement.

Theorem 1 The above PKIE scheme is strongly key-insulated secure under chosen-plaintext at-
tack, if the underlying PKE scheme is IND-CPA-secure and the underlying OTFS-PKE schemes
are IND-FS-CPA-secure.

Theorem [I] follows directly from the following Lemmas [I] and 21

Lemma 1 The above PKIE scheme is IND-KI-CPA secure, if the OTFS-PKE schemes 0TFS-PKE;
and OTFS-PKEq are IND-FS-CPA secure.

Proof. Given a t-time adversary A who can break the IND-KI-CPA security of our generic
PKIE scheme with advantage €, we indicate that we can construct a (t + g, 7xy )-time adversary
B that can break the IND-FS-CPA-security of the OTFS-PKE schemes with advantage €/8, where
Tku denotes the running time of algorithms KeyGen and Upd in the OTFS-PKE schemes, and ¢,
denote the number of oracle O, queries. Here B act as two principals: on the one hand, he is

the challenger for adversary A in the experiment Exp%?ﬁ'&"cm; on the other hand, he is the

adversary in the experiment Expg\'gﬁfss_}cl('?.

As explained in REMARK 2, two kinds of adversaries should be distinguished. So, before

starting the simulation, B first tosses a coin COZN & {0,1} to guess which kind of adversary
A will be. If COIN = 0, it expects to face a Type I adversary. If COIN = 1, it forecasts a
Type II adversary.

If COIN = 0, below shows how B acts as the challenger and provides the simulations for A in

the experiment Expli‘\',l?k¥E"CPA, with the help of his challenger in the experiment Expg\fc?ﬁfss_f}(;/\:

Init Stage. B first picks a random bit ¢ & {0,1} to guess t* mod 2 = ¢, where t* is the target
period index output by A later. In the following, B will challenge with the OTFS-PKE
scheme OTFS-PKE, with flg = ¢, and then B is given the public key PK.. B chooses a PKE
scheme PKE and another OTFS-PKE scheme O0TFS-PKE;, where ¢ denotes 1 — ¢. Then
B runs (PKz, M Kz) < OTFS-PKEz.Setup(\,€) and (pk, sk) <— PKE.KeyGen(\). Finally, B
gives pk, PKz and PK_ as the public key pk to A, and keeps sk and M Kz to himself.

Find Stage. In this stage, A issues a series of queries, and B responds as follows:

e User secret key oracle Oy(t): B responds to this query as follows:

1. Issue a key-exposure query Oy.(t) to his challenger, and then is given the secret
key de;.

2. If t mod 2 =¢, run dg < OTFS-PKEz.KeyGen(P Kz, M K¢, t), and return usk; =
(Sk, d07t7 dg’t) to A.

3. Otherwise, first run dg ;1 < O0TFS-PKEz.KeyGen(P Kz, M Kz, t —1), and then run
det < OTFS-PKEz.Upd(PKe, t,det—1). Return usk, = (sk,dz¢,dct) to A.

e Helper key query Oy (i) with i € {0,1}: B outputs a random bit and aborts, since
it means that B guessed the wrong COZN.

Challenge. Once A decides that guess stage is over, he outputs a target period index ¢t* and two
equal-length plaintexts mg, m; € M on which it wishes to be challenged. If t* mod 2 =¢,
B outputs a random bit and aborts, since it means that B guessed the wrong ¢. Otherwise,
B performs the following steps:

1. Randomly choose M', M. € M, and set M.o = mo & M’ & M. and M.; = m; @
M' & M.

2. Submit (M., M.1) and t* to his challenger, and then is given the corresponding
challenge ciphertext C.
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3. Compute Cz < O0TFS-PKEz.Enc(P Kz, t*, M%) and C < PKE.Enc(pk, M’).
4. Finally, return CT* = (C, Ce, CF) to A.

Guess stage. A continues to adaptively issue additional queries as in find stage, and B also
responds as in find stage.

Output. Finally, A outputs a guess 3 € {0,1}. Then B simply outputs §’ = 3 as his guess for

his experiment ExpD-FS-CPA.

If COIN =1, B provides the simulation for A as follows:

Init Stage. B first picks a random bit b & {0,1} to guess that A will corrupt the helper
key mstz, where b denotes 1 — b. In the following, B will challenge with the OTFS-PKE
scheme OTFS-PKE;, with flg = b, and then B is given the public key PKj. B chooses another
OTFS-PKE system OTFS-PKE; as well as a PKE system PKE, and runs (PK;, M Ky)
OTFS-PKE;.Setup(), b) and (pk, sk) < PKE.KeyGen(\). Then, B gives pk, PK; and PKj, as
the public key pk to A, and keeps sk and M Kj to himself.

Find Stage. In this stage, A issues a series of queries, and B responds as follows:

e User secret key oracle Oy (t): B responds to this query for A as follows:
1. Issue a key-exposure query Oy.(t) to his challenger, and then is given the secret
key db,t-
2. If t mod 2 = b, run dy , < OTFS-PKE;.KeyGen(PKy, M Ky, t), and return usk; =
(Sk,db,t,dat) to A.
3. Otherwise, first run dy, | < OTFS-PKE;.KeyGen(PK;, MK;,t — 1), and then
dg 0TFS-PKE;.Upd(P K7, t, dE,t—l)' Return usk; = (sk, dg 4 dpy) to A.
e Helper key query Oy (i) with ¢ € {0,1}: If i = b, B outputs a random bit and aborts.
Otherwise, B returns mst; = M K7 to A.

Challenge. Once A decides that guess stage is over, he outputs a target period index ¢* and
two equal-length plaintexts mg,m; € M on which it wishes to be challenged. Then B
performs the following steps:

1. Randomly choose M’,Mé € M, and set Mg = mo & M' & ME, and My = mi &
M’ & M.

2. Submit (M;, My 1) and t* to his challenger, and then is given the corresponding
challenge ciphertext Cj.

3. Compute C; <— O0TFS-PKE;.Enc(PK5, t*, Mé) and C + PKE.Enc(pk, M").

4. If t* mod 2 = b then return CT* = (C,C;,Cy) to A; otherwise return CT* =
(C,Cy,Cy) to A.

Guess stage. A continues to adaptively issue additional queries as in find stage, and B also

responds as in find stage.

Output. Finally, A outputs a guess 8 € {0,1}. Then B simply outputs 8’ = 3’ as his guess for

his experiment ExpD-FS-CPA,

Analysis: The simulations provided for A are perfect, unless the following events happens:
Eq: a helper key query Oy (i) was issued when COZN = 0
Es: the helper key query Oy (b) was issued when COZN =1
Es: the user secret key query O, (t* — 1) was issued when t* mod 2 =¢ and COZN =0

To analyze the above events, we alternately consider the following events:
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Hy: B successfully guesses the kind of attack produced by A
Hy: B successfully guesses the value of t* mod 2 when COZN = 0
Hj: B luckily predicts which helper’s key is exposed when COZN = 1

Clearly, we have Pr[H;] = Pr[Hs] = Pr[Hs] = 1/2. Also, we have H; A Ho N\ H3 =
-F1 AN ~Ey A =E3. The conjunction of events Hq, Ho and Hj is readily seen to occur with
probability greater than 1/8, and hence B’s advantage is greater than €/8. It is also clear that
B’s running time is bounded by ¢ + ¢, 7u. Thus the proof of Lemma [l is concluded. O

Lemma 2 The above PKIE scheme is strong-IND-KI-CPA secure, if the PKE scheme PKE is
IND-CPA secure.

Proof. Suppose that there exists a t-time adversary A that breaks the strong-IND-KI-CPA
security of our generic PKIE scheme with advantage €, then we can make use of A to construct
a t-time adversary B that can break the IND-CPA-security of the PKE scheme PKE with the
same advantage. Given the public key pk of the PKE scheme PKE, B acts as the challenger and

provides the simulations for 4 in the experiment ExpirSEﬁIND'KI'CPA as below:

Init Stage. B first chooses two OTFS-PKE schemes OTFS-PKE; and OTFS-PKEj, and runs
(PK,,MK;) < OTFS-PKE;.Setup(\, 1) and (PKy, M Ky) < OTFS-PKE(.Setup(\, 0). Then,
B gives the public key pk = (pk, PK1, PKy) as well as the two helper keys mst; = M K,
and mstg = M K| to A.

Challenge. A outputs a target period index t* and two equal-length plaintexts mg, m; € M.
B performs the following steps:

1. B randomly chooses two equal-length messages M), M| € M, and defines My =
mo @& M@ M and My = mq & M} @ M.

2. B submits (My, M;) and t* to his challenger, and then is given the corresponding
challenge ciphertext C*.

3. B computes C < OTFS-PKE;.Enc(PK1,t*, M]) and Cj < OTFS-PKEq.Enc(P Ky, t*, M]).

4. If t* mod 2 = 1, then B returns CT* = (C*,Cy,C4) to A; else returns CT* =
(C*,C1,Cy) to A.

Output. Finally, A outputs a guess 3 € {0,1}. Then B simply outputs ¢’ = 3" as his guess for

his experiment ExpD-FS-CPA,

Clearly, the simulations provided for A are perfect. It is also clear that B’s advantage is €,
and his running time is bounded by ¢. O

3.3.2 Chosen-ciphertext Security

In our generic PKIE scheme, the algorithm Enc is a multiple encryption, and only achieves
the chosen-plaintext security. Using Dodis et al.’s technique [20], we can readily achieve the
chosen-ciphertext security for our scheme. Since this is straightforward, we here do not provide
the detailed construction.

3.4 Generic Constructions of OTFS-PKE

In this section, we first show that OTFS-PKE can be generically constructed from any IBE
scheme. Furthermore, we point out that it is also possible to directly construct OTFS-PKE
from any 2-HIBE without degenerating into IBE.
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3.4.1 Construction of OTFS-PKE from IBE

In this subsection, we demonstrate a generic construction of OTFS-PKE from arbitrary IBE.

Our basic idea is as follows. We set the public parameter param and the master secret
key msk in the IBE scheme as the public key PK and the master key M K in the OTFS-PKE
scheme, respectively. In period ¢ where ¢ = flg, the evolvable secret key is dy = (sky, Ski+1),
which consists of two secret keys for identities “¢” and “t + 1”. Encryption is only carried
under identity “t”, and hence the decryption only involves sk; while skyy; is merely used for
evolution. That is, in the next period, the secret key evolves to be dy11 = skiy1, where sk; has
been deleted. Observe that from dy+1 = sky41, it is impossible to derive the decryption key sk
in the previous secret key. Therefore, the security of period ¢ is still ensured even if the period
t 4+ 1 is exposed. Recall that this is exactly the requirement for a secure OTFS-PKE scheme.
Detailed construction is presented in Figure

Setup(\, flg): Given a security parameter A and a bit flg € {0,1},
1. run (param,msk) < IBE.Setup(\), and return PK = (param,flg) and MK = msk.

key for period ¢ (where ¢ mod 2 = flg), generate an evolved secret key for period ¢,

1. run sky + IBE.Extract(PK, MK, 1),
skyy1 < IBE.Extract(PK, MK, t+ 1),

2. return dt = (Skt, Skt_t,_l).

1. parse d;_1 as (ski—1, ski),

2. return d; = sk;.

KeyGen(PK, MK,t): To generate an evolvable secret Upd(PK,t,d;_1): In period ¢ where ¢t mod 2 = fig, to

under public key PK,

1. parse d; as d; = sk; (if t mod 2 = flg)
1. run C < IBE.Enc(PK,t,m), or dy = (sky, sker1) (if ¢ mod 2 = fig),

2. return the ciphertext C'. 2. return m < IBE.Dec(sk;, C).

Enc(PK,t,m): In period ¢, to encrypt a message mj Dec(dy, C): To decrypt a ciphertext C' using secret key d,

Figure 2: Generic Construction of OTFS-PKE from IBE

Theorem 2 The above OTFS-PKE scheme is IND-FS-ATK secure, if the underlying IBE scheme
IBE is IND-ID-ATK secure, where ATK € {CPA, CCA}.

Proof. Suppose that there exists a t-time adversary B who can break the IND-FS-ATK-security
of our IBE-based generic OTFS-PKE scheme, then we can make use of B to construct a t-
time adversary A who can break the IND-ID-ATK-security of the IBE scheme with the same
advantage. A provides the simulations for B as follows:

Init Stage. B first commits to a bit flg € {0,1}. Then A obtains the public parameter param
from his challenger, and forwards PK = (param,flg) to B.

Find Stage. In this stage, B issues a series of queries, and A4 responds as follows:

e Key-exposure oracle Oy (t): To answer this query, two cases should be distinguished:

— t = flg: Aissues an extraction query Oy (t) and Oyt (t+1) to his challenger, and
then is given the secret keys sk; and sk;y; for identities ¢ and ¢ + 1 respectively.

Then A forwards d; = (sk¢, sky11) to B.
— t = flg: A issues an extraction query Oet(t), and obtains the secret key sk.

Then A forwards d; = sk; to B.

If ATK = CCA, A is additionally allowed to issue the following decryption queries.
e Decryption query Oq4(t,C'): Taking t as an identity, A submits (¢, C') to his challenger
as a decryption query, and then forwards the result to B.

Challenge. Once B decides that guess stage is over, he outputs a target period index t* and
two equal-length plaintexts My, M; € M. A submits t* and (Mo, M;) to his challenger,
and then obtains a challenge ciphertext C*, which is then forwarded to B.
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Guess stage. B continues to adaptively issue additional queries as in find stage, and A also
responds as in find stage. Note that, if ATK = CCA, B is not allowed to issue the decryption
query Oq4(t*,C*).

Output. Finally, B outputs a guess 6’ € {0,1}. Then A simply outputs & = ¢ as his guess for
IND-ID-ATK

his experiment EXp 4 1pg .
Clearly, the simulations provided for B are perfect, and A has the same advantage as B
within the same time bound. Thus it completes the proof of Theorem O

3.4.2 Construction of OTFS-PKE from 2-HIBE

It is well known that forward secure public key encryption can be obtained by using HIBE [14].
Therefore, our next direction for designing OTFS-PKE is to directly use HIBE as a building
block. Since in the previous approach, we can also construct OTFS-PKE from standard IBE (see
Sec. B4T]), one might think that our HIBE-based construction is not necessary. However, due
to the difference between these two approaches, there are concrete OTFS-PKE schemes with
interesting properties which cannot be obtained without using our HIBE-based construction
(see Sec. L22). Thus, we consider that HIBE-based construction is worth discussing despite
of existence of IBE-based one.

Our basic idea is as follows. For a given 2-HIBE scheme, we have its public parameter
param and the master secret key msk as the public key PK and the master key M K for the
OTFS-PKE scheme, respectively. In the beginning of a period ¢ (where t mod 2 = flg), taking
the index t as a one-level identity, we use the master secret key msk to generate a secret key
sky, which is viewed as an evolvable secret key for period . In the next period t + 1, we use sk;
to generate a secret key sk(; ;1) for the two-level offspring identity “(t,t +1)”. Here skt 141
is viewed as an evolved secret key for period ¢t + 1. Note that according to the property of
HIBE, from sk ;11), it is impossible to derive the pervious secret key sk;. This is exactly the
requirement for a secure OTFS-PKE scheme. The encryption and decryption algorithms can
be accordingly designed. Figure [3] gives our construction:

Setup(\, flg): Given a security parameter A and a bit flg € {0,1},
1. run (param,msk) < HIBE.Setup(},2), and return PK = (param,flg) and MK = msk.

KeyGen(PK, MK,t): To generate an evolvable secret
key for period ¢t where t mod 2 = flg,
1. run sk; < HIBE.Extract(PK, M K, t),

Upd(PK,t,d;_1): In period ¢t where t mod 2 = flg, to
generate an evolved secret key for period ¢,
1. run skg_y4) ¢ HIBE.Extract(PK, d;_1, (t — 1,1)),

2. return d; = sky. 2. return dy = sk

Enc(PK,t,m): In period ¢, to encrypt a message m [ Dec(dy, C): To decrypt a ciphertext C using the secret

under public key PK, key d;,
L. if t mod 2 = flg, run C « HIBE.Enc(PK,t,M);| 1. compute M «+ HIBE.Dec(dy, C),
else run C' < HIBE.Enc(PK, (t — 1,t), M), 9 return M

2. return the ciphertext C.

Figure 3: Generic Construction of OTFS-PKE from 2-HIBE

REMARK 5. The above 2-HIBE scheme is assumed to have a property that, the intermediate
nodes’ keys can be used not only for key derivation but also for decryption. Such a property is
shared by most of the existing HIBE schemes. We notice that Horwitz and Lynn [30] defined
another model for HIBE where the intermediate nodes’ keys are only used for key derivation.
Note that, by appending a dummy identity (e.g., “0---0") to a one-level (intermediate) identity,
our generic construction can be easily modified to be compatible with this model. Concretely, if
one wants to encrypt a message to the one-level identity “t”, he encrypts it under the two-level
identity “(¢,0---0)”. The decryption can be done by first deriving the secret key sk ...y from
sk¢, and then using it to decrypt the ciphertext.
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Theorem 3 The above OTFS-PKE scheme is IND-FS-ATK secure, if the underlying HIBE
scheme HIBE is IND-ID-ATK secure, where ATK € {CPA, CCA}.

Proof. Suppose that there exists a t-time adversary I3 who can break the IND-FS-ATK-security
of our HIBE-based generic OTFS-PKE scheme with advantage €, then we can make use of B
to construct a t-time adversary A who can break the IND-ID-ATK-security of the HIBE scheme
with the same advantage. A provides the simulations for B as below:

Init Stage. B first commits to a bit flg € {0,1}. Then A obtains the public parameter param
from his challenger, and forwards PK = (param,flg) to B.

Find Stage. In this stage, B issues a series of queries, and A responds as follows:

e Key-exposure oracle Oy, (t): To answer this query, two cases should be distinguished:

— t = flg: A issues an extraction query Oext(t) to his challenger, and then is given

the secret key sk; for identity ¢. A simply forwards d; = sk; to B.
— t = flg: A issues an extraction query Oext((t — 1,t)), and obtains the secret key

sk—14) for the two-level identity (¢ —1,¢). Then A returns d = sk_14) to B.

If ATK = CCA, A is additionally allowed to issue the following decryption queries.
e Decryption query O4(t,C): Taking ¢ as an identity, A submits (¢, C') to his decryption
oracle in the experiment EXp'X%E%ATK, and then forwards the result to B.

Challenge. Once B decides that guess stage is over, he outputs a target period index t* and two
equal-length plaintexts My, My € M. A prepares the challenge ciphertext for B according
to two cases:

e t* = flg: A submits the identity t* and (Mg, M1) to his challenger, and obtains a
challenge ciphertext C*, which is then forwarded to B.

o t* = flg: A submits the two-level identity (¢* — 1,¢*) and (Mp, M7) to his challenger,
and obtains a challenge ciphertext C*, which is then forwarded to B.

Guess stage. B continues to adaptively issue additional queries as in find stage, and A also
responds as in find stage. Note that, if ATK = CCA, B is not allowed to issue the decryption
query Oq4(t*,C™*).

Output. Finally, B outputs a guess 6’ € {0,1}. Then A simply outputs ' = 6’ as his guess for
IND-ID-ATK

the experiment EXp 4 prgz
Obviously, the simulations provided for B are perfect. Hence it is clear that A has the same
advantage as B, and his running time is bounded by ¢. Thus Theorem [3] is proved. O

4 Instantiations of Our Generic Constructions

Previous section indicates that PKIE schemes can be generically constructed from IBE or 2-
HIBE. Thus, from existing IBE and HIBE schemes with specific properties, we can construct
PKIE schemes with a variety of features which previous PKIE schemes cannot have. In this
section, we show such instantiations. There are mainly two kinds of instantiations: (1) con-
structions from various assumptions, and (2) constructions with better efficiency in certain
aspects.

4.1 Instantiations from Various Assumptions

As mentioned above, by using our generic construction, a PKIE scheme can be immediately
obtained from arbitrary IBE. This means that if there exists an IBE scheme which is provably
secure under some mathematical assumption, then there also exists a PKIE scheme under the
same assumption.
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For example, based on the lattice-based IBE schemes [16]124.137], we can construct PKIE
schemes by assuming only difficulty of certain types of lattice problems, e.g. the learning with
error problem [41]. These are considered as the first “post-quantum” PKIE schemes.

Furthermore, based on the quadratic-residuosity-based IBE schemes [917], we can construct
PKIE schemes under the decisional quadratic residuosity assumption. These are considered as
the first PKIE schemes based on the factoring problem.

4.2 Efficient Instantiations from Pairings

For example, our IBE-based construction from Boneh-Boyen IBE [6] yields shorter ciphertexts
and cheaper cost for encryption and decryption. Furthermore, our HIBE-based construction
from Boneh-Boyen-Goh HIBE [7] yields cheaper cost for A-Gen algorithm, and this is useful
when a helper is a cheap device, e.g. a smart card. It should be also noticed that in terms of
computational cost for A-Gen, our Boneh-Boyen-Goh-based scheme is more efficient than both
the LQY scheme and our Boneh-Boyen-based scheme, and this implies that our HIBE-based
generic construction is still useful despite of existence of our IBE-based generic construction.

We remark that, in this subsection, we shall only present the CPA-secure instantiations,
since their CCA-security can be achieved by applying the generic techniques in [T0L15] or the
direct technique in [IT].

In the rest of this paper, we shall use the bilinear groups (G,Gr) with prime order p > 27,
where A is the security parameter, and there exists a bilinear map e : G x G — Gr.

4.2.1 Efficient Instantiation from Boneh-Boyen IBE

LQY scheme is based on Boneh-Boyen IBE scheme [6] which is reviewed in Figure [l Interest-
ingly, when our IBE-based generic construction is instantiated with Boneh-Boyen IBE scheme,
we can make use of its algebraic property to obtain a PKIE scheme more efficient than LQY
scheme.

Setup(\): Extract(pamm msk,ID):

1. pick r <— Ly,

. $ $
1. pick a < Z} h < G, and set g1 = g“
b v 992 ’ =9 2. output sk|D = (aip, bip) = (msk - (g'th)7',g7').

2. output param = (g, g1, g2, h) and msk = g§.

Enc(param, 1D, m): Dec(skip, C):
1. pick s & z;, 1. parse C as (C1,C9,Cs) and skip as (aip, bip),
2. compute C1 = e(g1,92)* -m, Cy = g° and C3 = (¢°h)*| 2. return m M
3. return C' = (Cq, Cy, Cs). e(Ca, ap)

Figure 4: Boneh-Boyen IBE scheme [6]

Our concrete PKIE scheme consists of two Boneh-Boyen IBE systems, which share the
same the public parameters g, go and h. The master secret keys of the two systems are mst; =
gs' and msty = g5° respectively, which act as the two helper keys for the PKIE scheme and
alternately update the user secret keys. It is worth noting that, Boneh-Boyen IBE system
has a distinguished aggregation property, i.e., a product of secret keys for the same ID under
different master keys also works as the secret key for that ID under another master key (which
is the product of these underlying master keys). Based on this observation, we product the
parameters (i.e., g™ and g®) of the two systems into a single g; = ¢g***T (this parameter
will be further changed, which will be clear later). Also, two secret keys for the same identity
are aggregated into a single one. For example, in the initial user secret key uskg, the secret

key (mst1 . (g{{( ) )0, ”0) generated by the master secret key mst; for identity “0”, and
the secret key (msto (9 H(0 )h)7"0 0.g"° 0), generated by mstg for identity “07”, are integrated into
(@0,0,b0,0) = (mst1 mstg- (g{{(o)h)”""”ovo, gn,o—l—m,o)_ Note also that, we do not use a PKE scheme
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to achieve the strong key-insulated security. Instead, an element ¢’ = gg‘, is included in the user
secret key, and the public parameter g; is accordingly changed to be g1 = go‘/+0‘1+0‘0. Now, even
if an adversary corrupts both the helper keys, security of all the periods are still ensured, since
¢’ is unknown to the adversary. Figure [l gives our detailed construction:

KeyGen(A): Given a security parameter A,

1. pick o/, ap, aq & Zy, 9,92, h & G, and set ¢’ = g3, g1 = g¥ T+ mst; = g5 and msty = g5°,

2. pick a target collision-resistant hash function H : Z — Zj,
3. piCk 7"1’0, 7‘0’0, 7’071 i Z;,
4. set (a()’(), bg_’()) = (mst1 mstg - (g{{(o)h)n,ngro,U’gr110+r0,0)7 (aoyl, b071) = (mSt() . (g{{(l)h)m’l,gm’l),
5. return pk = (g, 91,92, h), usko = (¢', (a0,0,b0,0), (0,1, b0,1)) and (msty, msto).
A-Gen(t, mst; moq 2): To generate the update key hsk, Update(t, usk;_1, hsk;): In period ¢, to update the user secret|
with the matching helper key mst; 104 2, key from usk;—1 to usky,
1. let i =t mod 2, 1. leti=1¢ mod2and j=(t—1) mod 2,

. $
2. pick rig,rip1 < Zy, R N
4T, (G B ). (6 b,
3. set (Gi¢,biy) = (msti . (g{{(t)h)”-f,g”t) and as ((@ig, bit), (@i 41, bies1)

. : H(t+1) , \ R
(@441, bip1) = (ms:ci ()" )@)MH’QMZH)’ bitr1 = bigs1,

2. parse uske—1 as (¢, (aj—1,b5¢-1), (ajt, b)), and hsky

3. set a;; = ajt - Giy, biy = bjt - big, aipy1 = Q41 and

4. return hsky = ((@i,¢, bist), (@ie41, bit41))- 4. return usk; = (¢, (@i, big), (@igg1, bisi1)).
Enc(pk, ¢, m): In period ¢, to encrypt a message m € G| Dec(usk,, CT): To decrypt a ciphertext CT with user secret
under public key pk, key uskg,

1. pick s & Zy, and compute C| = e(g1,g2)* -m)| 1. leti=1¢ mod 2,

Co =g, Cs = (g )",
2. return CT = (C1, Cs, C3). (C1,Cs,C3),

3. return m <

C1-e(C3,biy)
e(Ca,g - aiy)

2. parse usky as (¢, (@i, bit), (@igr1,bi¢41)), and CT as

Figure 5: Our Concrete PKIE Scheme Based on Boneh-Boyen IBE

Theorem 4 The above Boneh-Boyen-based PKIE scheme is strongly key-insulated secure under
chosen-plaintext attack, assuming the DBDH assumption holds in groups (G, Gr).

Theorem [ follows directly from the following Lemmas [B] and [l

Lemma 3 The Boneh-Boyen-based PKIE scheme presented in Figure [d is IND-KI-CPA secure,
assuming the DBDH assumption holds in groups (G, Gr).

Proof. Given a polynomial time adversary 4 who can break the IND-KI-CPA security of
our Boneh-Boyen-based PKIE scheme with advantage €, we indicate that we can construct a
polynomial time algorithm B that can break the DBDH assumption in groups (G, Gr) with

advantage ;5, where IV denotes the total number of periods.

Given a DBDH instance (g, g%, ¢°, ¢¢, Z) € G* x Gy with unknown a, b, c & Ly, B’s goal is
to decide whether Z = e(g, g)®°. B first tosses a coin COIN & {0,1} to guess which kind of
adversary A will be. If COZN = 0, it expects to face a Type I adversary, while for COZN = 1,

it forecasts a Type II adversary. B also chooses an index ¢ & {1,--- ,N} as a guess for the
target time period to be attacked by A.

For COZN = 0, B acts as the challenger and provides the simulations for A in the experiment

Exp%%}g'cm as follows:

Init Stage. Let i* =/ mod 2 and j* = (¢{ — 1) mod 2. B picks o/, a;j=, p & 7* and defines

p’
@p=q"q = gg‘/,gl = go‘/+o‘i*g“ and h = gl_H(g)g“. Then B gives pk = (g,91,92,h) to A.

Note that the helper keys are implicitly mst;« = ¢** and mst« = gg "

Find Stage. In this stage, A issues a series of queries, and B responds as follows:
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e User secret key oracle Oy (t): If t = ¢, B outputs a random bit and aborts. Otherwise,
let i =¢ mod 2, j = (t —1) mod 2, and B responds to this query according to the
following two cases:

. . . $
. / / /
— Ifi =" Pickr}y,rje,7i 11 ¢ Zy, and returns usk, = (¢, (@it bit), (@its1,bit41))
to A, where

’ )
Ti Tt

aia = ()T (g OR) T by = (g g, (1
g1 = (gb)*(a/+aj+‘H(t+1/)tH*(z)) (g{‘[(t+1)h>ri,t+1 bigi1 = (gb) H(t+17)717H(Z) gr;,m@)

Observe that the above usk; has the correct form, since letting r; ; = Wl}{(z) +

! . - b /
i and ripp = aarn—m@ t it We have

/ )
Ty T

aiy = (gb)—(a'-f-m) <g{{(t)h)

/ )
Tt

_ gabgfab(gb)aj . (gb)—(a/-i‘aj-f-m) <g{{(t)h)

/ )
Tt

_ ghgabgls . (gle’+og) (H(O)~H(O) gy = <gf(t)h)

—b / .
g ((ga’Jrajga)H(t)fH(Z)gp) QR0 <g{i(t)h>”i’t+”’t

_ gabg;j (g{{(t) ) (gl—H(z)gﬂ))Wme (g{{(t)h>r2,t+rj,t

—b /
T
H(t —H(¢ i, 7>
= mst;mst; <91 ( )h) HO=HO

)

Tit Tt
= mst;mst; <gf{(t) h) ’

bir = (gb)WIH(Z)gd,t-i-rj,t _ QWI}IWJer,ter,t — gl
Qi1 = (g”)*(“'”‘ﬁm) . (gff(tﬂ)h)ré,m
—b
= ggab . (gl T HED—HB) guy A -1 . (gH D p)riin
—b
_ gab . <(ga’+ajga)H(t+1)fH(Z)g,u> HQ+D)-H(O) (gH(H_l)h)r;,tJrl
____—-b
— g <gff(t+1)gl—H(é)gu) H+ 1) -H () (g{{(tJrl)h)r;’Hl
—b
= g% <gf(t+1)h) BT —H @ it
H 1 T, t4+1
— msti . <91 (t+ )h) ,
bi,t+1 = (gb)mgr;l#l = ngrrg,H—l — gri,t+1.

. . . $
— If j = i*: Pick ry4, ré»,t, Tit+1 < Zy, and returns usk; = (¢ (@it,bit), (@is1,bit41))
to A, where

i = (gb)i(a/jLH(t)ﬁH(e)) . (g{{(t)h)n,tJrT},t’ biﬂf — (gb)H(t);_IH(Z) gri,t+7’§-,t7 (3)
i1 = g ot (4)

Letting 7;; = Wl}{@) + 7“;7,5, we can similarly see that the above usk; has the

o H(E41) v
Uiyl = Gy (91( Ypyriest b

correct form as required.
e Helper key query Oy (i) with i € {0,1}: B outputs a random bit and aborts, since
it means that B guessed the wrong COZN.
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Challenge. Once A decides that guess stage is over, he outputs a target period index ¢* and
two equal-length plaintexts mg, m1 € G on which it wishes to be challenged. If t* £ ¢, B

outputs a random bit and aborts. Otherwise, B picks & {0,1}, and gives the challenge
ciphertext CT* = (Cf,C5,C5) = (Z - e(g®, g*)¥ T - mg, ¢°, (¢°)") to A.

Observe that, if Z = e(g, g)®¢, the above challenge ciphertext has the correct form as
required, since

Cf = Z-e(g,¢") " - my = e(g, 9)™ - e(g™ ", g")" - myg

= e(g™ T g%, ") - mg = e(g1, g2)° - mp,

s = (¢°) = (g")° = <g{1(€)g;H(€)gu>c _ <g{{(z)h>c _ <gf(t*)h)c

On the other hand, when Z is uniform and independent in G, the challenge ciphertext
CT* is independent of £ in the adversary’s view.

Guess stage. A continues to adaptively issue additional queries as in find stage, and B also
responds as in find stage.

Output. Finally, A outputs a guess 8’ € {0,1}. If 3/ = 8, then B outputs 1; otherwise, B
outputs 0.

If COIN =1, B provides the simulation for A as follows:

Init Stage. B first picks a random bit v & {0,1} to guess that A will corrupt the helper key
msty, where 7 denotes 1 — v. B picks o/, oy, & Zy, and defines go = g = gg‘/, g1 =
g¥ g0 and h = g;H(Z)g“. Then B gives pk = (9,91, 92,h) to A. Note that the helper
keys are implicitly mst, = ¢** and mst; = gg 7 where mst,, is unknown to B.

Find Stage. In this stage, A issues a series of queries, and B responds as follows:

e User secret key oracle Oy(t): B outputs a random bit and aborts if t = £ or (t =
¢—1)A (T = ¢ mod 2). Otherwise, let i = ¢ mod 2, j = ({ —1) mod 2, and B
responds to this query according to the following two cases:

. . $
. / / _ /
— Ifi =wv: Pick ], 74,7}, < Zy, and returns usky = (¢, (@i, bit), (@it1,bit41))
to A, where a;¢,b;t,a; 11 and b; 441 are generated as in Eqs. ({l) and (2).
. . $
. / . (A
— Ifi =7: Pick 4, T Vil < Zy,, and returns usk; = (¢, (@it bit), (@its1,bit41))
to A, where a;¢,b;t,a;¢1+1 and b; 441 are generated as in Eqs. ([B]) and (@]).

e Helper key query Oy (i) with i € {0,1}: If i = v, B outputs a random bit and aborts.
Otherwise, B returns mst; to A.

Challenge. Once A decides that guess stage is over, he outputs a target period index ¢* and
two equal-length plaintexts mg,my € Gp on which it wishes to be challenged. If t* # ¢, B
outputs a random bit and aborts. Otherwise, B picks & {0,1}, and gives the challenge
ciphertext CT* = (Cf, C§,C%) = (Z-e(g¢, 9°)* 7 -mg, ¢, (¢°)*) to A. Tt can also verified
that, if Z = e(g, ) the challenge ciphertext CT* has the correct form as required, and
when Z is uniform and independent in G, the challenge ciphertext CT* is independent of
[ in the adversary’s view.

Guess stage. A continues to adaptively issue additional queries as in find stage, and B also
responds as in find stage.

Output. Finally, A outputs a guess 8 € {0,1}. If 8/ = 8, then B outputs 1; otherwise, B
outputs 0.
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Analysis: The simulations provided for A are perfect, unless the following events happens:

Eq: a helper key query Oy (i) was issued when COZN = 0;

Es: the helper key query Oy (v) was issued when COZN = 1;

Es: the user secret key query O, (¢) was issued when COZN = 0;

E4: the user secret key query O, (t) was issued such that t = for (t =0 —-1)AN (T = ¢

mod 2) when COZN = 1;
To analyze the above events, we alternately consider the following events:

Hy: B successfully guesses ¢ = t*;
Hy: B successfully guesses the kind of attack produced by A;
Hjs: B luckily predicts which helper’s key is exposed when COZN =1

Clearly, we have Pr[H;] = 1/N, Pr[Hy] = 1/2 and Pr[Hs] = 1/2. Also, we have
Hy = —-F3,Hy = -F1,Hy N H3 = —F4 and H3 = —F2. The conjunction of events Hi, Ho
and Hj is readily seen to occur with probability greater than 1/4N, and hence B’s advantage
is greater than e/4N. It is also clear that B’s running time is polynomially bounded. Thus the
proof of Lemma Bl is concluded. O

Lemma 4 The Boneh-Boyen-based PKIE scheme presented in Figure [A is strong-IND-KI-CPA
secure, assuming the DBDH assumption holds in groups (G, Gr).

Proof. Given a polynomial time adversary A who can break the strong-IND-KI-CPA security
of our Boneh-Boyen-based PKIE scheme with advantage €, we indicate that we can construct
a polynomial time algorithm B that can break the DBDH assumption in groups (G, Gr) with
advantage ¢/N, where N denotes the total number of periods.

Given a DBDH instance (g, g%, ¢°, ¢¢, Z) € G* x Gy with unknown a, b, c & Ly, B’s goal is

to decide whether Z = e(g, g)®°. B acts as the challenger and provides the simulations for A
strong-IND-KI-CPA

A PKIE as follows:

in the experiment Exp

Init Stage. B first chooses an index /¢ & {1,--- ,N} as a guess for the target time period

to be attacked by A. Next, B picks ag, aq, it & Z,,, and defines g1 = gtgeoter gy = gb,

h = g;H(z)g“, mst; = g5' and mstyg = g¢5°. Finally, B gives pk = (g,91,92,h) and

(msty, mstg) to A. Note that ¢’ is implicitly set to be ¢’ = g®® which is unknown to B.

Challenge. A outputs a target period index t* and two equal-length plaintexts mg,m; € Gr
on which it wishes to be challenged. If t* # ¢, B outputs a random bit and aborts.
Otherwise, B picks 3 & {0,1}, and gives the challenge ciphertext CT* = (Cf,C5,C%) =
(Z - e(gb, g¢)0t™ -mg, g% (g°)*) to A. It is readily to see that, if Z = e(g,9)®¢ the
above challenge ciphertext has the correct form as required, and when Z is uniform and
independent in Gr, the challenge ciphertext CT* is independent of 3 in the adversary’s
view.

Output. Finally, A outputs a guess 8’ € {0,1}. If 8/ = 8, then B outputs 1; otherwise, B
outputs 0.

Analysis: The simulations provided for A are perfect, if B correctly guesses £ = t*, whose
probability is obviously 1/N. Thus B’s advantage against the DBDH assumption is at least
e/N. It is also clear that 5’s running time is polynomially bounded. Thus the proof of Lemma
M is concluded. O

REMARK 6. Like LQY scheme, since our PKIE scheme are based on the selective-ID secure
Boneh-Boyen IBE scheme, the security bound of our scheme will be degraded by a factor of
the total number of periods. Recently, Lewko and Waters [34] proposed a fully scheme (H)IBE
scheme with short ciphertexts. Based on Lewko-Waters IBE, our scheme can avoid this security
degradation.
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4.2.2 Efficient Instantiation from Boneh-Boyen-Goh 2-HIBE

Based on Boneh-Boyen-Goh two-level HIBE scheme [7] which is reviewed in Figure [f] we here
present an HIBE-based instantiation of PKIE scheme. The detailed scheme is given in Figure

[@ Our scheme consists of two HIBE systems. To

improve the efficiency, we do not use the PKE

scheme to achieve the strong key-insulated security, instead, we introduce an element ¢’ = gg‘/

into the user secret key. In addition, we further

shorten the public key, by sharing the public

parameters (g, g2, f) and integrating the parameters (g%, g®, g®) into a single g T®1720_ The
resulting PKIE scheme is comparable with LQY scheme: the same public key size, ciphertext
size, encryption cost and decryption cost, only with slight longer user secret keys and heavier

cost for user key-updates.

Setup(A):

2. output param = (g, 91

1. pick « & Loy 992, frh & G, and set g; = ¢g°,

192, [, h) and msk = g3

Extract(param,msk,|Dy):
1. pick r & Z,,
2. set app, = msk - (¢{°*h)", bip, = ¢" and ¢p, = 7,
3. output skip, = (a|D1,b|D17C|D1).

or Extract(param, skip,,ID = (ID1,1D2)):

1.
2.

3.
4.

parse skip, as (aip,,bipy; CD, ),
pick 7/ & Ly,

_ D2 (D1 £ID2 Py oA i = iy, 07
set aip = aip, ~¢ip; - (g; " f*h)" and bip = bip, -g",
output skip = (aip, bip)-

Enc(param, 1D, m):

1. pick s & Zy, and set C1 = e(g1,92)° - m,Ca = g°,
2. if ID is a 2-level identity (ID1,ID3), then set

Cs = (g'lle'D2h)S; else set C3 = (giPh)*,
3. return C' = (C1, Cq, C3).

Dec(sk|D, C)Z

1. parse C as (C1,Co,C3)

2. parse skip as (aip,bip) or (ap, bip, ap),
01 . 6(03, b|D)

6(0270,“3) '

3. return m <+

Figure 6: Boneh-Boyen-Goh 2-HIBE Scheme [7]

KeyGen(\): Given a security parameter A,
1.

2.
3.

pick g, g2, f, ho, b1 & G and ap, g, o & Zy, and

. $
ple 71,0, 70,0 < Z;, and set (0,1707 bl,O)

(a0,0,b0,05 Co,0) = (mstq - (gf{(o) ho)To0, groo, froo),

4.

pick a collision-resistant hash function H : Z — Zj,

(msty - (gy" TV FHOny)ri0 grio) and

return pk = (g, g1, g2, f, ho, h1), usko = (¢', (a1,0,b1,0), (@0,0,b0,0,0,0)), Mst; and mstg.

, _ ! o / _ « o«
set g = g* toote ¢/ = g msty = g5, msty = g5°,

A-Gen(t, mst; mod2): To generate the update key hsk,
with the matching helper key mst; 104 2,
1. let i =t mod 2,
2. pick ry; & Z,
3. set (ait, b, cip) = (msti . (g{{(t)hi)rivt,gTi=t,f”vt),
4. return hsk; = (a4, bit, ciy)-

Update(t, usk¢—1, hsk¢): In period ¢, to update the user
secret key from usks_1 to usky,
1. let i =¢ mod 2 and j = (t—1) mod 2,
2. parse hsk; as (i, biyt, i), and usk;_1 as
(¢, (@it—1,bip—1)s (@je-1,b50-1,¢50-1)),
pick 7j4 i Zy,
set ajr = aj1—1 - Cft(i)l : (g1H<t_1)fH(i)hj)m,t andl
bjt=bji—1-9"",
return usk; = (¢', (@, bjie), (@it, b, Cit))-

3.
4.

5.

Enc(pk, t,m): In period ¢, to encrypt a message m
under public key pk,
1. leti=t¢ mod2and j=(t—1) mod 2,

2. pick s & Zy, and set C1 = e(g1,92)° - m, Ca = ¢°|

Cs = (91" "V f1ORy)* and €y = (9" ho),
return CT = (017 02, 037 04)

Dec(usk¢, CT): To decrypt a ciphertext CT with user
secret key uskg,
1. leti=t¢ mod2and j=(t—1) mod 2,
2. parse CT as (C1,Co,C3,Cy), and usk; as
(95 (aje,bje)s (@ies bigscit))s
Cy - e(bjt, C3) - e(bit, Ca)
e(Cy, g'ajait)

3. return m <+

Figure 7: Our Concrete PKIE Scheme

Based on Boneh-Boyen-Goh 2-HIBE

Theorem 5 The above Boneh-Boyen-Goh-based PKIE scheme is strongly key-insulated secure
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under chosen-plaintext attack, assuming the 2-DBDHE assumption holds in groups (G, Gr).
Theorem [ follows directly from the following Lemmas [Bl and [6l

Lemma 5 The Boneh-Boyen-Goh-based PKIE scheme presented in Figure [7 is IND-KI-CPA
secure, assuming the 2-DBDHE assumption holds in groups (G, Gr).

Proof. Given a polynomial time adversary A who can break the IND-KI-CPA security of our
Boneh-Boyen-Goh-based PKIE scheme with advantage ¢, we indicate that we can construct a
polynomial time algorithm B that can break the 2-DBDHE assumption in groups (G, Gp) with
advantage ;5, where N denotes the total number of periods.

Given a 2-DBDHE instance (g, h, g“,ga2,g“4, Z) € G® x Gy with unknown a & Z,, B’s goal
is to decide whether Z = e(g,h)®". B first tosses a coin COTN & {0,1} to guess which kind of
adversary A will be. If COZN = 0, it expects to face a Type I adversary, while for COZN = 1,

it forecasts a Type II adversary. B also chooses an index ¢ & {1,--- ,N} as a guess for the
target time period to be attacked by A.

For COIN = 0, B acts as the challenger and provides the simulations for A in the experiment

Exp'\DRFCPA as follows:

Init Stage. Let ¢* = ¢ mod 2 and j* = (¢ — 1) mod 2. B picks o/, aj«,7, 0, wix, wj= & Ly,
and defines g1 = g°+% g% gy = g”g%,g' = ', f = ¢ hie = g g by =
g;H(gfl)f_H(f)gwi*. Then B gives pk = (g,91,92, f, ho,h1) to A. Note that the helper
keys are implicitly mst;x = g“g g%7 and mst;x = g;j*. Here mst;+ is unknown to B.

Find Stage. In this stage, A issues a series of queries, and B responds as follows:

e User secret key oracle Oy (t): If t = ¢, B outputs a random bit and aborts. Otherwise,
letting ¢ = ¢ mod 2 and j = (¢t — 1) mod 2, B responds to this query according to
the following two cases:

— If i = ¢*: Pick rat,mt & Zy, and returns usk; = (¢, (@)t bjt), (aig, big,cit)) to

A, where
ajt = mst; - <9f{(t_1)f H(t)hﬂ‘)rj’t » bje=g"", (5)
aiy = g7 (g“2>_(a/+aj+H“)ﬁH“)) : <gf{(t)hi)ré’t , bip = <g“2) -0 9"(6)
Cit = <9a4> e <9a2)rat—W g’ (7)

Observe that the above usk; has the correct form, since if let r; ; = W“Z(Z)—H‘g &
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we have

(&t + 7 2 aw) v
air = g7 <ga2) ITHO-H®© -(gf(t)hi> *

— ga.»y ) <gfa2>0l'+aj <ga2)H(t)_w;{(£) ) <g{{(t)hi)rg’t
3 _ .3 . o\ +aj 5 ﬁ Hit v,
:gagagav.(ga) (ga> ® ()'(91()}%')
g vy ay—a? [ a2\ HO-HO H(t), \"i
=g" 9" (g" +a]9a) “ (g“ ) ‘ : (gl ()hi> '
2

Y i,
= g g g (g T <9f(t)hi) t

2

= ga3g . (gf(t) H(¢ )gw¢> HO-H(D) ) (g{{(t)hi>rg,t

2

= g% g (gf[(t)gl H“)g”i) A=A <g{{(t)hi)ré’t

—a2 !
= (9”97)" - (ot n) T (g Oni) ™

2
—a L
H(t H(t)—H(¢) it
= 92 (91 ()hi>

= mst; - <9{{(t)hz‘) " )
biy = <
Cit = <
G

2
7"'7" —a2 / L-ﬁ-ﬂ
H(t)—H() ""ist o O\ 57— 75 2 g\ Ht)—H(e) "t i
<g ) (¢0) T Tm it — (ga g ) = frit,

EIORI0) H(Z) T gm“’m = g"irt,

at A O 10 ’
g >H(t> H<e> < ) it H(t)—H(0) g@-rw

/ 2
AO-H@ H(e) < )Ti,t (gg)m+r£’t

If j =d*: Pick 74,7 ]t <— Zy, and returns usk; = (¢, (@t b5), (aig, big,cit)) to
A, where

(@' o) (H(t—1)—H(£)) 4w, H(O)—H(t-1) /
o i i 2 H(t—1 ",
aj= (") a0 (o) ™ (a0 On) )
=1
bje = (g")F O g, )
H(t Tist . )
Qi+ = mst; - (91 ( )hl> R bi,t = gn’t, Cit = fr"t. (10)

Letting rj; = I;—(‘;) + T;,m we can see that the above usk; has the correct form as
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required, since

H(&)—H(t—1)

a0 = (goymo IO (@) (e g )
= (g2)0. <g<a'+ai>(H(H%H(z))wj (ga)Hafl)fH(z)) (D) (gf@—w FH® hj>r3%f
= gVg (g7 <(9a'+°‘ig“) D= H g )H < . l)fH(t)hj)rg’t
= g g™ (9“299>7a <gf{(t - Hw)g‘““) @ (gHe l)fH“hj)r;’t
_ ot ge <gf<t—1>fH</z> ng-)H%‘b ( H(t-1) ¢H(1) h)
_ e (gf(t—l)—H(f) FHE gwj) () <gf<t—1> FHE hj)%
(g g”) ( el U “J)H&) <9f{(t_1)fH(t)hj)r;’t
= ()" (o )Hw (gH@*wa@mj)T?t
(o))

()

bie = (9) T g5 —gH_5>+3f =g"

e Helper key query Oy (i) with i« € {0,1}: B outputs a random bit and aborts, since
it means that B guessed the wrong COZN.

Challenge. Once A decides that guess stage is over, he outputs a target period index ¢* and
two equal-length plaintexts mg,my € Gp on which it wishes to be challenged. If t* #£ ¢, B

outputs a random bit and aborts. Otherwise, B picks & {0,1}, and gives the challenge
ciphertext CT* = (C7,C3,C3,C}) to A, where

Ci = Z-¢(h, (9" (g ")+ ) g, C3=h, Cj=h", Cj=her.

Observe that, if Z = e(g, h)“g, the above challenge ciphertext has the correct form as
required, since letting h = ¢¢, we have

Cf = Z-e(h(g") (g g") " ) - my
g7QC)a e <gc’ (ga)'y(ga29’y)a/+aj*) . mB
2 / -
9%, 9% )% e(g%, (9°)7) - e(g®, (g% g")* T") - mg
"4y 2
) e(g,g7) e(gt T, g% g7)e  mg

2 a2
9% 9% g")¢ - e(g¥ o, gv g7)° - myg
(0%

Cy = h=4g",
Cék — hwi* — (gwj* )c _ <gfl(f—1)fH(5)gl—H(f—1)f*H(f)gwj*) _ (gf(t*_l)fH(t*)hj*> 7

O = R = (¢ )° = (g{{(é)gl—H(z)gwi*)c (gf(@hz )c L <9f{(t*)hi*)c.
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On the other hand, when Z is uniform and independent in G, the challenge ciphertext
CT* is independent of [ in the adversary’s view.

Guess stage. A continues to adaptively issue additional queries as in find stage, and B also
responds as in find stage.

Output. Finally, A outputs a guess 8’ € {0,1}. If 8/ = 8, then B outputs 1; otherwise, B
outputs 0.

If COIN = 1, B provides the simulation for A as follows:

Init Stage. B first picks a random bit v & {0,1} to guess that A will corrupt the helper
key mst;, where 7 denotes 1 — v. B picks o/, oy, 7, 0, wo, w1 & Z,, and defines g1 =
g¥tamga gy = ga2g7,g' =g, f= g‘LQg@. If v = ¢ mod 2, B defines h, = gl_H(K)g“’” and
hy = gl_H(K_l)f*H(z)g“’? Otherwise, B defines hy = gl_H(g)g‘*’F and h, = gl_H(g_l)f*H(z)g“’”.
Then B gives pk = (9,91, 92, f, ho,h1) to A. Note that the helper keys are implicitly
mst, = 9“39“'7 and msty = g57, where mst, is unknown to B.

Find Stage. In this stage, A issues a series of queries, and B responds as follows:
e User secret key oracle Oy(t): B outputs a random bit and aborts if t = £ or (t =

¢ —1)AN (T = ¢ mod 2). Otherwise, let i =t mod 2, j = (¢t —1) mod 2, and B
responds to this query according to the following two cases:

— Case i = v: Pick ’I“;t,?“j,t & Zy. If v = mod 2, generate usk; for A as in Egs.
@)-([@). Otherwise, generate usk; = (¢, (a; ¢, bj¢), (@i, bit,cit)) for A as below:

H(t—1 it .
ajt = mStj : <gl ¢ )fH(t)h]> 9 bjﬂf = gr]7t7

_H()6 H(t
o any o2 *(0‘,+0‘J+H‘(df)7}1(z71)) ol 7H(t)71£~12l71) H(t)h- Ti
it =9 " \9 ‘\g {91 i >

I S I S ro_____ 6
bi,t _ (ga2> H(t)—H({—1) grat’ Cip = (ga4> H(t)—H({—1) <ga2)ri,t H(t)—H(C-1) gg.rg’t‘

Letting r;; = WI‘% + 774, it is readily to see that the above user secret

keys usk; have the correct form as required.

— Case j = v: Pick ri,t,r;»’t & Zy. It v = £ mod 2, generate usk; for A as in Egs.
[@)-([@0). Otherwise, generate usk; = (¢', (aj+,b5¢), (@it bit,cit)) for A as below:

7(a/+o¢i)(H(t—l)—H(Z—l))-ij H(¢-1)—H(t—1)

aji = (ga)“/*(’ H()—H(0) (902> H(t)-H(L) (gff(tfl)fH(t)hj)rj*t ’

—1
biy = (g%) FO-HD glie,

H(t) iyt r s
;¢ = mst; - (91 hi) ;o b =gt e = f

Letting r; ; = H(t)%“H(@ + ré,t’ it is readily to see that the above user secret keys
usks have the correct form as required.
e Helper key query Oy (i) with ¢ € {0,1}: If i = v, B outputs a random bit and aborts.
Otherwise, B returns mstz to A.

Challenge. Once A decides that guess stage is over, he outputs a target period index ¢* and
two equal-length plaintexts mg, m1 € Gp on which it wishes to be challenged. If t* # ¢,

B outputs a random bit and aborts. Otherwise, B picks 3 & {0,1}, and defines Cf =
Z e (h, (g“)'y(g“Qg“f)a/+°‘7) -mg,C5 = h. If v = ¢ mod 2, B defines C5 = h*” and
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C} = h¥; otherwise, B defines C; = h*» and C} = h*”. Finally, B gives the challenge
ciphertext CT* = (C},C5,C5,C)) to A. It is readily to see that, if Z = e(g, h)“g, the
above challenge ciphertext CT* has the correct form as required, and when Z is uniform
and independent in G, the challenge ciphertext CT* is independent of 5 in the adversary’s
view.

Guess stage. A continues to adaptively issue additional queries as in find stage, and B also
responds as in find stage.

Output. Finally, A outputs a guess 8 € {0,1}. If 8/ = 8, then B outputs 1; otherwise, B
outputs 0.

This completes the descriptions of the simulation. Similarly to the analysis in Lemma Bl we
can see that B’s advantage against the 2-DBDHE assumption is at least €¢/4N, and it is also
clear that B’s running time is polynomially bounded. Thus the proof of Lemma [l is concluded.

O

Next, we prove the strong-IND-KI-CPA-security for our Boneh-Boyen-Goh-based PKIE scheme
under the the DBDH assumption. Note that it is easy to see that, if the 2-DBDHE assumption
holds in groups (G, Gr), the DBDH assumption certainly holds.

Lemma 6 The Boneh-Boyen-Goh-based PKIE scheme presented in Figure[7is strong-IND-KI-CPA
secure, assuming the DBDH assumption holds in groups (G, Gr).

Proof. Given a polynomial time adversary A who can break the strong-IND-KI-CPA security of
our Boneh-Boyen-Goh-based PKIE scheme with advantage €, we indicate that we can construct
a polynomial time algorithm B that can break the DBDH assumption in groups (G, Gr) with
advantage €/N, where N denotes the total number of periods.

Given a DBDH instance (g, g%, ¢", ¢¢, Z) € G* x Gy with unknown a, b, c & Ly, B’s goal is

to decide whether Z = e(g, g)®°. B acts as the challenger and provides the simulations for A
strong-IND-KI-CPA

A PKIE as follows:

in the experiment Exp

Init Stage. B first chooses an index ¢ & {1,-+-, N} as a guess for the target time period to be
attacked by A. Let i* = ¢ mod 2 and j* = ({—1) mod 2. Next, B picks «g, a1, 1o, 1 &
T d defi _ qa,00+a0 — b B« = —H() J/— —H{=1) rH () i

py QA dellnes gy = g-g yg92 = g7 v = 0 g, s = gp / g,
mst; = g5* and msty = ¢5°. Finally, B gives pk = (g, 91, 92, f, ho, h1) and (msty, mstg) to
A. Note that ¢’ is implicitly set to be ¢’ = ¢* which is unknown to B.

Challenge. A outputs a target period index t* and two equal-length plaintexts mg,m; € Gr
on which it wishes to be challenged. If t* # ¢, B outputs a random bit and aborts.
Otherwise, B picks 3 & {0, 1}, and gives the challenge ciphertext CT* = (C}, C3,C5,C}) =
(Z - e(g°,g")0t 1 ~mg, g°, ()", (g°)*) to Al
Observe that, if Z = e(g, )™ the above challenge ciphertext has the correct form as
required, since

Ct = Z-e(g°,9") " - mg = e(g,9)™ - e(g™ T, ") - mg
= (g% ") - e(g®t, g") ¢ mp = e(g1,92)° - mga,
3 = ¢",
Gy = (g = (g7)¢ = (gy VO HEY p=H O grieye — (10 pHE) o ye,
Cp = (g = (g")° = (g1 gy 1090 ) = (g i),

c mg = e(gagao-‘,-oq’gb)

On the other hand, when Z is uniform and independent in G, the challenge ciphertext
CT* is independent of £ in the adversary’s view.
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Output. Finally, A outputs a guess 8 € {0,1}. If 8/ = 8, then B outputs 1; otherwise, B
outputs 0.

Analysis: The simulations provided for A are perfect, if B correctly guesses £ = t*, whose
probability is obviously at least 1/N. Thus B’s advantage against the DBDH assumption is at
least ¢/N. It is also clear that B’s running time is polynomially bounded. Thus the proof of
Lemma [6]is concluded. O

4.3 Extension: PKIE Scheme with n helpers

In this section, we discuss how to extend our concrete PKIE scheme to obtain a PKIE scheme
with n helpers (n-PKIE for short). In such a scheme, these n helpers are alternately used to
update the user secret key. For example, in period ¢, the helper with helper key mst; 104 » i
used to update the user secret key from usk;_; to usks;. While in the next period t + 1, the
helper key mst(;41) moa » Will be used to update user secret key from usk; to uskyii. Similarly
to PKIE systems, key-insulated security for an n-PKIE system captures the intuition that, even
if up to n — 1 helpers are broken into while a given period ¢ is exposed, only one other period
adjacent to t is exposed. Furthermore, the strong key-insulated security ensures that, even if
the n helpers are simultaneously corrupted, all the periods are still secure. Formal definitions
and security notions for n-PKIE is given in Appendix [Al

Our PKIE scheme presented in Figure [{ can be naturally extended to an n-PKIE scheme as
presented in Figure 8. We here explain the meanings of the subscripts used in the scheme. For
the random numbers r; ;, used in algorithms KeyGen and A-Gen, its subscript & corresponds to
the time period index, and i corresponds to the index of the helper key mst;. The subscripts in
(@it,bir) and (Giy, th) have the similar meanings.

Since the n-PKIE Scheme in Figure®is a natural extension of the Boneh-Boyen-based PKIE
scheme presented in Figure B its strong key-insulated security under chosen-plaintext attack
can be proved under the DBDH assumption in a similar way as Theorem dl Thus we here omit
the detailed proofs.

KeyGen(\): Given a security parameter A,

1. pick g, g9, h & G and o 00, Q1 & Z;, and set ¢’ = gg/,gl = go‘/*'zzo1 i
2. set mst; = g5 for i =0 ton — 1,

3. pick a collision-resistant hash function H : Z — Zj,
4. for k=0ton —1,

n—1 n—1
Tik ik

n—1 > >
compute ag = ( 11 msti) . (g{{(k)h) i=k and by = gi= , where r; & Zyfori=k, - ,n—1,
i=k

1 9
5. return pk = (g, 91, 92, 1), usko = (¢, (@0,0,00,0), -, (@0,n—1,D0,n—1)) and (mstg,--- ,mst, 1).

A-Gen(t, mst; moq n): To generate the update key hsk, Update(t, usk;—1, hsk;): In period ¢, to update the user secret

with the matching helper key mst; mod n» key from usk;—y to usk,
1. let i =t mod n, 1. leti=t modnand j=(t—1) modn
2. fork=ttot+mn—1 2. parse uske—1 as (¢, (a;—1,056-1), "+, (@j,4n—2, bjt4n—2)),
pick 7; 5 & z, 3. parse hsky as (@i, 0it)s -, (Gittn—1,0it4n—1)),
L HE) ik - 4. fork=ttot+n—2
set a; = mst; - (91 h) bk =gk,

) N ~ . ~ set Qi = G5k * &Uﬁ and bzk = bjﬁk) . bz,k
3. return hsky = (@i, bit)s -+, (Gitn—1,bitn—1))- . .
5. set @i t4n—1 = Gitin—1 and bjt1pn_1 = bjpin_1

6. return usky = (¢, (@it bit), -, (@i p4n—1,bittn—1))
Dec(uskg, CT): To decrypt a ciphertext CT with the matching

user secret key usky,

1. parse CT as (C1,Cs,C3),

Enc(pk,t,m): In period t, to encrypt a message m
under public key pk,

1. pick s & Zy, and compute C1 = e(g1,g2)* - m,

) HD) v 2. parse usky as (¢', (@i, big), -5 (@ipin—1,bit1n-1)),
Co=g° C3=1(g; "'h)*, 3. peturn m < C1-e(C3,bi4)
2. return CT = (C4, Cy, Cy). : e(Cayg - ai)

Figure 8: n-PKIE Scheme Based on Boneh-Boyen IBE
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4.4 Comparisons

In this section, we compare the efficiency of LQY scheme (which is the currently known best
scheme in the standard model) and our proposed PKIE schemes in terms of communication
overhead and computational cost. In Table[] |G| and |Gr| denote the bit-length of an element
in group G and Gr respectively, t,,t,,,tr and t, denote the computational cost of one regular
exponentiation in G, one multi-exponentiation [39] in G, one regular exponentiation in Gp
and one pairing in (G, Gp) respectively, and “without-RO” denotes that the security is proved
without random oracles. We note that ¢, is approximately equal to 1.2¢, due to the Pippenger
algorithm [39].

| [ LQY PKIE [36] | BB-based PKIE | BBG-based PKIE ]| LQY n-PKIE [36] | BB-based u-PKIE |

public key 6|G 4G 6|G (2n +2)|G] 4|G|
user secret key 3G 5|G 6|G (n+1)|G| (2n +1)|G|
ciphertext 3|G| + 1G] 2|G| + 1|Gr]| 3|G| 4 1|Gr| (n+1)|G|]+1|Gr| 2|G| 4+ 1|Gr]|
A-Gen 2, + 1, 2 + 21, 1¢,, + 2, 2t + 1t nty, + nt,
Enc Um + Ly + Lt | Ltm + 1y + tr | 2tm + 16y + Lt Nty & 1, + Ltp | Lty + L, + 1t
Dec 3ty 2t, 3ty (n+1)t, 2t,
without RO? v v v v v
strong security? X v v X v

Table 1: Comparisons between our concrete schemes and LQY schemes [36]

As indicated in Table[], our proposed schemes are secure in the strengthened security model,
while LQY scheme is only secure in the weak model. Our Boneh-Boyen-based scheme is superior
to other schemes in many aspects (except for size of user secret key and computational cost for
A-Gen). In terms of computational cost for A-Gen, our Boneh-Boyen-Goh-based PKIE scheme is
superior to other schemes, and it is suitable for environments where helpers are computationally
weak. LQY scheme is superior to others in terms of size of user secret key. In summary, we have
three different PKIE schemes with different advantages, and one can choose an appropriate one
from them according to each situation.

As to the extended schemes with n helpers, the advantage of our Boneh-Boyen-based n-PKIE
scheme over (the n-PKIE version of) LQY scheme becomes more obvious. The public key size,
ciphertext size, encryption cost and decryption cost in the n-PKIE version of LQY scheme grows
linearly with the number n of helpers, while ours are independent of the number of helpers.
Honestly, we admit that our scheme still has the following limitations: the computation cost
in algorithm A-Gen is linear with the number of helpers, and its user secret key size is about
twice of LQY scheme. It would be an interesting open problem to construct a PKIE scheme
with constant public key size, ciphertext size, encryption cost and decryption cost, and yet with
shorter user secret key and lower computational cost for algorithm A-Gen.
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Parallel Key-Insulated Encryption with n Helpers

Similarly to standard PKIE, a parallel key-insulated encryption scheme with n helpers consists
of five algorithms, i.e., (KeyGen, A-Gen, Update, Enc, Dec), where the last three algorithms are

the

same as those in standard PKIE, and the first two algorithms are specified as follows:

e KeyGen(\): The key generation algorithm, on input a security parameter A, outputs a
public key pk, an initial user secret key uskg and n helper keys (msty--- ,mst,_1). We
write (pk, uskg, (mstg -« ,mst,_1)) < KeyGen(\).
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e A-Gen(t,mst; mod n): The helper key-update algorithm, on input a period index ¢ and the
corresponding helper key mst; 1,04 n, it outputs an update key hsk; for period t. We write
hsk; < A-Gen(t, mst; mod n)-

The key-insulated security for an n-PKIE scheme should capture the intuition that, even if
up to n — 1 helpers are broken into while a given period ¢ is exposed, only one other period
adjacent to ¢ is exposed. We refer to this security as IND-nKI-ATK where ATK € {CCA, CPA}.
For an adversary A, we consider the following experiment:

Exp!}DIKEATK (0):[(pk, usko, (mst, -+, mst,,—1))  KeyGen(\); (mo, mi, %) = ASul 0040 pp).

B & {0,1},CT* < Enc(pk,t*,mg); B’ < Agl‘;(;;’oh(')’od("')(pk,CT*); return 1 if 8 = 3 or 0 otherwise|,

where Oy (+) and Oq are the same as in experiment Exp%gg'fE"ATK()\), and Oy(+) is a helper key
oracle which for given an index i € {0,1,--- ,n — 1} returns the helper key hsk;. It is mandated
that |mg| = |m1|, and the following requirements should be simultaneously satisfied:

(1). A cannot issue the user secret key query Oy (t*);

(2). A cannot issue both queries Oy (t* — 1) and Oy (t* mod n);

(3). A cannot issue both queries Oy (t* + 1) and Oy ((t* +1) mod n);
(4).

(5)-

A cannot corrupt all of the n helpers;
If ATK = CCA, A cannot issue the decryption query Oq4(t*,CT*).

We define A’s advantage as Advul\'g_fxli’QTK()\) = ‘Pr[EXp%Eﬂ?"ATK(A) =1] - %‘ .
Definition 9 We say that an n-PKIE scheme is IND-nKI-CCA (resp. IND-nKI-CPA) secure, if
there exists no PPT adversary A who has non-negligible advantage Adv%?ﬂ?"CCA(A) (resp.

Advilbds ).

The strong key-insulated security for an n-PKIE scheme should further ensure that, break-
ing into all of the n helpers does not help the adversary as long as he does not additionally
obtain any user secret keys for any periods. To define this security notion, we first define the
strong-IND-nKI-ATK-security, where ATK € {CCA, CPA}. For an adversary A, we consider the
following experiment:

Expjﬁi?fl;IINED'"K"ATK()\):[(pk, uskg, (mstg, -+ ,mst,_1)) < KeyGen(\);
(mo, m1, %) < AZAG (pk, msto, -, mst,_1);8 & {0, 1}; CT* « Enc(pk, £, my);
B+ Agﬁa(gg)(pk, mstg, - - - , mst,_1,CT*); return 1 if 3 = " or 0 otherwise]

where Oq4(+, ) is the same as in experiment Expmg_'ggﬁATK()\). It is mandated that |mg| = |m4],
and if ATK = CCA then A cannot issue the decryption query Oq4(t*,CT*). We define A’s

strong—IND—nKI—ATK()\) _ Pr[Expstrong—lND—nKl—ATK(}\) _ 1] 1
= = 3| -

advantage as Adv, 5oe A,n-PKIE

Definition 10 We say that an n-PKIE scheme is strong-IND-nKI-CCA (resp. strong-IND-nKI-CPA )
strong-IND-nKI—CCA()\)

secure, if there exists no PPT adversary A who has non-negligible advantage Adv 4 | perr

(resp. AdVTEGE” ™))

Definition 11 We say that an n-PKIE scheme is strongly key-insulated secure under chosen-
ciphertext attack (resp. chosen-plaintext attack), if it is both IND-nKI-CCA secure (resp. IND-nKI-CPA
secure) and strong-IND-nKI-CCA secure (resp. strong-IND-nKI-CPA secure).
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