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Abstract. Addition modulo 23! — 1 is a basic arithmetic operation in
the stream cipher ZUC. For evaluating ZUC in resistance to linear crypt-
analysis, it is necessary to study properties of linear approximations of
the addition modulo 23! — 1. In this paper we discuss linear approxima-
tions of the addition modulo 2" — 1 for integer n > 2. As results, an
exact formula on the correlations of linear approximations of the addi-
tion modulo 2" — 1 is given for the case when two inputs are involved,
and an iterative formula for the case when more than two inputs are in-
volved. For a class of special linear approximations with all masks being
equal to 1, we further discuss the limit of their correlations when n goes
to infinity. Let k& be the number of inputs of the addition modulo 2™ — 1.
It’s shows that when k is even, the limit is equal to zero, and when £ is
odd, the limit is bounded by a constant depending on k.

Key words: Linear approximation, modular additions, linear cryptanalysis.

1 Introduction

Linear cryptanalysis [1] is one of the most powerful and general cryptanalytic
methods. Its main task is to find linear relations between the inputs and outputs
of target functions. In block ciphers, we usually find some linear relations among
keys, plaintexts and ciphertexts that hold with certian probability. If some plain-
cipher text pairs are known, some bits of the key can be recovered with high
probability [1,2]. In stream ciphers, linear cryptanalysis is usually combined
with distinguishing cryptanalysis together, and its goal is to establish a linear
distinguisher to distinguish the keystream generated by the target algorithm
from a random sequence [3,4].

For both block ciphers and stream ciphers, it is important to find an efficient
method for evaluating their resistance against linear cryptanalysis. It is known
that most cipher algorithms are usually composed of some certain components
and operations. Hence first of all we can calculate linear approximations of those
components or operations. The addition modulo 2™, specially when n is equal
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to the length of a computer word, e.g., 8, 16 or 32, is one of the most common
operations, and is widely used in the design of cipher algorithms [5-8]. Rich
results on the addition modulo 2" have been obtained, see [9-15].

The addition modulo 2™ — 1 is another important arithmetic operation [16,
17]. Some properties on the addition modulo 2™ — 1 have been explored in [18,
19]. However few results on linear approximations on the addition modulo 2" —1
can be found from public literatures. Recently a new stream cipher ZUC [20],
together with 128-EEA3 and128-EIA3, is recommended as the third suit of LTE
encryption and integrity candidate, see [21] for details. In ZUC, the addition
modulo 23! — 1 is a basic operation since the LFSR of ZUC is defined over the
prime field Fo31_4. For evaluating ZUC in resistance to linear cryptanalysis, it is
necessary to study properties of linear approximations on the addition modulo
231 — 1. In this paper, by means of known results on the addition modulo 2",
we directly derive a formula of correlations of arbitrary linear approximations of
the addition modulo 2™ — 1 with two inputs. As for the case where more than
two inputs are involved, we further give an iterative formula. What’s more, for a
class of special linear approximations with all masks being equal to 1, we discuss
the limit of their correlations when n goes to infinity. Let £ be the number of
inputs of the addition modulo 2™ — 1. It’s shows that when k is even, the limit
is equal to zero, and when k is odd, the limit is a constant depending on k.

The rest of this paper is organized as follows: In section 2, we give the defini-
tions of linear approximations and their correlations and recall some properties
on the addition modulo 2" briefly. In section 3 some basic properties of linear
approximation of the addition modulo 2™ — 1 are given, and more properties for
the case k = 2 are given in section 4. In section 5 we further discuss the limit
of linear approximations with all masks being equal to 1. Finally we conclude in
section 6.

2 Preliminaries

2.1 Linear approximation and its correlation
Let n be a positive integer. Denoted by Zs» the set of integers x such that
0 <z <2"™—1. Given an integer & € Zan, let

n—1
z = 22 g0 = 37 o
=0

be the binary representation of x, where z(? {0,1}. We call 2™ the i-th bit
of , 0 <7 < n — 1. In the rest of this paper, without further specification, we
always denote by x(9) the i-th bit of the integer x in the binary representation.
For arbitrary two integers w,x € Zan, the inner product of w and x is defined

as below .
wer = @w(i)x(i).
i=0
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Let k be a positive integer and f be a function from Z§, to Zs.. Given
k + 1 constants u, w1y, -+ ,wi € Zan, the linear approximation of the function f
determined by wu, w1, -+ ,w; is an approximate relation of the form

k
u-f(xl,---,xk)z@wi-xi, (1)
i=1

and the (k + 1)-tuple (u,wq,---,wy) is called to be a linear mask of f. The
efficiency of the linear approximation (1) is measured by its correlation, which
is defined as below

k
cory(u;wy, -+ ,wg) =2Pr(u- f(x1,--- ,2x) = @wi cx) — 1, (2)
i=1
where the probability is taken over uniformly distributed x1, - - , Tg.

2.2 Linear approximations of the addition modulo 2™

In this section we recall linear approximations of the addition modulo 2" briefly,
for more details please refer to [9, 10].

Denote by H the addition modulo 27, that is, for any z1,x2 € Zon, we have
x1 Baze = (x1 + 22) mod 2". Let (u,wq,w2) be a linear mask of the addition
B, and denote by corm(u;ws,ws) the correlation of the linear approximation
u- (x1 Bas) = wy - x1 ® wy - k9. From the linear mask (u,wy,ws) we derive a
sequence z = z,_1 - - - 2o as follows

Z zu(i)22+w§i)2+w£i), 1=0,1,---,n—1.

It’s easy to see that 0 < z; < 7 for all 0 < i < n — 1. Define

n—1
M, (u, wy, wa) = H A, (3)
i=0
where A; (j = 0,1,---,7) are constant matrices of size 2 x 2 and defined as

follows

1/31 1 1 1
A0_4<13)7A1_A2__A4_4(_1_1)7

171 -1 1/3-1

Then we have

Theorem 1 ([9]). For any given linear mask (u,wy,ws), let M, (u,wy,ws) be
defined as above. Set M, (u, w1, ws) = (M; j)o<i j<1. Then we have

M;;=Priu-(x1Ba2) =wi -1 B wr- 22N, =1 Acy =j)

—Pr(u-(z1Ba2) #wi -1 O wa-x2 A ey =i Ao = j),
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where ¢y is an initial carry bit, and ¢, is the n-th carry bit of the addition x1
and xo with the initial carry bit co. By convention ¢y = 0, we have

corg(u, wy,wz) = Mo + My p. (4)

Note that for any integers x; and xs, if ¢g = 1, then the addition of z; and
x2 modulo 2™ with the initial carry ¢q is equivalent to (z1 + 2 + 1) mod 2.
Therefore we have the following conclusion.

Corollary 1. Let r\Bre = 21 B2y B1 and (u,wi,ws) be a linear mask of
B. Denote by corg(u,wy,ws) the correlation of the linear approzimation u -
(x1Hx2) = w1 - 11 ® wy - x2. Then we have

corg(u, wi,wz) = Moy + My ;. (5)

3 Some properties on linear approximations of the
addition modulo 2™ — 1

In this section we will discuss some properties of linear approximations of the
addition modulo 2™ — 1 with k inputs, where we always assume that n > 2
and k > 2. For consistency with the definition of the addition of the prime field
Fan_1 in ZUC [20], here we make convention that the set of representatives of the
residue class modulo 2" —1 are {1,2,---,2" — 1} instead of {0,1,--- ,2" —2}.
It should be pointed out that all results in this paper can deduce the correspond-
ing ones in {0,1,---,2™ — 2} directly.

Let J={1,2,---,2" — 1}, and denote by B the addition modulo 2" — 1 as
defined in ZUC, more precisely, for any x1, x5 € J, we have

1 + X if o1 + 29 < 27,

71y = { (1 + 22 + D)mod2™ if 1 + x5 > 2™ (6)

For example, set n = 3, then J = {1,2,--- |7}, and 26 = 1, 304 = 7.

Below we consider the addition modulo 2™ — 1 over J with k inputs. For
any given linear mask (u,ws,--- ,wy), we denote by coré(u;wl, -+ ,wg) the
correlation of the linear approximation

k
U - (xlEEIEExk) = @wl - Tk
i=1

For simplicity we write corg(u;wy, -+ ,wy) as cor(u; wy, - -+ ,wg).
The following two theorems can be easily derived. In fact, Theorem 2 follows
directly from the symmetry of x1,---,xx in the addition modulo 2" — 1, and

Theorem 3 from the fact that (zfz') <« | = (z <« 1) B (' « 1) for V,2’ € J
and 1 <1 <n—1, where z < | means the cyclic shift of = to the left for [ bits.

Theorem 2. For any giwven linear mask (u;wn,--- ,wg) and an permutation
(i1, yik) of (1,--- , k), we have

cor(u;wy, -+ ,Wg) = cor(U; Wi, -+ ,W;, ). (7)
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Proof. By the definition of the correlation we only need to prove that Pr(uw -
(z,B- - Bzy) = @le wj - x;) = Pr(u- (z,8---Bay) = @?:1 w;, - xj). Define

k
Juwwy, - ywy) = { (z1,-- ,xp) € T |u(x1EEEExk):@wjxj}
j=1

By the symmetry of z1, - -+, in the addition modulo 2" —1, it’s obvious that for
any (x1,- -+ ,x) € J(uywy, - ,wy), we have (z;,, - ,2;,) € J(uywiy, -+ ,w;,),
and vice versa. So #J(u; wy, - -+ ,wg) = #J(u;wy,, -+ ,w;, ), where the notation

# denotes the cardinality of a set. Therefore

k k
Pr(u- (z,8- - Bay) = @wj cx) = Pr(u- (x,B---Bay) = @wij - xj).
j=1 j=1

|

Theorem 3. For any given linear mask (u;wi, -+ ,wg) and integer 1 < I <
n — 1, we have

cor(u;wy, - ,wg) = cor(u K Lw; <1, ,w, K I). (8)

Proof. Similarly to the proof of Theorem 2, we only need to prove that Pr(u -
(18- -HBzy) = @le wj-x;) =Pr(u-az8---Hry) = @le(wj <« l)-xj). Keep
the notation J(u;wi, -+ ,wy) as above. For any (x1,--- ,zx) € J(u; w1, -+, wy),
since (218 - Hzy) < = (x1 < )B - - -B(zp <« 1), we have

(<l o l) e Juyw &1y wg K1),

which shows that #.J(u;wy, - ,wy) < #J(u;wy; < 1, -+, w, < 1). Note that
(r 1) < (n—1) =x for any z € J, further we have

#J(uywy < 1y wy <)
<HJ(u; (wy ) K (n=1),, (w, K1) K (n—1))
:#J(U,UJ1, e awk)'

So #J(u;wr, -+ ,wg) = #J(uyw; K 1, jw, < 1), and the conclusion fol-
lows. |

3.1 The case k = 2

In this section we will derive the exact formula of cor(u;wy,ws) for any linear
mask (u,w;,ws) from Theorem 1. For any given linear mask (u,w,ws), keep
the notations z, My, (u; w1, w2) and M, ; (0 < ¢, < 1) defined in the section 2.
It’s noticed that when x; + x9 < 2", we have xlﬁxg = x1 H 29, and when
r1+x9 > 2", we have xlﬁxg = x1HaxoH1. Thus by Theorem 1 and Corollary 1,
it seems that cor(u;ws,ws) is equal to Mg o + M1 regardless of the difference
between Zy» and J. Below we give an exact formula for cor(u; wy, ws).
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Theorem 4. Let (u, w1, ws) be a linear mask of the addition B modulo 2" — 1,
and M, (u, w1, w2) = (M, j)o<i <1 be defined as above. Then we have

22" (Moo + M) +2" - c+1 )
(2 —1)2 ’

cor(u; wy,wy) =

where
=3, ifu=w; =ws and wy(ws) is even,
1, if u# w; = wy and wy(wsy) is odd,
0, ifu,wy and wy are pairwise different,
—1, otherwise,

and wy(wsy) denotes the hamming weight of wo in the binary representation.

Proof. For any given x1,22 € J, we consider z1Hz, from the following two
aspects.

First, when z1 + x5 < 2™, it’s known that x By = 21 B 2o. By Theorem 1,
we have

MO,O :PI‘(U‘(Il BHI’Q):U)l"I’l D wsy -T2 ANx1 + T2 <2n)
—Pr(u~(m1EE|a:2)7éw1-x1 D wsy -9 NI +l‘2<2n)
Since
Pr(u-(x1 Bxs) = wy - x1 ®wy - x2 Axq + 29 < 27)
+Pr(u- (1 Bag) £ w21 w23 Ay + 20 < 27)

2" +1

:Pr(ml + 29 < 2”) = W,

thus we have
2" + 1

1
PI‘(U'(IlEHl‘Q):wl'Il@wg'SCg/\Z‘1+£E2<2n):*M070+W.

2
It follows that there are 2"~2(2" + 1) + 2271 M ¢ pairs (z1,z2) satisfying u -
(x1 Bag) = wy - 21 ® we - x2 and x1 + 22 < 2" simultaneously. We consider
those pairs of the form (0,z2). When z; = 0, we get (u @ wz) - 2 = 0 due to
U - Ty = wy - To. It follows that there are 2" ~! solutions x» if © # wy and 27
solutions if u = w,. Hence there are 2"~! pairs of the form (0,z2) among the
above all pairs not in J x J if u # wy and 2™ pairs not in J x J if u = ws. By
the symmetry of z; and x5, we have the same conclusion for o = 0. In addition,
the pair (0,0) always satisfies u- (z1 Bag) = w1 -1 ws - x2 but is not in J x J.
Second, when x1 + x5 > 2™, we have 21Bry =2, By B 1. Similarly to the
above case, there are totally 2"2(2" + 1) + 22"~ M ; pairs (z1,2) satisfying
both z1 + 22 4+1>2" and u- (z1 Bz B1) = wy - x1 ® wsy - 2. Now we consider
how to remove some pairs (x1,x2) satisfying 1 + 29 + 1 = 2" from the above
pairs. Note that 21 B xzo 1 = 0, thus we only need to count pairs (z1, z2) such
that 1 + o = 2" — 1 and wy - 1 = wa - 2. Since 21 + 12 = 2" — 1 = 21 O w9,
it follows that
(’LUl EBU}Q) ST = Wy - (2n — 1). (10)
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If wy # wo, Equality (10) has 2"~! solutions; if w; = ws, when the weight of
wa, that is, the number of 1’s in the binary representation of ws, denoted by
wp(wse), is an odd number, Equality (10) has no solutions, and when wy(ws) is
an even number, it has 2" solutions.

Combine the above two cases, and we can get the desired conclusion. |

3.2 The case k > 2

Theorem 5. For any given linear mask (u, w1, - ,wy) and integer k > 2, we
have
gn _ 1221
cor(u;wy, - ,wg) o Z cor(w;wy, -+ ,wi_1)cor(u; w,wg). (11)
w=0
Proof. By the definition of the correlation cor(u;ws,--- ,wy), we have
1 DG k
. - _ 1\ (@ B Hrp )@@, wirw;
cor(u;wy, -+ , W) o 1) Z (—1)w (= Tk 1 Wiy

(w1, wk)ETH

Denote y = xlﬁ s @xk and y' = xlﬁ . @xk_l. Then we have

on_1
Z cor(w;wy, -+, wi—1)cor(u; w, wg)
w=0
1 & -
- - _ Y OB, wi-w; _ 1\ uydwy dw-
7(271_1)1«&-12 Z (=™ 1w Z( 1)w YOy SwkTk
w=0 (z1,,xp_1)eJF! z€J
1 . 2" —1
= o q)E D G D DI G Vi
(21, ,xk)ETE w=0
2TL
= gn _ 1cor(u;w1, Cee W)

4 More properties of linear approximations on the
addition modulo 2™ — 1 with two inputs

In this section we will provide more properties of linear approximations on the
addition modulo 2" — 1 with two inputs, that is, k£ = 2. First we introduce some
notations and concepts.

Let Q be the rational field. Define

= {(20) moea),
1= {(5 Y mseal
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and call a matrix in the set I (or II) to be type-I (or type-II). It is easily seen
that Ag, As, A5, Ag € T and A;, A, Ay, A7 € 11 (which are defined in section 2).
The following two properties can be easily verified.

Lemma 1. The product of arbitrary two type-I (or type-1I) matrices is a type-1
matriz.

Lemma 2. The product of a type-I matriz and a type-II matriz is a type-I1
matric.

By the definition of M, (u; w1y, ws) and Lemmas 1 and 2, we have

Lemma 3. For any given linear mask (u,wy,ws), My, (u,wy,ws) is either type-I
or type-11.

For any given square matrix M, denote by Tr(M) the trace of the matrix
M, that is, the sum of elements on the main diagonal of M. Since the trace of
an arbitrary type-II matrix is zero, thus the following conclusions hold.

Corollary 2. For any given linear mask (u,wi,ws), let z = z,—1---2¢ be a
sequence derived by (u,wi,ws). If the number of elements z; such that z; €
{1,2,4,7} is odd, i = 0,1,--- ,n — 1, then Tr(M, (u, wy,w3)) = 0.

Corollary 3. Let u € Zyn and wy(u) be odd. Then Tr(M, (u,u,u)) = 0. Thus

we have
1

2n —1

cor(u;u,u) = —

and

lim cor(u;u,u) = 0.
n—oo

Corollary 4. Let u € Zaon and wi(u) be even. Then M, (u,u,u) is type-I, that
is, Moo = My,1. Thus we have

227 . 20Mo o —3-2" + 1
(27 —1)?

cor(u; u,u) =

If all 1’s of u in the binary representation are adjacent, then we have

wig ()

L R PO U |
(2 —1)2

wig (u)
wyiv)

22 (2

cor(u;u,u) =

and )
: _wh(w)
lim cor(u;u,u) =2""2 .

n—o0

Below we give some facts on A4;, 0 < i < 7, which will be used later.
Lemma 4. 1. AgA; = %Ai, for¥V i€ {1,2,3,4,5,6};
2. AzAO = Az ZfZ S {1,2,4} and AlAO = %Az ’LfZ S {3,5,6},‘

3. AjA; =0,i€{1,2,4} and j € {1,2,3,4,5,6};
4. A1A7 = A2A7 = —A4A7 = AG-
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Now we consider a class of special linear mask (u, 1,w). Let z = z,_1 -+ 2o
be the sequence derived from (u, 1,w). It is easy to see that zo € {1,3,5,7 } and
2; €{0,2,4,6}, 1 <i<n—1.In the rest we write M, (u,1,w) as M simply.

Lemma 5. For any integers u,w € Zan, if Tr(M) # 0, then the sequence z is
of the form either {0,6}"~1{3,5} or {0,6}*{2,4}0*7.

Proof. Let r be the number of z; such that z; € {2,4},i=1,2,--- ,n— 1. We
first prove that r < 1. Assume that r > 1. Then there exist two indexes ¢ and j
such that z,2; € {2,4},1 <i < j <n—1. By Items 2 and 3 of Lemma 4, we
have A., ---A., = 0. It follows that M = 0, which contradict Tr(M) # 0.

When r =0, if zg € {1,7}, by Corollary 2, it’s known that the matrix M is
type-11, which contradict Tr(M) # 0 as well. Thus zg € {3,5}. So z is of the
form {0,6}"~1{3,5}.

When r =1, let z; € {2,4}, where 1 < j <n — 1. First we claim z; = 0 for
all 1 <14 < j. If there exists some index ¢ such that z; # 0, by Items 2 and 3
of Lemma 4, we have A, --- A, = 0, further M = 0, which is a contradiction.
Second, if zg € {1,3,5}, by Items 2 and 3 of Lemma 4, we have A, ---A,, = 0.
So z is of the form {0,6}*{2,4}0*7. |

Theorem 6. For any integers u,w € Zon, Tr(M) # 0 if and only if u = w®2¢,
where 0 < i < LNB(w® 1), LNB(x) denotes the least position where 1 appears
in the binary representation of x if x # 0, and LNB(0) =n — 1.

Proof. The necessity follows directly from Lemma 5. Below we prove the suffi-
ciency. First we prove that Tr(A%) = 27 for V¢t > 1. In fact, It is easy to calculate
two characteristic roots 0 and 27! of Ag. Thus we have Tr(A§) = 0f + (271)! =
27t

Ifi =0, ie, u=w®1, then z is of the form {0,6}"1{3,5}. Let ¢ be the
number of z; such that z; =6,¢=1,2,--- ,n — 1. Then 0 occurs in z,,_1--- 21
for n — 1 — ¢ times. Thus by Lemma 4, we have

Tr
Tr
(=
(=
(=

’I‘I‘( ) (AZ,L 10 AZO)

(2 (n—1— t)AtA )

1)w2 (n—1— t (At—i-l)

1)11}2 (TL 1— t)2 (t+1)
)

nwa—".

If ¢ > 0, then z is of the form {0,6}*{2,4}0*7 and z; € {2,4}. Let ¢ be the
number of repeats of 6 in z,,_1 - - - z;41. Then by Lemma 4, we have

Tr(M) =Tr(A,, , - A)

Tre(
(2 (n—1—i—t) AtAzlA7)
( 1)92 (n—1—i— t) (Aé+1)
( l)s (n—1—i— t)27(t+1)
=(=1)"2

5

}—‘
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where s = w® @& 1. [ |

Theorem 6 gives a sufficient and necessary condition on how to determine
whether M is type-II for any linear mask (u,1,w). From its proof we can get
the following result.

Corollary 5. For any integers u,w € Zon such that v = w @ 2%, where 0 < i <
LNB(w ®1), we have Tr(M) = (=1)*2=(=9  where

0 ifi=0andw’=0ori>0 andw® =1,
5= .
1  otherwise.

By Theorem 4 and Corollary 5, further we have
Corollary 6.

1

@12 w =0,
1,1 T w=r
COI'(TU77)_ % w:2i+171§ign71,
(22,1j11)2 otherwise
and
1 _
o w=0
cor(l;w,1) = % w=2"+1,1<i<n-—1,
—ﬁ otherwise.

Finally we give an upper bound of |cor(u; 1,w)|. For any given integer x €
Zzn7 deﬁne )
J,={x®2|1 <i< LNB(z®1)}.

Theorem 7. For any integers u,w € Zon, if w ¢ J,, then

3
-1

|cor(u; 1, w)| < (12)
Proof. If w # u® 1, by Theorem 6, we have Tr(M) = 0. Further we can get the
desired result by Theorem 4. If w = u & 1, by Corollary 5 and Theorem 4, we
have

‘Cor(u.lw)‘<22”~2_"+2"+1_2~2"+1< 3
» - (2n _ 1)2 - (2n _ 1)2 (271, _ 1)'
|
5 The limit of cor(1;1%)
In this section, we will discuss the limit of cor(1;1,--- ,1) for some integer k& > 2
——
k

when n goes to infinity. For simplicity, we denote it by cor(1;1%).
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Lemma 6. For any integers n > 2 and k > 2, we have

Z |cor(u; 1%)| < (n + 3)F!

UE Zon

Proof. Note that |J,| < n for all € Zon. When k = 2, by Theorem 7, we have

Z |cor(u;1,1)| = Z |cor(u;1,1)| + Z |cor(u;1,1)]

uEZon u€eJy uéJy
3
<>y T d 1<n+3.
u€Jy ugJy

Suppose that when k = kg, we have > |cor(u;1%0)| < (n + 3)%~L Then
UE Zgn

S leor(us 140+

UEZgn

2" —1
Z | Z cor(w; 1¥)cor(u; w, 1)]

UEZoyn wEZgn

Z Z |cor(w; 1%)cor (u; w, 1)

UEZan WEZgn

Z Z |cor(w; 1%)cor (u; w, 1)| + Z |cor(w; 1%)cor (u; w, 1))

N

WEZyn wET, weJ,
< Z Z |cor(w; 1%0)] —|— Z Z |cor (w; 1%0))|
UEZyn wEJ, ueZ2n wé J,
<n-(n+3) 14 2;1 D@ 1) (0t 3)ko~1
= (n + 3)~.
By induction the conclusion is correct. |

Lemma 7. For any integer t > 1 and i > 2, we have

¢
nh_)rr;o Z Z e Z Z cor(uy; 1) H cor(uj_1;uj,1) =0,
j=1

u1€J1 u2€Jy, Ut—1€Juy o ut@Juy_,

where ug = 1.
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Proof. By Lemma 6 and Theorem 7, we have

BDIED DR > Cor(ut;li)HCOI‘(Uj71§Uj71)|

u1€J1 uz€Jy, Ut—1€Juy o ut@Ju,_,

t—1
<2n3_1 Y Yy |cor<ut;1i>chorwj—uuwl
=

u1€J1 u2€Jy, Ut—1€Juy o ur@Ju,

S X X XY feorual)

u1€J1 u2€Jyy Ut—1€J1L172 ui ¢ J,

Ut —1

3 .
i GRE D DD R DI

u1€J1 uz€Juy u—1€Juy_,

<

i—1, t—1

< 2n71(n—i—3)Z n'=.
Since 52— (n+3)""!n!~! approaches 0 when n goes to infinity, thus the conclu-
sion holds. |
Lemma 8. For any integer k > 3, if lim cor(1;1%) exists, then

n—oo

k—1
lim cor(l;lk) = lim E E E HCOT(Uj—l;Uj71)7
n— oo n—oo .
u1 €J1 u2€Juy Up—2€Juy,_g J=1
where ug = up—1 = 1.

Proof.

nl;rréo cor(1;1%)

L k-1 .
= nl;n;o Z cor(ug; 177 )eor(1;uq, 1)
uy EZon

= lim ( Z + Z Yeor(ui; 1% 1) cor(1;ug, 1)
n—oo
wur€Jr  wuiéJq
-1 k=1 .
= nl;n;o ;J cor(uy; 1% H)cor(l;uy,1) (by Lemma 7)
ul 1

N E .1k—2 . .
—nlin;o Z Z cor(ug; 1¥7%)cor(uq; uz, 1)cor(1; ui, 1)

u1€J1 ug€Zsn

. k=2 ) .
nl;n;o Z( Z + Z Jeor(ug; 177 %)cor(uy; ug, 1)cor(1;u, 1)
u1€Jr up€Ju;  uagJu,

_ 1 L1k—2 . .
= nh_{rolo Z Z cor(ug; 1¥7%)cor(uq; ug, 1)cor(1;us, 1) (by Lemma 7)
ui€J1 ’LLQEJul

k—1
:nli_>1r01O Z Z Z Hcor(uj_l;uj,l).

u1 €J1 uz€Jy, Uk—2€Ju,_4 j=1
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Theorem 8. For any integer k > 3, if lim cor(1;1%) emists, then
n—oo

nli_)ngocor(l;lk):nli_)rgo Z Z Z H’I‘r n(uj—1,uj,1)),

w1 €J1 ug€Jy, Up—1€Jy,_, j=1
where ug = up—1 = 1.
Proof. By Theorem 4, for any linear mask(u, wy,ws), we have

5(“7 wi, w2)

cor(u; w, we) = Tr(M, (u,wr,ws)) + o1

where |0(u, w1, ws)| < K, K is some constant. Then

k-1
Z Z Z HCOI‘(Uj—l;ujﬁl)

u1 €J1 u2€Jy, up—2€Jy,_4 j=1

— Z Z Z (Tr(M,(1,u,1)) + 1u1, Hcor uj_1;u;,1)

w1 €J1 u2€Jyy Up—2€Juy 4

— A+B,

where

A= Z Z Z Tr(M,(1,u;,1) Hcoru] 1;uj, 1)

u1€J1 u2€Jy, Up—2€Juy 4
and
1 , Up
B = E E E —_— Hcoru] 13U, 1).
u1€J1 uz€Ju, Uk—2€Juy_4
Since

K k—2
T Yoo > o > T eor(wjniuy 1)

u1€J1 u2€Jy, Uk—2€Jyy_5 J=2

B| <
Bl < 5

< o > 1
u1€J1 u2€Jyy Uk—2€Juy_ 4
k n—oo
S 1" 0,
thus we have
lim cor(1;1%) = lim A.
n— o0 n— o0

Repeat the above procedure, and we always strip Mfi”l) from cor(uj_1;u;, 1),

j=2,3,---,k— 1. Then finally we can get the desired conclusion. |
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Corollary 7. lim cor(1;1%) =0 and lim cor(1;1%) = —3.
n—oo n—oo
Proof. Since M, (1,1,1) = Aj~" A7 is type-II, thus Tr(M,(1,1,1)) = 0, further

we have lim cor(1;1,1) = 0. By Theorem 8 and Corollary 6, we have
n—oo

lim cor(1;1%)
n—oo

= lim_ > Tr(M(u,1,1))Tr(M,(1,u,1))

u€Jy

n—1 ) )
:nlggogn(Mn@ +1,1,1))Te(M,(1,2" +1,1))

n—1

. H _o9—(n—1i)y  9g—(n—1i)
Jm 3 (-2 2

n—1
, 1
— _ 1 —(n—i) _ _ =
=~ Jm, ZZ_:14 T3
|

In order to deal with the general case lim cor(1;1F), for a given integer

n—oo
k > 3, we define
Ur = {uourug - - -up_oup_1|uj € Jy, ;1 <j<k—1up1 =uo =1} (13)
Then Theorem 8 can also be represented as:

Theorem 9. For given integer k > 3, if lim cor(1;1%) exist, then
n—oo

k—1
nhﬁrr;o cor(1;1%) = HILH;O Z H Tr (M, (u;—1,u;,1)).
uguy-up—1€UL j=1

For any string uguyus - - - ug_oug_1 € Uy, by the definition of J,; ,, we have
uj > 0 for 0 < j < k —1, and there is only one bit in u; different from
wj—1, that is, wu(uj—1) — wu(u;) = +1. Note that wn(ug) = 1 is odd, thus
wi (ug2), wy(uq), - - are odd and wy(uy), wy(us), - -+ are even.

When £ is even, it’s known that wy (ug_1) is even, which contradict wy (ug—1) =
1 since u,_1 = 1. It follows that Uy = (). Hence we have the following conclusion.

Theorem 10. For any even positive integer k, we have lim cor(1;1%) = 0.
n—oo

When k is odd, set up; = 1 and ugj41 = 2"l for 0 < j < % Then
Ug -+ Up_oup_1 € Ug. It shows that Uy # 0. For all odd integer k, we define

I, = {ivia - ip—1]2" = u; B uj_1,u0 - Up—2ur—1 € Up},
k-1
Iy,a = {iniz - ig-1|d = E ij, 0109 - ip—1 € I},
i=1

and denote Ny g = #1j 4.
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Theorem 11. For any odd integer k > 3, we have

k—1 s (k=1)(n—1)
> I T (ujmr, w5, 1)) = (1) = 27D = Ny -2,
uou1 - up—1€UE j=1 d=k—1

Proof. For any ug - - - ug—1 € Uy, by Corollary 5, when wy(u;) — wn(u;—1) = 1,
the sign of T'r(M,,(uj_1,u;,1)) is positive, and when wy(u;) — wn(uj—1) = —1,
the sign of T'r(M,, (uj_1;u;, 1)) is negative. So the sign of Hf;ll Tr(My(uj—1;uj,1))
is the same with Hf;ll (wr (u;)—wn(uj—1)). Note that 25;11 (wr (uj)—wn(uj—1)) =
0, it follows that the number of j such that wy (u;)—wn(u;j—1) = 1is equal to that
of j such that wg (u;)—ww(u;—1) = —1. Thus the sign of Hf;ll Tr(My(uj—1;uj,1))

equals (71)%. Then we have

k—1
Z HTT(MTL(Ujfl,Uj,l))

ug-ugp—1€Ug j=1

. k—1 A
=(-1)"= Z H 9—(n—i;)
G182 i1 €I, j=1
. (k=1)(n—1)
=(=1)7 .2-(k-Dn Z N,gd) .9d.
d=k—1

Theorem 12. For any odd integer k > 3, if li_>m cor(1;1%) emists, then

1. lim cor(1;1%) > £2=*=3) "if k =1 mod 4,

n—oo

2. lim cor(1;1%) < —12=(+=3) if L =3 mod 4.
3

n—oo

Proof. For any given ug - - ug_1 € Uy, denote 24 = u; G u;j_q, 1 < j < k-1
Then iyiz - ik—1 € Ip. Note that 27 @272 & - @21 = @] (u; Su;_1) =0,

it means that iy, s, - - -7 can be divided to two identical sets. So d = Zf;ll ij

is always even. Note that 1 < 4; < n —1,thus k-1 <d < (k—1)(d—1).
In addition, by the definition of I and I} 4, for any even integer k —1 < d <
(n —1)(k — 1), there exist i1,42, - ,ix—1 such that iyig- - ix_1 € Ij 4, that is,
Ni,q > 1. For example, when d = k — 1, set 35 = 1 for 1 < j < k — 1, then
i1 dg—1 € Iy g—1; whend = (k—1)(n — 1), seti; =n—1for 1 < j <k —1,
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then iy ---ip_1 € Ik,(kfl)(nfl)- By Theorem 11, we have
. 1k
|n11_>ngocor(1,1 )|
(k—1)(n—1)/2
— nh_{go 2—(k—1)n Z Nk,2d22d
d=(k—1)/2
Gy
: —(k—1)n 2d
Jim, 2 2. 2
d=(k—1)/2
9(k—=1)(n—1)+2 _ 9k—1

v

_ —(k—1)n

B

_Lor-9)
3

6 Conclusion

In this paper we discuss properties of linear approximations of the addition
modulo 2™ — 1. As results, an exact formula is given for the case when two
inputs are involved, and an iterative formula for the case when more than two
inputs are involved. For a class of special linear approximations with all masks
being equal to 1, we further discuss the limit of their correlations when n goes
to infinity. Let k& be the number of inputs of the addition modulo 2™ — 1. It’s
shows that when k is even, the limit is equal to zero, and when k is odd, the
limit is bounded by a constant depending on k.

Finally when both n and k trend to infinite, we give a conjecture on cor(1; 1%).

Conjecture 1. lim lim cor(1;1%) = 0.
k—oon—o0
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