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Abstract

This paper presents a fully secure functional encryption scheme for a wide class of re-
lations, that are specified by non-monotone access structures combined with inner-product
relations. The security is proven under a standard assumption, the decisional linear (DLIN)
assumption, in the standard model. The proposed functional encryption scheme covers, as
special cases, (1) key-policy, ciphertext-policy and unified-policy (of key and ciphertext poli-
cies) attribute-based encryption with non-monotone access structures, and (2) (hierarchical)
predicate encryption with inner-product relations and functional encryption with non-zero
inner-product relations.

*An extended abstract was presented at Advances in Cryptology — CRYPTO 2010, LNCS 6223, pages 191-208.
This is the full paper.
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1 Introduction

1.1 Background

Although numerous encryption systems have been developed over several thousand years, any
traditional encryption system before the 1970’s had a great restriction on the relation between a
ciphertext encrypted by an encryption-key and the decryption-key such that these keys should
be equivalent. The innovative notion of public-key cryptosystems in the 1970’s relaxed this
restriction, where these keys differ and the encryption-key can be published.

Recently, a new innovative class of encryption systems, functional encryption (FE), has
been extensively studied. FE provides more sophisticated and flexible relations between the
keys where a secret key, sky, is associated with a parameter, ¥, and message m is encrypted
to a ciphertext Enc(m,pk,T) using system public key pk along with another parameter Y.
Ciphertext Enc(m, pk, T) can be decrypted by secret sky if and only if a relation R(¥, T) holds.
FE has various applications in the areas of access control for databases, mail services, and
contents distribution [3, 8, 10, 17, 18, 23, 24, 25, 26, 28|.

When R is the simplest relation or equality relation, i.e., R(¥,T) holds iff ¥ = T, it is
identity-based encryption (IBE) [4, 5, 6, 7, 11, 13, 14, 16].

As a more general class of FE, attribute-based encryption (ABE) schemes have been proposed
[3, 8, 10, 17, 18, 23, 24, 25, 26, 28|, where either one of the parameters for encryption and secret
key is a tuple of attributes, and the other is an access structure or (monotone) span program
along with a tuple of attributes, e.g., T is a general access structure (M, (v1,...,v;)) (or a tuple
of attributes (z1,...,z;), resp.) for encryption and ¥ := (z1,...,x;) (or ¥ := (M, (V1,...,07)),
resp.) for a secret key. Here, some elements of the tuples may be empty. R(¥,T) holds iff the
truth-value vector of (T(z; = v1),..., T(x; = v;)) is accepted by M, where T(¢)) := 1 if 1 is



true, and T(v) := 0 if ¢ is false (For example, T(z =v) := 1 if z = v, and T(x = v) := 0 if
T # ).

If parameter W for a secret key is access structure (policy) (M, (v1, ..., v;)), it is called key-
policy ABE (KP-ABE). If parameter Y for encryption is (M , (v1,...,v;)), it is ciphertext-policy
ABE (CP-ABE).

Inner-product encryption (IPE) [18] is also a class of FE, where each parameter for en-
cryption and secret key is a vector over a field or ring (e.g., @ = (21,...,Zn) € F;' and
(v1,...,vn) € F for encryption and secret key, respectively), and R(V',7) holds iff
= 0, where @ - ¥ is the inner-product of  and @’. The inner-product relation repre-
sents a wide class of relations including equality, conjunction and disjunction (more generally,
CNF and DNF) of equality relations and polynomial relations.

There are two types of secrecy in FE, attribute-hiding and payload-hiding [18]. Roughly
speaking, attribute-hiding requires that a ciphertext conceal the associated attribute as well
as the plaintext, while payload-hiding only requires that a ciphertext conceal the plaintext.
Attribute-hiding FE is called predicate encryption (PE) [18]. Anonymous IBE and hidden-
vector encryption (HVE) [10] are a class of PE and covered by predicate IPE, or PE with
inner-product relations.

Although many ABE and IPE schemes have been presented over the last several years, no
adaptively-secure (or fully-secure) scheme has been proposed in the standard model except [19].
The ABE scheme in [19] supports monotone access structures with equality relations and is
secure under non-standard assumptions over composite order pairing groups. The IPE scheme
in [19] supports inner-product relations and is secure under a non-standard assumption, whose
size depends on some parameter that is not the security parameter.

No adaptively-secure (or fully-secure) ABE (even for monotone access structures) or IPE
scheme has been proposed under a standard assumption in the standard model, and no adaptively-
secure (or fully-secure) ABE scheme with non-monotone access structures has been proposed
(even under non-standard assumptions) in the standard model. In addition, to the best of our
knowledge, no FE scheme (even with selective security) has been presented that supports more
general relations than those for ABE, i.e., access structures with equality relations, and those
for IPE;, i.e., inner-product relations.

—

v =
— —
Tr - v

1.2 Our Result

e This paper proposes an adaptively secure functional encryption (FE) scheme for a wide
class of relations, that are specified by non-monotone access structures combined with
inner-product relations. More precisely, either one of the parameters for encryption
and a secret key is a tuple of attribute vectors and the other is a non-monotone ac-
cess structure or span program M = (M, p) along with a tuple of attribute vectors, e.g.,
Y= (Z1,...,74) € Fyt+m for encryption, and ¥ := (M,(V1,..., 7)€ Fatetne)
for a secret key. The component-wise inner-product relations for attribute vector compo-
nents, e.g., {Z¢- vy = 0 or not }te{17..,7i}, are input to span program M, and R(U, )
holds iff the truth-value vector of (T(@'1- 01 =0),..., T(@;-¥’; = 0)) is accepted by span
program M. Note that in this paper (e.g., Section 6), parameter (7'1,..., ;) above is ex-
pressed by I := {(t, @;) | 1 <t < d}, where 1 <t < d means that ¢ is an element of some
subset of {1,...,d}, and parameter (M, (7'1,...,v;)) above is expressed by S := (M, p),
where p in S is abused as p in M combined with (V'1,..., 0;) (see Definition 4),
Similarly to ABE, we propose two types of FE schemes, the KP-FE and CP-FE schemes

(in Sections 6 and 7), where parameter ¥ for a secret key is access structure (policy)
S:= (M, p) in KP-FE, and parameter T for encryption is S in CP-FE.



In addition, we show a generalized notion of KP-FE and CP-FE, unified-policy FE (UP-
FE) in Section 8, where a parameter for a secret key or encryption is a combination of
access structure (policy) S and attributes I', and a ciphertext can be decrypted by a secret
key when the both policies for the secret key and encryption are satisfied simultaneously.
(The notion of UP-ABE and the first UP-ABE scheme were proposed by Attrapadung
and Imai [1].)

Since the class of relations supported by the proposed FE scheme is more general than
that for ABE and IPE, the proposed FE scheme includes the following schemes as special
cases:

1. The (KP, CP and UP)-ABE schemes for non-monotone access structures with equal-
ity relations. Here, the underlying attribute vectors of the FE scheme, {?t}te{l,.“,d}
and {Wt}te{17.__,d}, are specialized to two-dimensional vectors for the equality rela-

. — — — — .
tion, e.g., @y := (1,z;) and v’y := (v, —1), where o'y - vy = 0 iff 4 = vy (see

Appendices G.1 and G.2 for KP-ABE and CP-ABE).

2. The (zero-)IPE and non-zero-IPE schemes, where a non-zero-IPE scheme is a class
of FE with R(%v,7) iff @ - ¥ # 0. Here, the underlying access structure S of
the FE scheme is specialized to the 1-out-of-1 secret sharing. The IPE scheme, is
‘weakly-attribute-hiding,” where a type of key queries are not allowed in ‘weakly-
attribute-hiding’ (see the definition in [19]), while there is no such restriction in
‘fully-attribute-hiding’ ([18]). See Appendix G.3 for our (weakly-attribute-hiding)
IPE scheme, which is slightly modified from a straightforward IPE-specialization of
our FE scheme for improving efficiency.

3. If the underlying access structure is specialized to the d-out-of-d secret sharing, our
FE scheme can be specialized to a hierarchical zero/non-zero-IPE scheme by adding
delegation and rerandomization mechanisms. We show two hierarchical (zero-)IPE
(HIPE) schemes in Appendix H, where one is payload-hiding and the other (weakly)
attribute-hiding.

e The proposed FE scheme with such a wide class of relations is proven to be adaptively
secure (adaptively payload-hiding against CPA) under a standard assumption, the de-
cisional linear (DLIN) assumption (over prime order pairing groups), in the standard
model.

Note that even for FE with the simplest relations or the equality relations, i.e., IBE, only
a few IBE schemes are known to be adaptively secure under standard assumptions; the
Waters IBE scheme [27] under the DBDH assumption, and the Waters IBE scheme [29]
under the DBDH and DLIN assumptions.

e To prove the security, this paper elaborately combines the dual system encryption method-
ology proposed by Waters [29] and the concept of dual pairing vector spaces (DPVS)
proposed by Okamoto and Takashima [21, 22], in a manner similar to that in [19]. See
Section 2 for the concept and actual construction of DPVS.

This paper also develops a new technique to prove the security based on the DLIN as-
sumption. This provides a new methodology of employing a simple assumption defined on

primitive groups to prove a complicated scheme that is designed on a higher level concept,
DPVS.

In our methodology, the top level of the security proof (based on the dual system encryp-
tion methodology) directly employs only top level assumptions (assumptions by Problems



1 and 2), that are defined on DPVS. The methodology bridges the top level assumptions
and the primitive one, the DLIN assumption, in a hierarchical manner, where several
levels of assumptions are constructed hierarchically. Such a modular way of proof greatly
clarifies the logic of a complicated security proof.

e The efficiency of the proposed FE scheme is comparable to that of the existing ABE and
IPE schemes. For example, if the proposed FE scheme is specialized to IPE, the key
and ciphertext sizes of our IPE scheme (Appendix G.3) are (3n + 2) - |G|, while they are
(2n+3) - |G| for the IPE scheme in [19], where n is the dimension of the attribute vectors,
and |G| denotes the size of an element of prime order pairing group G, e.g., 256 bits.

e It is easy to convert the (CPA-secure) proposed FE scheme to a CCA-secure FE scheme
by employing an existing general conversion such as that by Canetti, Halevi and Katz [12]
or that by Boneh and Katz [9] (using additional 7-dimensional dual spaces (Byy1,B}, )
with ng11 := 2 on the proposed FE scheme, and a strongly unforgeable one-time signature
scheme or message authentication code with encapsulation). That is, we can present a fully
secure (adaptively payload-hiding against CCA) FE scheme for the same class of relations
in the standard model under the DLIN assumption as well as a strongly unforgeable one-
time signature scheme or message authentication code with encapsulation (see Section
9).

1.3 Notations

When A is a random variable or distribution, y & A denotes that y is randomly selected from

A according to its distribution. When A is a set, y < A denotes that y is uniformly selected
from A. y := z denotes that y is set, defined or substituted by z. When a is a fixed value,
A(x) — a (e.g., A(z) — 1) denotes the event that machine (algorithm) A outputs a on input
z. A function f: N — R is negligible in A, if for every constant ¢ > 0, there exists an integer n
such that f(\) < A7¢ for all A > n.

We denote the finite field of order ¢ by Fy, and F, \ {0} by F . A vector symbol denotes
a vector representation over F,, e.g., T denotes (x1,...,2y) € F;l. For two vectors @ =
(z1,...,7,) and ¥ = (v1,...,v,), T - U denotes the inner-product > 1  x;v;. The vector
0 is abused as the zero vector in Fg for any n. X T denotes the transpose of matrix X.
Iy and 0y denote the ¢ x ¢ identity matrix and the £ x ¢ zero matrix, respectively. A bold
face letter denotes an element of vector space V, e.g., € V. When b; € V (i = 1,...,n),
span(by,...,b,) C V (resp. span{T1,..., T ,)) denotes the subspace generated by b1, ..., by,
(resp. T1,..., Zy). For vectors 7 := (z1,...,2n), ¥ = (Y1,...,yN) € IF;V and bases B :=
(b,...,by),B* = (b},...,b%), (T)s (= (21,...,2x5)5) denotes linear combination S~ | z;b;,
and () (= (y1,...,yn)B+) denotes sz\il y;by. For a format of attribute vectors n o=

. . . . _ . .
(d;ni,...,nq) that indicates dimensions of vector spaces, €’ j denotes the canonical basis vector

- Y
J ne—j |
(0---0,1,0---0) e Fpt fort =1,...,dand j =1,...,m.

2 Dual Pairing Vector Spaces by Direct Product of Symmetric
Pairing Groups

Definition 1 “Symmetric bilinear pairing groups” (q,G,Grp,G,e) are a tuple of a prime g,
cyclic additive group G and multiplicative group Gr of order q, G # 0 € G, and a polynomial-



time computable nondegenerate bilinear pairing e : G x G — Gr i.e., e(sG,tG) = e(G, G)* and
e(G,G) # 1.

Let Gppg be an algorithm that takes input 1% and outputs a description of bilinear pairing
groups (¢, G, Gr, G, e) with security parameter X.

In this paper, we concentrate on the symmetric version of dual pairing vector spaces [21, 22]
constructed using symmetric bilinear pairing groups given in Definition 1.

Definition 2 “Dual pairing vector spaces (DPVS)” (q¢,V,Gr, A, e) by a direct product of sym-
metric pairing groups (¢,G,Gr, G, e) are a tuple of prime q, N-dimensional vector space V :=
N
———
G x -+ x G overFy, cyclic group Gr of order q, canonical basis A := (a1, ...,an) of V, where
i—1 N—i
— —

a;:=(0,...,0,G, 0,...,0), and pairing e : VXV — Grp.

The pairing is defined by e(x,y) = [, e(Gi, Hi) € G where ® == (Gy,..., Gy) € V
and y = (Hy,...,Hy) € V. This is nondegenerate bilinear i.e., e(sx,ty) = e(x,y)* and if
e(x,y) =1 forally €V, then & = 0. For alli and j, e(a;,a;) = e(G, G)% where 0ij =1 1f
i =7j, and 0 otherwise, and e(G,G) # 1 € Gr.

DPVS also has linear transformations ¢; j on'V s.t. ¢; j(a;) = a; and ¢; j(ar) =0 if k # j,
i—1 N—i
— —
which can be easily achieved by ¢; j(x) := (0,...,0,G;,0,...,0) where © := (G1,...,Gn). We

call ¢;; “distortion maps”.

DPVS generation algorithm Gypys takes input 1" (A€ N) and N € N, and outputs a descrip-
tion of paramy := (q,V,Grp, A, e) with security parameter A and N-dimensional V. It can be
constructed using Gppg -

For the asymmetric version of DPVS, (¢, V,V*,Gr, A, A* e), see Appendix A.2. The above
symmetric version is obtained by identifying V = V* and A = A* in the asymmetric version.

We describe random dual orthonormal basis generator Gop, below, which is used as a sub-
routine in the proposed FE scheme.

gOb(lA’ H) = (d’ ny,... 7nd)) P paramg = (CI>G’ GTa Ga 6) <_R gbpg(lk)v w <_U F Xa

q
No:=5, Ny:=3n,+1 fort=1,...,d,

fort=0,...,d,

paramy, := (¢, V¢, Gr, Ay, e) := gdpvs(lA,Nt, paramg ),

N —

Xt,1 Uia

) u : _

Xy = : = (Xtig)ig < GL(N, Fy), : = (Veig)ig =¥ (X))

— —

X t,Ny ﬁt,Nt
bii = (Xti)a, = Z;V:tl Xtigat; fori=1,..., Ny, By:= (be1,...,bn,),

—

by, o= (Vei)a, = Yoy Vpigary fori=1,... Ny, Bf:=(bj,,...,b}y,),

gr =¢(G,G)¥, paramy; := ({paramy, }1—0, 4. 97),
return (param, {B;, B} }1—0..4)-

We note that gr = e(by;, b;;) for t =0,...,d;i=1,..., Ny



3 Functional Encryption with General Relations

3.1 Span Programs and Non-Monotone Access Structures

Definition 3 (Span Programs [2]) Let {p1,...,pn} be a set of variables. A span program
over By is a labeled matriz M := (M, p) where M is a (£ x 1) matriz over By and p is a labeling
of the rows of M by literals from {p1,...,Pn, D1,--., "Dn} (every row is labeled by one literal),
e, p:{l,.... 0} = {p1,..., Py D1, -+, “Pn}

A span program accepts or rejects an input by the following criterion. For every input
sequence ¢ € {0,1}" define the submatriz Ms of M consisting of those rows whose labels are set
to 1 by the input d, i.e., either rows labeled by some p; such that §; = 1 or rows labeled by some
—p; such that §; = 0. (i.e., v:{1,...,0} — {0,1} is defined by v(j) = 1 if [p(j) = pi] A [6; = 1]
or [p(j) = —pi] A[6; = 0], and ~(j) = 0 otherwise. Ms := (M) (j)=1, where M is the j-th row
of M.)

The span program M accepts § if and only sz € span(Ms), i.e., some linear combination of
the rows of Ms gives the all one vector T. (The row vector has the value 1 in each coordinate.) A
span program computes a Boolean function f if it accepts exactly those inputs 6 where f(6) = 1.

A span program is called monotone if the labels of the rows are only the positive literals
{p1,...,pn}. Monotone span programs compute monotone functions. (So, a span program in
general is “non”-monotone.)

We assume that the matrix M satisfies the condition: M; # 0 fori= 1,...,4

We now introduce a non-monotone access structure with evaluating map v by using the
inner-product of attribute vectors, that is employed in the proposed functional encryption
schemes.

Definition 4 (Inner-Products of Attribute Vectors and Access Structures) U; (t =1,
cooyd and Uy C {0,1}*) is a sub-universe, a set of attributes, each of which is expressed by
a pair of sub-universe id and ng-dimensional vector, i.e., (t,7), where t € {1,...,d} and
T eFr\{0}.

We now define such an attribute to be a wvariable p of a span program M = (M, p),
i.e., pi= (t, V). An access structure S is span program M = (M, p) along with variables
pi=(t,v),p = {t,v),..., ie., S:= (M, p) such that p : {1,...,0} — {(t, V), t,V"),...,
=(t, ), (', v"),...}.

Let T be a set of attributes, i.e., T := {(t,T¢) | T4 € Ft \{6)}, 1<t<d}, wherel <t<d
means that t is an element of some subset of {1,...,d}.

When T is given to access structure S, map vy : {1,...,£} — {0,1} for span program M =
(M, p) is defined as follows: For i = 1,...,4, set v(i) = 1 if [p(i) = (t, V)] Al(t, Z¢) € T
AV T =0] or [p(i) = ~(t, V)] A[(t, T'y) €T] A[V;- Ty #0]. Set v(i) = 0 otherwise.

Access structure S := (M, p) accepts T’ iﬁ? € span{(M;)(i)=1)-

We now construct a secret-sharing scheme for a non-monotone access structure or span
program.

Definition 5 A secret-sharing scheme for span program M := (M, p) is:

1. Let M be £ x r matriz. Let column vector TT = (fr,. o, f)F L F,. Then, sg :=
1. 7T = Y7_1 fx is the secret to be shared, and ST = (s1,...,80)T == M - 7T is the

vector of ¢ shares of the secret sy and the share s; belongs to p(i).



2. If span program M = (M, p) accept §, or access structure S := (M, p) accepts T, i.e.,
Te span{(M;)i)=1) with v : {1,...,£} — {0,1}, then there exist constants {o; € F |
i€ I} such that I C {i € {1,...,0} | v(i) = 1} and }_,c; a;s; = so. Furthermore, these
constants {«;} can be computed in time polynomial in the size of matriz M.

3.2 Key-Policy Functional Encryption with General Relations

Definition 6 (Key-Policy Functional Encryption : KP-FE) A key-policy functional en-
cryption scheme consists of four algorithms.

Setup This is a randomized algorithm that takes as input security parameter and format 7 :=
(d;n1,...,ng) of attributes. It outputs public parameters pk and master secret key sk.

KeyGen This is a randomized algorithm that takes as input access structure S := (M, p), pk and
sk. It outputs a decryption key sks.

Enc This is a randomized algorithm that takes as input message m, a set of attributes, I' :=
{(t, @) 7 € Fr\{0},1 <t <d}, and public parameters pk. It outputs a ciphertext
ctr.

Dec This takes as input ciphertext ctp that was encrypted under a set of attributes I', decryption
key sks for access structure S, and public parameters pk. It outputs either plaintext m or
the distinguished symbol 1.

A KP-FE scheme should have the following correctness property: for all (pk, sk) ni Setup(1*,
), all access structures S, all decryption keys skg R KeyGen(pk, sk, S), all messages m, all

attribute sets I', all ciphertexts ctr R Enc(pk, m,I'), it holds that m = Dec(pk, sks, ctr) with
overwhelming probability, if S accepts I'.

Definition 7 The model for proving the adaptively payload-hiding security of KP-FE under
chosen plaintext attack is:

Setup The challenger runs the setup algorithm, (pk,sk) X Setup(1*, 7), and gives public
parameters pk to the adversary.

Phase 1 The adversary is allowed to adaptively issue a polynomial number of queries, S, to
the challenger or oracle KeyGen(pk,sk, -) for private keys, sks associated with S.

Challenge The adversary submits two messages m9, m(Y) and a set of attributes, T', provided
that no S queried to the challenger in Phase 1 accepts I'. The challenger flips a coin
b2 {0,1}, and computes ct%b) i Enc(pk,m®) . T). It gives ctg) to the adversary.

Phase 2 The adversary is allowed to adaptively issue a polynomial number of queries, S, to
the challenger or oracle KeyGen(pk, sk, -) for private keys, sks associated with S, provided
that S does not accept I'.

Guess The adversary outputs a guess b’ of b.

The advantage of adversary A in the above game is defined as Advzp'FE’PH()\) = Pr[t) =
bl — 1/2 for any security parameter A\. A KP-FE scheme is adaptively payload-hiding secure if

all polynomial time adversaries have at most a negligible advantage in the above game.



We note that the model can easily be extended to handle chosen-ciphertext attacks (CCA) by
allowing for decryption queries in Phases 1 and 2. The advantage of adversary A in the CCA

game 1s defined as AdvﬁP_FE’CCA'PH()\) = Pr[t/ =b] — 1/2 for any security parameter \.

3.3 Ciphertext-Policy Functional Encryption with General Relations

Definition 8 (Ciphertext-Policy Functional Encryption : CP-FE) A ciphertext-policy
functional encryption scheme consists of four algorithms.

Setup This is a randomized algorithm that takes as input security parameter and format 7 :=
(d;ny,...,ng) of attributes. It outputs the public parameters pk and a master key sk.

KeyGen This is a randomized algorithm that takes as input a set of attributes, I := {(t, @ )| T4
eF,1<t< d}, pk and sk. It outputs a decryption key.

Enc This is a randomized algorithm that takes as input message m, access structure S := (M, p),
and the public parameters pk. It outputs the ciphertert.

Dec This takes as input the ciphertext that was encrypted under access structure S, the decryp-
tion key for a set of attributes I', and the public parameters pk. It outputs either plaintext
m or the distinguished symbol 1.

A CP-FE scheme should have the following correctness property: for all (pk, sk) ni Setup(1*,
), all attribute sets I', all decryption keys skr &K KeyGen(pk, sk, I"), all messages m, all access

structures S, all ciphertexts ctg R Enc(pk,m,S), it holds that m = Dec(pk,skr,cts) with
overwhelming probability, if S accepts I'.

Definition 9 The model for proving the adaptively payload-hiding security of CP-FE under
chosen plaintext attack is:

Setup The challenger runs the setup algorithm, (pk,sk) X Setup(1*, 1), and gives the public
parameters pk to the adversary.

Phase 1 The adversary is allowed to issue a polynomial number of queries, I', to the challenger
or oracle KeyGen(pk, sk, ) for private keys, skp associated with T'.

Challenge The adversary submits two messages m®, mM) and an access structure, S :=
(M, p), provided that the S does not accept any T' sent to the challenger in Phase 1.

The challenger flips a random coin b Y {0,1}, and computes ctéb) i Enc(pk, m(®,S). It
gives ctg]) to the adversary.

Phase 2 The adversary is allowed to issue a polynomial number of queries, I, to the challenger
or oracle KeyGen(pk, sk, -) for private keys, skr associated with T, provided that S does not
accept T'.

Guess The adversary outputs a guess b’ of b.

The advantage of an adversary A in the above game is defined as Advfitp":E’PH (A) :=Pr]t) =

bl — 1/2 for any security parameter \. A CP-FE scheme is adaptively payload-hiding secure if
all polynomial time adversaries have at most a negligible advantage in the above game.

We note that the model can easily be extended to handle chosen-ciphertest attacks (CCA)
by allowing for decryption queries in Phase 1 and 2. The advantage of an adversary A in the
CCA game is defined as AdviP'FE’CCA'PH()\) := Pr[b/ = b] — 1/2 for any security parameter \.

10



3.4 Unified-Policy Functional Encryption with General Relations

Definition 10 (Unified-Policy Functional Encryption : UP-FE) A unified-policy func-
tional encryption scheme consists of four algorithms.

Setup This is a randomized algorithm that takes as input security parameter and format n :=

((d¥P;nP ndKP) (dP;n$P gfp)) of attributes. It outputs public parameters pk

and master secret key sk.

KeyGen This is a randomized algorithm that takes as mput access structure SKP .= (MKP pKP)

a set of attributes, TP := {(t, 7P| TP ¢ IFnt \{0} 1 <t <d°P}, pk and sk. It
outputs a decryption key skgke pep).

Enc This is a randomized algom'thm that takes as input message m, a set of attributes, TKP :=

{(t, T¥P)|2KP ¢ Fnt \{0} 1 <t < d*P}, access structure S := (MP p°P), and
public parameters pk. It outputs a ciphertext ctpke scpy.

Dec This takes as input a ciphertext Ct(rkp scp) that was encrypted under a set of attributes
and access structure, (ITKP SP) . decryption key sk(skp pepy for access structure and a set

of attributes, (SKP, TP, and public parameters pk. It outputs either plaintext m or the
distinguished symbol L.

A UP-FE scheme should have the following correctness property: for all (pk, sk) R Setup(1*,
SKP I'CP  all decryption keys skskp rcp) K KeyGen(pk,
FKP

W), all access structures , all attribute sets

sk,SKP,FCP), all messages m, all attribute sets , all access structures SCP. all ciphertexts
Ct(pkp scp) & EnC(pk,m,FKP,SCP), it holds that m = DeC(pk,Sk(SKP7FCP),Ct(FKP7SCP)) with over-

whelming probability, if SKP accepts TKP and SP accepts I'°P.

The adaptively payload-hiding security of UP-FE under chosen plaintext attack (and chosen
ciphertext attack) are defined similarly as those of KP-FE and CP-FE. (See Definition 7 and
9.)

4 Decisional Linear (DLIN) Assumption
Definition 11 (DLIN: Decisional Linear Assumption) The DLIN problem is to guess (3 €
{0,1}, given (paramg, G,EG, kG, 0EG, okG,Y3) &K gﬁDL'N(l’\), where

GRN (1Y) : paramg := (¢, G, Gr, G, €) < Gupg(1%),
k,0,, 0 <—UFq, Yoi=04+0)G, Y 4 G,
return (paramg, G, &G, kG, 066G, 0kG, Yp),

for B S {0,1}. For a probabilistic machine £, we define the advantage of £ for the DLIN
problem as:

Advg N (N):=

pr[£00%, 01— 1] 0 Rg0N | -pr (10,0 —1 | o Sgpmay] .

The DLIN assumption is: For any probabilistic polynomial-time adversary &, the advantage
AdvBYN(N) is negligible in .

11



5 Lemmas for the Proofs of Main Theorems
We will show three lemmas for the proof of Theorems 1 and 2.

Definition 12 (Problem 1) Problem 1 is to guess [3, given (paramW,Bo,ﬁa, €30 {]B%t,ﬁ%f{, €1,
R
€titi=1,.. dii=2,..n;) ggpl(l)‘,ﬁ); where
¥ R
ggl(l)\a W) : (paramﬁv {]Btht }t:O,.‘.,d) — gob(l)\7 W)7
BS = (bEk),l? bEk)’?), ey b875), ]B:; = (b;l, aey bznt’ szTlt-i-l’ aey bz:?)’nt-f—l) fOl" t == 1, ..,d,

U
W, 20,70 < qu 60,0 = (w707070770)]}307 el,O = (w72:07070770)15307

fort=1,...,d;
— . ni—1 n, — Uon U
€t,1.:<1,0t )Eth, Zt<—Ith, ’)/t<—Fq,
nte nt nt 1
~ =
ﬁ
eO,t,l = ( w e t,1 Ont7 07”7 Vt )]Bta
— —
eg1:= ( wey, 2t 0m, Yo )Bes
e =wby; fori=2,...,n,

return (paramﬁa BO? :@87 €3,0, {Btv @:7 €3.t,15 et,i}t:l,...,d;i=2,...,nt)7
for B A {0,1}. For a probabilistic machine B, we define the advantage of B as the quantity
AdVE ()= |Pr[B(1Y, o) = 1[0 R GFH (12, 7)] - Pr[B(1Y, 0) 1|0 R P11\ |

Lemma 1 For any adversary B, there exist probabilistic machines £, whose running times
are essentially the same as that of B, such that for any security parameter A, Advlpgl()\) <
AdvEEN(X) + (d +6)/q.

Definition 13 (Problem 2) Problem 2 is to guess 3, given (paramﬁ,I/B\Bo,Bg,hZ.p,eo, {IEABt,IBBf,

R
R, i €riti=t,.. di=1,..n) — G52 (1, 1), where

R
952(1/\7 W) : (paramﬁa {Bta E:}t:(),...,d) A gob(l/\7 W)a
@0 = (bo,lu b0,3a ©y b0,5)5 ]Et = (bt,17 ) bt,’ntu bt,2nt+17 ) bt,3nt+1) for t = 1) ) d7

Y U mox -1
0,00, w «— Fy, T,u0<—IE‘q, 20 7= Uy,

— —
Z 1 U1

=74 M GL(ny,Fy), : =z Y fort =1,...d,
— —
Z tng U t,ny

hS,O = (5,0,0,50,0)@8, hT,O = (5, U0,0,(So,O)Bs, €p = (w,TZO,O,O,O)BO,
fort=1,...,d; i=1,...,ny

. . —
Tri= (07 1,0M7) € e, Sy S F

nt ¢ ng 1
=
—
oei = ( 0 €, 0, 0 44, 0 e
—
* _ — — )
1t "= ( 0 €, Ut 0 ¢4, 0 )IB%;j
—
€ti = ( W e, T Z tys Onta 0 )Bw

™ * ok ™ * 7ok
return (paramﬁ) ]BOv IB(]7 hﬁ70) €0, {]Btv Bt ) h57t7i7 et,i}tzl,..,d;z’zl,..,m)’
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for 3 S {0,1}. For a probabilistic adversary
similarly defined as in Definition 12.

B, the advantage of B for Problem 2, Advlpf()\), is

Lemma 2 For any adversary B, there exists a probabilistic machine £, whose running time

is essentially the same as that of B, such
Adv2YN(N) +5/4.

Lemma 3 Forp € Fy, let C, := {(7,7)|7

Y

that for any security parameter X\, Advlpgz()\) <

U = p} C VxV* whereV isn-dimensional vector

v
space F', and V* its dual. For all (7', 7") € Cp, for all (7", W) € Cp, Pr[ZU =7 N VZ =]

q )

—Pr[TZ=7 A VU =] =1/4Cp, where Z < GL(n,F,),U := (Z~1)T.

6 KP-FE Scheme

6.1 Construction

We define function p: {1,...,¢} — {1,...,d} by p(i) := t if p(i) = (¢, V) or p(i) = (¢, V),
where p is given in access structure S := (M, p). In the proposed scheme, we assume that p is
injective for S := (M, p) with decryption key sks. We will show how to relax the restriction in

Appendix F.
In the description of the scheme, we assume that input vector, z; = (@t1y- 0y Temy), 18
normalized such that z;; := 1. (If T is not normalized, change it to a normalized one by

(1/z¢1) - 7’1, assuming that z;; is non-zero)

Random dual basis generator Gop(1, %) is defined at the end of Section 2. We refer to

Section 1.3 for notations on DPVS.

Setup(l)‘, = (d;ny,...,ng)):

bo1,bo3, bos), Bii= (b,

« R
(paramﬁ, {Btth }t:O,...,d) — gob(l)\a W)?

17--abt,ntabt,3m+1) fOI‘t: 17"7d7

IB() = (
IBS = (ba,l’b6,3’b8,4)a Bf := (br,lv L) b;tk,ntvb;:,Qm—i-l’ ) b;tk,3nt) fort=1,...d,
pk = (

1*, params;, {@t}t:O,‘..,d),
return pk, sk.
KeyGen(pk, sk, S:= (M, p)) :

sk := {@I}t:o,...,d,

?<_U]Ff;’ ?T = (517---75€)T ::M'TTa S0 ::T'?Ta o <_UIFQ’
kg = (_507 05 ]-a 1o, 0)387
fori=1,...,¢,
. . - U U
if p(l):(t,wi = (1)1‘71,...,1)@'7%) EFqnt\{O}), 9i<—Fq, WiH]P‘;“,
nt nt ng 1
=
ki:= (  si€y+0;v, 0", i, 0 s
if p()) = (LT, TS E,
nt nt ne 1
% =~
k;k = ( 81'71‘, Ont, 71‘7 0 )]Bfa

return sks := (S, kj, k7, ..., k7).
Enc(pk, m, T :={(t, 7 := (2¢ 1, ..

W, 00, @1, C Y [, for (t,?t) erl,
co:=(w, 0, ¢, 0, ¢o)By»

Tin) €EFIN{OY) [ 1<t <dywyy:=1)) :
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nt ne ne 1

7\ N\
c = ( W, one, o, o )p, for (¢, T) eT,

car1 = gym, ctr:= (T, o, {e} 7 er Cart),
return ctr.
Dec(pk, sks := (S, kg, ki,....k7), ctr:= (I, co, {et},z,)ers car1)) :
If S := (M, p) accepts I' := {(t, @'¢)}, then compute I and {a;};cs such that
7= Y icr @i M;, where M; is the i-th row of M, and
IC{ie{l,....0} | [pi))=t7v) A (T ED A V- T =0]
— =

\ [p(z):_'(tvﬁ)l) A (tvyt)er/\ vi'xt#o} }7
K = e(co, k) 11 e(cr, k)% 11 e(cy, kr)xi/ (VT
il A p(i)=(t,7;) i€l A p(i)=—(t,70;)

return m’ = cqy1/K.

[Correctness] If S := (M, p) accepts I' := {(t, 24)},

— =
Ui T t)

e(co, k) [licr n piy=te s €€t k)™ Tlicr a p(iymmie ) €t k7)™

_—ds0+C Sasi Saisi (Vi@ 1)/ (Vi Tt)
=9 [Licr A p(i)=(t,7;) IT [Lier a p(i)=—(t,7;) 9T

O(—s0+2 ;e @isi)+HC
=gy e = g5

6.2 Security

Theorem 1 The proposed KP-FFE scheme is adaptively payload-hiding against chosen plaintext
attacks under the DLIN assumption.

For any adversary A, there exist probabilistic machines &y, €2+, and &, whose running times
are essentially the same as that of A, such that for any security parameter \,

v—1
AdVETTEPR () < AdVRHN () + > <Adv52kLN(A) + Adv?QELﬁl(A)> +e,
h=0 ’
where ngh(-) = EF (), Eapy1() i= Ea(hy-) (h=0,...,v—1), v is the mazimum number of
A’s key queries and € := (2dv + 16v +d + 7)/q.

Proof Outline of Theorem 1: At the top level of strategy of the security proof, we follow the
dual system encryption methodology proposed by Waters [29]. In the methodology, ciphertexts
and secret keys have two forms, normal and semi-functional. In the proof herein, we also
introduce another form called pre-semi-functional. The real system uses only normal ciphertexts
and normal secret keys, and semi-functional /pre-semi-functional ciphertexts and keys are used
only in a sequence of security games for the security proof.

To prove this theorem, we employ Game 0 (original adaptive-security game) through Game
3. In Game 1, the challenge ciphertext is changed to semi-functional. When at most v secret
key queries are issued by an adversary, there are 2v game changes from Game 1 (Game 2-0),
Game 2-07, Game 2-1 through Game 2-(v — 1)* and Game 2-v. In Game 2-h, the first h
keys are semi-functional while the remaining keys are normal, and the challenge ciphertext is
semi-functional. In Game 2-h™, the first h keys are semi-functional and the (h 4 1)-th key is
pre-semi-functional while the remaining keys are normal, and the challenge ciphertext is pre-
semi-functional. The final game with advantage 0 is changed from Game 2-v. As usual, we
prove that the advantage gaps between neighboring games are negligible.

14



For sks := (S, ko, oo ky) and ctr = (T, eo, {et},7,)ers Cat+1), we focus on E)* =
(ki ki, ..., k}) and € := (co, {et} @z )er), and ignore the other part of sks and ctp (and call
them secret key and ciphertext, respectively) in this proof outline. In addition, we ignore a
negligible factor in the (informal) descriptions of this proof outline. For example, we say “A is
bounded by B” when A < _)B + €(X) where €()\) is negligible in security parameter \.

A normal secret key, kg "™ (with access structure S), is the correct form of the secret
key of the proposed FE scheme, and is expressed by Eq.(1). Similarly, a normal ciphertext

— .
(with attribute set T'), €™™ is expressed by Eq.(2). A semi-functional secret key, kg™,
is expressed by Eq. (8), and a semi-functional ciphertext, €™, is expressed by Egs. (3)-(5).
A . . 7% pre-semi . . . —>pre-sem|
pre-semi-functional secret key, kg , and pre-semi-functional ciphertext, ¢, , are
expressed by Eq. (6) and Egs. (3), (7) and (5), respectively.
To prove that the advantage gap between Games 0 and 1 is bounded by the advantage of
Problem 1 (to guess 5 € {0,1}), we construct a simulator of the challenger of Game 0 (or 1)

(against an adversary A) by using an instance with 3 S {0,1} of Problem 1. We then show
that the distribution of the secret keys and challenge ciphertext replied by the simulator is
equivalent to those of Game 0 when 3 = 0 and those of Game 1 when g = 1. That is, the
advantage of Problem 1 is equivalent to the advantage gap between Games 0 and 1 (Lemma
4). The advantage of Problem 1 is proven to be equivalent to that of the DLIN assumption
(Lemma 1).

The advantage gap between Games 2-h and 2-h™' is similarly shown to be bounded by
the advantage of Problem 2 (i.e., advantage of the DLIN assumption) (Lemmas 5 and 2).

. . . . . 7% spec.pre-semi
Here, we introduce special forms of pre-semi-functional keys and ciphertexts, kg

and ¢ PP Sem', respectively, such that they are equivalent to pre-semi-functional keys and
* pre- seml Hpre seml

, respectively, except that wgrg = ag := 211;:1 gr. and rg J

77 % pre-semi

ciphertexts, kg and ¢

[F, (note that ro, wo & [, for k:

—>spec. pre semi

—>pre seml)

and ¢ . These forms of keys and ciphertexts,

—
k:g spec.pre-semi and

k * spec.pre-semi

, are simulated using Problem 2 with 8 = 1. From the definition

of these forms, can decrypt _>Spec pre-semi gy any I' when S accepts I, i.e., it

is hard for simulator By to tell (kg specpre Sem', gepeepresemy for Game 2-ht from (?g norm.
¢ for Game 2-h under the assumption of Problem 2. On the other hand, ag(= wqro) is
independently distributed from the other variables when S does not accept I' (shown in Proof
of Claim 1 by using Lernma 3). That is, the joint distribution of ?; pre-semi ond ?l'ire'semi is

7% spec.pre-semi —>spec pre-semi
Cr

equivalent to that of kg and , when S does not accept I' (i.e., B; ’s
simulation using Problem 2 with 8 = 1 is the same dlstribution as that of Game 2-h™" from
the adversary’s view). In other words, wy and ro in kg Jo & spec.pre-semi and ¢ —>Spec pre-semi (given by
B ’s simulation using Problem 2 with § = 1) are correlated for the case that S accepts I' or
for simulator 82 s view, but adversary A cannot notice the correlation since A’s queries should
satisfy the condition that S does not accept I'.

The advantage gap between Games 2-h* and 2-(h + 1) is similarly shown to be bounded by
the advantage of Problem 2, i.e., advantage of the DLIN assumption (Lemmas 6 and 2).

Finally we show that Game 2-v can be conceptually changed to Game 3 (Lemma 7).

Proof of Theorem 1 : To prove Theorem 1, we consider the following (2v + 3) games. In
Game 0, a part framed by a box indicates coefficients to be changed in a subsequent game. In
the other games, a part framed by a box indicates coefficients which were changed in a game
from the previous game.

Game 0 : Original game. That is, the reply to a key query for S := (M, p) with £ x r matrix

15



M is:
"73 = (—80, @7 1’ 7o, O)B(*)a
fori=1,...,¢, (1)
if p(i) = (t, 04), k= <szet1+evz,- Tir 0)s;,
if p(Z) _'(tv Z)a : (SZ' v 4, 7 77 @9 O)]B;a
where f <£IF7" ST .= (51,...,54)T = M~7T,so = T-?T, 0, mo <—UFq, 7 <—F t em =
(1,0,...,0) € F, and v'; € F™ \ {6)} The challenge ciphertext for challenge plamtexts
(MmO, mWY and T := {(t, ) | 1 <t < d} is:
0 -— (6, @7 7 07 SDO)B()?
Ct = ((S?t, Ont, Sot)IBt for (t, ?t) < F, (2)

Cd+1 ‘= dr m(b)

where b {0,1};9, ¢, o, ¢t Y [y, and T E Ft \ {6}}
Game 1 : Same as Game 0 except that the challenge ciphertext is:

Co ‘= ((57 7 Cv 07 900)15307 (3)
Ct 1= (6?t7 7 0™, (Pt)Bt for (t> ?t) el (4)
car1 = ggm®, (5)

where rg & Fq, T & Fg*, and all the other variables are generated as in Game 0.

Game 2-hT (h=0,...,v—1) : Game 2-0 is Game 1. Game 2-h™" is the same as Game 2-h
except the reply to the (h + 1)-th key query for S := (M, p) with £ x r matrix M, and ¢; of the
challenge ciphertext are:

kg = (_807 7 17 Mo, 0)15%87

— — — — —
ki = (Szet,l 0; V', |(ai€en +m0) Zi|y i, 0)B;,

1
ke T [T ) T 0 )
e = (07, m 0", @), for (6,7 €T, ™

where wy &2 Fy, ¢ S Fy, aT = (ay,...,a0)T = M- G, & Fq (i =1,...,0), Z J
GL(ny,Fy), Uy = (Zt_l)T fort =1,...,d, and all the other variables are generated as in Game
2-h.

Game 2-(h+1) (h=0,...,v —1) : Game 2-(h+ 1) is the same as Game 2-h™ except the
reply to the (h + 1)-th key query for S := (M, p) with ¢ x r matrix M, and ¢; of the challenge
ciphertext are:

kg := (—s0, wo, 1, mo, O)mg,

fore=1,...,¢, @)
if p(i) = (t, V), K} (Si?t1+9‘7i, m 71, 0)B;,
if p(i) = =(t, V), ki:=(s;v5, - nis 0)B:,
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Ct = ((5?& , Ont, Qot)Bt for (t, ?t) S F,

where 7, S Fg*, and all the other variables are generated as in Game 2-hT.
Game 3 : Same as Game 2-v except that ¢y and c4y1 of the challenge ciphertext are

Co ‘= (57 To, 7 Oa SOO)B(N Cd+1 = g%m(b)a

where ¢’ Ay ¢ (i.e., independent from ¢ Sy ¢), and all the other variables are generated as in
Game 2-v.

Let Adv(? (1), AdviP (), Adv@™ (1), AdvZ" ) (1) and Adv () be the advantage of A in
Game 0, 1,2-h,2-h™ and 3, respectively. Advi?)()\) is equivalent to AdvﬁP'FE’PH()\) and it is clear
that Advf)()\) = 0 by Lemma 8.

We will show four lemmas (Lemmas 4-7) that evaluate the gaps between pairs of Advfg)()\),
Advi (0), AdvZ (1), AdvE D (), AdvE P (3) for b = 0,...,0 — 1 and Adv!P(A). From

these lemmas and Lemmas 1 and 2, we obtain AdviP_FE’PH()\) = AdvEg)()\) < ‘Advg‘))(}\)—
Adv§;>(A)‘+zz;}) ‘Advf’h)()\)— Advf‘hﬂ()\)‘JrZ}’L;é ‘Advf’hﬂ()\) - Advf'(hﬂ))()\)‘Jr‘Advf”’)()\)
—Adv§’>(A)\+Adv§j)(A) < AdvET(N)+ X050 Advgd (NS0 AV, () +(2dv+61+1) /g <

Ba 41

Ea nt1

AdnglL'N()\) + Z}Vl;[l) <Adv?|;'N()\) +AdyRHN ()\)) + (2dv + 16v + d + 7)/q. This completes the
2,h
proof of Theorem 1. O

Lemma 4 For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter X, |Adv£2)()\) —
Adv'y (V)] < AdVEE(N).

Proof. In order to prove Lemma 4, we construct a probabilistic machine B; against Problem
1 using an adversary A in a security game (Game 0 or 1) as a black box as follows:

1. B is given a Problem 1 instance, (paramW,Bg,@S, €30, {Bt,@f, €841, €t H=1,...d:j=2,...n1)-
2. By plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, B; provides A a public key pk := (1%, param, {I@t}tzow,d)
of Game 0 (and 1), where BO = (bo}l,b073,b075) and Bt = (bt,la'-abt,n“bt,Berl) for
t =1,..,d, that are obtained from the Problem 1 instance.

4. When a key query is issued for access structure S := (M, p), By answers normal key
(k5 ..., ky) with Eq. (1), that is computed using {Bf };—o, . 4 of the Problem 1 instance.

5. When B; receives an encryption query with challenge plaintexts (m(o),m(l)) and I' :=
{(t,24) | 1 <t < d} from A, B; computes the challenge ciphertext (co, {eth @,z )ers Catt)
such that

co:=epgo+Choz,  cti=ar1€p1 + D o Trj€ . Capl = g5m®,
where ¢« Fy, b <> {0,1}, and (bos, €50, {€51, €t} emt....dij—2,..n,) 15 & part of the

Problem 1 instance.
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6. When a key query is issued by A after the encryption query, 31 executes the same proce-
dure as that of step 4.
7. A finally outputs bit ¢/. If b =¥/, By outputs 3 := 1. Otherwise, B; outputs 3’ := 0.
It is straightforward that the distribution by Bj’s simulation given a Problem 1 instance with

3 is equivalent to that in Game 0 (resp. Game 1), when 3 =0 (resp. = 1) since ;7 = 1. O

Lemma 5 For any adversary A, there exists a probabilistic machine B;r, whose running time

is essentially the same as that of A, such that for any security parameter A, ]Advf'h)()\) —
_ht

Advf 4 )(A)| < Advggrh (A) + (d + 3)/q, where B;h(-) = BS (h,").

Proof. In order to prove Lemma 5, we construct a probabilistic machine B;r against Problem
2 using an adversary A in a security game (Game 2-h or 2-h™) as a black box as follows:

1. By is given an integer h and a Problem 2 instance, (param+, @0, Bg, h 0, €0, {I/B\%t, Bf, hj, ;s
€15 b=1,..dij=1,..,n)-

2. B; plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, By provides A a public key pk := (1*, param—, {Iﬁ%g}t:()’._.’d)

of Game 2-h (and 2-h™), where @6 = (bo,1,b0,3,b05) and ]@%Q := (bt,1, ., by, b n,+1) for
t=1,..,d, that are obtained from the Problem 2 instance.

4. When the -th key query is issued for access structure S := (M, p), B; answers as follows:

(a) When 1 < ¢ < h, By answers semi-functional key (kf, ..., k;) with Eq.(8), that is
computed using {Bj };—o,. 4 of the Problem 2 instance.

(b) When ¢ = h+1, By calculates (kg, . .. , k) using (bo,1, bo 3, ks o, {sz, hf},w‘}t=1,...,d;j=1,...,nt)
of the Problem 2 instance as follows:

Tty bt Ok s Lok <—UIFq fort=1,....d; k=1,...,r,

B0 = Yher (96hG0 + by )

fort=1,....d; k=1,...,r; j=1,...,ng
Phug = Tthiy; + by Py = gebp,; + kb,

ko == —pso + by 3

fori=1,...,¢,
if p(i) = (t, 04), kf =35 0iph, 5+ Dpey MikDh g1
if p(i) = =(t, Vi), K= 32000 vig( gy MikD ),

where (M; )i=1,...6:6=1,...., == M.

(c) When ¢ > h + 2, By answers normal key (k, ..., k;) with Eq. (1), that is computed
using {Bj }+—o,... 4 of the Problem 2 instance.

5. When B; receives an encryption query with challenge plaintexts (m(o), m(l)) and I' :=
{(t,7'+) | 1 <t <d} from A, By computes the challenge ciphertext (co, {eth w7 )ers catt)
such that for (t, @;) € T,

co = eg + Cbo 3 + qo, C = Z?tzl T €t + qt, Cd+1 = Q%m(b)>

u U U U
where ¢ < Fy, b < {0,1}, go < span(bos), q; < span(b;3,,+1), and (bo 3, €0, {es;}i=1,. dj=1,.n;)
is a part of the Problem 2 instance.
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6. When a key query is issued by A after the encryption query, B;’ executes the same
procedure as that of step 4.

7. A finally outputs bit &'. If b = ¥/, By outputs 3’ := 1. Otherwise, Bf outputs 3’ := 0.

Remark 1 ﬁ%[)vpgtﬁﬁ%tkj fort=1,...,d;k=1,...,r;7 =1,...,n; calculated in case (b)
of steps 4 and 6 in the above simulation are expressed as:

Or =m0 + pe,  fi = g0 + [k, 80 = D_j—y fhy @0 =D _p—y Gk, Wo = ao/z0 (= aouo),
%,O = (801 Oa 07 (10(50, O)Baa ﬁﬂ = (501 wo, Oa a0607 O)Baa

nt ng nt 1
7\ 7\ 7\
—
* — = .
Poug = 0i€ 4, 0™, 9 b, 0 B
~, —
pgtk]’: ( fket,j7 Ontv gk6t7j7 0 )B:)
*7 b 7._ 9 H H g)
thJ . ( t € t,99 Tt U t,99 Tt 0 tj, 0 )Bf?
bt = ( Fo i Ty, ke 0 s
Piigj- k €ty gr Utj, 9k 0 t,j5, B

_
where 0, 20,50,{?{/,%715,]-, 0 tjtt=1,..d:;j=1,.n, are defined in Problem 2. Note that variables
{04, ¢ }e=1....d> { fios 9k th=1,...» are independently and uniformly distributed. Therefore, {k;}i—o,. ¢

are distributed as Eq. (6) except wq := ag/ro, i.e., worg = ag, using ag and ry := 2 & F, in ¢
(Eq. (3)).

Claim 1 The distribution of the view of adversary A in the above-mentioned game simulated
by By given a Problem 2 instance with 3 € {0,1} is the same as that in Game 2-h (resp. Game
2-h* ) if =0 (resp. B =1) except with probability (d + 2)/q (resp.1/q).

Proof. It is clear that B; ’s simulation of the public-key generation (step 2) and the «-th key
query’s answer for ¢« # h+ 1 (cases (a) and (c) of steps 4 and 6) is perfect, i.e., exactly the same
as the Setup and the KeyGen oracle in Game 2-h and Game 2-h™.

Therefore, to prove this lemma we will show that the joint distribution of the (h 4 1)-the
key query’s answer and the challenge ciphertext by B;r ’s simulation given a Problem 2 instance
with 3 is equivalent to that in Game 2-h (resp. Game 2-h), when 8 =0 (resp. 8= 1).

When g = 0, it is straightforward to show that they are equivalent except that § defined
in Problem 2 is zero or there exists ¢ € {0,...,d} such that 77y = ﬁ, where 7'y are defined in
Egs. (3) and (4), i.e., except with probability (d + 2)/q.

When 3 = 1, the distribution by B3 ’s simulation is Eq. (6) for the key and Egs. (3), (5),
and (7) for the challenge ciphertext, where the distribution is the same as that defined in these
equations except wg := ag/rg, i.€., worg = ag, using ag := 1. 77T and rg S Fq in ¢ (Eq. (3))
from Remark 1. The corresponding distribution in Game 2-h™ is Eq. (6) and Egs. (3), (5), and
(7) where 79, wp & [F, as defined in the equations.

Therefore, we will show that ag is uniformly and independently distributed from the other

variables in the joint distribution of B; ’s simulation. Since ag := 1. g 7T is only related to
—
(at,...,a0)T := M- g7 and U; = (Z{l)T holds, ag is only related to {E}i}i:17,__7g, {W;}iz1,.0
—
and {?t}tZL..,,dv where WZ = (ai?t,l—i—mﬁi)-Zt = ((ai, 0,..., 0)—}—7@72')-215 and w; := ai?)i-Zt

in Eq. (6) for i = 1,...,¢, and 7y := @4 - Uy in Eq. (7) for t = 1,...,d with ¢ := p(i). (p is
defined at the start of Section 6.) With respect to the joint distribution of these variables, there
are five cases for each i € {1,...,¢}. Note that for any ¢ € {1,...,¢}, (Z;,Uy) with t := p(i) is
independent from the other variables, since p is injective:
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1. y(i) =1and [p(i) = (t, V) A (t, T, €T A v;- x4 =0].
Then, from Lemma 3, the joint distribution of (w;, 7°¢) is uniformly and independently
distributed on C,, := {(W, 7)|w - 7 = a;} (over Z; s GL(n,Fy)).

2. 4(i) =1 and [p(i) = =(£,T3) A (T el A Ty Ti 0]

Then, from Lemma 3, the joint distribution of (%l, 7’¢) is uniformly and independently
distributed on C( (over Z; & GL(n, Fy)).

i Te)a

3. y(i) =0 and [p(i) = (t, V) A (t, @) €] (ie., V- T4 #0).
Then, from Lemma 3, the joint distribution of (W, 7;) is uniformly and independently

distributed on Ci7,.%,).r,4a, (OVer Z & GL(ny,F,)) where m; is defined in Remark
1. Since m; is uniformly and independently distributed on [F,, the joint distribution of
(W;, 7¢) is uniformly and independently distributed over F q2m.

4. v(i) =0 and [p(i) = =(t, V) A (t, 7)) €T] (ie., Vi @4 =0).

Then, from Lemma 3, the joint distribution of (ﬁl, 7¢) is uniformly and independently
distributed on Cy (over Z; & GL(n, Fy)).

Then, the distribution of w; is uniformly and independently distributed on Fg (over
7, & GL(ny, Fy)).

We then observe the joint distribution (or relation) of ay, {E’i}izl,_,,g,{%i}i:h_,,g and
{?t}t:h“,d. Those in cases 3-5 are obviously independent from ag. Due to the restriction
of adversary A’s key queries, T ¢ span{(M;),(;)=1). Therefore, ag := 1. ¢ 7T is independent
from the joint distribution of {a; := M; - g'T | v(i) = 1} (over the random selection of g),
which can be given by (W, 7'¢) in case 1 and (%}Z, 7’¢) in case 2. Thus, ag is uniformly and
independently distributed from the other variables in the joint distribution of B; ’s simulation.

Therefore, the view of adversary A in the game simulated by B;r given a Problem 2 instance
with 3 = 1 is the same as that in Game 2-h™ except that § defined in Problem 2 is zero i.e.,
except with probability 1/q. O

This completes the proof of Lemma 5. O

Lemma 6 For any adversary A, there exists a probabilistic machine Bo, whose running time
+

is essentially the same as that of A, such that for any security parameter A, \Advf'h )()\) —

AT () < AdVE2 | (A) + (d +3)/q, where By ia () == Ba(h, ).

Ba 1

Proof. In order to prove Lemma 6, we construct a probabilistic machine Bs against Problem
2 using an adversary A in a security game (Game 2-h* or 2-(h + 1)) as a black box. By acts in
the same way as B; in the proof of Lemma 5 except the following two points:

1. In case (b) of step 4; kj is calculated as

ko = =D+ 7obpo + b 3,

where r{, & Fy, ﬁ; o is calculated from hj o and bj, as in the proof of Lemma 5, and
B* := (b1, b9, bf 3) is in the Problem 2 instance.

2. In the last step; if b =¥, By outputs 3’ := 0. Otherwise, By outputs 3 := 1.
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When 8 = 0, it is straightforward that the distribution by Bs’s simulation is equivalent to
that in Game 2-(h + 1) except that § defined in Problem 2 is zero, i.e., except with probability
1/q. When 3 = 1, the distribution by By’s simulation is equivalent to that in Game 2-h™* except
that § defined in Problem 2 is zero or there exists t € {0,...,d} such that 7, = 0 are defined
in Egs. (3) and (4), i.e., except with probability (d + 2)/q. |

Lemma 7 For any adversary A, Adv(3)()\) < Adv(2 V)( A)+1/q.

Proof. To prove Lemma 7, we will show distribution (param—, {@t}tIO,.‘.,da {skéj)*}j:h“’l,, c) in
Game 2-v and that in Game 3 are equivalent, where skg )* is the answer to the j-th key query,
and c is the challenge ciphertext. By definition, we only need to consider elements on Vg or V.

We define new bases Dy of Vg and IDj of V{; as follows: We generate ¢ & Fy, and set
d(]72 = (0, 1,-6,0, O)B = bo,g - €9b0,3, d673 = (0, 0,1,0, O)]B = b3’3 + 91)3’2.

We set Do = (bo’l,do,g,bo,g, b0,4, b0,5), ]D)S = (bs,lv b8,27d(>§,3? b674’ b3,5)' We then easily Verify
that Dy and Df are dual orthonormal, and are distributed the same as the original bases, By
and Bj.

in Game 2-v are expressed over basee By and Bj as k((]) = (- 5((]]) w(() ),1 n(j) 0) By, CO =
(67 TO7C707§00)30- Thena

k[()J)>|< ( S(()]),U)é )7 1777(() )70) B — ( SE) )7w(()]) +95 ]-577(()J)50>]D)8 = (_séj)’ﬁéj)7 ]-577(()”70)]])87

where 19(] )= w((f ) + 6 which are uniformly, independently distributed since w(()j ’ Y F,.

Co = (57 To, Cv 07 SOO)B() = ((57 70, C + 7‘097 07 (100)]1])0 = (67 To, C/7 07 SOO)JD)O

where (' := ( + r¢f which is uniformly, independently distributed since 6 & F,.

In the light of the adversary’s view, both (By,Bfj) and (Dg,Dj) are consistent with public
key pk := (1*, param—, {I@t}tzo ’’’’’ 4)- Therefore, {skg)*}jzl,m,y and ctr can be expressed as keys
and ciphertext in two ways, in Game 2-v over bases (Bp, Bj) and in Game 3 over bases (D, D).
Thus, Game 2-v can be conceptually changed to Game 3 if rg # 0, i.e., except with probability
1/q. 0

Lemma 8 For any adversary A, Adv(3)()\) 0.

®3)

Proof. The value of b is independent from the adversary’s view in Game 3. Hence, Adv ;" (\) =
0. 0

7 CP-FE Scheme

7.1 Construction

p:A{l,..., ¢} — {1,...,d} is defined at the start of Section 6. In the proposed scheme, we
assume that p is injective for S := (M, p) with ciphertext cts. We will show how to relax the
restriction in Appendix F.

In the description of the scheme, we assume that input vector 7'y := (1, Tp,) 1S
normalized such that x;; := 1. (If T; is not normalized, change it to a normalized one by
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(1/xe1) - 7', assuming that xy, is non-zero). In addition, we assume that input vector V=
(Vi1,-..,0in,) satisfies that v; ,, # 0.

Random dual basis generator Gop(1*, ) is defined at the end of Section 2. We refer to
Section 1.3 for notations on DPVS.

Setup(lA, o= (diny,...,ng)) : (param—, {B¢, B} }+—0,...a) & gob(ﬂ, ),
Bo := (bo.1,b03,b05), By:= (by1,... by, bian,41) fort=1,....d,
By = (b1, 055, 65.4), B i= (b1, b}, bfoms1s e+ Dlgn,) fort=1,....d,
pk = (

1%, param—, {B: }1—o...q), sk := {B} }i—o. .4,

return pk, sk.

KeyGen(pk, sk, I':={(t, 7 := (z41,...,2Z¢n,) €FJ\ {ﬁ}) |1 <t<d, z¢7:=1}):
67 Yo (_U ]Fq, ?t <—U ]F;t such that (t, ?t> [ F7
kO = (55 05 ]-a ®o, O)BE;)

nt nt nt 1
=~
k? = ( (5?15, 0", ?t, 0 )]B;‘ for (t, ?t) erl,
skr := (I, kg, {7 F e, 7 )er)

return skp.

Enc(pk, m, S:= (M, p)):
— R — = U .
f<_]F(;7 ?T::(Sly--wsf)T::M'fTv S0 ‘= 1'fT7 7707771‘;(91’7((_Fq (2217"76)7
Cy ‘= (_307 07 C7 07 nO)Bo')

fori=1,...,¢,
. . —
if p(’L) = (ta ?l = (vi,l? B Ui,nt) € F;t \ { 0 }) (Ui,nt 7& 0)7
ne ne nt 1

ci= ( si€n+6;v, 0", 0", M B

if p(l) = _'(t7 71)7
nt nt nt 1
=~

ci:= ( Si V4, 0, 0, N )Bes

Cd+1 = 9%7717 CtS = (Sa Cp,C1,...,Cy, Cd—i—l)v

return cts.

Dec(pk, skr := (I, kg, {k; } (1, 7,)er)s cts == (S,co, €1, .., ¢, Cat1))
If S := (M, p) accepts I' := {(¢, 7'¢)}, then compute I and {a;};cs such that
1= > icr @iM;, where M; is the i-th row of M, and
IC {ie{l,....0} [p(i))=@#7V) A (t,Z) €T A Wy T =0
Vo lp(@) ==t V) A (G T) el A U Te #0]
K:i=cleo,ky) ] elenk)™- I1 e(ci, ki) (T T,
i€l A p(i)=(t,v;) i€l A p(i)==(t,7';)

return m’ = cq;1/K.

[Correctness] If S := (M, p) accepts I := {(¢, 7'¢)},
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e(co k) Ticr n piy=te s €(€is kD) - Tlicr a pliymmie ) €(cis ki) 000
_ g—580+(: H

b8 dau; z( i )/('Uz )
iel A p(i)= (t?i)gTas HiEI/\p(i):ﬁ(n?)gTas v o

d(—s +ZZ a;s;)+C
—gp = g5

7.2 Security

We can prove adaptively payload-hiding security for the CP-FE scheme similarly as the proposed
KP-FE case (Theorem 1).

Theorem 2 The proposed CP-FE scheme is adaptively payload-hiding against chosen plaintext
attacks under the DLIN assumption.

For any adversary A, there exist probabilistic machines &1, 52+, &o, whose running times are
essentially the same as that of A, such that for any security parameter A,

Adv CP FE,PH ()\) < AdV?lLIN —|— Z <AdVDLIN + AdVDLIN ()‘)> €

Ea ht1

where ngh(-) = EF (R, ), Eapy1() i= Ea(hy-) (h=0,...,v—1), v is the mazimum number of
A’s key queries and € := (2dv + 16v + 2d + 8)/q.

Proof Outline of Theorem 2: As in the proof of Theorem 1, we follow the dual system
encryption methodology proposed by Waters [29], at the top level of strategy of the security
proof. In addition, the description of the game transformation is very similar to that of Theorem
1, and the three forms of ciphertexts and secret keys, normal, semi-functional, and pre-semi-
functional, are also used as before. Therefore, here, we only describe these forms of ciphertexts
and secret keys for the proof of Theorem 2. .

For skp := (T, ko,{kt} t,7yer) and cts == (S,¢q,c1,...,¢r,¢441), we focus on ki =
(Ko, kit 70 )er) and Cs := (co,c1,...,¢), and ignore the other part of skp and ctg (and
call them secret key and ciphertext, respectively) in this proof outline.

A normal secret key, ?1’: norm (with attribute set I'), is a correct form of the secret key of the

—’norm

proposed CP-FE scheme, and is expressed by Eq. (9). Similarly, a normal ciphertext ¢ g™ :=

(co, ... ce) (with access structure S) is Eq.(10). A semi-functional secret key, k’fsemi, is

Eq. (16), and a semi-functional ciphertext, €™ is Egs. (11)-(13). A pre-semi-functional secret
_>* pre- semi —>pre semi

key, k1. , and pre-semi-functional ciphertext, , are Eq. (14) and Egs. (11),(15) and

(13), respectlvely

Proof of Theorem 2: To prove Theorem 2, we consider the following (2v1 + v2 + 3) games.
In Game 0, a part framed by a box indicates coefficients to be changed in a subsequent game.
In the other games, a part framed by a box indicates coefficients which were changed in a game
from the previous game.

Game 0 : Original game. That is, the reply to a KeyGen query for I' := {(¢, @';)} are:

ks = (67 @7 17 ©0, O)IBE;?
k= (07, [0"], B, O)g, for (¢, 7) €T,

where § < FJ ¢o S Fy, Bt 2 Fgt for (¢, 7'¢) € I'. The challenge ciphertext for challenge

9)

plaintexts (m(©), m™M) and access structure S := (M, p) is

23



co = (—s0, [0} , 0, 70)By»

fori=1,...,¢,
if p(Z) = (t, 71 s C; .= (Si?t,l + 0;71, , Ont, m)Bt, (10)
if p(i) = —(t,04), €= (04, [07], 0™, n)s,,

Cd+1 = g%m(b),

7

where ? Ri Fy, S i= (s1,...,8)T = M - ?T, S = 1. ?T, no, 0; & F, 77 & Fgt for
i=1,...,¢, and ?t,l =(1,0,...,0) € Fgt.
Game 1 : Same as Game 0 except that the challenge ciphertext (co, ..., cp, cqr1) is:
Co = (_507 7 Cv 0, 770)1303 (11)
fori=1,....,¢,
if p(i) = (t,04), €= (si€e1 +0; v, |[Wi| 0™, mi)s,, (12)

. . j
if p(i) ==, ), ¢i:=(s;04 | Wi} 0™, n;)p,,

Cd+1 = g%m“’), (13)
u — = U, . . .
where wg «— Fy, w;, w; < Fg* fori=1,...,¢, and all the other variables are generated as in

Game 0.

Game 2-h™ (h =10,...,v —1) : Game 2-0 is Game 1. Game 2-h" is the same as Game
2-h except that k} for ¢t = 0 and (t, 7'¢) € I of the reply to the (h 4 1)-th KeyGen query, and
(c1,...,cp) of the challenge ciphertext are:

k= (5 1 0)g=,
0 ( ;IL—OL_): ®o, LO . (14)
ki =07, | @¢-Ul|, ¢+, 0)p, for (t, x¢) €T,

if p(i) = (t, V), ¢ = (si€t1+0;0i, |(a;€tq1+m0s) Z) O, 0i)B,, (15)

if p(i) = ~(t. T1), €= (500, |aiTi Zi) 0™, m)s,.

— Vmr —T _ T._ —T U C_ u
a’ = (a,...,a) =M -g", mp—F, fori=1,....¢, Z; —

GL(ny,Fy), Uy == (Z;l)T for t =1,...,d, and all the other variables are generated as in Game

2-h.

Game 2-(h+1) (h=0,...,v—1) : Game 2-(h+1) is the same as Game 2-h™ except that

k; for (t,2';) € T of the reply to the (h + 1)-th KeyGen query, and (c, ..., ¢;) of the challenge

ciphertext are:

U
where rg « [y,

k§ = (0, o, 1, ¥o, O)ES’ (16)
kf:= (62, |0™] By, O)p, for (t,74) €T,
fori=1,...,¢,

— — [=
C; := (Si €t1 + 61 Vi, | Wyl 07“7 ni)Bt)

if p(i) = (&, V)

if IO(Z) = _‘(tv 71)7 C; = (Si?z} w;l|, 0™, 77@')1&57
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where W, %}Z & Fgt fori=1,...,¢ and all the other variables are generated as in Game 2-h7T.
Game 3 : Same as Game 2-v except that ¢y and c4y1 of the challenge ciphertext are

Co = (_807 wo, a 07 770)1307 Cd+1 = gém(b)»

where ¢’ S F, (i.e., independent from ¢ S F,), and all the other variables are generated as in
Game 2-v.

Let Advi?)()\) be AdviP'FE’PH()\) in Game 0, and Advfi)()\) Adv (2 n )()\), Advg_h)()\) j (N
be the advantage of A in Game 1,2-h,2-h™", 3, respectively. It is clear that Advf)(/\) 0 by

Lemma 13.

We will show four lemmas (Lemmas 9-12) that evaluate the gaps between pairs of Adv&?) (N,
Adv.(j)()\) Adv(2_h)()\) Adv(2_h+)()\) Adv' (hH))()\) for h = 0,...,v — 1. From these lemmas
and Lemmas 1 and 2, we obtain Advjp FEPH(N) = Advg)( ) < ‘Advfg)()\) —Advﬁ)()\)‘ +

hb A0 = AdVETD )|+ (AT () = AV () |+ Adv ) () - Adv ()
+AVP (V) < AdVEE(Y) + ) Advi2 (V) + ST AdVE, (V) + (2 + 6+ d +2)/g <
2,h

Ea ht1

AdvE2-N(N) + Sy <AdvDL'N()\)+ AdvBtN ()\)) + (2dv 4+ 16v + d + 10)/q. This completes the
proof of Theorem 2. O

Lemma 9 For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter X, |/—\dv52)()\) —

AV (V)] < AdVEL(N) + (d+ 1)/q.

Proof. In order to prove Lemma 9, we construct a probabilistic machine B; against Problem
1 using any adversary A in a security game (Game 0 or 1) as a black box as follows:

1. By is given Problem 1 instance (paramﬁ,Bo,]/B\%E’;,eg,o, {Bn@f,eﬁ,t,het,j}t:1,...,d;j:2,...,nt).
2. Bj plays a role of the challenger in the security game against adversary A.
3. At the first step of the game, B; sets

Do := By, D} := B}, Do := (bo1,b03,bos), Df:= By,

Dy = (dtj)j=1,..3n4+1 = (br2, .., bene be1, bty -, b 3n,41),

Dt = (dt,j)1=1,~-.,3m+1 = (bt,Qa - bt e Yt Ytng+10 000 t,3nt+1)7
L A L * * *
Dy := (dt,lv s ?dt,nt’ dt73nt+1)7 t = (dt,la s 7dt,ntv dt,2nt+1’ R dt,3m)’

fort = 1,...,d. B obtains ]Dt and ]D)* from B; and Bt in the Problem 1 instance, and
returns pk := (1’\,param ADy Y 0,.d) to A.

4. When a KeyGen query is issued for attribute sets I', 51 answers normal key skp computed
using {Dj }1—o,.. 4-

5. When Bj receives an encryption query with challenge plaintexts (m(o),m(l)) and S :=
(M, p) from A, B; calculates the challenge ciphertext (co, ..., ¢, cq4i1) as follows:

._ N1 - . C. (b
co = —soep0 + Cbos, €= ¢ijejp1t CGipeprn fori=1,....0 cay1 = g5m®),
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2T —> — U
Whereb<—{0 1} f<—F = (s1,...,80)% == M - f =1 f1 0;,¢ < F,
fori=1,...,4, cz:—sletl—i—e Uzlfp() (t, ;) or C; =80 Z1fp() (t, V') for
1=1,... ,E, and €3,0,b0,3,€34¢.1,{€t;}j=2,..n are from the Problem 1 instance. By gives
the challenge ciphertext to A.

6. When a KeyGen query is issued by A after the encryption query, B; executes the same
procedure as that of step 4.

7. A finally outputs bit t/. If b =/, By outputs 3’ := 1. Otherwise, By outputs 5’ :=

When G = 0, it is straightforward that the distribution by Bi’s simulation is equivalent to that
in Game 0. When (8 = 1, the distribution by Bj’s simulation is equivalent to that in Game 1
except for the case that sp = 0 or there exists an i € {1,...,¢} such that ¢; ,, = 0, i.e., except
with probability (¢ +1)/q < (d+1)/q since ¢ < d. 0

Lemma 10 For any adversary A, there exists a probabilistic machine B; , whose running time
is essentially the same as that of A, such that for any security parameter X, ’Ade h)()\) —
AV ()] < AdvE2 (N) + (d + 3)/g. where B, () := BS (h, ).

Proof. In order to prove Lemma 10, we construct a probabilistic machine B; against Problem
2 using an adversary A in a security game (Game 2-h or 2-h™) as a black box as follows:

1. By is given an integer h and a Problem 2 instance, (param+, {I@t, B }i—o,..d, h . €0, {hg 10
€t Ft=1,.dij=1,..n:)-

2. Bj plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, By prov1des A a public key pk = (1*, param—, {I/B\%g}t:()w,d)

of Game 2-h (and 2-h™), where IBO = (bo,1,b0,3,bo5) and IB%t = (b1, .., bty brgn,+1) for
t=1,..,d, that are obtained from the Problem 2 instance.

4. When the i-th key query is issued for attribute I' := {(t, @';)}, By answers as follows:

(a) When 1 < ¢ < h, Bf answers semi-functional key (Ko, {k7 }e, 7 0)er) with Eq. (16),
that is computed using {B}};—o, . 4 of the Problem 2 instance.

(b) When ¢ = h+1, B;r calculates (kg, {k;‘}(tjt)ep) using b8’3, h:&o, {hat,j}tzl,“,d;jzlwnt
of the Problem 2 instance as follows:

ki =hio+bhs,  Ki= Y ahl, for (t,7) €T

(c) When ¢ > h + 2, By answers normal key (Ko, {ki Y7 )er) With Eq. (9), that is
computed using {B} };—o, . 4 of the Problem 2 instance.

5. When B;r receives an encryption query with challenge plaintexts (m(o),m(l)) and S :=
(M, p) from A, By computes challenge ciphertext (co, ..., ¢z, cqar1) as follows:

ﬂé,ut,g;,ﬁkglﬁ‘q fort=1,....d; k=1,...,r,

fo = 2>"k—1 (gs€0 + fixbo,1) ,
fort=1,....d; k=1,...,r; 7=1,...,ny4

frji=me;+ ubej,  firj = gre; + trbej,
U _
¢ —Fy co:=—Jfo+(Cbos+ qo,
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fori=1...,¢,
if p(i) = (t, Vi), ci=>00 vijfeg+ Yhey MigFrra + @i,
if p(i) = (6 T0) €= 250 00g (Choy MigFeg) + @i

carr = gym®,

U U
where (M )i=1,....;k=1,....r := M, qo < span{bg ), and g; < span(by 3,,+1) and (bo,1, b3,
€o,{€tj =1, dj=1,.n,) is a part of the Problem 2 instance. B; gives the challenge
ciphertext to A.

6. When a KeyGen query is issued by A after the encryption query, B; executes the same
procedure as that of step 4.

7. A finally outputs bit ¥'. If b = b/, By outputs ' := 1. Otherwise, By outputs 3" := 0.

Remark 2 _ﬂ),f@j,ﬁkd fort=1,....,d;k=1,...,r;5 =1,...,n calculated in the step 5 in
the above simulation are expressed as:

mp =TTy, O = mw + e, gk o= 7'92;7 [k = grw + ik,

80 1= D p—1 Jhr @0 =3 _f—1 gk, Wo = ao/uo (= aoZo),
fO = (30,’[1)0,0,0,0)]]3307

nt ne n 1
=
fri = ( et?t,jv 7Tt7t,j7 0re, 0 B
rs —
frr = ( fe €, 9k 7 tj, 0, 0 B,

where 7, w, ug, {?t,j, 7t,j}t:l,...,d;j:l,...,nt are defined in Problem 2. Note that variables {6;, 7 }1=1, . 4,
{fe: gk }k=1,.. , are independently and uniformly distributed. Therefore, {c;}i=o,. ¢ are dis-

tributed as (11) and (15) except wg := ag/ro, i-e., wore = ap, using ag and ¢ := ug 2 F, in k;
(Eq. (14)).

Claim 2 The distribution of the view of adversary A in the above-mentioned game simulated
by By given a Problem 2 instance with 3 € {0,1} is the same as that in Game 2-h (resp. Game
2-h* ) if =0 (resp. B =1) except with probability (d +2)/q (resp. 1/q).

Proof. It is clear that B; ’s simulation of the public-key generation (step 3) and the ¢-th key
query’s answer for ¢+ # h+ 1 (cases (a) and (c) of step 4) is perfect, i.e., exactly the same as the
Setup and the KeyGen oracle in Game 2-h and Game 2-h*.

Therefore, to prove this lemma we will show that the joint distribution of the (h + 1)-th
key query’s answer and the challenge ciphertext by B; ’s simulation given a Problem 2 instance
with 3 is equivalent to that in Game 2-h (resp. Game 2-h™"), when 3 =0 (resp. 3 =1).

When g = 0, it is straightforward to show that they are equivalent except that ¢ defined
in Problem 2 is zero or there exists i € {0,...,¢} such that w; = 0 with p(i) = (t,7;) or
w; = 0 with p(i) = =(t, v';), where w; and w; are defined in Egs. (11) and (12), i.e., except
with probability (¢ + 2)/q < (d + 2)/q since ¢ < d.

When 3 = 1, the distribution by B;’s simulation is Eq. (14) for the key and Egs. (11), (13),
and (15) for the challenge ciphertext, where the distribution is the same as that defined in these
equations except wy := ag/ro, i.e., worg = ag, using ag := 1. 7T and rg & F, in k§ (Eq. (14))
from Remark 2. The corresponding distribution in Game 2-h* is Eq. (14) and Egs. (11), (13),

and (15) where 79, wy & F, as defined in the equations.
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Moreover, similarly as in the proof of Claim 1, we can show that ag is uniformly and
independently distributed from the other variables in the joint distribution of B, ’s simulation.
Therefore, the view of adversary A in the game simulated by B;“ given a Problem 2 instance
with 3 = 1 is the same as that in Game 2-h™ except that § defined in Problem 2 is zero i.e.,
except with probability 1/q. O
This completes the proof of Lemma 10. O

Lemma 11 For any adversary A, there exists a probabilistic machine By, whose running time
_ht+

is essentially the same as that of A, such that for any security parameter X, \Advf 4 )()\) —

Adv(T PN < AdVE? | (A) + (d+3)/q, where By pyi () = Ba(h, ).

Proof. The proof of Lemma 11 is similar to that of Lemma 6. ad
Lemma 12 For any adversary A, Advf'y)(A) < Advf)(A) +1/q.
Proof. The proof of Lemma 12 is similar to that of Lemma 7. O

Lemma 13 For any adversary A, Advf)()\) =0.

8 UP-FE Scheme

8.1 Construction

In order to obtain a UP-FE scheme, we combine the KP-FE scheme in Section 6 and the CP-
FE scheme in Section 7 using the first vector space V( of dimension 8, instead of dimension
5. In the security proof, the semi-functional form of secret keys (resp.ciphertexts) has 2-
dimensional random component in span(bg 5, bj 4) (resp.span(bo3,bo4)). For our KP-FE and
CP-FE schemes, the corresponding random components are in 1-dimensional subspace of Vj
(see Sections 6 and 7).

p:A{l,....0} — {1,...,d} is defined at the start of Section 6. In the proposed scheme, we
assume that p is injective for S := (M, p), where S := SKP §CP,

In the description of the scheme, we assume that input vectors, z KP := ( xtKEt)
and TP = (:):tClP,.. xtcf;), are normalized such that xff = 1 and 2} = (If TP
(resp. @ EP) is not normalized, change it to a normalized one by (1/3:,§71 ) - ?fp (resp. (l/a:tcf) :

2'P), assuming that mKP (resp. xtclp) is non-zero). In addition, we assume that input vector
TP = (v ff, . ,vicﬁt) satisfies that o<l ny 7 0.

We refer to Section 1.3 for notations on DPVS, e.g., (1,...,2N)B, (Y1,...,yn)B* for z;,y; €
Fq

For a format of attribute vectors n := ((dKP nkP .. ndKP) (dP;nSP .. ngcpp)) that
indicates dimensions of vector spaces, e i(jp (resp. €’} ]) denotes the canonical basis vector
i—1 = i~1 ni’—j
—~ . KP —~ = .~ cP
0---0,1,0---0) e F* for j =1,...,nK" (resp. (0---0,1,0---0) € F," for j =1,...,nP).

We describe random dual orthonormal basis generator gybp below, which is used as a sub-
routine in the proposed UP-FE scheme.

GO T o= (@ ), (0P, o)
paramg := (¢,G,Gp,G,e) «— gbpg(l)‘), P J F,
No:=8, NfP:=3pKP 41 fort=1,...,d%P, NtCP = BnEP +1 fort=1,...,dP,
paramy, := (¢, Vo, G, Ag, e) 1= gdpvs(l)‘,No, paramg ),
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Xo := (XO,z,]) ,J (_ GL(N07 ) (190 17]) ij = d) ( )_17
boi = (X015 -5 X0,i,No)Ag> Bo :=(bo1,---,bong),
bai = (19072',17 - ﬁOlNo)Am IB30 (bO IERERE S,No)v

fort=1,...,d%P, paramyke = (q,Vt ,GT,AfP,e) = gdpvs(lk,NtKP, paramg),

U _
X1 T = (X j)ig < GLINT Fy), (95))ig =¥~ (X[ )7,

P 1= (P, XK o) BEP = (BEF, . BT ),

bR 1= (L P e, BEP i= (bR, bTE),
fort=1,...,d", paramyce := (q,Vt ,GT,AEP,e) = devs(IA,NtCP, paramg),

XEP = (x§F))ij < GLINTF,), wt w) = (X)),

bCP (thl,...,xtchcp)Acp, B&P (btl,...,thCP)

b;SP = (0¢h, ., 19C NCP)ACP, BCP . (bggp,...,b;g:cp),

e(G,G)¥, paramo = (paramVO,{paramwp}t:17...7de, {parathcp}t:L_._dcp, ar),
return (paramﬁ, {IBOv Bs}v {Bz‘,(Pﬂ B:Kp}tzl,...,dKﬁ {BtCP’ Brcp}tzl,.,.,dcp)'

The proposed UP-FE scheme is given as:
Setup(1*, 7 := ((d*P;nkP .. 0k, (dP;nSP, .. nSH))) -
* KP mp+KP CP mxCP R ~UP /1)
(paramﬁvBUvBO’{Bt 7Bt }t:I,...,dKPv{Bt 7Bt }tzl,...,dcp)(_gob (1 77)7

Bo := (bo,1,bo2, bos, bos), By = (b1, b0, b5, b5 6. b57),
for t =1,..,dP, BEP := (b7, .., bKP b0 o ),

I A tBnKP+1
B = ()17 bk b 1o o0 b i),

fort =1,..,d", B .= (btl,.,bfch,bfgncm)
BiCP = (1S 0} b U SP ),

pk := (1)\a paramz, BO’ {BtKP}tzl,...,dev {Bt }tzl,...,dcp)v

sk := (@8, {I/B\%:Kp}t:17_,,,dKP7 {@:Cp}tzl,...,dc")v
return pk, sk.

KeyGen(pk sk, SKP .= (arKP_ pKP),
CcpP —
= {(t, T = (@], afhee) € BT \{O}) | 1<t <dP, aff =1}

tn
ZKP KpP KP\T KP KP KP [ FKP\T _KP T [ FKP\T
f <—IFT ,(? )= (s, ser) =M (f) Y, sg =1 -(f7)7,
U U P U
0 =Ty, 77 = Fy" such that (¢, Z;F) € TP, (o1, m02) < F2,
cP
ks = (_SO 75 aovov 17770,17770,270)387
fori=1,...,0KP,
e KP( —KP KP KP nfP KP U —Kkp U kP
lfp (Z):(tavi ::(Ui,lw--uvi,ntKP)EF ¢ \{0})7 01 <_IF¢17771' Hth ’
nkP nkP nkP 1
—_——
— — KP —
k;sKP = ZKP KP_|_9KP KP ont” 771KP> 0 )]B;‘KP7
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if p<PG) = (t, THP), P L

nkP nkP nkP 1
=
KP
EKP .= ( sKPy P o, nKP 0 e,
CcP ﬂtCP ntCP 1
- =

kP .= ( §PFCP 0ns", 7P, 0 ger for (t, TEP) e TP,

return sk(gke pepy i= (Kg; SKP kTP LR P {k; CP} FCP)erce)-
Enc(pk, m, TX" .= {(¢t, TKP .= (xf{’,..,xngp) eFMAN{OY) 1<t <dP , oy =1},

P = (MP, pP)) :
u
Kp,wo,sof",c <, for (1, 71") e T,
ey CP\T cP cP CP (FCP\T CP._ 7  (FCP\T
feEmT (_> )T i= (st s ensgee) L= M ()T, 56T =1 (f )T,
KP
Cy ‘= (w 7_80 70707<70707 900)15307
nkP nkP nkP 1
—— =~

kP = ( WP kP one” 0me okP ke for (¢, 7KP) € TKP

fori=1,...,07,

: CP/- CP CP CP IRy CcpP CcP pcp U

if p (2) = (taﬁi = (Ui,la' . 'avzn ) € Fnt \{O }) (vimCP = 1)7 Pi ’92‘ — F(b

Ccp ngP ngP 1
—f—
CZCP = CP—>CP+0CP—>CP On§P7 one” %CP )Bg"v
if pCP(i) = ﬁ(tv 793)’ Pi o <_ Flﬁ
n&P n&P n&P 1
=
CcpP CcpP
ctPi= | sSPEP, 0", o, P JBCP

Cd+1 = 9§m7
return Ct(rkp scpy 1= (co; FKP, {C';P}(t,?;w)erm; S¢P Clcp, ..

Dec(pk, skge pery := (ks S, kTFP ks TP {k; P,

¢KP (t ?tCP)ercp),
CL(rkp gepy = (co; kP {C,t(P} t,7KP)erKP; SCP C%P, cee Cgcliﬁ Cd+1))
1f SKP .— (MKP KP) accepts TKP . {(t —>Kp)}
SCP (MCP CP) accepts FCP _ {(t —>CP)}7
then compute (I"P, {af"},c/we) and (IP, {afP},c cp) such that
1= Siesxe kP MEP - where MfP is the i-th row of M*P, and
PP e (L 07 | R0 = (TR A (T €T A T =
Vo [pRP3) =, TEPY A (1, ZRP) e TKP A TRPL TR £ 0] ), and
1= D icrce O‘Z'CPMZ*CP, where MZ»CP is the i-th row of MP, and
1P Clie {1 ) | [P0 = (LTS A 0, FF) TP A TP TP =g
V [pPE) ==t TP A 4, T e P A TP TP L] ),

%

CP.
-5 Cycp; Cd+1)-

and
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KP KP /(=7 KP —KP
I cd®r [ el o,
i€IKP A pKP(1)=(t, T KP) i€IKP A pKP(3)=—(t,0KP)
cp CP /(57 CP. = CP
e(CtCP,kZ;kCP)ai H e(CtCP,k;kCP)oai [(VFTTy )’

i€ICP A pCP(i)=(t, 7 P) i€ICP A pCP(i)==(t, T P)

7

[(ngrrectneisgplf SKP .= (MKP, pKPY accepts TKP := {(t, ZKP)} and SCP := (MP, pP) accepts
== {(t7 ) )}7

e(co, k) -

KP 1.xKP\aKP KP 1.xKP\akKP /(TKP.ZKP
HiG]KP A pKP(i):(t’?t(P) e(Ct 7ki ) i HiEIKP A pKP(i):_‘(t?;(P) e(ct 7ki ) i /( i ).

CP 1.xCP\aSP CP 7.xCP\aSP /(TP ¢P
[Licrer A PP (1) =(t,v'P) eler™ ki) - Tlierer o PP (@) =—(t, V' SP) e(ey k)% (VT

B —(wKPSgP-‘r(SCPSgP)—&—C ' wKP(zieIKP aiKPSfP) ' 6CP(ZZ'€]CP agPSSP) B C
=9r T 97 =97

8.2 Security

The following theorem can be proved similarly as Theorems 1 and 2.

Theorem 3 The proposed UP-FE scheme is adaptively payload-hiding against chosen plaintext
attacks under the DLIN assumption.

9 Fully Secure (CCA Secure) CP-FE Scheme

We can transform the proposed (KP, CP and UP)-FE schemes to CCA secure (KP, CP and
UP)-FE schemes, respectively, by using the Canetti-Halevi-Katz (CHK) transformation [12] or
the Boneh-Katz (BK) transformation [9].

This section shows a CCA secure CP-FE scheme, that is modified from the CP-FE scheme in
Section 7 through the CHK transformation, in which a strongly unforgeable one-time signature
scheme (Gen, Sig, Ver) is employed.

We can similarly apply the CHK transformation to our KP-FE scheme and the BK trans-
formation to the FE schemes.

9.1 Strongly Unforgeable One-Time Signatures

Definition 14 (Signatures) A signature scheme consists of three algorithms.

Gen This is a randomized algorithm that takes as input the security parameter 1*. It outputs a
verification key verk and a signing key sigk.

Sig This is a randomized algorithm that takes as input a signing key sigk and a message m (in
some implicit message space). It outputs a signature o.

Ver This takes as input a verification key verk, a message m, and a signature o, and outputs a
boolean value accept := 1 or reject := 0.

A signature scheme should have the following correctness property: for all (verk,sigk) &

Gen(1?), all messages m, and all signatures o & Sig(sigk,m), it holds that 1 = Ver(verk, m, o)
with probability 1.
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Definition 15 (Strongly Unforgeable One-Time Signatures) For an adversary, we de-
fine Adij’SUF()\) to be the success probability in the following experiment for any security
parameter . A signature scheme is a strongly unforgeable one-time signature scheme if the
success probability of any polynomial-time adversary is negligible:

1. Run (verk,sigk) & Gen(1*) and give verk to the adversary.

2. The adversary is given access to signing oracle Sig(sigk, ) at most once. We denote the
pair of message and signature by (m, o) if the signing oracle is queried.

3. At the end, the adversary outputs (m’,d’).

We say the adversary succeeds if Ver(verk,m’,0’) = 1 and (m/,o’) # (m,o) (assuming the
signing oracle is queried).

9.2 Construction

p:A{l,...,¢} — {1,...,d} is defined at the start of Section 6. In the proposed scheme, we
assume that p is injective for S := (M, p).

In the description of the scheme, we assume that an input vector, = ; := (1, Ty )s
is normalized such that x;; = 1. (If T is not normalized, change it to a normalized one
by (1/z¢1) - T, assuming that x¢,1 is non-zero). In addition, we assume that input vector
Ty = (Vil, ..., Vin,) satisfies that v; ,, # 0.

Random dual basis generator Gop(1*, 7) is defined at the end of Section 2. We refer to
Section 1.3 for notations on DPVS, e.g., (z1,...,2N)B, (y1,-..,yn)s+ for z;,y; € Fy, and ?t,j.

For simplicity, we assume verification key verk is an element in F,. (We can extend the
construction to verification key over any distribution D by first hashing verk using a collision
resistant hash H : D — F,.)

Setup(l)‘, o= (d;ny,...,nq)):
nay1 =2, ' = (d+ 1;{n}t=1, a1), (parames, {By, B b0, a+1) K Gob(1*, ),
Bo := (bo.1,b03,b05), Br:= (b1, by, bran1) fort=1,...,d+1,
By = (b1, 055, b54), B i= (b1, bf 0, bl o i1se - blgn,) fort=1,....d+1,
pk := (1%, param, { By }i—o,...a41), sk == {B] }i=o,..a+1,
return pk, sk.

KeyGen(pk, sk, T':={(t, T := (@11, @1n) EFMN{O}) [ 1<t < d, @y :=1}):
d, 0o & F,, ! & [F,'* such that (t, Ty) €T, ?dﬂ,la ?dﬂ’g & qu
ko := (3, 0, 1, o, O),

ng ng ng 1

PN PN
ki = ( 5?,5, 0™, ?t, 0 )]B: for (t, ?t) el
k;+171 = (5(150)7 02) ?d-ﬁ-l,la O)BZ+17 k:;-‘,—LQ = (6(07 1)7 025 $d+1,27 O)B:l+17

skp 1= (F,k(’;, {k:}(t,?t)EIVk2+1,17k2+1,2)7

return skp.
Enc(pk, m, S:= (M, p)): ? <—RIFqT, STi=(s1,...,80) T =M. f7T, 59:= T-?T,

S0415M0, My 05y C J F,fori=1,...,0+1, (sigk,verk) R Gen(1%),

Cp = (—50 — Sg+1, 0, C; 05 UO)BO’
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fori=1,...,¢,
. . n —
if p(i) = (t, 0 = (Vi -, Vin,) € FF\{0}) (vig, # 0),

Nt n ng 1
- - ~ =~
— —
C; ‘= ( Si €1 =+ 01 Ui, 0nt7 0nt7 i )]Bt7
. . H
if p(i) = —(t, V'),
nt n nt 1
- ~ =
—
ci:= ( 5i V4, (U (U N B

o1 = (Sep1 — Opp1 - verk, Opp1, 0%, 0%, mog1)B,, s
R /.
Cd+2 = g’%ma C:= (S’ Coy - -+ Cr41, Cd+2)7 0 < Slg(Sng> C)a
return ctg := (verk, C, o).
Dec(pk, skp = (F’ k’S» {k;tk}(t,?t)el"v k:;—&—l,lv k2+1,2)7 Cts = (Verkv (Sv €0, .- Cr41, Cd+2)v U)) :

if Ver(verk,C, o) # 1,return L, where C := (S, ¢y, ..., Cri1,C412),
if S:= (M, p) accepts I' := {(t, @';)}, then compute I and {a;};c; such that

1= Y icr @iM;, where M; is the i-th row of M, and

IcC {Z € {1775}’ [p(’l) = (taw’b) A (u?t) el A ?’L '?t :O]

Vo p(i) =tV A (T ET A VT £0]
Sap1 = kg1 +verk kg,
Ki=cleoky) [ ek I elenk)™/ T elep, sin),
i€l A p(i)=(t,7';) i€l A p(i)==(t,7;)

return m’ = cqy1/K.

[Correctness] If S := (M, p) accepts I' := {(¢, 7'¢)},

e(co, k5) Iicr n piiy=it, ) €(Cis kD) - Tlicr n piy=—t,w:) €(Cis ki) (Ve T ey, 87, )

_ 5(—s0—spt+1)+¢ Saus; Scisi(Ti-Te)/(Ti-Tt) 08041
=9r Hie] A p(i)=(t,7) 9T ' Hiel A p(i)=-(t,7,) IT B ' 91
_ I(—=s0—s011+2 s Qisitseqy1)+C ¢

9.3 Security

Theorem 4 The proposed CP-FE scheme is adaptively payload-hiding against chosen-ciphertext
attacks under the DLIN assumption provided that the underlying signature scheme (Gen, Sig, Ver)
18 a strongly unforgeable one-time signature scheme.

For any adversary A, there exist probabilistic machines 81,5;,52,53,54, whose running
times are essentially the same as that of A, such that for any security parameter \,

CP-FE,CCA-PH vi—
Adv (A) < AVENOY + ! <Advg£'“(x) + AdvBtN (/\)>

E ht1

Ly (AdvDL'N(/\) + AdeS’SUF()\)) T

Esn Ean

where €55, () == & (h,-), Ea.p11 () = Ea(hy-) (B = 0,...,01 = 1), E3u(:) = E3(h,-), Ean(-) =
Ey(h,) (h=1,...,11), v1 is the maximum number of A’s KeyGen queries, vy is the mazimum
number of A’s Dec queries, and € := (2dvy + 16v1 + 8vy + d + 10)/q.
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Proof Outline of Theorem 4: To prove Theorem 4, we consider the following (2v1 + v + 3)
games. In Game 0, a part framed by a box indicates coefficients to be changed in a subsequent

game. In the other games, a part framed by a box indicates coefficients which were changed in
a game from the previous game.

Game 0 : Original game. That is, the reply to a KeyGen query for I' := {(¢, @)} are:
ké = (57 @a L, o, 0)]]336,
kif:= (624, |0™] By, 0), for (t, 7)) eT,

k::H_Ll = (6(170)7 027 $d+1,17 O)B;+17 k2+172 = (6(07 1)7 027 $d+1,27 O)B

"
d+1’

where § < F o & Fy, Dy & it for (t,2) €T, $d+1’1,¢)d+172 & IFqQ. In answering
Dec query for ctg := (verk,(S,cq,...,¢rr1,¢c412),0) when Ver(verk,C,o) = 1, where C :=
(S,co,...,Coq1,Cds2), the used key for I' := {(t, @';)} such that S accepts I are:
k:é = (57 @7 1, %o, 0)15337
~ —
ki;; = ((Syt, Ont, 6157 O)Bt for (t,?t) S F,

= =~
a1 = (0(1, verk), [02], B us, 0)Bz,, >

t

~ RN —
where § < F, o < Fy, 0y FM for (t, 7)) €T, pay < F2.

The challenge ciphertext for challenge plaintexts (m(?), m(Y)) and access structure S :=
(M, p) is:

co = (=50 — se41, [0, , 0, 10)Bo>

fori=1,...,¢,
if p(i) = (t,V3), ¢i=(si€e1+60;0s, [07] 0™, n)g,,
if p(i) = —~(t, T4), €= (504 [0™], 0™, ni)p,,

co1 = (Se41 — Opg1 - verk, Oppq, , 0%, Ne41)Byyss

Cd+2 = g’%m(b)a

where 7 <_R F(;, ?T = (817"'735)T =M - 7T7 So = T : 7Ta 8€+17C77707ni>9i <_U IETq for
i=1,....,041 and €1 := (1,0,...,0) € F".
Game 1 : Same as Game 0 except that the challenge ciphertext for challenge plaintexts
(m©,m™M) and access structure S := (M, p) is:
Co ‘= (_30 — S0+1, > Cv 07 UO)Boa
fori=1,...,¢,
if p(i) = (t, 04), €= (si€1+0;05, 7 0™, 1)B,

. . j
if p(i) ==, V), ¢i:=(siv4, | Wi} 0™, ni)m,,

P — 2
Cry1 = (34-1—1 - GZ—I—I - verk, (9£+1, We+1 ), 07, 77€+1)Bd+17

where wy & Fy, E)i,%)i & Fgt for i =1,...,¢, Woit & IF‘qZ, and all the other variables are
generated as in Game 0.

Game 2-ht (h=0,...,v; —1) and Game 2-(h+1) (h=0,...,v; — 1) are the same as
Game 2-ht and Game 2-(h + 1) in the proof of Theorem 2, respectively.
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Game 3-h (h =1,...,v2) : Game 3-0 is Game 2-v;. Game 3-h is the same as Game 3-(h—1)
except that kg, s} | of the key used in answering the h-th Dec query when Ver(verk,C o) =1
are:

ké = (57 ma 11 (507 O)Baa

N ~ - -
Sq41 = (6(1,verk), | 7 g41], ©dr1, O)B

X
d+1’

N
where 7q S Fy, 7ap1 J IF'qQ , and all the other variables are generated as in Game 3-(h — 1).

Game 4 : Same as Game 3-v5 except that ¢y in the challenge ciphertext is:

co := (—s0 — Spt1, Wo, : 0, 70)Bo;

where ¢’ I q (i-e., independent from all the other variables), and all the other variables are
generated as in Game 3-vs.

We follow the argument in [12] used for the chosen ciphertext security, and the rest of the
proof of Theorem 4 is similar to that of Theorem 2.

Let Adv(?(A) be AdvTECAPH () in Game 0, and Adv(})(A), AdvZ" (1), AdvE™ (),
Advf'h)()\), Adv%)()\) be the advantage of A in Game 1,2-h, 2-h™, 3-h, 4, respectively. (Advf)(/\)
= (0.) We can evaluate the gaps between pairs of Advfg)(/\), Advfi)()\), Advf'h)()\), Advf'hﬂ()\),
Advf_(h+1))(A) for h = 0,...,v1 — 1 using Problems 3 and 4 (given in Appendix D) as in the

proof of Theorem 2.

(3-h) (3-(h+1))

Moreover, we can evaluate the gaps between pairs of Adv;"’()\) and Adv} (A) for
h=0,...,v9 — 1 using Problem 5 in Appendix D. O
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A Dual Pairing Vector Spaces (DPVS)

A.1 Summary

We now briefly explain our approach, DPVS, constructed on symmetric pairing groups (¢, G, G,
G,e), where g is a prime, G and Gr are cyclic groups of order ¢, G is a generator of G,
e : G x G — Gr is a non-degenerate bilinear pairing operation, and e(G,G) # 1. Here we
denote the group operation of G by addition and G by multiplication, respectively. Note that
this construction also works on asymmetric pairing groups (in this paper, we use symmetric
pairing groups for simplicity of description).

N

ﬁa . . .
Vector space V: V := G x --- x GG, whose element is expressed by N-dimensional vector,
z = (n1G,...,zNG) (x; € Fyfori=1,...,N).

Canonical base A: A := (ay,...,ay) of V, where a; := (G,0,...,0),aq := (0,G,0,...,0),
oo, aN = (0,...,O,G).

Pairing operation: e(x,y) := Hf;l e(z;G,y;,G) = e(G, G)Zivzlxiyi = ¢(G,G)TY € Grp,

where  := (21G,...,2nG) = z1a1 + - +zyay € V, y := (nG,...,ynG) = y1a1 +

-+ ynvay €V, T = (z1,...,2x5) and ¥ := (y1,...,yn). Here, x and y can be

expressed by coefficient vector over basis A such that (x1,...,25)s = (Z')a := = and

Wi, un)a = (T)a = .

37



Base change: Canonical basis A is changed to basis B := (by,...,by) of V using a uni-
formly chosen (regular) linear transformation, X := (xi;) s GL(N,F,), such that
b = Zjvzl Xijaj, (i=1,...,N). A is also changed to basis B* := (b},...,b}) of V,
such that (9;;) == (XT)™1, b = SN 0, 5a;, (i =1,...,N). We see that e(b;, b*) =

j=1 Bhe)
e(G,G)%, (6;; = 1if i = j, and 6;; = 0 if i # j) i.e., B and B* are dual orthonormal
bases of V.
Here, * := z1by + --- + anyby € V and y := y1b] + --- + ynby € V can be ex-
pressed by coefficient vectors over B and B* such that (z1,...,25)p = (Z')p := = and

(yb cee 7yN)]B* = (7)3* =Y, and e($7 y) = €(G, G)vazl Tl = C(G, G)?? € GT-

Intractable problem: One of the most natural decisional problems in this approach is the
decisional subspace problem [21]. It is to tell v := wvn,+1bNy+1 + -+ + vn by, (=
0,...,0,uNy41,---,UN,)B), from uw := viby + -+ + vn,bn, (= (v1,...,vN,)B), Where
(Ul,...,UNl) <—UF5V1 and No + 1 < Njy.

Trapdoor: Although the decisional subspace problem is assumed to be intractable, it can be
efficiently solved using trapdoor t* € span(bi, ..., by, ). Given v := vn,41bn,+1 + - +
v, by, or uw = v1by + -+ 4+ vn, by, , we can tell v from w using t* since e(v,t*) = 1 and
e(u,t*) # 1 with high probability.

Advantage of this approach: Higher dimensional vector treatment of bilinear pairing groups
have been already employed in literature especially in the areas of IBE, ABE and BE
(e.g., [6, 3, 8, 11, 17, 25]). For example, in a typical vector treatment, two vector forms
of P := (11G,...,zyG) and Q := (y1G,...,ynvG) are set and pairing for P and @ is
operated as e(P,Q) := Hfil e(z;G,y;G). Such treatment can be rephrased in this ap-
proach such that P = z1a1 + -+ ayany (= (z1,...,2N8)a), and Q = y1a1 + -+ ynay
(= (y1,-..,yn)a) over canonical basis A.

The major drawback of this approach is the easily decomposable property over A (i.e., the
decisional subspace problem is easily solved). That is, it is easy to decompose z;a; =
0,...,0,2;G,0,...,0) from P :=z1a1 + ---xyany = (11G, ..., zNG).

In contrast, our approach employs basis B, which is linearly transformed from A using a
secret random matrix X € Fq”x”. A remarkable property over B is that it seems hard to
decompose x;b; from P’ := x1b; + ---xnyby (and the decisional subspace problem seems
intractable). In addition, the secret matrix X (and the dual orthonormal basis B* of V)
can be used as a source of the trapdoors to the decomposability (and distinguishability for
the decisional subspace problem through the pairing operation over B and B* as mentioned
above). The hard decomposability (and indistinguishability) and its trapdoors are ones of
the key tricks in this paper. Note that composite order pairing groups are often employed
with similar tricks such as hard decomposability (and indistinguishability) of a composite
order group to the prime order subgroups and its trapdoors through factoring (e.g., [18,
26)).

A.2 Dual Pairing Vector Spaces by Direct Product of Asymmetric Pairing
Groups

Definition 16 “Asymmetric bilinear pairing groups” (q,G1,Ge, G, G1,G2,¢e) are a tuple of
a prime q, cyclic additive groups G1, Gy and multiplicative group Gp of order q, G1 # 0 €
G1,G2 # 0 € Ga, and a polynomial-time computable nondegenerate bilinear pairing e : Gy X
Go — Gr i.e., e(sG1,tGo) = e(G1,G2)® and e(G1,Gs) # 1.
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Let Gppg be an algorithm that takes input 1% and outputs a description of bilinear pairing
groups paramg := (q,G1, Go, G, G1, G, €) with security parameter \.

Definition 17 “Dual pairing vector spaces (DPVS)” (q,V,V* Gp, A, A* e) by direct product of

asymmetric pairing groups paramg := (¢, G1, Go, G, G1,Go, €) are a tuple of a prime q, two N -
N N

—— ——
dimensional vector spaces V := Gy x --- X Gy and V* := Ga x --- x Go over Fy, a cyclic group
Gr of order q, and their canonical bases i.e., A = (a1,...,an) of V and A* := (af,...,ay)
i—1 N—i i—1 N—i

—— —— — ——
of V*, where a; := (0,...,0,G1,0,...,0) and a} = (0,...,0,G2,0,...,0), and pairing e :

V xV* - Grp.

The pairing is defined by e(x,y) := HZ]\LI e(D;, H;) € Gr where x := (Di,...,Dyn) € V
and y := (Hy,...,Hy) € V*. This is nondegenerate bilinear i.e., e(sx,ty) = e(x,y)*" and if
e(z,y) =1 for ally €V, then x = 0. For all i and j, e(a;,a}) = g?’j where 0; ; =1 if i = j,
and 0 otherwise, and e(G1,G2) # 1 € Gr.

DPVS also has linear transformations ¢; j on'V s.t. ¢; j(a;) = a; and ¢; j(ar) =0 if k # j,

i—1 N—i
— ——
which can be easily achieved by ¢; j(x) = (0,...,0,D;,0,...,0) where = (D1,...,Dn).
Moreover, linear transformation ¢; ; on V* s.t. qﬁ;"j(a;) =a’ and qﬁ;‘,j(aZ) =0 ifk #j can be

i—1 N—i
— —
easily achieved by ¢;‘7j(y) :=1(0,...,0,H;,0,...,0) where y := (Hy,...,Hn). We call ¢;; and

* . “distortion maps”.

(2]
DPVS generation algorithm Gqpys takes input 1* A\ € N), N € N and a description of
bilinear pairing groups paramg, and oulputs a description of paramy = (q,V,V* G, A, A* e)
constructed above with security parameter A\ and N -dimensional (V,V*).

B Proofs of Lemmas 1 and 2

B.1 Outline

The DLIN Problem is reduced to (complicated) Problems 1 and 2 through several intermediate
steps, or intermediate problems, as indicated below (See Figure 1):

1. DLIN Problem (in Definition 11)

2. Basic Problem 0 with three-dimensional DPVS (in Definition 18)

3. Basic Problems 1 and 2 with 7' := (d;ny,...,n4) (in Definitions 19 and 20)
4. Problems 1 and 2 with 7 (in Definitions 12 and 13)

We will explain how the simplest problem, DLIN, is sequentially transformed to more com-
plicated ones according to parameter 7, which indicates degree of complexity.

DLIN — Basic Problem 0 : Basic Problem 0 uses three-dimensional DPVS. In this first
reduction step, a DLIN instance on (symmetric) pairing group is transformed to a Basic
Problem 0 instance on the DPVS, i.e., higher level concept. It is proven in Lemma 15.

Basic Problem 0 — Basic Problems 1 and 2 : Format 7 := (d;ny,...,ng) corresponds
to d+ 1 DPVSs, V; (t =0,...,d). The dimension of Vj is 5, and the dimensions of V;
are 3ns + 1 for t = 1,...,d. In this reduction step, vector elements (and additional group
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Game 2-0

Game Game Game Game Game Game Game
0 1 2-0* 2-1 2-(v-1)* 2-v 3
Problem 1 Problem 2
Basic Problem 1 Basic Problem 2

~_7

Basic Problem O

1

DLIN

Figure 1: Structure of Reductions for the Proposed KP-FE (in Section 6) and CP-FE (in Section
7) Schemes

elements) in a Basic Problem 0 instance are transformed to the corresponding elements
inV; for t =0,...,d. They are proven in Lemmas 16 and 18.
Basic Problem 1 — Problem 1 : The proof is given in Lemmas 17.

Basic Problem 2 — Problem 2 : The proof is given in Lemma 19.

B.2 Preliminary Lemmas

We will use the following two lemmas (Lemmas 14 and 15) in the proofs of Lemmas 1 and 2.

Lemma 14 Let (q,V,Gr, A, e) be dual pairing vector spaces by direct product of symmetric
pairing groups. Using {¢; ;}, we can efficiently sample a random linear transformation

N,N
W= Zi:l,j:l Ti,j i,
of V with random coefficients {r;}; jeq1,. N} J GL(N,F,). At that time, the matriz (r];) :=

({ri;}™H7T defines the adjoint action on V for pairing e, i.e., e(W(z), (W 1) 1(y)) = e(z,y)
for any x,y €'V, via

_ N,N
w 1)T = Zi:l,j:l T;jﬁbi,j-
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Definition 18 (Basic Problem 0) Basic Problem 0 is to guess 3 € {0,1}, given (paramgpg,
B.B",yj, f,xG,6G,66G) < GEPO(1Y), where

R
QEPO(IA) . paramg = (¢,G,Gp,G,e) — prg(l)‘),
paramy := (¢, V,Gp, A e) := gdpvs(ﬂ,?,, paramg),

—
X1 !
Xi=| X2 | == (is)ij © GLB,Fy), (0i)ij=| T | =T UFx
= 1}2 = (X%j)i,j — ( ’ Q)7 ( id)hj = 22 '_( ) y K, § e q >
X3 ¥ 3
bi = H(Yi)A = "52321 X@jaj fOI‘ 7 = 1,3, IE = (bl,bg),
—
by = E(0i)a = EX 5 Vijar; fori=1,2,3, B*:= (b],b3,b3),

gr = ¢(G, G)HE, paramgpg := (paramy, gr)
(5,0’,6«) £ qu P, T <_U qu7

yE)|< = (57070)]]3*7 yf = (57 p70)153*7 .f = (w77—7 O)]Ba
return (paramgpg, B, B*, yj3, f, kG, G, 06G).

for g A 0,1}. For a probabilistic machine D, we define the advantage of D for Basic Problem
0, AdvBPO(\), is similarly defined as in Definition 12.

Lemma 15 For any adversary D, there is a probabilistic machine &£, whose running time
1 essentially the same as that of £, such that for any security parameter A, Adv%PO()\) <

AdvBYN(N) +5/4.
Proof. Given a DLIN instance
(paramg, G,EG, kG, 0EG, 0kG,Y3),
& calculates
paramy := (¢, V,Gp, A e) := gdpvs(ﬂ,?,, paramg),
gr = e(kG,EQ) (: e(G, G)”f) , paramgpg := (paramy, gr).

& sets 3 x 3 matrices IT*,II as follows:

& 1 K
I .= 1|, II:= -k =€ kK¢
1

K §

Y

Then, IT- (IT*)T = k¢ - I3. By using matrices IT and IT*, & sets
uy = (£,0,1)a, uy:=(0,0,1)a, u3:=(0,k,1)a,
uy = (’{"aOaO)Aa Uus ‘= (_Ka _63 KJ&)A, us ‘= (Ovéao)Av

& can compute w; for i = 1,2,3 and wu; for ¢ = 1, 3 from the above DLIN instance. Let bases

U = (u;)i=1,2,3, U* := (u})i=1,2,3 of V. £ then generates 1, ¢ J [, such that n # 0, and sets
v = (G, —nG,n(kG)) (= (p,—n,nk)a) and wg = (66G,0RG,Yp).

& generates random linear transformation W on V given in Lemma 14, then calculates
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Wi(u;) fori=1,3, b := (W HT(u}) fori=1,2,3,
(b1,b3). B*:= (b], b3, b3),
F=W), ys=W)w))
€ then gives (paramBPO,@,B*,yg,f,/fG,ﬁG,(SgG) to D, where 6£G is contained in the DLIN

instance, and outputs 5’ € {0,1} if D outputs 3.
If we set

bi =
B =

=6t wi=T4+kl,
then 7 # 0 (since n # 0),
v=_(p,—n,nk)a = ((w—T7)k, —7& TR o = wug + Tug = (w, 7,0)y, and
f=wW()=WwW({(w,7,0)y) = (w,7,0)s.
If =0,ie., Ys=Yy=(0+0)G, then
wy = (06G, 0kG, (0 +0)G) = (6&,0K,0 + o) = 0u] + ouz = (0,0,0)y- and
yo = (W1 (wg) = (W H)T((6,0,0)u+) = (6,0,0)5-
Therefore, the distribution of (paramBPO,I@, B*, y5, f, kG, EG, 6EG) is exactly the same as
{Q 0 R gg‘PO(lA)} when k # 0 and € # 0, i.e., except with probability 2/q.
If 6=1,1ie., Y3 =Y (= 9¥G) is uniformly distributed in G, we set p := 1 — 0 — 0. Then
w] = (6G,06G, (0 +p+0)G) = (6, 0k, 0+p+0)a
= duj + puj +ouz = (9, p,0)y=, and
yi = W HHw) = W )6, p,0)u-) = (6,0, 08,
where p is also uniformly distributed. Therefore, the distribution of (paramgpy, @, B*, y7, f, kG,
€G,0EQG) is exactly the same as {g ’ 0 R Q{BPO(IA)} when k # 0, £ #0 and p # 0, i.e., except

with probability 3/q.
Therefore, AdvB0(\) < AdvBYN(\) +2/¢ + 3/¢ = AdvBYN () + 5/¢. 0

B.3 Proof of Lemma 1
Combining Lemmas 15, 16 and 17, we obtain Lemma 1.
Definition 19 (Basic Problem 1) Basic Problem 1 is to guess € {0,1}, given (param-,
(B B! Yeeonds F5.00 {Fo0.1 Fritimt..diica.my) GEPL(1A, W), where
GEPL (1N W = (dma,...,na)) : (paramyy, {Be, Bf }imo...a) < Gap(1*, 70),
W,y <—UIFq, T (_Uqu’

BS = (bah bEk),?)v sy b8,5)7 f0,0 = ((/J, 07 Oa Oa 7)1307 .fl,O = (w’ T, 07 07 V)Boa

fort=1,....,d,
- ng—1 n ¥ (L * * *
€1 = (170 ! ) € ]Fq Y, Bi:= (bt,lv s 7bt,nt7 bt,m+27 SRR bt,3nt+1)7
nt ne n¢ 1
7 % =
—
fO,t,l = ( wetl, 0nt7 Ontv Y )BN
— —
f1,t,1 = ( wetn, T €1, 0, Y )]Bt7
fri=wby; i=2,...,n4,

return (param, {B:, B} }i—o....a, F3,0, {Fo,605 friti=1,. di=2,..n:)-
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for B A {0,1}. For a probabilistic adversary C, the advantage of C for Basic Problem 1,
AdvEPL(N), is similarly defined as in Definition 12.

Lemma 16 For any adversary C, there is a probabilistic machine D, whose running time is
essentially the same as that of C, such that for any security parameter A, Advgpl()\) < AdvEPO(N)

for any 1 := (d; {n¢}) := (d;n4, ..

S N)-

Proof. D is given a Basic Problem 0 instance

(parameo, @7 B*a yzv f7 K‘G7 §G7 550)

By using paramg := (¢, G, G, G, e) underlying paramgpg, D calculates

paramg 1= (Q7V07GT7A076) = gdpvs(1A75v paramG)v
param, := (q, V¢, Gp, Ay, €) := gdpvs(ﬂ, 3n¢ + 1, paramg) fort=1,...,d,

param-; := ({paramt}t:O,...,dng)v

where g7 is contained in paramgpy. D generates random linear transformation Wy on V; (¢ =

0,..

.,d) given in Lemma 14, then sets

do, := Wo(b,0,0) for e =1,2, dos:=Wy(0,0,0,£G,0),
do4 := Wo(3,0,0), dos:=Wp(0,0,0,0,£Q),
di .= (W5 ') (b,,0,0) fore=1,2, dfs:=(W;")"(0,0,0,xG,0),
dj 4 = Wy )T (b3,0,0) df5:=(W;")"(0,0,0,0,kG),
gs0 == Wo(ys,0,0),
fort=1,...,d,

dy1 = Wi (b5, 0™73)) dypy 11 := Wi(b3,0M73), dy n, := Wi(b3, 0N 3,
vi=i+1if i e {2,...,n},
vi=idifie{ng+2,...,N, — 1},
diy o= (W) (b1, 0%72), df 0 = (W) (be, 0N73), dy = (W) T (b, 07,
vi=i+1ifie{2,...,n},
vi=iifie{n +2,...,N — 1},
9p11 = Wt(yE,ONt_S), gt = Wt(0i+1,5§G, ONt_i_Q) fori=2,...,n,

otherwise, d;; := W (0%, €G, ONf_L_l) where {

otherwise, d; ; 1= (W, HT(04, G, 0N 71 where {

where (v,0Vt73) = (61,62,53,,0]\“_3) for any v := (él,ég,ég) € V = G3. Then, Dy :=
(doi)i=1,..,5 and Df := (dg ;)i=1,...5, Dt := (dti)i=1,...3n,+1 and Dj := (dy;)i=1, . 3n,+1 are dual

orthonormal bases. D can compute Dy for t = 0,...,d, Iﬁ)é =
(di 1

* ES ES A* o
(d0,17d073>"'7d0,5)a H])t T

oy A, 0y 8y gy, ) for t=1,...,d from B:= (b1,b3), B*, kG, and £G. D then

gives (paramz, {D;,Df }1—o,...d,958,0, 198,41, 9t,i t=1,....dsi=2,....n,) t0 C, and outputs §' € {0,1} if
C outputs 3.

We can see that

go,o \= ("‘/70707077/)[@07 gl,U = (w/77—/70707fy/>D07

fort=1,....,d,
nt ng n¢ 1
=
R 11— /
gor1:= ( we, 0re, 0, Y )bes
e 1— 1— /
g1 = ( w €1, T €1, 0, Y )by

gri=w'dy; fori=2...

, Nty
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where ' := 0, v/ := o, and 7/ := p which are distributed uniformly in F,. Therefore, the
distribution of (param+, {D¢, D} }1—0....d, 98,0, 198,615 Gt.i }1=1,....d:i=2,...n,) s exactly the same as

{Q gﬁgg”(ﬁ,%’)}. 0

Lemma 17 For any adversary B, there is a probabilistic machine C, whose running time
18 essentially the same as that of B, such that for any security parameter A, Advgl()\) <
AdvEF(\) + (d+ 1) /q.

Proof. Given a Basic Problem 1 instance

(param, {B¢, B; }i—o,....as £5,0, {fB,6,1, Friiti=1,..dsi=2,..n:)5
C calculates
U
r¢ — span(bysn,+1), €pr1:= fau1+1 fort=1,...,d.

Ut 1

C generates ug J FJ, : = U J GL(n¢,Fy) fort =1,...,d. C then calculates

—
U t.nyg

d0,2 = <O7 uo, 07 07 0)1307

nt e nt 1
=
. .
di i = ( 0, U+, (L 0 g, fort=1,....d;i=1,...,n

C then sets dual orthonormal basis vectors

dj o = (0,u5",0,0,0)s:,

nt ¢ ng 1
-~ —— =
— .
;i = ( 0, 2t (1 0 Jp; fort=1,....d;i=1...,m,
—
21
where : = (U7 HT. C cannot calculate above dj, and df, for i = n; +1,...,2n,
—
Z tng

because of lack of bj , and by, 1. C then sets

o L (1 * * * * TN . (* * * *
Dy := (bo,1,do,2,bo,3, b0,4a b0,5), H))0 = (b0,17d0,2,bo,s,bo,4>bo,5)a ID)o = (bo,lab0,3ab0,4a b0,5)a
]D)t = (bt,la e 7bt,nt7 dt,nt+17 ceey dt,Q’nta bt,2nt+17 ceey bt,3nt+l)7

* Pyp—
]Dt o

% .
]Dt -

>k >k *k * >k *
bt,lv RS bt,ntv dt,m+17 RS dt,2nt7 bt,2nz+17 AR bt,3nt+1)

* * * *
bt,l? ce 7bt,nt7 bt,2nt+17 ct bt,3m+1)‘

C gives (paramy, {D¢, D} }i—o,..4, 3,0, {€8,,1, Fri}e=1,..d:i=2,...n,) to B, and outputs ' € {0, 1}
if B outputs 3.

Then, with respect to Dy, D} (instead of By, B}, respectively), the above answer to B has the
same distribution as the Problem 1 instance, i.e., the above instance has the same distribution
as the one given by generator Qg’l(l)‘7 ) if zo in Problem 1 is not equal to 0 and (2¢1, .. ., 2tn,)

in Problem 1 is not equal to 0 for any t = 1,...,d, i.e., except with probability (d 4+ 1)/q for
/8 = 1. O
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B.4 Proof of Lemma 2

Combining Lemmas 15, 18 and 19, we obtain Lemma 2.
Definition 20 (Basic Problem 2) Basic Problem 2 is to guess 3 € {0,1}, given (param-,
™ * * * R
{]Btv Bt }t:(],..,da yﬁpa f07 {yﬂﬂj,ia ft,i}t:l,..,d;i:l,..,nt) — gﬁBP2(]—>\7 W)7 where
R
G52 = (dsma, ... nq)) : (parame, {By, B hi—o,....a) < Gob(1*, 7)),
Bo := (bo,1,bo3,- -, bos),
Bt = (bt,h ceey bt,m, bt,Znt—Q—la e ;bt,?mt—l-l) fOl“ t = 1, ceey d,

U U
57607W<_Fq7 p;THan

Yo,0 = (0,0,0,00,0)m:, Y1 :=(3,p,0,00,0)m:, fo:=(w,7,0,0,0)p,,
fort=1,....d, i=1,...,n
= (071 1,0MT) e B

nt ne ne 1
7\ 7\ ~ 7\ 7\
* — - —
Yori = ( d€t, 0, 0o €'t 0 e
* — - —> —
Yii= ( 0 €4, P €t 00 €'1,is (U
— —
.ft,i = ( W e, T €ty Onta 0 )IBN

return  (param+, {Be, By bi—o,..a; Y500 Jos {¥B3.000 Friitt=1,.dsi=1,.n)-

for B J {0,1}. For a probabilistic machine C, we define the advantage of C for Basic Problem
2, Advgm()\), as in Definition 12.

Lemma 18 For any adversary C, there is a probabilistic machine D, whose running time is
essentially the same as that of C, such that for any security parameter X, Advg" 2(\) = AdvZ70(\)
for any 7 := (d; {n¢}) := (d;n1,...,nq).

Proof. D is given a Basic Problem 0 instance
(parameo,@,B*,yg,f,mG,gG, IEG).
By using paramg := (¢, G, Gr, G, e) underlying paramgpg, D calculates
param := (¢, Vo,Gr, Ag, ) := devs(l)‘,5, paramg),
param, := (q, V¢, Gp, Ay, €) := gd,,vs(ﬂ, 3n¢ + 1, paramg) fort=1,...,d,
param+; := ({param, };—o,....d; 97),

where g7 is contained in paramgpy. D generates random linear transformation W; on V; (¢ =
0,...,d) given in Lemma 14, then sets

do, == Wo(b,,0,0) for e =1,2, dos:=Wy(0,0,0,xG,0),
do 4 = Wo(b3,0,0), dos:=Wy(0,0,0,0,kG),
df .= (Wi )T (b;,0,0) forv=1,2, ds:=(W;")7"(0,0,0,£G,0),
dy g = Wy )T (85,0,0) dj5:= (W, 1)7(0,0,0,0,£G),
Pho = Wy (¥5,0,0),  go:=Wo(f,0,0),
fort=1,....,d,

di (o 1y = We(03071 b, 037D 0)  for e =1,2,3; i=1,...,mn,

di 30,01 = Wi (03 kQ),

et = (W DT by, 03000 0) - for 1= 1,2,3; i=1,...,ny,
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d;fk,Bnt—&—l = (Wt_l)T(OgntagG)a
P = (W HTO30D g5 0300 0)  fori=1,...,ny,
gri = Wi (03G=D £ 03=D 0y fori=1,... n.

where (01, v,02) := (011,61,62,53,012) for any v := (él,ég,ég) €V =aG?and I1,ly €
Zzo. Then, DO = (dO,i)i:L‘..ﬁ and DS = (da,i)i:1u~~75’ ]Dt = (dt,i)iZI,...,fﬂm—i—l and D? =
(d;‘7i)i:17,,.73nt+1 for t =1,...,d are dual orthonormal bases. D can compute

]ﬁ)o = (d()’l, d073, . ,d075), ]D)S = (dal’ - ’d8»5)’

fort=1,...,d, Dp:=(di1,-..denpsdeonests- s degns1), Df = (di, ... dfsn, 1),
from B := (b1,bs),B*, kG, and £G. D then gives (paramﬁ,{@t,Df}tzow’d,pao,go,{pam,

Gti}t=1,. di=1,.n,) to C, and outputs 3’ € {0,1} if C outputs /.
We can see that

pao - (6707075070)]1)37 pi() - (57 p7075070) 67 gO = (w7T707070)D07

nt ng nt 1
=
* — —
Poii= ( 0 €4, 0, 00 €1, 0 o
& — —_ —
Piti = ( d€, P e 90 €14, 0 o
— —
gii = ( we X2 T € ti, 0nt7 0 )Dtv

t=1,....,d;1=1,...,ny,
Therefore, the distribution of (param+, {]IA)t, D} }e—o,....ds pao, go, {p:g’t’i, Gtitt=1,. di=1,.n;) 1S ex-
actly the same as {Q ‘ 0 & gﬁBPZ(l)‘, (d,{n¢})) } 0

Lemma 19 For any adversary B, there is a probabilistic machine C, whose running time is
essentially the same as that of B, such that for any security parameter A, /—\dv'l?()\) = Advgm()\).

Proof. Given a Basic Problem 2 instance

(param—, {By, By }i—0,...d> Y50, fo, {Yhei0 Friti=1,.dii=1,.n:)

C calculates

« U * * * ek *
rr; < span(bion 155 Ui, ) RBLi = Ysei T
—
1
U U
C then generates z; < F ¢ and : = Z| < GL(n,Fy), for t =1,...,d, and calculates
—
z t,nt

d3,2 = (0, Z(,), 0,0, 0)15337

nt ne ne 1
- =~

* . L vl L — R

t,?’Lt—‘ri'_( 0 y Zt,i’ 0 y 0 )]Bzf fort—l,...,d,l—l...,nt.
— —
21 U1

C then sets zo 1= p~ 120, up = 2, ', : = Z; :=p~'Z{ and : =(Z T,

— —
2ty U t.ny

where p is defined in Basic Problem 2. Then,
d6,2 = (07 Pz0, 07 07 O)]Baa

nt nte nt 1
N =
— .
i = ( one, P2 i, one, 0 )y fort=1,....dyi=1...,n.
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C then sets dual orthonormal basis vectors

d0,2 = (07 P_1U0a Oa Oa O)Boa

ng nt nt 1
dinyti = ( o, p W4, o, 0 g, fort=1,....d;i=1...,n.
C cannot calculate above dg2 and d;; for i =n; +1,...,2ns. C then sets

Do := (bo,1, do,2, bo,3, bo4, bos), Do = (bo,1,boz, boa, bos), Df = (651,452,003, 66,4, b0.5),

Dt = (bt,la ceey bt,nt7 dt,nt+17 ceey dt,2’nta bt,Qanla ceey bt,3nt+1)7

Dt = (bt,lu e 7bt,nt7 bt,2nt+17 ey bt,3nt+1)7
x L (¥ * * * * *
Dt T (bt,17 ce 7bt,nt7 dt,nt-i-l? M) dt,?nﬁ bt,2nt+17 M) bt,3nt+1)'

C gives (param+, {D¢, D} }i—0,... 4> Y}.0- Jo. {h;},t,i’ friti=1,. di=1,.n;) to B, and outputs 5’ € {0,1}
if B outputs 3.

For 7 in Basic Problem 2, let 7/ := p7r. Then, with respect to 7/, D;, D} (instead of 7, B;, B}),
the above answer to B has the same distribution as the Problem 2 instance, i.e., the above

instance has the same distribution as the one given by generator Q/sz(l)‘, ). ad

C Proof of Lemma 3

Proof. We first remind the definition of cofactor (and cofactor matrix). When n > 2, for
n x n matrix Z := (z;), let A;; the minor obtained by removing the i-th row and the j-th
column from Z. Cofactors z; ; are defined by (—1)"/A; ;. The determinant of Z is given as
det Z = 2?21 2i ;% ;. In particular, when i = 1, we obtain

det Z = 21,71 (17)
j=1

In addition, when det Z # 0, we have

. 211 ... Zin
U:=(z"H = 7 : ) (18)

Znl oo Znm

Case that @ - @ = p # 0 : For normalized pair of vectors
7 = (p,0,...,0), @ :=(1,0,...,0), (19)

we will show that (7'U, v'Z) is uniformly distributed on C, for Z & GL(n,F,),U = (Z~1H)T.
By that, for any pair (7', v') € Cp, we see that (Z'U, v'Z) is uniformly distributed on C), for
7 & GL(n,F,),U := (Z~1)T. Therefore, we consider (7, ') given by (19) in the following.

Since Z = (z; ;) and (18) holds,

?U = (:2\,“/171, ey glm)v ?Z = (2:1,1, Ce 7zl,n)-

_P_
det Z
Cofactors z1; are determined by n — 1 rows, from the second to the n-th rows of Z. Hence,
from formula (17), we see that (Z'U, v’ Z) is uniformly distributed on C, when Z s GL(n,Fy).
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Case that @ - © = 0 : For normalized pair
7 :=(0,1,...,0), @ :=(1,0,...,0),

we will show that (7'U, v’ Z) is uniformly distributed on Cy for Z & GL(n,F,),U = (z7HT
because of the similar reason as above.
Since Z = (z;j) and (18) holds,

cuo L
~detZ
Cofactors zp ; are determined by n — 1 rows except for the second one, that is, the first, and
from the third to the n-th rows of Z. In particular, only term det Z in (Z'U, v’ Z) is related to
the second row of Z.
First, since zp1 are determined by the rows of Z except for the second one, we see that
T U are distributed uniformly on the space orthogonal to ' Z up to scalar multiplication.
Moreover, det Z is uniformly distributed in F ¢ (non-zero scalar values), when the second row
of Z is uniformly distributed in Fg* such that det Z # 0.
Combining these two facts, we see that (7'U, v'Z) is uniformly distributed on Cy when

7 & GL(n,F,). 0

(§271, ey 527,1), WZ = (21,1, . 721,n)-

D Problems 3, 4 and 5 for CCA-Secure CP-FE

We will show Problems 3-5 and Lemmas 20-22 for the proof of Theorem 4. The proofs of
Lemmas 20-22 are similar to those of Lemmas 1 and 2

Definition 21 (Problem 3) Problem 3 is to guess 3 € {0,1}, given (paramﬁ,Bo,I@g, €30, {B:,
@f,eﬁ,t,het,z'}t:l,...,d+1;i=2,...,nt) & 953(1/\:W); where
QE3(1>‘, ) ngy =2, 0= (d+1; {neti=1,. . d+1),
(param—, Bo, BY, €5.0, {Br, BY, €41, €16 Hie1.....d 1 15i=2....m0) & Gt m),
return (param, By, @3, €30, {B:, @f, €841, €t t=1, .. d+1:i=2,..m;)-

for B L {0,1}. For a probabilistic machine B, the advantage of B for Problem 3, AdvE"'(A), is
similarly defined as in Definition 12.

Lemma 20 For any adversary B, there exist probabilistic machine &£, whose running times
are essentially the same as that of B, such that for any security parameter \, Advg3()\) <
AdvEHN(N) + (d+17)/q.

Definition 22 (Problem 4) Problem 4 is to guess 3 € {0,1}, given (param-, {I@t,Bz‘}t:07_,,d,
Bat1, By, 1, R o €0, {Rj 45 €1ttt dii=1,..nes {RG4 1 i Fim1,2) R Gg* (1M, W), where
GEYN )t mgr =2, W= (d+ L {nhe, ),
(paramszr, {Bt, B} }izo,...a41) < Gob(1*, 7),

EO = (bo}l, b073, ey b0’5), Bt = (bt,ly ceey bt,n“ bt,2nt+17 e ;bt,3nt+1) for t = 1, e ,d,

U U X —1
0,00, w «— Iy, uo,T<—Fq, 20 = Uy,
— —
2,1 Ut1
= 7, L GL(n,, F : = (ZYT fort=1,....d
=z0GLmE). | ¢ =@ dri=1..4
— —
Z tne U ¢y



h’aO = (5707()) 5070)337 T,O = (57 anOadovo)Baa €p 1= (W,TZ(],O,O,O)BO,
fort=1,...,d; i=1,...,n4

o= (071, 1,0M70) € Fle, 54, < B

ni ng n¢ 1
N N N I
—
* ._ - n
hori= ( 0€ s 0", 0 ¢4, 0 e,
—
hl,t,i = 0 €, U t,is 0t 0 )B;,
e — — n
et,i C ( W€ ts, T Z tyis 0 t7 0 )]Bt

h;-l—l,l = 5b2+1,1/ fOI' Z - 17 2,

return (paramy, {Bt, By fi=0,.. 4, Bat1, By1, h50, €0, {RG14» €ti =1, di=1,.n;» {PiG41 4 Fi=12)-

for B S {0,1}. For a probabilistic machine B, the advantage of B for Problem 4, AdvlF§4()\), is
similarly defined as in Definition 12.

Lemma 21 For any adversary B, there exists a probabilistic machine £, whose running time

is essentially the same as that of B, such that for any security parameter A, Advlpg4()\) <
AdvEEN(N) + 5/4.

Definition 23 (Problem 5) Problem 5 is to guess 3 € {0,1}, given (param+, {@t,BI}tZO,dH,
* k * * R
{]Bta Bt }t:l,..,da h5707 €0, {h’tyi}til,..,d;i:L..,nta {hﬁ7d+17ia ed-i—l,i}i:l,?) — QES(l)\a H))z where
gﬁPS(l)Vﬁ) D MNdt1 =2, n = (d+1; {nt}t:17...,d+1)>

. R
(paramﬁ/, {Bt, Bt }tzoj.__,d-s-l) — gob(l/\7 W/%

Bo := (bo,1,b03,--.,b05), Bay1:= (bat1,1,b441,2,ba115,---,bar1,7),
U U - x -1
0,00, w «— Fy, ug, 7 IFq . 20 =g,

hao = (6307076070)387 T,O = (6, U0,0,(;0,0)B?)‘, €p = (W,TZ[),O,O,O)BO,
hi;=0b;;, fort=1,....d; i=1,...,n

_ —
( Zd+11 > = Zg1 = GL(2,F,), < Tina ) . (Zdjil)T’

— —
2 d+1,2 U d+1,2
fori=1,2,
_ ' - 9 5 = U9
€ar1i = (07, 1L,07") €Fy, 6 api < Fy,
2 2 2 1
- ~ =~
_
o — 2
hiari = ( 0€ar 0%, 0drii, 0 sy
R o= ( 0€asis  Wasrts  Oasis 0 pe
1,d+1,4 "~ d+1,is d+1,i5 d+1,i5 BY, .,
e — — 2
€it1i:= ( wWe€drii, T ZdsLis 0%, 0 )Busr

return (paramﬁa {]Bta ]BI }t:O,d—‘rlv {Bta ]BZ }t:l,.,cb

hj 0, €0, {Re i bi=1, di=1,...n0> {5 as1.05 €41 Fi=12),

for B & {0,1}. For a probabilistic machine B, the advantage of B for Problem 5, AdvES()\), is
similarly defined as in Definition 12.

Lemma 22 For any adversary B, there is a probabilistic machine £, whose running time
is essentially the same as that of B, such that for any security parameter A, Advlpgs()\) <
Adv2YN(N) +5/4.
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E Generalized Version of Lemma 3

Let V' is n-dimensional vector space Fg', and V* its dual. For D= (p1,...,ps) € FJ, let

O = (?7 ?) 7#?,??,:@%1%:1,,3 CVX(V*)S
' P b T {¥;}iz1,.s are linearly independent over F,, '

Lemma 23 For all p such that Cw # 0, forall (T, V1,...,04) € Cy, and (7, Wy,..., W) €

C'?,

=l

Pr (77U =
Z & GL(n,Fy),

where U := (Z7HT.

Proof. Case that there exists an i such that @ - v; = pi 7 0 :  We can assume
that p; Z0fori=1,...,t, p,=0fori=1¢t+1,...,s through an appropriate change of order
of coordinates. Then ¢ > 1.

For normalized tuple of vectors

i—1 n—i

—— .~
7 = (p1,...,p,0,...,0), ¥;:=(0,...,0,1,0,...,0) fori=1,...,s, 20)

(
we will show that (Z'U, v'1Z, ..., v sZ) is uniformly distributed on Cy for Z & GL(n,F,),U :=

(Zz=HT. By that, for any pair (7', v'1,..., Us) € C4, we see that (FU,V1Z,..., 0 2)

is uniformly distributed on C for Z 4 GL(n,F,),U = (Z=1)T. Therefore, we consider
(7', V'1,..., V) given by (20) in the following.
Since Z = (z; ;) and (18) holds,

1

t

— ~ ~ — .

U = tZE Pi(Zil,s -y Zin)s ViZ = (2ig,...,2in) fori=1,...,s.
i=1

de

Cofactors z; j are determined by n — 1 rows of Z except for the i-th one. Hence, from formula
(17), we see that (ZU, V'1Z,..., U sZ) is uniformly distributed on Cw when Z S GL(n,F,).

Case that p; = @ - v; =0 for all 1 < i < s : For normalized tuple

S n—s—1 1—1 n—i
—— o — —— o —
7 =(0,...,0,1,0,...,0), @;:=(0,...,0,1,0,...,0) fori=1,...,s,

we will show that (Z’U, v'1Z, ..., v ¢Z) is uniformly distributed on Cg for Z S GL(n,Fy),U =

(Z~1)T because of the similar reason as above (where 0= 0,...,0)).
Since Z = (z; ;) and (18) holds,

1
— ~ ~ — .
1‘U:m(25+171,...,z5+17n), ViZ = (zin,...,2ip) fori=1,... s.

Cofactors Zs11,; are determined by n — 1 rows of Z except for the (s + 1)-th one. In particular,
only term det Z in (Z'U, V'1Z,..., v sZ) is related to the (s + 1)-th row of Z.

First, since Zs41,; are determined by the rows of Z except for the (s + 1)-th one, we see
that @ U is distributed uniformly on the space orthogonal to span{v'1Z, ..., v sZ) up to scalar
multiplication. Moreover, det Z is uniformly distributed in F ¢ (non-zero scalar values), when
the (s + 1)-th row of Z is uniformly distributed in F;* such that det Z # 0.

Combining these two facts, we see that (ZU, V'1Z,..., U sZ) is uniformly distributed on

C5 when Z & GL(n,Fy). 0
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F How to Relax the Restriction that p Is Injective

We assume that ¢ € N is given in the system. For any access structure S := (M, p) for ciphertext
in the CP-FE scheme, ¢ > max{_; #{i | p(i) = t}. (In the proposed CP-FE scheme in Section
7, we assume that ¢ :=1.)

We will show how to modify the CP-FE scheme to allow ¢ > 1 with preserving the security
of the CP-FE scheme in Section 7.

We can also show the similar modification of the KP-FE scheme to allow ¢ > 1.

F.1 The Modified CP-FE Scheme

1. As for Setup, given (1*, 7 := (d;n1,...,nq)), execute Setup(1*, 7’ = (d;n},...,n}))
such that n} :==n; +p fort =1,...,d.

2. As for KeyGen, given (pk, sk, ' := {(t, @y := (@1, .., %n,) € FJ*) | 1 <t < d}) execute
the same procedure as KeyGen except that:

U

nj ny ny 1
=~
k;fk = ( 5?15’ OQO On{"v ?tv 0 )B: fOI' (t’ ?t) € F7

3. As for Enc, given (pk, m, S:= (M, p)), execute the same procedure as Enc except that:

. . — U
if p(i) =(t, V= (vi1,...,Vin,) € IF;”) ni,Ti < Fq,
ny ny ny 1
% =
L — — 1 _ ’ /
ci= ( s €1 +0;0,00 07,0977, 0™, 0™, )
. . — U
if p(Z) - _‘(tv v ’i)a Nis Ty < qu
n} ny ny 1
% =~
L —_ 71 . ! !
C; := ( S; U 4, OH s Ty 0% H? Onta Ont7 ;i )Bta

where 7 is the k-th index such that p(i) = ¢ and #{j <i|p(j) =t} =k — 1.

F.2 Security

We can prove the security of the modified CP-FE scheme in a manner similar to that of Theorem
2 except that Problem 2 is changed to Modified Problem 2, Lemma 10 is changed, where B;r 'S
simulation is executed on Modified Problem 2, Game 2-h™ is changed to Modified Game 2-h T,
and Claim 2 is proven based on Lemma 23 in place of Lemma 3.

Here we only show the essence of the change by using Modified Game 2-h™. The Modified
Game 2-h* is the same as Game 2-h" except that Z; < GL(n,,F,), U := (Z;H)T for t =
1,...,d, where for each t such that {i,, | p(ix) = t, 1 < k < p}} is not empty, and for
k=1,...,p, the framed part by a box in k} in Eq. (14) is (', 0¥) - Uy, and the framed parts by
aboxin ¢; (:= ¢;,) in Eq. (15) are (a; € ¢1+m v 4,057, 7/,097%)- Z; and (a; v 4, 0571, 71, 097F)- Zy,

y T » )

where 7/ S F, for i« =1,...,¢. By using Modified Problem 2, B;r can simulate the ciphertexts,
¢i.. By applying Lemma 23, we can prove Claim 2 for the changed simulation by B; in a
manner similar to the proof of Claim 2.
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G Special Cases

This section describes special cases, KP-ABE and CP-ABE, of the proposed FE schemes given
in Sections 6 and 7. Here, the underlying attribute vectors, {?t}te{l,...,d} and {71-}1»6{17._.75},
are specialized to two-dimensional vectors for the equality relation, e.g., 7'y := (1,2;) and
V' := (vi, —1), where 2y - v; = 0 iff 2; = v;. These schemes are also adaptively payload-hiding
under the DLIN assumption.

G.1 KP-ABE with Non-Monotone Access Structures

Setup(l)‘, = (d;2,...,2)): (params, {By, B} }+=0....d) R gob(l)‘, ),
Bo := (bo.1,bos,bos), By := (b1, bio,byz) fort=1,..d,
By = (b5, b53,05.4), Bf = (b]1,b72,b}5,bg) fort=1,..d,
return pk := (1%, param, {Bi}i=0....a), sk := {B] }i=o...a.
KeyGen(pk, sk, S:=(M,p)):

7 <_UIF¢;> ?T = (817"'73€)T ::M'7T7 S0 = T'7T7 Mo <_U]Fq7
ké = (_307 07 1a 7o, O)Béa
fori=1,...,¢,
it p(i) = (t, Ti = (v, 1) € F2\{0}), 6 LR, 7 LF2,
2 2 2 1
~~
k};k = ( S; + ini, —91', 0, 0, 71', 0 )IBI»
if p(i) = (1, Ts), i B
2 2 2 1
~ ~ ~ A~
k;k = ( SVq, —Si, 07 07 Wia 0 ) fa
return sks := (S, kg, k7, ..., kp).
Enc(pk, m, T = {(t, T¢:= (1,2,) e F2\{0}) | 1<t <d}):
W, 00, Pt, C <_U Fq for (tv ?t) S Fa
Cp = (wa 07 C? 07 800)1307
2 2 2 1
7\ 7\ A\
c = ( w, Wy, 0, 0, 0, 0, oy ), for (t,74) €T,

cap1 = gym, ctr = (T,eo, {7 pers Cart),
return ctr.
Dec(pk, sks := (S, kg, k1, ..., k), ctr:== (I, co,{et} 7, )er Car1)) :
If S:= (M, p) accepts I' := {(¢, @'¢)}, then compute I and {«;};cs such that
1= > icr @iM;, where M; is the i-th row of M, and
ICfie{l,....0} | [p(i)=(t7) N (t,T¢) €T A v; =14
Vo [p(i) ==,V A (6 T) €T A v # a4 b,
K :=e(co, k) 11 e(ee, k)% 11 e(ey, k) iz,
i€l A p(i)=(t,7;) i€l A p(i)=—(t,7;)

return m’ 1= cqy1/K.
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G.2 CP-ABE with Non-Monotone Access Structures

* R
Setup(1*, 7 := (d;2,...,2)) : (paramz, {By, B} }i—0...a) — Gob(1*, ),

By := (bo.1,b03,bos), Br:= (b1, beo,byy) fort=1,....d,

By = (b1, 055, b5.4), By := (b, b} 5,bi5,bg) fort=1,....d,

return pk := (1)‘, param-, {@t}t:(],_..7d), sk := {I@;‘}tzo’m,d.
KeyGen(pk, sk, T :={(t, @ := (1,24) € Fq2 \ {6)}) |1<t<d,}):

5,00 < Fy, Pt & F7 such that (¢, 7'¢) €T,

k() = (57 07 17 ©o0, O) 67
2 2 2 1
=~
k:ﬁk = ( 57 651:75 0, 07 ?ta 0 )IB;‘ for (t’ ?t) € F7
skr := (I, kg, {2 } ¢, 7)er)s
return skr.
Enc(pk, m, S = (M, p)) :
— R = - 7 U .
f <—IF(;, ST .= (51,...,35)T =M - fT, sp:=1- fT, n0, M, 0i, ¢ — Fq (i =1,..,0),
Cy = (_807 07 Ca 05 770)1307
fori=1,....,¢,
. . — 2 —
if p(i) = (t, v == (vi,—1) € Fg\ {0}),
2 2 2 1
N A
Cj ‘= ( Si + inia e’iv 07 07 Oa Oa i )Btv
if p(i) = ~(t, ?l)v
2 2 2 1
=~
C; ‘= ( SiVq, — 54, O) 07 Oa O) i )]Btu
Cd+1 = Q%ma CtS = (Sv CO,Cl,...,C[,Cd+1),
return cts.
- Gy Cd+1)) :

Dec(pk, skp := (I', kg, {k; } 1, z,)er): cts := (S, co, €1,
If S:= (M, p) accepts I' := {(¢, 24)}, then compute I and {a;}ic; such that

N
1 =) ,craiM;, where M; is the i-th row of M, and

—>) AN (t,?t)ef‘ A UZ‘:IL‘t]

IC {ie{l,....0}] [pii)=1(t, v,
\ [p(l) = _'(tv 72) A (tv ?t) el A (% 7& xt] }7

K = e(co, kp) H e(c;, ki)* - H e(ci, k?)ai/(vi—zt)7
icl A p(i)=(t,7) i€l A p(i)=—(t,v;)

return m’ = cqy1/K.

G.3 PE for Inner Products

We describe a modified random dual orthonormal basis generator G’ below, which is used as

a subroutine in the proposed IPE scheme.
R U
gob/(lka N) : param%} = (Q>V> GT7 Aa 6) — gdpvs(lAv N)a 7/1 — ]FqX7
U —_
X = (XZ,]) — GL(N7 Fq)7 (19%]) = sz) : (XT) 17 gr ‘= G(Ga G)"/J’ paramy = (param%/'ng)v
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bi = Zjvzl Xi,jQj, B:= (bl, .. .,bN), b;k = Z;vzl Q%"jaj, B* := ( T, ce ,b*N),
return (paramy, B, B).

G.3.1 Construction

In order to make a ciphertext shorter, we modify ¢ = 1 space V := V; by adding one more
dimension instead of using ¢ = 0 space Vy. This construction is similar to the IPE construction
in Section 3.5 in [19].

Here, we assume that the first coordinate, x1, of input vector, 7, is nonzero. We refer to
Section 1.3 for notations on DPVS.

Setup(1*, n): (paramy,B := (by,...,bs3,11),B* := (bg, .-, b3,11)) AL Gob' (17,31 + 2),
B:= (bo,...,bn,b3us1), B = (b5, ... b5 b5 1, .., b50),

»¥ny
A

return pk := (1%, paramy, B), sk := B*.

KeyGen(pk,sk, v € F)') : o S Fg, 7 J Fy,
1 n n n 1
~~ A~ A~ ~~
E = (1, ov, o, 7, 0 )p,
return sk = k*.
Enc(pk, m, T €F)): w, ¢, < Fy,
1 n n n 1
AN — —_— PNy
c:= ( ¢ wT, 0", 0", © B, C2:= g%m,

return ct— := (c1, c2).
Dec(pk, sk :=k*, ct = (c1,¢2)) : m :=ca/e(cr, k),

return m’.
[Correctness] If ¥ ¥ = 0, then e(cy, k*) = g%+waf'6 = g5
Remark 3 The differences between the proposed IPE scheme and the IPE scheme in [19] are:

1. While the scheme in [19] employed a (2n + 3)-dimensional vector space, the proposed
scheme employs a (3n+ 2)-dimensional one. The keys in [19] have only 1-dimensional ran-
domness space, but those in our construction have n-dimensional randomness space. The
security assumption in [19] is the n-eDDH, a non-standard (and non-static) assumption,
while it is a standard (and static) assumption, the DLIN, in our scheme. More precisely,
the security of Problems 1 and 2 on a (2n + 3)-dimensional space is reduced to the n-
eDDH assumption in [19], while in the proposed scheme, the security of these problems
on a (3n + 2)-dimensional space is reduced to the DLIN assumption. In other words,
we achieve the DLIN-based security (higher security) at the cost of increasing (n — 1)
dimensions for the randomness space of keys (less efficiency).

2. While scalar ¢ in a ciphertext ¢; is a coefficient of the (2n + 1)-th basis vector ba, 1 in
[19], it is that of 0-th basis vector by here. It is just a change of notation, i.e., not essential
one.

G.3.2 (Weakly) Attribute-Hiding Security

The notion of adaptively weakly-attribute-hiding security, where a type of key queries are not

allowed, and the advantage Adv'jE’WAH()\) of adversary A are defined in Definition 17 of [19].
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Theorem 5 The proposed IPE scheme is adaptively weakly-attribute-hiding against chosen
plaintext attacks under the DLIN assumption.

For any adversary A, there exist probabilistic machines €1 and &, whose running times are
essentially the same as that of A, such that for any security parameter A,

AV M) < AdvEIN () + D T AdVEEN(A) e,
h=1

where Ey 1, (+) 1= Ea(h, -), v is the mazimum number of A’s key queries and € := (6v +5)/q.

We will employ Problem 1’ and Problem 2’ for the proof of Theorem 5, which are almost
the same as Problem 1 (in Definition 12) and Problem 2 (in Definition 13), respectively. For
completeness, we describe them and the security lemmas here.

Definition 24 (Problem 1’) Problem 1’ is to guess 3, given (paramV,B,@*, es1,{eiti=2..n)
& ggll(l)‘,n), where

GEY(1Mn):  (paramy,B,B*) & Goy'(1),3n + 2),

ok . 1k * gk *
]:B — (bo,...,bn’ 2n+1’.7b3n+1),
u — -1 — U u
weTFy, €= (1,0"7)eF!, 27 «F, vTF,
1 n n n 1
= - =

—
€01 ‘= ( 07 wer, Ona 077,7 Y )B7

— —
el,l = ( 07 werq, Z ., OTL, Y )]B7
e :=wb; fori=2,...,n,

return (paramy, B, B, eg1,{ei}ti=2, ),

for 3 M {0,1}. For a probabilistic machine B, the advantage of B for Problem 1’, Advzll()\), is
similarly defined as in Definition 12.

Lemma 24 For any adversary B, there exist probabilistic machines £, whose running times

are essentially the same as that of B, such that for any security parameter A, Advlpgll()\) <
Adv2"N () + 5/q.

The proof of Lemma 24 is similar to that of Lemma 1.
Definition 25 (Problem 2°) Problem 2’ is to guess 3, given (paramy, B, B*, {h} . €iti=1,..n)

& gﬁpzl(l/\,n), where

gﬁ"z’(ﬁ,n) : (paramy, B, B*) R gob’(ﬂ, 3n +2),
B = (b(), e 7bn7 b2n+17 e 7b3n+1)7

— —
21 U1
U U - x U . —1\T
SweFy 7=FS, : =27 «— GL(n,F,), : =(Z7)",
— —
Zn Un
fori=1,...,n;
o= (071,07 e B, S LR
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1

1 n n n
=~ - N\ =~
Ry, = (0, 5, 0", 5, 0 s
ﬁ
hi; = (0, 5ei, u, 8 0 )p
e; .= ( 0, w?i, T?i, 0", 0 )B,

return (paramy, B, B, {hz,i’ €iti=1..n)s

for B J {0,1}. For a probabilistic adversary B, the advantage of B for Problem 2’, Advgzl()\),
1s similarly defined as in Definition 12.

Lemma 25 For any adversary B, there exists a probabilistic machine £, whose running time
1s essentially the same as that of B, such that for any security parameter X, Advg2 (N <
AdvBYN(N) +5/4.

The proof of Lemma 25 is similar to that of Lemma 2.

Proof of Theorem 5 : To prove Theorem 5, we consider the following (v + 3) games. In
Game 0, a part framed by a box indicates coefficients to be changed in a subsequent game. In
the other games, a part framed by a box indicates coefficients which were changed in a game
from the previous game.

Game 0 : Original game. That is, the reply to a key query for v is:
k= (1, 00, [0"] 7

where o <2 F, and 7 € F'. The challenge ciphertext for challenge plaintexts (m©, m™M) and
vectors (7, 7 (M) is:

cr = ( ’ 7 ’ 0", ¢ )p, c2:= g%m(b)’

where b < {0,1};¢,w, S F,.
Game 1 : Game 1 is the same as Game 0 except that ¢; of the challenge ciphertext is:

cl = C,wx . 0", ¢ )B

where 7 <2 ', and all the other variables are generated as in Game 0.
Game 2-h (h =1,...,v) : Game 2-0 is Game 1. Game 2-h is the same as Game 2-(h — 1)
except the reply to the h-th key query for ¥ is:

k*:=(1, ov, , I

where W < F;', and all the other variables are generated as in Game 2-(h — 1).
Game 3 : Game 3 is the same as Game 2-v except that ¢; of the challenge ciphertext is

- On’ QO Cy = g%m(b)’

where ¢’ & F,, 7' & Fg (i.e., independent from b & {0,1}), and all the other variables are
generated as in Game 2-v.
Let Advi?)()\), Advi)()\) Adv (2'h)()\) and Adv(3)()\) be the advantage of A in Game 0, 1, 2-h,

and 3, respectively. Advgl)) () is equivalent to AdvljE WAR(\) and it is obtained that Advfi’) (A)=0
by Lemma 29.
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We will show three lemmas (Lemmas 26-28) that evaluate the gaps between pairs of Advfg) (N),
Ade)(A),Advf'h)()\) for h=1,...,v and Advf)()\). From these lemmas and Lemmas 24 and
25, we obtain AdvFEVAT(\) = Adv¥ (1) < ‘Advfg)(/\)— Adv§>(A)’ + 3 | AdvE ) )

Advf’h)(/\)‘ n ’Advf’”)()\) - Advfff)()\)‘ + AV () < AVEY (V) + S0 AdZ, () + v/q <
AdvE"N(N) + 3T Adv?QLLN()\) + (6v + 5)/q. This completes the proof of Theorem 5. 0

Lemma 26 For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter A, \Advg\))()\) —
Advi) (V)] = AdvET(A).

Proof. In order to prove Lemma 26, we construct a probabilistic machine B; against Problem
1’ by using any adversary A in a security game (Game 0 or 1) as a black box.

The construction of B; is the same as the machine By in the proof of Lemma 24 in [19] except
for step 5. In the step, when B; gets challenge plaintexts (m(o),m(l)) and challenge attributes

(7, 7MWY (from A), By calculates and returns (e¢;,c¢p) such that ¢; = Cby + :cgb)eg,l +
Yo ox; e and o = g%m(b) where e; and {e;}i=2, ., are from the Problem 1’ instance B;

obtained, ¢ & F, and b & {0,1}.

Similar to Lemma 24 in [19], if 8 = 0, the distribution of (c1, c2) generated in step 5 is the
same as that in Game 0. If § = 1, the distribution of (e1, ¢2) generated in step 5 is the same as
that in Game 1.

Therefore, ]Advfg)(/\) - Advfi)()\)| = Advg},()\). This completes the proof of Lemma 26. O

Lemma 27 For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter A, |Advg_(h71))()\) —

AdviT (V)] < AdvEZ, (A) + L, where By () = Ba(h, ).

1
q
Proof. In order to prove Lemma 27, we construct a probabilistic machine By against Problem
2’ by using any adversary A in a security game (Game 2-(h — 1) or 2-h) as a black box.

The construction of By is the same as the machine B(:= By) in the proof of Lemma 25 in
[19] except for the order of basis vectors. That is, while in the IPE scheme in [19], scalar { is a
coefficient of the (2n + 1)-th basis vector bg,+1 in €1, in our IPE scheme, the scalar ¢ is that
of the 0-th basis vector by in ¢; (item 2 of Remark 3). Except for such a notational difference,
the simulation of Bs is the same as that of B in the proof of Lemma 25 in [19].

Similar to Lemma 25 in [19], the pair of secret key k* generated in case (b) of step 4 or
6 and ciphertext ¢; generated in step 5 has the same distribution as that in Game 2-(h — 1)
(resp. Game 2-h) when 3 = 0 (resp. 5 = 1) except with probability %.

Therefore, |Adv£f'(h_1))(/\) — Advf'h)(/\)’ < Advzgh()\) + %. This completes the proof of

Lemma 27. g

Lemma 28 For any adversary A, Advg'y)()\) = Advf)()\).

Proof. To prove Lemma 28, we will show distribution (paramv,@,{k(j)*}j:L_,_,,,,cl,cQ) in
Game 2-v and that in Game 3 are equivalent. The proof is the same as that of Lemma 26 in
[19] (except for a notational difference in item 2 of Remark 3). 0

Lemma 29 For any adversary A, Advf)()\) =0.

Proof. The value of b is independent from the adversary’s view in Game 3. Hence, Advf)(x\) =

0. O
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H HIPE Schemes

We will show two hierarchical IPE (HIPE) schemes in this appendix. The first one is more
efficient but payload-hiding (Appendix H.3), and the second one is (weakly) attribute-hiding but
less efficient (Appendix H.4), where these two schemes employ different delegation mechanisms.

H.1 Key Idea in Constructing the Proposed HIPEs

Both schemes (without delegations) are constructed from the KP-FE scheme in Section 6 by
specializing the policy to be f-out-of-¢ threshold access structures.

Let N := 2(2?11 n¢) + 3. The HIPE scheme in [19] employs one (large) vector space of
dimension N, where public basis B and (master) secret basis B* consists of N? elements in the
pairing group G. It leads to that KeyGen and Enc require O(N?) scalar multiplications, i.e., they
become relatively slow. Our schemes are constructed using separated spaces Vg, Vq, ...V with
dimensions 5 and 3n; + 1 for t = 1,...,d (see Section 6). Hence, the data sizes of dual bases
{B:, B} }+=0,1,..4 are O(z:td:1 n?), and then functions KeyGen and Enc become more efficient
than those in [19], where the sizes of the dual bases are O((Z:f:]L ne)?).

The HIPE scheme in Appendix H.3 makes {Bj };—o,. 4 public except b 3, which is denoted

by {I@f}t:o7,_.7d, and Delegate uses {@f}tzg,_._,d. Master secret key is only one vector bf 5. Since
most of keys for delegation are public, secret-key sk, can be small (compared to those in [19]).
The scheme, however, cannot be attribute-hiding for T for any level t = 1,...,d, because
{b;l, . 7b?,nt}t=1,...,d C B} are public.

To achieve both attribute-hiding and key delegatability, a (level-¢) secret key of the HIPE
scheme in Appendix H.4, sk, consists of 3 types of vector elements, kj 4., k] 4q ., kzzram, as in
the HIPE scheme [19]. Element K} gec 1s used for decryption, ky 4 . is used for délegation, ie.,
for embedding any level-(¢ 4+ 1) vector V¢4 in delegated key skyp i, and kj ... is used for re-
randomization of a level-(¢ + 1) key, i.e., for making the distribution of a dvele;g“ated key equal
to that of a freshly-generated key (see Appendix H.4.2). The secret-key size is larger than that
in Appendix H.3 due to the additional elements, kj e and kj . .

H.2 Special Notations for the Proposed HIPEs

To express our delegation mechanisms in the HIPEs compactly, we will introduce new notations,
here.

Since we use dual orthonormal basis generator G, given in Section 2, X S GL(5,F,) and
Xy J GL(3n; + 1,F,) for t = 1,...,d. By arranging the matrices Xy, X1, ... X, diagonally
and other off-diagonal parts are zero, we consider a special from of bases generation matrix
X € IFQNXN with N :=5+ Zle(?mt + 1), where

Xo
X1

Xq

and our HIPEs are constructed on the one vector space V (=2 GV) with special bases induced
by X. In other words, the matrix X gives direct sum decomposition V=VypV, & --- & Vy
(resp. V* =2 Vi@ Vi @ --- @ V}), where V; := span(B;) (resp. V; := span(Bj)) for t = 0,...,d.
Based on this isomorphism, i.e., embedding of V; (resp.V}) in V (resp.V*), we define the
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following notations as:

((Z0)Bos -+ (T a)By) + (T 0)Bos---» (Y a)ry) == (To+ Yo)Bos---» (Ta+ Va)sy,)
where ((7'0)ggs-- > (Za)B.)s (Yo)Bos---»(Va)B,) EVEVe@ V1B - @ Vg,
(F)g = (D)o (D) (s (Deys o5 (0),) €V,
(Z0)Bo, (T)p, :t=1,...,0) == (T0)Bos-- - (T0)m,) = 21o(T 1), €V,
(T0)Bos (F0)m, :t=1,..., £, (T 7),) == ((T0)Bys - -, (T 0)B,5 (T7)B,)
= 20, .,z,T(?t B €V,

e(e, k*) := H?:o e(ct, ki) where ¢ := (cp,...,cq) € Vo&--- BV,
k* = (ki,....k) eVid--- @V,
j—1 ng—j

—N— |~
and €;:=(0,...,0,1,0,...,0) e F,

and all the above notations are applied to the case with {B}};—o, . 4 instead of {B}i=0, . 4

H.3 Efficient Payload-Hiding HIPE Scheme

H.3.1 Construction

Setup(l/\, = (d;ny,...,ng)): (param, {By, B} }+=0,....d) R Qob(lA,W),
Bo := (bo.1,b03,b05), B := (br1, ., brmgs bran,41) fort =1,..,d,
B = (b51.054), By = (0] 1, b} 0, Dfomy 415 s bgn,)  for t=1,...d,
return pk := (1>‘, param—, {I@t, ]@I}t:(]w’d), sk 1= b8’3.
KeyGen(pk, sk, (0'1,..., 0'g) € Fjt x -« x ) :
s¢, 04 <—UFq fort=1,....¢, sg:= Zlest, It HUIE‘Zt fort=0,...,¢,
kj = ((—=s0, 0, 1, mo, 0)ms, (s €1+0:0, 0™, 7y, 0)p;:it=1,...,0),
return sky := ((0'1,..., v ), k}).
Enc(pk,m € Gp, (T 1,..., T¢) € Fgt x - x Fgt):

U
W, @0y ---,P1 <_]Fq7 C1 = ( (w707<70’@0)307 (w?hontvontugpt)Bt = 15"'76)7

co = g%m, ct:=(ey,c2), return ct.
Dec(pk, kf gec, Ct) : m' = ca/e(c1, k] gec), return m’.
Delegate, (pk, sky, v'py1 € Fg*™)
Sdel,t5 Odel. ¢ & F, fort=1,....,0+1, Sder0:= 5. '"1 Sdel.t
T el < F1 for t =0,...,0+1,
ki == (( —5dei0, 0, 0, Ndel0, O )Bz,
( Sdett € 1,1+ Odelt Uiy 0™, Taere, 0 ) ct=1,...,0+1),
ki = ky + kg,
return skpr1 = (U1, ..., Ves1), kjq)-

H.3.2 Security

The definition of adaptively payload-hiding security and the advantage /—\dvij\IPE’PH (M) of adver-

sary A can be obtained through a straightforward extension of that of HIBE, e.g., [16], with
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replacing ID-matching by vector-orthogonality.

Theorem 6 The proposed HIPE scheme is adaptively payload-hiding against chosen plaintext
attacks under the DLIN assumption.

For any adversary A, there exist probabilistic machines, £ and E, whose running times are
essentially the same as that of A, such that for any security parameter A,

AdVTEPH () < AdvBIN() + D T AdVEEN (V) e,
h=1

where E () = Ea(h,-), v is the mazimum number of adversary A’s key queries, and € =
(dv+8v+d+7)/q.

Proof Outline of Theorem 6 : To prove Theorem 6, we consider the following (v + 3)
games. In Game 0, a part framed by a box indicates coefficients to be changed in a subsequent
game. In the other games, a part framed by a box indicates coefficients which were changed in
a game from the previous game.

Game 0 : Original game. That is, the reply to a key query consists of:

kz = ( ( —50, @7 17 o, 0 )15367 ( St?t,l +6t7t7 7 Wtu 0 )B: it= 17 76)

The challenge ciphertext consists of:
c = ( (w,@,,o, ©0)By (w?t,,O"i,got)]Bt t=1,...,0), Co 1= g%m.

Game 1 : Game 1 is the same as Game 0 except the following procedures.

1. When a create key query is issued by A, the challenger of the game only records the
specified predicates, and when a create delegated key query is issued, the challenger only
records the specified keys and predicates. In this step, just the query is recorded, but no
corresponding key is created.

2. When a reveal key query is issued for a hierarchical (level-¢) predicate (0’1, ..., v'y) which
has been already recorded, the challenger creates the queried key by using KeyGen.

Game 2 : Same as Game 1 except that the challenge ciphertext is:
C1 = ( (wa? Ca 07 @O)Boa (W?ta 7 Onta th)Bt = 1, LI a‘é )7 Co 1= g’g“mv

U U
where wg « Fg, Wy — Fg.

Game 3-h (h =1,...,v) : Game 3-0 is Game 2. Game 3-h is the same as Game 3-(h — 1)
except that the h-th reveal key query’s reply, kj, is:

kz = ( <_SO7 7 17 o, 0 )BSa (St?t,l +9t?t7 7 Wﬁ 0 )B: it= 17"'76)7

where rg nd Fy, T & Fgt for t = 1,...,¢, and the other variables are generated as in Game
3-(h —1).

Game 4 : Game 4 is the same as Game 3-v except that the challenge ciphertext is:
C| = ( (wﬂ U)O,, 07 SOO)[Bgy (W?tv E>t)ont7 (/Ot)IBt = 17 e 7€ )7 Co 1= gg"m7
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where ¢, ¢’ < F,.

Let Adv(Y (1), Adv(l (A),Adv (1), AdvF™ (1) and Adv({ (M) be the advantage of A in Game

0, Game 1, Game 2, Game 3-h and Game 4. It is obtained that Adv%)()\) = 0.

We can evaluate the gaps between pairs of the above advantages using Problems 1 and 2 as

in the proof of Theorem 1.

H.4 Attribute-Hiding HIPE Scheme
H.4.1 Construction

Setup(1*, 7 = (din1,...,nq)) . (param=, {Be, B himo...q) < Gop(1}, ),
IB - (bO 1 bO 3 b0,5)7 Bt (bt 1,- 7bt,nt7 bt,?mt—i-l) fOI' t= 17 LD d7
IBO (bO 1?b03) B;fk = (bt71?"7bt,nt) for ¢ = 17"7d7

return pk := (1%, params, {Bt}i=0,....d, b0 45 {0F 20,415 - Ot 30, Ji=1,...a), Sk = {B} }i=0,...

KeyGen(pk, sk, (U'1,..., vy) € Fpt x o x i)
forg=1,....20; 7=44+1,....d; v=1,...,n:

P, Sdec,t; Sran,1,j,t> edec,tv eran,l,j,t ‘_U IFq fort=1,...,¢,

Sdel,(7,0),t> Sran,2,7t> Odel (r.0) 1> Oran,2,7,¢ = F, fort=1,...,0+1,

Sdec,0 *= Zt 1 Sdec,ty  Sdel,(7,1),0 Zt 1 Sdel,(7,)

Sran,1,5,0 *=— thl Sran,1,j,t» Sran,2,7,0 ‘= Zt:l Sran,2,7t5

— — u
M dects Mranjt < Fgt fort=0,...,¢,

— — u
M del,(1,0),t> Mran2,7t < th, for t = 0,... A+ 1,
kZdec = ( ( _SdEC,Oa 0; ]-a Tldec,05 0 )BS)
— — —
( Sdec,t € t,1 +9dec,tvty 0rt, 7] dec,t» 0 )BZ‘ t=1,...,

kZdel,(T,L) = ( ( —Sdel,(1,1),05 0, 0, Ngel J(71,0),05 0 )]Bga

0),

Sdel,(,0) tetl + Ogel (TL)tUt7 0™, WdeL(T,L),t) 0 )]E,}k t=1,...

N
Sdel,(7,0),0+1 i 1+ 1/} €75 OnT? 7 del,(1,),64+1> 0 )Bi)7

Kiran1j = ((=sran150, 0, 0, 7ran15.0, 0 )mg,

eran,Q,T = ( —Sran,2,7,05 0, 0, Tlran,2,7,05 0 )IB%S;

N
5ran27't€t1+0ran27tvt) 0nt, T ran,2,7,t» O)Bj:tzla-”

—
Sran,2,7,0+1 e 7,1, orr, 1 van,2,7,0+15 0 )Bj‘_)v

(
(
(
(Sran,1jt €614 Oran,1jt Ves 0™, Tranije 0)pr it =1,...
(
(
(

(1% * * )
ske := (kg gecs {K0 et (r0) b =410 1=10ecmr s ARG ran 1,50 Klran2,r }i=1,26 r=041,...d),

return sky.
Enc(pk,m € Gr, (?1, .. .,?5) c IE‘ZI e X IE‘(T]M) .

U
W, 005,00 — Fq, €1 :=( (w,0,¢,0,90)B,, (w?t,O”t,O"f,cpt)Bt t=1,...

co 1= g%m, ct := (e1,¢2), return ct.
Dec(pk, kj gec, Ct) : m' := ca/e(c1, K} gec), Teturn m’.
Delegate, (pk, ske, g1 := (Ves1,1, -5 Vetiing,y))

for j/ =1,...,20+1); 7=0+2,...,d; t=1,...,n;
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¢de|,(T,L)7 ¢ran,2,‘ra W ‘_U qu
Piec> Pdel (r.1) Pran,1,5%> Pran 2,7 R CoreDely(pk, ske, Ter1),
where CoreDely(pk, sk, Ugs1) 1 0,05 <2 Fy for j=1,...,20 + 1,
return p* := U(E?ﬁl W+1,ik2de|,(é+1,i)) + Z?; O‘jkzran,l,j + 0201k ran 2 0410
7':ikec’ T;kan,l,j’ <_U span<b8,4? {b>tk,2m+i}t:1,.,.,€+1; i:17--~7nt>7

el (r,0)7 Tran2,r & span(bg 4, {0 o5, i Ht=1,... 41,7 i=1,...n0)

kz-&—l,dec = kZdec + pgec + Irged

Ky i1 del. (i) = Pacl,(ra) T Pel(r) R0 ran 2. VK] del (r.0) T Titel, (1)

kz-&—l,ran,l,j’ = p:kan,l,j’ + T;kan,Lj”

kz-&—l,ran,lq— = p:an,2,7' + (bran,?,TeranQ,q— + T:an,Q,Ta
sket1 7= (Kgy1,dec {R041 del,(r) br=t42,ds i=1,inrs {RLran,1,j5 Klran2,r bir=1,. 2(041); 7=t+2,..d)5
return skgg.

H.4.2 Equivalence of Delegated and Freshly-Generated Keys

Lemma 30 Ifsky is generated by KeyGen(pk, sk, (U'1,..., v )), the distribution of skey, gener-
ated by Delegate(pk, sky, ¥'¢y 1) is equivalent to that of skey 1 generated by KeyGen(pk, sk, (01, .. .,
Vg, Ves1)) except with probability at most (2d — 2 + 3)/q.

Proof. The distribution of (a part of) level-¢ key kj ; for J = dec, (ran,1,1),...,(ran, 1,2¢) is
represented by that of the 2¢ coefficients, (s1,...,875¢,071,...,07¢), of (€115, ?571, T,
v'y) (and random-part coefficients, 7/ 7). The distribution of level-¢ key kj ; for J = (del, (¢ +
1,1)),...,(del, (d,ng)) (resp.J = (ran,2,¢+1),...,(ran,2,d)) is represented by that of the 242
(resp. 20+1) coefficients, (571, .., 87.0, 8075051+, 050,0),0f (€115, €01, €x1s Ulyevvs Uy,
— — — — — —

€r.) (resp. (g1, 58756, 8557:051,-..,050),0f (€11,..., €1, €71, V1,..., Uy)) (and random-
part coefficients, W Jit)-

Similarly, the distribution of level-(¢+1) key kj_ , ; is represented by that of the 2(/+1),2(/+
1)+2or 2(£+1) +1 coefficients, ¥y := (871,876,051, -,070); (85153 850:877,001,---,
0],3, %ZJ)» or (SJ,la <o 8T8y ST Ty 0J,17 s QJ,K)'

Claim 3 shows the coefficients of delegated key is uniformly distributed in the first case.

Claim 3 If sk, is generated by KeyGen(pk,sk, (V'1,..., V), the distribution of ki1 ran1 0 9€N
. generated by KeyGen(pk, sk,

*

erated in Delegate(pk, sky, v py1) is equivalent to that of kj 1 vana j

(V'1,..., Uy, Upy1)) except with probability at most 3/q.

Proof of Claim 3. The distribution of kj ; (J = (del,(7,1)), (ran,1,7),(ran,2,7)) in sk, is
represented by 2¢ + 1-dimensional vectors as (except for 1):

7@] = (8£7J71, ey Sg”],g, S£7J77-, ‘9€,J,1a ey 957‘]7() if J= (del, (’7’, L)),
= (s0,01,--+55070,0,0051,...,0070) if J=(ran,1,j),
= (Se 15250005007 0001, .-, 0050) if J=(ran,2,7).

The coefficients 7g+17ran,17j/ of kz‘+17ran717j, except for that of ¥4 are given as:

N
Y t+1ran,lj = (S£+1,ran,1,j/,1, -y Se+1,ran, 1,5 0415 9€+1,ran,1,j’,17 s 79€+1,ran,1,j’,€)

— Te41 - 20 — —
= Oran,1,j’ Zizl Ve+1,i Y 0,del,(£+1,3) + Zj:l Qran,1,57,5 Y £yran,1,5 T Qran,1,5/,204+1 Y £,ran,2,6+1

62



_ Te41 o7 - 20+1
= Oran,1,5’ Z’i:l V41,0 Y 0,del,(€41,3) + Qvan,1,5 - }/K,ran € Fq + )

= — U m2e+1
where o ran,1,j/ = (aran,l,j’,l’ -+ Qran 1,5/ 205 aran,l,j’,2£+1) — Fq + )
—
Y tran,1,1
L : (2041) x (2041)
Yvé,ran N € Fq .
Y t,ran,1,2¢

—
Y tran,2,0+1

Moreover, the coefficient of ¥y, in kranLi’ of level-(£4-1) is given by Op41 ran,1,j7,041 = Oran,1,j
1, where 9 is given in the level-¢ key and oyan 1 5 is generated in CoreDely in the delegation.

We consider the joint distribution of 7”1,,3”,1734/ and Opy1 ran, 157,041, 1€, {Seq1ran,1,5 85
0€+1,ran,1,j’,t}t:l,...,éJrl-

If the matrix Yj an is regular and ¢ # 0, since Eﬁanyl,j/ & ]F'Z”l, Oran,1,j' S F,, and variables

. 2041 .

a>ran,17j’ : }/Z,ran and Oran,1,j" * ¢ are independent, (7é+1,ran,17j’7eé—i-l,ran,l,j’,ﬁ—i-l) € IFq( ) for ]/ =
1,...,2(¢ 4 1) are uniformly and independently distributed in FZ“*I).

Here, Yy an ((2¢ + 1) X (2¢ 4 1) matrix) of sk is regular and 1) # 0 except with probability
at most 2/q+ 1/q = 3/q, from Claim 4. O

Since K,y an1 4 + 053 (5" =1,...,2(f 4+ 1)) has the same distribution as kj, ; ., Lemma

30 holds for kLLdec from Claim 3.

For kZ—i—l,ran,Q,T (1 =1»0+2,...,d), the level-(/+1) coefficient s¢4; ran2,r¢+1 Of ?771 is given by
Gran,2,7 * St,ran,2,r,0+1 Where ¢ran 2 - is generated in Delegate, and sy ran 2,7 ¢+1 the level-¢ coefficient
of ?771. Therefore, Lemma 30 holds for kj H1ran2r from Claim 3 except for negligible probability,
i.e., at most (d —¢)/q.

Since kj | ano, + b5, (T = €+ 2,...,d;0 = 1,...,n;) has the same distribution as

Lemma 30 holds for &k} () from Claim 3 except for negligible probability,

*
k /+1,del,

{+1,del,(T,0)?
i.e., at most (d— ¢+ 1)/q.

Therefore, Lemma 30 holds except for negligible probability, i.e., at most (2d —2¢+3)/q. O

Claim 4 (Claim 4 in [19]) Let ¢ > 2 and A := {M|det M # 0} C F}*!. Then, % <2
H.4.3 Security
The definition of adaptively weakly-attribute-hiding security and the advantage AdvilPE’WAH()\)

of adversary A are shown in Definition 47 of the full version of [19]. In the definition, the levels
¢ and ¢ of the two challenge vectors given by an adversary, (?z(‘o))izl,..% and (?51))1:17._74/,
can be different, i.e., £ # ¢ is allowed. The proposed HIPE scheme only satisfies the security
definition under the restriction that ¢ = ¢'. Here, this restricted security ensures the anonymity
of attributes of a ciphertext but with revealing the number of levels of attributes, while the
security definition in [19] ensures the anonymity of attributes as well as the number of levels.
(The HIPE scheme in [19] satisfies the unrestricted security.) Our scheme can be modified to
satisfy the unrestricted security in [19] as: when generating a ciphertext in Enc, input vectors
(?i)izl,._.j are padded with random vectors (?i)i:g+17...7d for a maximum level d, in the same

manner as the HIPE in [19].

Theorem 7 The proposed HIPE scheme is adaptively weakly-attribute-hiding against chosen
plaintext attacks under the DLIN assumption.
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For any adversary A, there exist probabilistic machines, & and E, whose running times are
essentially the same as that of A, such that for any security parameter A,

AdV:IPE,WAH()\> < AdvglLIN + Z Z Adv?;:? N + €,
h=11I=1

where E (1, 1)() = &Ea(h, 1)) (h = 1,...,v; I = 1,...,L), v is the mazimum number of
adversary A’s key queries, L :=d+ 2 + Esz nr, and € = ((d+ 8)Lv + 3d + 8) /q.

Proof Outline of Theorem 7 : To prove Theorem 7, we consider the following (Lv + 3)
games. In Game 0, a part framed by a box indicates coefficients to be changed in a subsequent
game. In the other games, a part framed by a box indicates coefficients which were changed in
a game from the previous game.

Game 0 : Original game. That is, the reply to a key query consists of:

kZdec = ( ( —Sdec,0, @7 17 Tldec,05 0 )IBE;,
— — —
( Sdec,tet,1+0dec,tvt7 0 ) 7] dec,t» 0 )IB%;* = 17-“76);
kZdeL(ﬂL) = ( ( —Sdel,(7,),09 @7 07 Tldel,(7,t),0s 0 )]BS;
N
( Sdel,(r)t € t,1 + Ocdel, (r.0)£ Ut N del(ro)ts 0 ) 1t =1,...,¢,
—
( Sdel,(r)+1 € 7,1 V€ 70, 0"} 7 del,(ru)e41> 0 )B2)s
eran,l,j = ( ( —Sran,1,5,05 @ 0, Tlran,1,5,05 0 )]BS,
—
( Sran,1,j,t e t,1+ ‘9ran71,] t v ts 0", 7 ran,1,5,t> 0 )IB%;* t=1,... 75)7
eranQ,T = ( ( —Sran,2,7,05 @ 0, Tlran,2,7,05 0 )BS’
—
( 5ran,2,7't€t1+9ran27'tvta 0"t ], T ran2,7.t» O)IBZ‘ t=1,....,4,

ﬁ
Sran,2,7,0+1 6 7,1y 0" ) 1 ran,2,7,0+1, 0 )B;‘_)-

The challenge ciphertext consists of:

cr = ( (w7@7707900)]30’ (v’ontv(pt)lﬂiz it=1,...,0),

co 1= g%m.

Remark 4 In the following, queried keys, kj ; for J € {dec, (del, (7,¢)), (ran, 1,5), (ran,2,7) | j =
LS20,r=0+1,...,d,0=1,...,n;}, are described in a unified way as:
kZJ = ( ( _SJ,Oa @7 17 77J,07 0 )BS?
— — — .
(SJ,tet,1+9J,tvta 7 UJ,t,O)B;-t—L---ae

— T— —
(87041 €ra + 0 €rs (07 ] 7 7041, 0 )m2),
where s;¢11 =0, 7 jop1:= 0" if J =dec, (ran, 1,7),

¢ =1 if J=(del,(r,1)), ¥ :=0 otherwise,

and all the other variables, i.e., s;.,60;. for J # dec, (ran, 1, j), are defined in the description of
Game 0. (This notation is well-defined when J = dec, (ran,1,j) and 7 =¢+1,...,d.)

Game 1 : Game 1 is the same as Game 0 except the following procedures.
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1. When a create key query is issued by A, the challenger of the game only records the
specified predicates, and when a create delegated key query is issued, the challenger only
records the specified keys and predicates. In this step, just the query is recorded, but no
corresponding key is created.

2. When a reveal key query is issued for a hierarchical (level-¢) predicate (', ..., v’y) which
has been already recorded, the challenger creates the queried key by using KeyGen.

Game 2 : Same as Game 1 except that the challenge ciphertext is:

C1 = ( (waa C?OaQPO)Boa (W?tvvont790t)]3t it= 17 s 7£ )7

C2 = g,

where wy & Fq, Wy & Fg.
Game 3-(h,J) (h = 1,...,v; J € II := {dec, (del, (7,t)), (ran,1,7), (ran,2,7) |j =
1,...,26,7t=£+4+1,...,dyt =1,...,n.;}) : Index J is incremented in the lexicographic
order given in the description of II. Game 3-(1,0) is Game 2. Game 3-(h, (ran, 2,d)) is Game
3-(h + 1,0).

Game 3-(h, J) is the same as Game 3-(h, J — 1) except that the J-th key, kj ;: in the h-th
reveal key query’s reply is:

ki ;= ( (=570, a L, ns0, 0 )Bg»

— — — —
(st €41 +05:0, Pt Mot 0)ppit=1,...,¢

— T— — —
(Ssut1€r1+V€rus | Tz |, 7 041, 0)B2),

where 70 & Fq, ?J}t & Fgt for ¢ = 1,...,¢,7, and the other variables are generated as in
Game 3-(h,J —1).

Game 4 : Game 4 is the same as Game 3-(v, (ran, 2,d) except that the challenge ciphertext
is:

C1 = ( (w,w07,0,<p0)1550, ( ?1,& 7E>t30nta90t)Bt A 1""7£ )’

Cy 1= gg“mv

U U
where ¢, (" < Fg, 7 < F".

Let Adv(Y (1), Advy! (\),Adv (1), AV (A) and Adv (M) be the advantage of A in
Game 0, Game 1, Game 2, Game 3-(h,J) and Game 4. It is obtained that Adv%)()\) =0.

We can evaluate the gaps between pairs of the above advantages using Problems 1 and 2 as
in the proof of Theorem 1. O
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