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Abstract

A method is proposed to construct resilient Boolean functions on n variables (n even) sat-
isfying strict avalanche criterion (SAC) with nonlinearity > 27~! — 27%/2, A large class of
cryptographic Boolean functions which were not known earlier are obtained.
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1 Introduction

Boolean functions possessing multiple cryptographic criteria play an important role in the design
of symmetric cryptosystems [5], [6], [2], [1], [4], [7], [10]. The following criteria for cryptographic
Boolean functions are often considered: high nonlinearity, high resiliency, high algebraic degree and
strict avalanche criterion (SAC). The tradeoffs among these criteria are difficult problems and have
received lots of attention. To the best of our knowledge, the nonlinearity of the known constructed
resilient Boolean functions satisfying SAC are not more than 271 — 2%/2] [5], [7]. In this paper,
we present a method to obtain resilient Boolean functions on n variables (n even) satisfying SAC
with nonlinearity > 2"~ — 27/2,

2 Preliminaries

Let B, denote the set of Boolean functions of n variables. A Boolean function f(X,) € B, is a
function from F% to Fo, where X,, = (x1,---,x,) € F§ and F3 is the vector space of tuples of
elements from Fy. To avoid confusion with the additions of integers in R, denoted by + and ¥;, we
denote the additions over Fy by @ and @,. For simplicity, we denote by + the addition of vectors
of Fy. f(Xy) is generally represented by its algebraic normal form (ANF):

n

F(X0) = @ M=) (1)

u€lFy =1

where A\, € Fy, u = (u1,--- ,uy). The algebraic degree of f(X,,), denoted by deg(f), is the maximal
value of wt(u) such that A, # 0, where wt(u) denotes the Hamming weight of u. f is called an
affine function when deg(f) = 1. An affine function with constant term equal to zero is called a
linear function. Any linear function on F3 is denoted by:

WX, =wix1 D D WpTp,



where w = (w1, ,wyn), Xy = (z1,--- ,2y) € F5. The Walsh spectrum of f € B, in point w is
denoted by Wy(w) and calculated by

Wiw) = Y (=1)fXnoeXn, (2)
Xn€F?

f € B, is said to be balanced if its output column in the truth table contains equal number of 0’s
and 1’s (i.e. W;(0) = 0). In [9], a spectral characterization of resilient functions has been presented.
Lemma: A n-variable Boolean function is m-resilient if and only if its Walsh transform satisfies

Wi(w) =0, for 0 < wt(w) < m, w e Fy. (3)

In term of Walsh spectra, the nonlinearity of f € B,, is given by [3]

1
Ny=2""1__. Wi (w)). 4
! 5 max Wy W)l (4)

The autocorrelation function of f € B,, is defined by

Cila) = Z (_1)f(Xn)€Bf(Xn+a) (5)

Xn€Fp
The SAC was introduced by Webster and Tavares [8]. f satisfies SAC if

C¢(a) =0, for wt(a) = 1. (6)

3 Construction

Construction: Let n > 10 be even, and let m be a nonnegative integers such that there exists an
integer k with

k= min {s]27/2. i ("f) < sfl (“‘f)}. (7)

2—1
m<s<n/ P 1 ]

Let T = {c € F§ | m < wt(c) < n/2 —m}. For any b € ]’F;/2 with 0 < wt(b) < m, let y:
IE‘;/ 2=k, IE"2g be an injective mapping such that

o Ty = {yp(2') | ' € Fg/z_k} C T for any 2’ € Fg/g_k;
e o/ € Ty if and only if o/ € Ty, where o/ = o+ (11---1);
[ J If b/ 7é b, then Tmeb’ = @

Let S={be Fg/2 | m < wt(b) <n/2—m}, and ¢ : S +— S be a bijective mapping satisfying

o(b) = ¢(b), for wt(b) =m+ 1. (8)
Then for z, y € FQ/Q, and x = (2/,2") € F;L/ka x F% construct the function
fly.x)= B v g(x) 9)
beFy/?
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where
(') - 2", 0 < wt(b) <m

gy(z) = ¢ o(b) -z, m < wt(b) <n/2—m
Gp(a') 2" S @M 2w @1, n/2—m < wib) < n/2.

1

(10)

Theorem: Let f € Fy be given by the Construction. Then f the following statements holds:

e f is m-resilient;
o Np=2n"1_on/2-1_ 9k
e f satisfies the SAC.
Proof: Let a € IF;L/Q where o/ € IF;/Q_k and o € F%. Let
Ii={g | b€ IFS/Q,m < wt(b) <n/2—m}.
For any g, € I'1, we have

W, (o) = Z (_1)¢(b)'fﬂ@a~:p

:cE]F;L/z
2, = g(b)
0, otherwise.

Let
Ty ={g | beFY? 0 < wt(b) < m)}.

For any g, € I'2, we have

ng(a) = Z (—1)1/}”(95 )z P 2’ Ba -z

n/2
z€lF,

= D (YT YD (et

' eFy/ 2k x! €Fk
B :I:Zk, O// c Tb
0, otherwise.

Let
T3 = {g | b€ Fy'* n/2 —m < wt(b) < n/2}.

For any g, € I's, we have

:t2k’ a// c TE
Wa () = { 0, otherwise.
For o, B € ]Fg/2, and a = (o/,d”) € ]Fg/2_k x F%, we have
We(B, o) = Z (_1)f(y,$)@(ﬁ7a)~(y,z)
(y,x)€Fy
— Z (71)517 Z (71)gb(:ﬂ)@a-x
beFy/? zeF/?
= > D)W
beFy/2
= U1 +Us+Us

(11)

(12)

(13)

(14)

(15)



where

Ui= Y (-1)""Wg,(a), i=1,2,3. (21)

SIS

Obviously, I'1, T's and I's are sets of disjoint spectra functions. So we have U; € {0, +2o1/ 2,
Us € {0,42%}, and U; € {0, +2%}. Thus,

max |W(8, )| = 27/2 4 2k+1, 22
s [Wy(6.0) (22)

From (4), Ny = 2n=1 —on/2=1 _ 9k,
Thanks to the Lemma, for any b € F ;/ 2, gv(z) is an m-resilient Boolean function. Then f(y, z)

is an m-resilient function.
Next we prove that f satisfies SAC.

Cr(B,a) = Z (—1)f wo)@f (y+Ba+a) (23)
(y,x)EFy

= Z (_1)@byb'gb(x)EB@b(erﬁ)b-gb(era) (24)
(y,x)€Fy

When wt(8, ) = 1, to obtain Cf(f, o), there exist two cases to be considered:
Case 1: wt(8) =0 and wt(a) = 1. We have

C¢(B,a) = Z (—1)@byb(gb(f€)®gb(x+a)) (25)

(y,x)€Fy

— Z Z z)Dgp(z+a) (26)

ban/2 GIFn/2

e S LTI o (27)
bes beFy/*\s
Note that
> (-)re =0 (28)
bes
n/2
and for any b € Fy,' "\ S
Copl@) =0 (29)

We have C¢ (5, a) = 0.
Case 2: wt(f) =1 and wt(a) = 0. In this case,

CrBoa) = 3 Y (1)), (30)

ban/Q 2/2
1) Let By ={be ]Fn/2| 0 <wt(b) <m,0 <wt(b+ B) <m}. When b € E;, we have
9,(%) @ 9,5 () = () + Yo p(a)) - 2" (31)
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Since Ty, (Tp4p = 0, for any 2’ € Fn/2 F

function. So we have

, Yo(2') + oy p(2") # 0 Thus, g,(x) D g,, () is a balanced

2 D ()t = (32

beE /2
1 IEGF;

2) Let By = {b € Fy/?

have

| m < wt(b) < n/2—m,m < wt(b+ ) <n/2—m}. When b € Ey, we

9,(2) © gy 5(2) = (¢(0) + &(b+ B)) - 2 (33)
Since ¢ is an injective mapping, ¢(b) + ¢(b + 3) # 0. Thus, g,(v) @ g, ,(x) is a balanced linear

function. So
> Y (B =g, (34)

beE> EF;/Q

3) Let By = {b € Fy*| wt(b) = mywt(b+ f) = m + 1} and B} = {b € F3"*| wt(b) =
n/2 —mywt(b+ ) =n/2 —m — 1}. Obviously, b € E3 if and only if b € E. For any b € E}, we
have

n/2
(@) = y(a) 2" o Paiw1 (35)
i=1
and
g n/2
gy,,(@) =60+ 0) -2 2 5E+ ) = o(b+ ) & P (36)
So
95(x) + g;, (@) = g,(2) + g, ,(x) B 1 (37)
i.e.
Z ( )gb @gb-HB (z) + Z x)+9 ( ) -0 (38)
xan/2 ;/2
Thus

Do > (st <o, (39)

/2
beFEs UE3 IEF;

4) Let By = {b € FY? wt(d) = m + Lwt(b+ B) = m} and E, = {b € F/?| wi(b) =
n/2—m —1,wt(b+ B) =n/2 —m}. Similar to the derivation in 3), we have

DD D G A A ) (40)

b€E4UE4 xEF;/2
Note that £y U Ey U B3 U E} U E4 U E} = F}'?, we have

CrBa) = 3 D ()% — 0, for wi(8,a) = 1. (41)
beFy/? zeFy/?

Hence, f satisfies SAC. O



Table: Achieved nonlinearity 2"~ — 27/2=1 — 9% for n-variable, m-resilient functions satisfying

SAC.

m=1
n|16 |18 120 |22 |24 |26 |28 30|32 |34 |36|38 |40 |42 |44 |46 | 48 | 50
k|6 | 7|78 8199|1011 |11 1212|1313 |14 |14 |15]| 15
m=2
n 22124126 |28 |30|32|34|36|38|40| 44|46 |48 |50 | 52 | 54 | 56 | 58
kK19 (10|10 (11|12 |12 (13|13 |14 |14 |15 |16 |17 |17 |18 |18 | 19| 19
m=3
n|26|28 30|32 |34|36|383|40 |42 |44 |46 |48 |50 |52 |54 | 56 | 58 | 60
k|11 12|13 |13 |14 | 15|15 |16 |16 |17 |18 |18 |19 |19 |20 | 20 | 21 | 22
m=4
3234|136 | 38|40 |42 |44 |48 |50 |52 |54 |56 |58 | 60| 62|64 66|68
k114 |15 |16 |16 | 17 | 17 |18 {19 |20 |21 | 21 |22 |22 |23 |24 |24 | 25| 25
m=2>5
36 | 38|40 | 42 | 44 | 46 | 48 | 50 | 52 | b4 | 56 | 58 | 60 | 62 | 64 | 66 | 68 | 70
k116 |17 |18 |18 |19 |20 |20 |21 |22 (22|23 |24 |24 |25 | 25|26 |27 | 27
m=206
n |42 144 146 | 48 | 50 | 52 | 54 | 56 | 58 | 60 | 62 | 64 | 66 | 68 | 70 | 72 | T4 | 76
k1192021 |21 | 2223|2324 (25|25 |26 |27 |27 |28 |28 (29|30 30
m=7
n |46 | 48 | 50 | 52 | 54 | 56 | 58 | 60 | 62 | 64 | 66 | 70 | 72 | 74 | 76 | 78 | 80 | 82
k|21]122(23]24 (24 |25]26/|26 |27 28|28 30|30 |31]31]32|33]33
m=3_
n| 52|54 |56 |58 |60|62|64|66|68|70|72|74]|76|78|80 82| 84|86
k124123126 |26 |27 [28(28 129 (30(30|31(32(32|33|34|34|35]|36
m=29
n |56 | 5860 |62|64|66|68 |70 |72|74|76| 78|80 82|84 |86 |88 |90
k1262712829129 30|31 |31(32(33|33[34|35|35|36]37|37]|38
m =10
n|60|62]64 |66 |68 |70|72|74 |76 |78|80|82|84 |8 |8 |90]|92]| 94
k128129 (303131323334 (34]35|36|36/|37|38]38]39]|40]40
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