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Abstract. Efficient and privacy-preserving constructions for search functionality on encrypted
data is important issues for data outsourcing, and data retrieval, etc. Fully secure anonymous
Hierarchical ID-Based Encryption (HIBE) schemes is useful primitives that can be applicable to
searchable encryptions [4], such as ID-based searchable encryption, temporary searchable encryp-
tion [1], and anonymous forward secure HIBE [9]. We propose a fully secure anonymous HIBE
scheme with constant size ciphertexts.
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1 Introduction

Shamir introduced the notion of Identity-Based Encryption (IBE) which is a public-key cryp-
tosystem being able to use any string, such as e-mail, as a public key [20], and Boneh and
Franklin proposed the first IBE scheme using pairing [5]. Hierarchical Identity Based Encryp-
tion (HIBE) is an extension allowing high level users to delegate their key generation ability
to the low level users [16,15]. Abdalla et. al. introduced the notion of anonymous IBE and
anonymous HIBE that satisfy an additional privacy requirement such that no adversary can
obtain information for the recipient’s identity I D from ciphertexts if she do not have a private
key of ID or its ancestors’ [1]. Both anonymous IBE and anonymous HIBE is useful primitives
that can be applicable to encryption systems allowing search functionality on encrypted data
[4,1,9,7,21].

The first realization of an anonymous HIBE scheme is proposed by Boyen and Waters
[9]. Since Boyen and Waters’ anonymous HIBE, several approaches to build an anonymous
HIBE scheme are introduced [22,19,14]. However, all previous anonymous HIBE schemes
proved their securities in the selective security model that restricts the adversary to commit
the target ID before that public parameters are generated by the challenger in the secu-
rity game. Selective security notion does not reflect real adversaries’ behaviors sufficiently. In
contrast to selective security model, full security model allows the adversary to be able to
choose the target identity after obtaining public system parameters and private keys which
are adaptively chosen by the adversary. Therefore, full security is stronger security notion
than selective security, and it reflects real world adversary well. We propose a HIBE scheme
satisfying following properties together, full security, anonymity, and constant size ciphertexts.

Our Contributions: Our construction is inspired by two HIBE schemes proposed by Lewko
and Waters [18], and Seo et. al. [19]. The HIBE scheme in [18] achieves full security and
constant size ciphertexts, but not anonymity. On the other hand, Seo et. al.’s HIBE scheme
attains anonymity and constant size ciphertexts, but not full security. We note that our con-
struction is not a simple combination of two schemes. Let us explain what is a hard task if we



combine techniques in two schemes. Seo et. al.’s ideas to obtain anonymity are blinding public
parameters and ciphertexts, and adding re-randomization subkeys into private keys. In their
scheme, adding re-randomization subkeys into private keys does not impact the security proof
since re-randomization subkeys do not contain the master secret key used to decrypt. More
precisely, in the security proof of selective model, the simulator know the target I D* before
he generates public parameters, so that he can generate public parameters to allow to be able
to generate all private keys except for the target I D*. That is, when the simulator generates
public parameters, the element hard to compute in the underlying hard problem is embedded
to the private key for ID*. Hence the simulator can generate almost all elements except the
private key for target I D* and its ancestors’, and so he can easily generate re-randomization
subkeys for all private keys. However, this strategy cannot apply to the full security model
directly. Since the simulator cannot see target I D* before generating public parameters, the
simulator should be able to generate all private keys to reply key extraction queries. There-
fore, adding re-randomization subkeys to private keys is not an easy work contrast to the
scheme in [19].

We construct the scheme in bilinear groups of composite order of four primes, and give the
provable security of our construction under six new static assumptions. Even though our con-
struction use composite order group of four primes, we claim that our construction is practical
in comparison with other anonymous HIBE schemes. All selective secure (H)IBE scheme can
be transfered to the full secure scheme by increasing group size [2]. This transformation in-
creases, however, the group size exponentially according to the maximum hierarchical depth,
eventually resulting schemes are very inefficient compare to our construction. Moreover, as-
sumptions used to prove confidentiality and anonymity of our scheme are static (but not
standard). I.e. assumptions are independent from the maximum number of the adversary’s
private key queries.

Applications: Anonymous IBE and HIBE have variety applications in search on encrypted
data of public-key cryptosystems, such as Public-key Encryption with Keyword Search (PEKS)
[4,1]. PEKS is a useful primitives for constructing secure audit logs [24,13], secure multi-
dimensional range query [21], conjunctive keyword search [7], and anonymous credential
[10]. ID-based searchable encryptions and temporary searchable encryptions are extensions
of PEKS. For example, we can use two level anonymous HIBE scheme where the first level is
used for user’s identities and the second level is used for keywords. This is an combination of
IBE and PEKS, called Identity-Based Encryption with Keyword Search (IBEKS) proposed
in [1]. In IBEKS scheme, each user in the first level of anonymous HIBE scheme can generate
all tokens for keywords chosen by himself using his private key without requiring to a central
authority. Public-key Encryption with Temporary Keyword Search (PETKS) is also a useful
application of anonymous HIBE [1]. In PETKS scheme, intermediate nodes in hierarchy of
anonymous HIBE is corresponds to time periods and leaf nodes are corresponds to keywords.
The time travel of PETKS scheme is defined as in forward secure public-key encryption that
is an important application of HIBE [11]. Then, users can generate a token for keyword which
is available in temporary time periods defined by users. Forward secure public-key encryption
[11] and forward-secure HIBE scheme [25] can be constructed using a HIBE scheme as a
building block. If we use an anonymous HIBE scheme instead a HIBE scheme, then we can
obtain an anonymous forward secure HIBE scheme [9].



2 Definitions

In this section we define anonymous HIBE scheme and give their security models.

2.1 Anonymous HIBE scheme

Every user of HIBE scheme has an ID consisting of a vector as a public key such as ID =
[I1,---,Ix] where k means user’s position in the hierarchy. We sometimes denote ID|; to
emphasize the length of I D instead of ID when the length of ID is k. The root node of
hierarchy means Private Key Generator (PKG), denoted by ID|p.

Definition 1. A HIBE scheme consists of four probabilistic algorithms, Setup, KeyGen, Enc
and Dec algorithms as follows.

Setup(A\,€) — {params, MSK}. Setup takes the security parameter \ and the mazximum
hierarchical depth £ as input, and it generates public system parameters, denoted by params
and the master secret key, denoted by MSK = Puvkrp,,. params includes the message
space M, the ciphertext space CT and the identity space Z. MSK 1is kept by PKG as
secret values.

KeyGen(Pvk;py,,ID|) — {Pvkpy, }. KeyGen generates the private key Pvkyp,, of the iden-
tity I Dy, using the private key Pvkrp,. for the identity ID|, where T < k and ID|, is an
ancestor identity of ID]|y.

Enc(params, 1D, M )— {CT?}. Enc outputs a ciphertext CT € CT for a message M € M
and a reciprent identity ID € 7.

Dec(Pvkrp,CT )— {M}. Dec returns the message M € M.

Enc and Dec have to satisfy the consistency constraint such that for every identity ID € 7
and the corresponding private key Pvkrp generated by KeyGen and every message M € M,

Dec(Pvkp, Enc(params, ID, M)) = M

where the probability goes over all randomness used in all algorithms above.

2.2 Security Models

We deal with two kinds of security notions, the confidentiality and the anonymity. Confi-
dentiality means that ciphertexts does not leak information about corresponding plaintexts,
and the anonymity means recipient’s privacy. Both of security notions are defined by games
between an adversary A and a challenger C, IND-ID-CPA game for confidentiality and ANON-
ID-CPA game for anonymity.

IND-ID-CPA Game:

Setup. C runs Setup and gives A public system parameters and retains the master secret key
as secret values.

Query Phase 1. A adaptively issues identities I D. C generates Pvkrp by running KeyGen,
and sends Pvkrp to A.

Challenge. A outputs two equal length messages My, M; and a target identity ID*. The
target identity ID* and its prefixes have not queried before. Then, C flips a random
coin  and makes the challenge ciphertext, Enc(params, ID*, Mg). Then sends it to the
adversary.



Query Phase 2. Repeat Query Phase 1. The only restriction is A cannot query for the target
identity ID* and its prefixes.
Guess. A outputs a guess 8’ of 3, and then wins if 8 = '

The advantage of A in the above game is defined as the absolute value of the difference
between the probability of 3 = 3’ and 1/2.

Definition 2. We say that an HIBE scheme is IND-ID-CPA secure if for any polynomial
time adversary, its advantage in IND-ID-CPA game is negligible.

ANON-ID-CPA Game:

Setup. C runs Setup and gives A the public system parameters and retains the master secret
key as secret values.

Query Phase 1. A adaptively issues identities ID. C generates Pvkrp by running KeyGen,
and sends Pvkrp to A.

Challenge. A outputs message M and two target identities D and ID7T. Both of two target
identities and their prefixes have not queried before. Then, C flips a random coin 8 and
makes the challenge ciphertext, Enc(params, I Dy, M ). Then sends it to the adversary.

Query Phase 2. Repeat Query Phase 1. The only restriction is A cannot query for the target
identities and their prefixes.

Guess. A outputs a guess 8’ of 3, and then wins if 8 = '

The advantage of A in ANON-ID-CPA game is defined as the absolute value of the difference
between the probability of 8 = 3" and 1/2.

Definition 3. We say that an HIBE scheme is ANON-ID-CPA secure if for any polynomial
time adversary, its advantage in ANON-ID-CPA game is negligible.

We can extend the above security notions to the CCA security notions, IND-ID-CCA and
ANON-ID-CCA by allowing the adversary to use the decryption oracle in Query Phases of
both games. CCA security can be achieved from CPA security by using techniques that are
method of transforming from CPA-secure (¢+ 1)-level HIBE to CCA-secure ¢-level HIBE, for
example [3, 8]. Therefore in this paper we only focus on CPA security notions.

3 Background in Mathematics and Complexity Assumptions

3.1 Bilinear Groups of Composite Order

We will use a bilinear group of composite order n = pipapsps. Bilinear groups of composite
order were introduced by Boneh, Goh, and Nissim [6]. Many literatures make cryptographic
schemes over composite order bilinear groups [6,7,17,22,23, 19, 18].

Let G be a group generating algorithm that takes a security parameter A\ as a input and
outputs a tuple

(p17p27p37p47 G7 GT7 6)

where p1, p2, p3 and p4 are distinct primes, G and G are cyclic groups of order n = p1pap3pa,
and e: G x G — Gr is a non-degenerate bilinear map; i.e., e satisfies the following properties:

1. (bilinear) For Vg1, h1 € G and Va,b € Z, e(g§, h%) = e(g1, h1)™.
2. (non-degenerate) For generator g1 of G, e(g1, g1) generates Gr.



3. (efficiently computable) There exists an efficient algorithm that computes bilinear map e
in polynomial time with respect to A.

We assume that group operations in G and Gp are all computable in polynomial time with
respect to A. Furthermore, we assume that descriptions of G and Gr contain generators as
well as identity elements 1g, 1g, of G and Gr, respectively.

We will use a notation G, to denote a subgroup of G of order p;. Then G is a direct product
of Gp,’s, Gy, X Gy, x Gy, x Gy, We use notations Gp,,; and Gy, p,p, to denote subgroups of
order p;p; and p;p;pi, respectively. Since G has a composite order n = pipap3ps, subgroups
with order as a factor of IV exist, hence such notations make sense.

If X is a generator of G, then XP2P3P4  denote to X1, is a generator of G,,. Similarly
XP1pspa - XP1p2pa - X P1P2P3 are generators of Gy,, Gy,, Gy, , respectively, and denote to Xo, X3,
X4, respectively. We note that e(R;, Rj) = 1 for distinct ¢ and j, and all random elements
R; € Gy,, Rj € Gy,. This is followed from the fact that e(R;, Rj) = e(Xf,X]l-’) for some

P1P2P3P4 a P1P2P3P4 b P1P2P3P4 ab

integers a,b € Zy, and e(Xf,XJI?) =e(X » X 7 )=eX,X Pipj =1
since i # j.

)P1p2p3p4

3.2 Complexity Assumptions

We need six complexity assumptions to prove the security of our anonymous HIBE construc-
tion. Our assumptions are not standard assumptions, however, these guarantee the security
against adversarial strategy that does not use the properties of group representation if the
finding nontrivial factors of the group order is hard. The hardness of our assumptions relies
on the theorems of Katz, Sahai, and Waters [17].

Assumption 1:
For a given group generator G, let the following distribution be Pj(\).

R
(P1,p2,P3,P4,G, G, €) < G(\), n < pi1papsp4,

9£GP17 X3<£GP37 X4<£Gp4
D <+ (G,n,g,X3,X4), To & Gpipapsr, Th & Gpipas
BE{01}, T+ To-(1-p)+TiB.

Give (D, T) to the adversary B. Then B outputs ', and succeeds if 5 = 5'. We define the
advantage of the adversary B above, denote to Advlg g(A), in group generated by G to be
the absolute value of the difference of the success probability of the adversary and 1/2, where
the probability is over the distribution P;()\) and the random coins of 5.

Definition 4. We say that a group generator G satisfies Assumption 1 if Advlgg(A) is a
negligible function of A for any polynomial time adversary B.

Assumption 2:
For a given group generator G, let the following distribution be Pa(\).

R
(p1,p2,p3,p4,G,Gr,e) < G(A), n < pip2p3pa,

0. X1 £ Gy, X0, Yo E Gpy, X, Vs & Gpy, Xu £ Gy,
D+ (G,n,g, X1 X2, X3,Y2Ys, X4), To £ Gpypops, T & Gpyps)



BE{0,1), T+ To-(1-8)+T1- B

Give (D, T) to the adversary B. Then B outputs ', and succeeds if 5 = /. We define the
advantage of the adversary B above, denote to Adv2g g(\), in group generated by G to be the
absolute value of the difference of the success probability of B and 1/2, where the probability
is over the distribution P5(\) and the random coins of B.

Definition 5. We say that a group generator G satisfies Assumption 2 if Adv2gg(A) is a
negligible function of \ for any polynomial time adversary B.

Assumption 3:
For a given group generator G, let the following distribution be Ps(\).

R
(P1,p2,P3,P4,G, G, €) < G(\), n < pi1p2psp4,

Xl <£(Gpl7 }/2<£GIQ7 X37Y3’Y3{£GP3? X4£Gp4
D (G,n, X1,YaYs, X5, X4), Tp+ YaYy, Ti & Gpyps.
BEL01}, T+ To-(1-B)+Ti- B

Give (D, T) to the adversary B. Then A outputs ', and succeeds if 8 = 5’. We define the
advantage of the adversary B above, denote to Adv3g g(A), in groups generated by G to be the
absolute value of the difference of the success probability of B and 1/2, where the probability
is over the distribution P3(\) and the random coins of B.

Definition 6. We say that a group generator G satisfies Assumption 3 if Adv3g p(A) is a
negligible function of X for any polynomial time adversary B.

Assumption 4:
For a given group generator G, let the following distribution be Py(\).

(p1, 2,053,914, G, Gr,e) & G(N), n < pipapspa,

X1 &G, &G, Xs&G,,, Xi,vi&G,,
D« (G,n, X1,Y2Ya, X5, X4), To & Gpopss Ti & Gy,
BEL{0,1}, T+ To-(1—B)+T:-B.

Give (D, T) to the adversary B. Then A outputs 3, and succeeds if 3 = 5’. We define the
advantage of the adversary B above, denote to Advdg g(A), in groups generated by G to be the
absolute value of the difference of the success probability of B and 1/2, where the probability
is over the distribution P4(\) and the random coins of B.

Definition 7. We say that a group generator G satisfies Assumption 4 if Advdg () is a
negligible function of X for any polynomial time adversary B.

Assumption b:
For a given group generator G, let the following distribution be P5(\).

(p1,p2, 03,91, G, Gr,e) & G(N), n < pipapspa,
97X1»Y1 & Gp17X27YZ7ZZ <£ GP27X3>Z3 & Gp37X4 & Gm
D« (G,n, g, X1X2, X3, Y1Y>, Z2Z3, X4),

To + e(X1, Y1), Th ﬁ Gr,

BE{01), T+ To-(1-B)+T1- B



Give (D, T) to the adversary B. Then B outputs ', and succeeds if 5 = '. We define the
advantage of the adversary B above, denote to Adv5g (), in groups generated by G to be the
absolute value of the difference of the success probability of B and 1/2, where the probability
is over the distribution P5(\) and the random coins of B.

Definition 8. We say that a group generator G satisfies Assumption 5 if Advbg (M) is a
negligible function of X for any polynomial time adversary B.
Assumption 6:

We uses Assumption 6 to prove the anonymity of our anonymous HIBE construction. For
a given group generator G, let the following distribution be Pg(\).

R
(p1,p2,P3,P1,G, G, €) < G(\), n < pi1papsps,

X1, Y1, Wi E Gy, Yo, Zo, Wo, W) & Gy, Zs & Gy,
Xa, Za, Wi, Wi £ G,
D« (G,n, X1X4,Y1Y2, Z2, Z3, Za, Wi WaW4),
To + WaWsWi, Ti & Gppopas
BE{0,1}, T«Ty-(1-8)+T: 8.
Give (D, T) to the adversary B. Then B outputs ', and succeeds if 5 = 5'. We define the
advantage of the adversary B above, denote to Adv6g g()), in groups generated by G to be the

absolute value of the difference of the success probability of B and 1/2, where the probability
is over the distribution Ps(\) and the random coins of B.

Definition 9. We say that a group generator G satisfies Assumption 6 if Advbg g(\) is a
negligible function of X for any polynomial time adversary B.

4 Construction

In this section we proposed a fully secure anonymous HIBE with constant size ciphertexts. We
build a scheme in bilinear groups G of composite order of product of four primes, n = p1pap3p4.
We utilize subgroups G,,, G,,, Gp,, Gp, of G for different usage. All meaningful information
are embedded in a subgroup G,,. Subgroups G,, and G,, are respectively used private keys
and public parameters to look like random. Subgroup G, is not appeared in real scheme. We
use Gy, only for security proof.

All public parameters and ciphertexts are blinded by random elements of G,,, so cipher-
texts does not leak ID information. If the private key does not have blinding factors in G,,,
blinding factors of ciphertexts will be removed during paring operation in the decryption
procedure. HIBE schemes usually use public parameters to re-randomize children’s key in
delegation algorithm, however, if public parameters have blinding factors, we cannot use pub-
lic parameters to re-randomize children’s key. If then, decryption algorithm will not work
correctly. Therefore we need to add re-randomization subkey to the private key. We now de-
scribe our construction with keeping this idea in mind.

Setup(\, £): First, the setup algorithm runs group generator G and obtains (pi,p2,ps3, p4,

G,Gr,e). Next, it chooses random elements g, h,uy, -+ ,up, w, € Gy, X3 € Gp,, X4 € Gy,
Rig, Rap, Rawy, -5 Ran, € Gp,. It then, sets n = pipop3ps,G = gRag, H = hRyp,
Ui =wRyu,, - ,Us=wRy,, and E = e(g,w), and

params < [G,n, G,H, Uy,---,Up, X3, Xy, E], MSK < [g, h, uz, ---, w, w]



Lastly, it publishes the params and retain the M SK as secret values.

Enc(params, ID, M): Parse ID to [Iy,--- , Ij|. Enc picks a random integer s € Z,, and random
elements Ry, R} € Gp,. A random element of G,, can be chosen by raising X4 to random
exponents from Zpy. Next, it sets

CT + [ Co=ME* C, = (H[]F,U")*Ry, Cy=G*R), | € Gr x G>.

KeyGen(MSK,ID): Parse ID to [I1,- - , I;]. KeyGen algorithm picks random integers r1,rs €
Zyn and random elements

d d d d T T T 2(0—k)+4
RO RO B, RO R B R, - RO € GO

The private key Pvk;p consists of two subkeys kagdg € Gf;l;,%” and ka§ D) € Gf, AR ka( )
(r)

is used for decryption and delegation, and Pvk;, is used for re-randomization. It sets

d d - - d r d r p(d
ka&g A [K£ )= 1R( ) (hH ) 1Rz( )» IE:+)1 = k1+1R§‘+)1’”' ,uélRé : J.
P”k% — [KY) = ”Ré )a é ) = (h Hi:l i )T2R3( )’ /(;-21 = 71;2+1R§‘21’ T v“rzReT) J-

KeyGen(Pvk;p), _,, I Dy,): Given a private key Pvkrp), , for 2 <k </, this algorithm derives

the private key for ID|,. Parse Pvk;p|, , to kaﬁ% [K(d) K( ), E]id),-~- ,Egd)] and
kaﬁ%' = [KY), Kg), E,(:)7 . Ey)]. This algorithm consists of two steps, Delegate step

and Re- rcmdomize step. In Delegate step, it generates the private key for child, ID|;. The
result of Delegate step is sufficient to decrypt the ciphertext for ID|;, however, the random-
ness of these keys are associated with parents keys. It means that distributions of private keys
generated by Delegate step are different from private keys generated by MSK. We set two
distributions to be same by carrying out Re-randomize step after Delegate step.

Step 1 (Delegate Step): for Vi € [k + 1, /],

K1, k3D B (KO K (B, B,

)

K1 K50, B - (KD, KD (B, B,

Step 2 (Re-randomize Step): Choose two random integers s,t € Zx and random elements
R(d) R3(d), R,(ﬁl, e Réd), Rgr), Rg(r), RI(QI, e ,Rg") from G,,. Random elements in G, can
be generated by raising X3 to random exponent from Z,. kaygl and ka§ l%‘ are respec-
tively re-randomized as follows:

d T s_d /(d d TI\NS D
[Ki( )(Ki( )) Rg),K;( )( ()) RS() E:( )( /( )) R( )]

LR R (B R



Dec(Pukp, CT): Parse ID, CT and PokiP to [I1,--- , It], [Co, C1, Co] and [K\", K" BV |

E,E‘”], respectively. Then Dec outputs

(d)
e(K;”,Ch)
e(Ky ", Ca)

We can easily check the correctness of the Dec algorithm for a valid ciphertext so that we
omit details.

5 Security Analysis

To prove the security of our anonymous HIBE scheme, we take the proof methodology of [23,
18]. In other word, we first define semi-functional ciphertexts and semi-functional keys, and
we will show that the real security game is computationally indistinguishable from a game
that all query results are semi-functional ones. In the real game, the simulator can always
check whether the challenge ciphertext is valid or not by generating the corresponding private
key himself. Therefore it is uneasy to make reduction to the hard problem. If the simulator,
however, can only generate semi-functional ones (ciphertexts and keys), he cannot check by
himself the validity of the ciphertexts since semi-functional keys cannot decrypt the semi-
functional ciphertext except for the special case. Therefore it is possible to make reduction
to the hard problem. Semi-functional ciphertexts are of the form

Co = Cy,C1 = Clgy™, Ca = Cygs

where C{, C1, CY are the result of Enc algorithm, g2 € G,,, and z, 2, & 7. Semi-functional
keys are of the form
K§d) — Ki(d)g;, Kéd) _ K;(d)ggz/’“, Ez(d) — E;(d)ggzj’
KY) — Ki(r)gg ’Kg") — K;(T)gg zk,EiT) — El(r)g; Zi’

(2

for Vi e [j+1,¢], where K1, Kb, }+1’ -+ I are the result of KeyGen algorithm, go € Gp,, and

VoY 2y Zj41y 0 20 &z ~. Since elements of G, are used in the semi-functional ones, Dec
algorithm will remove elements of G, if it takes semi-functional keys and normal ciphertexts,
or normal keys and semi-functional ciphertexts. However, Dec algorithm outputs the result
multiplied by additional term e(g2, gg)m(zfz’“) if it takes semi-functional keys and semi-
functional ciphertexts. If z;, = 2., then the additional term is 1g,., so that decryption will be
correct.

We uses a hybrid argument to prove the confidentiality. The first game is the real IND-ID-
CPA game, denote to Gamegeq;- The second game Gamepgestricteqd restricts that the adversary
cannot query for the private key for identities which are prefixes of the challenge identity mod-
ulus po, and remains others are same to Gamepge,. Next, we define ¢ + 1 number of games,
Gamey, where 0 < k < ¢, and ¢ is the number of key extraction queries made by the adversary.
In Gamey, the adversary is given semi-functional ciphertext as the challenge ciphertext, and
the first k key extraction results are also semi-functional keys, and others are remained like
GameRgestricted- There leaves last game Gameprpiging that is like Game, except the challenge
ciphertext. In Gamehiging the first component of the challenge ciphertext is a random ele-
ment of Gr. Then the adversary cannot get any information about the challenge message in



Gameprhiding, so that his advantage is information theoretically zero in Gamenrpidging. The
security proof consists of the proofs of indistinguishability between each sequential games.

Theorem 1. Our HIBE scheme is IND-ID-CPA secure if the group generator G holds As-
sumption 1, 2, 3, 4 and 5.

Lemma 1. If a group generator G satisfies Assumption 2, 3 and 4, there is no adversary such
that the difference of the advantage in between Gamepgeq and Gamepestricted 1S non-negligible.

proof. Suppose that A output identities I Dg and I Dy such that I Dg # 1Dy mod n and I Dy =
ID; mod py. Then simulator S can compute a nontrivial factor of n by taking ged(I Dy —
IDi,N). Let ged(IDg — IDy,N)=a, and b = % Then we consider the following two cases:
(Three cases cover all possibilities.)

1. p1 divides b
2. p3 divides b
3. pg divides b.

In case 1, § will break Assumption 2. Given instance of Assumption 2, g, X1 Xs, X3, Y2Y3, Xy
and T, § simulates using g, X3, and X4, and then obtains b from A. (Given g, X3, Xy S
can simulate with the adversary A.) S checks pi|b by testing g = 1. Next, S computes
e((X1X2)", T). If e((X1X2)?, T) is the identity of Gz, then T' € Gy, p,. Otherwise, T € Gp,pyps-

In case 2, S will break Assumption 3. Given instance of Assumption 3. X1, Y>Y3, X3, X4
and T, S simulates using X1, X3 and X4, and then obtains b. S checks ps|b by testing Xé’ =1.
Next, S checks e((Y2Y3)?, YaY3) = e(T?, Y5Y3). If the equality holds, then G,, part of T is
same to Y. Otherwise, G, part of T is random.

In case 3, S will break Assumption 4. Given instance of Assumption 4. X, Y5Yy, X3, Xy
and T', S simulates using X1, X3 and X4, and then obtains b. S checks p4|b by testing Xfl’ =1.
Next, S checks whether e((Y2Y3)?,T) = 1g, or not. If the equality holds, then T is chosen
from Gp,. Otherwise, T is chosen from G, . O

Lemma 2. If a group generator G satisfies Assumption 1, there is no adversary such that
the difference of the advantage in between GameRgesiricted and Gamegy is non-negligible.

proof. Simulator S is given the instance of Assumption 1 ,G,n, g, X3, X4 and 7.

Setup: & chooses random integers b,a1,--- ,as, & € Z, and random elements Ry,, Ry,
Ryuyy -y Raw, € Gp,. (S can compute random elements in G,, from randomly exponents
of X4.) It sets and sends params < [G,n, G = gR; g, H = ¢°R; 1, U = g“ Ry y;, -+, Ur =

9% Ry, X3, X4, E =¢(g,9%)] to A. Keep [g = g, h = ¢°,u1 = g%, ,uy = g%, w = g
Query Phase: S returns to private query for ID = [Iy,-- -, Ii]. Since S knows M SK, he can
generate all private keys.

Challenge: S is given ID* = [I7, - -, I}}] and two messages My, M; from A. S tosses a random
coin 3 € {0,1}, and returns

CT = [Cy = Mse(T, g%),Cy = T*Emaili B ¢y = TR

where R) and R/ are random elements in G,. If T' is a random element from G, ,,, then CT
distributes as a normal ciphertext in Gamepgestrictea- If T' is a random element from Gy, p,p,,
then CT distributes as a semi-functional ciphertext with z. = b+ Zle a; 17 in Gamey. Since
2. mod pa is not correlated with b mod p1 and a; mod p1, Gy, part of T% is independently
random from params and T.

Guess: S transfers output of A. O



Lemma 3. If a group generator G satisfies Assumption 2, 3, there is no adversary such that
the difference of the advantage in between Gamer_1 and Gamey, is non-negligible.

) ~ (0 ~
To prove Lemma 3, we use hybrid steps, too. We define a sequence of games Game,(€ ), Game,(f ),

cee Ga~me,(f+1) which locate between Gamey_1 and Gamey. In Ga~me§€0), Gy, parts of Pvk(®

are same to Pvk(") of k-th key query result, and others are remained like Gamey_1. In

Ga~meg), Gy, parts of first 7 components of Puk@ are independent from first 7 components

of Pvk("), and others are remained like Ga~me§:_1). Then, Ga~me,(f+1) is identically equal to

Gamey,.

Lemma 4. If a group generator G satisfies Assumption 2, there is no adversary such that

the difference of the advantage in between Gamep_1 and Ga}ne,(go) s non-negligible.

proof. Simulator S is given the instance of Assumption 2 ,G,n, g, X1 X9, X3, Y2Y3, Xy and T

Setup: S chooses random integers b,a1,--- ,as, ¢ € Z, and random elements Ryq, R4p,
Ry, -+, Ry, € Gp,. (S can compute random elements in G,, from randomly exponents
of X4.) It sets and sends params < [G,n,G = gRy 4, H = ¢°R; 1, Uy = ¢Y Ry u;,-++, Up =

9 Ry upy X3, X4, E = e(g,9%)] to A. Keep [g=g,h = g",u1 = g™, ,ug = g, w = g°]

Query Phase: Since § knows M SK, he can generate all normal private keys. For first i-th
(i < k) queries, S generates normal private keys, and multiplies a random power of Y2Y3 to
every component of keys, and then he returns to the adversary. These keys are distributed
as semi-functional keys. For ¢ > k case, S returns normal keys. For k-th query for ID =

[I1,---,1;], S chooses a random integer ¢ € Z, and random elements R(d), Rg‘? FRTREE ,Rglg,
Rér), Rérj) IETRES ,Rg:g € Gp, and respectively sets ka}% and kagg as follows:

K T,
ka% = Kéd) o Tt tEm il Rgd)7
EY « TR, Vielj+1,

KY) — 4Tt,
ka% = Kér) +— Tt(b+zgzlai1i)Rér),
B T R{) Vielj+1.0,

If T € Gy, p, above is a normal key in Gamey,_1. If T'€ Gy, pyps, then each G, part of Pvk(@
is independently random from params and T since b + 2521 a;I; mod ps and a; mod ps
for i € [j +1,4] are independently random from params and T. G,, part of Pvk(") is same to
Puk@ | so that this is a key in Ga?neg)). Note that z;, = b+ ZLI a;l;.

Challenge: S is given ID* = [I}, - - - , I}] and two messages My, M; from A. S tosses a random
coin 8 € {0, 1}, and returns the challenge ciphertext

k L T*
[Mpe(X1Xa,w), (X1X2)" 2=l R (X, X0)R)]

where R} and R/ are chosen at random from G,,. Note that z. = b+ S.%_ a,I*. Since for
all ID queried by A, ID mod po is not equal to ID* mod ps, 2. mod po is independent
random from z; mod pe, and a; mod ps for i € [j + 1,¢] used in the k-th key query. Hence,
all randomness used in the challenge ciphertexts are independently random from all other



randomness used in the game. If S generates the corresponding semi-functional ciphertext of
k-th key query, and tests whether k-th key is semi-functional key, then decryption will always
work without respect to that the k-th key is semi-functional key or not since z. = zj.

Guess: S transfers output of A. O

Lemma 5. If a group generator G satisfies Assumption 3, there is no adversary such that

the difference of the advantage in between Ga~me,(€0) and Ga}ne,(:) s mon-negligible.

proof. Simulator S is given the instance of Assumption 3 ,G,n, g, X1, YaY3, X3, X4 and 7.
Setup: S chooses random integers b,ay,--- ,a¢, o and random elements Ry g, Ry p, Rauy -+,
Ry, € Gp,. (S can compute random elements in G,, from randomly exponents of Xy.) It
sets and sends params < [G,n,G = gR; 4, H = gbR47h, Ui =9%"R,u,- U= g"Ry u,
X3, X4, E=e(g,9%)] to A. Keep [g = g,h = ¢°,u1 = g™, ,up = g%, w = g°]

Query Phase: Since S knows MSK, he can generate all normal private keys. For first i-
th (i < k) queries, S generates normal private keys, and multiplies a random power of
Y5Y3 to every component of keys, and then he returns to the adversary. These keys are
distributed as semi-functional keys. For i > k case, S returns normal keys. For k-th query for

ID = [I,---,1I;], S chooses random integers ry,r,t,tj11,- - ,t¢ € Z,, and random elements
Réd), Réf? FRPREE ,Rédg, Rg), R:(;]) FETRERE ,R:(;g € Gy, and respectively sets ka:ffg and ka:y[)) as
follows:

K" g7 (YaYs),

Pokipy = § K5 w(h E, uff ) (VaYa) R,
Ul (YaY3) RS, Vielj+ 1,4

K" g T,
Pokip = K« (hITL uf)(vaYs) RS,
B « u?"(YaY3)RY). Vie[j+1,4

1
If T =Y5Y3, G, part of each component of Puk(™ is same to Gp, part of the corresponding

.. . ~ 0 . .
component of Pvk(?), so that this is a key in Game§g ). If T is random element in Gy,,,, then

above is a key in Ga}neg).

Challenge: S is given ID* = [I},-- -, I}}] and two messages My, M; from A. S tosses a random
coin 8 € {0, 1}, and returns the challenge ciphertext
j ! 1"
[Mge(g,g°)°, (h] [ ui")*(Ya¥3)* R}, ¢°(YaY3)™ RY]
i=1

where R and R/ are random elements in G,, and s, s, s” € Z,, are random integers.

Guess: S transfers output of A. O
Similarly we can prove indistinguishability between Gamey, (1) and Gamey(t + 1) for 7 €

[1,¢]. Simulator can generate all normal keys, semi-functional keys, the challenge ciphertext,

and ka:yg for k-th query for 1D using the instance of Assumptions 3 as in Lemma 5. Then,

S computes the (7 4+ 1)-th component of ka‘g?) using T for its G,,,, part. Since there is no
technical difference from the security proof of Lemma 5, we give following lemma without
proof.

Lemma 6. If a group generator G satisfies Assumption 3, there is no adversary such that the

. . ~ ~ 2 . .
difference of the advantage in between Gameg) and Game,i ) _ Gamey, is non-negligible.



Lemma 4, 5 and 6 imply Lemma 3.

Lemma 7. If a group generator G satisfies Assumption 5, there is no adversary such that
the difference of the advantage in between Gamey and Gamenrniding s non-negligible.

proof. Simulator S is given the instance of Assumption 5 ,G,n, g, X1Xs, X3, Y1Ys, Z573, X4
and T'.

Setup: S chooses random integers b,a1,--- ,as,a¢ € Z, and random elements Ryq, R4p,
Ry -y Raw, € Gp,. (S can compute random elements in G, from randomly exponents of
X4.) It sets and sends params <+ [G,ns, G = gR; 4, H = gbR47h, Uy =9g%Rju--, U =

9% Ry .y, X3, X4, E = e(g, X1X2)] to A. Keep [g = g,h = ¢°,u1 = g™, ,up = g*]. Then
an unknown master secret key w is X;.

Query Phase: S returns to private query for ID = [Iy,--- , I;]. S chooses random integers ry, t,
d d d d

tjv1, -+, te, 72, 8, Sj41, -+, S¢ € Ly, and random elements R:()) ), Ré( ), Ré’}H, ’Ri(%,l?’Rg)’

ng(r), érj) IETRRRN Rérg € Gp,. X3 can be used for generating random elements in G,,. He sets

a semi-functional key ka}cg and ka}% as follows:

d)

K§ — g (Z2Z3)tR§d)7
d) _ d)

Poklh = KD Xy Xo(h [T, uf ) RLY,
EY « u(Z:25)4RY), Viej+1,4

K" 9"2(ZaZs)° RS,
Pok\) = KD (RTT, ul)2(2225) R,
") ul(Z,23)% R, Vi€ [j+1.4

5N

S sends these to A.
Challenge: S is given ID* = I7,--- , I} and two messages My, M; from A. S tosses a random
coin 8 € {0, 1}, and returns the challenge ciphertext

[MsT, (Y1Yo)!rZimiaili R YV, RY]

where R) and R/ are random elements in Gp,. Since b + Zle a; I mod py is independent
from a; mod py for i € [1,¢] and b mod ps, G,, parts of C; and Cy are independent random
elements from params. If T' is a random element from G, then C'T distributes as a ciphertext
in Gamenrniding. If T = e(X1,Y1), then CT distributes as a semi-functional ciphertext with
Ze=b-+ Z?:l a; 17 in Game,.

Guess: S transfers output of A. O

Proof of Theorem 1

In Gamerhiding the adversary cannot get information about the challenge messages since the
challenge message is multiplied by a random element in the challenge ciphertext. Therefore
the advantage of the adversary in Gamenrniding is information theoretically zero. By Lemma

1, 2, 3 and Lemma 7, theorem is completed. O
We also uses a hybrid steps for proving the anonymity. Similarly to the proof of the
confidentiality we define a sequence of games Gamepreai, Gamegestricted, Gamer, - - -, Gamey,

Gamehiding- Additionally we define Game random that C1 and Cs in the challenge ciphertexts
are independent random elements in Gy, p,p,, others are remained like Gamenrniding. The



adversary in Gameggndom cannot get any information about the identity from the challenge
ciphertext, so that his advantage is information theoretically zero. We can show that these
games are indistinguishable step by step.

Theorem 2. Our HIBE scheme is ANON-ID-CPA secure if a group generator G holds As-
sumption 1, 2, 3, 4, 5 and 6.

Lemma 8. If a group generator G satisfies Assumption 1,2, 3, 4 and 5, there is no adversary
such that the difference of the advantage in between Gamegeq and Gameprniding 5 non-
negligible.

The proof of Lemma 8 is basically same to the proof of Theorem 1. We defined Gamepgeq
and Gameniding as ANON-ID-CPA games. The differences among a sequence of games as
ANON-ID-CPA is essentially same to the differences among a sequence of games as ANON-
ID-CPA. Therefore the proof of Theorem 1 essentially implies Lemma 8.

Lemma 9. If a group generator G satisfies Assumption 6, there is no adversary such that
the difference of the advantage in between Gamenrhiging and GameRrandom 15 non-negligible.

proof. Suppose that there exists an adversary A such that the difference of the advantage in
between Gamerniding and Gamerandom is non-negligible. Now we describe that the simulator
S breaks Assumption 6 by using A with non-negligible advantage. S receives the instance of
Assumption 6, X1X4, Y1Y2, Zg, Z3, Z4, W1W2W4, and T'.

Setup. It chooses random integers a1,--- ,a¢,b € Z, and random elements Z4 j,, Z44; € Gp,.
It sets params = [G,n,G = X1 X4, H = (X1X4)bZ47h, Uy = (X1 X)"Zyuy, -+, Up =
(X1 X0)"Zyn,, Z3, Zs, E = e(X1X4,Y1Y2)] and sends it to A. Then unknown secret elements
are [g = X1,h = X0, uy = X7, -+ Jup = X1 w = Y1)

Query Phasel. When A queries the private key for ID = [I1,---,I;], S chooses random

integers r1,r9 € Z and random elements Zl(d) Z /() Zé ,3+1, cee Zéf?, Z;(T), Z”(r) Zg,gﬂ,
(2 c G’pg, Z/(d) Z:;/(d)’ Z?(:l]z-ﬁ-l’ .. Z:gd)v Z /(r) Z//(T) Z?()Tlg_i_l’ SR Z?()TZ) c GPS to generate

seml-functlonal key for ID|x. It sets ka} D) and ka‘( [)) as follows:

K(d) (Y1Y2)T d) Z’(d)

Ké‘”  (MYa)(NYa)? [15 (i Ya)aidiyrs 2@ 74,
B « (1Yo m ZyY Zg(f? Vie [k+1,4.

KY) - (YlYé)rQ Z’(T T)7

KV + (nYa) Hz () liyra 290 73

B « MYa) 2 2y)Z{) vie[k+1,4

(d)

Then the above keys are well-formed with randomness as if 71 = rilogy, Y1 for Pvk;p,
T2 = rologx, V1 for kagg.
Challenge. A gives a message M and two identities 1D = [Ifo),-'- ,I,gg)] and 7D =
[Ifl), . ,I,S)] to S. S chooses a random coin € {0, 1}, and random elements Z}, Zf) € G,,,
Zs € Gp,, Z) € Gy, R € Gr, and then it sets the challenge ciphertext as follows:

(R, (Wi W)t Sioaid™ zozn .



Table 1. Anonymous HIBE schemes

size in size in  [size in|Security | # of primes
params Pvk CT | Model |in group order
9] [ O?) O(£?) O(f) [Selective 1
22] || O¢) |O((£ — k)k)| O(¢) |Selective 2
19]]| O®) | O —k) 4 |Selective 2
ours|| O() | O —k) 3 Full 4

£: the maximum depth of hierarchy,
k: a depth of a corresponding identity,

A random element in G7 can be generated by raising e(X; X425 745, X1X42Z524) to a random
integer in Z,.

If T = WiWiWj then CT distributes as in Gamepnrniding. Otherwise, since W1 WoWy is
chosen independent at random, C'T distributes as in Gamegandom.-
Query Phase 2. A adaptively issues key extraction queries and S replies as Query Phasel.
Guess. A outputs a bit 4/, then S also return the same bit 5 as its guess. O

Proof of Theorem 2

In Gameprgngom the adversary cannot get information about the challenge ID since the
challenge ciphertext distributes as random. Therefore the advantage of the adversary in
GameRrandom is information theoretically zero. By Lemma 8 and Lemma 9, theorem is com-
pleted. O

6 Related Works-Anonymous HIBE

The concepts of anonymous HIBE scheme were introduced by Abdalla et. al. [1]. A first
realization of anonymous HIBE scheme was proposed by Boyen and Waters [9]. They attained
anonymity under the decisional linear assumption. Shi and Waters proposed a delegatable
hidden-vector encryption (dHVE) whose definition is a generalization of anonymous HIBE
[22]. First anonymous HIBE scheme with constant size ciphertexts was proposed by Seo et.
al.[19]. They embedded Boneh, Boyen, and Goh’s HIBE scheme with short ciphertexts to the
subgroup G, of the composite order bilinear group G, x G, and blinds I D information using
random elements of subgroup G,. Recently Ducas proposed new constructions for anonymous
HIBE using asymmetric pairing [14]. All prior anonymous HIBE schemes, however, were
proved only in the weaker selective security notion, that is, the adversary should select the
target ID before she see the system parameters. We give comparisons with our construction in
the table 1. Recently, Caro et al. [12] proposed a fully secure anonymous HIBE scheme with
constant ciphertexts, which attains the same performance as our HIBE scheme. We should
note that this paper and [12] are definitely independent results.

7 Conclusion

In this paper we proposed a fully secure anonymous hierarchical ID-based encryption scheme
with constant size ciphertexts in composite order bilinear group of four primes, and proved
the security under six static assumptions. Our construction satisfies full security, anonymity,
and constant size ciphertexts, together, so that it is able to be used as a primitive in public-
key searchable encryption fields efficiently. We leave efficient constructions in prime order



group under simple assumptions, such as the bilinear Diffie-Hellman assumption and linear
assumption as an interesting open problem.
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