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Abstract— In this paper we analyze the security of the mutual is ruled out. In fact, in order to promote the use of RFID
authentication and ownership transfer protocols which hae been  technology in authentication, the cost of the RFID tags must
recently proposed by Kulsenget al. Our analysis demonstrates o ompetitive with the available low cost solutions, e.at b

a variety of attacks against these protocols. We present a d th ise th . - tive for busi A
secret parameters disclosure attack which discloses any et codes, otherwise there IS no incentive or businesses 1o use

parameter between the tag and the reader. Our disclosure atick the RFID technology. Hence, the available protocols are not
can be easily used as an impersonation attack against the nugl  applicable in many applications which need low cost tags.
authentication protocol. In addition, we present an attackthat To overcome the above problems, Kulseay al. have
retrieves the PIN-value in the ownership transfer protocol, recently proposed a lightweight mutual authenticatiorigrol

here the PIN-value i ter that t be kept t .
}/;Ioﬁqrznyeparty ,r\]lglﬁjde,r:; t?lep?)rﬁrr:;?i:‘ thg t;rz;s © Kept secre and an ownership transfer protocol for RFID Systems[6]hBot

All the attacks presented in this work are passive, have low these protocols do not use a block cipher or a hash function

complexity and have the success probability of 1. in their designs. These protocols rely on Physically Unclon
Index Terms—RFID, Lightweight Mutual Authentication, able Functions (PUFs) and Linear Feedback Shift Registers
Ownership Transfer Protocol, PUF, LFSR. (LFSRs) for their security. The designers’ motivation was t

efficiency of PUFs and LFSRs in hardware.
The designers have claimed optimal security for both the

. INTRODUCTION N )
L proposed mutual authentication protocol and ownershigstra
Mutual authentication protocols are employed by readegg "nrotcol. However, in this work, we exhibit a variety

and tags in RFID systems to authenticate each other. Cof-\yeaknesses in these protocols. We present an efficient
mon_ly, a mutual authentication protocol includes a gamg,qy which discloses any secret parameter, includinggiipe
playlng argument between the tag and the reader. Onei(ﬁ’éntifierID,which was shared between the tag and the reader
the principals in the protocol poses some challenge(s)@o thiq g running the protocol. As an extension of this atfack
other principal and then verifies the response(s) receired.;q 5150 develop an impersonation attack against the mutual
general, RFID authentication protocols need to autheetica, hentication protocol. In addition, we present an atthek
both the entities to one another. Such protocols are referieiaves thePIN in the ownership transfer protocol. The

to as mutual authentication protocols. On the other hand, &}/ is a secret preloaded value in the tag which must be
ownership transfer protocol is a protocol that transfers ﬂkept secret even from the owner of the tag

ownership right of a tag securely from the old owner to the
new owner such that:

. Il. PRELIMINARIES
o The old owner can not access the new RFID transactions

after the occurrence of ownership transfer. Through the paper, we use the following notations:
« The new owner can not access the old RFID transactions, 1D: It is the static tag identifier which is always fixed,
after the occurrence of ownership transfer. even through the ownership right transfer.

Common use of an ownership transfer protocol is to reissue a IDS: Itis the tag pseudonym which is updated after each
tag attached with one product to another product in a shgppin  successful run of the protocol.

mall. e P(.): It is the tag’s random permutation function based
Several mutual authentication protocols [3], [10], [8]],[9 on Physically Unclonable Function (PUF). Different tag’s
[11] and ownership transfer protocols [5], [4], [12], [15Ve PUFs will produce different outputs for a certain input

been proposed in the literature recently. All the protocols value.

mentioned here are claimed to be “lightweight protocols”, « F(.): It is a public random permutation function based
i.e. they require low power to operate and require (non- on a Linear Feedback Shift Register (LFSR). The LFSR
specialized) low cost RFID tags/readers to operate. Some is assumed to be maximal length, which means its period
of these protocols, e.g. [13], [14], [7], rely on encryption  for a non zero seed B — 1 when the state of the LFSR
or cryptographic hash functions for their security. Howeve is L bits long.

Feldhofer and Rechberger [1] have shown that the number o G,,: It is a greeting number which is produced by the
gates required to implement most common hash functions on tag, utilizing the tag'sP(.)-function and shared with the
an RFID chip is very high. Consequently, the use of standard reader. After each successful run of protoc¢s] is get
hash functions on RFID chips, and hence in RFID protocols, updated.



o K,, K| and K//: They are parameters which are used
through the authentication and ownership transfer pro-

cesses. These parameters are computed and updated{yoithm 1. Secret parameters disclosure attack against

utilizing a public #°(.)-function. the Kulsenget al. mutual authentication protocol.

o K;: It is a parameter which is computed ds, =

LESR(G,, ® Gpy1). Online Phase
o PIN: It's an identifier of tag which is shared between Eavesdrop the first run of the mutual authentication
the Trusted Third Party (TTP) and the tag. protocol and store the
« All parameters in the protocol are of lengfhbit. ((IDS)1,(ID ® Gn)1, (Gry1 @ K1, (Gry2 @ K1)
o The expressiom — B refers to assigningl to B. triplet;

Eavesdrop the second run of the mutual authentication
protocol and store the
L ((IDS)Qv(ID@Gn)Qa(Gn+1 ®Kn)2’(Gn+2®K7Il)2)
The kulsenget al. mutual authentication protocol and own-  triplet;
reerzggactg\r/?;fer protocol are depicted in Fig. 1 and Fig. 2 1(3fj1|,n?DP;ase b .
The mutual authentication protocol includes two phase that(IDé() & ()(2;) )—>E(B (ID)Sl')GB(—> E‘();l’) . 11 (G
are the setup phase and the mutual authentication phage Int .~ /" /1 ! /il /1l
di scl osur es;
setup phase the secret values are preloaded to the tag and thFYD @ (Go)1 @ (Gp)1 — ID; /'l ID
reader. These secret values @S, ID andG,, whereID n//1 n/1 :
and G,, are updated in each round and the reader also kee
Gn+1. In addition, they share a permutation functigin This
function can be an LFSR which its implementation details are

Ill. PROTOCOLSDESCRIPTION

di scl osur es;
PrG,) — K.;

known to all parities includes the adversary [[6], Sectith | é.GZS f)asljrzels@ Kn = G I (G
Tag also employs a random functidghbased on PUF. (Gyo @ K') ’@ K' — G o Il (Grso)

In the mutual authentication phase, the reader séhds . sn5205urne;' " e w2
and the tag responses with ifSDS. The reader uses this Gt — G ’

value to find the shared secret values with this tag and send
ID & G, to the tag. The tag use this value to authentication
the reader. Whenever the tag authenticates the readerategd

n+2 _>Gn+l;
F(IDS®G,)— IDS; [/ IDS disclosures;

G, and sendss,, 11 @ F(G,,) andG,, o ® F(F(G,)) to the Fifg):gn

reader. The reader knows,, and F. Hence, it can extract @ " oK Sl BK, — Gy 11 (G
Gn.1 from G, 11 @ F(G,,) which can be used as a measure di ZJ(r:lI OSU?GQS' " e "2
to authenticate the tag. Whenever the reader authentiteges (G2 ® K )2’@ K' = Goo: 11 (Gy)s
tag it extract,, o from G, 2 ® F(F(G,)) and consider it di S"C’LI osurneS' " e nr
as the new value ofy,; while it use G,,+; as the new o . .

value of G,,. In addition, the tag and the reader updatéss gzi; : g:ﬂ H ngjl (;lsicslgls:Sruersés.

to F(IDS @ G,). The details of the mutual authentication

protocol is depicted in Fig. 1. return (IDS,ID, Gn, Gnin);

The ownership transfer protocol includes two phase that are
the setup phase and the Ownership transfer phase. In tipe setu
phase, the old reader pass the stofédS, ID, G, 1} to the
new reader and the verification pdi,,, G,,+1} to TTP. TTP
and tag also share the secret valRéN.

The details of ownership transfer phase is depicted in Fig. s 1, G,, G, IDS, I, G,
2. In this phase the new reader pass a secure request to TTP Req
and useGs,,,1 as a proof for its claim to access the tag. TTP DS
sendsF'(PIN) @ PIN @ G,, to the new reader and it pases Reader IDS&G, e

this value to the tag. The tag extragt, for the received value
and uses it to authenticate TTP. Whenever the tag authtegica
TTP it computes a new pair a;, andG;, , to replace the ifp(q,)e (the received K, & Gir)= Goir: P(Gy) = Gus; P(Grpt) = Grsa;
Old ValueS SUCh thm;;l = P(Gn+2) a.nd G'/n.+1 = P(G;l . F(Kn) I (the received K;L@GHQ)"G"H; F(G")HKH;F(K")HK;L;
The tag pases:;, @ F(F(Gn)), Gy @ F(F(F(Gn))) and  pipgec ) 108, 6,y = Gt Guia = Gus F(IDSEG,) — IDS; Gy — G
K; = F(G, ® G, 1) to the new reader. The new reader pass

the received value to TTP. TTP verifies the correctnes&0f Fig. 1. The mutual authentication protocol of Kulsesigal.

and extracty;, and G, |, form the received values and sends

them through a secret channel to the new reader. Finlay, the

tag and TTP updat®IN to F(PIN @ G,,).

Gnﬂ Ky, Gn+2 © Kr/l




ID, Gy, Gpsr, PIN
(1 Req: Gn+1

DS, ID, Gy runs of Kulsenget al. mutual authentication protocol and

) outputs(IDS,ID,G,,,G,+1). The details of the attack are
sever | (2) F(PIN)®G,® PIN Reader presented in Algorithm 1. Any parameter related to the first
M) ()G ok, G, oK K, run (resp. second) of protocol is indexed byresp. indexed

(6) GG, by 2), e.g.I DS (resp.IDSs). Recall from the description of
the protocol thatG,,+1)1 = (G )2 and(Gr12)1 = (Gry1)a.
IDS, ID, Gy IDS, ID, Gpys, PIN B. Impersonation Attack

(3) F(PIN) &G, PIN After disclosure attack, the adversary has retrievéus,
Reader Tag 1D, G, andG,, ;1. So it can impersonate any legitimate reader

)G oK, ., oK K for this tag and vise versa.

V. SECURITY ANALYSIS OF OWNERSHIP TRANSFER

ProTOCOL

Now we analyze the security of the Kulseaigal. ownership
transfer protocol. Our attack against this protocol is Hase
the same observation that is mentioned in section IV.

We show how can an adversary retrieve theV in Kulseng
et al. ownership transfer protocol, despite the claims of the
protocol designers. The details of attack are presented in
Algorithm 2.

In this attack, the attacker eavesdrops the full transastio
between the new reader and the tag through the ownership

PrOTOCOL transfer protocol as well the following successive run of

In this section we analyze the security of the Kulsatg Kulsenget al. mutual authentication protocol between the new
al. mutual authentication protocol. Our attacks is based @ner and the tag. In addition, we assume that the reader
an observation that for a publicly known LFSR of length knowsthe(IDS, 1D, Gy, Gy+1) triplet that the tag has shared
given anyL-bit sequence of its output is enough to determin&ith the old owner. Note that these assumptions are achievab
the internal state of LFSR in any given time by clocking th#) practice since a passive adversary can listen to all the
LFSR in backward or forward manner [2]. Briefly, an LFSRNessages being exchanged between the tag and the reader.
corresponds to a recurrence relation and if the recurrerfcérther, as mentioned earlier, the designers of the prbtoco
relation is publicly known then any given LFSR state can klow the design of the LFSR to be public and hence also
extended in both forward and backward directions to know ti#ailable to the adversary.

state of the LFSR at any given time. On the other hand, theThe attack is described in Algorithm 2. All parameters
designers of the protocols state that [[6], Section I11]: related to the ownership transfer protocol in this attack ar

The implementation of function needs not to be indexed byOT'. At the end of Algorithm 2, the attacker outputs

secret, so even adversaries know how to construct the PINog-value andP I Ny, -value.
this function

It means that any one, including the adversary, knows the
LFSR lengthZ and its irreducible feedback polynomial over

finite field G£(2) of degreeL. In addition, any parameterposed mutual authentication and ownership transfer potgoc

W_hiCh is exchr?nged in. this protoc_ol 'f‘ bits Ior_lg. Henc¢e|,d by Kulsenget al.. Our attacks completely break the protocols.
glvenF (X)), V;’ ekrelr: (.)LIIESaFr%] IE)FSE |mg emsn;at'o%ku We have shown the following two attacks in this work.
e easy to clock the ackward and determinevve 1) An attack on the mutual authentication protocol which

denote byF~!(.) a function that implements the inverse of discl hich is shared b

F(.). That is, the output o~} (F(X)) would be the value iscloses any secret para}meter which is share etween

X .Ir.w the res’t of this work, we use the observation mentioned the tag and the reader, given the information exchanged
' ’ in two sequential runs of the protocol. The attacker is a

gm\éi;? mount various attacks on the mutual authentication passive attacker and the success probability of the attack
: is “1”.

2) An attack against the ownership transfer protocol which
retrieves thePI N value, given the transferred informa-

F(Ky) — K3 F(K) — K} P(Gra) = G P(G) = GLy
K &(the received(K}, & G,))— G, F(K,) = K; F(K]) - K

K ®(the received (K} & G;,,,))— G, F(G, 8G,,)— K
if(K, =F(G". @ G"..,)): F(PIN&G,) — PN F(PIN®G,) —PIN

Fig. 2. The ownership transfer protocol of Kulseepal.

IV. SECURITY ANALYSIS OF MUTUAL AUTHENTICATION

VI. CONCLUSIONS
In this work, we have analyzed the security of recently pro-

A. Secret Parameters Disclosure Attack

We now show how an adversary can disclose any secret
parameter stored with either the reader or the tag. Recatll th
the reader parameters aféDS, 1D, G,,,G,+1) and the tag
parameters ar¢/DS,ID,G,,). Given those parameters any

tion through the ownership transfer phase and next run
of protocol by the new owner. Again, the attacker is a
passive attacker and the success probability of the attack
IS “1”.

one can deceive the reader to be a legitimate tag and vis&Ve do not see any minor tweak of the protocols of Kulseng
versa. The adversary eavesdrops two sequential successival. which would allow them to withstand our attacks.



Algorithm 2: Retrieving the PIN of the tag in the
Kulsenget al. ownership transfer protocol.

input : IDS, ID, G, G,4+1 Which is shared between
the tag and old owner(reader);
Online Phase

El

Eavesdrop the transactions between the tag and the newt?!
owner through the ownership transfer phase and store the

(K, © G @ PIN)or, (G}, ® K),)or, (G, 1 ® K]))or)
triplet;

Eavesdrop the first run of mutual authentication protocol

by the new owner and store the
(IDS)1,(ID ® Gn)1, (Gri1 @ Kn)1, (Gyz ® K1)

triplet; /'l Recall that (G,): = (G))or and
(Gny1)1 = (G, 1)oTs
Off line Phasg

F=H(IDS)2) — (IDS)1 @ (Gu)1;
(IDS)1 & (Gn)1 ® (IDS)1 — (Gn)u;
di scl osures;

(ID ® (Gn))1 ® (Gn)1 — ID; /1 ID is not
changed when the ownership is
transferred;
Gn — G
F(Gn) — Ky,
(GnJrl S Kn)l S Kn - GnJrl;
di scl osures;
G'n-i—l - G%Jrl;

(Gn)l

/'l G disclosures;

' (Gnsih

/'l G, disclosures,;

(G), @ K})or © G, — (K])or;
F~Y(K}L)or) — (Kp)or;

F_l((Kn)OT) — PINyq; /'l PIN,q
di scl osur es;
F(PINoldEBGn)_)PINnew; /1 PINnew

di scl osur es;

return (PIN,iq, PINcw);

REFERENCES

[1] M. Feldhofer and C. Rechberger. A Case Against Curredtgd Hash
Functions in RFID Protocols. In R. Meersman, Z. Tari, and &réfo,

editors,OTM Workshops (1)volume 4277 otecture Notes in Computer

Science pages 372-381. Springer, 2006.

S. Golomb. Shift register sequence#\egean Park Press, 1982.

C. Hung-Yu. SASI: A New Ultralightweight RFID Authentition

Protocol Providing Strong Authentication and Strong Intgg |IEEE

Transactions on Dependable and Secure Computi@):337-340,
December 2007.

K. Y. K. Osaka, T. Takagi and O. Takahashi. An Efficient é®ecure
RFID Security Method with Ownership Transfer. GiS, volume 4456,
pages 778-787. LNCS, 2007.

Konidala and Kim. RFID Tag-Reader Mutual Authenticati®cheme
Utilizing Tag Access Password. Iuto-ID Labs White Paper
WPHARDWARE- 0332007.

L. Kulseng, Z. Yu, Y. Wei, and Y. Guan. Lightweight Mutu&luthen-

tication and Ownership Transfer for RFID systems.The proceedings
of IEEE INFOCOM 2010pages 1-5, March 2010.

K. S. Ohkubo M., Suzuki K. Hash-chain based forward-sequrivacy

(2]
(3]

(4]

(5]

(6]

(7]

protection scheme for low-cost RFID. Proc. of the 2004 Symposium

on Cryptography and Information Security (SCI 200dages 719-724,
2004.
[8] P. Peris-Lopez, J. C. H. Castro, J. M. Estévez-Tapiadad A. Rib-

(11]

[12]

(23]

(14]

[15]

agorda. LMAP:A Real Lightweight Mutual Authentication Rwool for
Low cost RFID tags. IrRFIDSe¢ 2006.

P. Peris-Lopez, J. C. H. Castro, J. M. Estévez-Tapiadad A. Rib-
agorda. Advances in Ultralightweight Cryptography for L-Gest RFID
Tags: Gossamer Protocol. In K.-I. Chung, K. Sohn, and M. Yexigors,
WISA volume 5379 ot.ecture Notes in Computer Scienpages 56—68.
Springer, 2008.

P. Peris-Lopez, J. C. Hernandez-Castro, J. M. Est@éapmdor, and
A. Ribagorda. EMAP: An Efficient Mutual Authentication Pocbl for
Low-Cost RFID Tags. I'DTM Federated Conferences and Workshop: IS
Workshop — 1S’06volume 4277 olecture Notes in Computer Science
pages 352-361, Montpellier, France, November 2006. Sgr¥igrlag.
A. Sadighian and R. Jalili. AFMAP: Anonymous Forwardesre Mu-
tual Authentication Protocols for RFID systems. In R. Falk,Goudalo,
E. Y. Chen, R. Savola, and M. Popescu, editofee Third IEEE
International Conference on Emerging Security Informati®ystems
and Technologies(SECURWARE 2Q083ges 31-36, Athens, Greece,
2009. IEEE Computer Society.

J. Saito, K. Imamoto, and K. Sakurai. Reassignment ®ehef an RFID
Tag Key for Owner Transfer. ItFIP EUC, volume LNCS 3823, pages
1303-1312, 2005.

S. Weis.Security and Privacy in Radio Frequency Identification [esi
Masters Thesis, Massachusetts Institute of Technologyl \M2003.

S. A. Weis, S. E. Sarma, R. L. Rivest, and D. W. Engels.ug8gcand
Privacy Aspects of Low-Cost Radio Frequency ldentificatBystems.
In International Conference on Security in Pervasive Cormui8PC
2003 volume 2802 of_ecture Notes in Computer Sciengeges 201—
212, 2004.

H. L. Y. Seo, T. Asano and K. Kim. A Lightweight Protocoh&bling
Ownership Transfer and Granular Data Access of RFID TagSatg
2007.



