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Abstract—In this work we consider two protocols for per-
forming cryptanalysis and security enhancement. The first
one by Song, is a password authentication scheme based on
smart cards. We note that this scheme has already been shown
vulnerable to the off-line password guessing attack by Tapiador
et al. We perform a further cryptanalysis on this protocol
and observe that it is prone to the clogging attack, a kind
of denial of service (DOS) attack. We observe that all smart
card based authentication protocols which precede the one by
Song, and require the server to compute the computationally
intensive modular exponentiation, like the one by Xu et al.,or
Lee at al., are prone to the clogging attack. We then suggest an
improvement on the protocol to prevent the clogging attack.
The other protocol we consider is a two-party identity-based
authenticated key agreement protocol by Ḧolbl et al. They
have devised two such protocols in their work. They call them
Protocol 1 and Protocol 2. Both the protocols have already been
shown vulnerable to theinsider attack in a recent work by Chen
et al. Here we consider Protocol2 and show its vulnerability to
a simple man-in-the-middle attack where the adversary does
not know or calculate either party’s private key, or the session
key. Protocol2 by Hölbl et al is an improvement over a previous
work by Tseng. This makes the Tseng’s protocol vulnerable to
the attack we illustrate. We further suggest an additional step
for these protocols to make them immune against the man-in-
the-middle attack.
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analysis; Protocols; Security; Clogging Attack; Denial ofSer-
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The motivation behind development password authentication
schemes1 is to help legitimate users orclients to acquire
services from a legitimate provider orserver. Whenever
a user wants a service from a provider, it has to identify
itself to the provider by some means. Password authenti-
cation has been one of the most convenient schemes for
user identification over the years. Now a days millions of
providers use password authentication schemes to identify
legitimate users. Common examples include E-mail services,
E-banking services, personal web albums services, blog
services, participation on web forums, shopping on Internet,
etc.
Basically any password authentication scheme has two
phases:

1We use the termsschemeandprotocol interchangeably in this paper

• Registration Phase: In this phase, the user registers
with an identity and passwordwith the server. The
password is stored by the server and remains a secret
between the user and the server.

• Authentication Phase: In this phase, the user wants
a service from the server. It sends its identity and
password to the server to gain a service. The server then
determines whether the user is legitimate by comparing
the received values of identity and password to the
stored values. The server extends the desired service
to the user, if found legitimate.

During authentication processes, if the password is transmit-
ted over a public communication channel in plain-text form,
an adversary can intercept the message by eavesdropping the
communication. He can impersonate the user by reusing the
password obtained from the message. These matters threaten
the user privacy. The organizations generally store the pass-
words of the users in a database for future verification and
authentication. Directly storing the plain-text passwords in
a password table in the server’s database is vulnerable. It
does not provide any security against privileged insiders of
the server. Nor does it protect the passwords if the server’s
database is somehow hacked. In order to eliminate the prob-
lem of password table disclosure, the servers might encrypt
the password and store them. However, the communication
interception still remains a threat to the system security.
Another problem is revoking a users identity and password.
A compromise in the password for any user might be like
losing a credit card. The adversary could take advantage
before the organization is notified about the loss. Hence
we need to develop really efficient password authentication
schemes to make the authentication carried out in a secured
manner.

Keeping in mind the above issues, and to make the system
more secure, many smart card based password authentication
protocols have been developed over the last decade [1], [3],
[4], [5], [6], [7]. In such a scheme, the user (client) is
provided with a smart card. Whenever the client wants a
service, it provides its smart card with a password which it
keeps secret. The smart card in turn then uses this password
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to construct a login message which is sent to the server.
The server then authenticates this messages and provides
the desired service is the password is found valid.

In this paper, we consider such a protocol based on
smart cards by Song2 [1]. He had designed this protocol as
an improvement over another protocol by Xu et al. [3]. In
a recent work by Song [1], the protocol by Xu et al. has
been shown vulnerable to theimpersonationattack. Song
then designed this advanced protocol in the same work,
to prevent the impersonation attack on the protocol in [3].
Here we show, that the Song’s scheme is vulnerable to
the clogging attack, a kind of thedenial of service(DOS)
attack. We had found out earlier in an unpublished work
that the protocol by Xu et al. was prone to clogging attack.
In that work, we had conjectured that Song’s scheme is also
vulnerable to clogging attack. In this attack, the adversary
can simply stop the server from providing any service
without having any knowledge of the user information like
its identity or password. Nor does the adversary need to
make any complicated calculations to launch a clogging
attack on Song’s protocol. We illustrate this in this work.
We have come to know about a cryptanalysis of the Song’s
protocol by Tapiador et al [2]. But they did not consider
performing the clogging attack on the protocol in their
work. Its also worth mentioning here, that the chain of
smart card based authentication protocols which make
the server compute the computationally intensive modular
exponentiation like [3], [5], are all vulnerable to the
clogging attack. The adversary takes the advantage of the
computation intensiveness of the modular exponentiation
calculation in launching this attack. We then suggest a step
to prevent clogging attack on these protocols.

Key agreement protocols are needed in various kinds of
communication. Keys need to be securely exchanged before
a communication could be established. There are some
security threats to this namely intruder-in-the-middle, where
the adversary pretends to be somebody else to both the
communicating parties. Replays of old keys is another
attack that is common in this aspect. Thus is the need to
develop secure key exchanging protocols to establish secure
communication.
The key agreement schemes generally have two steps:

• Decide the public/private key pairs: In this phase,
both the parties calculate a pair of keys. A private key,
which they keep secret and a public key which they let
other users know. In some recent protocols, a part of
this phase is done by akey distribution center, which
stores the public keys of the users in a directory.

• Decide the secret session key:In this phase, the
users exchange their public keys and/or some values.
The secret session key for communication is calculated

2We call this protocol Song’s scheme in this paper.

based on those values, and/or the private and public
keys. A number of protocols also let one of the parties
decide the secret key orsession keyand send it to the
other party by encrypting it along with the message.

In this paper we consider such a protocol by Hölbl et
al.3 [8]. Actually there are two such protocols proposed
in [8] termed as Protocol1 and Protocol2. We consider
Protocol2 and show that a man-in-the-middle attack can be
made on it without any knowledge of the users’ information,
or without performing any sort of calculations. We would
like to note that the Hölbl-Welzer scheme has been shown
to be prone to theinsider attack by Chen et al. [9]. They
showed that the secret key could be somehow calculated
by an insider to break the protocol. Here we show that the
adversary would not have to be an insider, and need not
have to calculate the key to break the protocol. A simple
man-in-the-middle impersonation attack is enough to break
the protocol. We further note that Protocol2 of the Hölbl-
Welzer schemes is an improvement over Tseng el al.’s [11]
protocol. So that makes the protocol in [11] prone to the
same kind of attack. We suggest a step at the end which
immunes these protocols from this attack.
The remainder of the paper is organized as follows: In
Section I, we review the Song’s scheme, we then have a
discussion on this scheme in Section II. We illustrate the
clogging attack on this scheme in Section III. We then
suggest a fix from this attack in Section IV. Section V
introduces Protocol2 of the Hölbl-Welzer scheme of key
agreement. In a similar manner we provide a discussion
on this protocol in Section VI. Section VII and VIII then
illustrate the man-in-the-middle attack on the protocol, and
a fix from the attack respectively.

I. REVIEW OF SONG’ S SCHEME

We now briefly illustrate the password authentication scheme
by Song [3]. This authentication scheme is based on a
smart card. In Section II, we discuss the performance
dependencies and security vulnerabilities of this scheme.In
Section III, we present a clogging attack on the protocol.
We then discuss a possible fix against the attack. At the
end, we note that similar schemes by Xu-Zhu-Feng [3], and
Tsaur-Wu-Lee [5], which make the server compute modular
exponentiation, are prone to the same kind of attack and
has the same performance dependencies as this scheme. The
Song’s scheme consists of3 phases namelyregistration,
login, and authentication. All the phases are illustrated in
Algorithm 1.
The server selects two large prime numbersp and q such
that p = 2q + 1. The server then selects anx ∈ Z∗

q as its
secret key, an appropriate one-way hash functionh(·), and a
symmetric key cryptography algorithm withE(·) andD(·)

3We call this protocol the Hölbl-Welzer scheme in this paper.



REGISTRATION PHASE

User A

1) SelectIDA, PWA.
2) Send{IDA, PWA} to the server.

Server S

1) ComputeBA = h(IDx
Amodp) ⊕ h(PWA).

2) Store the tuple{IDA, BA, h(·), E(·)} into a smart
card.

3) Issue the smart card to the user.

LOGIN AND AUTHENTICATION

User A

1) Input IDA andPWA from the smart card.
2) Select a randomRA, and setTA ← system current

time.
3) ComputeKA = BA ⊕ h(PWA), WA =

EKA
(RA ⊕ TA), andCA =

h(TA || RA ||WA || IDA).
4) Send the message{IDA, CA,WA, TA} to the server.

Server S

1) Verify IDA, TA.
2) ComputeKA = h(IDx

Amodp),
R′

A = DKA
(WA)⊕ TA.

3) Verify: CA
?
= h(TA || R

′

A ||WA || IDA).
4) ComputeCS = h(IDA || R

′

A || TS).
5) Send{IDA, CS , TS} to the user.

User A

1) ValidateIDA andTS .
2) Verify: CS

?
= h(IDA || RA || IS).

COMPUTE SESSIONKEY

User A

• sk = h(IDA || TS || TA || RA)

Server S

• sk = h(IDA || TS || TA || R
′

A)

Algorithm 1: The Song’s scheme of password authen-
tication [1]

as the encryption and decryption algorithm respectively.p

andx are both kept secret by the server.

A. Registration phase

The scheme performs the following steps:

1) The user sends{IDA, PWA} to the server through a
secure channel, whereIDA andPWA are the user’s
identification and password respectively.

2) After it receives{IDA, PWA}, the server computes
BA = h(IDx

Amodp) ⊕ h(PWA).
3) The tuple{IDA, BA, h(·), E(·)} is then stored by the

server into a smart card and issued to the user.

B. Login phase

The smart card is attached to a card reader by the user and it
provides itsIDA andPWA. The smart card then performs
the following procedure:

1) Select a randomRA, and setTA ← system current
time.

2) ComputeKA = BA ⊕ h(PWA), WA = EKA
(RA ⊕

TA), andCA = h(TA || RA ||WA || IDA).
3) Transmit the message{IDA, CA,WA, TA} to the

server.

C. Authentication phase

In this phase, the following steps are performed by the server
and the smart card for mutual authentication. At the end, a
session keyK is agreed by the two parties.

1) The following are performed by the server upon re-
ceiving the login message from the user:

• Check whetherIDA is valid. If not, reject the
login request.

• Check whether the difference betweenT ∗−TA ≤
δ whereδ is predefined threshold, andT ∗ is the
server time at which it receives the login request.

• Compute KA = h(IDx
Amodp), R′

A =
DKA

(WA) ⊕ TA and check whetherCA =
h(TA || R

′

A || WA || IDA). If not, reject the
login request.

• If the verification in the previous step succeeds,
set TS ← current server time, compute CS

h(IDA || R′

A || TS), and send the message
{IDA, CS , TS} to the user.

2) The following are performed by the user (smart card)
upon the receipt of{IDA, CS , TS} from the server:

• ValidateIDA andTS .
• Check whetherCS = h(IDA || RA || IS). If they

are equal, the server is authenticated.

3) The user and the server then compute the session key
sk = h(IDA || TS || TA || RA) = h(IDA || TS ||
TA || R

′

A).

Note: If the user need to change his passwordPWA to a new
PW ′

A, the smart card can first confirm the validity ofPWA



(by interacting with the server), and on success, resetsPWA

to PW ′

A, and replacesBA with B′

A = BA⊕PWA⊕PW ′

A.

II. D ISCUSSIONS ONSONG’ S SCHEME

Song’s scheme has a big dependency on the server’s and
the user’s clocks. For a connection-oriented application,this
might be cumbersome. A protocol must be set up to maintain
time synchronization between the clocks of various users
and the servers. This protocol must be made fault tolerant,
to cope with complicated network errors and also various
kinds of attacks. In spite of the channel being secure, an
opportunity of an attack can arise and an adversary might
intercept a message and change its timestampTA. That
way the adversary successfully denies the legitimate user
a service since the server would reject the login request on
the basis of timestamp difference. So this kind of attack
is possible even when the scheme prevents replay attacks.
Also networking delays might make the timestamp go past
the threshold thus making the total service inherently slow.

III. A TTACK ON SONG’ S SCHEME

We show that Song’s scheme is prone to theclogging attack.
The clogging attack is a kind ofdenial of serviceattack in
which the adversaryC repeatedly sends messages to the
server andclogs it with those messages [14]. Lets see how
this could happen with the Song’s scheme in place. The
following is performed by the adversaryC:

1) C intercepts the message{IDA, CA,WA, TA} sent by
the user to the server in the login phase.

2) Since the message is unencrypted,C can change the
timestampTA to someTC so that it meets the criterion
T ∗ − TC ≤ δ.

3) C changesCA to any random garbage valueCC .
4) C then sends{IDA, CC ,WA, TC} to the server.

The following is performed by the server:

1) Check whetherIDA is valid. Here it is valid.
2) Check whether the difference betweenT ∗ − TC ≤ δ.

This step passes as well.
3) ComputeKA = h(IDx

Amodp), R′

A = DKA
(WA) ⊕

TC and check whetherCC = h(TC || R
′

A || WA ||
IDA). This fails, so the request gets rejected.

The point here is the adversaryC would now repeat the steps
several times and make the server compute the modular ex-
ponentiation step several times. BasicallyC can potentially
change all the incoming login request messages from the
legitimate user to the server. Since modular exponentiation
is computationally intensive, the victimized server spends
considerable computing resources doing useless modular
exponentiation rather than any real work. Thus the adversary
C clogs the server with useless work and therefore denies
any legitimate user any service. The adversary just needs
an ID of a single valid user to perform the clogging attack
repeatedly.

OBSERVATION: It can be easily seen that the attack just
illustrated can also be made on the protocols by Xu et
al. [3] and by Tsaur et al. [5]. Hence our observation here is
the clogging attack can be performed on all the smart card
based authentication protocols based on computing modular
exponentiation.

IV. A PROBABLE FIX FROM THE ATTACK

A. The steps to avoid the clogging attack

At the beginning of the authentication phase, the server
could check whether the network address of the user is valid.
It has to know the network addresses of all the registered
legitimate users. In spite of that, adversaryC could spoof
the network address of a legitimate user and replay the login
message. To prevent it, we might add acookie exchange step
at the beginning of the login phase of Song’s scheme. This
step has been designed as in the well knownOakley key
exchangeprotocol [15].

1) The user’s smart card chooses a pseudo-random
number n1 and sends it along with the message
{IDA, CA,WA, TA}.

2) The server upon receiving the message, acknowledges
the message and sends its own cookien2 to the user.

3) The next message from the user must containn2, else
the server rejects the message and the login request.

B. Security analysis of the fix

Had C spoofed the user’s IP address,C would not get
n2 back from the server. HenceC only succeeds to have
the server send back an acknowledgement, but not to com-
pute the computationally intensive modular exponentiation.
Hence the clogging attack is avoided by these additional
steps. Saying this, we would note that this process does
not preventthe clogging attack but onlythwarts it to some
extent.

V. REVIEW OF HÖLBL-WELZER SCHEME

In this section we consider a key agreement protocol in a
public key cryptography scheme [8]. As with the previous
protocol, we describe the scheme briefly, and then we
illustrate an attack on the underlying protocol. At the end
we suggest a fix for the attack.
The Hölbl-Welzer Protocol2 is a public key cryptography
scheme in which the underlying protocol is a secret key
agreement between two parties to communicate. It is an
advanced and modified version of the well knownDiffie-
Hellman Key Exchangeprotocol [12]. Specifically, Protocol
2 in [8] is an improvement over the protocol in [11]. We
observe that Protocol2 is prone to theman-in-the-middle
attack. Hence the protocol in [11] is also prone to the man-
in-the-middle attack. Protocol2 of the Hölbl-Welzer scheme
assumes the existence of a Key Granting Center (KGC). We
review the protocol in Algorithm 2. Note at the end of the
procedure, we haveKAB = KBA = g(vA+rA)(vB+rB). The



other key exchanging protocol (Protocol1) is quite similar
to Protocol2, which is illustrated here.

VI. D ISCUSSION ONHÖLBL-WELZER SCHEME

The security of the scheme is based on the hardness of
computing discrete logarithms. It is secured against replay
attacks, key compromises etc. But since the protocol does
not have an identity verification step at the beginning, it is
vulnerable to the man-in-the-middle attack. We illustratethis
in Section VII.

Global Public Elements

p a prime number for modulus
g a primitive root ofp
a one-way functionf
ys = gxsmodp, wherexs ∈ Zp−1

xs is kept secret with the KDC

Keys Generation for User i by the KDC

ComputeIi = h(IDi), whereIDi is the identity of
the useri
Choose a random numberki ∈ Zp

Compute useri’s public key asui = gkimodp

Compute useri’s private key asvi =
Iiki + xsui(modp− 1)

User A Sending Operation

Select privaterA ∈ Zp

Compute publictA = grA

Send{uA, tA, IDA} to B

User B Sending Operation

Select privaterB ∈ Zp

Compute publictB = grB

Send{uB, tB, IDB} to A

Calculation of Secret Key by User A

ComputeIB = h(IDB) andwA = rA + vA
ComputexA = uBy

h(IDB ,uB)
s = gkBgxsh(IDB ,uB) =

gvB

Compute the keyKAB = (tBxA)
wB = (grBgvB )wA =

gwAwB = g(vA+rA)(vB+rB)

Calculation of Secret Key by User B

ComputeIA = h(IDA) andwB = rB + vB
ComputexB = uAy

h(IDA,uA)
s = gkAgxsh(IDA,uA) =

gvA

Compute the keyKBA = (tAxB)
wA = (grAgvA)wB =

gwBwA = g(vA+rA)(vB+rB)

Algorithm 2: The Hölbl-Welzer Key Agreement Proto-
col 2 [8]

VII. A TTACK ON HÖLBL-WELZER SCHEME

Figure 1 illustrates an attack on the protocol.

• A sends message{uA, tA, IDA} to B to establish a
key.

• The adversaryC intercepts this message and sends
{uC , tC , IDC} to bothA andB.

• B sends back{uB, tB, IDB} to C.
• Since there are no identification verification done by

any user communication proceeds uninterrupted.
• A and C establish and share keyKAC =

g(rA+vA)(rC+vC).
• C and B establish and share keyKCB =

g(rC+vC)(rB+vB).
• A believes that he is communicating withB and send

messages meant forB, encrypted usingKAC .
• But those messages are now decrypted and read by the

adversaryC.
• C then encrypts the same message (modified or un-

modified) withKCB and relays it toB.
• B does not know that the messages being forwarded to

him are originally fromA and not fromC.
• The attack on this protocol is possible only because the

users do not verify the identity of the sender.

In this case, sinceIDB or IDC are just numbers, usersA
andB might not bother to verify them before calculating the
secret session key. Thus it becomes easy for the adversary
C to break the protocol.

Figure 1. Man-in-the-middle attack on Hölbl-Welzer Protocol 2

VIII. A PROBABLE FIX FROM THE ATTACK

A. The steps to avoid the man in the middle attack

The protocol would be free from the attack described in
Section VII if there is a identity verification step before
the users calculate the session key. This identity could be
in the form of a digital signature. To implement this, an
encryption/decryption functionE(·)/D(·) could be chosen.
While sending any message, the sender encrypts it with his
private key, which is decrypted with the sender’s public key
by the receiver.

B. Security analysis of the fix

In the example above,

1) A would send the messageEvA({uA, tA, IDA}) to B.
2) B then performsDuA

(EvA ({uA, tA, IDA})) to re-
trieve message{uA, tA, IDA}.



3) B then does the same operation while replying toA.

It would convinceA andB in Figure 1 that the messages
actually come from each other and not fromC. The as-
sumption here is all users know each other’s public keys
beforehand.

IX. CONCLUSION

We have considered two protocols in this work. The first
protocol is a password authentication scheme which we have
found to be prone to the clogging attack. We showed that
the attack on this protocol could be avoided by using an
additional step of exchanging numbers. The second protocol
we considered is a key exchange scheme. We showed it to
be vulnerable to man-in-the-middle attack. Then we showed
how to avoid this attack by using an encryption/decryption.
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