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Abstract. Common Randomness Generation (CRG) and Secret Key Establishment (SKE) are funda-
mental primitives that are used in information-theoretic coding and cryptography. We study these two
problems over the two-way channel model of communication, introduced by Shannon. In this model, the
common randomness (CK) capacity is defined as the maximum number of random bits per channel use
that the two parties can generate. The secret key (SK) capacity is defined similarly when the random bits
are also required to be secure against a passive adversary. We provide lower bounds on the two capacities.
These lower bounds are tighter than those one might derive based on the previously known results. We
prove our lower bounds by proposing a two-round, two-level coding construction over the two-way channel.
We show that the lower bound on the common randomness capacity can also be achieved using a simple
interactive channel coding (ICC) method. We furthermore provide upper bounds on these capacities and
show that the lower and the upper bounds coincide when the two-way channel consists of two independent
(physically degraded) one-way channels. We apply the results to the case where the channels are binary

symmetric.
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1 Introduction

The two-way discrete memoryless channel (TWDMC) setup was initially proposed as a communication model by
Shannon [25], where he studied the problem of reliable message transmission (RMT) between two parties, here
referred to as Alice and Bob. Shannon’s work brought about the foundation of multi-user information theory and
attracted much attention in theory and practice. The TWDMC setup is a general two-party communication
model where in each communication round both parties, simultaneously, provide inputs to the channel, and
receive their corresponding outputs as (possibly probabilistic) functions of the two inputs. In each channel use,
a TWDMC receives the inputs X4 and Xpg from Alice and Bob and returns to them the outputs Y4 and
Yg, respectively. The channel is specified by the conditional distribution Py, y,|x, x,- In Reliable Message
Transmission (RMT) using a TWDMC, Alice and Bob want to reliably send messages to each other. The
reliable message (RM) rate Rap from Alice to Bob is achievable if Alice can send nR4p bits of message reliably
to Bob in n channel uses; in analogy, an achievable RM rate Rp4 from Bob to Alice is defined. Accordingly, a
pair (Rap, Rpa) is achievable if the two rates can be achieved using the TWDMC at the same time. The RM
capacity region is the set of all achievable pairs. An extension of RMT in the above setup when the two-way
channel leaks information to a passive adversary, Eve, is called secure message transmission (SMT) over a two-
way discrete memoryless wiretap channel (TWDMWC) [29]. The secure message (SM) capacity region for this
problem is defined analogously to that of RMT, except that the messages are required to be both reliable and
secure.

This paper considers two other well-studied problems, for the first time, in the above setups. The first

problem is common randomness generation (CRG) over a TWDMC, where Alice and Bob aim at calculating a



shared random variable. The common randomness (CR) rate R, is called achievable if the parties can generate
nR., shared random bits in n channel uses, and the CR capacity is the highest achievable CR rate.

The second problem is secret key establishment (SKE) over a TWDMWC, where Alice and Bob aim at calcu-
lating a shared random variable that is unknown to the adversary, Eve. This problem can be seen as an extension
of CRG when the two-way channel leaks information to Eve and the parties want their shared randomness to
be secure from her. Accordingly, the Secret Key (SK) capacity is defined similarly to the CR capacity with the
extra requirement that the randomness must satisfy reliability and security, both. This immediately induces the

following question.
Question 1. What is the CR/SK capacity of an arbitrarily given two-way channel?

We remark that the two problems of RMT and CRG over TWDMCs are different in general: An RMT
protocol is used to deliver given messages reliably to their destinations, while a CRG protocol produces shared
randomness. However, these problems are related. In particular, when the parties have free access to independent
sources of randomness (which is also assumed in this paper), any RMT protocol can be used to obtain a CRG
protocol by Alice and Bob generating their random variables and sending them to each other reliably using
RMT. A similar argument holds to relate SMT and SKE. As a consequence, an achievable pair (Rap, Rpa) for
RMT (resp. SMT) results in an achievable rate Rap + Rpa for CRG (resp. SKE). This leads to the following

natural question.

Question 2. Can the CR/SK capacity be obtained from the RM/SM capacity region by mazimizing Rap+ Rpa
over all choices of (Rap,Rpa)?

Certainly, this maximization suggests a lower bound on the CR/SK capacity; nevertheless, this trivial lower
bound may not be tight since the shared randomness could also be generated as a result of interaction between

the two parties.

1.1 Owur work

We give general descriptions of multi-round CRG and SKE protocols in the above setups and formally define the
CR and the SK capacities. We first use the previous results on RMT and SMT, esp., those in [25,29], to derive
“trivial lower bounds” on the CR and the SK capacities. Next, we prove that the trivial bounds cannot be tight
by giving a simple two-way channel example, where one bit of common randomness (or secret key) per channel
use is achievable while the trivial bound is zero. We finally show that the lower bounds can be improved using
interaction over the channel. The improved lower bounds on the CR and the SK capacities are achieved by a
two-round construction that uses a two-level coding method, i.e., applying two sequential encoding functions to
a message. However, we prove that the lower bound on the CR capacity can also be achieved using a two-round,
but one-level, interactive channel coding (ICC) method, introduced in [6]. In both constructions, the first round
involves sending independent and identically distributed (i.i.d.) random variables and the second round is used
to send encoding information.

We also prove upper bounds on the CR and the SK capacities. We show that the two bounds on the CR
capacity coincide if the TWDMC consists of two independent DMCs in the two directions, and the two bounds
on the SK capacity coincide if the TWDMWC consists of two independent, physically degraded DMWCs. It is
worth mentioning that the bounds proved in this paper are expressed by single-letter formulas, i.e., they can

easily be derived from the channel probability distribution.



1.2 Related work

We first provide a selected summary of the literature on reliable/secure message transmission as related problems,
and then discuss the work in the area of CRG and SKE. The systematic study of reliable message transmission
over noisy channels is due to Shannon [24]. The problem has since been extended to many other communication
setups, e.g., [1,8,25,30]. Shannon [25] introduced the two-way channel setup as an interesting scenario to model
a two-party communication environment, and proved inner and outer bounds on the RM capacity region. In
general, an inner bound contains a subset (not necessarily all) of the achievable pairs of RM rates (Rap, Rpa),
whereas an outer bound is a superset of the set of all these pairs. The inner bound in [25] was shown not to
be tight in [13] and was improved later in [15]. The outer bound was also improved in [33]; yet, due to the gap
between the two bounds, finding the capacity region in this setup remains an open problem.

Transmission of secure messages over noisy channels was first considered by Wyner [31] and later discussed
in several other setups, e.g., [10,20,27]. Secure message transmission over special cases of two-way wiretap
channels was first investigated by Tekin and Yener [28,29], where inner bounds on the SM capacity region were
derived. The bounds were improved, more recently, in [14,16,21] using feedback and key exchange mechanisms
as techniques to increase achievable rates.

The problem of two-party common randomness generation (CRG) has been previously studied in other
setups, e.g., CRG over noiseless channels using correlated randomness [3,12] or CRG over noisy channels [26],
where the authors derived expressions for the CR capacity. Determining the CR capacity is important due to
the role of common randomness in building two-party randomized protocols that, compared to deterministic
protocols, have higher computation and communication efficiencies. Examples of such applications appear in
random coding over arbitrarily varying channels (AVC) [11], identification over noisy channels [4], and oblivious
transfer and bit commitment schemes [23,32].

The CRG problem when the communication is over a hostile environment turns into the fundamental problem
of secret key establishment (SKE) in cryptography: Alice and Bob want to share a common key about which
an adversary Eve should be uncertain. The problem has been studied in numerous setups including noise-
free public channels and noisy broadcast channels. The results on “secure transmission” over one-way wiretap
channels [10,31] imply the possibility of secure key establishment as long as the wiretap channel is not in Eve’s
favor, e.g., adversary’s channel is noisier than the main channel. Maurer [18], concurrently with Ahlswede and
Csiszdr [2], showed that by assuming an additional noiseless public discussion channel, available to the parties
in both ways, SKE may be possible even when the wiretap channel is in Eve’s favor. Noiseless channels in
practice are realized from physical noisy channels using error correcting codes. Noting that this approach does
not always lead to the highest achievable secret key rates, recent work studied SKE in setups that replace the
above public discussion channel with other resources, e.g., a wiretap noisy channel in the opposite direction [5]

or correlated sources of randomness [17,22].

1.3 Discussion

The two-way (wiretap) channel setup naturally captures a communication environment between two parties with
no prior correlated information. The channel combines the inputs that the two parties provide and returns to
each of them a noisy version of this combination. The channel may also leak a noisy version to an eavesdropper
in the environment. Examples of such a communication scenario are mobile ad hoc networks and wireless sensor
networks. We note that noiseless public channel, one-way wiretap channel, or a pair of independent wiretap
channels, studied in [10, 18,26], are in essence special cases of the general two-way (wiretap) channel setup.
However, none of these settings can model combination of two inputs that are transmitted over the channel

simultaneously.



In this paper, we prove lower and upper bounds on the CR and the SK capacities. The lower bound proofs
use random coding arguments to show the existence of CRG and SKE constructions that achieve the bounds.
One can, however, design practical constructions by using concrete primitives in the CRG/SKE protocols that
are proposed in this paper. An example of such approaches to construct concrete protocols is the work in [7]

that proposes a practical wireless key establishment scheme based on the theoretical results of [18,31].

1.4 Notation

We use calligraphic letters (X), uppercase letters (X), and lowercase letters (x) to denote finite alphabets,
random variables (RVs), and their realizations over sets, respectively. The size of X" is denoted by |X|. X" is
the set of all sequences of length n (so called n-sequences) with elements from X. X™ = (X1, Xo,...,X,) € A"
denotes a random n-sequence in X, and Xij = (X;, Xit1,...,Xj) is a subsequence. To save space, we may use
bold X and x to denote a random sequence and its realization. For the RVs X, Y, and Z, we use X <Y < Z
to denote a Markov chain between them. ‘||” denotes concatenation of sequences. For a value z, we use [z]4 to
show max{0,z} and, for 0 < p < 1, h(p) = —plogp — (1 — p)log(1 — p) denotes the binary entropy function.
Hereafter, we use the terms CRG and SKE specifically for the two-way (wiretap) channel setup.

1.5 Paper organization

Section 2 describes the two-way channel model, related problems, and current results. Section 3 summarizes
our main results in the paper, including lower and upper bounds and their coincidence. In Section 4, we briefly
present our CRG and SKE constructions that achieve the lower bounds on the CR and the SK capacities.
Section 5 applies the lower bound results to the case of two-way binary channels. We conclude the paper in
Section 6.

2 Model and Definitions

2.1 CRG in the TWDMC setup

Alice and Bob are connected by a Two-Way Discrete Memoryless Channel (TWDMC) that is denoted by
(Xa,Xp) — (Ya, Yp) and specified by the conditional probability distribution Py, y,|x,,x, over the finite sets
Xa,XB,Ya,YVs. The channel is indicated in Fig. 1. We furthermore assume that each party has free access to
an independent source of randomness.

X/l XB
. ' TWDMC [
Alice Bob
Y B rx o, Yg

Fig. 1. The Two-Way Discrete Memoryless Channel (TWDMC) setup.

Alice and Bob follow a Common Randomness Generation (CRG) protocol over the TWDMC to generate a
shared random variable. In general, the protocol consists of a certain number of communication rounds, denoted
by ¢. In each round, 1 < r < ¢, Alice and Bob send sequences of random variables (RVs) X*j and X%, each of



length n,, and receive the n,-sequences Y'i and Y3, respectively. The sequence X'} (resp. X%) is determined as
a function of some independent randomness and the previously communicated (sent and received) sequences by
Alice (resp. Bob). At the end of round r, the view of each party from the protocol is the set of their communicated

sequences. Letting Vi" and V}J" be respectively the views of Alice and Bob at the end of round r, we have
Vi = [l (XY, Vi = lliss (X5lYE). (1)

Finally, Views = V} and Viewp = Vj} are the views at the end of the last communication round. Alice
uses Viewy to calculate S4 € S and Bob uses Viewp to calculate Sg € S. The total number of channel uses is

calculated as

W=, )
r=1

Fig. 2(a) indicates the relationship between the final randomness and the views of the parties in rounds ¢
and ¢ — 1 of a CRG protocol. For instance, Alice calculates X} based on her view VAt_l as X = f(Ry, VX‘I),
where f is a deterministic function and R; is her local randomness that is used in round ¢ and is independent of
the views in round ¢ — 1. This means that, given Vziffl, X is independent of Vj;*l which implies the Markov
chain V! « V™! & Xi{. In a similar way, one can derive Markov chains between other sets of variables in

a general CRG protocol. These Markov chains are later used in proving of an upper bound on the capacity.

VZ—I Vi;i V:.‘H VZ,
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(a) The CRG protocol (b) The SKE protocol

Fig. 2. The relationship between variables in the CRG/SKE protocol

Definition 1. For R.. > 0 and 0 < ¢ < 1, the CRG protocol II in the TWDMC setup is (Rer,d)-reliable if

there exists a random variable S € S such that

@ > R — 6, (3)
Pr(Sa=Sg=95)>1-4. (4)

Definition 2. The common randomness (CR) rate R.. > 0 in the TWDMC setup is achievable if for an
arbitrarily small 6 > 0, there exists an (R, 0)-reliable CRG protocol. The CR capacity in this setup is denoted
by CTWDPMC qnd is defined as the highest achievable CR rate.

2.2 SKE in the TWDMWC setup

As indicated in Fig. 3, Alice and Bob are connected by the Two-Way Discrete Memoryless Wiretap Channel
(TWDMWC) (X4, Xp) = (Ya,Yn, Z) that receives inputs from Alice and Bob and returns outputs to Alice,
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Fig. 3. The Two-Way Discrete Memoryless Wiretap Channel (TWDMWC) setup.

Bob, and the adversary, Eve, respectively. The channel is specified by the conditional distribution Py, y, z/x. x5
over the finite sets Xa, X5, Va, VB, Z. Again, the parties have free access to independent sources.

A general t-round SKE protocol in this setup is described analogously to a general CRG protocol except
that, in each round r, Eve receives an n,-sequence Z" and her view at the end of this round is written as

Vi =i, 27 (5)

Eve’s view at the end of the protocol is Viewr = Vi!. Fig. 2(b) shows how the parties’ views in round ¢ — 1 and
t are related to the keys, calculated by Alice and Bob.

Definition 3. For Ry, > 0 and 0 < § < 1, the SKE protocol II in the TWDMWC setup is (Rs, d)-secure if

there exists a random variable S € S such that

@ > Rsk — (5, (6)
Pr(Sy=Sp=5)>1-4 (7)
7]{(3[;‘?;6)@) >1-4. 8)

Definition 4. The secret key (SK) rate Rgr > 0 in the TWDMWC setup is achievable if for an arbitrarily
small § > 0, there exists an (Rs,0)-secure SKE protocol. The secret key capacity in this setup is denoted by
CIWDMWCE and is defined as the highest achievable SK rate.

Remark 1. The above definition of SK capacity follows those in [2,10,17,18,22,31]. This definition is referred
to as the weak SK capacity as it requires Eve’s uncertainty rate about the secret key to be negligible (as in (8)),

whereas the “strong” SK capacity [19] requires Eve’s total uncertainty to be negligible, i.e., requiring
H(S|Viewg) > H(S) — 6. 9)

It is shown [19] that, for the setups in [10,18,31], the weak definition can be replaced by the strong definition
without sacrificing the SK capacity. This result can also be extended to the TWDMBC setup by modifying the
proof in [19]. This is left as future work.

2.3 Known results on two-way channels

Shannon’s work [25] on reliable message transmission (RMT) over TWDMCs proved the following inner bound,
Gy, and outer bound, Go, on the RM capacity region of the channel (X4, Xp) — (Ya,Yps). Letting P =

Px, Xp,Ya,Ys
R(P) ={(Rap,Rpa): Rap <I(Xa;Yp|XB), Rpa <I(Xp;YalXa)},

Gr= UPXA,XB =Px, .Px R(P), (10)
Go =Upy , ., R(P), (11)



where, by U, we mean the convex closure of the union of R(P)’s. The bound on Rap (if maximized w.r.t.
Px , x,) somehow reflects the capacity of the one-way channel X4 — Yp from Alice to Bob when Xp is known
to Bob; similarly, one can interpret the bound on Rp4. The two inner and outer bounds in (10) and (11) have
been later discussed and slightly improved (see, e.g., [13,15,33]).

Tekin and Yener [28,29] considered secure message transmission (SMT) over Gaussian and binary two-way
wiretap channels. The authors proved the following set of achievable pairs as an inner bound on the SM capacity
region. Letting P = PXA-,X37YA7Y37Z7

Rs(P)={ (Rs,aB,Rs,pa) : Rs,ap < [[(Xa;YB|XB) — I(Xa; Z)]+, Rspa <[I(Xp;YalXa) — I(Xp; Z)]+,
Rsap + Rs,pa < [I(Xa;YB|XB)+ I(XB;Ya|Xa) — I(Xa,XB; 2)]+ },
Gs,] - UPXAYXB:PXA'PXB RS(P) (12)

The bound on R, ap (if maximized w.r.t. Px, x,) shows the SM capacity of the channel X4 — (Ya,2)
when Xp is known to Bob; similar is the bound on Rp4. It is noteworthy that the inner bound (12) has
been improved in [14,16,21] using techniques such as feedback and key exchange mechanisms in addition to

cooperative jamming.

2.4 Two-way channels with independent components

A special class of TWDMCs includes those which consist of two independent DMCs in the two directions, i.e.,

Py, ve1xa.x5 = Pyy|xa-Pyaxs-

We refer to this class as 2DMC. The CRG problem in this setup when Alice and Bob have “limited” access to
independent sources of randomness has been considered in [26], where a single letter formula for the capacity
was determined.

Likewise, 2DMWCs refer to a class of TWDMWCs that consist of two independent DMWCs in opposite
directions. More precisely, a TWDMWC (X4, X5) — (Ya,Y5, Z) is a 2DMWC when

Z = (Zl,Zg), and
Py, vp.z1x4.x5 = Pyp, 21X 4-Pyy,25) X 5-

The SKE problem in this setup has been recently studied in [5], where lower and upper bounds on the SK
capacity were provided and were shown to coincide when each DMWC is physically degraded. Informally, in a
physically degraded DMWC, one of the receivers always receives a noisy version (though a noisy channel) of
what the other receiver receives. This can be modeled using a Markov chain. e.g., the Markov chain X <+ Y < Z
indicates a degraded channel where Y is a noisy version of the input X and Z (as a noisy version of V) is a
noisier version of X. This Markov chain implies I(X; Z|Y) = 0.

Definition 5. The DMWC X — (Y, Z) is called obversely degraded if X <+ Y > Z forms a Markov chain. It
is called reversely degraded if X <> Z <Y forms a Markov chain. The DMWC is called physically degraded
if we can write X = [Xo, Xg|, Y = [Yo,Yr], and Z = [Zo, ZR], where

ZoHYO(—)Xo(—)XRHZRHYR
holds.

In this paper, we verify our results on SKE in the TWDMWC setup by simplifying them for the case of
2DMWCs with degraded components and seeing whether our results are consistent with the results in [5]. For
simplicity, we only consider obversely degraded channels; nonetheless, the results of this verification can be
easily extended to the general physically degraded DMWCs, as defined above.



3 Statement of the Main Results

3.1 Trivial lower bounds and a TWDMC example

From (10) and (12), we can derive trivial lower bounds on the CR and the SK capacities, respectively. Again,
note that if (Rap, Rpa) is an achievable RM/SM rate, then Rap + Rpa is an achievable CR/SK rate. As a

consequence, the two following expressions respectively give trivial lower bounds on the CR capacity, CLWPMC
and the SK capacity, CSQWD MWC
oPMe > max [1(Xa;YB|XB) + 1(X5; Ya| Xa)), (13)
Px . xp=Px,-Pxp
CvPMe > max [1(Xa5YB|Xp) = I(Xa; 2)]4 + [I(Xp; YalXa) = I(Xp; 2)]4]. (14)

- PXAvXB:PXA'PXB

One may ask whether the above trivial lower bounds cannot be improved or, more generally, whether the
RM/SM capacity region specifies a tight lower bound on the CR/SK capacity, by maximizing Rap + Rpa over
all choices of achievable pairs. We give a negative answer to this question using the following simple example.

Consider the TWDMC shown in Fig. 4 which is a modified version of Shannon’s modulo-two additive two-

way channel example [25, Fig. 4], where there exists a binary symmetric channel (BSC) with bit error probability
1

2
little chance of reliable message transmission. This implies that no pair of rates except (Rap = 0,Rpa = 0) is

right after the XOR operand. In this example, the channel outputs are independent of the inputs; hence,

achievable; in this case, the inner bound (10) is tight and represents the capacity region.

X, o8 Xy

BSC,
y v

Fig.4. A TWDMC example.

Using (13), which is obtained from (10), we derive a “zero” lower bound on the CR capacity. However, this
lower bound is not tight since Alice and Bob can share one random bit (Y4 = Yp) each time they use the
channel. The key observation is that the common randomness is a function of channel noise and the parties’
inputs, and it does not need to be selected a priori by the parties. Since RMT and CRG in TWDMC are viewed
respectively as special cases of SMT and SKE in TWDMWC, the above example also lets us conclude that the
SM capacity region of a TWDMWC does not necessarily give a tight lower bound on the SK capacity in general.

3.2 Common randomness capacity

We provide lower and upper bounds on the CR capacity in the TWDMC setup, present give our informal inter-
pretation of the expressions. Let the RVs X 4, Y4, X, and Yp correspond to the channel probability distribution
Py, yg|xa,x5- Let Ua and Up be random variables from arbitrary sets U4 and Up such that

Usg & (XA,YA) — (XB,YB) — Up

forms a Markov chain.



Theorem 1. The CR capacity in the TWDMC' setup is lower bounded as

CEWPME >t b s Poy ey [P RV (Ui X0 Y 1V a1 (X X T (XY X (1)
s.t. Px, . xp = Px,.Pxpg, (16)

nI(Ua; Xa,Ya|XB,YB) <nol(Xa; XB,YnB), (17)

miI(Us; X5, Y5|Xa,Ya) < n2l(X5; Xa,Ya)]. (18)

Proof. See Appendix A.

Remark 2. Since X4 and Xp are independent, the second term can also be written as no[I(Xp;Ya|Xa) +
I(X 4; Y| X 5)]; hence, when n; = 0 the argument equals that of (13). This shows that the new lower bound is

greater than or equal to the trivial lower bound in (13).

Remark 3. The above lower bound is achieved using a two-round coding construction (as in Appendix A).
The terms in (15) can be interpreted as follows. The first term n1[I(Ua; X5, Ys) + I(Up; Xa,Ya|Ua)] shows
the amount of raw (uncoded) correlated information that is provided in the first communication round with
n1 channel uses. This information is obtained based on the inputs and the outputs of the channel. The second
term no[I(Xp;Ya, Xa)+1(Xa;Yn, Xp)] indicates the amount of correlated information, provided in the second
communication round, following the coding construction. This information equals the sum of the RM rates of
the channel in both directions (i.e., the bounds on Rap and Rpa in (10)). The conditions (17) and (18) mean
that the amount of confusion (uncertainty) about the transmitted information in the first round can not be

more than the capability of the channel for reliable transmission in the second round.

The next theorem determines an upper bound on the CR capacity in the TWDMC setup, i.e., the highest
CR rate that all CRG protocols can achieve.

Theorem 2. The CR capacity in the TWDMC' setup is upper bounded as

CTWDMC < max [I[(Xp;Ya|Xa)+1(Xa;Ye|XB) + I(Ya;Y|Xa, XB)]. (19)

Px , ,xg

Proof. See Appendix B.

Remark 4. The first two terms of (19) are the same as those of (11) for the RM capacity region. The third
term, however, is due to the exclusive property of CRG that the common randomness may be obtained from

the correlated information between the outputs. This again articulates the essential difference between the two
problems in the TWDMC setup.

Theorems 1 and 2 are proved as special cases of Theorems 4 and 5 (in the sequel) in Appendices A and
B, respectively. The proof for the lower bound (in Appendix A) is based on a two-round SKE protocol that
uses a two-level coding construction. Although the proposed construction is convenient for the lower bound
proof, it will be of practical significance to construct a simpler protocol that achieves the same lower bound.
This motivated us to propose a new CRG protocol that achieves the lower bound given by (15). The protocol
uses Interactive Channel Coding (ICC) [6] that is an extension of systematic channel coding to a two-round
protocol. The messages in the two-round ICC are essentially parts of a codeword from a systematic channel
code, split into two parts: one obtained in the first round and one sent in the second round. In a systematic
code, each codeword consists of a message (information sequence), followed by a parity-check sequence. Bipartite
systematic codes generalize this definition by allowing the two (information and parity-check) parts to come

from (possibly) different alphabets.



Definition 6. A (bipartite) systematic channel code, with encoding alphabets (T,U) and decoding alphabets
(W, W), is a pair of encoding/decoding functions (Enc/Dec), where

— Enc : T™ x U™ — V™ x W™ deterministically maps (t"||u"27) (as the information sequence) to a
sequence (t"'||u"?), such that (u"> = u™?|[u">») and no = na; + nap; we call u™r the parity check
sequence.

— Dec: V™ x Wn2 — T x U2 assigns a guess sequence (1" ||0"24) to each input (v™||w"?).

The ICC method has been proposed in [6] and was shown to be useful in achieving the lower bound on the
SK capacity of a 2DMWC under certain conditions [6].

Theorem 3. The lower bound (15) on the CR capacity can be achieved using the one-level interactive channel

coding method.

Proof. See Section 4.2 and Appendix C.

In the following, we consider the 2DMC setup as described in Section 2.4, and show that the lower and
the upper bounds on the CR capacity coincide for this class of TWDMCs. We note that the CR capacity (20)

matches the result in [26], on CRG over 2DMCs, when there is no limit on the available independent randomness.

Proposition 1. When the TWDMC consists of two independent DMCs in the two directions (called a 2DMC),
the two bounds coincide and the CR capacity equals

C2PMC —  max {I(Xa;YB)+1(Xp;Ya)}. (20)

Px ,,Pxp
Proof. See Appendix D.

Proposition 1 implies that, in the 2DMC setup, the RM capacity region, e.g., obtained from the results of [25]
(see (10)), can be used to obtain the CR capacity (i.e., a tight lower bound), by solving the sum maximization

problem.

3.3 Secret key capacity

We provide lower and upper bounds on the SK capacity in the TWDMWC setup. These bounds are gener-
alizations of the bounds, given in Section 3.2, to the cases when the communication is eavesdropped by Eve.
Let the RVs X4,Ya, Xp,Yp, and Z correspond to the channel probability distribution Py, v, z/x,,x, and let
Ua, Wia,Wou,Up, Wi, and Wyp be random variables from arbitrary sets Ua, Wi a4, Waa,Up, Wi, and Whap,
respectively, such that the following Markov chains hold,

Ua < (Xa,Ya) & (Xp,Yp) < Us, (21)
WQA(—>W1A(—>XA(—>(XB,YA,YB,Z), (22)
WgB<—>WlB(—>XB(—>(XA,YA,YB,Z). (23)

Theorem 4. The SK capacity in the TWDMWC setup is lower bounded as

TWDMWC
Csk: 2

max (ni[I(Ua; XB,YB) + 1(Up; Xa,Ya|Ua) —1(Ua,Up; Z))

1,2, PWy 0 Wy 4, Ux X 4 PWop Wy, Ug,xg N1+ N2

+no[l(Wia; X5, YB|Waa) + I(Wip; Xa, Ya|Wap) — I(Wia, Win; Z|Waa, Wan)]+), (24)

s.t. Px, xp = Px,.Pxp (25)
n1I(Ua; Xa,Ya|X5,Y5) < nal(Wia; X5, Y5), (26)

mI(Ug; XB,Y5|Xa,Ya) <n2l(Wip; Xa,Ya)]. (27)



Proof. See Section 4.1 and Appendix A.

The terms in (24) can be interpreted in analogy to the argument following (15), adding that the shared
information is required to remain secure from Eve and, hence, a privacy amplification is needed. Informally, the
terms n1I(Ua,Up; Z) and nol (Wia, Wip; Z|Waa, Wap) show the amount of leakage of shared randomness in
the first and the second rounds, respectively.

The upper bound on the SK capacity is provided in the following. Let @) be a random variable from an
arbitrary set Q such that

Q A4 (XA,XB) 4 (YA,YB,Z)
forms a Markov chain.

Theorem 5. The SK capacity in the TWDMWC setup, C’ST,CWDMWC, is upper bounded by
max  [[(Xa;Yp|Xp, Z) + 1(Xp;YalXa, Z) + 1(Ya; Y| Xa, X5, Z) + 1(Xa; X8| Z,Q) — I(Xa; X5|Q)].  (28)

Po.x,.xp

Proof. See Appendix B.

The following proposition states that if the TWDMWC consists of two independent DMWCs with degraded
channels (see Section 2.4), then the lower and the upper bounds coincide and the SK capacity is achieved by
a one-round protocol. In [5], SKE over 2DMW(Cs has been considered in the half-duplex communication model
where the two forward and backward channels could be used for different number of times. The following special
case of TWDMWC, however, complies a full-duplex communication model where the channels are used together
and the number of channel uses must be the same for the two channels. The results in [5] are consistent to those

in Proposition 2, assuming the full-duplex communication model.

Proposition 2. When the 2DMWC consists of degraded DMWCs X4 <> Yp <> Z1 and Xp <> Ya < Zs (as in
Definition 5), the lower bound coincides with the upper bound, and the SK capacity equals

cPMWe max {I(XA;YB|Z1) + I(XB;Ya|Zo)}. (29)
B

Px,,
Furthermore, the SK capacity is achieved by a one-round protocol.

Proof. See Appendix D.

4 CRG/SKE Protocol Outline

The complete structure of the protocols are described in the lower bound proofs in the appendix. In this section,

we present a brief explanation to give the intuition behind these constructions.

4.1 The two-round CRG/SKE protocol (Theorems 1 and 4)

For simplicity, we give an outline of the SKE protocol in the following special case: W4 = X4, Wip = X5,
Ways = Wap = 0, and the two conditions in (26) and (27) hold with almost equality. Let ni, na, Py, x,, and
Py, x, be those that maximize the right side of (24), which is written as

Rsk = —nlJlrng ( nl[I(UA§XB7YB) +I(UB§XA7YA|UA) - I(UA7UB;Z)]

+n2[[(Xa; X5, Ys) + I(XB; Xa,Ya) — [(Xa, XB; Z)]+). (30)

Define
Na,f = n1l(Ua; Xa,Ya), Nat = n2l(Xa; XB,YB) (31)
Mo, f znll(UB;XB,YB), Mot %n2I(XB;XAaYA)7 (32)

na~nil(Ua,Up; Xa,Ya, Xp,Y5), Kk = (n1 + n2) Rk, Y=n—kK. (33)



— Let L{X}l6 (resp. L{gfe) be obtained by randomly and independently choosing 27/ (resp. 2"f) typical se-
quences from U" (resp. URL').

— Let {U}'; 2" be a partition of Uy, into 27+t equal-sized parts. Define the function ta : U}’ — Ty =
{1,2,...,2%} such that, for any input in U}’ ;, it outputs 7. Similarly define the partition {{/'; flbl’t
and the function tg.

— Let {K}2_, be a partition of Uy xUE, into equal-sized parts of size 27. Define the key derivation function

¢ UL x UG, —{1,2,...,2"} such that, for any input in /I, it outputs s.

The protocol proceeds in two rounds. In round 1, Alice and Bob send i.i.d. ni-sequences X4 and X4 according
to Px, and Py, and receive the nj-sequences Y'{ and Y, respectively, while Eve receives Z'. Alice searches
in U}, to find a sequence U;" that is jointly typical to (X§, Yi4) w.r.t. Px, v,),u,- Similarly, Bob searches for
a sequence Up' that is jointly typical to (X3, Yii) w.r.t. Pixy,ve),us- Now, (U}, Ug") represents the common
randomness that needs to be made reliable in the second round.

In round 2, Alice computes T4 = ta(U}"), which can help Bob decode his (X4, Y:) to U’t'. Bob also
computes Tp = tg(Ug'). Alice and Bob encode T’y and T to na-sequences X% = Enc(Ta) and X3 = Enc(Tg)
and send them over the channel. The parties and Eve receive Y3, Y2, and Z*?, respectively. Alice first decodes
(X2, Y%) to Tg = T, and uses this for decoding (X}, Y}) to Up' ~ Up'. The decoding function relies on the
jointly-typical decoding technique for long sequences (see, e.g., [9, Chapter 8]). Similarly Bob finds Ta ~ T and
then Uzl ~ U'. Now, the parties have a reliable common randomness, but it is not perfectly secure against
Eve. To derive a secret key, the parties compute ¢(U",Ug"). The rest of the proof is to show that there exist
encoding/decoding functions and a key derivation function for the above construction with parameters (31)-(33),
such that the protocol achieves the lower bound (24) and satisfies reliability and secrecy requirements (7) and
(8) for an arbitrarily small § > 0.

4.2 The CRG construction using the ICC method (Theorem 3)

Again for simplicity, let the two conditions in (17) and (18) hold with almost equality. Also let ny, ne, Px,, and
Px, be those that maximize the right side of (15). The protocol has two rounds. The first round is the same
as that in Section 4.1, and so the common randomness is defined to be (U}', Uj'). However, the second round
differs as follows.

Alice and Bob use their systematic coding functions to encode (U}, X3) = Enc(U}') and (U, X3) =
Enc(UZ'), respectively. Next, they send the parity-check sequences X3 and X3, and receive Y’§ and Y. Using
the bipartite jointly typical decoding method (see Appendix C), Alice decodes (X1, Yk, X2, Y?) to Up! ~ Up',
and Bob decodes (X2, Y3, X2, Y2) to (A]Xl ~ U'y*. Overall, the common randomness is S = (U}, U5"): Alice
obtains Sa = (U}*,Up'), and Bob obtains Sp = (U}", Up'). Appendix C shows that the rate achieved by this
construction matches the lower bound in (15) and the protocol satisfies the reliability requirement (4) for an
arbitrarily small 6 > 0.

5 Achievable Rates over Two-Way Binary Wiretap Channels

Consider the Two-Way Binary Wiretap Channel (TWBWC) setup as in Fig. 5, where the inputs and the outputs
are binary variables. In this model, the two input bits X4 and Xp to the channel are XORed (added modulo
two). Alice and Bob receive noisy versions of the XOR bit through independent BSCs, with noises N,.4 and
N, g, respectively, where Pr(N,4 = 1) = p,, and Pr(N,p = 1) = p,,; Eve also receives a noisy version through
an eavesdropping channel with noise Nz, where Pr(Ng = 1) = p.. One can relate the channel output bits to



the input bits as

Ya=Xa+Xp+ Nya, (34)
Yp = XA+ Xp+ N;p, (35)
Z =Xa+Xp+ Ng, (36)
where + indicates modulo-two addition.
XA XB
Alice Bob
YA Fany oy YB
"t T
NrA ;j rB
Eve

Fig. 5. Two-way binary wiretap channel.

In this section, we study the behavior of the lower bounds, proved in Section 3, for the case of binary
channels and compare them to the trivial lower bounds that are obtained based on the previous work on
message transmission. Since the CRG problem can be viewed as a spacial case of SKE, where Eve receives
no information about the transmitted sequences (i.e., when p. = 0.5), we only focus on the SKE problem.
Throughout, for two real values 0 < xz,y < 1, we use x x y to denote the error probability in the cascade of two

BSCs with error probabilities x and v, i.e.,
rxy=z+y—2zy.
The following lemma indicates the the cascade of any two BSCs is noisier, compared to each of them.

Lemma 1. For any real values 0 < z,y < 1, we have
|z xy — 0.5 < min{]z — 0.5/, |y — 0.5}, (37)
and
h(z *y) = max{h(z), h(y)}. (38)
Proof. See Appendix E.

We use Theorem 4 to obtain a lower bound, Lboundy, on the SK capacity in the above model.

Lemma 2. The SK capacity in the TWBWC setup is lower bounded as

CTWBWC > Lboundy 2 max (WL + (1 — w)[La]+], (39)
0<p1,p2<
where

Ll =1+ h(pl * P2 * Pr, * Pry *pe) - h(pl *pra) - h(p2 *prb)v (40)

Ly =1+ h(p1 x p2 *pe) — h(p1 * pr,) — h(p2 *pr,), (41)

. 1_h(p1*pr ) 1_h(p2*prb)
4 = min - , ; 42
{1 — h(p1 *pr,) + h(p2 * pr,) 1 — h(p2 *pr,) + h(p1 * pr,) (42)



furthermore,

> .
Lboundy > pmax [Lao]+ (43)

Proof. See Appendix F.

Remark 5. Lemma 2 provides a lower bound on the SK capacity that dominates the trivial lower bound, achieved
from the previous work. This is shown in the sequel. Nevertheless, the lower bound (39) is not the highest rate
one can obtain from the results of Theorem 4; in other words, one may use the result of Theorem 4 to derive a
tighter lower bound in the TWBWC model. This is left as future work.

Secure message transmission in the above TWBWC model has been considered in [14,28]. We choose to
study the results in [14], which provide a strictly larger achievable rate region for secure message transmission.
The achievable rate region in [14] is given as follows:

Gs,1 = convex hull of {(Rs aB,RsBa), st. 30 <p1,p2<1: Rsap <1—h(p2xpr), Rspa <1—h(p1xpr,),
Rsap + Rs,pa < [1+ h(p1 % p2xpe) — h(p1 x pr,) — h(p2 x pr, )]+ }. (44)

This implies the following lower bound on the SK capacity.

Lboundr = max [Rs,aB + Rs,BA|

(Rs,aB,Rs BA)EGS, 1

= jcmax_ [+ h(p1xpz xpe) = h(p1xpr,) = h(p2 % pro)]+
<p1,p2<1
L2+, (45)

max
0<p1,p2=<1
where the last equality follows from (41). Comparing (43) and (45) leads to the following corollary.

Corollary 1. The lower bound (39), proved in this paper, on the SK capacity in the TWBWC setup is always

greater than or equal to the trivial lower bound (45), i.e.,

Lboundy > Lboundry. (46)
2 2
18 _LboundN 18 _LbaundN
16 -.-.LboundT 16 ..-.LbaundT
14 14
12
1

Lower bound values on the SK capacity

0 0.1 02 03 04 0.5 0 0.1 02 03 0.4 05
Receiving channel error probability, p Eavesdropping channel error probability, r,
-

(a) 0 <pr <0.5 and pe =0.1 (b) 0 < pe <0.5 and p, = 0.1
Fig. 6. Comparison of the lower bound values with respect to the error probabilities.
To better understand the gap between the trivial lower bound Lboundr and the newly proved lower bound

Lboundy, we evaluate these two quantities with respect to different choices of channel error probabilities in Fig.

6, where the two bounds are indicated by dashed and solid lines, respectively. For simplicity, we assume that



the receiving channel noise for Alice and Bob is the same, i.e., p,, = pr, = pr. Fig. 6(a) compares the two lower
bound values with respect to p, when p. = 0.1. Observe the non-zero gap between Lboundy and Lboundr for
receiving channel noise p, < 0.15. This confirms that the lower bounds proved in this paper strictly dominate
those which can be obtained using the previous results on secure message transmission. Fig. 6(b) compares the
bound values as functions of p. when p,, = 0.1. It shows the gap between the two bounds expect for much small

or much large values of the eavesdropping channel error probability pe.

6 Conclusion

We considered the two-way channel setup and studied the problems of common randomness generation and
secret key establishment for the first time in this setup. We discussed the relation between the above problems
and reliable/secure message transmission over two-way channels, which are previously studied in the literature.
We defined the common randomness and the secret key capacities and derived trivial lower bounds on these
capacities based on the previously known results. Next, we showed that these trivial lower bounds can be
improved by proposing two-round protocols that can achieve higher rates of common randomness/secret key.
We applied the results to the case of two-way binary channels, where we showed the gap between the trivial
lower bounds and those derived in this paper. We also proved upper bounds on the capacities and discussed the
cases that the lower and the upper bounds coincide. It has not been shown whether any of the bounds are tight
in general, or more specifically, whether one can improve the bounds by allowing more rounds of interaction.

These open questions proffer directions to future work.
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A Proving Theorems 1 and 4

We prove Theorem 4 and the proof of Theorem 1 follows as a special case where there is no adversary, i.e.,
7 =0, and when we choose W14 = X4, Wip = Xp, and Wy = Wap = 0.
Let Rgj be the expression to be maximized on the right side of (24), i.e.,
R = 7z (na[I(Ua; X5, Ye) + 1(Up; Xa,Ya|Ua) — I(Ua, Us; Z)]
+n2[I(Wia; XB,YB|Waa) + I(Win; Xa,Ya|Wap) — I(Wia, WiB; Z|Waa, WaB)|+). (47)



Also let (26) and (27) be respectively rephrased as
n1[I(Ua; Xa,YalXp,YE) + 3a] <nol(Wia; Xp, Yp), (48)

ni[I(Ug; XB,YB|Xa,Ya) +3a] <nol(Wip; Xa,Ya), (49)

where a > 0 is a sufficiently small constant to be determined from the arbitrarily small §. Given ng, let

N2.q1 + N2,a2 = N2,p1 + N2 p2 = N2, Where Ny 40 and ng p2 are chosen respectively to satisfy

n2,a2l (Wia; XB,Yg) = mi[I(Ua; Xa,Ya|XB,Yn) + 3a], (50)
nop2l (Wip; Xa,Ya) =nmi[I(Up; XB,YB|Xa,Ya) + 3a. (51)

Let n = ny + no; also let € and 8 be small constants such that 3ne < ne8 = nija. Define

Na,y = m1[I(Ua; Xa,Ya) + o] (52)

Na,g = n2,a1[[(Wia; X5, YE) — B, Na,g,2 = 2,1l (Waa; XB,YB),  Ma,g,1 = Na,g — Na,g,25 (53)

Na,t = N2,a2[I(Wia; XB,YE) — 0], Na,t,2 = n2,a2l (Waa; XB,YB),  Ma,t,1 = Nayt — Na,t,2, (54)

m,r =m[l(Us; XB,YB) + af, (55)

Mb,g = nop1 [{(Wis; Xa,Ya) — ], Mo,g,2 = N2l (Wap; Xa,Ya),  Mbg1 =Mbg — Mbg,2, (56)

Mot = nap2[I(Wis; Xa,Ya) — ], Motz = Nop2l(Wap; Xa,Ya), Mo = Mo — Moot,2, (57)

Nab,f =M1 [L(Ua,UB; Xa,Ya, XB,YB)+2a], 1 =1a,g+ Nb,g + Nab, s, (58)
Kk = (n1 + n2)Rsk, N =n—K. (59)

Quantities in (52)-(54) (resp. (55)-(57)) are used in the calculation of what Alice (resp. Bob) needs to send
during the communication. Although the quantities obtained in (50)-(52) are real values, for sufficiently small
£ and sufficiently large n; and ng, we can assume they are non-negative integers. Furthermore, we shall show
that 14, > Na.ts M, > Np,t, and 1 > k. The former is shown below.

ag =m[I(Ua; Xa,Ya) +a] L m[I(Ua; Xa,Ya, X, Y5) +a

= nl[I(UA;XB,YB) +I(UA;XA,YA|XB,YB) +a]

b
© nI(Ua; XB,YB) + 12,02l (Wi4; XB,YB) — 20100

> ng.a2ll(Wia; XB,Ys) — 8] — 2nia

< ot — 2ma.

Equality (a) is due to the Markov chain (21), and equalities (b) and (c¢) follow from (50) and (54), respectively.
For sufficiently small o, we have 7, ¢ > 14+ Similarly, one can show 7, ¢ > 1, ;. To show 1 > &, we calculate 7
as follows.

1 = Na,g + Mb,g + Nab,f

@ g a1 [[(Wia; X5, Y5) — B] + nam [[(Wip; Xa, Ya) — 8] + na[[(Ua, Us; Xa,Ya, X5,Y5) + 2]

=n2,a1[{(Wia; XB,YB) — 8] + nopi [ I(WiB; Xa,Ya) — 8] + nil(Ua; Xa,Ya, XB,YB)

+mI(Up; Xa,Ya, X5, Ys|Ua) + 2ma

b
@ n2,a1[I(Wia; XB,YB) — B] + nopi[I(Wis; Xa,Ya) — Bl +nil(Ua; XB,YB) + nil(Ua; Xa,Ya|XB,YB)

+n1l(Up; Xa,YalUa) +mI(Up; XB,YB|Xa,Ya) + 2n1c

© n2,a1[Il(Wia; XB,YB) — Bl + nopi [I(Wis; Xa,Ya) — Bl + mil(Ua; XB,YB) 4+ noa2l (Wia; XB, YB)



+n1I(Up; Xa,Ya|lUa) + n2p2I(Wip; Xa,Ya) — dnia
=n2[I(Wia; XB,YB) + I(Wip; Xa,Ya)]
+nm1[I(Ua; XB,YB) + [(Up; Xa,Ya|Ua)] — (n2,a1 + N2,p1)B — dn1c. (60)

Inequality (a) follows from (52), equality (b) relies on the Markov chain (21), and equality (c) follows from (50)

and (51). Comparing (60) with (47), for sufficiently small o and 3, reveals n > &.

The following is a list of sets, variables, and functions that are used in the SKE construction.

(1)

(vii)

Let L{X}e (resp. Z/{g,fé) be obtained by randomly and independently choosing 27-f (resp. 2:f) e-typical
sequences from U}' (resp. UR").

Let f4 : UZ}E — Fa ={1,2,...,2%1} and fp : Ugfé — Fp = {1,2,...,2™.1} be arbitrary bijective
mappings.

Let {L{X}lm 2" be a partition of L{X}l6 into 2"t equal-sized parts. Define the function ty : Z/{Zje = Ta =
{1,2,...,2%} such that, for any input in U}’ ;, it outputs 4. Similarly define the partition {U;'; . flbl’t
and the function tg.

Let {Ta,}27"" be a partition of T4 into 27t2 equal-sized parts; each of size 27=t:1. Label elements of
Tai by Tai = {tai;}i=r". Define the index function ta jnas : Ta — {1,...,2"%2} x {1,...,2%1} such

Jj=1
2Mb,t,2

that ta indgz(t) = (2,7), if t is labeled by t4; ;. Similarly define the partition {75 ;}; ;" ~ and the function

B indz-

Let Ga = {1,2,...,2%9}. In analogy to T4, let {Ga4 flal” be a partition of G4, where G4 ; = {ga4,i,; ?lal’g‘l )
Define the index function g4 inds : Ga — {1,...,27%92} x {1,...,2%91} such that g4 indz(g9) = (4,7), if
g is labeled by g4, ;. Similarly, define Gg = {1,2,...,2™ 9}, the partition {Gp; ?lbl’”, and the function
9B, indax-

Define the code book Ca4 as the collection of 27a:9:21Ma.t.2 codewords {wyi ot i=1,2,..., 2002 4 =
1,2,...,2"t2} where each codeword w;lj\,i,i’ is of length no and is independently generated according to

the distribution

n2

Hp(WQA = waA,ii (1))

=1
Similarly, define the code book Cop = {wyp ; ;v : i =1,2,...,2Ma2 ' =1,2,. . 2Mt2}
For each codeword wy3 , ,,, define the code book Cia(wg? , ;) as the collection of 27«91 %7.t.1 words
{w?j7i)i,)j7j, i =1,2,...,2Mwe1 ) §/ =12 ... 2% t1} where each codeword w?i)i7i/7j)j/ is of length ng
and is independently generated according to the distribution

n2

HP(W1A = w1455 (D)|Waa = waa i, (1))
=1

The code book Cy4 is the set of all code books ClA(w;fo,i,j) and hence includes 27a:9 7.t codewords.
Similarly, define the code books ClB(w;’éJ)i/) = {w?é)i7i,7j)j, oy =12, ,2Me1 0 g =12, ... 2Me1}
and the code book Ci g of size 2.9t

Let Enca : Ga x Ta — W)'3 be an encoding function such that Enc(g,t) = wﬁ,i,ﬂ,j,j'v using the above
code books, where (4, j) = gindz(g) and (¢, 5) = ta,indz(t). Similarly, define the encoding function Encp :
G x T = W/'.

Let DMCyw, and DMCyy, be DMCs, representing W14 — X4 and Wip — Xp, which are specified by
Px ,jw,, and Px\w, , respectively.

Let {K,}2_, be a partition of F4 x G4 x Fp x Gp into equal-sized parts of size 27. Define the key derivation
function ¢ : Fu x Ga X Fp x G — {1,2,...,2"} such that, for any input in K, it outputs s.



Encoding. Alice and Bob generate i.i.d. ni-sequences Xi and X3} according to the distributions Px, and
Px,,, respectively, and send them in the first communication round. They receive the ni-sequences Y’j and Y33,
respectively, while Eve receives Z:'. Alice searches in Z/IZ}E to find a (not necessarily unique) sequence U’}' such
that (X{, Y1) and U}}* are e-jointly typical w.r.t. P(x, v,).u,- Similarly, Bob searches for a sequence Ug' such
that (X34,Y:5) and Up' are e-jointly typical w.r.t. Pxp vp),us- A party that fails in finding such a sequence
returns a NULL.

Assuming no NULL is returned, Alice computes Ta = t4(U}"') and selects uniformly at random G4 €
Ga. She calculates (T42,T4,1) = tainds(Ta) and (Ga2,Ga1) = 94,indz(Ga), and uses them to calculate
W% = Enc(Ga, Ta). Similarly Bob computes T = tg(Ug'), selects uniformly at random G € Gp, calculates
(TBQ,TBJ) e tB,indm(TB); (GBﬁg, GBJ) e gB,indz(GB)7 and then Wlné = EnC(GB,TB). Alice and Bob input
W2 and W2 to the DMCs DM Cy,, and DM Cyy, to obtain and send the no sequences X3 and X3 in the
second communication round, respectively. Alice, Bob, and Eve receive the mno-sequences Yﬁ, Yﬁ, and Z2,

respectively.

Decoding. Alice searches for a “unique” codeword Wlng, € Cy g such that (X'§,Y3%) and W{g are e-jointly typical

w.rt. Px, va),wip- Alice returns a NULL if no such a sequence is found; otherwise, she obtains (G’B, TB) such

that Encg(Gp,Tp) = W2, and then searches for a “unique” codeword U' € Uz' such that (X1, YH) and
B

)

Ug' are e-jointly typical w.r.t. Pix, v,)us; she returns a NULL if no such a sequence is found. Bob follows a
similar approach to obtain Wlnj, (é A, TA), and UA“.

Key derivation. The secret key is S = ¢(Fa,Ga, Fp,Gp). Alice computes Sy = ¢(Fa, GA,FB, GB), where
Fy =§a(U}") and Fp = fB(Ugl). Similarly, Bob computes Sy = qS(FA, GA,FB,GB), where F)y = fA(Uzl) and
Fp =fp(Uy"). Note that G 4 and G have been obtained in the decoding phase.

A.1 Randomness analysis, proving (6)

First we calculate the quantity H(U}", Ug') to be used in the sequel. From AEP for Ua, for every u € U}’ , we

have
Pr{U}* = u} < > Pr{(X}, Y)") = (x,¥)}
((X,y),u): e—jointly-typical
< 2n1[H(XA,YA|UA)+26]27n1[H(XA,YA)7€] _ 27711[1(UA;XA,YA)73€]' (61)

Note that U’y* and Up' are chosen to be e-jointly-typical to (Xi, Y1) and (X34,Y3), respectively. On the
other hand, due to AEP, for large enough ny, (X4, Y}) and (X2, Y#) are e-jointly-typical with probability
arbitrarily close to 1. This implies that (X3}, Y3) and Uy* are e-jointly-typical with probability arbitrarily close
to 1. So, for every u € U};'_and u’ € Up'_, we can write

Pr{UZ' =u'|U}' =u} < Z Pr{(X3".Y.") = (x,y)|U4' =u)}
((X,y), 0, 0): e—jointly-typical
< 2n1[H(XB,YB\UB,UA)+26]27711[H(XB,YB|UA)7E] _ 27n1[I(UB;XB,YB\UA)735]. (62)

From (61) and (62), we have for all u and u’
Pr{U™ = u AU = '} < 27 IUaiXaYa)+1(UniXn Yo|Ua) =6
(@ 9—mi[I(Ua,UniX4,Ya,X5,Y5)—6c]
©) o —ttas, s+2n1 a+6n1 €
< 27 MabgHAma (63)
= HUL,ULE") > Nap,r — 4nic. (64)



Equality (a) is due to the Markov chain (21), and equality (b) follows from (58). Furthermore, for large enough
ni, with probability arbitrarily close to 1 the following happens. U' and Uj' become jointly typical and since

the sets U’'. and U}, are obtained independently according to distributions Py, and Py, respectively, at most

27a, s+, s =1l (UaUs)=3€| ¢_jointly typical sequences exist in Uyl x Ug'., and this implies that

HU UR") < Na,p +mp,p —n1[I(Ua; Up) — 3¢]
W o [I(Ua; X4, Ya) + o] + m [I(Up; X5, Y5) + a] — na[I(Ua; Ug) — 3¢
O o I(Ua,Ug: Xa,Ya, X5, Y5) + 20 + 3¢]

© Nab,f + 3n1€. (65)

Inequality (a) and equality (c) follow from (52), and equality (b) is due to the Markov chain (21). Since F4 and

Fp are bijective functions of U;* and Uj' (see (ii) and the encoding phase), we can write for all f4 and fp

Pr{Fs = fa A Fp = fg} < 27 ebos Timic, (66)
Nab,f — 4nia < H(Fa, Fg) < Nap,5 — 3n16€. (67)

In addition, G 4 and Gp are selected uniformly at random from the sets G4 and Gp, respectively. Hence,

Vga € Ga : Pl“{GA = gA} =279 = H(GA) = Na,g> (68)
VgB €gp: Pl“{GB = gB} =279 = H(GB) = Nb,g- (69)

There are 2% choices for the key S (see (x) and the key derivation phase) and, for every s € {1,2,...,2"},
the probability that S = s equals to the probability that (Fa,Ga, F5,Gp) € Ky, i.e.,

Pr(S=s)= Z Pr{Fs=faNFp=fsAGs=gaAGp=gp}
(fa,94,fB,9B)EKS
WS Pr{Ga =g} Pr{Gp = g} Pr{Fa = fa A Fp = fz}

(fa,94,fB,98)€EK;
< 97 97 Nayg 97 Mb,g 9~ Mab,fHan1Cx

— 97— ntdmia
= H(S) >n—v—4ni1a = k — 4dnya.
Equality (a) follows from the fact that G4 and Gp are chosen independently by Alice and Bob, respectively,
and the rest follows from (52). We conclude that

H(S) _ H(S) > Kk —4nia > Rep —da> Rup — 6.
n ni1 + ne ni1 + ne

by selecting o < §/4.

A.2 Reliability analysis, proving (7)

To prove reliability means to prove that Alice and Bob will calculate the same valid shared key with probability
arbitrarily close to 1. This happens if both encoding and decoding phases are successful without any party
returning a NULL. We discuss each phase separately as follows.

Since log|Uael = Mo,y = ni[I(Ua;Xa,Ya) + @, for € > 0 and large enough ni, by choosing a to be
small but sufficiently larger than e, from AEP both (Xi{,Y}) and U}* are e-jointly-typical with probability



arbitrarily close to 1; similarly (X34,Y7) and UZ' are e-jointly-typical, and so the encoding phase is successful.
The decoding phase includes two levels of decoding. In the first level, Alice decodes (X'3,Y3%) to VAV1"]§ € CiB
and Bob decodes (X2, Y2) to W2 € Cia. If log|Cip| (vesp. log|Cial) is less than nol(Wip; Xa,Ya) (resp.
nol(Wia; Xp,Yp)) then, from joint-AEP, the decoding error probabilities are arbitrarily close to zero. The two

inequalities are shown below (see (vii) and (52)).

log |CiB] = M. + ot = N2t L(Wig; Xa,Ya) — B] + nope [ I(Wip; Xa,Ya) — f]
= na[I(Wip; Xa,Ya) — B] < no[I(Wip; Xa,Ya) — 3¢,

log[Cia| = Na,g + Mat = 12,01l (W1ra; XB,YB) — B] + n2,402[I(W14; X5,YE) — f]
=no[I(Wia; XB,YE) — B] < na[I(Wia; XB,YE) — 3¢.

In the second level of decoding, Alice decodes (X}, Y1) to Up' € U7 and Bob decodes (X3,Y5) to
B,€

UA” € U7 . Given that the first level of decoding is successful, if log |t47! | (resp. log|Uz! [) is less than
A€ B;€ A€

n1I(Up; Xa,Ya) (vesp. nol(Ua; Xp,Yp)) then, again from joint-AEP, the decoding error probabilities are ar-

bitrarily close to zero. We have (see (iv) and (52))

log U7 | =1a,f = Nay =1 [I(Ua; Xa,Ya) + af = n2aa[I(Wia; X5, Yp) — f]
W o [1(Ua; Xp, i) + I(Un; X, Ya| X5, Vi) + 0] = n3,02[1(Wia: X3, Vi) = 6]
b
© nil(Ua; XB,YB) + n2,a2l(W14; XB,YB) — 12,02l (Wia; XB,YB) — 2n100 + 1o g2
=n1l(Ua; XB,YB) — 2n1a + ng q28
<nmI(Ua; XB,YB) — i

<mi[I(Ua; XB,YB) — 3¢].
Equality (a) is due to the Markov chain (21), and equality (b) follows from (50). Similarly, we can show that
log |L{;;€| <n[I(Up; Xa,Ya) — 3¢
Hence, for sufficiently small € we conclude that

PI"(SA:SB:S)ZPI"(FA:FA/\GA:GA/\FB:FB/\GB:GB) >1-0. (70)

A.3 Secrecy analysis, proving (8)

We shall show that H(S|Z,Z?)/H(S) is arbitrarily close to 1. First, we discuss the quantities H(Ta,Tg),
H(T42,Tp2), H G4 2) and H(Gp 2) that are used in the proof. From the encoding phase, for all (¢,t") € TaxTp
(see (iv) and (52)),

Pr{Ty=tATp =t} = 3 Pr(U}' =uAUp =u)
ueu;y . UIGM;,IB,e
(Z) QMa,f =Ma,t Qb f ~Mb,t 9~ Tab, f+4n1cx
— 9Ma,f M, 5 =nabf 9=Na,t =1, +dn1
— onilI(Ua:Xa,Ya)+el+ni[I(Us; X5, Ye)+a]—n1[I(Ua,Up:Xa,Ya, X5, X5)+20] 9—tlar—npt+dnia
©) oni[I(UasXa,YA)+I(Usi X5, YE)~1(UaiX 4, Ya) = I(Usi X8, X5|UA)] 9=Na.t = F+4n10

— 9 Nt =Mp,e+n1 I (Ua;Up)+4mia (71)

(d)
= Mot + My —n1l(Ua;Up) —4dnia < H(Ta,Tg) < N + Mo —ml(Ua; Up) + 3nqe, (72)



Inequality (a) is obtained from (63), equality (c) is due to the Markov chain (21), and inequality (d) holds

e=mI(UasUp)+3n1€ goquences in Ty x T that

since, following the argument before (65), there are at most 27t +7.
correspond to the e-jointly typical sequences in U’}". x Ug'..

Similarly, for all (¢,4") € {1,...,2%7t2} x {1,...,2"mt2} (see (v) and (52)),

Pr{TA)Q =i A TB72 = il} = PF{TA S TAJ‘ NTp € TBJ'/} (73)
Na,t,1 Mb,t,1
= Z Z PY{TA =taij NTB =1ty
j=1 j’=1

< Qa1 Mb,6,19 = Ma,e =M, +11 L (Ua;Up) H4n1 o

— 2_na,t,2_nb,t,2+nll(UA§UB)+4n10¢

= H(Ta2,TB2) > Nat2+ M2 —nI(Ua;Up) — dnja (74)

Since G 4 and G'p have uniform distributions, G 4 » and G 3 are uniformly distributed in the sets {1,2,...,27%92}
and {1,2,...,2™92} respectively, and we can write

H(GA2) = Na,g,2, H(GB2) = p,g,2- (75)

In the following, we prove that H(S|Z!, Z?) is close to H(S). We calculate a lower bound on H(S|Z*, Z?)
and next we use this to find a lower bound on H(S|Z,Z2)/H(S) that is arbitrarily close to 1.

H(S|Z,Z2) > H(S|Ta2,Ga2,Ts2,Gp2, 2", Z?)
= H(S,Fa,Ga,Fp,G5|Ta2,Ga2, T 2,Gp2, 2", Z?)
—H(Fa,Ga,F5,Gp|S,Taz2,Gaz,Tp2,Gpo, Z", Z7?)
= H(Fa,Ga,F5,Gp|Ta2,Ga2, T2 Gp2, Z", Z7)
—H(Fa,Ga,F5,Gp|S,Ta2,Gan,Tp2,Gpo, 27" Z?)
= H(Fa,Ga,F5,Gp|Ta2,Ga2,Tpo,Gpa) — I(Fa,Ga, Fp,Gp; 2", Z*|Ta2,Ga2,Ts2,Gp2)
—H(Fa,Ga,F5,GB|S,Ta2,Ga2,Tpo,Gpo, Z" Z?). (76)

We calculate each of the above three terms separately in the following. The first term in (76) is written as

H(Fa,Ga,FB,GB|Ta2,Ga2,TB2,GB,2) @ H(Fa,FB|Ta2,TB2) + H(GalGap2)+ H(GB|GB,2)

Y H(Fa, Fg) + H(Ga) + H(Gp) — H(Taz2,Ts2) — H(Ga2) — H(Gp.2) (77)

©
> Nab,f — AN+ Na,g + Mo,g — [Ma,t.2 + No,t,2] = Nasg,2 — M,g,2

(g) nI(Ua,Up; Xa,Ya,XB,YB) — 2n1a+ no,a1[{(Wia; X, Ye) — B] + nopi [[(Wig; Xa,Ya) — f]

— [n2,a2l (Waa; XB,YB) + nopel (Wap; Xa,Ya)] — ne,arl(Waa; XB,YB) —nopi I (Wap; Xa,Ya)
=mI(Ua,UB;Xa,Ya, XB,YB) +n2,a1l(Wia; XB,YB) + N2 I (Wip; Xa,Ya)

—n2l(Waa; XB,YB) — nel(Wap; Xa,Ya) — 2n1a — 2n23
© n[l(Ua; XB,YB) + I(Ua; Xa,Ya|XB,YB)+ I(Up; Xa,Ya|lUa)+ I(Up; XB,YB|XAa,Ya)]

+ 12,01 l(Wia; XB,YE) + n2n1l(Wip; Xa,Ya) —n2el(Waa; X5, Ye) — n2l (Wap; Xa,Ya) — 4n1a
D o I(Ua; X5, V) + 12,0l (Wia; X, i) + maI(Us; Xa, YalUa) + 12,021 (Wig; Xa,Ya) — 6110

+n2,a1l(Wia; XB,YB) + nopt I (Wis; Xa,Ya) —nol(Waa; XB,YB) — nal(Wap; Xa,Ya) —4nia
=n1l(Ua; XB,YB) + nil(Up; Xa,Ya|Ua) + nol(Wia; XB,YB) + n2l(Wip; Xa,Ya)

—n2l(Waa; XB,YB) —nol(Wap; Xa,Ya) — 10n1c

9 o [I(Ua; X5,Y5) + I(Us; Xa, YalUa)] + nall(Wia; X5, Y5|Waa) + I(Wip; Xa, Ya|Wep)] — 10ma.  (78)



Equality (a) holds since (Fa, Fg,Ta,2,TB2), (Ga,Ga2), and (Gg,Gp,2) are independent of each other, and
equality (b) is due to the fact that Ta o, Tp 2, Ga2, Gp2 are deterministic functions of Fa, Fp, Ga, Gp,
respectively (see the encoding phase). Inequality (c) follows from (67), (68), (69), (74), and (75). Inequality
(d) follows from (52), equality (e) relies on the Markov chain (21), equality (f) follows from (50) and (51), and
equality (g) is due to the Markov chains (22) and (23). The second term in (76) can be written as

I(Fa,Ga,Fp,Gp;Z"  Z*|Ta2,Ga2,Ts2,Gp,2)

= I(Fa,Ga,Fp,Gp; 2 Ta2,Ga2,Tp2,Gp2)+ 1(Fa,Ga, Fp,Gp; Z*|Z"  Tas,Gaz, T 2,Gp.2)

W U, Ga, UL, G5 ZMTan, Gan, Tha,Gpa) + UM, Ta,Ga, UL T, Gp; Z2|Z7 Tan, Gan, Tr2, Gp.2)
O] (U, Ga, Uz, Gp; Z ' Tao,Gan, T2, Gp2)+ I(Ta,Ga,Ts,Gp; Z:2|Z:1,TA,2, Ga2,TB,2,GB,2)
(g I(UL, Ga, Upt ,Gp; Z [ Ta2,Gao, T2, Gp2) + I(Ta,Ga, T, Gp; Z2|Ta2, Gaz, T2, Gp.2)

QU UmZY) + [(Ta, Ga, T, G Z2|Tao, Gay Ty Gos)
=I1(U U ZY) + min{H(Ta,Ga, Ts,Gp|Taz2,Gaz,
Tp2,Gp2), [(Ta,Ga, Tp,Gp; Z%Ta2,Gas, Tp2,Gp2)}
© run, Ur 2 + min{[H(Ta, Ts|Taz, To.2) + H(Ga|Gaz) + H(G5|GB.2)]
JH(Z?|Ta2,Ga2,TB2,Gp2) — H(Z?|Ta,Ga,Tp,Gp,Ta2,Gaz2,Tr2,Gp2)|}
D rnr Uz + min{[H(Ta, Ts) — H(Ta2, Ts2) + H(Ga) — H(Gaz) + H(Gp) — H(Gp.2)]

JH(Z?|Ta2,Ga2, T2, Gp2) — H(Z?Ta,Ga, Ts,Gr)|}
(g

_) IUY, Upt; Z) + min{
[(Ma,t +1mp,e = I(Ua;Up) + 3n1€) — (Na,e,2 + Mo,t,2 — 1l (Ua; Up) — 4n10) + Na,g — Na,g,2 + Mg — Mb,g.2]
JNH(Z®|Ta2,Gaz, Tp2,Gp2) — H(Z?|Ta,Ga, Ts,G5)]}
(79)

1y, Up Z?) + min

[ne (I(Wh1a; XB,YB) + I(Wip; Xa,Ya) —28) —no (I(Waa; XB,Ys) + [(Wap; Xa,Ya)) + 5ni1a]
JH(ZP|Tan,Gaz2, T2, Gp2) — H(Z>|Ta,Ga, Ts,G5)]}

(%)
< ml(Ua,Up; Z) + min{[n2(I(Wia; Xp, Y|Waa) + I(Wip; Xa,Ya|Wag)) 4 3n1q]
s [neH(Z|Waa, Wap) — naH(Z|Wia, Wis)|}
€))
< nlf(UA, UB; Z) + min{[ng(I(WlA;XB, YB|W2A) + I(WlB; XA, YA|W2]3)) + 3711&]
, N2l (Wia, Wip; Z|Waa, Wag)]}. (80)

Equality (a) holds since F4 and Fp (resp. T4 and Tg) are bijective (resp. deterministic) functions of U}"
and UR', respectively. Equality (b) and inequality (c) are due to (Z', U}, UR') <> (Ta,Ga,Tp,Gp) < Z2,
and inequality (d) is due to (Ta2,Ga2,TB2,GB2,Ga,GB) < (U, US") < Z'. Equality (e) holds since
(Ta,Tp,Ta2,TB2), (Ga,Gaz2), and (Gp,Gp2) are independent of each other, and equality (b) holds since
T4, T2, Gaz, Gpgo are deterministic functions of T4, T, Ga, Gg, respectively. Inequality (g) follows from
(68), (69), (72), (74), and (75), and equality (h) follows from (52). Inequality (i) follows from AEP and the
Markov chains (22) and (23), and inequality (j) is due to (Wau, Wap) <> (Wia, Wip) <> Z.

We discuss the third term in (76), i.e., H(Fa,Ga, F5,Gg|S,Ta2,Ga2,T5 2, Gp.2, Z', Z?) as follows. The
knowledge of S = s determines ICs where (Fa, G4, Fp, Gp) is located. Furthermore, the knowledge of (T4 2, Ga2) =
(i,7') and (T2, Gp,2) = (4,7') gives respectively the codewords wgﬁx“/ € Cops and wgfg_’j’j, € Cop that are used
in the encoding phase. Define the code book

Co = {(Wy ug', wit, wig) « (Fa(u}'), 94,75 (up'), g8) € Ks,



w;ﬁ = EncA(tA(uzl)ng)v w;% = E"CB(tB(“gl)vgB): taz =14,9a2 = ilv tg2 =Jj,9B2 = Jl}

Given (Z,Z?), one can search in C¢ for a unique codeword (U4*, Up', W3, W/'3) that is (e, ny)-bipartite
jointly typical [5, Definition 8] to (Z,Z2) w.r.t. (Pw,.us),2: PWya,wip),z); and return a NULL if no such a
codeword is found. We have

s

IMa.g.2FNa,t.2HMb, 9,2+, ¢,2

€51 =

— 2’7—7727

where 72 = Mo g2 + Nat,2 + Mg 2 + Mor,2. If v — n2 is less than n1I(Ua,Up; Z) + nol(Wia, Wig; Z), then
from bipartite joint-AEP [5, Theorem 4], the error probability in the above jointly-typical decoding becomes
arbitrarily small. We use the expression for n in (60) to calculate n — 1y as follows.

n—=—"n2="0="Nag2~ Nait2 = Tbg2 — Nbt2

(%) na[I(Wia; X, Ye) + I(Wig; Xa,Ya)] + ni[l(Ua; XB,YB) + I(Up; Xa,Ya|Ua)] — dnicx

— 12,01l (Waa; XB,YB) — n2,a2l (Waa; XB,YB) — nopi I (Wap; Xa,Ya) — no el (Wap; Xa,Ya)

=no[I(Wia; X5, YE) + I(Wig; Xa,Ya)| + n1[l(Ua; X5, YB) + I(Up; Xa,YalUa)] — dnicv
—n2l(Waa; X, YE) — n2l(Wap; Xa, Ya)

b
(:) no[Il(Wha; XB,Ye|Wan) + I(Wig; Xa,Ya|lWag)] +ni[I(Ua; XB,Ys) + I(Up; Xa,Ya|Ua)] — 401 . (81)

Inequality (a) follows from (52) and (60), and equality (b) is due to the Markov chains (22) and (23). We use
(81) to calculate v — 7o as follows.

Y =M =1n—k=n2=[n—mn]—(n1+n)R
Y o [I(Wias X, Ya[Waa) + I(Wip; Xa, YalWas)] + mi [[(Ua; X5, Ys) + I(Us; Xa, Ya|Ua)] - 4mia
—ni[I(Ua; XB,YB) + I1(Up; Xa,Ya|Ua) — [(Ua,Ug; Z)]
—na[I(Wig; Xa,Ya|Wap) + I(Wia; X, YB|Wan) — I(Wia, Wig; Z|Waa, Wan)|+
< I(Ua,Up; Z) + nol(Wia, Wip; Z|Waa, Wap) — dniax

(b)
< 7L1I(UA,UB;Z)—|—TZQI(W1A,W1]3;Z)—12716. (82)

The second and the third lines in equality (a) come from (47), and inequality (b) is due to (Waa, Wap) <
(Wia, WiB) <+ Z. Let Fy = fA(Uzl), g = fB(Ugl), and G4 and G be chosen such that

W3 = Enca(ta(U}'), Ga), and W2 = Encp(ts(U2), Gp).
From (82), we conclude that given (S, T4 2,Ga 2,152, GB 2, Z', Z?),
Pr{(Fa,Fp,Ga,GB) # (Fa,Ga,Fp,Gp)} < 2,
and Fano’s inequality gives

H(FA,GA,FB,GB|S,TA,2,GA,z,TB,z,GB,z,Zjl,zjz) < H(Fa,Ga,Fp,Gp|Fa, Fp,Ga,GB)
< h(2¢) + 2en = h(2€) + 2en, (83)

where h(e) = —elog(e) — (1 — €) log(1 — €) is the binary entropy function.
Combining (76), (78), (80), and (83), one can write

H(S’|Z:1, Z:2)
>nm[I(Ua; XB,YB) +I1(Up; Xa,YalUa)] + n2[I(Wia; XB,Ye|Waa) + I(Win; Xa,Ya|Was)] — 8nia



—nmI(Ua,Up; Z)
—min{[na(I(Wia; X, Ys|Waa) + I(Wip; Xa, Ya|Wag)) + 3n1al, [nol (Wia, Wig; Z|Waa, Wag)]}
— h(2e) — 2en
>m[I(Ua; Xp,YB) + 1(Up; Xa,Ya|Ua) — I(Ua, Up; Z)]
+ no[I(Wia; XB, YB|Woa) + I(Wip; Xa, Ya|Wag) — I(Wia, Wip; Z|Waa, Wap)]+ — 1lnia
— h(2e) — 2en
@ (n1 +n2)Rsr — 11nia — h(2¢) — 2en
@ k — 1lnia — h(2€) — 2en
> H(S) — 11lnia — h(2€) — 2en

TR

by appropriately selecting the small constants a and e. Equalities (a) and (b) are due to (47) and (59),
respectively. [

B Proving Theorems 2 and 5

We prove Theorem 5 in the TWDMWC setup. The proof of Theorem 2 is followed as a special case when there
is no adversary, i.e., Z = 0, and hence there is no secrecy condition like (8).

The idea is to give an upper bound on the SK rate that any possible SKE protocol can achieve. Let IT be
a t-round protocol that achieves the SK rate Rgj. According to Definition 3, the three conditions (6)-(8) are
satisfied. Using Fano’s inequality for (7), we have

H(S|S4) < h(d) +0H(S), H(S|Sg) < h(d)+ 0H(S) (84)
Furthermore, the secrecy condition in (8) can be written as
I(S; Vi) = H(S) — H(S|V) < H(S). (85)

Considering (84) and (85), we write the entropy of S as

H(S) = I(S;Sp) + H(S|SE) + 1(S; Vi) — I(S; VE)
< I(S;Sp|Vi) + H(S|SB) + I(S; Vi)
< I(S,8a;Sp|Vi) + H(S|SB) + I(S; Vi)
= I(Sa; SB|VE) + I(S; Sp|Sa, Vi) + H(S|SB) + I1(S; Vi)
< I(Sa;Sp|Vi) + H(S|Sa) + H(S|SB) + I(S; V)
< I(Vi VEIVEE) + 2h(8) + 36H(S). (86)

The first term above is written as follows (see (1) and (5) and Fig. 2(b)).
(VA VEIVE) = I(X4, YA, VT X5, Y, Vi V)
= I(X4, VA5 X5, Y5, Vi Vi) + (Y% X5, Y, VXA, Vi, Vi)
<O, VAT X, Y VA V) + IO X, VXS, 7
= I(XA, VA X, VE VD) + I(XL, VAT Y35IXG, Vi V) + 1Y X5, Y5 XS, Z27)
< IO VAT X Vi IVE) Kk YEIXE Z) 4 1(Y X YK, Z)
= I(X4, VA5 X5, Vi V) + 1(X Y3 IXE, Z7) + I(Ya XB[XA,Z7) + 1(Y4: YEIXA, X5, 27). (87)



Inequalities (a) and (b) are respectively due to the Markov chains
(VL Ve~ V™) & (X4, X5, Y5, 27) & Y3,
(Vi ViRV & (XL X5, Z7) + Y.
The first term in (87) can be rephrased as the following three terms
I(XE, VA5 X5, Vi |VE) = T(XA, VAT X5, Vi Vi 27)
_ I(X,X7 VAtfl; X]§7 ‘/étfl7 Z:tlvjé_;tfl) _ I(XAt7 VAtfl; Z:tlvjé_;tfl)

= (XA, VAT X, Vi Vi) + TR, VAT 20X, Vi Vi)
I(XA, VA Bz v ™)

— I(XE, VAT hZ v

(@)
TV Ve V) + I, VS 201X, Vi Vi) -

S I(VAitfl;V}:Btflﬂ/étfl) +I(XAt7Zt|X§7VEt71) _ I(XX7VAit71;Z:t|VE:t71)

STVATHVETIVE D)+ IXE 27X, V) = I(XG 27V )
o Vit and X < VI < VI and inequality (b)

(88)

Equality (a) is due to the Markov chains X «» V
is due to (Vi1 Vi) & (X4, X) < Z. By recursively continuing the above steps in (87) and (88) ¢ times,

we reach

t
IV VEIVE) <D I(XE Y5IXE,27) + 1(Xg; Y3 X,
r=1

+ I(XA Z7 (X5, V™ —I(X 27|\

t g
< ZZI(XX,iQ Y5 il XEq. Z

r=11=1
(XA 5 27| X5 Ve 2 -

where the last inequality holds since the channel is memoryless. Let Q;" = (V 1 Z =17 'We choose the RVs
Y Y = Yg;, 7 = Z;ff and @ = Qf, where @ and j are chosen such that
Q) B I(XA’ Z|Q) - 1<T<I}tlaf(<i<n

(XA i Z |Qz )]

Z7) + (Y5 Y5IX5, X5, 27)

ET) + I(X}S'T,ﬁ Yér,i|Xj4T,iy Zér) + I(YX@; Y}%T,i |Xj4r,i7 Xg,n Zér)

I(X 3 Z Vit zi by, (89)

Xa= X5 Xp=X], Ya=
)+ I(Xp;Ya|Xa,Z)+ 1(Ya;YB|Xa, X, Z) + I(Xa; Z| X,

I1(Xa;YB|XB,Z
)+I(YA17YB'L|XA7,7XB'L7Z'L' )+I(XA7JZ |XB’L7QZ )

I(XAT,M YB’:2|XB7:,7,7 'L' ) =+ I(XB i) YB ’L|XA 79
It is easy to see that Xa, Xp,Y,Yn, and Z correspond to the TWDMC distribution (Py,, vy, z|x4,x5), and

the Markov chain
Q A (XAvXB) A (YAvyBaZ)

holds. We continue (89) as
(VA3 VE|Vir)
n[l(Xa;Ys|XB,Z)+ [(XB;Ya|Xa,Z) +

I(Ya;YB|Xa, X, Z) + 1(Xa; Z| X5, Q) — 1(Xa; Z|Q)]

=n[l(Xa;YB|XB,Z)+ I(XB;YalXa,Z) + I(
H(

(

Ya; Y| Xa, X5, 2Z)
XalXB,Q,Z) — H(X4|Q)+ H(X4|Q, Z)]

+H(XA|XB7 )
Z) +1(Ya;YB|Xa, X5, Z) + I(Xa; XB|Z,Q) — I(Xa; X5|Q)].

:’I7,[I()(,4;YB|)(B7Z)-|—I(AXB;YA|,XA7 (90)

Using (6), (86) and (90), we have the following upper bound on Ry

R < %H(S) +5

- n[[(Xa;Ye|XB,Z)+1(Xp;Ya|Xa,Z I(Xa; XB|Q)] + h(d) v

)+ 1(Ya;Yp|Xa,XpB,Z)+ 1(Xa; XB|Z,Q) —
n(l —9)
)+ I(XB;YalXa, Z) + 1(Ya; YB|Xa, X5, Z) + 1(Xa; X5|Z,Q)

< I(Xa;YB|XB,Z —I(Xa; X5|Q),
where the last inequality follows from the fact that § is arbitrarily small. This proves the upper bound in (28)

O



C Proving Theorem 3

The proof is similar to that in Appendix A, but we replace the two-level coding construction by the one-level
ICC method. Let R, be the argument to be maximized in (15), i.e.,

n[I(Ua; XB,Ye) + I(Up; Xa,YalUa)| +n2[l(X4; Y| Xp) + I(XB; Ya|X4)]

Rer = .
ni + no
We rephrase (17) and (18) respectively as
n[I(Ua; Xa,Ya|XB,YE) + 3a] <nol(Xa; Xp,Yg), (91)
ni[I(Up; XB,YB|Xa,Ya) +3a] < nol(Xp;Xa,Ya), (92)

where o > 0 is a sufficiently small constant to be determined from §. Let ng g1 + 12,42 = N2,p1 + N2p2 = N2,
where ng 41 and nop; are chosen to satisfy

n2,a1 H(Xa) =n2l(Xa; X, YB) —n1[I(Ua; Xa,Ya|XB,YB) + 3a], (93)
n27b1H(XB) = TLQI(XB;XA,YA) — nl[I(UB;XB,YBlXA,YA) + 304], (94)

respectively.

(i) Let n =mnq + ng and € be a small constant such that 3ne < nja.
(ii) Let XZ?E’“ and Xgi’“ be the sets of all e-typical sequences in X" and Xpz*"" w.r.t. the distributions
Px,, and Px, respectively.
(iii) Define

Na,f = N1 [I(UAy X4, YA) + a], Na,g = log |X,Zial |7 Na = Na,g + Na,f» (95)
s =n1[[(Up; XB,YB) +a, Mg = log |X5%" ], Mo = Mo, + M, f> (96)
Nab,f = n1[I(Ua,Up; Xa,Ya, Xp ,Yp) + 2a. (97)

iv) Let U (resp. Un' ) be obtained by randomly and independently choosing 27/ (resp. 2:f) e-typical
Ae B,e Yy g Y
sequences from U} (resp. Ug").
v) Let a0 : U x X032 = {1,2,...,2%} and ¢p : UR x X52" — {1,2,...,2™} be arbitrary bijective
Aje Ase B,e B,e
mappings.
vi) Define the parity-check book P4 as the collection of 27 words {z,%** : i = 1,2,...,2"} where each
A

parity-check word xrz’iﬂ is of length ny 42 and is independently generated according to the distribution

n2 a2

H p(XA = .’L‘A)i(l)).

=1

Similarly, define the parity-check book Pg = {;v}?_"fz i=1,2,...,2m},
(vii) Let Enca : UL x Xy%" — U x X2 be a (bipartite) systematic encoding function such that

N2 al N2 a2

") = (W, 2?), using the parity-check book P4 where 27 = (2} s yn”) and ¢ =

n
Enc(u'y', x4

da(uyt, x>"). Similarly, define the encoding function Encp : Ug', % X;i“ — Up' < X2

Encoding. Alice and Bob generate i.i.d. ni-sequences Xi and X3} according to the distributions Px, and
Px,, respectively, and send them in the first communication round. They receive the ni-sequences Y’j and Y33,
respectively. Alice searches in U)’_ to find a sequence U;' such that (X4, YH) and U," are e-jointly typical



w.r.t. Pix, va),u,- Similarly, Bob searches for a sequence U}" such that (X3}, Y3) and Up' are e-jointly typical

w.r.t. P(XB7YB)7UB'
If any of the parties fail in finding such a sequence, they return a NULL; otherwise, Alice chooses uni-

formly at random an ng ,1-sequence X 3> from XZ?E’“, calculates @4 = ¢4 (U}, X "), and uses it to ob-

tain (U4, X2) = Enca(U4', X;>"). Similarly, Bob chooses an ng pi-sequence X 5", and calculates & =
op(Ug', X5"") and then (UpR',X2) = Encp(Upg', Xz>""). Alice and Bob send the no-sequences X3 and X2

in the second round, and receive Y’} and Y2, respectively.

Decoding. Alice decodes (Up', X2"") = Dec (X4, Y:4), (X3, Y?)) using bipartite jointly typical decoding:
she searches through the 2 words in U, x X5%"" to find a unique (U, X 2" such that Enc(Up', X 52")
and ((X4,Y4),(X3,Y%)) are (n1, €)-bipartite jointly typical (see [6, Definition 8]) w.r.t. the distribution pair
(Pug,Uas Pxpy,(xava)); otherwise returns a NULL. Similarly, Bob decodes (UZHXT’“) = Dec(Ug*, X3, Y%)
using bipartite jointly typical decoding.

Common Randomness. The common randomness is S = (P4, Pp). Alice computes Sy = (@A,@B), where
dp = ¢pp(Up', X5""). Bob computes Sp = (04, Pp), where &4 = ¢4 (U7, X 32 ).

C.1 Randomness analysis, proving (3)
Following the proof in Appendix A, the quantity H(Ua,Up) is lower bounded as in (64), i.e.,

HWUa,Ug) > N,y —4n1ae =n1I(Ua,Up; X4,Ya,XB,YE) — 2n10. (98)
We use this to calculate H(.S) as follows.

H(S)=H(®a,PB) @ H(U217X22’a1,Ugl7Xg2’bl)

CHXG) + HXE) + HUR, URY)

(c)
> noa1[H(Xa) — €]+ nop[H(XB) — €] +n1l(Ua,Up; Xa,Ya, X5,YB) — 2n1c

d
@ n2,a1H(Xa) + 121 H(XB)

+n1[I(Ua; XB,YB) +1(Ua; Xa,Ya|XB,YB) + 1(UB; Ya, Xa|Ua) + I(Up; Y, XB|Xa,Ya)] — 2n1a — 2nze
© n2l(Xa; Xp,Ye) + n2l(Xp; Xa,Ya) + mil(Ua; Y, Xp) + mil(Up; Ya, Xa|Ua) — 8n1a — 6ne

> n1[I(UA;XB,YB) +I(UB;XA,YA|UA)] +n2[I(XA;XB,YB) +I(XB;XA;YA)] — 9na.

Equality (a) holds since ¢4 and ¢p are bijective functions, equality (b) holds since X;>*" and Xp*"' are
chosen independently by the parties. Inequality (c) follows from AEP, for sufficiently large n2 41, n2,p1, and (98),
equality (d) is due to the Markov chain (21), and equality (e) follows from (93) and (94). This gives

H(S) _ H(S) _ m[I(Ua;Xp,Yp)+1(Us; Xa,Ya|lUa)] + 12l (Xa; X5,Y5) + 1(Xp; Xa;Ya)]

= > — 9a > RCT'_(Sy
n ni + ne ni + n2

by selecting o < §/9.

C.2 Reliability analysis, proving (4)

Likewise to the reliability Analysis in Appendix A, since log|Ua.e| = Na,f > n1L(Ua; Xa,Ya) and log |Up.| =
M, > niIl(Up; X, YR), the encoding phase is successful. For the decoding phase, Alice and Bob use the jointly
typical decoding method. From joint-AEP for bipartite sequences [5, Appendix D], if 1, and 7, are less than



nI(Ua; Xp,Y) +nol(Xa; Xp,Ye) and niI(Up; Xa,Ya) +nol(Xp; Xa, Ya), respectively, then the decoding
error probability becomes arbitrarily close to zero. We calculate 7, as follows.

Na = Na,g + Na,f = log |Xj41726’a1| +n [I(UAy Xa, YA) + a]

(a)
< noa1(H(Xa)+€) +n1[I(Ua; Xa,Ya) + q]

b
© n2,a1(H(Xa)+€) +ni1[I(Ua; Xa,Ya|Xp,Yp)+1(Ua; XB,YB) + af

© o I(Ua; X5, V) + nal(Xa; X5, V) + ne — 2n1a
<nll(UA;XB,YB)+7’LQI(XA;XB,YB)—57’L€. (99)

Inequality (a) follows from AEP, for large enough ns 1, equality (b) is due to the Markov chain (21), and
equality (c) follows from (93). In a similar way, one can show that

M <n1l(Up; Xa,Ya) +nel(Xp; Xa,Ya)— dne. (100)
This proves that, by appropriately selecting o and e,

Pr(Sy=Sp =) = Pr (qﬁA =Py NDp = 453) >1-06. (101)

D Proving Propositions 1 and 2

We prove Proposition 2 and the proof of Proposition 1 follows as a special case when no adversary exists, i.e.,
Z1:Oand22=O.

For the 2DMWC (X 4, Xg) — (Ya,Yp, Z) with Z = (Z1, Z2) and degraded one-way DMWCs X4 — (Y5, Z1)
and Xp — (Ya, Z2), the following Markov chain holds.

1+ Yp e Xae Xp Yo Zo, (102)

Recalling (24), we have the SK capacity is lower bounded by the maximum of the rates

s (m[I[(Ua; X5, YB) + [(Up; Xa,Ya|Ua) — I(Ua, Up; Z)]
+n2[I(Wia; XB,YB|Waa) + I(Win; Xa,Ya|Wap) — I(Wia, WiB; Z|Waa, WaB)|+),

provided that X4 and Xp are independent and the conditions (26) and (27) are satisfied. By selecting Ua = 0
and Up = 0, we ensure that the two conditions (26) and (27) hold. Further, by choosingn; = 0, Wa4 = Wap =0,
Wia = Xa, and Wip = Xp, we continue lower bounding the SK capacity as

C2PMWC > max  [I(Xa; Xp,Ye)+1(Xp; Xa,Ya) — 1(Xa,Xp;2)]+

" Px,,Pxg

W max [[(Xa;Vs)+ I(Xp;Ya) — I(Xa, X5 Z1, Zo)]+

Px ,.Px
O max  [[(Xa;Ys) + I(X5;Ya) — [(Xa; Z1) — I(Xp; Zo)]+

Px,.Px,
9 max  [I(Xa;Ys|Z1) + I(X5;Ya|Z2))] (103)
Px . Px

Equalities (a) and (b) hold since when X4 and Xp are independent, from (102) (X4,Yp, Z1) and (Xp,Ya, Z3)
become independent. Equality (c) is due to the Markov chain (102).



We continue the upper bound (28) on the SK capacity as

C2PMWE < max  [I(Xa;YB|XB, Z1, %) + 1(Xp;Ya|Xa, Z1, Zo) + 1(Ya; Y| Xa, X5, Z1, Z2)

Px ,:Px g

+I1(Xa; XB|Z1,Z2,Q) — 1(Xa; XB|Q)]

(a)
< max [I(XA;YB|21) + I(XB;YA|ZQ) + I(YA;YB|.XA7.XB7Z17 ZQ)

T Px,.Px,
+I1(Xa; XB|Z1,72,Q) — (X a; X5|Q)]
@ pnax  [[(Xa;Yp|Z1) + 1(Xp; YalZ2) + 1(Xa; X5| 21, 22, Q) = 1(Xa; X5|Q)]
X 4 Pxp

©
< max [[(Xa;YB|Z1) + 1(XB;Ya|Z2) + 1(Xa; X5|Q) — I(Xa; X5|Q)]

T Px,.Pxp

= max [[(Xa;Ys|Z1)+ I(Xp;Yal|Z2)). (104)

Px ,:Px g

Inequality (a) is due to (Z2,Xp) <+ Xa < Yp and (Z1,X4) < Xp < Ya, and equality (b) us due to
Yp < (Xa,XB) ¢ Y4 (see the Markov chain (102)). Inequality (c) is due to Q +> (X4, Xp) < (Ya,Yn, Z1, Z2)
(see Theorem 5 in Section 3.3, where Z = (Z;, Z3)). Combining (103) and (104) proves the theorem. Note that
since ny = 0, the protocol contains only one round of communication with ny channel uses. [

E Proof of Lemma 1

We shall prove the two inequalities (37) and (38). Depending on the values of = and y, we consider the following
four cases, and prove these two inequalities in each case separately.

Case 1: © < 0.5,y <0.5.

In this case, z xy < 0.5 also holds. This is shown below.

xxy=x+y—2xy=x+2y(05—2x) <xz+(0.5-12) <0.5, (105)
where the first inequality holds since y < 0.5. This allows us to rewrite the claimed inequality (37) as
0.5 —z*y <min{0.5 — z,0.5 — y}. (106)
To prove this, we shall show that x x y is greater then or equal to both z and y. We show the former as
zxy=xw+y—2xy=x+y(l—2z)>x, (107)
where the inequality holds since < 0.5. Similarly, one can show
xxy=c+y—2zy=y+x(l—2y)>y. (108)

This completes the proof of (37) for Case 1. Since the binary entropy function h(p) is increasing for 0 < p < 0.5,
we have from (107)-(108) that

h(z *y) > max{h(x),h(y)}. (109)

Case 2: £ < 0.5,y > 0.5.
In this case, we show z xy > 0.5 as follows.

xxy=x+y—2xy=x+2y(05—x)>x+(0.5-12)>0.5, (110)



where the first inequality holds since y > 0.5. Therefore, we write (37) as
xxy—0.5 <min{0.5 — x,y — 0.5}, (111)
which is equivalent to proving x xy + 2 < 1 and x xy < y. The former is shown as
xxyt+r=c+y—2zy+z=2x+y(l—2x)<2x+(1l-22)<1, (112)
where the first inequality holds since y < 1. The latter is shown as
xxy=c+y—2zy=y+z(l—2y) <vy, (113)

where the inequality holds since y > 0.5. This completes the proof of (37) in Case 2. We prove (38) as follows.
The binary entropy function h(p) is decreasing for 0.5 < p < 1. This gives that, using (113),

h(z*y) > h(y). (114)
Similarly, since 1 —z > 0.5, we use (112) to write z xy < 1 — z; hence,
h(z*y) > h(l —z) = h(x), (115)
since h(p) = h(1 — p) holds for all 0 < p < 1.

Case 3: ¢ > 0.5,y <0.5.
Proving inequalities (37) and (38) in this case follows from that in Case 2, by symmetry.

Case 4: z > 0.5,y > 0.5.

We can always write x x y as
zxy=ax+y—2zy=(1—-2)+1—y)-21—2)(1 —y)=2"+y — 22"y = 2" xv/, (116)

where 2/ =1 — 2 and 3y’ = 1 — y. Observe that 2’ and y’ are both less than or equal to 0.5. Thus, we can use

the lemma results proved for Case 1 (above), and write
0.5 — 2/ y/| < min{]0.5 — 2’|, |0.5 — ¢/|}. (117)
The fact that 2’ xy' =z xy, [0.5 — 2’| =1]0.5 — x|, and |0.5 — ¢'| = 0.5 — y| proves (37) as
0.5 — 2 % y| < min{]0.5 — z|,[0.5 — y|}. (118)
To prove (38),
Mo xy) = ha'xy/) S max{h(e), h(y')} 2 max(h(e), hy)). (19)

Inequality (a) follows from (109), and equality (b) holds since, for any 0 < p < 1, we have that h(p) = h(1 — p).
O

F  Proof of Lemma 2

For the TWBWC setup, we follow the lower bound (24) by letting Woy = Wap = 0 and X4 and Xp be
independent, uniformly-distributed bits; hence, to write the lower bound as

CTWBWC 5 n1L1 4+ na2[La]+

> max [——————=, s.t. (120)
n1,n2,Pw 4 U Pwyg,up n1 + ng
n1I(UA;XA7YA|XB7YB) <n2[(W1A;XB7YB)7 (121)

nI(Up; XB,YB|Xa,Ya) < nol(Win; Xa,Ya), (122)



where
Ly = I(Ua; X5, YE) + I(Us; X, Ya|Us) — [(Ua, Us; Z), (123)
Ly =I1(Wia; XB,YB) + I(Wip; Xa,Ya) — I(Wia, WiB; Z). (124)

The two terms, L; and Ly, in the lower bound argument depend on the distributions of (Ux,Up) and

(Wia, Wip), respectively. In the following, we continue the lower bound only for the following case among
all possible distributions for [(Ua,Ug), (W14, Wip)] (see (21)-(23)):

[(Ua,Ug), Wia,Wig)] € {[(Xa +Ya+ N4, X5 +Ys+ N.g),(Xa+ Nsa, X5+ Nog)]: 0 < p1,p2 < 1},

where Nga, Nsg, N, ,, and N/ are independent BSC noises with error probabilities

Pr(N.;A = 1) - Pr(NSB - 1) = P1, Pr(N;B = 1) = PI‘(NSA = 1) = po.
In this case, we calculate the first term L,, given noise variables N, and N/, as follows.

L2 = I(Xa4+Ya+ N, X5, Ye)+I(Xp+Ye +Nig; Xa,Ya) —I(Xa+Ya+ Ny, X+ Y+ Nig; 2)
@) H(Xa+Ya+ N4 Xp,Vs)+1— H(Xp + Yo+ N.g|Xa,Va)
—(1—H(Z|Xa+Ya+ N4, X5 +Yp+ N,p))
Q1 — H(Xp + Nea+ NalX5,Y5) — H(Xa + Nyp + N 5| Xa,Ya)
+H(Xa+ Xp + Np|Xp 4+ Nea+ Nia, Xa+ Nyp + Nip)
9 H(Xp + Noa+ Noa|X5) — H(Xa + Nop + Nlp|Xa)
+H(Xa+ Xp + Ng|Xa+Xp+ Nea+ Nep+Noy+ Nlp)
D1~ h(pr *pra) = h(p2 % Pry) + h(P1 % P2 % Pry % Py * Pe)- (125)
Equalities (a)-(d) hold due to the following: (a) holds since X4, Xp, and Z have uniform distributions, (b)
follows from (34)-(36), (c) holds because Yg is independent of (Xg, Xp + Nya + N.,) and Y, is independent
of (Xa,Xa+ Nyg+ Nlp), and (d) is due to the BSC property. Similarly, we obtain the second term Lo given
noise variables Ng 4, and Ngp as
L2 Ls= I(Xa+ Noa; XB,YB) + I(XB + Ns; Xa,Ya) —I(Xa+ Nsa,Xp + Nop; Z)
=1—H(Xa+ Nsa|Xp,Ys)+1—H(Xp+ Nsp|Xa,Ya) — (1 — H(Z|Xa 4+ Nsa, X5 + Nsp))
=1—H(Xa+ Nsa|Xp,Xp+Yp)+1—H(Xp+ Nsp|Xa,Xa+Ya)— (1-H(Z|Xa+ Nsa,Xp + Nip))
=1—H(Xa+ Noa|XB,Xa+ NyB) — H(Xp + Ns|Xa,Xp + Nra)
+H(XA+ Xp+ Ng|Xa+ Nsa, X5 + Nsp)
=1—H(Xa+ Noa|Xa+ NrB) — H(XB + Nsp|XB + Nra)
+H(Xa+ Xp+ Ng|Xa+ X+ Nsa+ Nsp)
=1—h(p2 *pr,) = h(p1 * pr,) + h(p1 * p2 * pe). (126)

We write the conditions (121) and (122), respectively, as

n <n/ én I(XA+NSA;X37YB) —n 1—H(XA+NSA|XB,YB)
P T (XA A Ya+ N i Xa,Ya|X5,YE) " H(Xa+Ya+ N, |Xz,V5)
1—H(Xa+ Nsa|Xa+ NrB) 1 — h(p2 * pr,)
= = 127
" H (X 1 Noa + NoI X2, Yae) " hipr ) (120
and
ny <0’ 2 I(XB + Nsp; Xa,Ya) — 1— H(XB+ Ns|Xa,Ya)
! I(Xp+Ys+ N.5; XB,YB|Xa,Ya) H(Xp+Yp+ N g|Xa,Ya)
_ n21 — H(XB + Nsg|Xp + Nra) :n21 — h(p: *pr-a)' (128)

H(XA+N’I‘B+N;B|XA7YA) h(p2 *prb)



By letting n; = min{n},nY} and following the lower bound (120) for this case, we arrive at

L L5 .
max [M7 st. m < nl]. (129)
n1,n2,p1,P2 ni + no2

Using the result of Lemma 1 for (125), we have that Lj > 0 holds for any 0 < pq,p2 < 1. On the other hand,
comparing (125) and (126) reveals that Lj > Lj. These together imply L] > [L3]+. Thus, the maximum in
(129) is achieved by selecting n; = nj, i.e.,

CTWBWC > Lhoundy 2 max[nll:—w] = max[uL? + (1 — p)[L3]4], (130)
P1,P2 ni + na P1,P2
where
TL’{ . 1- h(pl * Pr ) 1- h(pg *prb)
= = min = , . 131
M {1—h(p1 *Pr,) + h(p2xpr,) " 1 = h(p2 * pr,) + h(p1 xpr,) (181)

Furthermore, (130) clearly shows that

Lboundyn > max[L3]+,
P1,p2

since Ly > [L2]4 holds for any 0 < py,p2 < 1. O



