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Abstract. In this paper we attack a 2n-bit double length hash func-
tion proposed by Lee et al. This proposal is a blockcipher-based hash
function with hash rate 2/3. The designers claimed that it could achieve
ideal collision resistance and gave a security proof. However, we find a
collision attack with complexity of 9(23"/4) and a preimage attack with
complexity of £2(2"). Our result shows this construction is much worse
than an ideal 2n-bit hash function.

1 Introduction

Cryptographic hash functions are one of the most important primitives in cryp-
tography [16]. A hash function maps from inputs of arbitrary length to a binary
sequence of some fixed length. A hash function usually consists of iteration of
a compression function with fixed input and output length. One first designs a
fixed domain compression function and then extends the domain to an arbitrary
domain by iterating that function.

As flaws in popular classic hash functions MD5 [24] and SHA-1 [I] have been
discovered [30J29], NIST has launched a competition for a new hash function
standard SHA-3. Many of the popular ideas in the design of hash functions
come from the design of block ciphers, either explicitly as for MDC-2 [§] and
other schemes [I7] or implicity as for MD5. Of the five finalists in the SHA-
3 competition, two of them (BLAKE and Skein) are blockcipher-based designs
and the other three are permutation-based designs, which are related to blockci-
phers [20]. Thus, hash functions composed of blockciphers are worthy of study.

We say a compression function is single call or double call depending how
many calls it makes to the underlying blockcipher. A blockcipher-based hash
function may be a single block length (SBL) function, where the length of the
output is equal to that of the blockcipher, or a double block length (DBL)
function. where the length of the output is twice that of the blockcipher.

For a typical blockcipher such as AES, the block length is 128 bits, and a
hash function with 128-bit output is no longer secure against the birthday attack.
Thus, more and more works start to focus on blockcipher-based functions with
longer output length [BUSI6TEITRITIRTI2T].

For single call DBL blockcipher-based hash functions, Lucks [15] first pro-
posed a collision resistant single call DBL blockcipher-based hash function in the



iteration. Later, Stam [26] proposed a single call rate-1 DBL blockcipher-based
supercharged compression that is opimally collision resistant up to a logarithmic
factor. Their construction give ideal collision resistance but not ideal preimage
resistance. Although Lucks and Stam claimed their construction has rate-1, their
constructions are much slower than the real rate-1 compression functions in prac-
tice due to the computation of polynomial multiplication.

For double call DBL hash functions, Knudsen et al. [9] discussed the security
of DBL hash functions with rate 1 based on (n,n) blockciphers. Hohl et al. [7]
discussed the security of compression functions of DBL hash functions with rate
1/2. Satoh et al. [25] and Hattori et al. [4] and Hirose [5l6] discussed DBL hash
functions with rate 1 based on (2n,n) blockciphers.

Nandi et al. proposed a rate-2/3 DBL compression function which later was
attacked by Knudsen et al. [I0]. In [22], Peyrin et al. gave a general analysis
of combining smaller compression functions to build a larger compression func-
tion. Fleischmann et al. [BI2] address the collision resistance of two old DBL
constructions known as Abreast-DM and Tandem-DM [T2[T1], later their proof
of Tandem-DM was revised by Lee et al. [14]. In [21], Ozen and Stam proposed
a novel framework for DBL blockcipher-based hash functions.

In [I3], Lee et al. proposed another rate-2/3 DBL construction using a Feistel
structure. They build a (2n,2n)-blockcipher E* with 3-round Feistel structure
from a (2n,n)-blockcipher E, and then embed E* in PGV compression function,
such as the Davies-Meyer structure. They proved the ideal collision resistance in
the ideal cipher model, that is, the advantage of a adversary makes ¢ queries to
the underlying blockcipher is upper bounded by §2(¢?/22"). Thus, the strength
bound of this proposal against a collision-finding attack is 2(2"). Compare with
other proposals, the authors claimed that it is the most efficient DBL compres-
sion function with ideal collision resistance.

However, in this paper, we find a 23"/% collision attack and a 2" preimage
attack on this construction. Thus it contradicts Lee et al.’s security proof. Our
result shows that it is still an open problem to build ideal collision and preimage
resistant DBL blockcipher-based hash functions with rate larger than 1/2.

2 Preliminaries

2.1 Iterated Hash Functions

A hash function H : {0,1}* — {0,1}® usually consists of a compression function
F:{0,1}* x {0,1}* — {0,1}* and an initial value IV € {0,1}%. An input M is
divided into the b-bit blocks mi,ms,...,m, if the length of M is not a multiple
of b, M is padded using an unambiguous padding rule. Then, h; = F(h;_1,m;)
is computed successively for 1 < ¢ < [ and by = H(M). Thus H is called an
iterated hash function. We use Merkle-Damgard padding in this paper. The hash
function H should have the following properties:

Preimage resistance For a given output y, it is intractable to find an input
x such that y = H(z).



Second-preimage resistance For a given input x, it is intractable to find an
input 2’ # x such that H(z) = H(2').

Collision resistance It is intractable to find a pair of inputs = and z’ such
that H(z) = H(z2') and = # o'

2.2 1Ideal Cipher Model.

The ideal cipher model, also called the black box model, is a formal model for the
security analysis of blockcipher-based hash functions. An ideal cipher is an ideal
primitive that models a random block-cipher E : {0,1}* x {0,1}" ~ {0,1}".
Each key k € {0,1}* defines a random permutation Ep = FE(k,-) on {0,1}".
An adversary is given forward or inverse queries to oracles E/, when he makes a
forward query to E with (+, k,p), it returns the point ¢ such that Fy(p) = ¢,
when he makes an inverse query to F with (—, k, ¢), it returns the point p such
that E(p) = c.

Without loss of generality, it is assumed that any adversary with forward and
inverse queries asks only once on a triplet of a key, a plaintext and a ciphertext
obtained by a query and a corresponding answer and there are no redundant
queries.

2.3 Double-Block-Length Hash Function

Definition 1. Let F be a compression function composed of block ciphers, m
the number of message blocks in terms of the block length of the underlying
blockcipher, and N the number of cipher calls in F. Then the efficiency rate r
defined below is an index of efficiency:

r = N
The original definition of hash rate is in [9]. We realized that this definition is
only related to the efficiency of the hash. It has no relationship to the key length
of the underlying blockcipher. We can modify it to a more accurate definition
we called security rate:

Definition 2. Let F' be a compression function composed of blockciphers, m the
number of message blocks in terms of the block length of the underlying blockci-
pher, N the number of cipher calls in F', K the key length of the blockcipher and
L the output length of F. Then the security rate R defined below is an index of
security:

m-L

R=§T%

The security rate of a compression function F' can be seen as an index of the
security of the function. Its security is related to the input and output length of
F, the key length of the underlying blockciphers and the number of cipher calls.



This definition is more general than the efficiency rate. The security rate of a
classical Davies-Meyer compression function [23] based on a (n,n) blockcipher
is 1, and the security rate will still be 1 even it is based on a (2n,n) blockcipher.
This definition can also be applied to DBL blockcipher-based hash functions and
thus reduces the complexity of classification of blockcipher-based hash functions.
For DBL hash functions based on (2n,n) blockciphers, the efficiency rate is the
same as the security rate since L = K = 2 in the definition [2] In the remaining
part of this paper we use R to denote the security rate and r to denote the
efficiency rate.

3 Lee et al.’s Proposal

In [13], Lee et al. first designed a DBL cipher with 3-round Feistel structure
using a blockcipher, then the cipher is embedded into a PGV-style compression
function. Without loss of generality, they first considered the Davies-Meyer con-
struction and proved its collision resistance. Then they claimed this proof can be
extended to other constructions in a similar way. Thus we only need to consider
the Davies-Meyer construction.

Fig. 1. Lee et al.’s Rate—2/3 proposal.

Definition 3 (Lee et al.’s Proposal). Let E : {0,1}*" x {0,1}" — {0,1}"
be a blockcipher. Let o, 01,02 are distinct constants in {0,1}?". The compression
function F : {0,1}?"x{0,1}?" — {0,1}" is written as (gi, hi) = F(gi—1, hi—1,m;).



Let x,y, z satisfy the following equations:

T = Em,es,(hi-1)
Y = Em,e6(gi-1 )
z = Em,es, (hifl D y)

Then the output of the compression function (g;,h;) is:

gi = Gi—1 DY D hi—1
hi=hi_1®x®2® gi—1

The compression function is depicted in Fig.

4 The Security of the Construction

Lee et al. proved that the collision resistance of this construction can achieve
an ideal security bound. That is, to find a collision in F' with high probability,
the adversary needs almost {2(2") queries to the underlying blockcipher. They
stated the following theorem.

Theorem 1. Let F' be the above compression function, then in the ideal cipher
model, for any q,n > 1, the advantage of an adversary queries q times is

(¢—2)-(¢g—3) 1 oy @

AdvF(q) < . (r)? ~ 2Aa):

We find a collision attack with complexity about 9(23"/ 4) and a preimage
attack with complexity about 2(2"), thus we disprove Lee et al.’s conclusion.

Fig. 2. Attack on the left half.



Theorem 2. Let F be the above compression function, then there exist a col-
lision attack with complezity of about 2 x 23"/* queries and a preimage attack
with complexity of about 3 x 2™ queries to the underlying blockcipher E.

Proof. The idea is to first attack on the left half of the construction, which is
shown is Fig. 2| We first construct a set of inputs {(m;, g;—1,h;—1)} all hitting
the same value of g;, then we attack the right half of the construction.

— Collision attack:

1.
2.

6.

Set m; to a constant.

Choose 23"/% random distinct values of h;_; and compute the corre-
sponding ciphertext z. Since E is an ideal cipher, we thus get 2°7/4
distinct random pairs of (h;—1, ).

Choose 23"/* random distinct values of A and compute the correspond-
ing ciphertext y. Since F is an ideal cipher, we thus get 2°"/* distinct
random pairs of (A,y).

L gici=xz®Aand g = hi_1 @z & Ay, since there are 2°"/4 pairs of

(hi_1,x) and 23™/* values of (4, y). Using Wagner’s join technology [28],
with complexity £2(23"/4) we can find

93n/4 y 93n/4

_ 2n/2
277,

values of (g;—1,h;—1) all hitting the same value of g;.

. Since h; = hi_1 ® z ® A, according to the birthday paradox, given 2"/2

random (g;—1, h;—1,m;), there exists two pairs colliding at h; with prob-
ability 0.39.

The adversary needs 2 x 23"/% 4 27/2 queries to the blockcipher E and
the total complexity is about 3 x 237/4,

— Preimage attack:

1.
2.

Given the image (g;, h;), set m; to a constant.

Choose 2™ random distinct values of h;_1 and compute the corresponding
ciphertext z. Since F is an ideal cipher, we thus get 2™ distinct random
pairs of (h;_1,x).

Choose 2™ random distinct values of A and compute the corresponding
ciphertext y. Since F is an ideal cipher, we thus get 2™ distinct random
pairs of (4, y).

. gi=hi—1®xdADy, since there are 2™ pairs of (h;—1,x) and 2™ values

of (4, y). Using Wagner’s join technology, with complexity 2(2") we can

find
2" x 2" o
=2
27’1,

values of (g;—1,h;—1) all hitting the given value g;.

. Since h; = h;_1 ® z & A, with high probability, there exists a pair

(gi—1, hi—1) hitting at the image h;.
The adversary needs 3 x 2™ queries to the blockcipher E and the total
complexity is about 4 x 2™.
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In the above we show that the collision resistance and preimage resistance
of this compression function are much worse than an ideal 2n-bit compression
function. If we iterate this compression function and fix the initial value, we
can also give a §2(2™) preimage attack by using the meet-in-the-middle attack.
However, currently we cannot find an efficient collision attack using the above
technology, thus we leave this as an open problem.

Although we only consider the Davies-Meyer construction, our attack can
also be applied when the other 11 PGV-styles are used. We omit the details here
since the attacks are similar.

5 Conclusion

In this paper we have investigated the security of a DBL blockcipher-based
hash function proposed by Lee et al. They first extended an (2n,n) blockcipher
to a (2n,2n) blockcipher by using 3-round Feistel structure, then embedded
this blockcipher into a PGV-style construction, such as Davies-Meyer. We find
collision attacks and preimage attacks that contradict their security proofs; we
show that the security level of this construction is much worse than an ideal
2n-bit compression function.

Our result shows that it is still an open question whether an ideal collision
resistant and preimage resistant DBL blockcipher-based compression function
with hash rate larger than 1/2 exists.
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