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Abstract

In this paper, we explore a general methodology for converting composite order pairing-
based cryptosystems into the prime order setting. We employ the dual pairing vector space
approach initiated by Okamoto and Takashima and formulate versatile tools in this frame-
work that can be used to translate composite order schemes for which the prior techniques
of Freeman were insufficient. Our techniques are typically applicable for composite order
schemes relying on the canceling property and proven secure from variants of the subgroup
decision assumption, and will result in prime order schemes that are proven secure from
the decisional linear assumption. As an instructive example, we obtain a translation of the
Lewko-Waters composite order IBE scheme. This provides a close analog of the Boneh-
Boyen IBE scheme that is proven fully secure from the decisional linear assumption. We
also provide a translation of the Lewko-Waters unbounded HIBE scheme.

1 Introduction

Recently, several cryptosystems have been constructed in composite order bilinear groups and
proven secure from instances (and close variants) of the general subgroup decision assump-
tion defined in [3]. For example, the systems presented in [27, 25, 29, 28, 26] provide diverse
and advanced functionalities like identity-based encryption (IBE), hierarchical identity-based
encryption (HIBE), and attribute-based encryption with strong security guarantees (e.g. full
security, leakage-resilience) proven from static assumptions. These works leverage convenient
features of composite order bilinear groups that are not shared by prime order bilinear groups,
most notably the presence of orthogonal subgroups of coprime orders. Up to isomorphism, a
composite order bilinear group has the structure of a direct product of prime order subgroups,
so every group element can be decomposed as the product of components in the separate sub-
groups. However, when the group order is hard to factor, such a decomposition is hard to
compute. The orthogonality of these subgroups means that they can function as independent
spaces, allowing a system designer to use them in different ways without any cross interactions
between them destroying correctness. Security relies on the assumption that these subgroups
are essentially inseparable: given a random group element, it should be hard to decide which
subgroups contribute non-trivial components to it.

Though composite order bilinear groups have appealing features, it is desirable to obtain
the same functionalities and strong guarantees achieved in composite order groups from other
assumptions, particularly from the decisional linear assumption (DLIN) in prime order bilinear
groups. The ability to work with prime order bilinear groups instead of composite order ones
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offers several advantages. First, we can obtain security under the more standard decisional linear
assumption. Second, we can achieve much more efficient systems for the same security levels.
This is because in composite order groups, security typically relies on the hardness of factoring
the group order. This requires the use of large group orders, which results in considerably slower
pairing operations.

There have been many previous examples of cryptosystems that were first built in composite
order groups while later analogs were obtained in prime order groups. These include Groth-
Ostrovsky-Sahai proofs [22, 21|, the Boneh-Sahai-Waters traitor tracing scheme [10, 15], and
the functional encryption schemes of Lewko-Okamoto-Sahai-Takashima-Waters [25, 33]. Waters
also notes that the dual system encryption techniques in [39] used to obtain prime order systems
were first instantiated in composite order groups. These results already suggest that there are
strong parallels between the composite order and prime order settings, but the translation
techniques are developed in system-specific ways.

Beyond improving the assumptions and efficiency for particular schemes, our goal in this
paper is to expand our general understanding of how tools that are conveniently inherent in
the composite order setting can be simulated in the prime order setting. We begin by asking:
what are the basic features of composite order bilinear groups that are typically exploited
by cryptographic constructions and security proofs? Freeman considers this question in [14]
and identifies two such features, called projecting and canceling. These properties are defined
in Section 2.3 below. Freeman then provides examples of how to construct either of these
properties using pairings of vectors of group elements in prime order groups. Notably, Freeman
does not provide a way of simultaneously achieving both projecting and canceling. There may
be good reason for this, since Meiklejohn, Shacham, and Freeman [30] have shown that both
properties cannot be simultaneously achieved in prime order groups when one relies on the
decisional linear assumption in a “natural way”.

By instantiating either projecting or canceling in prime order groups, Freeman [14] suc-
cessfully translates several composite order schemes into prime order schemes: the Boneh-
Goh-Nissim encryption scheme [9], the Boneh-Sahai-Waters traitor tracing system [10], and
the Katz-Sahai-Waters predicate encryption scheme [24]. These translations are accomplished
using a three step process. The first step is to write the scheme in an abstract framework
(replacing subgroups by subspaces of vectors in the exponent), the second step is to translate
the assumptions into prime order analogs, and the third step is to transfer the security proof.

There are two aspects of Freeman’s approach that can render the results unsatisfying in
certain cases. First, the step of translating the assumptions often does not result in standard
assumptions like DLIN. A reduction to DLIN is only provided for the most basic variant of
the subgroup decision assumption, and does not extend (for example) to the general subgroup
decision assumption from [3]. Second, the step of translating the proof fails for many schemes,
including all of the recent composite order schemes employing the dual system encryption proof
methodology [27, 25, 29, 28, 26]. These schemes use only canceling and not projecting, and so
this is unrelated to the limitations discussed in [30].

The reason for this failure is instructive to examine. As Freeman points out, “the recent
identity-based encryption scheme of Lewko and Waters [27] uses explicitly in its security proof
the fact that the group G has two subgroups of relatively prime order”. The major obstacle here
is not translating the description of the scheme or its assumptions - instead the problem lies in
translating a trick in the security proof. The trick works as follows. Suppose we have a group
G of order N = py1ps...pm, where p1,...,py, are distinct primes. Then if we take an element
g1 € G of order p; (i.e. an element of the subgroup of G with order p;) and a random exponent
a € Zy, the group element g{ reveals no information about the value of a modulo the other
primes. Only amod p; is revealed. The fact that a mod py, for instance, is uniformly random



even conditioned on amodp; follows from the Chinese Remainder Theorem. In the security
proof of the Lewko-Waters scheme, there are elements of the form ¢{ in the public parameters,
and the fact that a mod py remains information-theoretically hidden is later used to argue that
all the keys and ciphertext received by the attacker are properly distributed in the midst of a
hybrid argument.

Clearly, in a prime order group, we cannot hope to construct subgroups with coprime or-
ders. There are a few possible paths for resolving this difficulty. We could start by reworking
proofs in the composite order setting to avoid using this trick and then hope to apply the
techniques of [14] without modification. This approach is likely to result in more complicated
(though still static) assumptions in the composite order setting, which will translate into more
complicated assumptions in the prime order setting. Since we prefer to rely only on the de-
cisional linear assumption, we follow an alternate strategy: finding a version of this trick in
prime order groups that does not rely on coprimeness. This is possible because coprimeness
here is used a mechanism for achieving “parameter hiding,” meaning that some useful infor-
mation is information-theoretically hidden from the attacker, even after the public parameters
are revealed. We can construct an alternate mechanism in prime order groups that similarly
enables a form of parameter hiding.

Our Contribution We present versatile tools that can be used to translate composite or-
der bilinear systems relying on canceling to prime order bilinear systems, particularly those
whose security proofs rely on general subgroup decision assumptions and employ the coprime
mechanism discussed above. This includes schemes like [27], which could not be handled by
Freeman’s methods. Our tools are based in the dual pairing vector space framework initiated by
Okamoto and Takashima [31, 32]. We observe that dual pairing vector spaces provide a mech-
anism for parameter hiding that can be used in place of coprimeness. We then formulate an
assumption in prime order groups that can be used to mimic the effect of the general subgroup
decision assumption in composite order groups. We prove that this assumption is implied by
DLIN. Putting these ingredients together, we obtain a flexible toolkit for turning a new class
of composite order constructions into prime order constructions that can be proven secure from
DLIN.

We demonstrate the use of our toolkit by providing a translation of the composite order
Lewko-Waters IBE construction [27]. This yields a prime order IBE construction that is proven
fully secure from DLIN and also inherits the intuitive structure of the Boneh-Boyen IBE [5].
Compared to the fully secure prime order IBE construction in [39], our scheme achieves com-
parable efficiency and security with a simpler structure. As a second application, we provide a
translation of the Lewko-Waters unbounded HIBE scheme [29]. This additionally demonstrates
how to handle delegation of secret keys with our tools.

We note that some composite order systems employing dual system encryption, such as the
attribute-based encryption scheme in [25], already have analogs in prime order groups proven
secure from DLIN using dual pairing vector spaces. In [33], Okamoto and Takashima provide
a functional encryption scheme in prime order bilinear groups that is proven fully secure under
DLIN. Their construction encompasses both attribute-based and inner product encryption, and
their proof relies on dual system encryption techniques, similarly to [25]. While they focus on
providing a particular construction and proof, our goal is to formulate a more general strategy
for translating composite order schemes into prime order schemes with analogous proofs.



1.1 Related Work

The concept of identity-based encryption was first proposed by Shamir [36] and later constructed
by Boneh and Franklin [8] and Cocks [13]. In an identity-based encryption scheme, users are
associated with identities and obtain secret keys from a master authority. Encryption to any
identity can be done knowing only the identity and some global public parameters. Both of
the initial constructions of IBE were proven secure in the random oracle model. The first
standard model constructions, by Canetti, Halevi, and Katz [11] and Boneh and Boyen [5]
relied on selective security, which is a more restrictive security model requiring the attacker
to announce the identity to be attacker prior to viewing the public parameters. Subsequently,
Boneh and Boyen [6], Gentry [16], and Waters [38, 39] provided constructions proven fully
secure in the standard model from various assumptions. Except for the scheme of [13], which
relied on the quadratic residuousity assumption, all of the schemes we have cited above rely on
bilinear groups. A lattice-based IBE construction was first provided by Gentry, Peikert, and
Vaikuntanathan in [18].

Hierarchical identity-based encryption was proposed by Horwitz and Lynn [23] and then
constructed by Gentry and Silverberg [19] in the random oracle model. In a HIBE scheme,
users are associated with identity vectors that indicate their places in a hierarchy (a user Alice
is a superior of the user Bob if her identity vector is a prefix of his). Any user can obtain a secret
key for his identity vector either from the master authority or from one of his superiors (i.e. a
mechanism for key delegation to subordinates is provided). Selectively secure standard model
constructions of HIBE were provided by Boneh and Boyen [5] and Boneh, Boyen, and Goh
[7] in the bilinear setting and by Cash, Hofheinz, Kiltz, and Peikert [12] and Agrawal, Boneh,
and Boyen [1, 2] in the lattice-based setting. Fully secure constructions allowing polynomial
depth were given by Gentry and Halevi [17], Waters [39], and Lewko and Waters [27]. The
first unbounded construction (meaning that the maximal depth is not bounded by the public
parameters) was given by Lewko and Waters in [29].

Attribute-based encryption (ABE) is a more flexible functionality than (H)IBE, first intro-
duced by Sahai and Waters in [35]. In an ABE scheme, keys and ciphertexts are associated
with attributes and access policies instead of identities. In a ciphertext-policy ABE scheme,
keys are associated with attributes and ciphertexts are associated with access policies. In a
key-policy ABE scheme, keys are associated with access policies and ciphertexts are associ-
ated with attributes. In both cases, a key can decrypt a ciphertext if and only if the at-
tributes satisfy the formula. There are several constructions of both kinds of ABE schemes, e.g.
[35, 20, 34, 4, 25, 33, 40].

The dual system encryption methodology was introduced by Waters in [39] as a tool for prov-
ing full security of advanced functionalities such as (H)IBE and ABE. It was further developed
in several subsequent works [27, 25, 33, 26, 29, 28]. Most of these works have used composite
order groups as a convenient setting for instantiating the dual system methodology, with the
exception of [33]. Here, we extend and generalize the techniques of [33] to demonstrate that
this use of composite order groups can be viewed as an intermediary step in the development
of prime order systems whose security relies on the DLIN assumption.

1.2 Organization

In Section 2, we provide the necessary background on composite order bilinear groups, prime
order bilinear groups, and dual pairing vector spaces. In Section 3, we construct the main
tools that we will employ to simulate relevant features of composite order groups in the prime
order setting. In Section 4, we demonstrate the use of our tools by providing a prime order
translation of the Lewko-Waters composite order IBE scheme from [27]. This provides a close



variant of the original Boneh-Boyen IBE scheme [5] that is proven fully secure from the decisional
linear assumption. In Section 5, we briefly discuss how our techniques can be easily extended
to schemes providing delegation capabilities, specifically the Lewko-Waters unbounded HIBE
scheme in [29]. In Section 6, we discuss further extensions of our techniques. In Appendix
A, we provide the formal definitions for IBE and HIBE and their standard IND-CPA security
definitions. Finally, in Appendix B, we give the complete details of our prime order translation
of the Lewko-Waters unbounded HIBE scheme and the proof of its security. We advise the
reader that Appendix B is included for completeness, but is not necessary to understanding the
main ideas of our work.

2 Background

2.1 Composite Order Bilinear Groups

When G is a bilinear group of composite order N = p1ps ... py, (where p1,pa, ..., py, are distinct
primes), we let e : G x G — Gr denote its bilinear map (also referred to as a pairing). We note
that both G and Gr are cyclic groups of order N. For each p;, G has a subgroup of order p;
denoted by G),. We let g1,..., g, denote generators of G, through G, respectively. Each

element g € G can be expressed as g = g'g5> - - - g% for some ay, ..., an € Zn, where each a;
is unique modulo p;. We will refer to gj* as the “G,, component” of g. When a; is congruent
to zero modulo p;, we say that g has no Gp, component. The subgroups Gy,,...,G,,, are

“orthogonal” under the bilinear map e, meaning that if h € Gy, and u € Gy, for ¢ # j, then
e(h,u) =1, where 1 denotes the identity element in Gr.

General Subgroup Decision Assumption The general subgroup decision assumption for
composite order bilinear groups (formulated in [3]) is a family of static complexity assumptions
based on the intuition that it should be hard to determine which components are present in a
random group element, except for what can be trivially determined by testing for orthogonality
with other given group elements. More precisely, for each non-empty subset S C [m], there is
an associated subgroup of order [[,cgpi in G, which we will denote by Gg. For two distinct,
non-empty subsets Sp and 57, we assume it is hard to distinguish a random element of Gg,
from a random element of G's,, when one is only given random elements of Gg,,...,Gg, where
for each 2 < j <k, either S; NSy =0 =5;NS; or S; NSy #0#S5;NS.

More formally, we let G denote a group generation algorithm, which takes in m and a
security parameter A and outputs a bilinear group G of order N = p;y - - p;,, where p1,...,pm
are distinct primes. The General Subgroup Decision Assumption with respect to G is defined
as follows.

Definition 1. General Subgroup Decision Assumption. Let Sy, S1,59,...,Skr be non-empty
subsets of [m] such that for each 2 < j < k, either S;NSy =0 = S;NSy or S;NSy # 0 # S;NSy.
Given a group generator G, we define the following distribution:

G = (N:pl'”pvavGT7e) i g7
Zo < Gy 7y 2 G,y Zo 45 G,y 2y 2 G,
D= (G, %,...,2).
We assume that for any PPT algorithm A (with output in {0,1}),
Advg,A = ’P[A(Da ZO) = 1] -P ['A(Du Zl) = 1”

1s negligible in the security parameter .



We note that this assumption holds in the generic group model, assuming it is hard to find
a non-trivial factor of the group order N.

Restricting to challenge sets differing by one element We observe that it suffices to
consider challenge sets Sy and S; of the form S; = SoU{i} for some i € [m], ¢ ¢ Sy. We refer to
this restricted class of subgroup decision assumptions as the 1-General Subgroup Decision As-
sumption. To see that the 1-general subgroup decision assumption implies the general subgroup
decision assumption, we show that any instance of the general subgroup decision assumption is
implied by a sequence of the more restricted instances. More precisely, for general Sy, Sy, we
let U denote the set So U S1 — Sp. For any 7 in U, the 1-general subgroup decision assumption
implies that it hard to distinguish a random element of G, from a random element of G,y
even given random elements from Gg,,...,Gg,. That is because each of the sets So,..., S}
either does not intersect S7 or Sy and hence does not intersect Sp or SoU{i} C Sy, or intersects
both Sp and Sp U {i}. We can now incrementally add the other elements of U using instances
of the 1-general subgroup decision assumption, ultimately showing that it is hard to distin-
guish a random element of G'g, from a random element of Gg,us,. We can reverse the process
and subtract one element at a time from Sy U .S7 until we arrive at S;. Thus, the seemingly
more restrictive 1-general subgroup decision assumption implies the general subgroup decision
assumption.

2.2 Prime Order Bilinear Groups

We now let G denote a bilinear group of prime order p, with bilinear map ¢ : G x G — Gr.
More generally, one may have a bilinear map e : G x H — G, where G and H are different
groups. For simplicity in this paper, we will always consider groups where G = H.

In addition to referring to individual elements of G, we will also consider “vectors” of group
elements. For ' = (v1,...,v,) € Z; and g € G, we write ¢” to denote a n-tuple of elements of
G:

v1

g" = (9", 9", ..., 9").

We can also perform scalar multiplication and vector addition in the exponent. For any a € 7Z,
and U, € Zy, we have:

—

av avy

9" =" g

a'un) T+ v1 w1

. 9" =g s, gt

We define e, to denote the product of the componentwise pairings:
enlg”, 9%) == eg",9"") = e(g,9)"".
Here, the dot product is taken modulo p.

Dual Pairing Vector Spaces We will employ the concept of dual pairing vector spaces from
[31, 32]. For a fixed (constant) dimension n, we will choose two random bases B := (b1, ... bn)
and B* := ( b*) of Z;, subject to the constraint that they are “dual orthonormal”,
meaning that

— —

bi - b7 = 0 (mod p),



whenever 7 # j, and

for all 4, where 1) is a uniformly random element of Z,. (This is a slight abuse of the terminology
“orthonormal”, since 1) is not constrained to be 1.)
For a generator g € G, we note that

en(.gbi7gb;) =1

whenever ¢ £ j, where 1 here denotes the identity element in Gr.

We note that choosing random dual orthonormal bases (B, B*) can equivalently be thought
of as choosing a random basis B, Choosing a random vector 5* subject to the constraint that it
is orthogonal to 52, .. bn, defining 1) = b1 bl, and then choosing b* so that it is orthogonal to
51, 53, .. bn, and has dot product with bg equal to v, and so on. We will later use the notation
(D, D) and di, ..., etc. to also denote dual orthonormal bases and their vectors (and even
F,F* and ﬁ, etc.). This is because we will sometimes be handling more than one pair of dual
orthonormal bases at a time, and we use different notation to avoid confusing them.

Decisional Linear Assumption The complexity assumption we will rely on in prime order
bilinear groups is the Decisional Linear Assumption. To define this formally, we let G denote a
group generation algorithm, which takes in a security parameter A and outputs a bilinear group
G of order p.

Definition 2. Decisional Linear Assumption. Given a group gemerator G, we define the fol-
lowing distribution:

G := (p,G,Gr,e) £ g,

g,f,v,w i Ga C1,C2, W i Zpa
= (g7f7v7f017v02)'
We assume that for any PPT algorithm A (with output in {0,1}),
Advg 4 = |P [A(D, g ) = 1] = P[A(D, gt t") = 1]

1s negligible in the security parameter .

2.3 Previously Investigated Abstract Properties of Bilinear Groups

We now define the abstract properties of projecting and canceling as formulated by Freeman
[14]:

Projecting bilinear maps We say a bilinear map e : G x H — G is projecting if there
exist subgroups G C G, Hy C H,G/, C G and group homomorphisms 71, 72, and 77 mapping
G, H,Gp into themselves (respectively) such that Gy is the kernel of 71, Hj is the kernel of 7y,

- is the kernel of w7, and these “projection maps” m,me, 77 commute with e in the sense

that:

e(m1(g),m2(h)) = nr(e(g,h)) Vg € G,h € H.



This structure is naturally achieved when the groups G, H, Gr are of composite order N =
p1---pm (where pi,...,py, are distinct primes), since we may take Gi, Hi, and G/ to be
the subgroups of order p; inside G, H, G respectively, and define the projections 7y, w3 to be
exponentiation by p; while 77 is exponentiation by p?.

In this work, we will not consider projecting pairings and will instead be concerned with
canceling pairings:

Canceling bilinear maps We say a bilinear map e : G x H — Gr is canceling if there
are subgroups Gi,...,Gy, of G and Hy,...,H,, of H such that G = G1 X ... X G, H =
Hi x ... x Hy,, and e(g;, h;) = 1 in Gp whenever g; € Gy, hj € H; for i # j (here 1 represents
the identity element of Gr). This structure is achieved naturally when the groups G, H,Gr
are of composite order N = p; - - p,, (where py,...,p,, are distinct primes), since we may set
G; = Gy,, H; = Hp, to be the subgroups of order p; for each i. This structure is also achieved
by dual orthonormal bases (B, B*) in prime order groups, where each subgroup G; corresponds
to the span of vector EZ in the exponent, and each subgroup H; corresponds to the span of the
vector EZ‘ in the exponent. Here, the underlying bilinear map e : G x G — G acts on two copies
of the same group G, but we use different bases in the exponents of our pairing e,, on n-tuples
of group elements.

3 Owur Main Tools

There is an additional feature of composite order groups that is often exploited along with
canceling in the security proofs for composite order constructions: we call this parameter hiding.
In composite order groups, parameter hiding takes the following form. Consider a composite
order group G of order N = pip, and an element g; € G, (an element of order p;). Then if
we sample a uniformly random exponent a € Zy and produce g{, this reveals nothing about
the value of @ modulo ps. More precisely, the Chinese Remainder theorem guarantees that the
value of @ modulo py conditioned on the value of @ modulo p; is still uniformly random, and g{
only depends on the value of @ modulo p;. This allows a party choosing a to publish gf and still
hide some information about a, namely its value modulo ps. Note that this party only needs to
know N and g¢;: it does not need to know the factorization of V.

This is an extremely useful tool in security proofs, enabling a simulator to choose some
secret random exponents, publish the public parameters by raising known subgroup elements to
these exponents, and still information-theoretically hide the values of these exponents modulo
some of the primes. These hidden values can be leveraged later in the security game to argue
that something looks well-distributed in the attacker’s view, even if this does not hold in the
simulator’s view. This sort of trick is crucial in proofs employing the dual system encryption
methodology.

Replicating this trick in prime order groups seems challenging, since if one is given g and
g% in a prime order group, a is completely revealed modulo p in an information-theoretic sense.
To resolve this issue, we use dual pairing vector spaces. We observe that a form of parameter
hiding is achieved by using dual orthonormal bases: one can generate a random pair of dual
orthonormal bases (B, B*) for Zy, apply an invertible change of basis matrix A to a subset of
these basis vectors, and produce a new pair of dual orthonormal bases which is also randomly
distributed, independently of A. This allows us to hide a random matrix A. We formulate this
precisely below.



3.1 Parameter Hiding in Dual Orthonormal Bases

We consider taking dual orthonormal bases and applying a linear change of basis to a subset of
their vectors. We do this in such a way that we produce new dual orthonormal bases. In this
subsection, we prove that if we start with randomly sampled dual orthonormal bases, then the
resulting bases will also be random - in particular, the distribution of the final bases reveals
nothing about the change of basis matrix that was employed. This “hidden” matrix can then
be leveraged in security proofs as a way of separating the simulator’s view from the attacker’s.

To describe this formally, we let m < n be fixed positive integers and A € Z;"*™ be an
invertible matrix. We let S, C [n] be a subset of size m (|S| = m). For any dual orthonormal
bases B,B*, we can then define new dual orthonormal bases B4,B% as follows. We let By,
denote the n x m matrix over Z, whose columns are the vectors l_); € B such that i € S,,. Then
B, A is also an n x m matrix. We form B4 by retaining all of the vectors l_); € B fori ¢ S,
and exchanging the b; for i € Sy, with the columns of B, A. To define B, we similarly let
B, denote the n X m matrix over Z, whose columns are the vectors 5;‘ € B* such that ¢ € S,,.
Then B}, (A71)! is also an n x m matrix, where (A~1)! denotes the transpose of A~!. We form
B’ by retaining all of the vectors I;;" € B* for i ¢ S, and exchanging the b; for i € S,, with the
columns of B, (A™1)%.

To see that B4 and B% are dual orthonormal bases, note that for ¢ € Sy,, the corresponding
basis vector in B4 can be expressed as a linear combination of the basis vectors Ej € B with
j € Sm, and the coefficients of this linear combination correspond to a column of A, say the
¢ column (equivalently, say i is the (" element of S,,). When £ # ¢, the ¢** column of A
is orthogonal to the (#) column of (A~1)!. This means that the i*" vector of B4 will be
orthogonal to the (i) vector of B* whenever i # i'. Moreover, the ¢/ column of A and the
¢t column of (A~1)* have dot product equal to 1, so the dot product of the i*" vector of B4
and the i*" vector of B will be equal to the same value 1) as in the original bases B and B*.

For a fixed dimension n and prime p, we let (B, B*) & Dual (Zg) denote choosing random
dual orthonormal bases B and B* of Z;. Here, Dual(Z}) denotes the set of dual orthonormal
bases.

Lemma 3. For any fived positive integers m < n, any fived invertible A € Z;"*™ and set

Sm C [n] of size m, if (B,B*) L Dual(Zy), then (Ba,B%) is also distributed as a random
sample from Dual(Zg). In particular, the distribution of (Ba,BY) is independent of A.

Proof. There is a one-to-one correspondence between (B, B*) and (B4, BY): given (B4, B ), one
can recover (B, B*) by applying A~! to the vectors in B4 whose indices are in S,,, and applying
A to the corresponding vectors in B*. This shows that every pair of dual orthonormal bases is
equally likely to occur as B4, B%. O

3.2 Exploiting Hidden Parameters - An Example

We now give a small example of how a hidden change of basis matrix can be exploited by a
simulator to hide a correlation from the attacker’s view. This example relies simply on pairwise
independence of the function f(z) = ax+b for z,a,b € Z, when a and b are chosen uniformly at
random. Even this basic case is already quite useful - in particular, we will use this to establish
full security for a close analog of the selectively secure Boneh-Boyen IBE scheme.

Lemma 4. Let y,z € Zp, z # y. We define Z to be the column vector (1,2)" and § to be the
column vector (y,—1)t. Let A be a 2 x 2 matriz over Z, whose entries are chosen uniformly at
random and vy, X be chosen uniformly at random from Z,. Then the distribution of the vectors



yATYZ and NAYY is negligibly close to the uniform distribution over Zg X ZIQ). (Note that A is
invertible with all but negligible probability.)

Proof. We let a;; denote the i, j entry of A for 4,j € {1,2}. We may assume that A is invert-
ible, since this holds with overwhelming probability. Up to ignoring a scaling factor (which is
irrelevant since our final vectors are randomly scaled by «, \), we can then write

AL = a22 —ai2 At — ailp azi
—as1  ajy ’ a2 a2

We then have (still ignoring a scaling factor):

A1z a2 — 20412 ’ Atg: aily — a1 '
—ag1 + za11 a2y — a2
Since f(x) := aj1x — ag; and g(z) := a122 — agy are both pairwise independent functions of z,
and y # z, we have that these four entries are distributed as uniformly random in Z;;. O

Later, we will apply this lemma where y and z are distinct identities in an IBE scheme.

3.3 The Subspace Assumption

We now state a complexity assumption in prime order groups that we will use to simulate
the effects of subgroup decision assumptions in composite order groups. We call this the Sub-
space Assumption. We show that the subspace assumption is implied by the decisional linear
assumption.

In prime order groups, basis vectors in the exponent take the place of subgroups. Since
we are using dual orthonormal bases, our new concept of orthogonality between “subgroups”
becomes asymmetric. If we have dual orthonormal bases B, B* and we think of “subgroup 1” in
B as corresponding to the span of 51, . ,54, then this is not orthogonal to the other vectors in
B, but it is orthogonal to vectors gg, ey 5’,; in B*. Essentially, the notion of a single subgroup
has now been split into a pair of “subgroups”, one for each side of the pairing, and orthogonality
between different subgroups now only holds for elements on opposite sides.

This sort of asymmetry can be quite useful. For example, consider an instance of the general
subgroup decision assumption in composite order groups, where the task is to distinguish a
random element of G, from G,,,,. In this case, we cannot give out an element of G,,, since it
can trivially be used to break the assumption by pairing it with the challenge term and seeing
if the result is the identity. If we instead use dual orthonormal bases in a prime order group,
the situation is a bit different. Suppose that given ¢%, the task is to dlstlngulsh whether the
exponent vector ¥ is in the span of b b* or in the larger span of bl,b2,b3 We cannot give
out ¢%, since one could then break the assumption by testing if e, (g%, ¢*) = e(g,g)"? is the
identity, but we can give out gbé

Our definition of the subspace assumption is motivated by this and our observation in Section
2.1 that the general subgroup decision assumption in composite order groups can be restricted
to distinguishing between sets that differ by one element. What this means is that to simulate
the uses of the general subgroup decision in composite order groups, one can focus merely on
creating an analog for expansion into one new “subgroup” at a time. At its core, our subspace
assumption says that if one is given ¢”, then it is hard to tell if ¥ is randomly chosen from
the span of 5 52 or from the larger span of 51, 52, 53, even if one is given scalar multiples of all
bases vectors in B and B* in the exponent, except for b3 We augment this by also given out a
random linear combination of bl, bg, bs in the exponent. We then generalize this by replicating
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the same structure for k 3-tuples of vectors, with the random linear combinations having the
same coefficients. (The fact that these coefficients are the same prevents this from following
immediately from the assumption for a single 3-tuple applied in hybrid fashion.)

We now give the formal description of the subspace assumption. For a fixed dimension n > 3
and prime p, we recall that (B, B*) & Dual (Zyy) denotes choosing random dual orthonormal
bases B and B* of Zj;, and Dual(Zy) denotes the set of dual orthonormal bases. Our assumption
is additionally parameterized by a positive integer k < 3.

Definition 5. (Subspace Assumption) Given a group generator G, we define the following dis-
tribution:

G = (p,G,Gr,e) <= G,
(B, B*) <" Dual(Z}),

R R
g <— Ga m, ﬁ’717725733M1au2’M3 < Zp’

o p1b1+ b1 +psbo . pnbatpabyiotpush . M1y p2bog+pusb.
U1 - gul 1TH20k+1TH3 2k+17 U2 - gMI 2T H20k+2TH3 2k+2’ e Uk = gﬂl kTH202K TH3 sk’
Vy o= gniEBhL i grinbsreBhl, oy grnbTe By,
Wy = ngan+T2ﬁbZ+1+T3b§k+17 Wo 1= ngnb§+TzﬂbZ+2+T3b§k+2’ ooy W= gT1an+T2ﬁb§k+T3b§k

D = (ggl,ggz, .. ,gg%,gg%“, ... ,gl;",gngi,...,g”gz,gﬁgzﬂ7 . ,gﬁggk,gl_’ékﬂ, ... ,gEZ,Ul,Ug, .. .,Uk,/,bg).
We assume that for any PPT algorithm A (with output in {0,1}),

Advg 4 = |PJA(D,Vi,..., V) =1] = P[A(D,Wy,..., W) =1]|
1s negligible in the security parameter .

We have included in D more terms than will be necessary for many applications of this
assumption, and in what follows we will often omit those we do not need. We will work
exclusively with the £ = 1 and k& = 2 cases. We present the assumption in the form above
in order make it more versatile for use in future applications. We additionally note that the
form stated above can be further generalized to involve multiple, independently generated dual
orthonormal bases (B1,B7}), (B2,B3), ..., (B;, IB%;T), for any fixed j. The terms in the assumption
would be duplicated for each pair of bases, with the same values of 1, 8,71, T2, 73, ft1, 2, 3.
We will not need this generalization for the applications we present. To help the reader see
the main structure of this assumption through the burdensome notation, we include heuristic
illustrations of the £k = 1 and k& = 2 cases below.

B o] [of

P,

B (0 (0 e

Figure 1: Subspace Assumption with & =1

In these diagrams, the top rows illustrate the U terms, while the bottom rows illustrate
the V., W terms. The solid ovals and rectangles indicate the presence of basis vectors. The
crossed rectangles indicate basis elements of B which are present in Uy, Us but are not given
out in isolation. The dotted ovals adorned by question marks indicate the basis vectors whose
presence depends on whether we consider the V’s or the W's.
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Figure 2: Subspace Assumption with k£ = 2

3.4 Reduction to the Decisional Linear Assumption
We now show that our subspace assumption is implied by the decisional linear assumption.

Lemma 6. If the decisional linear assumption holds for a group generator G, then the subspace
assumption stated in Definition 5 also holds for G.

Proof. We assume there exists a PPT algorithm A breaking the subspace assumption with non-
negligible advantage (for some fixed positive integers k,n satisfying n > 3k). We will use this
to create a PPT algorithm B which breaks the decisional linear assumption with non-negligible
advantage. B is given g, f,v, f1,v°?, T, where T is either g°1*2 or T is a uniformly random
element of G. We let /; denote the discrete logarithm base g of f and £, denote the discrete
logarithm base g of v, i.e. f = ¢ and v = g%.

B simulates the subspace assumptlon for .A as follows. B first samples random dual or-
thonormal bases, denoted by dl,.. d,, and d d* In other words, B chooses vectors
J dn, d e d randomly, subject to the constramts that d; d = Omod p when ¢ # j, and

di : df = wmodp for all ¢ from 1 to n, where v is a random element of Z,. Now, B implicitly
sets:

nby = doyq + Lpdy, mby = dsy o + Lpdy, .., nby = d3y, + Lydy,
Bbjyy = digy + Lodiyy, BYy = dypyn + bodiyg, ..., Bby, = diy + Ludiy,
b;k-}—l = d;k’-ﬁ-l’ ,b;kl = d:;

We think of this as setting n = ¢; and 8 = ¢, with g*f = n‘lci;k+1 + d_% for example.
B sets the dual basis as:

b1 =di, by = do, ... by = doy,
bogr1 = doji1 — 5;16?1 — 0 g1, - b = dag — ffljk — 0, oy,

b3k+1 = d3ks1, -y bp = dp.
We observe that under these definitions, bi - 5* = Omod p whenever i 7& 7, and bi - 5;" =

d;- d* Y for all ¢ i from 1 to n. We note that B can produce all of g"b LS gﬂ kLo ,gﬁgzk,

gb2k+1 ...,g , g ...,gb% and gb3k+1 yeess b" but cannot produce gb2’€+1 ...,gb3k.

We argue that n = £, 8 = {,, bl, RN and b . b* are properly distributed. To see this,
note that given any dual orthonormal bases 51, ey En and 5*1‘, .. .,I;;i, and any 7, [, one can
solve for a unique dual orthonormal bases d_i, ceey d, and d%, ce ,Ji’; (with the same value of v))
which yields 51, ey by, and 5’{, ey I;Z via the equations above. Thus, n = f;, 8 = {,, 51, ey bn

and I;*, cee 5; are properly distributed.
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Now B creates Uy, ..., Uy as follows. It chooses random values i, pb, it € Zy,. It sets:
U, = guigl+ﬂégk+1+uécfzk+1_
We note that
piby + phbi 1 + pydargr = (uh + £ )by + (b + €5 1) brsn + pihbana-

In other words, B has implicitly set u1 = uf + E;lug, po = ph + 0y s, and ps = ph. We note
that these values are uniformly random, and ug is known to B. B can then form Us, ..., Uy as:

'y 'y ' 'y Iy ' T
Uy = g#1b2+u2bk+2+#‘3d2k+27 LU= g#lbk+ﬂ2b2k+ﬂgd3k'
B then implicitly sets 7 = ¢; and 70 = ¢o. We note that

by + 1By = (c1 4 ca)dyyyy + cilydi + cabydy g,

7’17752 + 7255§k = (a1 + Cz)cﬁ,k + C1€fd_i + C2€vd_;§k-

The terms which are multiples of ¢y and c3/, are not difficult for B to produce as exponents
of g, since B has f¢ = ¢°1%s and v = ¢°?%». For the multiples of ¢; + ¢2, B needs to use 7.
B computes:

Ty = T (fo)% (o) en L T = T (po)% (02 e
If T = gt then these are distributed as Vi,...,V,. If T = g1 then these are dis-
tributed as Wy, ..., Wy, with 73 implicitly set to w.
B gives

D = (95179527 ct ’gg2k’gg3k+1’ AR 7gl;n7g7751(7 A 79775279’85;;4»1’ A 7gﬁg;k7

gb;lﬂ—l, N ,gb;, Ul, U27 ey Uk,ug,)

to A, along with 771, ...,T;. B can then leverage A’s non-negligible advantage in distinguishing
between the distributions (V1,..., Vi) and (W1,..., W) to achieve a non-negligible advantage in
distinguishing 7' = ¢“1 72 from T = ¢“' 72T hence violating the decisional linear assumption.
We note that the above reduction can be parallelized for multiple bases (B1,B7}), (B2,B3), ...,
(B, B}) by having the simulator sample (D1,D7),...,(D;, D7) independently and follow the
same procedure for each. O

4 Analog of the Boneh-Boyen IBE Scheme

In this section, we employ our subspace assumption and our parameter hiding technique for
dual orthonormal bases to prove full security for a close analog of the Boneh-Boyen IBE scheme
from the decisional linear assumption. This is the same security guarantee achieved for the
IBE scheme in [39] and our efficiency is also similar. The advantage of our scheme is that it
is a much closer analog to the original Boneh-Boyen IBE, and resultingly has a simpler, more
intuitive structure.

Our security proof essentially mirrors the structure of the security proof given in [27], which
provides a fully secure variant of the Boneh-Boyen IBE scheme in composite order groups. This
serves as an illustrative example of how our techniques can be used to simulate dual system
encryption proofs in the prime order setting that were originally presented in composite order
groups.
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4.1 Review of the Boneh-Boyen Scheme

We begin by reviewing the original Boneh-Boyen scheme [5] in prime order bilinear groups,
which was proven to be selectively secure. In this scheme, the public parameters consist of
three random elements of G and one element of Gr:

PP :={g,u,h € G,e(g,9)"}.

Here, o is random element of Z,, and MSK = ¢g“. Identities are assumed to be elements of Z,,
and a secret key for identity ID is of the form

SKID — {ga(uIDh)r’gr}’

where 7 is a random value in Z, chosen by the master authority when it is called upon to issue
this secret key. Messages are assumed to be elements of G, and an encryption of a message
M to an identity ID takes the form:

CT = {Me(g,9)*, ¢°, (u'Ph)*},

where s is a random value in Zj, chosen by the encryptor. Decryption works by computing two
pairings and dividing the result to obtain:

e(g*(W'Pn)", g%) fe(g", (W'Ph)%) = e(g,9)**,

which can then be divided from Me(g, g)*® to obtain M.

This scheme is quite elegant in its simplicity - every parameter plays a clear role. The ran-
domness s is used to randomize ciphertexts. The randomness r embedded in a user’s secret key
prevents the user from recovering the master secret key. The parameter h prevents multiplica-
tive manipulations of identities: for example, suppose one user has identity ID and another
has identity 2ID. If the parameter h were absent, the user with identity 2/ D could take a
ciphertext encrypted to ID and raise the last element to the power 2 to obtain a ciphertext for
his identity 2/ D. The parameter u prevents users from removing the dependence on identities.
For example, if we used ¢/” in place of u/P, then a user could take the ¢g" term in his secret
key, raise it to the power ID, and use this to strip off the identity-dependent term from the
first part of his key.

4.2 Review of the Lewko-Waters Composite Order Variant

The Lewko-Waters IBE scheme [27] takes the Boneh-Boyen IBE and embeds it into the first
subgroup of a bilinear group of composite order N = p;pop3. Random elements from G, are
multiplied to key elements for additional randomization. This results in a scheme that retains
the intuitive structure of Boneh-Boyen. In fact its description is almost identical, except that
now g, u, h are replaced by g1,u1,h1 € Gp,, and keys are of the form:

SKID - {g?(U{Dhl)rR& g{Rg}7

where Rs, R are randomly chosen elements of Gj,. Since the ciphertext elements g5, (uiPh;)?
are contained in Gp,, these extra terms R3, Rj are orthogonal to the ciphertext and do not
hinder decryption.

Full security is proven using the dual system encryption methodology. In a dual system,
there are two kinds of keys and ciphertexts: normal and semi-functional. Normal keys and ci-
phertexts are used in the real system, while their semi-functional counterparts are only invoked
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in the proof. The relationships between these objects are as follows: normal keys can decrypt
both normal and semi-functional ciphertexts, while semi-functional keys can only decrypt nor-
mal ciphertexts. When a semi-functional key is used to decrypt a semi-functional ciphertext,
decryption will fail with all but negligible probability.

The security proof for a dual system is accomplished via a hybrid argument argument over
a sequence of games. The first game is the real security game with normal keys and a normal
ciphertext. In the next game, the ciphertext given to the attacker is changed to be semi-
functional. Then, the keys given to the attacker are changed to be semi-functional, one by
one. Once everything the attacker receives is semi-functional, then it is typically easy to prove
security directly.

Semi-functional keys and ciphertexts in the LW IBE are just like normal keys and ciphertexts
in the subgroups G\, and G,,, with additional random components in G,,. More precisely, a
semi-functional ciphertext is of the form

CT = {Me(g1,01)*, 9§ X2, (u1”h1)* X3},
where X, X/ are random elements in G,,. Similarly, a semi-functional key is of the form
SKrp = {97 (u1"h1)" R3Ya, g R3Y3},

where Y5,Y; are random elements in G)p,. Note that these elements in G, affect decryption
only when a semi-functional key and a semi-functional ciphertext are paired together.

To execute the game transitions in the hybrid proof, one must argue that an attacker’s
advantage cannot change noticeably between adjacent games. This is done by showing that if
one is given a PPT attacker whose advantage noticeably changes, then one can create a PPT
simulator which leverages this attacker to break a computational assumption. It is relatively
straightforward to use a subgroup decision assumption to change the ciphertext from normal
to semi-functional: the simulator will be given g1 € G),, 93 € Gp, and T', and its task will be
to decide if T € Gy, or T € Gpyp,. It will set uy = g¢ and hy = ¢}, where it knows a,b € Zy,
and can then implicitly set g{ to be the G, component of T'. It can compute the final element
of the ciphertext as T%/P+°. If T € G,,, this is a properly distributed normal ciphertext. If
T € Gp,p,, this is a properly distributed semi-functional ciphertext (note that the values of a,b
modulo po are uniformly random, even conditioned on the public parameters, which only reveal
their values modulo py).

There is a subtlety inherent in the proof while a particular key is changing from normal to
semi-functional. We will refer to this key as the “challenge key.” Since the proof provides full
security, the simulator will not know ahead of time what the challenge identity will be. Hence,
the simulator must be prepared to make the semi-functional ciphertext for any identity, and also
to make the challenge key for any identity. The simulator should not know for itself whether the
challenge key that it creates is normal or semi-functional - but it seems that it could determine
this by creating a semi-functional ciphertext for the same identity and testing if decryption
succeeds. To avoid this paradox, the simulator is designed so that if it were to make the semi-
functional ciphertext and the challenge key for the same identity, the two objects would be
correlated to ensure that decryption would succeed, regardless of whether the semi-functional
components are present on the challenge key. In other words, if semi-functional components
are present on the key, then they are correlated with the semi-functional components of the
ciphertext so that they cancel out upon decryption if the identities are equal. This phenomenon
is called nominal semi-functionality. This is where the parameter hiding technique is crucial:
the same distribution of semi-functional components that is correlated in the simulator’s view
must look uncorrelated to the attacker, who can only request keys for identities unequal to
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the identity of the challenge ciphertext. In the LW proof, this is accomplished via a pairwise
independent function, f(ID) := alD + b modulo ps. The value of a modulo p; is the discrete
log of u; base g1, while the value of b modulo p; is the discrete log of h; base g;. Information-
theoretically, the public parameters reveal a mod p; and b mod p1, but the values of a mod ps and
bmod ps remain hidden. The pairwise independence of the function f modulo ps can thus be
invoked to argue that the semi-functional components of the challenge ciphertext and challenge
key appear properly distributed in the attacker’s view. For more details of this argument, see
[27].

The subgroup decision assumption used for this step in the proof is as follows: given random
elements in G,,, Gp;, Gp,p,, and G,p,, it should be hard to distinguish a random element of
Gp,ps from a random element of G. The element of G, is used to make the public parameters,
the element of G, is used to randomize normal keys, the element of G, is used to make
the semi-functional ciphertext, the element of G,,,, is used to make the semi-functional keys,
and the element of unknown type is used to make the challenge key (its G,, component is
implicitly set to be g7). Because the G,, components of the challenge ciphertext and the
(possibly present) G, components of the challenge key both enter via group elements that also
have G, components, the exponents of these elements must conform to the structure of the
scheme that is enforced in the G), subgroup - this is what causes nominal semi-functionality
when the identities are the same: the cancelation that happens in the G, subgroup is mirrored
in the G, subgroup. Essentially, what we get is a second copy of the scheme occurring in the G,
subgroup for the challenge key and challenge ciphertext, but with “fresh” parameters a mod ps
and bmod py that are not constrained by the public parameters. This hides the structure in
G, via pairwise independence when the identities are unequal.

4.3 Our Construction

We now construct an analog of the Boneh-Boyen IBE scheme in prime order bilinear groups that
can be proven fully secure by mimicking the LW proof strategy. We will use dual orthonormal
bases (D, D*) of Zg, where p is the prime order of our bilinear group G. Public parameters and
ciphertexts will have exponents described in terms of the basis vectors in D, while secret keys
will have exponents described in terms of D*. The first four basis vectors of each will constitute
the “normal space” (like Gp, in the LW scheme), and the last two basis vectors of each will
constitute the “semi-functional space” (like G, in the LW scheme).

By using dual pairing vector spaces, we avoid the need to simulate G),. In the LW scheme,
the purpose of Gy, is to allow the creation of other semi-functional keys while a challenge key
is changing from normal to semi-functional. More precisely, it allows the subgroup decision
assumption to give out an element of G,,,, that can be used to generate semi-functional keys
when the task is to distinguish a random element of G, from a random element of G. We note
that if we did not use G, here and instead tried to create all of the semi-functional keys from a
term in G, p,, then these keys would not be properly randomized in the G,, subgroup because
the structure of the scheme is enforced in the G, subgroup. Pairwise independence cannot save
us here because there are many keys. However, the asymmetry of dual pairing vector spaces
avoids this issue: while we are expanding the challenge key into the “semi-functional space” in
D*, we can still know a basis for the semi-functional space of D* in the exponent - it is only the
corresponding terms in the semi-functional space of D that we do not have access to in isolation.
This allows us to make the other semi-functional keys without needing to create an analog of
the G, subgroup.

As we reviewed above, the core of the Boneh-Boyen scheme is a cancelation between terms
in two pairings, one with the identity appearing on the ciphertext side and the other with
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the identity appearing on the key side. This is combined with a mechanism for preventing
multiplication manipulation of the identity. In our scheme, this core cancelation is duplicated:
instead of having one cancelation, we have two, each with its own random coefficients. The first
cancelation will occur for the cfl, dy and d_”{,d_’; components, and the second will occur for the
J;,,aﬁl and Jéﬁ), Jﬁ components.

This expansion gives us room to use the subspace assumption with parameter £ = 2 to
transition from 4-dimensional exponents for normal keys and ciphertexts to 6-dimensional ex-
ponents for semi-functional keys and ciphertexts. Having a 2-dimensional semi-functional space
allows us to implement nominal semi-functionality. We will elaborate on this below after defin-
ing the semi-functional objects for our scheme. To prevent multiplicative manipulations of the
identities in our scheme is rather easy, since the orthogonality of the dual bases allows us to
“tie” all the components of the keys and ciphertexts together without causing cross interactions
that interfere with decryption.

We assume that messages M are elements of Gp (the target group of the bilinear map) and
that identities 1D are elements of Z,.

Setup()\) — MSK,PP The setup algorithm takes in the security parameter A and chooses a
bilinear group G of sufficiently large prime order p. We let e : G x G — G denote the bilinear

map. We set n = 6. The algorithm samples random dual orthonormal bases, (D,D*) £
Dual(Zg). We let dy, ..., ds denote the elements of D and dj, ..., dj denote the elements of D*.
It also chooses random values «, 0,0 € Z,. The public parameters are computed as:

PP = {G,p,e(g,g)“("fl'd?,gi, e ,gdjl} ‘

(We note that dy - cf{ = 1 by definition of I, D*, but we write out the dot product when we feel
it is more instructive.) The master secret key is:

MSK = { gOdt gaddi (0d5 jods gadz}.

KeyGen(MSK, ID) — SK;p The key generation algorithm chooses random values r1,ry € Z,
and forms the secret key as:
SK;p = g(oz+r1[D)06f{fr1€J‘§+r21Docz‘§frgacﬁ

Encrypt(M,ID,PP) — CT The encryption algorithm chooses random values sy, s2 € Z;, and
forms the ciphertext as:

LS - . .
CT = {01 — M <e<g’g)o¢9d1.d1> Oy = gsld1+811Dd2+52d3+821Dd4}_

Decrypt(CT,SK;p) - M The decryption algorithm computes the message as:
M = Ci/en(SKrp, Co).

Recall that n = 6, so this requires six pairings.
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4.4 Correctness
We observe that when the ciphertext is encrypted under 1D, then:

en(SK;p, Cy) = 6(97g)s1(a+r1ID)GJl-djffsllDrlaaz’z-CP§+SQTQIDJJ3-CZ§7521Dr20'czl-dt’£.
Since cfl . J;[ = Jg . J; = d}, . dgﬁ = d1 . d?i = 1, this exponent is equal to:

(s1a0 + s1711DO — s1111DO + sorol Do — serel Do)y = s1abi.
Noting that

C1 = Me(g, 9)*",

correctness follows.

A visual representation of the structure of our construction is below in Figure 3. In our
illustration, we leave out the o contribution as well as the 6 and ¢ parameters in order to get an
uncluttered look at the core structure of the cancelations that occur in our decryption algorithm.
We indicate the semi-functional space to be the span of the vectors dg, 0?6 for ciphertexts and
the span of the vectors d: , JZ for keys. Semi-functional ciphertexts and keys will include random
vectors in these spaces. These are formally defined in the next subsection.

s; sID: s, s,ID:
ciphertext D ®© @ : ® @ :
: : Semi-functional

nID - grle -T, Space
key D* @ o:ie@ @:

Figure 3: Cancelation in our construction

4.5 Semi-functional Algorithms

We choose to define our semi-functional objects by providing algorithms that generate them.
We note that these algorithms are only provided for definitional purposes, and are not part of
the IBE system. In particular, they do not need to be efficiently computable from the public
parameters and master secret key alone.

KeyGenSF The semi-functional key generation algorithm chooses random values r1, ra, t5,tg €
Z,, and forms the secret key as

SKID - g(a—l—rlID)Gcfi‘ —r16J§+r21Dac?§—rga(ﬁ—i-tyzé—&-tgc%

This is distributed like a normal key with additional random multiples of dé‘ and d% added in
the exponent.

EncryptSF The semi-functional encryption algorithm chooses random values si, s9, 25, 26 €
Z,, and forms the ciphertext as:

> =\ 81 - - - - - -
CT = {Cl = M (e(g’g)aedl-d1> , 02 = gsldl+31IDdQ+82d3+821Dd4+25d5+z6d6} .
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This is distributed like a normal ciphertext with additional random multiples of d; and d?; added
in the exponent.

We observe that if one applies the decryption procedure with a semi-functional key and a
normal ciphertext, decryption will succeed because d5,d6 are orthogonal to all of the vectors
in exponent of Cy, and hence have no effect on decryption. Similarly, decryption of a semi-
functional ciphertext by a normal key will also succeed because J:r), dg are orthogonal to all of
the vectors in the exponent of the key. When both the ciphertext and key are semi-functional,
the result of e, (SK;p,C2) will have an additional term, namely

t5Z5Ci;>‘Jg+t626d%'fé — e( )(t525+t626)w.

e(g,9) 9.9

Decryption will then fail unless t5z5 + tgz¢ = Omod p. If this modular equation holds, we say
that the key and ciphertext pair is nominally semi-functional. We note that this is possible,
even when none of ts5, z5, tg, 26 are congruent to zero modulo p - this is why we have designated
a semi-functional space of dimension 2. Requiring the 1-dimensional version of this modular
equation, i.e. t5z5 = 0 mod p, would be equivalent to requiring that either ¢5 or z5 be congruent
to zero modulo p.

4.6 Proof of Security
We now prove the following theorem:

Theorem 7. Under the decisional linear assumption, the IBE scheme presented in Section 4.3
is fully secure.

We prove this using a hybrid argument over a sequence of games, following the LW strategy.
We start with the real security game, denoted by Game,..,;. We let ¢ denote the number of keys
requested by the attacker. We define the following additional games.

Game; for i =0,1,...,q Game; is like Game,.q;, except the ciphertext given to the attacker
is semi-functional (i.e. generated by a call to EncryptSF instead of Encrypt) and the first ¢
keys given to the attacker are semi-functional (generated by KeyGenSF). The remaining keys
are normal. We note that in Gamey, all of the keys are normal, and in Game,, all of the keys
are semi-functional.

Gamey;,, Gamey;y,, is like Game,, except that the ciphertext is a semi-functional encryption
of a random message in G, instead of one of the messages supplied by the attacker.

We transition from Game,., to Gamey, then to Game;, and so on, until we arrive at
Game,. We prove that with each transition, the attacker’s advantage cannot change by a non-
negligible amount. As a last step, we transition to Game f;,,q;, where it is clear that the attacker’s
advantage is zero. These transitions are accomplished in the following lemmas, all using the
subspace assumption. We let Advre“l denote the advantage of an algorithm A in the real game,
Adv? !4 denote its advantage in Game;, and Advf nal Jenote its advantage in Game f;yq;.

We begin with the transition from Gamereal to Gameg. At the analogous step in the LW
proof, a subgroup decision assumption is used to expand the ciphertext from G, into G, p,.
Here, we use the subspace assumption with k& = 2 to expand the ciphertext exponent vector
from the span of cfl, cees dy into the larger span of dq, cees cié. We use a very basic instance of the
parameter hiding technique to argue that the resulting coefficients of d; and cﬁ; are randomly
distributed: this is done by initially embedding a random 2 x 2 change of basis matrix A into
our setting of the basis vectors afs, cﬁ;.
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A visual representation of the use of the subspace assumption in this step is provided in the
following figure.

s
Ciphertext D @ 'On -0'1
/

change of
basis matrix A

Keys D*E|E|E|E|o o

Figure 4: Ciphertext expands into semi-functional space

In Figure 4, solid ovals and rectangles denote the definite presence of vectors in the expo-
nents, and the dotted ovals denote elements that may or may not be present. We have illustrated
T1,T5 as for the basis B, and we note that D is obtained from B by applying the change of basis
matrix A to the last two basis vectors.

Lemma 8. If there exists a PPT algorithm A such that Adv’”eal Adv& is non-negligible, then
there exists a PPT algorithm B with non-negligible advantage against the subspace assumption,
with k =2 and n = 6.

Proof. B is given:
D= (gbl,--~,gb“ g, g g% gPi g gb U1,Uz,u3>,

along with T1, Tg It is B’s task to decide whether 17, T5 are distributed as gT”’b P+m2b3 gTWb 5+7260]
or as ngb1+T2Bb3+T3b5 g“”b2+725b4+73b In this proof, we will not need to use the terms
g b3 Y/ bg , U1, Us, u3, so these can be ignored.

B will simulate either Game,..,; or Gameg with A, depending on the distribution of T3, T5.
To compute the public parameters and master secret key, B first chooses a random matrix
A€ ZIQ,XQ (with all but negligible probability, A is invertible). We define dual orthonormal
bases [, F* by:

fr=mnbi, fo=mnb3, fs=BE3, fi=p5b;, fs =5, fo = b,

fr=nt, fs =n"tbe, fi =B7'bs, fi =B tba, f2 =1bs, fo = bs.
Now B implicitly sets D = F4,D* = %, where A is applied as a change of basis matrix to f_é,, fg;
and (A~1)! is applied as a change of basis matrix to 15, f¢, as described in Section 3.1. We note
that for i = 1,...,4, d; = f; and df = f. We note that ID,D* are properly distributed, and
reveal no information about A. This follows from Lemma 3, since IF, F* are still distributed as

a random pair of dual orthonormal bases.
B chooses random values «, 0,0’ € Z,, and implicitly sets § = 0'n, o = o’3. We note

/

abdy-d* by iy )" a dy
that lS’ can compute e(g,9) 1 as (en(g™, g ) . B can also produce g*,..., g%, and

g% g 2,9°%, g?%. Though B cannot produce g% or g s | these will not be needed for creating
normal keys.
B gives A the public parameters:

PP := {Gm?e(g,g)o‘%'digdl, . 79d4} :
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The master secret key,
MSK = { gOdt gabdi (0d5 jods gad4} :

is known to B. This allows B to respond to all of A’s key queries by calling the normal key
generation algorithm, and giving the resulting keys to A.

At some point, A submits two messages, My and M;, along with a challenge identity, I D*.
B chooses a random bit b € {0,1} and encrypts M, as follows. It sets:

C2 = T1 (TQ)ID*.

This implicitly sets s; = 71 and so = 79. It also computes:

0’ > o\ S1
Cy = M, (en(T1,9b1)> = M, (e(g,g)agdl'd1> :

It gives the ciphertext CT = {C1,Cs} to A.
Now, if T, T are equal to g711+72805  gmnby+728b5 then this is a properly distributed normal
encryption of Mp. In this case, B has properly simulated Game,.y. If 17,75 are equal to

ngﬁgT +7'2,Bg§ +73 bx 7'17753 +7'2,BEZ +73 I;g

5,9 instead, then the ciphertext element Cs has an additional

term of
3bs + ID*73b;; (1)

in its exponent. The coeflicients here in the basis gg, gg form the vector (73, ID*73). To compute
the coefficients in the basis d:;, cfﬁ, we multiply the matrix A~! by the transpose of this vector,
obtaining 73A~!(1, ID*)!. Since A is random (everything else given to A has been distributed
independently of A), these coefficients are uniformly random. Therefore, in this case, B has
properly simulated Gameg. This allows B to leverage A’s non-negligible difference in advan-
tage between Game,., and Gameg to achieve a non-negligible advantage against the subspace
assumption. ]

We now handle the transition from Game;_; to Game;. At this step in the LW proof, a
subgroup decision assumption is used to expand the i" secret key from Gp,,, into G = Gp,pops-
Analogously, we will use the subspace assumption to expand the i*" secret key exponent vector
from the span of cfl‘, ey aﬁ into the larger span of cf{, ceey d%. We will embed a 2 x 2 change
of basis matrix A and set D = B4 and D* = B, where A is applied to 55, 56 to form J:r,, J;;.
As in the LW proof, we cannot be given an object that resides solely in the semi-functional
space of the ciphertext (e.g. we cannot be given g%, ¢%), but we are given objects that have
semi-functional components attached to normal components, and we can use these to create
the semi-functional ciphertext. In the LW proof, a term in Gy, p, in used. Here, an exponent
vector that is a linear combination of 51,53,55 and another exponent vector that is a linear
combination of 52, 54, 56 are used. In our case, making the other normal and semi-functional
keys is straightforward, since we are given scalar multiples of all of the vectors of D* in the
exponent. We use the fact that the matrix A is hidden from the attacker in order to argue that
the semi-functional parts of the ciphertext and i** key appear well-distributed.

The following diagram illustrates how the subspace assumption is used in this transition.

In Figure 5, solid ovals and rectangles indicate basis vectors which are definitely present in
the exponents, while the dashed ovals indicate basis vectors which may or may not be present.
The X’s indicate basis vectors which the simulator does not have by themselves in the exponent,
but only has access to them as attached to other vectors. We have illustrated Ty, 75, U1, Us as
for bases B, B*, and we note that D, D* are obtained from B, B* by applying the change of basis
matrix A to the last two vectors of B and applying (A~1)? to the last two vectors of B*.
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Ciphertext D B‘ﬁ\
U, change of

T, baszs matrix A

Figure 5: Key i expands into semi-functional space

Lemma 9. If there exists a PPT algorithm A such that Advi‘ — Advf;l is non-negligible for
some it = 1,...,q, then there exists a PPT algorithm B with non-negligible advantage against
the subspace assumption, with k =2 and n = 6.

Proof. B is given:
D= (gbl,---,gb4,g”b7,g"b§,gﬁb 853 ghs gbs, U1,U2,u3)

along with 17, T: 2. Itis B’s tf%sk toﬁdeci(ﬁie whether T, T5 are distributed as g“"bi‘ +72b3 , gT”ﬂ’;JFT?BbZ
or as g“”b T2 65+ 75 , gTba+T2BbI+TsbG - (We note that knowledge of 3 will not be needed by
B in this proof.)

B will simulate either Game; or Game;_; with A, depending on the distribution of T3, 7T5.
B chooses a random A € ngz (with all but negligible probability, A is invertible). B implicitly
sets D = B4 and D = B, where the change of basis matrix A is applied to 55, 56 and the change
of basis matrix (A71) is applied to gg, 5@, as described in Section 3.1. Note that the first four
basis vectors are unchanged:

di =b1, ..., dg = by,
7% 7% 7% I
d1:b17-~-7 4:b4.

We note that ]D), D* are Well distributed, and reveal no information about A (by Lemma 3). B
can produce g . B also implicitly sets § = n and ¢ = 3. We note that this allows it

to produce gadl = g”bl and similarly for ged2 g"d3 g"d4 It chooses a random value o € Z), for

itself, enabling it to compute the public parameters and master secret key as:

- - - - - -

e\ O
PP := {G7p7e(9,g)°‘9d1'd1 = (%(gb%g"bl)) 7gd17---,gd4}

MSK := {gadﬁ, (gojf)a, g% g%, g"dz}-

B can then produce normal keys by running the normal key generation algorithm. Since B also

*

knows gE; and gg*, it can easily produce semi-functional keys. More precisely, it can create
random linear combinations of ¢% and g% in the exponent by taking random comblnatlons of
b5 and b@ This is equivalent because the span of d5 and dG is equal to the span of b5 and bG

22



B gives PP to A. To answer the first i — 1 key queries that .4 makes, B runs the semi-
functional key generation algorithm to produce semi-functional keys and gives these to \A.
When A makes the i** query for identity ID;, B responds with:

SKip, := <gn5»{)aT11D,- (T2)—1'

This implicitly sets r1 = 71 and 7o = 7. If T1, T5 are equal to gﬁ”gﬁmﬂgf% g“”g“”?ﬂgz, then this
is a properly distributed normal key. If Ty,T5 are equal to gT”’b +28b5+73b , g+ T2+ Tsbg
then this is a semi-functional key, whose exponent vector includes

IDing; — 7352 (2)

as its component in the span of 5’5, l_% To respond to the remaining key queries, B simply runs
the normal key generation algorithm.

At some point, A submits two messages, My and M7, along with a challenge identity, 1.D*.
B chooses a random bit b € {0,1} and produces a semi-functional encryption of M, as follows.
It sets:

Cy = Uy (Up)™""

This implicitly sets s; = p; and S2 = po. The “semi-functional part” of the exponent vector
here (i.e. the part in the span of ds = bs and dg = bg) is:

/,L365 + ID*/ngﬁ. (3)

We observe that if ID* = ID; (which is not allowed), then the vectors (2) and (3) would be
orthogonal, resulting in a nominally semi-functional ciphertext and key pair. The other element
of the ciphertext is formed as:

bt « ods\ !
Cr =M, (g7,01)" = My (e(g,9)7"%)

The ciphertext CT = {Cy, Cy} is given to A.

We now argue that since ID* # ID;, in A’s view the vectors (2) and (3) are distributed
as random vectors in the spans of {cf5, d;-} and {d;,cié} respectively. To see this, we take the
coefficients of vectors (2) and (3) in terms of the bases b57 b6 and bs, bg respectively and translate
them into coefficients in terms of the bases d5, al6 and d5, d6 Using the change of basis matrix
A, we obtain the new coefficients (in vector form) as:

3 AN ID;, —1)t, usA~1(1,1D).

Since the distribution of everything given to A ezcept for the i*" key and the challenge ciphertext
is independent of the random matrix A and ID* # ID;, we can apply Lemma 4 to conclude
that these coefficients are uniformly random. Thus, B has properly simulated Game; in this
case.

In summary, B has properly simulated either Game;_; or Game; for A, depending on the dis-
tribution of 71, T5. It can therefore leverage A’s non-negligible difference in advantage between
these games to obtain a non-negligible advantage against the subspace assumption.

O

The final step of the LW proof uses an assumption that it is not technically an instance of
the general subgroup decision assumption, but is of a similar flavor. Namely, it is assumed that
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given g1, g2, 93, 97 X2, g1 Y2, it is hard to distinguish e(g1,¢1)** from a random element of Gr.
Here, g1, g2, g3 are randomly chosen generators of G, , Gp,, Gp; respectively, «, s are randomly
chosen from Zy, and Xs,Ys are randomly chosen elements of G,,. The term g{'X» is used to
make semi-functional keys, giY> is used to make semi-functional ciphertexts, and 7" is used to
blind the message. When T = e(g1, g1)**, this yields a properly distributed semi-functional
ciphertext. When T is random, this yields a properly distributed semi-functional encryption of
a random message.

In our case, we use a slightly different strategy. Instead of enacting a change directly
on the blinding factor of the message, we use the subspace assumption with k£ = 1 twice to
randomize each appearance of s; in the Cs term of the ciphertext, thereby severing its link
with the blinding factor. The end result is the same - we obtain a semi-functional encryption of
a random message. This randomization of s; is accomplished by first expanding an exponent
vector from the span of d;, dg into the larger span of ci:r), d;;, dy and then expanding an exponent
vector from the span of d;, d_é into the larger span of cf5, a%, d_i We note that the knowledge of
the pg value in the subspace assumption is used here to ensure that while we are doing the first
expansion, for example, we can make the two occurrences of r1 in the keys match consistently
(this is necessary because g% by itself will not be known during this step).

The following diagram illustrates how the subspace assumption is used for the first of these
two steps (the second step is similar).

\
Ciphertext D @ '.l @ @

o ET/\B 0

Figure 6: The coefficient of dy in the ciphertext is randomized

In Figure 6, we only illustrate how 77 and U; affect the keys and ciphertext, and we neglect
many other terms. One should also note that U; will be raised to a fresh random power for
each key - a subtlety which our diagram does not capture.

Lemma 10. If there exists a PPT algorithm A such that AdvA Advfmal 18 non-negligible, then
there exists a PPT algorithm B with non-negligible advantage agamst the subspace assumption,
with k =1 and n = 6.

We prove this lemma in two steps. As a first step, we consider an intermediary game, called

Game;:

Gameg This is exactly like Game,, except that in the C5 term of the challenge ciphertext,
the coefficient of ds is changed from being s;/D* to a fresh random value in Z,. We denote the

advantage of an algorithm A in this game by Advz.

We first prove:

Lemma 11. If there exists a PPT algorithm A such that Adv:]4 — Advﬂ is mon-negligible, then
there exists a PPT algorithm B with non-negligible advantage against the subspace assumption,
with k =1 and n = 6.
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Proof. B is given:

-
*

By B Ba Bs Be bt BB Br B br b
D=(g1,9279479579679"17952795,94,95796,U1,u3),

along with T7. It is B’s task to decide whether T} is distributed as gTWET +72805 o1 as gTWBHTQfBB;J”i‘g;.
To define the public parameters, B implicitly sets:
dy = b, dy = b5, dy = b5, dy = b3, ds = b3, dg = b].
We note that this enables B to produce g(il, ceey gJ4 for the public parameters. B additionally

sets:

= by

T
ST

= b27

S

= b47

Syl

= b57

S

= b67 = b37

S

This ensures that ID,D* are properly distributed dual orthonormal bases. We note that B can

produce g‘if,gdg, ..., 9%, but does not know g%.
af

B chooses random values 6, 0, o € Z,, for itself. It can compute e(g, g)aejl’df as (en (gl?g , g56)>
It gives A the public parameters:

PP = {G,p,e(g,g)o‘e‘i”ﬁ,g‘il, . ,g‘i‘l}.

We note that B does not know the full master secret key, because it does not know g% = gbs.
It does know U; and us3, however, where U; = gtbitrebatusbs - This will allow it to produce
semi-functional keys as follows. When A requests a key for some identity I D, B chooses random
values i, 1o, t5, tg € Zp. It will set 71 = pgr}. It forms the secret key as:

SK;p = (Ul)797"1g(a+ugr’11D)9d’l‘+r21Dad§7r20d1+tgdg+t’6d(’§.

We note that the coefficient of dg = 53 here is equal to —usri = —r16, as required. The
coefficients of Jé; = by and Jg = b, are uniformly random (since they are additively randomized
by t%,t), so this is a properly distributed semi-functional key. The simulator’s knowledge of ps3
was helpful here, in that it allowed the simulator to form the 7 coefficient for use with J:{ as
well as J;

At some point, A submits messages My, My and a challenge identity, /D*. B samples a
random bit b € {0,1} and forms the challenge ciphertext as follows. It chooses si,s2 € Zj,
randomly. It sets:

Cl p— Mbe(g,g)asl, 02 = g51d1+811D do+sads+s2lD d4T1.

Now, if T = gTWEHT?ﬁE;, then the exponent vector of T3 is a random linear combination of cZé
and d};, making this a well-distributed semi-functional ciphertext in Game,. If the exponent of
T additionally has 735:’; = Tgcfg, then this randomizes the coefficient of cfg, yielding a ciphertext
distributed as in Game;. Therefore, B can leverage A’s non-negligible difference of advantage
between these two games to achieve a non-negligible advantage against the subspace assumption.

O

Lemma 12. If there exists a PPT algorithm A such that Advi{—Advﬁmal 1s non-negligible, then
there exists a PPT algorithm B with non-negligible advantage against the subspace assumption,
with k =1 and n = 6.

25



Proof. B is given:
D = (gbl,gb2,9b4,gb5,gb6 gnbl gﬂbz g * g * g g bg ,Un, :U’3)

along with T7. It is B’s task to decide whether T} is distributed as gTWET +7265 o1 as gTWET +72B5+ 7385
We recall that U = gHibrtpebatusbs,
To define the public parameters, B implicitly sets:

di = b5, dy = b, dy = b3, dy = by, ds = b7, dg = by
(ﬁ[:g?n %2647 %2657 d_ii:gﬁa J:g:gla Cié:gQ
We note that ]D and D* are properly distributed dual orthonormal bases, and B can produce

gl gt gB g%,

B chooses « ,0, o randomly from Z,. It will implicitly set & = o/p3. It can then compute

By ) @4 D s s o
e(y, g)o‘edl 1 as (en(g ,g° )) , for instance, since dj - dj = b3 - b3 = b}, - bs. It can then give
A the public parameters:

PP = {Gap,e(g,g)‘”‘edl'df,gdl, . ,gd4} '

When A requests a key for an identity I D, B responds as follows. It chooses random values

1,72, 15, tg and implicitly sets r; = rjpus. It forms the key as:
SKID _ Ul(oz/Jrr’lID)@gfr’lp3€cZ‘§+r21Docz‘§frgaczz’i+t’56z:5k+t%d%.

We note that the coefficient of cff = by here is ps(a' +r1ID)0 = (a+r1ID)0, as required. Also,
the coefficients of df = b; and dg = by are uniformly random (since t£, t§ are random). Thus, B
produces properly distributed semi-functional keys.

When A submits messages My, M1 and I D*, B chooses a random bit b € {0,1} and encrypts
M, as follows. It chooses s1, s2, w randomly from Z, and sets the ciphertext as:

- =N\ 81 - - - -
{Cl = Mb (e(g7g)a9d1-d1> , C2 — gsld1+wd2+52d3+521Dd4T1} )

Now if Ty = gmﬂ;“”?ﬁg3 then the exponent vector of T3 is a random linear combination of cZé
and dﬁ, making this a well-distributed semi-functional ciphertext in Game If the exponent of
Ty additionally has 7’3b3 = ngl, then this randomizes the coefficient of dl, yielding a ciphertext
distributed as in Game i, (since now the distribution of Cs is independent of s1, which makes
Cy a random group element in G7). Therefore, B can leverage A’s non-negligible difference of
advantage between these two games to achieve a non-negligible advantage against the subspace
assumption. O

Combining Lemmas 11 and 12, we obtain Lemma 10. Along with Lemmas 6, 8, and 9, this
completes the proof of Theorem 7.

5 Unbounded HIBE

As a second demonstration of our tools, we consider a variant of the Lewko-Waters unbounded
HIBE construction [29]. The composite order construction we present is simpler than the one
presented in [29], at the cost of using more subgroups. Since we will ultimately simulate these
subgroups in a prime order group, such a cost is no longer a significant detriment.
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In designing our prime order translation and proof, we will proceed along a path that is
very similar to the path we took to translate the more basic IBE scheme. However, we now
must take care to preserve delegation ability throughout our proof. The only place where this
becomes non-trivial is in the final step of the proof, where everything is already semi-functional
and we want to transition to a random message. Before, we used the subspace assumption to
expand from the semi-functional space into the normal space of the ciphertext, and in doing so,
we randomized the blinding factor. However, this strategy is problematic when we must enable
delegation, since it will result in a simulator who does not know some important basis vectors
in the exponent for the normal space of the keys. This seems to prevent the simulator from
having what it needs to equip users with delegation capabilities.

To avoid this issue, we employ a different strategy for the final step of the proof. Instead
of expanding the semi-functional space into the normal space to randomize the blinding fac-
tor, we expand the part of the normal space involved in forming the blinding factor into the
semi-functional space. Essentially, this moves us from a blinding factor determined from the
exponents in the normal space to a blinding factor that is additionally affected by some terms
embedded in the semi-functional space. Our blinding factor can now be seen as random, since
the exponents in the semi-functional space can be re-randomized independently of these em-
bedded terms.

The details of our composite order construction, its prime order translation, and security
proofs in both settings can be found in Appendix B.

6 Further Discussion

In applying our tools to the both IBE and unbounded HIBE applications, we see that there
is some flexibility in how we choose the construction, organize the hybrid games, and embed
the subspace assumption in our reductions. All of these considerations interact, allowing us to
make tradeoffs. For example, we were able to make our construction more compact in the IBE
case and our final proof step simpler, but our way of embedding the subspace assumption in
the final stage was problematic for applications requiring delegation of keys. This was easily
solved by expanding our construction and hybrid sequence a bit and embedding the subspace
assumption in the final stages in a different way in the HIBE setting.

The amount of flexibility available in applying our tools make them suitably versatile to
handle a wider variety of applications as well. In particular, they can be applied in the attribute-
based encryption setting. We suspect that applying our techniques to the composite order
ABE constructions in [25] would result in a system and proof quite similar to the functional
encryption schemes presented by Okamoto and Takashima in [33], who obtain security from
the decisional linear assumption through dual pairing vector spaces. As in [33], one could
obtain small universe ABE by having a distinct pair of dual orthornomal bases associated with
each attribute. Each such pair would have constant dimension, with room for both a normal
space and a semi-functional space. The proof would proceed by first expanding the ciphertext
attributes all into their respective semi-functional spaces, and then expanding the secret keys
one by one. We would argue that the coefficients of the semi-functional basis vectors in each key
appear to share a truly random vector, even when one is constructed to be nominal, meaning
that it actually shares zero. This would follow from the observation that for attributes which
the ciphertext does not contain, the corresponding bases vectors of the semi-functional space
on the ciphertext side are hidden, and therefore a hidden change of basis matrix makes the
corresponding coefficients in the associated semi-functional space of the key appear random.
Since the attacker cannot ask for a key capable of decrypting the challenge ciphertext, this
hides enough shares so that the shared value in the semi-functional spaces appears random.
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A Standard Definitions for IBE and HIBE

A.1 Identity-Based Encryption
An identity-based encryption scheme consists of four algorithms: Setup, Encrypt, KeyGen, and

Decrypt.

Setup(A\) — PP,MSK The setup algorithm takes in the security parameter A and outputs
the public parameters PP and the master secret key MSK.

KeyGen(MSK,ID) — SK;p The key generation algorithm takes in the master secret key
and an identity ID and produces a secret key SK;p for that identity.

Encrypt(PP,M,ID) — CT The encryption algorithm takes in the public parameters PP, a
message M, and an identity I D, and outputs a ciphertext CT encrypted under that identity.

Decrypt(CT,SK;p) —+ M The decryption algorithm takes in a ciphertext CT and a secret
key SK;p and outputs the message M when the CT is encrypted under the same ID.

A.1.1 Security Definition

Security is defined by the following game, played by a challenger and an attacker.

Setup The challenger runs the Setup algorithm to generate PP and MSK. It gives PP to the
attacker.

Phase 1 The attacker requests keys for identities I D, and is provided with corresponding
secret keys SK;p, which the challenger generates by running the key generation algorithm.

Challenge The attacker gives the challenger two messages My and M; and a challenge identity
ID*. This identity must not have been queried in Phase 1. The challenger sets b € {0,1}
randomly, and encrypts M, under ID* by running the encryption algorithm. It sends the
ciphertext to the attacker.
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Phase 2 This is the same as Phase 1, with the added restriction a secret key for 1D* cannot
be requested.

Guess The attacker must output a guess b’ for b.
The advantage of an attacker A is defined to be Pr[bt/ = b] —

Sl

Definition 13. An identity-based encryption scheme is secure if all polynomial time attackers
achieve at most a negligible advantage in the above security game.

This is the full, IND-CPA definition of security. The weaker notion of selective security
is defined similarly, except that the attacker must declare ID* at the beginning of the game,
before seeing PP.

A.2 Hierarchical Identity-Based Encryption

A hierarchical identity-based encryption scheme consists of five algorithms: Setup, Encrypt,
KeyGen, Decrypt, and Delegate.

Setup(\) — PP,MSK The setup algorithm takes in the security parameter A and outputs
the public parameters PP and the master secret key MSK.

KenGen(MSK, (IDy,...,ID;)) — SK The key generation algorithm takes in the master
secret key and an identity vector (IDy,...,ID;) and outputs a private key SK for that identity
vector.

Delegate(PP,SK,ID;;1) — SK' The delegation algorithm takes in a secret key for the iden-
tity vector (IDy,...,ID;) and an identity component D, 1 and outputs a secret key SK’ for
the identity vector (ID1,...,IDj1).

Encrypt(PP, M, (IDy,...,1D;)) — CT The encryption algorithm takes in the public pa-
rameters PP, a message M, and an identity vector (IDq,...,ID;) and outputs a ciphertext
CT.

Decrypt(CT,SK) — M The decryption algorithm takes in a ciphertext CT and a secret key
SK and outputs the message M, if secret key is for an identity vector which is a prefix of the
ciphertext identity vector.

We could alternatively only require the decryption algorithm to work when the identity
vector for the ciphertext matches the secret key exactly. In this case, someone who had a secret
key for a prefix of this identity vector could delegate to themselves the required secret key and
still decrypt.

A.2.1 Security definition

We give the complete form of the security definition [37] which keeps track of how keys are
generated and delegated. Security is defined by the following game, played by a challenger and
an attacker.

Setup The challenger runs the Setup algorithm to generate PP and MSK. It gives PP to the

attacker. We let S denote the set of private keys that the challenger has created but not yet
given to the attacker. Initially, S = 0.
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Phase 1 The attacker makes Create, Delegate, and Reveal key queries. To make a Create
query, the attacker specifies an identity vector. In response, the challenger creates a key for this
vector by calling the key generation algorithm, and places this key in the set S. It only gives
the attacker a reference to this key, not the key itself. To make a Delegate query, the attacker
specifies a key in the set S for identity vector (ID1,...,ID;) and an identity component IDj.
In response, the challenger makes a key for this new identity vector (IDy,...,ID;41) by running
the delegation algorithm. It adds this delegated key to the set S and again gives the attacker
only a reference to it, not the actual key. To make a Reveal query, the attacker specifies an
element of the set S. The challenger gives this key to the attacker and removes it from the set
S. We note that the attacker need no longer make any delegation queries for this key because
it can run the delegation algorithm on the revealed key for itself.

Challenge The adversary gives the challenger two messages My and M; and a challenge
identity vector (ID7,..., I D;‘*) This identity vector must satisfy the property that no revealed
identity in Phase 1 was a prefix of it. The challenger sets b € {0, 1} randomly, and encrypts M,
under (ID7,...,1 D;‘) It sends the ciphertext to the attacker.

Phase 2 This is the same as Phase 1, with the added restriction that any revealed identity
vector must not be a prefix of (ID7,...,IDj.).

Guess The attacker must output a guess b’ for b.
The advantage of an attacker A is defined to be Pr[bt/ =b] —

Nl

Definition 14. A Hierarchical Identity-Based Encryption scheme is secure if all polynomial
time attackers achieve at most a negligible advantage in the above security game.

We note that for schemes where a delegated key is identically distributed to a key produced
by a fresh call to the key generation algorithm, one can equivalently use a simplified game,
where there are no Create or Delegate queries and instead there are only key requests, which
are fulfilled by calling the key generation algorithm and providing the attacker with the resulting
key. The constructions we consider in this paper have this feature, and so we use the simplified
version of the security game.

B Unbounded HIBE

The main idea of the Lewko-Waters unbounded HIBE construction is to tie together separate
IBE instances for each level, where these instances share the same public parameters but each
have their own random exponents. The instances are tied together by a secret sharing of the
master secret key exponent that takes place across the components of the identity vector for
each secret key. This approach allows one to form keys and ciphertexts for identity vectors of
arbitrary depth from public parameters consisting of a constant number of group elements.

A nested dual system encryption approach is employed to prove security. In addition to
using semi-functional keys and ciphertexts, [29] also introduces ephemeral semi-functional keys
and ciphertexts. These additional objects are used in the proof to extend the dual system
encryption methodology to cope with the small size of the public parameters. As for the LW IBE
scheme, the information-theoretic part of the proof is accomplished via pairwise independence:
because the public parameters are in the subgroup Gy, , the values of their exponents modulo the
other primes remain hidden. This entropy that remains (conditioned on the public parameters)
can be used to argue that the attacker cannot distinguish a nominally semi-functional key
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and ciphertext IBE pair from a regular semi-functional key and ciphertext IBE pair when the
identities are unequal. Extending this argument to the unbounded HIBE setting presents a few
challenges. First, keys and ciphertexts now consist of potentially many IBE instances - and the
constant size of the public parameters only enables us to hide nominality for one instance at a
time. Second, even when a key cannot decrypt, some of the components of its identity vector
may appear also as components in the ciphertext identity vector.

In [29], these problems are addressed by employing a nested hybrid strategy and an encoding
for identity vectors. The encoding ensures that if an identity vector (IDy,...,ID;) is not a
prefix of another identity vector (ID7,...,I D;*), then ID; does not appear anywhere in the
set {ID7,...,IDj.}. All of the semi-functional and ephemeral semi-functional terms for keys
will appear in terms corresponding to this last ID; only. For the ciphertext, these terms will
appear everywhere.

The nested hybrid strategy is used to isolate changes in behavior between the keys and
ciphertext to occur for one IBE instance at a time. The hybrid proceeds as follows. One should
imagine that there are three separate orthogonal spaces: the normal space, the semi-functional
space, and the ephemeral semi-functional space. First the ciphertext changes from being normal
to semi-functional. More precisely, the ciphertext consists of many IBE instances, and all of
these expand into the semi-functional space at once. Next, the first key becomes ephemeral
semi-functional. This means that the part of the key corresponding to the IBE instance for
the last coordinate of its identity vector expands into the ephemeral semi-functional space.
Since this is orthogonal to the regular semi-functional space present in the ciphertext terms,
decryption capability is not yet affected. Now, the IBE instances in the ciphertext will also
expand into the ephemeral semi-functional space, one by one. Each time, the last part of the
key and the changing part of the ciphertext will form a nominal pair in the ephemeral space
- in other words, if the ID components were equal, these terms in the ephemeral space would
still cancel out. However, the ID components are guaranteed to be unequal by our encoding,
and so these terms will appear well-distributed in the ephemeral space in the attacker’s view.
At this point, the key appears unable to decrypt the ciphertext. Now, the last part of the key
expands into the regular semi-functional space, and drops out of the ephemeral semi-functional
space. We then remove the ephemeral semi-functional space from the ciphertext and repeat this
process for the next key. By the end, we have a semi-functional ciphertext and semi-functional
keys incapable of decrypting - at this point, security is easy to prove directly. It is crucial to
note that throughout this hybrid process, there is at most one key at a time that has terms
in the ephemeral space. This is what allows one to employ the information-theoretic argument
that hides nominality for only key and one piece of the ciphertext at a time. For more discussion
of this, see [29].

In [29], a scheme is presented in bilinear groups of composite order N = p1paps, a product
of three distinct primes. We present here a simpler version of the scheme using group order
N = p1pap3paps, a product of five distinct primes. The subgroup G, is where the main scheme
takes place, while G, serves as the semi-functional space and G); serves as the ephemeral
semi-functional space. G, is used to additionally randomize ciphertexts, while G, is used
to additionally randomize keys. These extra randomizing subspaces are used to enable us to
make all of the other keys and ciphertext pieces which are not changing during a particular
step of our hybrid. These will not be needed in the prime order version, since the asymmetry
of the subspace assumption replaces this. Recall, when one is changing from a 2-dimensional
subspace in B* to a 3-dimensional subspace, one can actually be given a complete basis of B* is
the exponent, it is only a vector of B that one is missing. As for the IBE scheme, this property
makes simulating the extra randomizing subgroups unnecessary.
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B.1 A Simplified Composite Order Construction

We assume that identity vectors have components in Zy, and are encoded so that if an identity
vector (IDy,...,1D;) is not a prefix of another identity vector (IDy, ..., 1D’ ), then ID; does
not appear in the set {ID},..., I D},}. We also assume that messages are elements of Gr.

Setup(A) — PP,MSK The setup algorithm chooses a bilinear group G of order N = p1papspaps
(where p1, p2, p3, pa, and ps are distinct primes). We let G, denote the subgroup of order p;
in G. It then chooses u1,g1,h1,v1 € Gp,, g2 € Gyp,, and a € Zy. The public parameters are
published as:

PP :={N,u1, g1, h1,v1,92,e(g1,91)" }

The master secret key consists of & and a generator of Gp,.

Encrypt(M,PP, (IDy,...,1D;)) = CT The encryption algorithm chooses s € Zy randomly
and chooses a random t; € Zpy for each i from 1 to j. It also chooses random elements
R;, R, R! € G, for each i. It creates the ciphertext as:

C() = Me(gl,gl)o‘s, Cl,i = gfv’iiRZ-, CQJ‘ = giiRQ, ng' = (U{Dihl)tiRgl V3.

KeyGen((ID,...,I1D;),MSK) — SK;p The key generation algorithm chooses random val-
ues y1,...,y; € Zy, subject to the constraint that Y 7_; y; = a. For each i from 1 to j, it also
chooses a random value r; € Zy and random elements W;, W/, W/ € Gp,. It sets the key to be:

Kl,i = gijiWh KQJL = ’Uli(u{Dihl)”W{, Kg}i = inWi" \V/’L'.

Delegate(SK[D, PP, IDj+1) — SKID]ID]-_H Given a key {Kl,ia Kg’i, K&i} for (IDl, ce ,IDj),
the delegation algorithm creates a key for (ID1,...,1D;;1) as follows. It chooses random values
y. subject to the constraint that Z{;Lll y, = 0, random values 7} € Zy, and random elements
U, UL, U!" € Gp,. It creates the new key as:

i i IDi, \T : .y
Ki,; = K91 Ui, Ky; = Kogo)* (w7 h1) U], Kj; = K397 U}, Vi € [j + 1],
where we define Ky 11, K241, K341 as the identity element. We note that the new key is

fully re-randomized.

Decryption(CT,SK;p) — M If the identity vector (IDq,...,I1D;) of the secret key is a
prefix of the identity vector of the ciphertext, the decryption algorithm computes the blinding
factor as:

J
B =[] e(Cri, K1.0)e(Cs, K3,) /e(Cai, Kai).
i=1
The message is then computed as:

M = Cy/B.
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Correctness When the identity vector (IDq,...,ID;) corresponding to the secret key is a
prefix of the identity vector corresponding to the ciphertext, then

J

[ e(Cris K13)e(Csi, Ks,i) /e(Cayi, Ko)

i=1

B

e(gla gl)syie(gh Ul)yitie(gla ul)tiIDi”e(glv hl)ti”/ (e(gla Ul)yitie(gla ul)tiIDirie(gh hl)tiri)

I
Azb‘

Il
—_

)

J
= He(gbgl)syi = e(glagl)as'
1=1

B.2 Proof of Security from Variants of the Subgroup Decision Assumption

Our proof of security will rely on the following assumptions. Except for Assumption 4, the rest
are instances of the general subgroup decision assumption discussed in Section 2.1. All of these
assumptions hold in the generic group model assuming that it is hard to find a non-trivial factor
of the group order N. This can be easily verified using the techniques in [24]. We will also use
this additional assumption about the hardness of factoring IV explicitly in our proof.

Definition 15. Assumption 1. Given a group generator G, we define the following distribution:
R
G:= (N :pl"'p57GaGTae) A g7

R R R R R R
g1 <— Gp17 go < sza g3 <— Gp37 g4 < Gp47 TO — Gp17 Tl — Gp1p5
D = (G7 gi, -+, 94)
We assume that for any PPT algorithm A (with output in {0,1}),
Advg 4 = |PJA(D,Ty) = 1] —P[A(D, T1) = 1]]
1s negligible in the security parameter .
Definition 16. Assumption 2. Given a group generator G, we define the following distribution:
R
G := (N :pl"'p5,G,GT,€) — g7

R R R R R R R
g17Y1 — Gp17 92,X2 — Gp27 93 — Gp37 94 — Gp47 X57Y5 — Gp57 TO — GP1P27 Tl < Gp1p2p5

D := (G7 gi, ---, 94, X2X57 }/1%))
We assume that for any PPT algorithm A (with output in {0,1}),
Advg 4 = [P[A(D, Ty) = 1] — P[A(D, Ty) = 1]
1s negligible in the security parameter .
Definition 17. Assumption 3. Given a group generator G, we define the following distribution:
G := (N :pl"'p5,G,GT,€> i g7
R R R R R R R
g1 <— Gpu g2 < Gp2, gg,Yg <— Gp3, X4,Y4 — Gp4, X5 — Gp5, TQ — Gp3p5, T1 — Gp3p4
D= (G7 g1, ..., g3, X4X57 }/3Y4)
We assume that for any PPT algorithm A (with output in {0,1}),
Advg 4 = |PJA(D,Ty) = 1] —P[A(D, T1) = 1]]

1s negligible in the security parameter .
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Definition 18. Assumption 4. Given a group generator G, we define the following distribution:
R
G:=(N=p1-p5,G Gr,e) <G,

R R R R R R
g1 <— Gpu g2 < GP2? g3 <— Gp3, g4,X4,Y4 — Gp4, a, b,C — ZN, T() = e(gl,gl)abc, T1 — GT

D = (Ga 91, -5 94, gtlla gllja ngﬁb g%bYZL)-
We assume that for any PPT algorithm A (with output in {0,1}),

Advg 4 = |PJA(D,Tp) = 1] - P[A(D,T1) = 1]|
1s negligible in the security parameter .
We now prove:

Theorem 19. Under Assumptions 1 - 4 above and the assumption that it is hard to find a
non-trivial factor of N, our composite order unbounded HIBE construction is fully secure.

We first define the semi-functional and ephemeral semi-functional objects that will be used
in our proof. We define these objects by providing algorithms which generate them, however
we stress that these algorithms are used for definitional purposes, and are not part of the real
system. In particular, it is not necesssary for these algorithms to run efficiently when given only
the public parameters or MSK, etc. The subgroup G, will play the role of the semi-functional
space, while the subgroup G, will play the role of the ephemeral semi-functional space.

KeyGenSF The semi-functional key generation algorithm first produces a normal key,
{K1;, Ky, K3, Vi = 1,...,5}, for an identity vector (IDi,...,ID;) as in the normal key
generation algorithm. It then chooses random elements R4, Wy € G), and defines the semi-
functional key as: K ,; = Ki}i,Kgﬂ' = Ké’i,Kg’Z’ = Kf/i,i for i from 1 to j—1, Ky ; = Ki’j,KQ’j =
Ké jR4, and K3 ; = K éij4. In other words, a semi-functional key is distributed like a normal
key, except that there are additional random elements of G, attached to K3 ; and K3 ;.

EncryptSF The semi-functional encryption algorithm first produces a normal ciphertext,
{Cg,C’Li,Cé?i,C{)),i Vi = 1,...,7}, encrypted to an identity vector (IDq,...,ID;) as in the
normal encryption algorithm. It then chooses random elements R, Wi, Z¢ € G, for each i
from 1 to j. It defines the semi-functional ciphertext as: Cp, C1,; = C’{JRZ, Cy,i = Céinj, Csi =
C§7iZ}1 for all ¢ from 1 to j. In other words, a semi-functional ciphertext is distributed like a
normal ciphertext, except that there are additional random elements of G, attached to all
terms except Cj.

KeyGenESF The ephemeral semi-functional key generation algorithm first produces a nor-
mal key, {K7;, K5, K3,; Vi = 1,...,j}, for an identity vector (IDs,...,IDj;) as in the nor-
mal key generation algorithm. It then chooses random elements Rs, W5 € G); and defines
the semi-functional key as: K;; = Kiyi,Kgﬂ- = Ké’i,Kg,i = Ké}i for 7 from 1 to j — 1,
Ky ;=K ;, Ko j = K ;Rs, and K3 ; = K3 ;W5. In other words, an ephemeral semi-functional
key is distributed like a normal key, except that there are additional random elements of G,
attached to Ky ; and K3 ;.
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EncryptESF (/) The ephemeral semi-functional encryption algorithm takes in an additional
parameter ¢, which ranges from 0 to j, where j is the length of the identity vector being
encrypted under. To produce an ephemeral semi-functional ciphertext of type ¢, the algorithm
first produces a normal ciphertext, {Co, C7 ;,Cy;,C3; Vi = 1,...,j}, encrypted to an identity
vector (IDj,...,ID;j) as in the normal encryption algorithm. It then chooses random elements

t Wi, Zi € G, for each i from 1 to j and random elements R, W}, Zi € G, for each i from 1
to £. It defines the semi-functional ciphertext as: Co, C1; = C{ ;RiRE, Cy i = Cy WiWL, Cs; =

52425 for all i from 1 to £, and Cy; = C{ R}, Cay = Cy Wi, Cs; = C4; Z; for i from £ + 1
to j. In other words, an epehemeral semi-functional ciphertext of type ¢ is distributed like a
semi-functional ciphertext, except that there are additional random elements of G, attached
to terms C' 4, Ca;, C3; for @ from 1 to £.

Hybrid Organization We employ a hybrid argument over a sequence of games. Gamep.q
is the real security game. Gamey is like the real security game, except the ciphertext is now
semi-functional. In Gameg, ,, the first k — 1 keys are semi-functional, key k is ephemeral semi-
functional, the remaining keys are normal, and the ciphertext is ephemeral semi-functional of
type £. In Gamep, ,, the first k keys are semi-functional, the remaining keys are normal, and the
ciphertext is ephemeral semi-functional of type . In Gameg;,q;, the keys are all semi-functional
and the ciphertext is a semi-functional encryption of a random message.

The sequence of games proceeds as follows. We begin Gamepg,,;, then move to Gamey. Next,
we move through the games Gamep, , as £ goes from 0 to the depth of the ciphertext. We then
proceed backwards through the games Gamep, , as £ decreases from the ciphertext depth to
0. We then go to Gamep, ,, and do the loop again. When we arrive at Gamep, ,, where ¢ is
the number of key queries, all keys are semi-functional, and the ciphertext is semi-functional.
We then conclude with Gamep;,q. We prove these games are indistinguishable in the following
lemmas.

Lemma 20. Suppose there exists a PPT attacker A such that Gamepgeq Advg—GamegAdvy = €
for € non-negligible. Then there exits a PPT algorithm B with non-negligible advantage in
breaking Assumption 1.

Proof. We invoke Assumption 1 with some of the roles of the primes interchanged. We assume
our algorithm B is given N, gp,, 9pss 9ps» Gps and T, where T is either a random element of G, or
a random element of Gy,p,. B chooses a random a € Zy, and random elements w1, v, h1 € Gy, .
It sets g1 = gp, and g2 = gp,. It then gives the public parameters { N, u1, g1, h1,v1, g2, €(g91,91)*}
to the attacker .A. We note that B can form normal keys in response to A’s key queries by using
the key generation algorithm, since B knows the master secret key. At some point, A requests a
ciphertext for an identity (/D7 ..., IDj.) and messages Mo, M. B chooses 8 € {0, 1} randomly
and also chooses random values s, t;, a;, b;, ¢; € Zy for each ¢ from 1 to j*. It forms the challenge
ciphertext as:

. . . X ID* . X .
Co = Mge(g1, 1), Cri = givy' T, Coy = gy'T", Csi = (uy " h)"T Vi

We note that the values of a;, b;, c; modulo ps and modulo ps are uncorrelated. So if T' € Gy,,
this is a properly distributed normal ciphertext. If T' € G),)p,, this is a properly distributed
semi-functional ciphertext. Hence, B has either simulated Gamepg., or Gamey, depending on
the value of T', and so it can use A’s output to break Assumption 1. O

Lemma 21. Suppose there exists a PPT attacker A such that Gamep,_, ;Adva—Gameg, ,Adva =
€ for some non-negligible . Then we can build a PPT algorithm B with non-negligible advantage
in breaking Assumption 1.
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Proof. Our algorithm B is given N, gp,, 9ps, 9ps» 9ps» 1. It chooses random values o, yu, Yu, Yn €
Zn and sets g1 = gp,, 92 = Gposu1 = g1, v1 = gi*,h1 = g¥*. It gives the public parameters
{N,e(g1,91)%, 91,92, u1,v1, h1} to A. We note that B can make normal keys because it knows
the master secret key. To make the first ¢ — 1 semi-functional keys, B proceeds as follows. For
each key request (ID1,...,ID;), B chooses random values yi, ...,y; € Zy such that their sum
is a, random values r; € Zy, random elements W;, W/, W/ € G, for each i from 1 to j, and
random elements Z’, Z"” € G, (note that B knows generators of G, and G,,). It sets:

Kl,i = glfiwi, KQ,i = Uli(u{Dihﬂ”W;, Kg,i = g{iWi” Vi < j,
Ky =gV Wy, Koy = o ()" W)Z', Ky = g7 W] 2",

To make the k" requested key for some (ID1,...,IDj), B chooses random values y1,...,y; €
Zy such that their sum is «, random values r; € Zy for ¢ < j, and random elements
Wi, W/, W! € G,,. It forms the key as:

Ki;=¢""Wi, Ko; = 0¥ (ulPih))" W, Kz; = gliW/' Vi < j,

Yj Yj ID; / 1"
Kij =gy W, Kyj =0TV Pit0 Wi Kz ;=TWj.

We note that if T' € G, , this is a properly distributed normal key, with r; equal to the discrete
log of T base g1. If T' € Gy,p5, this is a properly distributed ephemeral semi-functional key,
since the value of y,ID; + yy, is randomly distributed modulo ps.

At some point, A requests a ciphertext for an identity (/D7,...,I D;‘) and messages My, M.
B chooses /3 € {0, 1} randomly, along with random values s, t; € Zy, random elements R;, R}, R/ €
Gp,, and random elements Z;, Z!, Z!" € G, for all i from to j* (note that B knows generators
of G, and G),). It then forms the ciphertext as:

Co = Mge(gr, g1)*, Cri = giv'i RiZ;, Coy = g RIZ!, Cs; = (ul"* hy)'' R Z) ¥i.

If T € Gp,, B has properly simulated Gamep, , 9. If T € G)p,p;, then B has properly

simulated Gameg, ,. Hence, B can use the output of A to break Assumption 1. O

Lemma 22. Suppose there exists a PPT attacker A such that Gameg, ,Adva—Gameg, ,,, Advy =
€ for some non-negligible . Then we can build a PPT algorithm B with non-negligible advantage
in breaking Assumption 2.

Proof. Our algorithm B is given N, gp,, Gps > Gps» Ips> X2X5,Y1Y5,T. It chooses random exponents
O, Yus Yos Yo € Zn, and sets g1 = Gpys 92 = Gpy, U1 = g1*, v1 = ¢{*, and hy = g{". It gives the
public parameters {N, g1, g2, u1,v1, h1,e(g1,91)*} to A.

B responds to the first £ — 1 key requests by making semi-functional keys, which it can
easily make because it knows the master secret key and a generator of G,,. When the attacker
requests the k" key for (IDy,..., I Dj), B makes an ephemeral semi-functional key as follows.
It chooses random values y; € Zpy such that Z{Zl y; = «, random values r; € Zy for ¢ from
1 to j — 1, a random 7} € Zy, and random elements W;, W/, W/ € G, for i from 1 to j. It
creates the key as:

K1 =gV Wi, Ko =0V (ulPih)) W/, Ks; = gliW!" Vi < j,
Kij =gy Wj, Kyj = v (MYs) ! Pt Ky j = (Y1Y5) WY

We note that this is a properly distributed ephemeral semi-functional key, with r; equal to the
discrete log of Y] base ¢;.
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At some point, A requests a ciphertext for an identity (1D7,...,I D;‘) and messages Mg, M.
B chooses € {0,1} randomly, along with random values s,t; € Zy for i < j*,i # ¢+ 1, a
random value t; | € Zy, random values a;, b;,c; € Zy for i </, random elements R;, R;, R} €
Gp, for £ +1 < i < j*, and random elements Z;, Z/, Z!' € G, for i < j*. B forms the challenge
ciphertext as:

. ) . . 1D} ) N
Co = Mﬁe(gl,gl)as, Cl,i = ngiZRiZi(X2X5)al, CQ,i = giZZZ{(X2X5)b7‘, C3,i = (ul ¢ ]711)131()(2)(5)6Z Vi < /4,
Croi1 = ngtl+ly“Z€+1’ Coppr = Ttes ZE_H’ C3pr1 = Ttos1Wul Dy +yn) 2’+1,

Cri = gVl RiZi, Coy = gl RLZ!, Csy = () ha) RYZY Vi > 0+ 1.
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We note that t,4; is equal to t 41 multiplied by the log base g1 of the G, part of T

We assume our identities have the property that (IDq,...,ID;) being unable to decrypt
a ciphertext for (ID7,...,IDj.) implies that ID; cannot be equal to any of IDY,...,1D}..
In this case, the values y,ID; | + yp and y,ID; + yp, are randomly distribute modulo ps
in the attacker’s view, since y,ID + yp is a pairwise independent function of ID. Here, we
are using the assumption that it is hard to find a non-trivial factor of IV, which means that
the attacker cannot produce (with non-negligible probability) ID components in Zy which are
unequal modulo N but are equal modulo ps. Thus, if T € Gp,;,, the simulator has made a
properly distributed semi-functional ciphertext of type ¢. If T' € G, p,ps, the simulator has
made a properly distributed semi-functional ciphertext of type £ + 1. Hence, B can use the
output of A to break Assumption 2. O

Lemma 23. Suppose there exists a PPT attacker A such that Gameg, . Adva—Gamep, .. Adva =
€, where j* is the depth of challenge ciphertext and € is non-negligible. Then we can build a
PPT algorithm B with non-negligible advantage in breaking Assumption 3.

Proof. The algorithm B is given N, gy, , Gpo, 9ps» Xa X5, Y3Yy, T It chooses random values o, yu, Yo, Yn €
Zn and sets g1 = gpy, 92 = Gpos w1 = g1*, v1 = g}, h1 = g{". Tt gives the public parameters
{N, gi,92,u1, V1, hl, e(gl,gl)a} to A.

We suppose A requests a key for (ID1,...,ID;) as one of the first k — 1 key requests.
Then B creates a semi-functional key as follows. B chooses random values y; € Zy such
that 22:1 y; = «, random values 7; € Zy, random values a,b € Zy, and random elements
Wi, W/, W/!" € G,, for i from 1 to j. It creates the key as:

Kii = gi' Wi, Kz =o' (uy"h)" W, Ky = gy W' Vi < j,

. . ID. ) .
Kij=gP'Wj, Koj= v} (uy " h1) Wi (YsYa)*, Kz ;= g7 Wy (YaYa)".

We note that this a properly distributed semi-functional key. For key requests after the k' key
request, the simulator can make normal keys because it knows the master secret key.

We suppose A requests the k' key for (IDy,..., 1 Dj). Then B creates the key as follows.
B chooses random values y; € Zy such that 25:1 y; = «, random values r; € Zy, a random
value a € Zy, and random elements W;, W/, W/ € G, for all i from 1 to j. It sets:

i i(,,AD; i T . .
Ki; = g¥"Wi, Ko =0V (uj""h)" W/, Ks; = g|"W]' Vi < j,

Kij =g Wy, Koj =0} (uy ') WT, Ks; = g WI'T®

We note that if T € G5, this is a properly distributed ephemeral semi-functional key. If
T € Gpyp,y, this is a properly distributed semi-functional key.
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At some point, A requests a ciphertext for an identity (1D7,...,I D;‘) and messages Mg, M.
B chooses 8 € {0,1} randomly, along with random values s,t¢;,a;,b;,¢; € Zy and random
elements R;, R, R! € G, for i from 1 to j*. It forms the challenge ciphertext as:
. _ . . ID* . .
C() = Mge(gl,gl)o‘s, Cl,i = gfvilRi(X4X5)al, 0271' = giZR;-(X4X5)bZ, 0371' = (ul * hl)t’Rg’(X4X5)cl.
We note that this is a properly distributed semi-functional ciphertext of type j*.

If T € Gpgps, then B has properly simulated Gameg, .. If T' € Gyp,p,, then B has properly
simulated Game p, ;- Hence, B can use the output of A to break Assumption 3. O

Lemma 24. Suppose there exists a PPT attacker A such that Gamep, ,Adva—Gamep, , , Advg =
€ for some non-negligible . Then we can build a PPT algorithm B with non-negligible advantage
in breaking Assumption 2.

Proof. The algorithm B is given N, gy, pss Gpss Gpas X2X5,Y1Y5,T. It chooses random values
Q, Yus Yo, Yo € Zn and sets g1 = gpyy 92 = Gpy, w1 = g1*, v1 = gi*, h1 = g}". It gives the public
parameters {N, g1, g2, u1,v1, h1,e(g1,91)*} to A.

We note that the simulator can easily make both normal and semi-functional keys since it
knows the master secret key and a generator of G,,. This allows it to respond to all key queries
from A.

At some point, A requests a ciphertext for an identity (/D7,...,I D;‘) and messages My, M.
B chooses € {0, 1} randomly, along with random values s,t; € Zy for i < j*,i # ¢, a random
value t, € Zy, random values a;,b;,¢; € Zy for i < ¢, random elements R;, R}, R € Gy, for
i < j*,i# ¢, and random elements Z;, Z!, Z!" € Gp, for i < j*. B forms the challenge ciphertext
as:

. , . . D . .y
Co = Mge(g1,91)*, Cri = givy RiZi(X2X5)™, Cay = gy Z{(XaX5)", Csi = (uy " h1)"*(X2X5)% Vi < £,
Cre = giT'" ™ 2y, Coy =T"Z), Csy = THIPiT0) 7],

Cl,i = g‘ls’l)?RiZi, CQ’I‘ = g'iiR{Z{ Cg}i = (U{Dzhl)tiRZ/Z{/ Vi > €

(a2

We note that t, is equal to ¢, multiplied by the log base g; of the G, part of T

If T ¢ Gp,p,, the simulator has made a properly distributed ephemeral semi-functional
ciphertext of type £ — 1. If T' € G, p,ps, the simulator has made a properly distributed semi-
functional ciphertext of type £. Hence, B can use the output of A to break Assumption 2. [

Lemma 25. Suppose there exists a PPT attacker A such that Gamep, yAdva—Gamepipa Advyg =
€, where q is number of key queries and € is non-negligible. Then we can build a PPT algorithm
B with non-negligible advantage in breaking Assumption 4.

Proof. The simulator B is given N, gp,, 9ps, Ips»> Ips> ggl,ggl,g;1X4, gng4, T. Tt chooses random
values y,,yp € Zny and sets g1 = gp,, g2 = Gpy, 1 = g7*, and hy = g{". It sets v; =
gzl. It implicitly sets a = a by setting e(g1,91)* = e(g1,95). It gives the public parameters
{N7 g1,92,u1, V1, h17 e(gl7gl)a} to A.

To respond to a key request for (ID1,...,ID;), B chooses random values y; € Zx such that
>7_,yi = 0, random values 7; € Zy, random elements W;, W/, W/ € G, for all i from 1 to j,

and random elements Z4, Z) € Gp,. It creates the key as:
Ky = gl'Wi, Koy = of (uy”'ha)" "W, Kz = g\ W' Vi < j,

) . 1D ) )
K1j = gy giW;, Ky vl gtYa(uy " ha)"" W) Zy, K3 j = g’ W] Z).
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We note that this is a properly distributed semi-functional key.

At some point, A requests a ciphertext for an identity (ID7,...,I D;") and messages M, M.
B chooses 8 € {0,1} randomly, as well as random values t; € Zy, random elements R;, R;, R €
Gp,, and random elements U;, U/, U/ € G, for all i from 1 to j*. It will implicitly set s = —bc
and t; = ¢+ t. It forms the ciphertext as:

— / t ID* / *

Co = MgT ™', Cri = ()" RiUli, Coy = gy (g5 Xa)RU], Csi = (uy " ha)" (gf Xy)v ' Piton RITY.

If T = e(g1,g1)%, this is a properly distributed semi-functional encryption of Mg. If T is
a random element of G, this is a properly distributed semi-functional encryption of a random
message. Hence, B can use the output of A to break Assumption 4. O

This completes the proof of Theorem 19.

B.3 The Prime Order Translation

To design our prime order translation of the composite order scheme above, we proceed very
similarly to our IBE translation. We do one thing differently - instead of attaching the o term
to a basis vector that also plays a separate role, we expand « to be a 2-dimensional entity and to
have its own separate space. This results in a scheme that may be slightly larger in dimension
than necessary, but it allows us to make the final stage of our proof more clear. As a result,
our normal space will be covered by the first 6 vectors of D, D*, while the next 2 vectors serve
as the semi-functional space and the final two vectors serve as the ephemeral semi-functional
space (we work with a 10-dimensional space in total).

Setup(A) — PP, MSK The setup algorithm takes in the security parameter A\ and chooses a
bilinear group G of sufficiently large prime order p. We let e : G x G — G denote the bilinear

map. We set n = 10. The algorithm samples random dual orthonormal bases, (DD, D*) £
Dual(ZZ). We let dy, ..., d, denote the elements of D and dj, ..., d;, denote the elements of D*.
It also chooses random exponents aq, s, 0,0,7,§ € Z,. The public parameters are

PP := {G,p, e(g,9)" % e(g, )22 B, gT ... g%},
and the master secret key is

MSK = {G, p, a1, a2, g™, g%, 7% g¢B, g% 00i g0 i godiy,
KeyGen(MSK, (ID;,...,I1D;)) = SK;p The key generation algorithm chooses random val-
ues ri,ry € Z, for each i from 1 to j. It also chooses random values y, ... ,Yj € Zp and

w1, ..., w; € Zy up to the constraints that y3 +y2 +---+y; = a1 and wy +w2 + -+ - +w; = ao.
For each i from 1 to j, it computes:

K; = gyitf;+wid*;+r§‘IDiadg—rgeszrrgID,-an—rgafg.
The secret key is formed as:

SKID = {g’ydl7g£d2799d37ged4790d57gadﬁaK17 ey Kj}
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Delegate(SK;p,IDji1) — SKp|ip;,, The delegation algorithm chooses random values wh wh €
Zy for each i from 1 to j+1. It also chooses random values y, . .., ¥}, 1, W, ..., wj 1 € Zy subject

to the constraint that ¥} + - -y, = 0 = wi+ -~ w), . Letting g'Y‘TT,g&%,ge‘ig,gecﬁ,g”‘Fsk,g"dg, Ki,...,K;
denote the elements of SK;p, SK;prp,,, is formed as:

g dy eds ods 0ds  od:  ods
SK[D|IDJ'+1 _{g’y 1?96279 3,974, 5,975,

K, .gy’lvcf’{+w’1£J§+Wi1D19f§*W%GCEXW%IDWJE*W%UJE,
K. y;'yd_;l‘-l—wgfcz’;-l—w{IDlH@—w{GJZ-{—w%IDlUJ; —w%acfg
sy N0 g ’

Yy ¥ds g Edy el T D 05 —w] T O+ T D 1 ods —w) T ody }-

9

We note that y1 +~vy1,...,9; + vyg-,yy} 41 are randomly distributed up to the constraint that
their sum is ai, and similarly wy + w}, ..., w; + §wj, fw, | are randomly distributed up to
the constraint that their sum is a. Also, 7] +w} and rj 4 wj are uniformly random for each i.
The delegation process therefore produces a secret key which is identically distributed to one
obtained from calling the key generation algorithm directly.

Encrypt(PP,M,(ID;,...,ID;)) — CT The encryption algorithm chooses random values
$1, 89 € Zp, as well as random values t¢, ¢} for each i from 1 to j. It computes

._ dy-dt do-d%
CO = Me(gvg)O(ISI ! 16(979)04252 2 27
as well as
O 951tfl+s2c72+t§J3+1Dit§cﬁl+tgcf5+witgc76
T T
for each 4 from 1 to j. The ciphertext is CT := {Cy, C4,...,C;}.

Decrypt(CT,SK;p) — M When the identity vector (ID1,...,ID;) corresponding to the
secret key is a prefix of the identity vector corresponding to the ciphertext, the decryption
algorithm computes

J
B =[] en(Ci, K3)

i=1
and computes the message as:

M = Cy/B.

B.3.1 Correctness

To verify the correctness of our scheme, we observe that when the identity vector (I Dy,...,ID;)
corresponding to the secret key is a prefix of the identity vector corresponding to the ciphertext:

J j

H en(Ci, Kz) = H €<g, g)(81yi+32wi+t§riIDi—t’irziIDi.H%r;[Di_t%r%[[)i)zp
i=1 i=1
= e(g,g)(sl(yl+"'+yj)+82(w1+~~~+wj))1/’ — e(g’g)(msﬁ-agsz)w.

Here, ¢ denotes cz; . ci;t-*, which is the same for all 7.
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B.4 Semi-functional Algorithms
We formally define semi-functional and ephemeral semi-functional keys and ciphertexts to be

the distributions produced by the following algorithms.

KeyGenSF To generate a semi-functional key for (IDy,...,ID;), the semi-functional key
generation algorithm chooses random values 27,23 € Z,, random values r{,r% € Zy for each 4
from 1 to j as well as random values y1,...,y; € Z, such that y; +---+y; = a1 and random
values w1, ...,w; € Zjy, such that wy + --- +w; = ao. It forms the secret key as:

K;: gyz 1+wld’2‘ +riID; 0d§ —ri 0d: F+riID; O’d5 r2crd*

for each ¢ from 1 to 7 — 1 and
K _ gy7 1+w7d +T{ID Qd*—riedz—ﬁ-r%IDJUd*—Qad +z7d +zgd
The other elements of the secret key (which are only used for delegation) are defined exactly

as in the normal key generation algorithm. In summary, a seml functional key is distributed
like a normal key with additional random multiples of d* and d8 added in the exponent of Kj.

EncryptSF To generate a semi-functional ciphertext for (IDq,...,1Dj), the semi-functional
encryption algorithm chooses random values tl, 5y U7, Us € Zyp for each ¢ from 1 to j as well as
random values s1, 52 € Z,. It forms the ciphertext as:

._ dy-d: do-d5
CO = Me(gvg)O(ISI ! 1e(gag)a252 2 2,
C; = gsuil+szd}+t’i«fa+IDitid1+t§dE+IDit§tfa+v§J7+v§Js

for all ¢ from 1 to j. This is distributed like a normal ciphertext with additional random
multiples of d7 and dg added in the exponents.

KeyGenESF To generate an ephemeral semi-functional key for (I D1, ..., 1D;), the ephemeral
semi-functional key generation algorithm chooses random values zg,219 € Zp, random val-
ues 78,7 € Zy, for each ¢ from 1 to j as well as random values y1,...,y; € Z, such that
y1 + -+ y; = a1 and random values wr,...,w; € Zp such that wy + --- + w; = ag. It forms
the secret key as:

K; = gyiff+wifg+r§m¢0d§—riecﬁw;wiaig—r;aig
for each ¢ from 1 to 7 — 1 and
K _ gyj +wjd +7"{ID 9d*—r{9d*+r%1DJ0d T%UJ‘2+ZQJ§+Z10(Z“{0‘

The other elements of the secret key (which are only used for delegation) are defined exactly
as in the normal key generation algorithm. In summary, an ephemeral semi-functional key is
distributed like a normal key with additional random multiples of cfg and dﬁfo added in the
exponent of K;.
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EncryptESF({) To generate an ephemeral semi-functional ciphertext of type £ for (ID1,...,ID;),
the ephemeral semi-functional encryption algorithm chooses random values ¢4, th, vt v, vl, vl €

Z,, for each ¢ from 1 to ¢, random values ti, té, v%, vé € Zy for each i from £ + 1 to j, as well as
random values s1, 52 € Z,,. It forms the ciphertext as:

dy-d* do-d¥
Co := Me(g,g)* "™ “1e(g, g)**"2" %,
C: — gsufl+st}+t§J3+1Dit§d1+t§cf5+1Dit§d%+v%c?7+v§zfs+v3cfg+v§0cfw
1 T
for 7 from 1 to ¢ and

C, = gsufl+52dé+t§J3+ID¢t§d1+t§cfs+IDit§cfe+véc?7+vgd%
1T

for ¢ from £+ 1 and j.

This is distributed like a normal ciphertext with additional random multiples of J}, Jé, d:;,
Jw added in the exponents for C1, ..., Cy and random multiples of Ci’}, d_é added in the exponents
for Cg+1, ceey Cj.

B.5 Security Proof

We now prove the following theorem:

Theorem 26. Under the decisional linear assumption, the HIBE scheme presented in Section
B.3 is fully secure.

We prove this using a hybrid argument over a sequence of games. This precisely follows the
structure of the security proof for the composite order system. Gamepg.y is the real security
game. Gameq is like the real security game, except with a semi-functional ciphertext. In
Gameg,, ,, the first m — 1 keys are semi-functional, key m is ephemeral semi-functional, the
remaining keys are normal, and the ciphertext is semi-functional of type £. In Gamep, ,, the
first m keys are semi-functional, the remaining keys are normal, and the ciphertext is semi-
functional of type £. In Gameg;,,;, the ciphertext is an encryption of a random message. We
will describe the Gamep;,,; more completely later.

The sequence of games proceeds as follows. We begin with Gamepge,;, then move to Gamey.
Next, we move through the games Gamep, , as £ goes from 0 to the depth of the ciphertext,
which we denote by j*. We then proceed backwards through the games Gamep, , as ¢ decreases
from j* to 0. We then go to Gameg,,, and do the loop again. When we arrive at Gamep, ,
where ¢ is the number of key queries, all keys are semi-functional, and the ciphertext is semi-
functional. We then conclude with Gamepg;,,;- We prove these games are indistinguishable in
the following lemmas.

Lemma 27. If there exists a PPT algorithm A such that Adv;‘eal — Adv& 18 non-negligible, then
there exists a PPT algorithm B with non-negligible advantage against the subspace assumption,
with k =2 and n = 10.

We will prove this lemma via a hybrid argument over the length of the identity vector for
the challenge ciphertext. We let j denote this length. For ¢ from 0 to j, we define Gameg to

be the same as Gamepe,, except that Cq,...,Cy in the challenge ciphertext are distributed as
in a semi-functional ciphertext and Cyyq,...,C; are distributed as in a normal ciphertext. In
other words, C1, ..., Cy have random multiples of dg, d7 attached to them, while the rest of the

C;’s do not. We note that Gamegp = Gameg., and Gamey; = Gameg. Lemma 27 is then
implied by the following:
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Lemma 28. For each ¢ from 0 to j* — 1, if there exists a PPT algorithm A that achieves a
non-negligible difference in advantage between Gamey, and Gameg ¢+1, then there exists a PPT
algorithm B with non-negligible advantage against the subspace assumption, with k = 2 and
n = 10.

Proof. We suppose that such an A exists for some fixed £. We create B as follows. B is given:

-

b bs b b b*  nbt  Bb:  BbE bE b
D=(gl,-.wg“?gﬁ-u,g1079’71,9"2,963,gﬁ4,gs,~-7910>7

along with T, T5. It is B’s task to decide whether 17, T5 are distributed as gﬁ”gf +7200 , 9717753‘”25 b

or as g™ b} +728b%+73b% g nbs+7280% +73b% ‘

We define dual orthonormal bases I, F* by:
fu="05, fa="bio fs=mnbi, fi=nbs, f5 =B, fo = Bbi, fr =05, fs="bg, fo =105, fio =105,
fi =bo, f5 =00, f5 =n""b, fi =0 'bo, f3=8""bs, f5 =B "bu, fi =bs, f§ =be, f5 =br, fio=Dbs.
B chooses a random matrix A € ngz. With all but negligible probability, A is invertible. B
implicitly sets D = F4 and D* = %, where A is applied as a change of basis matrix to f7 and fé
(and (A=)t is applied to ﬁ‘, fé") We note that D and D* are properly distributed, and reveal

no information about A.

B chooses random values a1, as,7,&,60,0" € Z, and implicitly sets 0 = 'y, o = o'3. We
note that B can then produce ¢%,...,g%0 as well as g%, g%, g7, g8% g9 g0 gods gods,
Thus, B knows the public parameters as well as the master secret key. B gives PP to A, and
responds to A’s key requests by producing normal secret keys via the normal key generation
algorithm.

At some point, A specifies an identity vector (ID7,..., I D;-‘*) and two messages My, M7 for
the challenge ciphertext. B chooses a random b € {0, 1} and encrypts M, as follows. It chooses
a random s1, s3 € Z, and computes

oays1dy-d* ansode-d*
CO — Mbe(g,g) e 16(.9’9) 2o,
For i from to 1 to ¢, it chooses random values ¢4, vi v: € Z,. Tt sets:
’ 15 %2> Y79 Y8 '4
C; = gs1c71+sszz+t§d?,+1D;ticﬁ;+t;c@,+1D:t§%+v§J7+v§Js.

These ciphertext pieces are distributed as in a semi-functional ciphertext.
For ¢+ 1, B implicitly sets tﬁ“ =71 and tg“ = 19. It forms Cpy; as:

d1+sods ID*
Coy1 = g @2 R (Th) e,
For each i from ¢ + 2 to j*. B chooses random values t . t, € Z, and sets:
J 12 D
C; = gsljl+sggz+t§Jg—&-[thidjﬁ-técfg,-i-lthéJG'
These ciphertext pieces are distributed as in a normal ciphertext.
If 11, T, are equal to gﬁ”b’f*ﬁﬁbg , gﬁ”l’3 *TQBI’Z, then Cyq1 is distributed as in a normal cipher-
text, and B has properly simulated Gameg ¢. If 77, T are equal to g1+ Tsbs | minbi+72fby+Tsbs

then Cy1q includes a linear combination of J} and CZ;_;. The coefficients of this combination are
the coordinates of the vector

m3A1(1,1D;))".
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Since A is random and independent of everything else given to A, this vector is uniformly
random in A’s view. Thus, B has properly simulated Gameg ¢4 in this case. This allows B
to use A’s non-negligible difference in advantage between these two games in order to obtain a
non-negligible advantage against our subspace assumption. ]

Lemma 29. For each m from 1 to q, if there exists a PPT algorithm A such that A achieves a
non-negligible difference in advantage between Gamep(,,—10) and Gameg(y, o), then there exists
a PPT algorithm B with non-negligible advantage against the subspace assumption, with k = 2
and n = 10.

Proof. We suppose that such an A exists for some fixed m. We create B as follows. B is given:

-

b by b b b* nbx bx bt bE b*
D= (g L gt gbT gt gt gtz PGP gbs g w),

along with 71, T». It is B’s task to decide whether 17, T5 are distributed as g™"0i+72805  gminb3+725b;
or as g‘rl T]b){ +7'25b§ +73 b; , g‘rl T]b; +Tzﬁbz +73 bg .

We define dual orthonormal bases F, F* by:
ﬁ:ga fé:gl(): fi:):gb f_‘l:g% fg:g37 fé:gﬁh .ﬁ:g'?v f;:g& fé:g& in:g&
fl _b97 f2 _blov f?;k = by, fi = by, f; :bg’ fg = by, f; = bz, fék = b;, fg :b;’ fik(] = bg'
B chooses a random matrix A € ZI%XQ. With all but negligible probability, A is invertible. B
implicitly sets D = F4 and D* = [F%,, where A is applied as a change of basis matrix to fg, fio,
and (A1)t is applied to f3, f,- We observe that D and D* are properly distributed, and reveal

no information about A. Lo L
B chooses a1, a3 € Z, randomly. This allows it to compute e(g, g)**4 "% as e, (g", g)*

and e(g, g)“?d2 -d3

PP = {Gap, e(g,9) M e(g, )22t d gl ’956} '

2 = e, (gglo, ggTO)OQ. This allows B to give A the pubic parameters:

B random chooses v, § € Z;, and implicitly sets ¢ = n and o = 3. We observe that B knows the
MSK, since ged‘g = gﬁgik7 gg‘ﬁ = gngg’ go'd?:: = gﬁgg, go'czé = gﬁgz

For the first m — 1 key requests A makes, B will respond by making a semi-functional key.
B can do this by creating a normal key via the normal key generation algorithm and then
appending random multiples of cﬁ = E; and cfg = gg to the exponent of K (since B knows
g%, g%

To make the m!" key for identity vector (IDy,...,ID;), B makes K1,...,K;_1 as in the
normal key generation algorithm. To make Kj, it implicitly sets r{ = 711 and 7‘% = 1. It
computes:

T aw.ds ID;
K; = g% 1tw;ds ST Ty

If Ty, Ty are equal to gﬁ”gﬁmﬂgg 5171’7'?2”“@65ji then this exponent has no multiples of &, ... d5,
and is distributed as in a normal key. If 73,75 are equal to gTWb {+72805+73b , gTnba T2+ Tabg
then this exponent includes a linear combination of dg and le The coefficients of this com-
bination are equal to the entries of the vector T3 A*(ID;, —1). These coefficients are uniformly
random in A’s view, since everything else the attacker is given is distributed independently of
the matrix A. Hence, in this case, B produces a well-distributed ephemeral semi-functional key.
For the remaining key requests, B responds by creating normal keys via the normal key
generation algorithm. B can also produce a well-distributed semi-functional ciphertext, since
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it knows the public parameters as well as ¢%7 = ¢’7 and ¢% = ¢®. In summary, B properly
simulates either Gamep(,,_1,0) or Gameg(y, ), depending on the values of T7,75. Thus, it
can leverage A’s non-negligible difference in advantage between these games to achieve a non-
negligible advantage against the subspace assumption. O

Lemma 30. For each m from 1 to q and each £ from 1 to j*, if there exists a PPT algorithm
A such that A achieves a non-negligible difference in advantage between Gamegy, 1) and
Gameg(m,), then there exists a PPT algorithm B with non-negligible advantage against the
subspace assumption, with k =2 and n = 10.

Proof. We suppose that there exists such an A for some fixed m and ¢. We create B as follows.
B is given:

D= (g”l,---,gb“,gb%-.791’10,9”1”{,9’7{’2 g%, g% g% ngO)7

along with 17, T: 2. It is B’s task to decide whether 17, T5 are distributed as gﬁ”bik +72/8b3 , gﬁ”biur”ﬁbzI
Or as g‘rlnb +7'2,6’b3 +7'3b g‘rlnb’z‘ +728b) +T3bg )

We define dual orthonormal bases F,F* by:

ﬁ:ggafé:gTO?fn:'):ngiaﬁ:ngzaﬁzﬁggvﬁ:ﬁgjhﬁ:g’?aﬁ:ggvﬁ:gg’ fiozgg,

fik = b97 f; :bloa f?;k :n_lbla féik :77_11)27 f5* :/B_lb:’)? fg :B_1b4a f’; = b77 fék :bga fg* = b57 fiko =

B chooses a random matrix A € Z2X2 With all but negligible probability, A is invertible. It
sets D = F4 and D* = %, where A is apphed as a change of basis matrix to fg, flo, and (A1)

is applied as a change of basis matrix to fg , f10 We note that D, D* are properly distributed,
and reveal no information about A. L
B chooses random values a1, o € Zj. This allows it to compute e(g g)"‘ld1 di as en(g® 7g b5y

and e(g, g)o‘Qd2 9 can be computed similarly. Since B has gd1 = gb9 gd2 = gblo gd3 = g”b
gdG = gﬁb4, B is able to produce the public parameters

- - - - -

= {G,p, e(g, g)™ 4 e(g, g)*2%2d2 gt . ,gd}}

and gives them to A. It also chooses random values 7,5 ¢, 0" € Z,. 1t implicitly sets 0 = no’
and o = fo’. This allows it to create the terms g”dl = (ng) ggd2 = (9510)6 g9d3 = (gbl)el
o g"d:g = (g b4)" for the secret keys. We note that B knows the MSK, as well gd7 = gb7 and
g% =g
For the first m — 1 key requests, B responds by creating normal keys using the normal
key generation algorithm, and then multiplying the resulting K; by random powers of g%, g%
This produces properly distributed semi-functional keys. To respond to the m‘* key request
for an identity vector (ID1,...,1D;), B makes Ki,...,K;_1 as in the normal key generation
algorithm. It implicitly sets 7 = p1(0')~" and 5 = pg(0’) . It sets:

_ dtw,dX ID; -1
Kj_gy]1 ]2.U1].(U2)

This produces an ephemeral semi-functional key, where the coefficients of g‘iS and gJTO are the
entries of the vector

,u,gAt(IDj, —1).
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To respond to the remaining key requests, I3 creates normal keys using the normal key generation
algorithm.

At some point, A specifies an identity vector (ID7,..., I D;-‘*) for the challenge ciphertext
and messages My, My. B chooses a random bit b € {0, 1} and encrypts M, as follows. It chooses
random values s1, s2 € Z;, and sets

L\ S1 7T\ 52
Co = M, (e(g,g)aldl'dl) (e(g,g)”d’d?) :
For i from to 1 to £ — 1, it chooses random values tzi, ’é, v%, vé, vé, ”io € Zy. It forms:

C = gslcfl+s2Jz+t§J3+ID;‘tﬁdl+t§c?5+ID;*tgd?5+vécf7+v§¢fs+vgcfg+v§0¢flo

* * T e * 41 Tw i e *42 e i * *
= (") - (g710)%2 - (gL - (g™R) TP (g1 - (gPR) DT (gPT)0r - (g%R) R - (%)% - (g

These terms have both semi-functional and ephemeral semi-functional components.
For £, B chooses random values v¢,v§ € Z, and implicitly sets t{ = 7 and t§ = . It
computes:

7 end, ID?  oldotvld
Cy = gS1d1+82d2 Ty -T2 1) .gv7d7+7}8d8‘

For i > ¢, B chooses random values t},t5, v&, v € Z, and sets:

C; = gorditsada+tids+1D; i dy+t5d5+1 D] thdotvidr+vids

If T, T, are equal to ngngT+72f35§,gﬁ”gﬁ”ﬁgz, then C, has no multiples of dg,do in its
exponent. Hence, the ciphertext is distributed as in Gameg(,, —1). If T1,7T> are equal to
gT it Bbs Ty gminby +72Bbi+73bG  then the exponent of Cy does include a linear combination
of dg, d1g in the exponent. The coefficients of this combination are equal to the entries of the
vector

A1, 1D}).

Since we have guaranteed by our encoding of identity vectors that ID; # ID;, we may
invoke Lemma 4 to conclude that the K; term of the m!* key and the C; term of the ciphertext
have coefficients in the ephemeral semi-functional space that are uniformly random in A’s view.
Hence, in this case, B has properly simulated Gameg(y, . Thus, B can leverage the non-
negligible difference in advantage achieved by A to achieve a non-negligible advantage against
the subspace assumption.

O]

Lemma 31. For each m from 1 to q, if there exists a PPT algorithm A achieving a non-
negligible difference in advantage between Gameg(y j«y and Gamep(y, j+), then there erists a
PPT algorithm B with non-negligible advantage against the subspace assumption, with k = 1
and n = 10.

Proof. We will prove this lemma in two steps. We define an intermediary game, denoted
Gamegp(p, j+), in which the K; term of the mt" key has random multiples of all of cf?, Jg, Jg, _:{0
in its exponent (both ephemeral semi-functional and regular semi-functional terms). In other
respects, Gamegp(,, j+) is identical to Gameg,, ;) and Gamep,, ;.

We first suppose there exists a PPT attacker A achieving a non-negligible difference in
advantage between Gamep,, j«) and Gamegp(,, ;+) for some m. We create a PP'T algorithm B
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achieving non-negligible advantage against the subspace assumption with Kk =1 and n = 10. B
is given

D= (gbl,gb?,gb‘*,--- g, g | gB%s | gb 7ng°,U1,u3),

along with 77. It is B’s task to decide whether T} is distributed as gni+72005 or ag gmnbi+m28b+7sb;
We define dual orthonormal bases F,F* as:

ﬁ:g4)f_‘é:l_)%aﬁ;:gﬁvﬁ:g77Lﬁ):gSa!]%2597](_‘;:6»107][;:53)%:625 ﬁozl_;h

f1 —b47 f2 —b5, f3 - b67 f4 —b7= f5 = b87 f6 —bga f7 = 5107 fe = b3, fg =by, fip = b1
B chooses a random matrix A € Z?,”. With all but negligible probability, A is invertible. B
implicitly sets D = F4 and D* = F%, where A is applied as a change of basis matrix to ﬁ, fé
and (A~1)! is applied as a change of basis matrix to f? , fék . We note that D, D* are properly
distributed, and reveal no information about A.

B chooses o, an,0,0,7v,¢ € Z), for itself, which enables it to produce the public parameters
and the master secret key. It gives the public parameters to A. To answer A’s first m — 1 key
requests, B first produces a normal key using the normal key generation algorithm (it can run
this because it knows the master secret key). NOW it chooses random values z,x € Z, and
multiplies the final key element K; by (gP10)?(gb ) We note that applying the change of basis
matrix (A~!)! does not change that the span of d7, d8 is equal to the span of b10a b3 Hence, this
is distributed as a random linear combination of d7,al8 and so the resulting key is a properly
distributed semi-functional key.

To create the m'* key for (ID1,...,1 Dj), B first creates a normal key by running the
normal key generation algorithm. It then multiplies K; by T7. If Th = 9717767‘”2563, then this
adds a random linear combination of Jé,cflo to the exponent of Kj. In this case, the key is
properly distributed as in Gamep(y, j+. If Ty = gT”’b 2803 +7555 , then this adds a random
linear combination of dg, d*0 as well as 7'363 Because we have employed the random change of
basis matrix (A~1)¢, b3 is itself a random linear combination of d7, dg. Therefore, the key is
properly distributed as in Gamegp,, j+) in this case. (We note that this is the only place where
we will use the randomness of A: everything else will be distributed independently of A.)

When A declares (ID7, ..., 1 D;‘*) and My, My, B creates the challenge ciphertext as follows.
It chooses a random bit b € {0,1}, random values s1,52 € Z,, as well as random values
til, é, 1/%, Vg, I/é, 1/{'0 € Zy, for each i from 1 to j*. It computes:

Co = My(en(g™, g%))* 151 (e, (g%, g75))*22 = Mye(g, g) 514 %2¢(g, g)*252%2 42

Ci= (g7)™ - (g7)2 - (7)1 - (g7) Pt (gP)f% - (g7) P11 (7o)t - UY* - (g72)% - (g1
for each ¢ from to 1 to j ‘We observe that the exponent of C; is equal to slaTl + Sgd_é + tld_é, +
ID*tZ d4 + ¢ d5 + ID*tz d6 plus a linear combination of d7, dg, dg, d10 The coeflicients of d7 and
dg here are equal to the entries of the vector A™1(14, u318), which are uniformly random because
v and v are random (note that these are distributed independently of A™!). The coefficients
of ci;; = 52 and cilo = 51 here are pg + Vé and p1 + Vfo, which are also uniformly random because
vy and 1/{0 are uniformly random. Hence the ciphertext is properly distributed.
In summary, B has properly simulated either Gamegy,, j«) or Gamegp(y, j~), depending on
the value of T7. This allows it to leverage the non-negligible difference in A’s advantage between
these games to achieve non-negligible advantage against the subspace assumption.

49



An analogous argument can be used to transition from Gamegp(y, j«) to Gamep,y, j«. The

only difference is that one now sets ﬁ = 51, fé = 52, and fg; = 53. One then applies a random
change of basis matrix A to ﬁ;, fio- Now T} is multiplied by the K term of the m'® key so that
when the exponent of 77 is in the span of I;{, 5;, the key will only have components in the regular
semi-functional space, and no appearance of d:;, dio terms. When the exponent of 77 includes a
multiple of gg, then the key will have random components in both the regular semi-functional
and ephemeral semi-functional spaces. O

Lemma 32. For each m from 1 to q and each £ from 1 to j*, if there exists a PPT algorithm A
achieving a non-negligible difference in advantage between Gamep(y, ¢y and Gamep(y ¢—1), then
there exists a PPT algorithm B with non-negligible advantage against the subspace assumption,
with k =2 and n = 10.

Proof. This is identical to the proof of Lemma 30, except that the m'* key is now made to be
semi-functional, just as the first m — 1 keys. In this case, the argument that the coefficients of
dg,dlo on Cy are well-distributed when they are present is simpler (does not require pairwise
independence), since there are no appearances of d9, d10 in any of the keys. ]

Finally, we transition to a Gamepg;,,; in which the ciphertext encrypts a random message.
Thus, the bit b will be completely hidden from the attacker, and it follows that any attacker
has 0 advantage. We prove this in a few stages. First, we expand the final K; of each key to
additionally include a multiple of d 1o in the exponent. This multiple will be the same for every
key. Next, we expand all of C'1,...,Cj+ to include random multiples of d10 in the exponent
(these multiples will differ). Finally, we move from an encryption of M to an encryption of a
random message by one last apphcatlon of the subspace assumption. In this last step, we will
(roughly) set dx, d2 to be bl, by and dy, ds to be b, b* (this will be true - up to scalar adJustments)
We will set dm = b3 and d10 = b3 This allows us to 1mphc1tly set oqdl +a2d2 to be Mlbl +u2b2,
which the Subspace assumption only gives us attached to ,u3b3 We implicitly set s1dy + sads to
be Tmbl + 7 51)2, which we may receive alone in the exponent or attached to 7363 We compute
the blinding factor as e, (Uy,T1). If Th = g“"b””?ﬁb then this is computing (ags; + a252)¢
in the exponent, which is the proper blinding factor. However, if T1 additionally includes gT3b
then we get an extra contribution of us7s in the exponent - this will look random, since we
can hide the value of 73 by inserting additional random multiples of 5; in the exponents of the
ciphertext elements. In this case, we have a random blinding factor, which is equivalent to
encrypting a random message.

More formally, we define the following additional games:

Gamegspry This game is like Gamep(g ¢y (all keys and ciphertext are semi—functional) except

that for each key, the final K; exponent also includes a multiple of d 1o- This multiple is the
same for every key.

Gamegrcry This game is like Gamegri except that each of C1,...,C}+ in the ciphertext
includes a fresh random multiple of dig in its exponent.

Gamerpr;,, This game is like Gameggors except that the message being encrypted is now a
random element of G, independent of the bit b.

Lemma 33. If there exists a PPT algorithm A achieving a non-negligible difference in ad-
vantage between Gamep, oy and Gamesri+, then there exists a PPT algorithm B with non-
negligible advantage against the subspace assumption, with k =1 and n = 10.

50



Proof. B is given

-
*

B B b Bio bt B 3 B
D=(91,92,94,-.-,g10,9”17932793,---,91°,U1,M3),

along with 7. It is B’s task to decide whether T} is distributed as gTWgT +72085 o1 as g71”5T+72ﬁ53+73g§.
B implicitly sets:
di =b1, dy =bg, d3 = by, ..., dy =bro, dio = b3,
dy = by, dy =b5, d5 =by, ...,dg = by, djy = bs.
We note that D, D* are properly distributed.
B implicitly defines ay = 711 and as = 1. We note that B does not know «q, s, but it
a1di-d

can compute e(g, g) 1 as:

e(ga g)aldl.diﬁ = en(Tlagb1)7

and can similarly compute e(g, g)o‘”z?'d; as e (11, ggQ). This allows B to produce the public
parameters:

- - -

PP = {G’pa e(gag)aljld;{ae(gvg)a2d2.d§’gdl’ e ’gd%} )

It gives these to A.

To create secret keys, B chooses random exponents 0,0 € Z, and implicitly sets v = 7,
and { = 3. When A requests a key for an identity vector (IDy,...,ID;), B creates a key as
follows. It chooses random values ri,r} € Z, for each i from 1 to j, as well as random values
Yo, Yy € Ly, wh, ..., w) € Zy subject to the constraints g} +---+y; =0 = wy +--- +w}. For
each ¢ from 1 to j — 1, it will implicitly set y; = yin and w; = w;B. For j, it sets y; = 11977 +7n
and w; = w;ﬂ + 723. We note that yi,...,y; are distributed as random elements of Z, up to
the constraint that ¢ +---+y; = a1, and wy, ..., w; are distributed as random elements of Z,
up to the constraint that wy + --- +w; = as. B computes:

Ki — gyid_i‘—i—wid_‘;-l—riIDiqu’g—ri@(iz—&—réIDiad_‘g—T%ad_'g
(gngf)yg . (gﬁl;;)w; . (gl;)Z)rilDié’ . (gl_)‘g)—r’ﬂ? . (gl_;g)réIDio . (gg’;)—réa.
also cnooses random z7, 28 and computes:
It also ch dom 27, 25 € Z, and comput
_ b v bW, b rtID;0 bE\—rig b riID;o biy—rio bi\z b3\ z

Kj=T1 - (g")" - (¢72)"5 - (¢") 1P - (g%5) 7110 - (g0t Pher . (gP7) 7o (g%R)"7 - (%)%
If T = ngan-i-Tzﬁb;’ then

Kj _ gijT+WjCZ3+T{IDj91f§—T‘{@Cfi"‘?”%IDjO'CZ;—T%JJE+Z7J;+23J§'

In this case, B produces keys that are distributed as in Gamep(q ). If T1 additionally has 7'3(_7?;

in its exponent, then every K; will have 7’36{:{0 in its exponent. In this case, B produces keys
that are distributed as in Gamegpg .

At some point, A declares a challenge identity vector (ID7,..., I D;‘*) and two messages
My, M. B chooses a random bit b € {0,1} and produces a semi-functional encryption of M
as follows. B chooses random values si, sy € Z, and random values ¢!, 5 vk, vi € Z, for each i
from 1 to j*. It computes:

%

CO - Mb (6(979)0[16?1.6?{)51 (6(979)04262‘2-@)82 9
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and for each ¢ from 1 to j*:

C; = gorhitsedattida+I Dyt duttids+1D; thdotvidr+vids
— (ggl)sl . (952)32 . (954)15% . (ggg))ID;‘tli . (gl;@)t’é . (gg7)ID;*té . (gl_;g)v7 . (ggg)vé.
This is a properly distributed semi-functional ciphertext.
If Ty = g™"1+728%  then B has properly simulated Game Pgo)- I Th = gt T2 by Ty
then B has properly simulated Gamegrg. Hence, B can leverage A’s non-negligible difference

in advantage between these games to achieve a non-negligible advantage against the subspace
assumption. O

Lemma 34. If there exists a PPT algorithm A achieving a non-negligible difference in ad-
vantage between Gamesri+ and Gamespor+, then there exists a PPT algorithm B with non-
negligible advantage against the subspace assumption, with k =1 and n = 10.

Proof. We assume such a A exists, and we create B as follows. B is given
by ba b b by Bbs b bt
D= (.g lv.g 279 47---79 107977 1795 2,93,...,9 107U17:U'3)7

along with 7. It is B’s task to decide whether T} is distributed as gTWBT +72663 or as ngngHT?ﬁgngT?’gg.
B implicitly sets:

Cfl:gjb dﬁ?zl_)’;v d_é:ggv djl:g’?v dg:ggvc%:g; (1_:7:5;7 (58:5;7 d_;):l_);{o’ CZ;O:ggv
dy = by, dy =bs, di =bg, dj = by, di =bs, dg = by, dy = by, dg = by, dy = bao, dyy = bs.
We note that D, D* are properly distributed.

B chooses random values a1, a2, 0,0,v,§ € Zp,. This allows it to produce the public param-
eters:

PP = {Gap, e(g,9) % e(g, g)*2 b oML ,gd6} '

We observe that B also knows the MSK and can produce g7%, g¢%, g% g0 god5 ¢o% for the
secret keys.

When A requests a key for an identity vector (ID1,...,ID;), B creates K1, ..., K; as follows.
First, it creates Kq,...,K;_1, K J’ as in the normal key generation algorithm. It then chooses
random values 27, zg € Z;, and sets:

K= K} Ur- (d7)7 - (g7).

This results in K; values whose exponents include uniformly random linear combinations of
d7 = by and dg = by as well as pus3djy = pusbs, where this coefficient p3 is the same for all keys.
This produces keys which are properly distributed for either Gamegrg or Gamesror .
When A specifies (1D7,...,1Dj.) and My, M; for the challenge ciphertext, B chooses a
random bit b € {0,1}. It first computes a normal ciphertext Cy,C1, ..., C%. encrypting M,

ST
using the normal encryption algorithm. It then chooses random values v%,vg, v}, € Z, for each

i from 1 to j*. For each i, it sets:

C; = C - (Ty)"o - (g"1)¥r . (gPb3 )%,

If the exponent of 77 is a linear combination of g‘f = ci} and 5; = d;;, then each C; will
have a random linear combination of d7, dg in its exponent, making it properly distributed for
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Gamegpg . If the exponent of 71 is a linear combination of 5{ = cf7, l_)é = Jg, and b_j‘; = cilo, then
each C; will have a random linear combination of CZ7, ci;;, and cflo, making it properly distributed
for Gamegrory -

Therefore, B has properly simulated either Gamegrg+ or Gamegrory, depending on the
value of T7. B can thus leverage the non-negligible difference in A’s advantage between two

games to achieve a non-negligible advantage against the subspace assumption.
O

Lemma 35. If there exists a PPT algorithm A achieving a non-negligible difference in ad-
vantage between Gameskcory and Gamepinq, then there exists a PPT algorithm B with non-
negligible advantage against the subspace assumption, with k =1 and n = 10.

Proof. B is given
B B B B bt 8 B
D:(917927947---7910;97717952,93’---79107[]17#3)7

along with 1. It is B’s task to decide whether T} is distributed as gTWl—"T +72083 o1 as nggHT?Bg;*TP’gg.
B implicitly sets:

dl - 77b17 /8d27 d3 - b4) ceey, U9 = >{07 le = b;a
d; =77_151, dy = B~ Yb, d =bu, ..., dy = big, dyy = bs.

We note that D, D* are properly distributed and that B can produce ggl, ey gJ6 for the public
parameters.

B implicitly sets a; = nu1 and as = Sus. It can then compute e(g,g)al‘fl"if as:

6(97 g)aldl.d’{ == @n(Ula gngﬂ{)

It similarly computes e(g, g)”dé'dé = e, (U1, gﬁgé). It provides A with the public parameters,

B {Gap, (9, 9) 0% e(g, g)”dg'd;,gdl,'u,gdtﬁ}'

B chooses random values 0,0,7',¢ € Z, and sets v=n 7 and 5 BLE . Tt can then form
g'yofl — (gbl)’y géd? — (g )5 ged3 — (gb4)9 ged4 — (gb5)9 god — (gbg) , and gad6 — (gb7) )

When A requests a key for an identity vector (I Dl, ...,IDj), B computes the additional
key elements as follows. It chooses random values r{,r4 € Z for each ¢ from 1 to j, random
values z7, zg € Zp, and random values y], ... ,y], why ... ,w] € Z subject to the constraint that

yi + -+ y; = w4 +w; = 0. It implicitly sets y; = nyg, w; = pw) for each ¢ from 1 to
Jj—1,and y; = ny; + np1, wy = ﬂwé- + Buz. We note that yq,...,y; are randomly distributed
up to the constraint that y; +---+y; = a1, and wy, ..., w; are randomly distributed up to the
constraint that wq + --- 4+ w; = a. B can then compute:

K; = gyilf{+w¢ci;2‘+riID¢9J§fri9Ji+r%IDiad%77%05?6*
(951)% . (gl;z)wg . (954)T§IDi9 . (g55)—r§6 . (ggg)rélDia . (957)—7“30
for all ¢ from 1 to j — 1, and
K; = gijijJ;Jrr{]Djed*—rled*+r;1D odt —riodi+zrdi4zsds+usds,

J

— UL (gP)% - (g72)"5 - ()P0 (ghs) O (gheyraIDio . (gbryrao L (ghs e (gPo)es,
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The keys that B produces are properly distributed for Gamegpory and Gameg;pq;.

At some point, A declares an identity vector (ID7,..., I D;‘*) and messages Mg, M for the
challenge ciphertext. B chooses a random bit b € {0,1} and creates a ciphertext which is either
an encryption of M, or an encryption of a random message, depending on the value of 71. To
do this, it implicitly sets s; = 7 and s2 = 7. It chooses random values ¢4, t, v%, v}, vi, € Z,
for each ¢ from 1 to j*. It computes:

CO — Mben(UlaTl)a
and for each ¢ from 1 to j*:

C = gsld”l+52d}+t§d}+1D;t§d”4+t§d}+1D;t§ciﬁ+v;¢fy+vgcig+viotflo

X3

= Ty (gP)h . (gB) DIt (Bt . (gb7)IDTE: . (gBR YUY . (BB YUk . (gBE o,
We note that the value of each v!;, here depends on the nature of Tj.
Now, if T} = ¢gmi+726%  then Cy = Mye(g, g)**1%die(g, g)*2%2%43. In this case, the

ciphertext is a properly distributed encryption of My, as required in Gamegpcory. However, if
T, = 971775*{+7265§+735§7 then

Co = Mie(g, )17 Tie(g, g) 220G (g, g)Toma,

where ¢ = 5; . 5: Here, 73 is uniformly random. To see this, observe that the coefficient
of cflo = l;; in each Cj; is equal to V{O + 73 in this case, which does not reveal 73 because
each V{O is random. Thus, the ciphertext is distributed as an encryption of a random message,
independent of My, as required in Gameg;,,;. Hence, B can leverage A’s non-negligible difference
in advantage between these games to achieve a non-negligible advantage against the subspace
assumption.

O]
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