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Abstract

Proxy signature schemes can be used in many basamgsications such as
when the original signer is not present to signadngnt documents. Any proxy
signature scheme has to meet the identifiabilitydeniability, verifiability and
unforgeability security requirements. In some ¢boxs, it may be necessary to
protect the proxy signer’s privacy from outsidersthird parties. Recently, several
studies about proxy signature schemes have beetucimu but only Yu et al’
anonymous proxy signature scheme proposed in 200®@ting to protect the proxy
signer’s privacy from outsiders. They claimed th&heme can make the proxy
signer anonymous. However, based on our reseactdetermined that this was not
the case and the proxy signer’s privacy was nohgmous. Hence, in this paper,
we propose a new anonymous proxy signature schbatetruly makes the proxy
signer anonymous while making it more secure afidiafit when compared with Yu
et al.’s scheme in 2009. Our proxy signature se&eansists of two constructions.
First, we mainly use random numbers and bilined@irgs to attain the anonymous
property in our proxy. Secondly, we increase #musty, integrity, and efficiency of
our proxy through modifications.

Keywords: Proxy signature, Anonymous, Bilinear pairings, umdbility,
unforgeability,



1. Introduction

In 1996, Mambo et al. [1] first proposed the coricepproxy signature. In
their proposal, there are three parties: a usercabed original signer, a proxy signer
whom is delegated to sign a message on behalfeobtiginal signer, and a verifier
who verifies whether a signed message is legabbr nProxy signature schemes can
be used in many business applications such as thieeoriginal signer is not present
to sign important documents. For example, an itgmbrdocument needs to be
signed by the CEO, but the CEO is out of the officenot immediately available.
At this time, the CEO can use the proxy signatwt@esie to designate the general
manager or business executive to sign the docuarehis or her behalf. The signed
document will be valid, and can be verified by goee without the CEO actually
signing it.

Since Mambo et al.’s 1996 scheme, many proxy sigaaschemes have been
proposed [2-31]. Overall, generally speaking, ¢hare two main categories of
proxy signature schemes, the first category istor@ie and the other is one-to-many.
The one-to-one schemes are [8, 12, 15, 17, 1830and the proxy blind signature
[5], which is a special digital signature schenmstfintroduced by Chaum [25] in
1983. In the one-to-many, there are there two etsbsone is the proxy
multi-signature and the other is thg, n) threshold proxy signature. In the proxy
multi-signature [10, 11 14, 16, 26, 27, 28, 29, 30], the original signer has an
authorize proxy signer group, each proxy signer toagenerate a partials proxy
signature. If all partials of signatures are cctirehe proxy signature will be
generated by summation or multiplication operatdrthe partial proxy signatures.
In the (t, n) threshold proxy signature [3, 6, 16, 24], the ioiad) signer can choose
the threshold and a proxy signing key is shared pyoxy signers. Any of proxy
signers can cooperatively derive the proxy sigrkayg to sign the message. In any
proxy signature, the following security propertsge required:

e Unforgeability [1, 13, 14, 15, 19, 21, 22, 24, 28]: Only a deaigd proxy
signer can create a valid proxy signature for thgimal signer. In other words,
nobody can forge a valid proxy signature withowt tielegation of the original
signer.

e \Verifiability [1, 3, 4, 11, 14, 15, 19, 21, 24]: After checkaengd verifying the
proxy signature, a verifier can be convinced thatreceived message is signed
by the proxy signer authorized by the original sign

e Undeniability [1, 3, 4, 15, 19, 21, 24]: The proxy signer camepudiate the
signature he produced.

e Identifiability [1, 3, 4, 14, 15, 24]: Anyone including the ongi signer can
determine the corresponding proxy signer’s ideritiyn the proxy signature.



e Anonymity [10, 13, 15, 21]: The relating studies about anooysnproperty in
proxy signature scheme aims to protect the idenfitye proxy signer, keeping
the secrecy of the proxy signer to outsider.

Although proxy signatures incorporate the above troead security functions,
they still face many threats such as frame attackpablic-key substitute attack. The
detailed about these two attacks can be referredtidies [30] and [16, 31]
respectively. In 2009, Yu et al. [13] further posed an anonymous proxy signature
(APS) scheme which provides anonymity property ooxy multi-signature. In
their scheme, there is a group of proxy signerg, dnly one proxy signer can
anonymously signs the message. By using a groiwgigaers, Yu et al. wanted to
provide privacy and anonymous protection for thexgprsigner such that any other
proxy signer cannot know who the real signer isowklver, based on our research
using transmitted data along with public informatiave were able to isolate and
identify the proxy signer. More detail of the arsas is described in Section 3.2.

The rest of the paper is organized as follows. Séation 2, we present the basic
concepts of bilinear pairings and some related emttical problems. In Section 3,
we review and show the weakness of Yu et al.’s mehe Section 4 shows the
proposed scheme and Section 5 makes comparisamiputation efficiency between
Yu et al.'s scheme and ours. Finally, a conclussogiven in Section 6.

2. Background
In this section, we describe the concept of bilirnErings which is used as the
mathematical basis of this design.
e Bilinear Pairings
Let G, be a cyclic additive group of ordeyy generated by a base poift on
Elliptic curve andG, be a cyclic multiplicative group with the same end It is
considered that solving the Elliptic curve discregarithm problem (ECDLP) inG,
and discrete logarithm problem (DLP) problem @y are difficult. A bilinear map
e is defined ase: G, xG, -~ G, which has the following properties:
(1) Bilinear: e(aP, bQ= ¢ P Q®,where P, QO G and all a,bDZ(;.
(2) Non-degeneracy: There existB, QUG such thate(P, Q#1; in other

words, the map does not send all pairSGnx G, to the identity in G, .
(3) Computable: There is an efficient algorithm to comepe(P, Q) for all

P, QUG.

3. Review of Yu et al.’'s scheme
In this section, we review Yu et al.'s APS scherh@] [and demonstrate that the
original APS cannot satisfy the anonymous propertyection 3.2.
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3.1 Yu et al.'s APS scheme

There are six phases in Yu et al.’'s APS schemeth@)parameter generation
phase, (2) the key generation phase, (3) the d&egaigning phase, (4) the
delegation verification phase, (5) the APS genematphase, and (6) the APS
verification phase. We describe them as follows| also depict phases (2), (3), and
(4) in figure 1 and phases (5), (6) in figure 2.:
(1) In the parameter generation phase, on input airgggarameterk, a system

parameter generation algorithm outpL(l@l, G, q ¢ 9 including a cyclic

additive group G, of orderg, a multiplicative groupG; of the same order, a
bilinear mape: Gx G - G, and a generatoP of G,. This algorithm also

outputs two cryptographic hash functionsH,:{0, I} x G, -~ Z, and

H,:{0, § -G,
(2) In the key generation phase as shown in Fig. d otiginal signer Alice selects

xoDZZ1 as her private key and computes her public keyygs x P. Each

proxy signeru, JU randomly selectsx [ Zq as his/her private key and sets the

corresponding public key a¥ = x P.

(3) In the delegation signing phase, Alice firstly geates a warrantn, which
contains some explicit descriptions about the deleg relation such as the
identities of both the Alice and the proxy signetfse expiration time of the
delegation, and the signing power in the warrafthen, Alice randomly picks a

number r0Z, , and computesR=rP and s=r+ xH,(m, Rmodc.
Finally, Alice sends(m,, R 9§ to the proxy signers in sdfl ={u, ..., u}.
(4) Upon receiving (m,, R g, each proxy signem, checks if the equation

sP=R+ H(m, B Y holds. If it does not, the delegation will beewgd.
Otherwise, it will be accepted and each proxy signe computes his/her proxy

secret key aspsk = s+ xH( m, Rmod .



Original signer Alice Proxy signeru;

K . .
& X, 0Z, private key x UZ, private key,

generation

Y, = x, Ppublic key Y, = x P public key,

Delegation ~ m, (warrani

signing

r0z,
R=rP
s=r+ % Hy(m, Rmodc
(m, R 9
_—
Delegation checks s R L‘( m Po
verification

psk= s+ xH( m, Rmod i

Fig. 1: Key generation, delegation signing and dedation verification phase of Yu et al.’s scheme

(5) In the APS generation phase as shown in Fig. @ypsigner u,JU with his
proxy secret keysk signs on a messagm on behalf of the original signer,

Alice, in an anonymous way, first chooses random numberﬁDZ(;, where

i0{, 2, ...,n} and i£s computes both o, =rP and
1
as:pT,g(Hl(mn m)->.. (R H(m, B(Y+ ¥)) . and sends

o=(0, 0, ...,0,,m,m,,R tothe verifier.

(6) In the APS verification phase, given public keYs Y, ..., ¥ and a received

anonymous proxy signaturer, the verifier can examine the validity of the
signature o by checking whether the following expression holds

|_|in:l e(Rt H(m, R(Y+ ¥.0)
= I_lin:1j¢s e(R+ HJ(”JN F’( ¥+ i\)’ai)' @R J-( n )R°¥ S)Y’JS)
= M e(1(Re H(m BOY+ ). b

L O I E I BN R R )

psk, i7e



= [ e(r (R H(m. B(Y+ N). b
[P H(mim) - > (R H(m, K i)f)j

i#s

= H(mil m))
Proxy signerus Verifier
Prox *
Y r0Z;
signature

generation O, =I.P

o
e

checks

|_|in:l e(R+ H)(rm, R(X"' iY)' Ji)

=(P,H,(ml m))

Fig. 2: APS generation phase and the APS verificath phase of Yu et al.’s scheme

3.2 Weakness of Yu et al.'s scheme
After reviewing Yu et al.’s scheme above, we nowareine the scheme’s
anonymous property which they emphasized as follows

Since R ,H,(m,, R) and (Y,+ Y,) are public, we can obtairpsk P by

deducing psk P= R+ H( m, R Y+ Y, because

psk P=(st xH(m R P
=t +x,Ho(m, R+ xH(m, B)F
=€+ &+ % Ho(m, .R)P
= P+ (& + X H(m,.R P)
=R +Hy(m,, R( Y+ )



Next, we define an inspectrto bee(pskP, g;), wherepsk; is ux's secret proxy
signing key,g; is a specific sub-signature i andx, jU{1, ...n}. In addition, we

defineY to be |_|In e((R+ H(m. B(Y+ V). a.). Then, if there exist some

=1, #x i

x andj satisfyingX - Y :e( P, Hl( mj| r’@,)) , we can determine thatshould be equal

to j, anduy; is then the right proxy signer. This is becadisg is the right proxy, then

the corresponding sub-signatusemust have the factorp%lﬂ, and therefore only

applying the righpskP, i.e.,x =j, can cancel the factor result in the holing of¢hel.
Otherwise, we continue to examine next possiabe j. By doing this way, we can
deduce the right proxy signer at mast times which is not computationally
infeasible.

For more clarity, we take three proxy signeus, U, Uz, as an example.
Suppose u, is the real proxy signer, thensy = 1P, o, =

(psk) X (Hy(mllm,) -3"°  r(R+H(m,, R(Y+ ¥))) andos=rsP.

If we first try oy with differentx = 1, 2, 3, then we have three tries as the
following.
(2.1) Whenx =1 and thuX = g(pskP, o1), the valueX - Y should be

e(pskR o) [T € R Hlm Ko N, )P

e(P, pskoy) + [y ¢ R B K oF Y. P

eP. psk+ 1P ¢( R B m K¢ J.o). (B R f.m)R+ Vo)
e(P. H(m| m))

)

(2.2) Whenx = 2 and thuX = e(pskP, o1), the valueX - Y should be

e(psk P ;) Himz é.f( RoH(m Ko N, )P

e(P, psko,) . |_|i3=1,i¢2 fé( R B m R N, ')P

e(P psk- 1P« (R B( m HoF ) .0). (B R obum)RAY Vo)
e(P, H(m| m))

™

(2.3) Whenx = 3 and thuX = g(pskP, o1), the valueX - Y should be

e(psk R 0y)- |_|i3:1,i¢3 (é'r( R H( W R o¥ i)f)’ )l



= e(P, psko,) - |_|i3:l,i¢3 (é( Rog( m
=e(P, psk+ fP- (R H( m K,
# e(P, H(m| m))

Y .o) e (e R Hum)RH ))Yo)

Secondly, if we tryo, with differentx = 1, 2, 3, then we have three tries as the
following.
(2.1) Whenx =1 and thuX = e(pskP, o2), the valueX - Y should be

e(pskR )« [0, €. R B o Kow ). )P
= o(P, psioy) « [0, 6 R B m K¢ N, 0P
= e(P psk- 5P (R B m K¢ .o (R H.m)RHY IV
= e(P, H(m| m))

(2.2) Whenx = 2 and thuX = e(pskP, o2), the valueX - Y should be

e(psk R 9)+ [0, 6 R W Row ). )P

= e(P, psko,) . |_|i3:1,i¢2 (é"( R 'd( W, R ot i»’ )P
= e(P, pSK'IO%ki H( il m) - ;.( ROHm R o¥ ‘»j)'

Moe{r(R+ H(m. B(y+ ¥). b
= e(P, H,(m[| m,) —i;,r(R+ H(m. B(Y+ 3)-

|_|i3=1,i¢ze(E(R+ Ho(n‘l” Q(X-'- 'Y))’ 93

(2.3) Whenx = 3 and thuX = e(pskP, ¢2), the valueX - Y should be

e(psk R 0,)+ [ouys € F B Ko+ ). )



= (P, psko,) - |_|i3=1j¢3 ‘é( R g m Ro¥ i)‘)’ i I’)P
e(P, pske+ ;P é( R IB'( s R of 1)‘) ’al) ¢ ((e R o(‘| W )(Ro+Y 3))Y-02)
e(P. H(mi m))

™

From above demonstration, for inspectr= e(pskP, ¢;), only when the

subscriptx = j = 2, the result of X- Y is e(P, H(m| m)). Therefore, we

determined thati, is the right proxy signer and the anonymous pryptrat they
emphasized is broken.

4. Proposed scheme

In this section, we propose a new APS to Yu et 2009 APS scheme to correct
the anonymous flaw as discovered in Section 3. 0heme is the same as theirs in
the first two phases. The differences are in @ four phases, the delegation
signing, delegation verification, APS generatiomgd &PS verification phase. More
detail of our APS is shown in Section 4.1. Itsreotness is demonstrated in Section
4.2 and the APS requirements are analyzed in Se4t®

4.1 The new proposed APSs scheme

In our APS scheme, there also exist an originalesigilice and a proxy signer
group PO{R, B, ..., P} wherei=1, ...,n and only one proxy signer of proxy
signers group can sign the message. For moraychae show our improvement in
detail as follows. The proposed scheme consistsixophases: (1) the parameter
generation phase, (2) key generation phase, (33gdebn signing phase, (4)
delegation verification phase, (5) APS generatiblase, and (6) APS verification
phase. Phase (1) and (2) are the same as in “a’'stscheme which has been
delineated on Section 3.1. We omit these phastifollowing but show phase (3)
and (4) in figure 3 and phase (5) and (6) in figlire
(3) In the delegation signing phase, as shown in Eigh& original signer randomly

selects a numbeerZZ;, and usesr to computes R=rP , and

r+x,H,(m,, R =v. Then the original signer sends,, R V) to the proxy

signer group PO{R, B, ..., P} with warrant m,, where warrant contains
the records of the original signer and proxy signedentities, delegation,
authorization period, valid period, etc.



Key

generation

Delegation ~ m, (warrani

signing ' DZ;
R=rP
v=r+x,H,(m, R
(m, RV R
Delegation checks
verification vP?= R+ Ho( m, F) Y
If it holds, computes
V =vP
r0Z,, i=1ton
c=Hy(r, ..., 1)
U=cP

Original signer Proxy signerP

x,0Z, private key x 0Z, private key

Y, = x, Ppublic key Y, = x P public key,

psk=r"* x™ H(m mV U

(4)

(5)

Fig. 3: The delegation signing and delegation veidation phases of our scheme

In the delegation verification phase, after rec&vim,, R, V), each member
P in the proxy signers group first checks whether tleguation
VP=R+ H(m, B Y holds. If it doesn't, stop the protocol, othersjighe
message will be accepted. Second, they computevP and each chooses n
random numbers; 0Z,, i =1to n, and computesc=Hy(r, ..., r,), U =cP,
and psk = r** x™* H(m, mV .

In the APS generation phase, as shown in Figt#slbe the proxy signer. He
computes o, =tV , where i0{l, 2, ...,n} and i#s and computes

L=c*x™ V, then setsY, o, ppsum A B Cand D, as Y=) Y,
i=1

g,=psk* Y= % x* H(m, m vV g, posune} o
i=1
A=r*c* pskF, B=ro,, C=r*posumr, and D=r*c*V . Finally, the

proxy signer outputso =(o,, 0,,..., 0, ,m,m,,c,A,B,C,D,L,U .,V as
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the anonymous proxy signature and semtsto the verifier.

Proxy signer Py Verifier
Anonymous 5 —rv wherei=1ton, i# s
rox - _
Py g,=psk* Y= ¢ X* H(m, m V Y
signature

n
generation ~ POSUM= Z g
=1

A=r*c* psk P

B=ro,

C=r* posum

D=r*c*V

L=c*x ™V

o=(o, 0,..,0,,m,m,,c,A,B,C,D,L,U

g

—_—

Anonymous checks

e @D, Y g)). e(A Y)?

signature i=1

verification =e(cV, C-B. €1, |‘d( m, m V L)J Yo ey |

Fig. 4 Anonymous proxy signature generation phasend the verification phase of our scheme

(6) In APS verification phase, upon receiving the prosignature the verifier

computes > Y=Y and checks whether the
i=1

equation D, > g)+eA Y)?=¢gcV, G B éL H m mV U’

i=1
- e(U, B) holds.
If it holds, the verifier accepts the signaturdiestvise rejects it.

4.2 Correctness
In the delegation verification phase, the proxynsrg can check whether the

equation holdsvP?= R+ H,('m,, B Y holds as follows:

Proof 1.
VP?=R+ H(m, BY
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vP=(r+x H,(m, R) P

rP+x,H,(m,,R)F

R+H,(m,,RY
If it holds, the proxy signers can know that thessage is sent from the original

signer. Because in the verification equation, $esithe original signer’s public key
Y, to examine it. If any adversary intercepts thessage and modify it, it cannot

pass the verify equation.
In the proxy signature verification phase, thedaiing equation gives the correctness
of the verification:

Proof 2.

n

(e(D, Y ). e(A V)= (|j (D ) €A Y)

i=1

=2e(cV, C- B+ L H(m. mV Y ¥ €U B
=([] ecV, )« iV, 0,) p* ¢ pskP ¥

i=lj#s
=[] ecV, o)« eV, ¢ X" Ho(m, m V, U)* V)« & cP rpsk)

i=lj#s

=

=[] eceVv, o)« eV, % X' H(m, mV §* Y. €cPa,)

S

=
L
e

ectV, o) X *cV H(m mV Y*r Y. U B

S

I
.:;

I
L
Tt

=

eV, )+ &L H(m. m V. § ¥ €U B

S

-
=
e

i
n

e(chV, Z O-i)'e(l—! HO(”J\/’ m V’ U) Y)' E(U’ B

i=li#s

=e(ctV, psumo)e éL H(m mV Py €U B
=e(cV, ((psuma))s €L H m mVy YUY €U B
=e(cV, ((ppsuma))s €L H m mVy YUY €U B
=e(cV, C-B L H(m mV Yy Vv €U B

4.3 Security analyses

In this section, we demonstrate that our APS scheamesatisfy the security
properties as discussed in Section 1 for (1) \ahifity, (2) unforgeability, (3)
undeniability, (4) anonymity, and (5) identifialtyi Among the security properties,
we only explore properties (1) — (4). No discussid property (5) is required since
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our scheme is anonymous, thus identifability is resjuired. Our scheme satisfies
these four security properties as follows:
(1) \Verifiability. In APS verification phase, after checking andifyerg the

(2)

proxy signature o  where o¢=(g, 0,,..,0,,m,m,,c,A,B,C
D,L,U,V), the verifier can calculate to check whether tteification

n

equation (D, Y. 0)))+ &(A V)=7 eV, C- B+ €L H(m, m Vv

i=1
U)Y). gU, B) holds. If it does, the verifier can be convincedt the
received message is signed by one of the proxyesigrembers authorized by

the original signer becausg(= ) Y) and V(=vP= R+ H)( n, F) Y) are

i=1
used in the verification equation.
Unforgeability. It means that any entity, including the origis&ner, other
than the proxy signer himself cannot generate ia yabxy signature. Only an
authorized proxy signeP, can create a valid proxy signature. If any
attacker wants to forge a proxy signature, he rhasauthorized by the original
signer signing on a warrantn, and use the proxy signer’s proxy secret key
psk to computeo,. However, this is impossible since the identifytle
attacker wasn't inm, signed by the original signer. Not to mention, he
doesn’t know psk . Under this situation (with a valiawr in hand and
without the knowledge ofpsk ), even if he wants to (1) fake the proxy signer

key as psk', (2) change valuec to c', or (3) randomly selech'ng,

trying to counterfeit the proxy signature, we destoate that his attempts deem
to fail. We demonstrate the reasons for the faguwf these three cases in the

following.
Case 1.If an attacker does not know the proxy secret kesk, he cannot

n

generate valido (= psk* Y, pasurr(zz o), A=r*c* pskp,

i=1
B(=ro,), and C(=r,* posum. Even if he uses a randomsk'

to sign the message, singesk = r** x** H(m, m vV U, he

cannot evaluate the right value™ to computel to be successfully

verified in the verification equation.
Case 2.Becausec is changed toc', at least one of the random numbaeys

should also be modified. Without loss of geneyalitve let
r.=r,#zr, . Accordingly, all the parameters U(=cP) |,

13



psk(=t** x™* H(m, mV U o, (= psk* V) ,

pasun(zzn: g), A=r*c* psk P, B(=ro), C(=r* posum,

i=1
D(=r,*c*V) , and L(=c* x*\) are all changed as well. That s,

o'= (0, 0,,...,0,'04y,...0, mm, ,c' A'B'C'D"'L
u,Vv) . Apparently, the verification
equation (e(D, Y d,))+ &(A Y)=2¢gcV, G Be €L H(m, 1

i=1
V, U)Y)« U, B) cannot hold. Below, we only show the inequality
of portion of the verification equatione( A, Y)= € U', B).

e(A, V)= &r* ¢ psk P )Y
=e(c'P ' psk’Y)

=ec'P, g'oy)

# e(U, B)

Case 3.In this case, if any attacker randomly selegt§1Z, and tries to

generate the valid proxy signatuee'. Accordingly, the parameters

U(=cP) , psk(=c™* x™ H(m, mV Q) , o(=r*x

Ho(m,, m V, U)*Y), posun(=) o), A=r*c* pskP

n
i=1

B(=ro), C(=r*posum, D(=r*c*V) , and L(=c* x* V)

S

are all changed as well, similar ©Gase 2 Finally the signature
becomes o'=(c, 0,,...0,,04,,,...,0, m ,m, ,c'A'B"'C "D
LU''V). As in Case 2 when the verifier checks whether
e(A, Y)= €U B) holds, he will found it doesn't.

(3) Undeniability. As in Section 4.2Proof 2, the verifier uses the verification

equation ([] &(D. o))+ A V)= dcV & B eLi{ m mV
- e(U, B)to check whether the proxy signature comes fromroamber of the

proxy signer group. Since in the equatidh(=vP=R+ H(m, B Y

includes the original signer’s public key, and Y:Z Y, it means the
i=1

14



original signer and the proxy signer group canmepudiate their participations
in the signature creation.
(4) Anonymity. In the APS generation phase, all the paramételBs C, D, andL

have to be multiplied byr, ng to make the proxy signatureg anonymous.
If any attacker wants to know who is the real sighe must know the value,

to use r,* to unrandomize all parameters to gat(=c™* psk' B, B(=0."),

C'(= posun), D'(=c*V), and 0,'(=x."* H,(m, m V, U*Y. But

now g, =rV,i#s, each is randomized by respectively. Even the attack
knows r,, without the knowledge of;, and X, he cannot know who the real
signer is. Not to mention in reality, he in realtgnnot know the value of;. It
means that anyone cannot know who signs the signatiso our APS scheme
can achieve the anonymous property.

5. Comparisons

In this section, we compare the computational dettveen Yu et al.'s APS
scheme and ours and summarize the result in Tabl&\ke denotee as the pairing
operation Pm and Pa as the point multiplication and point addition dB,
respectively, andn denote the number of proxy signers. In Yu esa#\PS scheme,
the generation and verification pgkin column 3 of Table 1 should b&@ Pm+nPa
instead of (+1) Pm operations. Because in Yu et al.'s scheme, tmergéion and

verification of psk are R=rP and sP=R+ H(m, R Y, the sP should be

computed byn proxy signers. The APS verification should beX)etn Pm+2nPa
rather than the originah¢1)etnPm+(n+1)Pa as listed in the table of [13]. From
Table 1, we can see that our scheme is more effitien Yu et al.’s.

Table 1: Comparison of computational costs of ourcheme and Yu's scheme

Generation and
Key generation APS generation APS verification
verification of psk

Yu's scheme Same 2nPm+nPa (3n2)Pm+(n+1)Pa (n+1)e+nPm+ 2nPa

Our scheme Same 4nPm+nPa (n+5)Pm+nPa 5e+2Pm+(n+1)Pa

6. Conclusions
In 2009, Yu et al. proposed an APS scheme atiampi protect the proxy signer’s
privacy. Based on our analysis using the abowverimtion, we determined that Yu
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et al.'s original protocol was not secured and doobt satisfy the anonymous

property. Accordingly, we proposed a novel APSeschl to reach the goal. Our
construction uses a random number one-way hash function and bilinear pairings
to make the proxy signature attain the anonymoupesty. After analyses and

comparisons, we conclude that our new protocoldgyaificant improvement against

attackers concerning security and is more efficientcomputation overhead as

demonstrated in this paper.
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