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Abstract

This paper proposes the first inner product encryption (IPE) scheme that is adaptively
secure and fully attribute-hiding (attribute-hiding in the sense of the definition by Katz,
Sahai and Waters), while the existing IPE schemes are either fully attribute-hiding but se-
lectively secure or adaptively secure but weakly attribute-hiding. The proposed IPE scheme
is proven to be adaptively secure and fully attribute-hiding under the decisional linear as-
sumption in the standard model. The IPE scheme is comparably as efficient as the existing
attribute-hiding IPE schemes. We also present a variant of the proposed IPE scheme with
the same security that achieves shorter public and secret keys. A hierarchical IPE scheme
can be constructed that is also adaptively secure and fully attribute-hiding under the same
assumption. In this paper, we extend the dual system encryption technique by Waters into
a more general manner, in which new forms of ciphertext and secret keys are employed
and new types of information theoretical tricks are introduced along with several forms of
computational reduction.

*This is the full version of a paper appearing in EUROCRYPT 2012, the 31st International Conference on
the Theory and Applications of Cryptographic Techniques, April 15-19, 2012, Cambridge, United Kingdom.
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1 Introduction

1.1 Background

Functional encryption (FE) is an advanced class of encryption and it covers identity-based
encryption (IBE)[3, 4, 8, 14], hidden-vector encryption (HVE) [10], inner-product encryption
(IPE) [19], predicate encryption (PE) and attribute-based encryption (ABE) [2, 17, 26, 20, 25,
27, 23]. In FE, there is a relation R(v,z) which determines what a secret key with parameter
v can decrypt a ciphertext encrypted under parameter x. The enhanced functionality and
flexibility provided by FE systems are very appealing for many practical applications.



For some applications, the parameters for encryption are required to be hidden from cipher-
texts. One of such applications is an advanced notion of PKE with keyword search (PEKS) [7],
which we call PKFE with functional search (PEFS) in this paper. In PEFS, a parameter z (not
just a keyword) embedded in a ciphertext is searched (checked) whether R(v, ) holds or not by
using a secret key with parameter v. Here, keyword search is a special case of functional search
R(v,z) when R(v,z) < [z = v]. Parameter x of a ciphertext is often private information and
should be hidden from ciphertexts in such applications.

To capture the security requirement, Katz, Sahai and Waters [19] introduced attribute-hiding
(based on the same notion for HVE by Boneh and Waters [10]), a security notion for FE that
is stronger than the basic security requirement, payload-hiding. Roughly speaking, attribute-
hiding requires that a ciphertext conceal the associated parameter as well as the plaintext,
while payload-hiding only requires that a ciphertext conceal the plaintext. Attribute-hiding FE
is often called predicate encryption (PE).

The widest class of relations of a FE system in the literature is general non-monotone (span
program) relations, which can be expressed using AND, OR, Threshold and NOT gates [23].
FE systems supporting such a wide class of relations, however, have one limitation in that the
parameter x of the ciphertext should be revealed to users to decrypt. That is, such FE systems
do not satisfy the attribute-hiding security.

To the best of our knowledge, the widest class of relations supported by attribute-hiding
FE systems are inner-product predicates in [19, 20, 23], which we call the KSW08, LOS'10
and OT10 schemes. Parameters of inner-product predicates are expressed as vectors & (for a
ciphertext) and ¢ (for a secret key), where R(v, ) holds iff v- & = 0. (Here, ¥ - Z denotes the
standard inner-product.) In this paper we call FE for inner-product predicates inner product
encryption (IPE).

Inner-product predicates represent a fairly wide class of relations including equality tests as
the simplest case (i.e., anonymous IBE and HVE are very special classes of attribute-hiding IPE),
disjunctions or conjunctions of equality tests, and, more generally, CNF or DNF formulas. We
note, however, that inner product predicates are less expressive than general (even monotone
span program) relations of FE. To use inner product predicates for such general relations,
formulas must be written in CNF or DNF form, which can cause a super-polynomial blowup in
size for arbitrary formulas.

Among the existing attribute-hiding IPEs, the KSWO08 IPE scheme [19] is proven to be
only selectively secure. Although the LOST10 and OT10 IPE schemes [20, 23] are proven to be
adaptively secure, the achieved attribute-hiding security is limited or weaker than that defined
in [19]. Here, we call the attribute-hiding security defined in [19] fully attribute-hiding and that
achieved in [20, 23] weakly attribute-hiding. In the fully attribute-hiding security definition [19],
adversary A is allowed to ask a key-query for ¥ such that - #() = ¢ #(1) = 0 provided that
m0 = m (Z®) and m® (b= 0,1) are for the challenge ciphertext in the security definition),
while in the weakly attribute-hiding security definition [20, 23], A is only allowed to ask a
key-query for ¥ such that - #(*) % 0 for all b € {0, 1}.

Let us explain the difference between the fully and weakly attribute-hiding definitions in a
PEFS system. User Alice provides her secret key, sk, to proxy server Bob, who checks whether
¥ - & = 0 or not for an incoming ciphertext, ctz, encrypted with parameter Z. In the weakly
attribute-hiding security, privacy of ¥ from ctz is ensured only if ¥ - & # 0, but cannot be
ensured or some privacy on & may be revealed if ¢+ & = 0. Here note that there still exists
(n — 1)-dimensional freedom (or room of privacy) of n-dimensional vector Z, even if ¥ and the
fact that v-Z = 0 is revealed. For example, let ¥ express formula on an email message attributes,
[[Subject = X] V [Subject = Y]] A [[Receiver = Alice] V [Receiver = Alice’s secretary]], and &
express ciphertext attribute (Subject = X, Receiver = Alice). In this case, ¥ - & = 0, since the



ciphertext attribute expressed by & satisfies the formula expressed by v. Although Bob knows
sky and ¥, Bob has no idea which attribute & is embedded in ctz except that the ciphertext
attribute satisfies the formula, i.e., v-& = 0, if the fully attribute-hiding security is achieved. On
the other hand, Bob may obtain some additional information on the attribute (e.g., Bob may
know that the subject is X, not Y'), if only the weakly attribute-hiding security is guaranteed.

The KSWO08 IPE scheme is fully attribute-hiding but selectively secure, and the LOS'10
and OT10 IPE schemes are adaptively secure but weakly attribute-hiding. Therefore, there
is no IPE scheme that is adaptively secure and fully attribute-hiding simultaneously. As for
a more limited class of schemes, HVE (as mentioned above, HVE is a very special class of
attribute-hiding IPE), an adaptively secure and fully attribute-hiding HVE scheme has been
proposed [13]. For hierarchical IPE (HIPE), the LOST10 and OT10 HIPE schemes [20, 23| are
adaptively secure but weakly attribute-hiding, i.e., there is no HIPE scheme that is adaptively
secure and fully attribute-hiding simultaneously.

It is a technically challenging task to achieve an adaptively secure and fully attribute-hiding
(H)IPE scheme. Even if we use the powerful dual system encryption technique by Waters, the
main difficulty resides in how to change a (normal) secret key queried with @' to a semi-functional
secret key, without knowing z(®) (b = 0,1) for the challenge ciphertext, i.e., without knowing
whether - Z®) = 0 or not, since an adversary may issue key queries with @ before issuing
the challenge ciphertext query with ) (b = 0,1) and two possible cases, @ - #?) = 0 (for all
b€ {0,1}) and 7-7®) #£ 0 (for all b € {0,1}), are allowed in fully attribute-hiding IPE. Note that
in weakly attribute-hiding IPE, it is always required that o' - Z(®) # 0. At a first glance, it looks
hard to achieve it, since the form of semi-functional secret key may be different (e.g., canceled
or randomized) depending on whether ¥ #(® = 0 or not. Another technically challenging target
in this paper is to prove the security under the decisional linear (DLIN) assumption (on prime
order pairing groups) in the standard model.

1.2 Our Results

This paper proposes the first IPE scheme that is adaptively secure and fully attribute-hiding
simultaneously. The proposed IPE scheme is proven to be adaptively secure and fully attribute-
hiding under the DLIN assumption in the standard model (Section 4). We also present a variant
of the proposed IPE scheme with the same security that achieves shorter master public keys
and shorter secret keys (Section 5). A hierarchical IPE (HIPE) scheme can be realized that is
also adaptively secure and fully attribute-hiding under the same assumption. Table 2 in Section
6 compares the proposed IPE schemes with several existing attribute-hiding IPE schemes.

1.3 Key Techniques

To overcome the above-mentioned difficulty, we extend the dual system encryption technique
into a more general manner, in which various forms of ciphertext and secret keys are introduced
(‘normal’, ‘temporal 0, ‘temporal 1’, ‘temporal 2’ and ‘unbiased’ forms for a ciphertext, and
‘normal’; ‘temporal 1’ and ‘temporal 2’ forms for a secret key), and new types (Types 1, 2, 3)
of information theoretical tricks are employed with several forms of computational reduction
(the security of Problems 1, 2 and 3 to DLIN). See Table 1 and Figure 1 in Section 4.3.2 for
the outline.

In our approach, all forms (‘normal’, ‘temporal 1’ and ‘temporal 2’) of a secret key do not
depend on whether 7 - Z® = 0 or not. Although the aim of a ‘semi-functional’ secret key in
the original dual system encryption method is to randomize the semi-functional part, the aim
of these forms of a secret-key in our approach is just to encode ¥ in a (hidden) subspace for a
secret-key.



Another key point in our approach is that we transform a challenge ciphertext to an ‘un-
biased’ ciphertext whose advantage is 0 in the final game, and Z(® is randomized to a random
vector in a two-dimensional subspace, span(:ﬁ’(o), f(l)>. In contrast, () is randomized to a ran-
dom vector in the n-dimensional whole space, Fy, in [20, 23] for weakly attribute-hiding IPE
based on the original dual system encryption technique.

Therefore, in our approach, only ¥ is encoded in a (hidden) subspace of the temporal forms
of a secret-key, and a random vector in span(#(?), #(1)} is encoded in the corresponding (hidden)
subspace for the temporal and unbiased forms of a ciphertext.

To realize this approach, our construction is based on the dual pairing vector spaces (DPVS)
(Section 2) [20, 23]. A nice property of DPVS is that we can set a hidden linear subspace by
concealing the basis of a subspace from the public key. Typically, a pair of dual (or orthonormal)
bases, B and B*, are randomly generated using random linear transformation, and a part of B
(say B) is used as a public key and the corresponding part of B* (say B*) is used as a secret
key or trapdoor. Therefore, the basis, B — B, is information theoretically concealed against an
adversary, i.e., even an infinite power adversary has no idea on which basis is selected as B — B
when B is published. It provides a framework for information theoretical tricks in the public-key
setting.

In the proposed (basic) IPE scheme, span(B) and span(B*), are (4n + 2)-dimensional (where
the dimension of inner-product vectors is n), and, as for public parameter B, span(@) is (2n+2)-
dimensional, i.e., the basis for the remaining 2n-dimensional space is information theoretically
concealed (ambiguous). We use the 2n-dimensional hidden subspace to realize the various forms
of ciphertext and secret keys and make elaborate game transformations over these forms towards
the final goal, the ‘unbiased’ ciphertext.

The game transformations are alternating over computational and conceptual (information
theoretical), and the combinations of three types of information theoretical tricks and three
computational tricks (Problems 1, 2 and 3) play a central role in our approach, as shown in
Figure 1. Type 1 is a (conceptual) linear transformation inside a (hidden) subspace for a
ciphertext, Type 2 is a (conceptual) linear transformation inside a (hidden) subspace for a
ciphertext with preserving the corresponding secret key value, and Type 3 is a (conceptual)
linear transformation across (hidden and partially public) subspaces. The security of Problems
1, 2 and 3 is reduced to the DLIN assumption.

See Section 4.3.2 for the details of our techniques, in which the game transformations as
well as the form changes of ciphertext and secret keys are summarized in Table 1 and Figure 1.

1.4 Notations

When A is a random variable or distribution, y & A denotes that y is randomly selected from

A according to its distribution. When A is a set, y & A denotes that y is uniformly selected
from A. y := z denotes that y is set, defined or substituted by z. When a is a fixed value,
A(z) — a (e.g., A(x) — 1) denotes the event that machine (algorithm) A outputs a on input
z. A function f : N — R is negligible in A, if for every constant ¢ > 0, there exists an integer n
such that f(\) < A7¢ for all A > n.

We denote the finite field of order ¢ by F, and Fy \ {0} by F <. A vector symbol denotes a
vector representation over Fy, e.g., ¥ denotes (z1,...,z,) € F ', For two vectors o' = (v1,...,vy)

and T = (z1,...,2,), U- & denotes the inner-product » " ; z;v;. The vector 0 is abused as the
zero vector in Fg' for any n. X T denotes the transpose of matrix X. I, denotes the £ x ¢
identity matrix. A bold face letter denotes an element of vector space V, e.g., & € V. When
b, € V(i=1,...,n), span(by,...,b,) C V (resp. span(Zy,...,Z,)) denotes the subspace
generated by by,...,b, (resp. #1,...,7,). For bases B := (by,...,by) and B* := (b],...,b}),



(1,...,ZN)B = Zfil x;b; and (vy,...,0N)p = Ef\il v;bf. GL(n,F,;) denotes the general
linear group of degree n over F,.

2 Dual Pairing Vector Spaces (DPVS) and the Decisional Lin-
ear (DLIN) Assumption

Definition 1 “Symmetric bilinear pairing groups” (q,G,Gr,G,e) are a tuple of a prime g,
cyclic additive group G and multiplicative group Gr of order q, G # 0 € G, and a polynomial-
time computable nondegenerate bilinear pairing e : G x G — Gr i.e., e(sG,tG) = e(G, G)*t and
e(G,G) # 1. Let Gppg be an algorithm that takes input 1% and outputs a description of bilinear
pairing groups (¢, G, Gr, G, e) with security parameter \.

In this paper, we concentrate on the symmetric version of dual pairing vector spaces [21, 22].
constructed by using symmetric bilinear pairing groups given in Definition 1. For the asymmetric
version of DPVS, (¢, V,V* Gp, A, A* e), see Appendix A.2. The following symmetric version is
obtained by identifying V = V* and A = A* in the asymmetric version.

Definition 2 “Dual pairing vector spaces (DPVS)” (q,V,Gr, A, e) by a direct product of sym-
metric pairing groups (¢, G,Gr, G, e) are a tuple of prime q, N-dimensional vector space V :=
/—/L
G x---xG over Fy, cyclic group Gr of order q, canonical basis A = (ai,...,an) of V,
where a; = (0,...,0,G, 0,...,0), and pairing e : VXV — Gp. The pairing is defined by
e(x,y) = sz\il e(Gi, H;) € Gr where x := (G1,..., Gy) € V and y := (Hy,...,Hy) € V.
This is nondegenerate bilinear i.e., e(sx,ty) = e(x,y)*t and if e(z,y) = 1 for ally € V, then
x = 0. For alli and j, e(a;,a;) = e(G, Q)% where 0ij = 1ifi =7, and 0 otherwise, and
e(G,G) #1 € Grp.

DPVS also has linear transformations ¢; j on'V s.t. ¢; j(a;) = a; and ¢; j(ar) =0 if k # j,

i—1 N—i

which can be easily achieved by ¢;j(x) = (0,...,0,G;,0,...,0) where x = (G1,...,Gn).
We call ¢;j “canonical maps”. DPVS generation algorithm Ggpys takes input 17 (A € N) and
N € N, and outputs a description of paramy := (q,V,Gr, A, e) with security parameter A and
N-dimensional V. It can be constructed by using Gppg.

Definition 3 (DLIN: Decisional Linear Assumption [6]) The DLIN problem is to guess
B € {0,1}, given (paramg, G,£G, kG, 06G, oxG,Y3) & gﬂDL'N(l)‘), where gﬁDL'N(l’\) : paramg =
(¢,G,Gp,G,e) R gbpg(l/\),n,é,g,a A Fqe, Yy :=(0+0)G, Y, s G, return (paramg, G, £G, kG,
G, 0kG, Yg), for B & {0,1}. For a probabilistic machine £, we define the advantage of € for
the DLIN problem as: AdvE''™(\) := |Pr [5(1)‘, 0)—1 ‘g <—RQ(')3L|N(1’\)} —Pr [5(1’\, 0)—1 ‘g &

QPLIN(l)‘)] } . The DLIN assumption is: For any probabilistic polynomial-time adversary £, the

advantage Adv?L'N(/\) s negligible in \.

3 Definitions of (Hierarchical) Inner Product Encryption

3.1 Definition of Inner-Product Encryption (IPE)

This section defines predicate encryption (PE) for the class of inner-product predicates, i.e.,
inner product encryption (IPE) and its security.



An attribute of inner-product predicates is expressed as a vector T € IF;\{G} and a predicate
[z is associated with a vector v, where f5(¥) = 1iff 7- & = 0. Let ¥ :=TF \ {6}, i.e., the set of
the attributes, and F := {f3|v € F' \ {0}} i.e., the set of the predicates.

Definition 4 An inner product encryption scheme (for predicates F and attributes 3) consists
of probabilistic polynomial-time algorithms Setup, KeyGen, Enc and Dec. They are given as
follows:

e Setup takes as input security parameter 1\ outputs (master) public key pk and (master)
secret key sk.

o KeyGen takes as input the master public key pk, secret key sk, and predicate vector . It
outputs a corresponding secret key skg.

e Enc takes as input the master public key pk, plaintext m in some associated plaintext space,
msg, and attribute vector X. It returns ciphertext ctz.

e Dec takes as input the master public key pk, secret key sky and ciphertext ctz. It outputs
either plaintext m or the distinguished symbol L.

An IPE scheme should have the following correctness property: for all (pk, sk) R Setup(1*,n),

all fz € F and & € X, all sky R KeyGen(pk, sk, @), all messages m, all ciphertext ctz ni
Enc(pk, m, &), it holds that m = Dec(pk, skg, ctz) if f3(¥) = 1. Otherwise, it holds with negligi-
ble probability.

We then define the security notion of IPE, that was called “adaptively secure and fully
attribute-hiding” in Abstract and Section 1. Since we will deal with only this security notion
hereafter, we shortly call it “adaptively attribute-hiding.”

Definition 5 The model for defining the adaptively attribute-hiding security of IPE against
adversary A (under chosen plaintezt attacks) is given as follows:

1. Setup is run to generate keys pk and sk, and pk is given to A.

2. A may adaptively make a polynomial number of key queries for predicate vectors, U. In
response, A is given the corresponding key skg & KeyGen(pk, sk, U).

3. A outputs challenge attribute vector (a_:’(o), f(l)) and challenge plaintexts (m(o)7 m(l)), sub-
ject to the following restrictions:

o 7-Z0 £0 and 7- 7N £ 0 for all the key queried predicate vectors, ©.

e Two challenge plaintexts are equal, i.e., m®) = mW | and any key query T satisfies
f5(20) = fs(&M), i.e., one of the following conditions.
20 =0 and v- 7V =0,

20 £ 0 and 7- 7V £ 0,

ST

4. A random bit b is chosen. A is given ctyw) & Enc(pk, m®), z(®)).
5. The adversary may continue to issue key queries for additional predicate vectors, U, subject

to the restriction given in step 3. A is given the corresponding key skg R KeyGen(pk, sk, ¥)

6. A outputs a bit b, and wins if b/ = b.



The advantage of A in the above game is defined as /-\dv'jE’AH()\) := Pr[A wins | — 1/2 for any

security parameter \. An IPE scheme is adaptively attribute-hiding (AH) against chosen plaintext
attacks if all probabilistic polynomial-time adversaries A have at most negligible advantage in
the above game.

For each run of the game, the variable s is defined as s := 0 if m©) % m() for challenge
plaintezts m© and m®, and s := 1 otherwise.

3.2 Definition of Hierarchical Inner-Product Encryption (HIPE)

This section defines hierarchical inner product encryption (HIPE) and its security.

In a delegation system, it is required that a user who has a capability can delegate to another
user a more restrictive capability. In addition to this requirement, our hierarchical inner-product
encryption introduces a format of hierarchy 77 to define common delegation structure in a system.

We call a tuple of positive integers 7 := (d;ni,...,ng) a format of hierarchy of depth d
attribute spaces. Let ¥y (£ = 1,...,d) be the sets of attributes, where each ¥, := " \{6} Let
the hierarchical attributes X := U‘Zzl(El X ... % Yy), where the union is a disjoint union. Then,
for o; € T\ {0}, the hierarchical predicate f(@,....5,) on hierarchical attributes (#1,...,7) € X
is defined as follows: f  5,)(Z1,..., @) =1if £ <hand & - 0; =0 forall i s.t.1 <@ < /L.

Let the space of hierarchical predicates F := {f#,. 7, | Ui € Fg"\ {0}}. We call h (resp. £)
the level of (&1,...,Z) (resp. (v1,...,0p)).

Definition 6 Let ii := (d;n1,...,ng) be a format of hierarchy of depth d attribute spaces. A
hierarchical inner product encryption (HIPE) scheme for the class of hierarchical predicates
F over the set of hierarchical attributes X consists of probabilistic polynomial-time algorithms
Setup, KeyGen, Enc, Dec, and Delegate, for ¢ =1,...,d — 1. They are given as follows:

e Setup takes as input security parameter 1* and format of hierarchy @i, and outputs (master)
public key pk and (master) secret key sk.

KeyGen takes as input the master public key pk, secret key sk, and predicate vectors
(U1,...,0g). It outputs a corresponding secret key sk, . z,)-

Enc takes as input the master public key pk, attribute vectors (¥1,...,%), where 1 < h <
d, and plaintext m in some associated plaintext space, msg. It returns ciphertext c.

Dec takes as input the master public key pk, secret key sk, .. 5,), where 1 < £ < d, and
ciphertext c. It outputs either plaintext m or the distinguished symbol L.

Delegate, takes as input the master public key pk, (-th level secrel key sk, . z,), and

U1,e..,0¢)7

(€ + 1)-th level predicate vector vpy1. It returns (£ + 1)-th level secret key sk,

’
r“:gZﬁ»l) .

A HIPE scheme should have the following correctness property: for all correctly generated
pk and sk, . 7,), generate c R Enc(pk,m, (Z1,...,4)) and m’ := Dec(pk, sk, 7,,¢). If
fa@n,.o) (@1, .., Tp) = 1, then m/ = m. Otherwise, m’ # m except for negligible probability.

For f and f’' in F, we denote f’ < f if the predicate vector for f is a prefix of that for f’.
For the following definition for key queries, see [28].

Definition 7 The model for defining the adaptively attribute-hiding security of HIPE against
adversary A (under chosen plaintezt attacks) is given as follows:

1. Setup is run to generate keys pk and sk, and pk is given to A.



2. A may adaptively makes a polynomial number of queries of the following type:

o [ Create key | A asks the challenger to create a secret key for a predicate f € F. The
challenger creates a key for f without giving it to A.

o [ Create delegated key | A specifies a key for predicate f that has already been created,
and asks the challenger to perform a delegation operation to create a child key for
f' < f. The challenger computes the child key without giving it to the adversary.

e [ Reveal key | A asks the challenger to reveal an already-created key for predicate f.

Note that when key creation requests are made, A does not automatically see the created
key. A sees a key only when it makes a reveal key query.

3. A outputs challenge attribute vectors X(©) := (fgo), e ,:E’E%)), xM .= (a_c’gl), ,:E’;Il()l)) and

challenge plaintexts m©, mM) | subject to the following restrictions:

o f(XO) = f(XM) =0 for all the reveal key queried predicate f.
e Two challenge plaintexts are equal, 1.e., m© = m® and reveal key queried predicate
f satisfies f(X©) = f(XW), i.e., one of the following conditions.
— f(XO) = f(xW) =1,
- HXO) = fx) =0,

4. A random bit b is chosen. A is given ¢ & Enc(pk, m® x®).

5. The adversary may continue to request keys for additional predicate vectors subject to the
restriction given in step 3. A is given a reply as in step 2.

6. A outputs a bit V', and succeeds if b’ = b.

The advantage of A in the above game is defined as Advi‘PE’AH(A) :=Pr[b/ =b] — 1/2 for any

security parameter \. A HIPE scheme is adaptively attribute-hiding (AH) against chosen plaintext
attacks if all probabilistic polynomial-time adversaries A have at most negligible advantage in
the above game.

For each run of the game, the variable s is defined as s := 0 if m© £ mW) for challenge
plaintezts m© and m®, and s := 1 otherwise.

Remark 1 In the definition, the levels () and h(!) of the two challenge vectors given by
an adversary, (@(O))izl,m,hw) and (fgl))izl"“’h(l), can be different, i.c., h(® # (D is allowed.
The proposed HIPE scheme only satisfies the security definition under the restriction that
h(®) = h(1) Here, this restricted security ensures the anonymity of attributes of a ciphertext but
with revealing the number of levels of attributes, while the above security definition ensures the
anonymity of attributes as well as the number of levels. (The HIPE scheme in [20] satisfies the
unrestricted security.) Our HIPE scheme can be modified to satisfy the unrestricted security as:
when generating a ciphertext in Enc, input vectors (#;);—1,.. ¢ are padded with random vectors

(Zi)i=r+1,...a for a maximum level d, in the same manner as the HIPE in [20].

4 Proposed (Basic) IPE Scheme

4.1 Dual Orthonormal Basis Generator

We describe random dual orthonormal basis generator QJ)'EE below, which is used as a subroutine
in the proposed IPE scheme.



QIPE( ) param/V = (Q7Va GTaAa 6) <_R gdpvs(l/\7N)>¢ <_U quv.gT = e(G7 G)T/)’

U —
X = (xij) < GL(N.F,y), (9i;) = (X1)™", paramy := (paramiy, g7),
bi = Zj\le Xm-aj,IB% = (bl, cee ,bN), b:‘ = Z;\Tzl 191‘7]‘61,]‘,133* = (bT, e 7b7\f)’
return (paramy, B, B¥).

4.2 Construction

In the description of the scheme, we assume that the first coordinate, z1, of input vector,
#:= (21,..., ), is nonzero. Random dual basis generator G'PE(1*, N) is defined at the end of
Section 2. We refer to Section 1.4 for notations on DPVS.
Setup(1?, n) :
* * k R
(paramy, B := (bo, ..., bani1),B* := (b)), ..., bl,01)) < Goob(17,4n +2),
B := (bo,...,by,banst1), B :=(by,...,b,,b3,. 1,...,b},),
return pk := (1%, paramv,@), sk := B*.
KeyGen(pk,sk, 7 € F\ {0}) : o < Fy, 7 < F7,

1 n 2n n 1
N —— — Y —/— =~
k* = ( 17 0'777 O2n7 777 0 )B*v

return sky := k”*.

Enc(pk, m,Z € F, \ {6}) w0, ¢ & Fy,

1 n 2n n 1
N —— ——— ——
C1 = ( C? Wf7 02”7 0", ¥ )]Bv C2 = gg“ma

return ctz := (01,02)

Dec(pk, skz:=k*, = (e1,¢2)) 1 m' :=co/e(cr, k*), return m'.

[Correctness] If 7- & = 0, then e(cr, k*) = g5 "% = g5

4.3 Security
4.3.1 Main Theorem (Theorem 1) and Main Lemma (Lemma 1)

Theorem 1 The proposed IPE scheme is adaptively attribute-hiding against chosen plaintext
attacks under the DLIN assumption.

For any adversary A, there exist probabilistic machines Eg.1, o2, E1-1, E1-0-1 and E1-.0.2, whose
running times are essentially the same as that of A, such that for any security parameter X,

AdvTEAT () < AdvDL'N(A) +AdvEHN ()

Eo-2 h E12.h1 E1.2.h2

+Z (AdVDLIN A) + AdvBLEN (3) 4 AdyRLN ()\)> Y

where gO—Q—h(') = 50_2(h, -), 51—2—h—1(') = 51_2_1(h, -), gl_g_h_g(') = 51_2_2(]1, -), v 1s the maximum
number of A’s key queries and € :== (29v + 17) /q.

10



Proof. First, we execute a preliminary game transformation from Game 0 (original security

game in Definition 5) to Game 0’, which is the same as Game 0 except that flip a coin ¢ S {0,1}
before setup, and the game is aborted in step 3 if ¢t # s. We define that A wins with probability
1/2 when the game is aborted (and the advantage in Game 0’ is Pr[A wins | — 1/2 as well).
Since t is independent from s, the game is aborted with probability 1/2. Hence, the advantage
in Game 0’ is a half of that in Game 0, i.e., AdvIAPE’AH’O/()\) =1/2- AdvIAPE’AH()\). Moreover,
Pr[A wins] = 1/2 - (Pr[A wins | ¢t = 0] + Pr[A wins | t = 1]) in Game 0’ since ¢ is uniformly and
independently generated.

As for the conditional probability with ¢ = 0, it holds that, for any adversary A, there exist
probabilistic machines & and &, whose running times are essentially the same as that of A,
such that for any security parameter A, in Game 0’,

Pr[A wins | t = 0] — 1/2 < Advg-™N(\) + 37, Adv%'j:!\'()\) + ¢,

where &5 (+) := E2(h, ) and v is the maximum number of A’s key queries and € := (6v + 5)/q.
This is obtained in the same manner as the weakly attribute-hiding security of the OT10 IPE
in the full version of [23]: Since the difference between our IPE and the OT10 IPE is only the
dimension of the hidden subspaces, i.e., the former has 2n and the latter has n, the weakly
attribute-hiding security of the OT10 IPE implies the security with ¢ = 0 of our IPE.

As for the conditional probability with ¢ = 1, i.e., Pr[A wins | ¢ = 1], Lemma 1 (Eq. (1))
holds. Therefore,

AdVFREAR(N) = 2. AdV'REARY (\) = Pr[A wins | ¢ = 0] + Pr[A wins | ¢ = 1] — 1
= (Pr[A wins | t = 0] — 1/2) + (Pr[A wins | t = 1] — 1/2)
< Advg, () + 5oy Adve (A) + Advg (N

Eo-2-n
+> 1 (Adnglle'_\'h_l()\) + Adv?lljg_\'h_z()\)) + ¢, where € := (29v 4+ 17)/q. O

Lemma 1 (Main Lemma) For any adversary A, there exist probabilistic machines &1, E21
and E9.9, whose running times are essentially the same as that of A, such that for any security
parameter \, in Game 0’ (described in the proof of Theorem 1),

Pr[A wins | t =1] —1/2

< AQVBINO) + 3 (AVBIN (1) + AdVREN (1)) e, (1)
h=1

where Ey p1(+) := Ea1(h, ), Eanal(:) = Exa(h,-), v is the maximum number of A’s key queries

and € := (23v + 12)/q.

4.3.2 Proof Outline of Lemma 1

At the top level strategy of the security proof, an extended form of the dual system encryption by
Waters [29] is employed, where ciphertexts and secret keys have three forms, normal, temporal
1 and temporal 2. The real system uses only normal ciphertexts and normal secret keys, and
temporal 1 and 2 ciphertexts and keys are used only in a sequence of security games for the
security proof. (Additionally, ciphertexts have temporal 0 and unbiased forms. See below.)

To prove this lemma, we only consider the ¢ = 1 case. We employ Game 0’ (described in
the proof of Theorem 1) through Game 3. In Game 1, the challenge ciphertext is changed to
temporal 0 form. When at most v secret key queries are issued by an adversary, there are 4v
game changes from Game 1 (Game 2-0-4), Game 2-1-1, Game 2-1-2, Game 2-1-3, Game 2-1-4
through Game 2-v-1, Game 2-v-2, Game 2-v-3, Game 2-v-4.

11



Table 1: Outline of Game Descriptions

Game|| Challenge Queried keys
ciphertext 1 h—1 ‘ h | h+1 v
0’ normal normal
1|| temporal 0 normal
2-1-1|| temporal 1 normal
2-1-2|| temporal 1 | temporal 1 normal
2-1-3|| temporal 2 | temporal 1 normal
2-1-4|| temporal 2 | temporal 2 normal
2-h-1|| temporal 1 temporal 2 normal
2-h-2 || temporal 1 temporal 2 temporal 1 normal
2-h-3 || temporal 2 temporal 2 temporal 1 normal
2-h-4| temporal 2 temporal 2 temporal 2 normal
2-v-4| temporal 2 temporal 2 temporal 2
3|| unbiased temporal 2

In Game 2-h-1, the challenge ciphertext is changed to temporal 1 form, and the first h — 1
keys are temporal 2 form, while the remaining keys are normal. In Game 2-h-2, the h-th key is
changed to temporal 1 form while the remaining keys and the challenge ciphertext is the same
as in Game 2-h-1. In Game 2-h-3, the challenge ciphertext is changed to temporal 2 form while
all the queried keys are the same as in Game 2-h-2. In Game 2-h-4, the h-th key is changed to
temporal 2 form while the remaining keys and the challenge ciphertext is the same as in Game
2-h-3. At the end of the Game 2 sequence, in Game 2-v-4, all the queried keys are temporal
2 forms (and the challenge ciphertext is temporal 2 form), which allows the next conceptual
change to Game 3. In Game 3, the challenge ciphertext is changed to unbiased form (while all
the queried keys are temporal 2 form). In the final game, advantage of the adversary is zero.

We summarize these changes in Table 1, where shaded parts indicate the challenge ciphertext
or queried key(s) which were changed in a game from the previous game

As usual, we prove that the advantage gaps between neighboring games are negligible.

For ctz := (c1,c2), we focus on ¢1, and ignore the other part of ctz, i.e., co, (and call ¢;
ciphertext) in this proof outline. In addition, we ignore a negligible factor in the (informal)
descriptions of this proof outline. For example, we say “A is bounded by B” when A < B+¢€(\)
where €()) is negligible in security parameter \.

A normal secret key, k*"°'™ (with vector ¥), is the correct form of the secret key of the
proposed IPE scheme, and is expressed by Eq. (2). Similarly, a normal ciphertext (with vector
Z), e[°™, is expressed by Eq. (3). A temporal 0 ciphertext is expressed by Eq. (4). A temporal
1 ciphertext, cltempl, is expressed by Eq. (5) and a temporal 1 secret key, k*®*mP1 is expressed

by Eq. (6). A temporal 2 ciphertext, cltempz

k*temp2

, is expressed by Eq. (7) and a temporal 2 secret key,
, is expressed by Eq. (8). An unbiased ciphertext, ci"P3  is expressed by Eq. (9).
To prove that the advantage gap between Games 0’ and 1 is bounded by the advantage of

Problem 1 (to guess § € {0,1}), we construct a simulator of the challenger of Game 0’ (or 1)

12



Game 2-0-4

Game Game Game Game | Game Game Game Game Game Game | Game
0 1 2141 2-1-2 2-1-3 2-1-4 2-v-1 2-v-2 2-v-3 2-v-4 3
~ = = = ~ = ~ = = =

Type 1 Type 2 Type 1 A Type 2 Type 3

Problem 3

Problem 3

Problem 2 l Problem 2
- _¥_ P4
~—
DLIN

Figure 1: Structure of Reductions

(against an adversary A) by using an instance with Y {0,1} of Problem 1. We then show
that the distribution of the secret keys and challenge ciphertext replied by the simulator is
equivalent to those of Game 0’ when 8 = 0 and those of Game 1 when g = 1. That is, the
advantage of Problem 1 is equivalent to the advantage gap between Games 0’ and 1 (Lemma
6). The advantage of Problem 1 is proven to be equivalent to that of the DLIN assumption
(Lemma 2).

We then show that Game 2-(h — 1)-4 can be conceptually changed to Game 2-h-1 (Lemma
7), by using the fact that parts of bases, (b,11,...,b2,) and (b} ,...,b3,), are unknown to
the adversary. In particular, when h = 1, it means that Game 1 can be conceptually changed
to Game 2-1-1. When h > 2, we notice that temporal 2 key and temporal 1 challenge cipher-
text, (k*tmp2, ctlempl), are equivalent to temporal 2 key and temporal 2 challenge ciphertext,
(k*temp2 ctemP2) ovcept that ) is used in P! instead of W) +w| 7D (with w), W] s Fy)
for some coefficient vector in ctlemp2. This change of coefficient vectors can be done conceptually
since zero vector 0" is used for the corresponding part in k*temP2,

The advantage gap between Games 2-h-1 and 2-h-2 is shown to be bounded by the advantage
of Problem 2, i.e., advantage of the DLIN assumption (Lemmas 8 and 3).

We then show that Game 2-h-2 can be conceptually changed to Game 2-h-3 (Lemma 9),
again by using the fact that parts of bases, (b,41,...,b2,) and (b} ,...,b5,), are unknown
to the adversary. In this conceptual change, we use the fact that all key queries ¥ satisfy
770 =7. 720 =0 or 7 #9 #£ 0 and 7- #Y) # 0. Here, we notice that temporal 1 key and
temporal 1 challenge ciphertext, (k*tmPL, ciempl), are equivalent to temporal 1 key and temporal

*templ temp2
k PL )

¢
(with wj), w] & F,) is used in ¢™P? instead of Z(®) for some coefficient vector in ¢*™P. This
conceptual change is proved by using Lemma 5.

The advantage gap between Games 2-h-3 and 2-h-4 is similarly shown to be bounded by the
advantage of Problem 3, i.e., advantage of the DLIN assumption (Lemmas 10 and 4).

We then show that Game 2-v-4 can be conceptually changed to Game 3 (Lemma 11) by using
the fact that parts of bases, (bp41,...,bs,) and (b],..., b3, ), are unknown to the adversary.

Figure 1 shows the structure of the security reduction, where the security of the scheme is

2 challenge ciphertext, ( , except that random linear combination w[’]i”(o) —|—w'1£(1)
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hierarchically reduced to the intractability of the DLIN problem. The reduction steps indicated
by dotted arrows can be shown in the same manner as that in (the full version of) [23].

4.3.3 Proof of Lemma 1

To prove Lemma 1, we consider the following 4v + 3 games when ¢ = 1. In Game 0’, a part
framed by a box indicates coefficients to be changed in a subsequent game. In the other games,
a part framed by a box indicates coefficients which were changed in a game from the previous
game.

Game 0’ : Same as Game 0 except that flip a coin ¢ s {0,1} before setup, and the game is
aborted in step 3 if t # s. In order to prove Lemma 1, we consider the case with ¢ = 1.
The reply to a key query for ¥ is:

k* = (1, ov, v ’ 7, 0 )p-, 2)

where o < F, and 77 Jp ¢~ The challenge ciphertext for challenge plaintext m := m0) =
mM) and vectors (2, 7)) is:

C1 = ( Ca Wf(b) ) ’O—HL ’O—HL 0n7 2 )1537 C2 = gg“m’ (3)

where b <2 {0,1} and (,w, ¢ S [F,. Here, we note that ¢, is independent from bit b.

Game 1 : Game 1 is the same as Game 0’ except that ¢; of the challenge ciphertext for
(challenge plaintext m := m(® = m™) and) vectors (Z(©), #1) is:

Cl ‘= ( C7 Wf(b)y ngb),onfl ) 0n> Ona ¥ )IB? (4)

where ang) # 0 is the first coordinate of Z(®), z & F, and all the other variables are
generated as in Game 0’.

Game 2-h-1 (h=1,...,v) : Game 2-0-4 is Game 1. Game 2-h-1 is the same as Game 2-
(h — 1)-4 except that ¢; of the challenge ciphertext for (challenge plaintext m := m(©) =
m™) and) vectors (70, 7(1)) is:

c1 = (¢, w;ﬁ(b), W' E®) |, w(l)’f(o) +wi/f(l) , 0", ¢ B, (5)

where W', wj, wy & [F, and all the other variables are generated as in Game 2-(h — 1)-4.

Game 2-h-2 (h =1,...,v) : Game 2-h-2 is the same as Game 2-h-1 except that the reply
to the h-th key query for ¢ is:

k"= ( 17 0—177 a 0n7 ﬁa 0 )IB*? (6)
where o <2 F, and all the other variables are generated as in Game 2-h-1.

Game 2-h-3 (h=1,...,v) : Game 2-h-3 is the same as Game 2-h-2 except that ¢; of the
challenge ciphertext for (challenge plaintexts m := m(® = m() and) vectors (#©), (1))
is:

er:= (¢ wi®, w7 + 07D | Wf7® + w7, 07, 9 )s, (7)

where w(, w} & [F, and all the other variables are generated as in Game 2-h-2.
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Game 2-h-4 (h =1,...,v) : Game 2-h-4 is the same as Game 2-h-3 except that the reply
to the h-th key query for v is:

k= (1, 09, [07] [0"5] 7. 0 )5, ®)

where o’ <2 F, and all the other variables are generated as in Game 2-h-3.

Game 3 : Game 3 is the same as Game 2-v-4 except that ¢; of the challenge ciphertext for
(challenge plaintexts m := m(®) = m) and) vectors (£©), (V) is:

c1:=(¢, | wo® + w2V | wh@® + iz WFY 4 W FD ] 0n) o), (9)

where wqg, w1 & F, and all the other variables are generated as in Game 2-v-4. Here, we
note that ¢ is independent from bit b < {0,1}.

Let Adv() (1), Adv (), AdvE D (1), . AV (A) and Adv (A) be the advantage of A
in Game 0,1, 2-h-1,...,2-h-4 and 3 when ¢t = 1, respectively. Advfgl) (\) is equivalent to the left-
hand side of Eq. (1). We will show six lemmas (Lemmas 6-11) that evaluate the gaps between
pairs of neighboring games. From these lemmas and Lemmas 2-4, we obtain Advg\)/)()\) <

‘Advg)(k) - Advi)(k)‘ + (‘Advf’h"l)()\) - Advf’h'l)()\)’ +30L, ]Adv(j‘h‘“‘”)(x)—
Advf'h'b)(k)‘) + ‘Advf’”"l)(/\) —Advf)(/\)‘ + AP () < AVEI(N) + U (AR (A)+

Bah-1

Advg®  (N)+ v +1)/g < Advg™N () + 37 (AdvgEN (V) + AdvEN (V) +(23v+12)/g. O

Ba_p-2 Eapa1 Eapa

4.3.4 Lemmas 2-12

Definition 8 (Problem 1) Problem 1 is to guess [3, given (paramV,B,I/B\%*, es1,{€iti=2,..n) R

ggl(l)‘, n), where

GFL(1Mn) : (paramy, B,B*) X GIRE(1Y, dn + 2),

B* = (b5, b, b1y i)y @7, 2 o Ty,
1 n 2n n 1
=~ = =~
€0,1 ‘= ( Oa wgla 02n’ Ona Y )]Bv
€11 = ( 07 w€1, 2517 Ona Ona Y )B7
e;:=wb; fori=2,...,n,

return (paramy, B, B*, eg1,{e;}i=2..»n),

for 3 J {0,1}. For a probabilistic adversary B, the advantage of B for Problem 1 as: Advlpgl()\) =
‘Pr [B(N, 0)—1 ‘ 0 <—Rg(')°1(1)‘,n)] —Pr [3(1& 0)—1 ‘ 0 <_Rgfl(1A,n)] ) .

Lemma 2 For any adversary B, there is a probabilistic machine £, whose running time is es-
sentially the same as that of B, such that for any security parameter X, Advit (X)) < Adv2HN(\)+

6/q.
Proof. Problem 1 is essentially same as Basic Problem 1 in [23], where the intractability of the

problem is reduced to that of DLIN. Therefore, Lemma 2 is proven in a similar manner as the
reduction lemmas in [23]. 0

15



Definition 9 (Problem 2) Problem 2 is to guess (3, given (paramV,Iﬁ%,]B%*, {h}, €iti=1,..n) AL

gg2(1k, n), where

gﬁ”(ﬂ, n): (paramy,B,B*) R g('f;,E(1*,4n + 2),

@ = (bo, ey bm b2n+1, ceey b4n+1), (5, T, (50,(.«), g <—U Fq,
fori=1,...,n;
1 n n n n 1
= =
hg;,== ( 0, oé;, 0", 0", 80€;, 0 g
hT,i = ( 0, oe;, TE;, 0", 00€;s, 0 )p
ei.:= (0, wée;, oé;, 0", 0", 0 ),

return (paramy, B, B*, {hj;, €i}i=1,..n),

for 3 J {0,1}. For a probabilistic adversary B, the advantage of B for Problem 2, AdeP;2()\), is
similarly defined as in Definition 8.

Lemma 3 For any adversary B, there is a probabilistic machine £, whose running time is es-
sentially the same as that of B, such that for any security parameter \, Ade2()\) < Adv?L'N()\)—F

5/q.

Proof. Problem 2 is essentially same as Basic Problem 2 in [23], where the intractability of the
problem is reduced to that of DLIN. Therefore, Lemma 3 is proven in a similar manner as the
reduction lemmas in [23]. 0
Definition 10 (Problem 3) Problem 3 is to guess 3, given (paramy, I@,I@*, {h:gﬂ-, €, fiti=1,..n)

& 953(1)‘, n), where

953(1)‘,71) : (paramy, B, B*) K Q(LEE(l)‘,éln—i- 2),
B:= (B0, bn, b3nt1, > bans1), B = (b5, ... b5 by 1y D),

roar 0 U
7'75070‘1700 KR, R <_]FQ7

fori=1,...,n;
n+1 n n n 1
=
hg; == ( 0+, 7€, 0", d0€j, 0 )
— 1 — -
h’T,i = ( 0n+ s On, TE;, 506i, 0 )IB*
o 1 /> ">
e, = ol Ww'e;, w'e;, 0", 0 ),
— 1 !z ">
.fi = ( 0n+ ) K €4, K" €4, Ona 0 )]Ba

return (paramv,@, I@*, {h;i, ei, fiti=1,..m),

for 3 M {0,1}. For a probabilistic adversary B, the advantage of B for Problem 3, Advlpf()\), is
similarly defined as in Definition 8.

Lemma 4 For any adversary B, there is a probabilistic machine £, whose running time is es-
sentially the same as that of B, such that for any security parameter X, Advg3(\) < AdvEHN(\)+

8/q.
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Lemma 5 (Lemma 3 in [23]) For p € F,, let Cp := {(Z,0)|Z - U = p} C V x V* where

7.
V' is n-dimensional vector space Fj', and V* its dual. For all (Z,7) € Cp, for all (¥,w) €

Cp, Pr[iU =7 A 9Z =] = Pr[#Z =7 A §U = @] = 1/4C,p, where Z < GL(n,F,),U :=
(Zz=H)T,

Lemma 6 For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter X\, ]Advfg)()\) —
Adv'y) ()] < AdvEE (V).

Lemma 7 For any adversary A, ]Advf'(h_l)'4)(/\) — Advg'h'l)()\)‘ <2/q.

Lemma 8 For any adversary A, there exists a probabilistic machine Bo.1, whose running time

is essentially the same as that of A, such that for any security parameter A, \Advf'h'l)()\) —

AdT P (V)] < AdVEZ, (V). where Byji () = Baa (b ).

Ba.h-1

Lemma 9 For any adversary A, |Advf'h'2)()\) - Advg'h'g)()\ﬂ < 8/q.

Lemma 10 For any adversary A, there exists a probabilistic machine Ba o, whose running time

s essentially the same as that of A, such that for any security parameter \, \Advf'h_3)()\) -
AT )] < AdVE, L (V), where Bapo() := Baa(h, ).

Ba_h-2

Lemma 11 For any adversary A, |Advf'u'4)()\) - Advf)(/\)] <1/q.
Lemma 12 For any adversary A, Advfi’)()\) =0.

Proof. The value of b is independent from A’s view in Game 3. Hence, Advfj’)()\) =0. O

The proofs of Lemmas 4, 6-11 are given in Appendix B.

5 A Variant for Achieving Shorter Public and Secret Keys

A variant of the proposed (basic) IPE scheme with the same security, that achieves a shorter
(O(n)-size) master public key and shorter (O(1)-size) secret keys (excluding the description of
¥), can be constructed by combining with the techniques in [24], where n is the dimension of
vectors of the IPE scheme. This variant also enjoys more efficient decryption. Here, we show
this variant. See the security proof of this scheme in the full version of [24].

5.1 Key Ideas in Constructing the Proposed IPE Scheme

We will explain key ideas in constructing the efficient IPE scheme.

First, we will show how short secret-keys and efficient decryption can be achieved in our
scheme. Here, we will use a simplified (or toy) version of the proposed IPE scheme, for which
the security is no more ensured in the standard model under the DLIN assumption. A cipher-
text in the simplified IPE scheme consists of one vector element, ¢; € G™!, and ¢, € Gr.
A secret-key consists of one vector element, k* € G"*!. Therefore, to achieve constant-size
secret-keys, we have to compress k* € G"*! to a constant size in n (as long as the descrip-
tion of the vector ¢ is not considered a part of the secret-key). We now employ a special
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X0 ME)

X1 M 1
form of basis generation matrix, X := : : for a master secret-key,
[T
Xn i
where /1, 1), X J F, (i = 0,...,n) and a blank in the matrix denotes 0 € F,. The mas-
0 x1G G G
ter secret-key is B* := : = : : . Let a secret-key as-
by nG M;ml—lG
xnG G

sociated with ¥ = (vi,...,v,) be k* = (1, o¥)p = bj + o(n1b] + --- + vpb}) = ((xo +
o> vixi))G, viopG, ... vp—10puG, (G + o> viph))G), where o & F,. Then, k* can
be compressed to only three group elements (K := (xo +o(> i, vixi))G, K :=opG, K =
(uy + o (O vipl))G) as well as ¥, since k* can be obtained by (K§,viK7,...,v,—1K7, K3)
(note that v; K{ = vjouG for i = 1,...,n — 1). That is, a secret-key (excluding ¥/) can be
just three group elements, or the size is constant in n. Let B := (b;) be the dual orthonormal
basis of B* := (b}), and B be the (master) public key in the simplified IPE scheme. We also

set a ciphertext for # as ¢; := (¢, wZ)p = Cby + w(w1by + -+ + z,by,) and ¢y := ggpm € Gr.
CHwo (Z-V)

From the dual orthonormality of B and B*, it then holds that e(ci, k*) = g;- . Hence, a
decryptor can compute g% if and only if Z-@ = 0, i.e., can obtain plaintext m by ¢ -e(cy, k)7L,

Since k* is expressed as (Kj, v K7,...,vn_1K],K}) € G™*! and ¢; is parsed as a (n + 1)-
tuple (Cy, . ..,C,) € G™, the value of e(cy, k*) is e(Co, K¢) - [11) e(Ci, viK§) - e(Cry K3) =
e(Co, K3) - TII2) e(wiCi, K7) - e(Ch, K3) = e(Co, K§) - e(X 1 0iCi, KF) - €(Cr, K3). That is,
n—1 scalar multiplications in G and three pairing operations are enough for computing e(c;, k).
Therefore, only a small number of pairing operations are required for decryption.

We then explain how our full IPE scheme is constructed on the above-mentioned simplified
IPE scheme. The target of designing the full IPE scheme is to achieve the adaptively and fully
attribute-hiding security under the DLIN assumption. Here, we adopt a strategy similar to
that of Section 4, in which the extended dual system encryption methodology is employed in a
modular or hierarchical manner. That is, two top level assumptions, the security of Problems
1, 2, and 3 are directly used in the dual system encryption methodology and these assumptions
are reduced to a primitive assumption, the DLIN assumption.

To meet the requirements for applying to the extended dual system encryption methodology
and reducing to the DLIN assumption, the underlying vector space as well as the basis generator
matrix X is (almost) five times greater than that of the above-mentioned simplified scheme.
For example, k* := ( 1, o@, 0*", nv, 0" )+, 1 = ( ¢, w¥, 0?*, 0", @ )p, and

X00 X01€n - X05€n
Xio X1 - Xip U _
X = . ) where x,; <+ [F, and each Xj ; is of the same form as a nxn
Xao Xsqi - Xss
[ 1
submatrix B /: of X in the simplified scheme with p, p/ & Fy (i=1,...,n).
2 /’[/n—l
o

Using a similar technique as above, k* can be compressed to 11 (=14 2 x 5) group elements,
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and 5(n — 1) scalar multiplications in G and 11 pairing operations are enough for computing
e(e1, k*) in decryption.

5.2 Construction and Security

Let N:=5n+1 and

/
[ It
) _1 popy € Fgforl=1,...,n,
H(n,Fy) = B ; a blank element in the matrix » , (10)
K Nn71 denotes 0 € [,
Hop,
X0,0 X0,1€n -** X0,5€n X;; € H(n,F,),
T X . ¢ . n
LrGnTF,) = X = X1,0 L1 15 Xi0 := (Xi00)i1=1,..n € F,
e : : E X0.05 X0, € Fy
5(?,0 Xs1 - Xsp fori,j=1,...,5
(| GL(N,F,). (11)
We note that £1(5,n,F,) is a subgroup of GL(N,F,). Random dual orthonormal basis generator
QSAPE’SK below is used as a subroutine in the proposed IPE.

R

gngE’SK(l*, 5,n): paramg := (¢,G,Gr,G,e) — prg(IA)7 N :=5n+1,
QJZ) <_U qua gr ‘= S(G, G)wa paramy = (Q7V7 GTaAa 6) = gdpvs(1>\7 N7 paramG)7

U _
param,, := (paramy, gr), X < L1(5,n,F,), (V)i j=o, . sn =" (xTH=1,
hereafter, {X0,0, X0,j> X,0,0» Hi.j> i j1 }ij=1,..51=1,...n denotes non-zero
entries of X, where {y; ;, Mé,j,z} are non-zero entries of submatrices X; ; of
X as given in Egs. (11) and (10),
bz‘ = (191'70, e ,ﬂi,5n)A = 23510 ﬂi,jaj fOI‘ 7, = O, ey 5n, IB = (bo, ey b5n),
B = x00G, By ; = x0,3G, B o = Xi0.G, By j = pijG, Bl = pi ;G

fori,j=1,...,5;l=1,...,n,

*

* * * /%
return (paramn,IB%,{BO70,Bo7j, i70’l,B2’j,Bi7]‘7l}i7j:1 ..... 5id=1,...n)-

Remark 2 Let bf := ( B, 0"_1,BE)“’1, . ,0"_1,36‘75 ),

b* Bio1  Biy B Bis B,
(i—1)n+1 . ) .
b T0n—1 By B, Bis B,
in * B’* 1%
2,0,n i,1,n 7,5,n
for i =1,...,5, and B* := (bf,..., b}, ), where a blank element in the matrix denotes 0 € G.
B* is the dual orthonormal basis of B, i.e., e(b;,b;) = gr and e(b;,b7) =1 for 0 < i # j < 5n.
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Here, we assume that input vector, ¥ := (v1,...,v,), has an index [ (1 <[ < n — 1) with
vy # 0, and that input vector, & := (x1,...,x,), satisfies x,, # 0.
Setup(1*, n) :
R ,ZIPESK
(param,,, B, {Bg 0, Bgj» Bioas Bfjs Bl itij=1,.51=1,.n) = G (1),5,n),
IB = (b07 ey bn7 b4n+17 ce ey b5n)7
return pk:= (1’\, param,,, B), sk::{Ba"O, Ba‘,j, ZOJ’ BZj, B;Z’l}1:1,4;j:1,.‘,5;l=1,..,n-
Jn U
KeyGen(pk, sk, o) : o,n<Fy, Kg:=Bjo+ - uloB] o, +1Big),
Ki] = O'.Bi‘7 + nBZ,j7 K;,] = BSJ + Z?:l UZ(O—B:/[:’;J + TIBZ,;}J) for ] — ]., aey 57
return Sk{; = (17, KE;, {Kij, Kék’j}j:l’.__é).
n 2n n n
- U S Uon AT T
EnC(pk, m, I): vaHqu()@(_qu Cl::(Cv wr, 070, 0", ¢
co = g%m, return ctz := (€1, c2).
Dec(pk7 Sk’U = (777 KS? {Kik,ij;,j}jzlw-f))v Cty 1= (01702)) :
Parse ¢; as a (5n 4 1)-tuple (Cp,...,Cs,) € G
1 .
Dj =3 vl 1y forj=1,...,5,

F:=¢(Cy, K}) - H?Zl (e(Dj,Kij) : e(Cjn,K;j)) , return m':=cy/F.

)IB7

Remark 3 A part of output of Setup(1*,n), {BS’O,BSJ,Bzo,l,sz,B;;-,l}i:1’4;j:17__75#:1’“_7”,
can be identified with B* := (bj,...,b;,, b5, 1,...,b},), while B* := (bf,...,b5,) is identified
with {BS,O,BSJ, B;O,l’B;ﬁBz{;‘,l}i=17~~-75;j=17--'75§l=17~~~7" in Remark 2. Decryption Dec can be
alternatively described as:

Dec’(pk, skg 1= (17, K{]k, {Kik,j7K§,j}j:17---a5)7 cty = (61,02)) :

n n
* . * * * * * * *
k «— ( Ko,UlKl,l,..7fUn_1K1,1,K2’1, ey U1K175,..,Un_1K175,K2,5 ),
n 2n n n

: * /-lb 2 /> *
that is, k* = (1, o¢, 0", nv 0" )+, F :=e(c1,k"),
return m’ := ¢y /F.

Theorem 2 The proposed IPE scheme is adaptively attribute-hiding against chosen plaintext
attacks under the DLIN assumption.

For any adversary A, there exist probabilistic machines Ey.1, -2, E1.1, E1-2-1 and E1.2.2, whose
running times are essentially the same as that of A, such that for any security parameter X,

AdvEAT () < AdvBEN()) + AdvBEIN())
Eo-2-h E1-2-h-1 E1-2-n-2

+3 (AdvDL'N () + AdvBLN (1) 4 AdvBLIN (A)) +e,
h=1

where Ey.o.n(+) = Eoa(hy ), E10n1(7) = E12.1(h, ), E1onal(c) := E1aa(h, ), v is the mazimum
number of A’s key queries and € := (29v + 17)/q.

6 Comparison

Table 2 compares the proposed IPE schemes in Sections 4 and 5 with existing attribute-hiding
IPE schemes in [19, 22, 20, 23].
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Table 2: Comparison with IPE schemes in [19, 22, 20, 23|, where |G| and |G| represent size of
an element of G and that of G, respectively. AH, PK, SK, CT, GSD, DSP and eDDH stand
for attribute-hiding, master public key, secret key, ciphertext, general subgroup decision [1],

decisional subspace problem [22], and extended decisional Diffie-Hellman [20], respectively.

KSWO8 [19]| OT09 [22] |LOS+10 [20]| OT10 [23] | Troposed | Proposed
(basic) (variant)
Security selective & | selective & | adaptive & | adaptive & || adaptive & | adaptive &
fully-AH | weakly-AH | weakly-AH | weakly-AH fully-AH fully-AH
Order . . . . . .
of G composite prime prime prime prime prime
Assump. 2()?8;’[]1;5 2;?82;“ n-eDDH DLIN DLIN DLIN
PKsize | O(m)|G| | O®?)|G|] | Om?)|G| | O®)|G|] | On?)[G] O(n)|G]|
SKsize | 2n+1)|G| | (n+3)|G| | 2n+3)|G| | (Bn+2)|G| || (4n + 2)|G] 11|G|
OT size 2n+1)|G| | (n+3)|G|] | Cn+3)|G| | Bn+2)|G| | 4n+2)|G| | (bn+ 1)|G]
+ |G| + |G| + |G| + |Gr| + |G| + |G|

7 Extension to HIPE

The proposed IPE scheme is extended to a hierarchical IPE (HIPE) scheme by applying the
similar construction given in Appendix H.4 in the full version of [23].

7.1 Dual Orthonormal Basis Generator

We describe random dual orthonormal basis generator g)ngE below, which is used as a subroutine
in the proposed HIPE scheme.

QEQPE(l)‘,ﬁ = (d;n1,...,nq)) : paramg := (¢,G,Gp, G, e) R prg(l)‘), P Y IFqX,
No:=5, Ny:=dny+1 fort=1,...,d,
fort=0,...,d,
paramy, := (¢, Vi, Gr, Ay, e) := gdpvs(l’\,Nt, paramg),
Xt,1 gt,l
Xi = ( : = (Xt,i,j)i,j Y GL(Ntqu)v - (ﬁt,m)w =9 (XtT)il’
Xt,N, i,
= Z;V:tl Xtijor; fori=1,... Ny, By :=(by1,...,bn,),

Nt .
t,i)At = Zj:l 19,571'7]'(1157]' fOI" 1 = 1, ce ,Nt,

gr = e(G, G)w7 paramg = ({Paramvt}tzo,...,d, gr)
return  (paramg, {B;, B} }i—o,..a)-

We note that gr = e(btyi,b;i) fort=0,...,d;i=1,...

7Nt'

7.2 Special Notations for the Proposed HIPE

* L * *
]Bt - (bt71’ e eey bt,Nt

To express our delegation mechanisms in the HIPE compactly, we will use the same notation
as in [23].
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Since we use dual orthonormal basis generator GHIPE| X, & GL(5,F,;) and X & GL(4n; +
F,) for t = 1,...,d. By arranging the matrices X, X1,... Xy diagonally and other off-
diagonal parts are zero, we consider a special from of bases generation matrix X € FqN *N with

N :=5+ 3% (4n; + 1), where

Xo
X1

Xy

and our HIPEs are constructed on the one vector space V (= GY) with special bases induced
by X. In other words, the matrix X gives direct sum decomposition V=2VydpV; P --- B Vy
(resp. V* = Vi@ Vi@ --- @ V}), where V; := span(B;) (resp. V; := span(Bj)) for t =0,...,d.
Based on this isomorphism, i.e., embedding of V; (resp.V}) in V (resp.V*), we define the
following notations as:

((Zo)Bg, - - > (Za)my) + ((Ho)Bos - - - » (Ya)By) = ((To + Yo)Bos - - - » (Ta + Ya)B,)
(

where ((Z0)Bg; - -, (Za)B,), ((H0)B,---» (Ua)B,) EVEVoD V@ - @ Vg,
(@8, = ((0)8, -+ » (O)B,_y, (D)8, (0)B,1,, - (0)B,) €V,
((Fo)zes (F)s, £ =1, 0) = (F0)Bos - - -+ (T)m,) = Lip(@0)m, €V,
((Zo)Bo, (Ze)m, 1t =1,...,¢,(Z7)B,) == ((Zo)Bos - - -, (Ze)m,, (Tr)m,)

=2 0. 0+ (T)B, €V,
e(c, k*) := Ht _oele kf) where ¢:= (cg,...,cq) € Vo@D Vy,
k' = (k§,....k) eVia---a V),
j-1 ni—j

. —— .~
and é;:=(0,...,0,1,0,...,0) € F",

and all the above notations are applied to the case with {B}},—o, . 4 instead of {B;};=0,_ . 4

7.3 Construction

In the description of the scheme, we assume that the first coordinates, x; 1, of input vectors,
Zi = (Ti1,...,Tin,;) for i =1,...,¢, are nonzero.
Setup( = (d;ni1,...,nq)) - (paramy, {B¢, B} }1—o,.. a) . gngE(F,ﬁ),
IB() = (b() 1, b() 3, by 5), @t = (bt,ly . bt,ntv bt,4m+1) for t = 1,..,d,
B = (b1, b55), Bj:=(b1,...b;,,) fort=1,.,d,
return pk := (1 , paramg, {@t}tzow7d, ba4, {b;«k,?)ntJrl’ o b;4m}t:1,...,d)7 sk := {ﬁ:}tzo,...,d-
KeyGen(pk, sk, (v, ..., 7;) € Fyt x - x Fy*)
forj=1,....20; 7=4+1,....d; t=1,...,n;
), Sdec,ts Sran,1,j,t> edec,t; eran,l,j,t <_U IE‘q for t = 1,... 767
Sdel,(,0),t> Sran,2,7,t) 0de|7(7',b),t7 9ran,2,7‘,t ‘E IE‘q fort=1,...,0+1,
Sdec,0 += Zf=1 Sdec,ty Sdel,(r,1),0 *=— ng Sdel,(7,0),ts
Sran,1,5,0 *= Zle Sran,1,5,t» Sran,2,7,0 ‘= Zfii Sran,2,7,t5

— . U
Tldec,t> "ran,1,5,t < th fort=0,...,¢,
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Tael (rats Trangrg L T2, for t =0,... 041,
kjgec = ((—Sdec0s 0, 1, 7deco: 0 )y,
( Sdec,t€t,1 + Odec,tUt, 0%, Tgect, 0 )pr :t=1,....0),
K} el (r) = ((—Sdel (70,0 05 0, el (r.0),00 0 )B;»
Sdel,(7,0), +€,1 + Odel (T,0), Ut 02nt, ﬁdel,(m),t» 0 )IB%;‘ t=1,...,¢,

02717’ ﬁdel,(T,L),Z+la 0 )]Bi)?

(
( Sdel,(7,t) €+16‘rl +/¢)6TL7

kz,ran,l,j = ( ( —Sran,1,5,0, 0, 0, Tlran,1,5,05 0 )15%67

( Sran1jt€e1 + Orant jttt, 0™, a1ty O By it=1,...,0),

eran,Q,q— = ((_Sran,2,7—07 0, 0, Tlran,2,7,05 0 )Bgy

( OZnt, ﬁran,Q,T,ta 0 )]Bz‘ (= 1, A ,E,

OQnT

Sran,2 Ttet 1+ Oran 2 TtUta
( Sran72,r,€+1er,17 ) Nran,2,7,04+15 0 )IB%.*;)>

R * * * *
Ské - (k&dec’ {k&deh(—r,b)}TZE-‘rl,...,d; t=1,....,n> {kg,ran,ua k&rang,f}j:l,...,%; T:Z-i-l,...,d)a
return sky.

Enc(pk,m € Gr, (331, LT EFPL X x B
W, 00, -y Pp Y Fq, ¢1:=( (w,0,¢,0,90)B,s (Wi, 02 0™ o), 1t =1,...,0),
€2 = g%m, ct ;= (e1,¢2), return ct.

Dec(pk, K gec, Ct) : m' := ca/e(c1, K} goc), Teturn m’.
Delegate,(pk, sky, U1 1 := (Vey1,1,- -5 Vesing,,))
for j/ =1,...,200+1); 7=0+4+2,...,d; t=1,...,n;
¢de|,(T,L)7 ¢ran,2;ra 1/}/ ‘_U Fq,
pzewpZeL(T,Lyp:an,l,j/v Pran2.r - CoreDely(pk, ske, Ue+1),
where CoreDelg(pk ske, Up1) © 0,0 2 Fyfor j=1,...,20+1,
return p* := J(Zz 1 verik z del, (¢41,3) )+ Z] 195 KG an1 g T 2041k ran 20415
Piees Thant < 5PN,y {0 g 4ty i)

Tdel,(r,0) Tran,2,r < 5pan(bfy 4, {b s, 13 =t Lirs =)
kz-i—l,dec = kZ dec + pZec + r:iev
kZ+1 del,(70) pdel (ra) T Pdel, (7.0) ke ran,2,r T wlké del,(r) T r;el,(m)’
ké—i—l,raml,j’ = pran,l,j’ + rran,l,j”
k;—l—l,ran,Q,T = p;kan,2,7' + ¢ran72’7k2ran,2,7— + T;kan,2,7'7
skot1 1= (K741, decs {11 del, (r0) Fr=t42,0ds 1=1,cmrs
{k?+1,ran,1,j’7 kZ—i-l,ran,Q,T}j’:l,...,2(€+1); 7—:Z+2,...,d)a
return ske4p.

Lemma 13 shows the distribution of delegated keys and that of the corresponding freshly-

generated keys are equivalent (except with negligible probability).

Lemma 13 If sk, is generated by KeyGen(pk,sk, (01,...,7p)), the distribution of skey1 gener-
ated by Delegate(pk, sky, Uyp+1) is equivalent to that of skpyq1 generated by KeyGen(pk, sk, (v7,. ..,
Up, Up1)) except with probability at most (2d — 2¢ + 3)/q.

Lemma 13 is proven in the same manner as that in the full version of [23].
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7.4 Security

Theorem 3 The proposed HIPE scheme is adaptively (fully) attribute-hiding against chosen
plaintext attacks under the DLIN assumption.

For any adversary A, there exist probabilistic machines Ey.1, -2, E1-1, E1-2-1 and E1.9.2, whose
running times are essentially the same as that of A, such that for any security parameter X,

Advj'PE’AH(A) < AdvgHN () + AdvEHN())

DLIN DLIN DLIN
+ Z Z (Ad V€oa-(h,1) (A) + Adv51-2_(h,1).1 (A + Adv51_2-(h,1)_2(/\)) +
h=11=1

UJhe?"6502(h1)() = Eo-2(h, 1, ), 512(h1)1() = &121(h, 1), 512( I)-
the mazimum number of A’s key queries, L —d—|—2—|—ZT 9Ny, and € 1=

o(+) == Era2(h, I,-), v is
((2d+33)Lv+6d+23)/q.

The weakly attribute-hiding security of HIPE in the full version of [23] implies the security
of our HIPE with ¢t = 0 as in Theorem 1, and the security with ¢t = 1 is proven in a similar
manner as Lemma 1.
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A  Some Key Techniques on DPVS

A.1 Summary

We now briefly explain our approach, DPVS, constructed on symmetric pairing groups (¢, G, Gr,
G,e), where g is a prime, G and Gr are cyclic groups of order ¢, G is a generator of G,
e : G x G — Gr is a non-degenerate bilinear pairing operation, and e(G,G) # 1. Here we
denote the group operation of G by addition and G by multiplication, respectively. Note that
this construction also works on asymmetric pairing groups (in this paper, we use symmetric
pairing groups for simplicity of description).

N
——N—
Vector space V: 'V := G x -+ x G, whose element is expressed by N-dimensional vector,

z:=(r1G,...,2NG) (x; € Fyfori=1,...,N).

Canonical base A: A := (ay,...,ay) of V, where a; := (G,0,...,0),a2 := (0,G,0,...,0),
.., aN = (0,,O,G)

Pairing operation: e(x,y) = [V, e(x:G, 5:G) = e(G,G)ZéV:I”“yi = ¢(G,G)*Y ¢ Gr,
where ¢ := (21G,...,2yG) = r101 + - + zyany €V, y := (11G,...,ynG) = y1a1 +
- +yyay € V, & = (x1,...,2y) and ¥ := (y1,...,yn). Here, x and y can be ex-
pressed by coefficient vector over basis A such that (x1,...,zn5)a = (Z)a = « and
W1, un)a = (Ha =y.

Base change: Canonical basis A is changed to basis B := (by,...,by) of V using a uni-

formly chosen (regular) linear transformation, X := (x; ;) & GL(N,F,), such that b; =
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Eévzl Xijaj, (i=1,...,N). Ais also changed to basis B* := (b}, ...,b}) of V, such that
(i) = (XT)7L by = 3200 9 a5, (i=1,...,N). We see that e(b;,b}) = e(G, G)%,
(0;; =1ifi=j, and §;,; = 0if i # j) i.e., B and B* are dual orthonormal bases of V.

Here,  := 21b1 +--- + xyby € V and y := y1b] + --- + ynby € V can be expressed by
coefficient vectors over B and B* such that (z1,...,zn)p = (Z)p := x and (y1,...,yN)B» =
(e =y, and e(x, y) = e(G, G) X1 7% = o(G, G)* € Gr.

Intractable problem: One of the most natural decisional problems in this approach is the
decisional subspace problem [21]. It is to tell v := wvn,+1bNn,+1 + -+ + vn by, (=
0,...,0,9N5415-- -5 UN,)B), from w := viby + --- + vn, by, (= (vi,...,vN,)B), Where
(v1,...,0Ny) &2 IF;Vl and No +1 < Nj.

Trapdoor: Although the decisional subspace problem is assumed to be intractable, it can be
efficiently solved by using trapdoor t* € span(bi, ..., by, ). Given v := vy, 1bn, 41+ +
v, by, or w = v1by + -+ + vn, by, we can tell v from w using t* since e(v,t*) = 1 and
e(u,t*) # 1 with high probability.

Advantage of this approach: Higher dimensional vector treatment of bilinear pairing groups
have been already employed in literature especially in the areas of IBE, ABE and BE
(e.g., [5, 2,9, 11, 17, 27]). For example, in a typical vector treatment, two vector forms
of P := (11G,...,zyG) and Q := (y1G,...,ynG) are set and pairing for P and @ is
operated as e(P,Q) := Hf\il e(r;G,y;G). Such treatment can be rephrased in this ap-
proach such that P = z1a1 + - +axyay (= (z1,...,25)a), and Q = y1a1 + - - + yvan
(= (y1,...,yn)a) over canonical basis A.

The major drawback of this approach is the easily decomposable property over A (i.e., the
decisional subspace problem is easily solved). That is, it is easy to decompose x;a; =
(0,...,0,.212@'G,0, ...,0) from P :=zr1a1 +---xyay = (iL'lG,...,.%'NG).

In contrast, our approach employs basis B, which is linearly transformed from A using a
secret random matrix X € F*". A remarkable property over B is that it seems hard to
decompose x;b; from P’ := x1b; + --- by (and the decisional subspace problem seems
intractable). In addition, the secret matrix X (and the dual orthonormal basis B* of V)
can be used as a source of the trapdoors to the decomposability (and distinguishability for
the decisional subspace problem through the pairing operation over B and B* as mentioned
above). The hard decomposability (and indistinguishability) and its trapdoors are ones of
the key tricks in this paper. Note that composite order pairing groups are often employed
with similar tricks such as hard decomposability (and indistinguishability) of a composite
order group to the prime order subgroups and its trapdoors through factoring (e.g., [19,
28)).

A.2 Dual Pairing Vector Spaces by Direct Product of Asymmetric Pairing
Groups

Definition 11 “Asymmetric bilinear pairing groups” (q,G1,Ga, G, G1,Ga,€) are a tuple of
a prime q, cyclic additive groups Gi1,Go and multiplicative group Gr of order q, G1 # 0 €
G1,G2 # 0 € Ga, and a polynomial-time computable nondegenerate bilinear pairing e : Gy X
GQ — GT i.e., e(SGl,tGg) == G(Gl, Gg)St and 6(G1,G2) 75 1.

Let Gppg be an algorithm that takes input 1% and outputs a description of bilinear pairing
groups paramg = (q, Gy, Go, G, G1, G, €) with security parameter A.

27



Definition 12 “Dual pairing vector spaces (DPVS)” (q,V,V* Gy, A, A* e) by direct product of
asymmetric pairing groups paramg = (q, G1, Go, G, G1,Ga, €) are a tuple of a prime q, two N -

N N
—N— —N—
dimensional vector spaces V:= Gy X --- x Gy and V* := Gg X --- x Go over Fy, a cyclic group
Gr of order q, and their canonical bases i.e., A := (ai,...,an) of V and A* := (aj,...,a})
i—1 N—i i—1 N—i

— — — — . .
of V¥, where a; :== (0,...,0,G1,0,...,0) and a; := (0,...,0,G2,0,...,0) with the following

operations:

1. [Non-degenerate bilinear pairing] The pairing on'V and V* is defined by e(x, y) == [[~, (D,
H;) € Gy where (Dy,...,Dy) := x € V and (Hy,...,Hy) := y € V*. This is non-
degenerate bilinear i.e., e(sx,ty) = e(x,y)* and if e(x,y) = 1 for all y € V, then
x = 0. For alli and j, e(a;,aj) = g;i’j where 6;; = 1 if i = j, and 0 otherwise, and
G(Gl,GQ) 75 1€ Grp.

2. [Canonical maps] Linear transformation ¢;; on V s.t. ¢; j(a;) = a; and ¢; j(ay) = 0 if

-1 N—i
k # j can be easily achieved by ¢; j(x) := (0,...,0,D;,0,...,0) where (D1,...,Dn) = .
Moreover, linear transformation ¢7 ; on V* s.t. ¢} (a}) = aj and ¢; ;(a;) = 0 if k # j
i—1 N—i

— ——
can be easily achieved by ¢7 ;(y) = (0,...,0,H;,0,...,0) where (Hy,...,Hy) :=y. We
call ¢i; and @7 ; “canonical maps”.

DPVS generation algorithm Gqpys takes input 1 (A € N), N € N and a description of bi-
linear pairing groups paramg, and outputs a description of param{, := (¢q,V,V*,Gr, A, A* e)
constructed above with security parameter A\ and N -dimensional (V,V*).

B Proofs of Lemmas 4, 6-11 in Section 4.3

Proof of Lemma 4

Lemma 4 For any adversary B, there is a probabilistic machine £, whose running time
18 essentially the same as that of B, such that for any security parameter A, Adv?()\) <
AdvBHN(N) +8/4.

Proof. Problem 3 is the hybrid of the following Experiment 3-0, 3-1 and 3-2, i.e., Advlpf’()\) =
|Pr [Exp%’o()\) — 1] —Pr [Exp?l’g'Q()\) — 1] } Therefore, from Lemmas 14, 15 and 3, there exist
probabilistic machines C and £, whose running time are essentially the same as that of B, such
that for any security parameter A,

Advig®(\) = |Pr[Expg’(A) — 1] — Pr [Expi?(\) — 1]|
Pr [Exp®(A) — 1] — Pr [Expi'(A) — 1] |

+ |Pr [Exp5 ' (A) — 1] — Pr [Exp®(A) — 1]
< AdvE2(\) +3/¢ < AdvEYN(N) 4 8/4.

A

This completes the proof of Lemma 4. ad

Definition 13 (Experiment 3-a (o =0,1,2)) We define Exp-3-a instance generator,
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G312 n), where

QEXP“?’(lA,n) : (paramy,B,B*) K Q(')';E(l)‘,éln +2),
B:=(by,...,bn,b3nt1, -, bant1), B = (bS, b b;nJrl, e bZnJrl),

/ v 0o U
7777507w7waHaH (_qu

fori=1,...,n;
n+1 n n n 1
- A~ A~
Ek]ﬂ' = ( 0n+17 Té;‘, 0nt7 50@7 0 )B*
ii = ( 0n+17 Té%, T/€i7 50@1 0 )IB*
5.= ot 0", 7'é;, 06, 0 g
€; 1= ( 0n+17 wlgia w”(%7 Ona 0 )]Ba
fi = ( 0n+17 /{/57:7 ’%//57;7 0n7 0 )]Ba
return (paramy, B, B*, {h{, ;, €i, fi}i=1,..n)-

For a probabilistic adversary B, we define 3 experiments Exp%‘a (. =0,1,2) as follows:
1. C is given o < G312 n).
, R A
2. Output ' — B(1%, p).

Lemma 14 For any adversary B, for any security parameter X,
|Pr [Exp%’o()\) — 1] = Pr [Exp%‘l()\) —1]| < 1/q.

Proof. Let 6§ < F,. If we set
donti = bopy; — 0b, d;-i-z' = b;—i-i + 0b§n+i fori=1,...,n.

Then, D:= (bo, e ab2n7d2n+17 cee 7d3n7b3n+17 cee 7b4n+1) and D* := <b67 .., b rH-l’ e 7d§n7

s Yno

b3, 1,---,b},,1) are dual orthonormal bases. Moreover, (ID,[D*) are consistent with (B, B*).
Then,
n+1 n n n 1
~ =
._ 1 > .
hg; == ( 0", 7€, 0", d0€;, 0 e
1 — /= —
= ( (1 7€, '€, d0€;, 0 o=
— 1 /> ">
ei:= ontt w'e;, w"e;, o, 0 s,
- ( 0n+17 wlgiv w//€i7 0", 0 )]D)a
— 1 /> ">
fi Ea ( 0n+ ) K €4, R €4, Ona 0 )Bv
— 1 =z ">
- ( 0n+ ) R €4, R €4, Ona 0 )]D):
where 7/ := —07, @' = W' + 0" and k' := k' + 6", which are independently and uniformly

distributed since 6, w’, K’ & F, except for the case 7 = 0. That is, the joint distribution for
Exp. 3-0 and that for Exp. 3-1 are equivalent except with probability 1/q. O

Lemma 15 For any adversary B, there is a probabilistic machine C, whose running time is

essentially the same as that of B, for any security parameter X,
||Pr [Expt () — 1] — Pr [ExpgZ(A) — 1]| — AdvE? (V)] < 2/q.
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Proof. In order to prove Lemma 15, we construct a probabilistic machine C against Problem 2
using a machine B distinguishing the experiment Exp%‘1 from Exp%‘2 as a black box as follows:
C is given a Problem 2 instance, (paramy, B, B*, {h;i, €i}i=1,..n). C sets

fii=mb; +me; fori=1,...,n,
D := (d;)i=o.....an+1 := (bo, bant1, ..., b3n, buyr, ... b2, b1, ... by, b3t .. banyr),

* o * e * * * * * * * * *
D* := (di)i=0,...,4n+1 T (b07b2n+1""7b3n7 n+17"'>b2n> 1""vbn7b3n+17"'ab4n+1)a
D:= (do,...,dn,d3ni1,- - dang1) = (bo, bony1, .-, 030, 03041, .. bang1),

N* . * * * * . * ok * * * Pk *
D .— (do,,dn,d2n+1,,d4n+1) .— (bo,b2n+1,, 3TL’ 1,...7bn,b3n+1,...,b4n+1)7

where C can calculate D and D* from a part of the Problem 2 instance, i.e., (I@,IB%*), while C
cannot calculate a part of basis D, i.e., (dnt1,...,day), from the Problem 2 instance. C gives
(paramy, D, D*, {hgi,ei,fi}i:17,,,,n) to B, and receives ' € {0,1}. C then outputs '

Then,

1 n n n n 1
N —— —— ——— —

Ek)’i = ( 07 56;7 Onu On) 506_’1'7 0 )B*

- ( 07 Ona Ona 65’“ 5051'7 0 )D*

’1‘,1- = ( 0, 0€;, TE;, o, 00€;, 0 )p+

= ( 07 Ona Té;‘, 56‘17 506_;7 0 )]D)*

e.:= (0, WE;, oé;, 0m, 0", 0 s,

= ( 07 Ona Ué;? U.)é‘i, Onv 0 )]D)a

fi = ( 07 (771 + 7]2‘4})51'3 U205i, On’ Ona 0 )Ba
— n > =, n

- 9 ’ (2] ’ ) ’

(0 0 120€ (m + 1pw)é; 0 0 o

where 0, 7,w,0,m1 + mew and n20 are independently and uniformly distributed in F, since

0, T,w,T,MN1,MN2 & F, except for the case o = 0.
That is, the above (paramy, D, D*, {h; ;»€is fi}i=1,..n) has the same distribution as the out-

put of the generator Qpr'3(1’\,n) (resp. QQEXP'3(1)‘,n)) when 3 = 1 (resp.8 = 0) except with
probability 1/¢. This completes the proof of Lemma 15. O

Proof of Lemma 6

Lemma 6. For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter X, ]Advfg)()\) —
Advi (V)] < AdVEL(N).

Proof. In order to prove Lemma 6, we construct a probabilistic machine B; against Problem
1 using an adversary A in a security game (Game 0’ or 1) as a black box as follows:

1. By is given a Problem 1 instance, (paramV,E,I@*,e@J, {ei}i=2,..n)-
2. By plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, B provides A a public key pk := (17, paramV,I@) of Game
0’ (and 1), where B := (by, ..., by, byn+1) is obtained from the Problem 1 instance.

4. When a key query is issued for vector v, B answers normal key k* with Eq. (2), that is
computed using B* of the Problem 1 instance.
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5. When Bj receives an encryption query with challenge plaintexts (m(o),m(l)) and vectors
(:E(O), a‘:’(l)) from A, B; computes the challenge ciphertext (¢1,c2) such that,

(b) (b)

C1 = CbO + T'€p1 + Z?:Q T, € + Sob4n+l) C2 1= g’%m(b)v

u U
where ¢, «— Fg, b — {0,1}, and ({b;}i=0,4n+1,€5,1,{€}i=2
1 instance.

n) is a part of the Problem

77777

6. When a key query is issued by A after the encryption query, B; executes the same proce-
dure as that of step 4.

7. A finally outputs bit ¢'. If b =¥/, By outputs ' := 1. Otherwise, B; outputs 3 :=

Claim 1 The distribution of the view of adversary A in the above-mentioned game simulated
by By given a Problem 1 instance with 3 € {0,1} is the same as that in Game 0’ (resp. Game

1) if 6=0 (resp. B=1).

Proof. We will consider the distribution of ¢;.
When § = 0, ciphertext ¢; generated in step 5 is

b
c1 = (by+ fb“gb)eog + iy xz(‘b)ei + @by = Cbo +w 551( 'b; + Ybuns1 + Pbans
= (¢ wd®, 0m, 07, 07, s
where ¢’ := ¢+ 7,(,w € F, are uniformly and independently distributed.
When § = 1, ciphertext ¢; generated in step 5 is

c1 = (bo+ x§b)e1 1 + Zn 9 SU(b)ez‘ + ©ban 1
(b)

= <b0+w21 1:U b + 2bpy1 + Ybant1 + ©bant1
= (C? wx(b)7 wgb)zeb Onv 0n7 @)]B

where ¢’ := ¢ + v, (,w € Fy are uniformly and independently distributed.
¢

Therefore, the above ¢; and ¢ := g;m give a challenge ciphertext in Game 0’ when 3 = 0,
and that in Game 1 when g = 1. O

From Claim 1, |Adv({” (A) — Advl (A ‘ - )Pr [61(1% 0)—1| 0 RGP )| -
Pr|Bi(1*,0)—1 ‘ 0 <—RQP1 1M n ] ‘ = Advg ()\) This completes the proof of Lemma 6. 0

Proof of Lemma 7
Lemma 7. For any adversary A, |AdvA (h=1)- 4)()\) Advf h1) ( )| <2/q.

Proof.

Case that h = 1, i.e., proof for ]Ade)(A) - Advf'l_l)()\)\ <2/q:

In order to prove Lemma 7 in this case, we define an intermediate game, Game 1’, and
will show the equivalence of the distribution of the views of A in Game 1 and that in Game 1’
(Claim 2) and those in Game 2-1-1 and in Game 1’ (Claim 3).

Game 1’ : Game 1’ is the same as Game 1 except that ¢; of the challenge ciphertext for
(challenge plaintexts m := m(®) = m™) and) vectors (z(©), #) is:

e = (¢ wi®, [F], 07, B (12)

where 7 <> F2m\ {0}, and all the other variables are generated as in Game 1.
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Claim 2 The distribution (paramv,fl%, {k(j)*}jzlyw,,, c1,c2) in Game 1 and that in Game 1’ are
equivalent except with probability 1/q.

Proof. We will consider the distribution in Game 1. We define new (dual orthonormal) bases
(D, D*) of V below. First, we generate F & GL(2n,F,), and set

3\

dn+1 bn+1 d:H-l b:’(L-‘rl
= F_l . . N = FT . .
dsn b3, d;m §n (13)
D:= (b07 ey bn7 dn+17 o 7d3n7 b3n+17 o 7b4n+1)7
D* := (bga"'vb;kud;;-s-lv"'7d§n’b§n+1v""dzn+1)'

Then, D and D* are dual orthonormal bases. Challenge ciphertext ¢ is expressed as

2n om
a = (¢ wi® 2Pz, 07 07, )= (¢ wi®, "7, 0", o), (14)

where (,w, z, ¢ & Fq, and 7 := (xgb)zé’l, 0™)-F. Since xgb) # 0, coefficient vector (:cgb)zé’l, 0") #
0 except for probability 1/¢q. Then, vector 7 := (:cgb)zé'l, 0") - F is uniformly distributed in
F2"\ {0} except for probability 1/¢ and independent from all the other variables.

Every queried key k* in Game 1 is
k* = ( 1, o, 0n7 Ona 77’ O)B* = ( 1, 0177 On’ 0n7 ﬁa O)D*v (15)

where o < F, and ﬁ£ Fg.

In the light of the adversary’s view, (D, D*) is consistent with public key pk := (1%, paramy, I@)
Moreover, since the RHS of Eq. (14) and that of Eq. (12) are the same form, the challenge ci-
phertext ¢; and ¢ := g%m in Game 1 can be conceptually changed to that in Game 1’ except

with probability 1/q. O

Claim 3 The distribution (paramv,@,{k(j)*}j:17,,,7,,,c1,02) m Game 2-1-1 and that in Game
17 are equivalent except with probability 1/q.

Proof. We will consider the distribution in Game 2-1-1. We define new dual orthonormal bases
(D,D*) of V by Eq. (13). Challenge ciphertext ¢; is expressed as

2}? 2n
=~
¢l = ( Cy w'f(b)7 w,i:(b)vwg'f(()) +w/1/f(1)a On7 SO)E = ( C? wj’(b)v 7 ) On7 QD)JDM (16)

where ¢, w,w’,w(, W, ¢ & F,, and 7 := ('7®), w70 + 7M. F € Fg” Since (w'#®), Wi #©) +
wliZ1)) # 0 except for negligible probability 1/¢, vector 7 := (w'Z®), 7O + Wiz . F is
uniformly distributed in F2™ \ {0} except for negligible probability 1/¢ and independent from
all the other variables.

For queried keys k*, the same as Eq. (15) holds also in Game 2-1-1.

In the light of the adversary’s view, (D, D*) is consistent with public key pk := (1%, paramy, I/B\%)
Moreover, since the RHS of Eq. (16) and that of Eq. (12) are the same form, the challenge ci-
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phertext ¢; and ¢ := gg,m in Game 2-1-1 can be conceptually changed to that in Game 1’

except with probability 1/q. O

From Claims 2 and 3, adversary A’s view in Game 1 can be conceptually changed to that
in Game 2-1-1 except with probability 2/¢. This completes the proof of Lemma 7 when h = 1.

Case that h > 2, i.e., proof for Advf(h_l)_@(}\) — Advg_h_l)()\)’ <2/qfor h>2:

To prove Lemma 7 in this case, we define an intermediate game, Game 2-(h — 1)-4’, and
will show the equivalence of the distribution of the views of A in Game 2-(h — 1)-4 and that in
Game 2-(h — 1)-4’ (Claim 4) and those in Game 2-h-1 and in Game 2-(h — 1)-4’ (Claim 5).

Game 2-(h — 1)-4’ : Game 2-(h —1)-4’ is the same as Game 2-(h — 1)-4 except that ¢; of the
challenge ciphertext for (challenge plaintexts m := m(® = m() and) vectors (2, z(1))
is:

er:= (¢ Wi, [7] wfz® + w7V, 07, ¢ ), (17)
where 7 <> Fi\ {0}, and all the other variables are generated as in Game 2-(h — 1)-4.

Claim 4 The distribution (paramv,@,{k(j)*}j:17_”,,,,c1,62) in Game 2-(h — 1)-4 and that in
Game 2-(h — 1)-4’ are equivalent except with probability 1/q when h > 2.

Proof. We will consider the distribution in Game 2-(h—1)-4. We define new (dual orthonormal)
bases (D, D*) of V below. First, we generate F s GL(n,F,), and set

dp i1 bn+1 da*m—l-l b;‘L—&-l
= L. : : — T, :
d2n b2n d;n ;n (18)
D = (bO) ceey bn7 dn+17 L 7d2na b2n+17 ... 7b4n+1)7
D* := (bg, ..., b5, dy  qy. o d5,, 05, s A ).

Then, D and D* are dual orthonormal bases. Challenge ciphertext ¢ is expressed as
e = (¢ wi® 7@+ Wiz, wr® + i, 0" )
= (¢ wi®, 7 wg@® + w7V, 0%, @), (19)
where (,w,w},w],w),w!, ¢ Y F,, and 7 := (whd® + M) - F. Since wj#® + iz # 0
except for negligible probability 1/¢, vector 7 := (wjZ® + wi#D) . F is uniformly distributed
in Fy \ {0} except for negligible probability 1/¢ and independent from all the other variables.
When 1 < j < h — 1, the j-th queried key k@)* is

kO = (1, oG 0", ¢"DFD) | 79 0)g. = (1, cU7, 07, "G 79 0)p.,  (20)
where o@), "9 J F, and 7 J Fy'. When h < j < v, the j-th queried key EW@* is
E9D* = (1, o@g, 07, 0", 79, 0)g- = (1, aVF, 07, 07, 79, 0)ps, (21)

where o) F, and 79 J Fg.
In the light of the adversary’s view, (D, D*) is consistent with public key pk := (1%, paramy, I/BE)
Moreover, since the RHS of Eq. (19) and that of Eq. (17) are the same form, the challenge ci-

phertext ¢; and co := g%m in Game 2-(h — 1)-4 can be conceptually changed to that in Game
2-(h — 1)-4’ except with probability 1/q. O
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Claim 5 The distribution (paramv,@,{k(j)*}jzl,m,y,cl,@) in Game 2-h-1 and that in Game
2-(h — 1)-4’ are equivalent except with probability 1/q.

Proof. We will consider the distribution in Game 2-h-1. We define new dual orthonormal bases
(D, D*) of V by Eq. (18). Challenge ciphertext ¢; is expressed as

e = (¢ o, ST, o 17, 0", p)p
(¢ wi®, 7 uwgd® +wiath, 0", o)y, (22)
where (,w,w’ w{,w!, ¢ & F,, and 7 := '#®) . F. Since o'#® # 0 except for negligible

probability 1/¢, vector 7 := «'#®) - F is uniformly distributed in Fy\ {0} except for negligible
probability 1/¢ and independent from all the other variables.

For queried keys k/)*| the same as Eqs. (20) and (21) hold also in Game 2-h-1.

In the light of the adversary’s view, (}5, ﬁ*) is consistent with public key pk := (1%, paramy, IE%)
Moreover, since the RHS of Eq. (22) and that of Eq. (17) are the same form, the challenge cipher-

text ¢ and co 1= g%m in Game 2-h-1 can be conceptually changed to that in Game 2-(h —1)-4’
except with probability 1/q. O

From Claims 4 and 5, when h > 2, adversary A’s view in Game 2-(h — 1)-4 can be concep-
tually changed to that in Game 2-h-1 except with probability 2/q.
This completes the proof of Lemma 7. ad

Proof of Lemma 8

Lemma 8. For any adversary A, there exists a probabilistic machine Bo_1, whose running time
is essentially the same as that of A, such that for any security parameter X, \Advf'h'l)()\) —
2-h-2 ]
AdVG P )] < AdVE2 . (N), where By () i= Bai(h, ).
Proof. In order to prove Lemma 8, we construct a probabilistic machine Bs.; against Problem
2 using an adversary A in a security game (Game 2-h-1 or 2-h-2) as a black box as follows:
1. Bo.q is given an integer h and a Problem 2 instance, (paramv,@, B*, {hz,i’ €i}i=1,.n)

2. By.q plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, BQ;\l provides A a public key pk := (1%, paramy, ﬁ’) of Game
2-(h — 1)-4 (and 2-h-1), where B’ := (by, ..., by, by,+1) is obtained from the Problem 2
instance.

4. When the (-th key query is issued for vector ¥ := (v1,...,v,), Ba.1 answers as follows:

(a) When 1 < < h—1, By1 answers keys of the form (8), that is computed using B* of
the Problem 2 instance.

b) When ¢ = h, By.y calculates k* using ({h% . }i—1... n, {0 }i=0.3n+1....4n) Of the Problem
B,Z Ity K3 ) + 900y
2 instance as follows:

- U
7= (m,...,m) < Fyg, k" :=b5+ E?ﬂ(”ihg,z‘ + 1% 14)-

(¢) When ¢ > h + 1, Ba.; answers normal keys of the form (2), that is computed using
B* of the Problem 2 instance.
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5. When By_; receives an encryption query with challenge plaintexts (m(o), m(l)) and vectors
(:E(O), a‘:’(l)) from A, Bo.1 computes the challenge ciphertext (¢, c2) such that,

cr:=Cbo+> 1", 3? Je; + Yo 1(w096 + Wi (1))b2n+i + by,  cp = g5m®,

U U .
where w(,w!,(, ¢ <« Fy, b — {0,1}, and ({b;}i=0.2n+1,... 3n.4n+1, {€i }i=1,..n) is a part of
the Problem 2 instance.

6. When a key query is issued by A after the encryption query, Bs.1 executes the same
procedure as that of step 4.

7. A finally outputs bit ¢'. If b =0/, By.; outputs 3 := 1. Otherwise, Bo.q outputs 3’ :=

Claim 6 The distribution of the view of adversary A in the above-mentioned game simulated
by Ba1 given a Problem 2 instance with 3 € {0,1} is the same as that in Game 2-h-1 (resp.
Game 2-h-2) if =0 (resp. 5 =1).

Proof. We will consider the joint distribution of ¢; and k*.
Ciphertext ¢; generated in step 5 is

b
cr = Cbo+3 1$( )ei + 50wl + wla oo i + pbansa

= (b + Zz 15” (Wb + Ubn+z) + Zz 1(“)09”( )+ W’lll’z(l))b%ﬂ + ©bynt1

where (,w,o,w(,w!, ¢ € F, are uniformly and independently distributed.
When (= 0, secret key k* generated in case (b) of step 4 or 6 is

k' = by + 30 (kg +mibs, ) = b5 + 300 (vi(0b] + dobs,, ;) + mibs,, ;)
= by + 030 vib] + 30 (vido + mi)bs,,
- (17 51_;7 Ona 0n7 ﬁla 0 )B*

where 777 := (v1d0 + M1, .., Vb0 + M) € Fy Then, 6 € F; and 7 € [y are uniformly and
independently distributed. Therefore, generated ¢; and k* have the same joint distribution as
in Game 2-h-1.

When ( = 1, secret key k* generated in case (b) of step 4 or 6 is

k* = bO + Zz 1(U1h1 9 + 771b3n+z) = bO + Zz 1(%(51)* + Tbn+’L + 50b§n+i) + nib§n+i)

= by+oy i 1Uzb*+721 Uil D0 (vido + ni) b5, 4
(1, 6u, 70, O™, 77, O )~

where 77 := (v1d0 + N1, ..., vnd0 + 1) € Fy Then, 6 € F, and 7 € Fy are uniformly and

independently distributed. Therefore, generated ¢; and k* have the same joint distribution as

in Game 2-h-2.
From Claim 6,

@D (3) — AdvE D\ ‘:‘Pr[Bg_h_l(ﬂ,g)_q Q<_Rg52(1k,n)}—

Pr|Bon1(1*, 0) —1 ‘ 0 <—Rgf2(1k, n)} Ade2 .. (A). This completes the proof of Lemma 8.

O
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Proof of Lemma 9

Lemma 9. For any adversary A, |Advj - 2)()\) — Advg_h_g)()\ﬂ < 8/q.

Proof. To prove Lemma 9, we will show distribution (paramy, I/Bg, {k(j)*}jzlj,_w,,, c1,¢2) in Game
2-h-2 and that in Game 2-h-3 are equivalent. For that purpose, we define an intermediate game,
Game 2-h-2’, as

Game 2-h-2’ (h =1,...,v) : Game 2-h-2’ is the same as Game 2-h-2 except that ¢; of the
challenge ciphertext for (challenge plaintexts m := m(®) = m®) and) vectors (#(©), #(1)
and the reply to the h-th key query for ¢, k*, are

c = (¢, wi® , wgf(o) +w/1'f(1), 0", ¢ ), k*:=(1, o0, , 0", 7, 0 ),
where, if 7 - ¢ = #1) . 7 = 0, then (7, @) < Wy := {(F, @) € Fo x B2 |7+ % = 0}, and if
U
Y

0.7 #0and 21 - 7 # 0, then (7,%) w X Fy \ Wo, and and all the other variables
are generated as in Game 2-h-2.

Claim 7 The distribution (paramV,I/B\%, {k(j)*}j:17_..7y,61702) in Game 2-h-2 and that in Game
2-h-2’ are equivalent except with probability 4/q.

Proof. We will consider the distribution in Game 2-h-2. We define new dual orthonormal
bases (D,D*) of V. First, we generate matrix U & GL(n,F,), and set

\

dnt1 bnt1 d; by, 1
—pU-Ll. : : =U"T. :
dan, b, d;, b3, (23)
— (bOa"' bnadn+17"')d2n)b2n+17'"7b4’n+1)5
:(b67""bjl7 ;';—i-l?""d;n’ ;n—i—l?"'?dfln—l—l)'

We then easily verify that D and D* are dual orthonormal, and are distributed the same as the
original bases, B and B*.

The h-th queried key and challenge ciphertext (k(™* ¢1,¢y) in Game 2-h-2 are expressed
over bases (B,B*) and (D,D*) as

kM = (1, 0w, 0’7, O, 7, 0) = (1, 0@, 0'Z, 0", 7, 0 )p-, (24)
e = (¢ wi®, w/f(b)7 OB O
— (¢, wE®, JFOY, w//%) w/{f(l) 0", ¢ o,
co = g%m, (25)

where Z := (U~1)T.

From Lemma 5, if Z() .7 # 0 and (1) - & # 0, the pair of coefficients (w'Z")U, o'3Z) are
uniformly distributed in Fy x Fy \ Wy and independent from all the other variables except for
the case w’ = 0 or ¢/ = 0, i.e., except with probability 2/q.

Also, from Lemma 5, if 70 . ¢ = (1) . ¢ = 0, the pair of coefficients (w'Z®)U,0'GZ) are
uniformly distributed in Wy and independent from all the other variables except for the case
W' =0 or ¢ =0, ie., except with probability 2/q.

In the light of the adversary’s view, both (B, B*) and (D,DD*) are consistent with public key
pk := (paramy,B) and the answered keys {k(/)*}, . Therefore, by using the above result for
the distribution of (k(h)*, c1,C2), {k(j)*}jzlym,, and ¢; can be expressed as keys and ciphertext
in two ways, in Game 2-h-2 over bases (B,B*) and in Game 2-h-2’ over bases (D,D*). Thus,
Game 2-h-2 can be conceptually changed to Game 2-h-2” except with probability 4/q. O
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Claim 8 The distribution (paramv,@,{k(j)*}jzl,m,y,cl,@) i Game 2-h-3 and that in Game
2-h-2’ are equivalent except with probability 4/q.

Proof. Claim 8 is similarly proven as that of Claim 7.

As in Claim 7, we set new bases (D, D*) as in Eq. (23). The h-th queried key k("* in Game
2-h-3 is expressed as in Eq. (24) over bases B* and D*, and a part of challenge ciphertext ¢y in
Game 2-h-3 is given by Eq. (25). ¢; in Game 2-h-3 is expressed over bases B and D as

e = (¢ wz®, w()f(o) —|—w’15c'(1), w()’f(o) —i—wi’:f:’(l), 0", v )B
= (¢ wi®, (g7 + Wi TV, wga® + w7, 0", o )p.
Using Lemma 5, similar to the proof of Claim 7, we see that {kz(j)*}j:h,,y and ¢ can be
expressed as keys and ciphertext in two ways, in Game 2-h-3 over bases (B, B*) and in Game
2-h-2’ over bases (D, D*). Thus, Game 2-h-3 can be conceptually changed to Game 2-h-2’ except
with probability 4/q. O
From Claims 7 and 8, we obtain Lemma 9. O

Proof of Lemma 10

Lemma 10. For any adversary A, there exists a probabilistic machine Bao, whose running
time is essentially the same as that of A, such that for any security parameter \, \Adv&%h"g)(}\) —

AT O] < AdVE, (V) where Baa() i= Baa(h, ).

Proof. In order to prove Lemma 10, we construct a probabilistic machine By_o against Problem
3 using an adversary A in a security game (Game 2-h-3 or 2-h-4) as a black box as follows:

1. Bo.s is given an integer h and a Problem 3 instance, (paramV,I@, I@*, {h;‘;’i, €i}i=1,.n)
2. By.o plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, By.o provides A a public key pk := (17, paramv,@’) of Game
2-h-3 (and 2-h-4), where B’ := (by, . .., by, byn+1) is obtained from the Problem 3 instance.

4. When the «-th key query is issued for vector ¥ := (vi,...,v,), Bao answers as follows:

(a) When 1 < < h—1, Byo answers keys of the form (8), that is computed using B* of
the Problem 3 instance.

(b) When ¢ = h, Bago calculates k* using ({h;,i}izl’m’n,{bf}i:07.“7n’3n+1’m,4n) of the
Problem 3 instance as follows:

u — u * * * * *
U(_F‘P 7= (7717""7771) (—Fg, k* = b0+2?:1(011ib,- +Uihﬁ,i+nib3n+i)‘

(¢c) When ¢ > h + 1, By answers normal keys of the form (2), that is computed using
B* of the Problem 3 instance.

5. When By_s receives an encryption query with challenge plaintexts (m(o), m(l)) and vectors
(2, 7)Y from A, By.p computes the challenge ciphertext (e, ¢;) such that,

cp:=Cbo+wd i, évl(b)bz‘ + 2?21(1'1('0)61' + iEZ(-l)fi) +obipi1, e = ggm®),

where w, (, ¢ & Fq, b nd {0,1}, and ({b;}i=0,...nan+1,{€i, fi}i=1,.n) is a part of the
Problem 3 instance.
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6. When a key query is issued by A after the encryption query, B executes the same
procedure as that of step 4.

7. A finally outputs bit ¢/. If b =/, Boo outputs 3’ := 1. Otherwise, Bo.o outputs ' :=

Claim 9 The distribution of the view of adversary A in the above-mentioned game simulated
by Bao given a Problem 3 instance with 3 € {0,1} is the same as that in Game 2-h-3 (resp.

Game 2-h-4) if =0 (resp. 5 =1).

Proof. We consider the joint distribution of ¢; and k*.
Ciphertext ¢; generated in step 5 is

e = Cbo+wd 2o+ 3 (Ve + 2V f) + pbani
= Cho+wd i, (b)b + i ( x; )(w/bn+i+w/'b2n+z') + $§1)(5/bn+i+/€1/b2n+i)) + pbant1
= (¢ wi®, 7O 4 /7O W FO £ "7 0" o)

where (,w,w’,w" k' K", ¢ € F, are uniformly and independently distributed.
When [ = 0, secret key k* generated in case (b) of step 4 or 6 is

k* = by+ 3 (ovib] +vihg; +nibs, )
= by+ Z:L 1 (‘”’ib* + Ui(Tb;kL+’L + 50b§n+i) + nib§n+i)
= by tod iy uibl 13 uibl DT (vido + ni)bs,
= (1, o0, 77, 0", 77, 0 )p~

where 77 := (v1dg + N1, ..., 000 + M) € Fy Then, o,7 € F, and 7€ [y are uniformly and
independently distributed. Therefore, generated ¢; and k* have the same joint distribution as
in Game 2-h-3.

When (3 = 1, secret key k* generated in case (b) of step 4 or 6 is

k* = bf+ > i (ovib] +vihi; +nibs,, )
= 53 + Z?:l (Uvib; + v (Tb;n—i-z + 5Ob§n+i) + nib§n+i)
= bytod oy + 7300 vibs, 30 (vido + i) b5,
- ( 17 0-177 Ona 7-177 ﬁ? 0 )B*

where 77 := (vido + M1, ...,vn00 + Mn) € Fy Then, 0,7 € Fy and 77 € F} are uniformly and
independently distributed. Therefore, generated ¢; and k* have the same joint distribution as

in Game 2-h-4. . O
From Claim 9, |Adv? " (1) — AdvZ" (A ’ - ‘Pr [32_,1_2(1& 0)—1| o <_gg3(1k,n)] -
Pr |Byno(1*, 0)—1 ‘ 0 <_RgF’3 1M n } ’ = Adew ,(A). This completes the proof of Lemma 10.

O

Proof of Lemma 11

Lemma 11. For any adversary A, |Adv§2'y'4)()\) AdvA N <1/q.
Proof. To prove Lemma 11, we will show distribution (paramy, IB%, {k () }i=1,..vs €1, c2) in Game

2-v-4 and that in Game 3 are equivalent. For that purpose, we define new dual orthonormal
bases (D, D*) of V as follows:

38



We generate 6 S Fy, and set

d2n+i Z:b2n+i—9bi, d _b*+9b2n+z fori=1,...,n,
D:: (b07"' b2’nad2’n+1a'"ad3nab3n+1a"'ab4n+1)7
= (by, .-, by, dy .. d5,, b5, 1, by, ).

We then easily verify that D and D* are dual orthonormal, and are distributed the same as the

original bases, B and B*.
Keys and challenge ciphertext ({k(h)*}hzl,...,l,, c1, c2) in Game 2-v-4 are expressed over bases
(B,B*) and (D,D*) as

KM = (1, oWg®) on, oPrgh) gl o).
— (1 oM, gr o) g B ).
= (1, oMz, O" Mg 7R 0.,
e = (¢ wi®, Wiz 4wz, wox(o) + 700", o)
= (¢ wz® +9( w2 4+ DY W70 4 W 1;(1) w70 + WD 0" o )p,
= (¢ woB +wZW, Wiz + iz, Wiz )—{—wlx( ), 0", ¢ )b,
cy = ggpm,

where wy, := w+ 0w}, wy_p = 0w, and £P) .= ¢(M" — 95" € F, are uniformly, independently

(from other variables) distributed since w, 8, c(®” S F,, except for the case wf_, = 0, i.e.,
except with probability 1/q.

In the light of the adversary’s view, both (B, B*) and (D, D*) are consistent with public key
pk = (17, paramV,@). Therefore, {k:(h)*}h:l’m,,, and ¢; above can be expressed as keys and
ciphertext in two ways, in Game 2-v-4 over bases (B,B*) and in Game 3 over bases (D,D*).
Thus, Game 2-v-4 can be conceptually changed to Game 3. ad
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