1-Resilient Boolean Function with Optimal
Algebraic Immunity

Qingfang Jin Zhuojun Liu Baofeng Wu
Key Laboratory of Mathematics Mechanization
Institute of Systems Science, AMSS
Beijing 100190, China
gfjin@amss.ac.cn zliu@mmrec.iss.ac.cn.

Abstract In this paper, We propose a class of 2k-variable Boolean func-
tions, which have optimal algebraic degree, high nonlinearity, and are 1-
resilient. These functions have optimal algebraic immunity when £ > 2 and
u=—2"0 <1< k. Based on a general combinatorial conjecture, algebraic
immunity of these functions is optimal when k& > 2 and u = 2/,0 < [ < k.
If the general combinatorial conjecture and a new assumption are both true,
algebraic immunity of our functions is also optimal when k > 2,u # £2!,0 <
[ <E.
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1 Introduction

To resist known attacks, Boolean functions used in the combiner and filter
models of stream ciphers are generally required to be balanced, have high
algebraic degree as well as high nonlinearity [2]. Correlation immunity, with
respect to correlation attack, was proposed by Siegenthaler[22] in 1985. Xiao
and Massey[25] gave a simple spectral characterization of correlation immune
Boolean functions. Algebraic attack [1, 7, 8] was introduced by Meier et
al.[7, 14]. Tt is more proper to speak that algebraic attack was improved by



them, since the idea of algebraic attacks comes from Shannon. Consequently,
a high algebraic immunity[14] for Boolean functions is needed due to the
standard algebraic attacks.

The interaction of these properties is so complex that some are contrary
to others to some extend. So it is very difficult to find functions achieving
all the necessary criteria. There are several constructions of Boolean func-
tions with optimum algebraic immunity, see [3, 4, 5, 11, 16, 17]. A class of
1-resilient Boolean functions with optimal algebraic immunity was obtained
in [4]. However, The nonlinearity of most of the constructed Boolean func-
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tions are often not exceeding 2"~ ! — nLﬂ | ), which is insufficient. There
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are other that are not satisfied for Boolean functions satisfying some prop-
erties. In 2008, Carlet and Feng proposed in [6] an infinite excellent class
of balanced functions with optimum algebraic immunity as well as very high
nonlinearity. It is the first that the constructed Boolean functions have op-
timal nonlinearity among all known constructions of Boolean functions with
optimal algebraic immunity and meet most of the cryptographic necessities.
Very recently, Tu and Deng proposed in [23] two classes of algebraic immu-
nity optimal functions of even variables based on a combinatoric conjecture.
The nonlinearity of these functions is even better than functions in [6]. Some
constructions in [19, 20] is on 1-resilient Boolean functions with optimal alge-
braic immunity. Balanced Boolean functions, which have maximum algebraic
degree, high nonlinearity and are 1-resilient, were proposed by Tu and Deng
in [24] through a modification to Boolean functions in [23]. Based on the
combinatoric conjecture in [23], their functions are at least of suboptimal
algebraic immunity. Tang D., Carlet C. and Tang X. proposed in [21] a class
of Boolean functions, which have high nonlinearity and optimal algebraic
immunity under a new combinatorial conjecture similar to the combinatoric
conjecture in [23]. The authors generalized Boolean functions in [21, 23] and
put forward two classes of more general Boolean functions with optimal al-
gebraic immunity in [13] under the assumption that a general combinatorial
conjecture(9, 21] is true.

In the present paper, we will modify Boolean functions in [13] to a new
class of 2k-variable Boolean functions. In fact, this class of functions are
the generalization of functions in [24] and have optimal algebraic degree,
high nonlinearity, and are 1-resilient. These functions have optimal algebraic
immunity when & > 2 and u = —2,0 < | < k. Based on the general
combinatorial conjecture, algebraic immunity of these functions is optimal



when k > 2 and u = 2!, 0 < [ < k. If the general combinatorial conjecture
and a new assumption are true, algebraic immunity of our functions is also
optimal when k > 2,u # +£2/, 0 <1 < k.

The rest of the paper is organized as follows. In Section 2, we recall
the necessary background knowledge of Boolean functions. In Section 3, we
propose our construction of a new class of Boolean functions. In Section 4,
we discuss the 1-resilience, the algebraic degree and the nonlinearity of the
constructed Boolean functions. In Section 5, we see the algebraic immunity
of these Boolean functions. In Section 6, we give a similar construction of
Boolean functions whose properties are the same as Boolean function defined
in Section 3.

2 Preliminaries

Let n > 2 be a positive integer. A Boolean function on n variables
f=f@)=f(wr,- ) Ty — Ty

where [y, denotes the finite field with two elements. We denote B,, the set of
all n-variable Boolean functions. Any Boolean function has a unique repre-

sentation as a multivariate polynomial over Fy, called the algebraic normal
form(ANF), of the special form

flr, - x,) = Z CLIH%‘, ar € F.

1C{1,2,-m} i€l
The algebraic degree of f # 0, deg(f), is defined as
d@g(f) = max{ |I| |] g {172a 7”}76” 7é O}

A Boolean function is affine if it has degree at most 1. The set of all affine
functions is denoted by A,. The Hamming weight of f, wt(f), is the size
of the support supp(f) = {z € Fy| f(z) = 1}. A Boolean function f € B,
is called balanced if |zero(f)| = |supp(f)| = 2", where zero(f) = {z €
F3|f(z) =0}

We identify the field Fon with the vector space 5. The Boolean functions
over [Fon can also be uniquely expressed by a univariate polynomial

2"—1

f(.fC) = Z aixi7
1=0
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where ag, agn 1 € Fy, a; € For for 1 <4 < 2" —1 such that a? = s mod 20— 1)
The binary expansion of i is i = ig + ;2 + - -+ + i,_12" !, and we denote
i = (ig,i1, " ,in_1). The algebraic degree of f equals max{wt(i)|a; #
0,0 <i < 2"}, where wt(i) = ig + i1 + -+ + ip_1.

The Hamming distance dg(f,g) between two Boolean functions f and
g is the Hamming weight of their difference f + g, i.e. du(f,g9) = {z €
F3 | f(z) + g(x) = 1}|. The nonlinearity Ny of a Boolean function f € B, is

defined as
gEAR

Let x = (x1,22, -+ ,2,) and a = (a1, az, - ,a,) both belong to Fy and
a-X =T + aZo+ -+ apTy.

Wyla) = 3 (1)

z€lFy

is called the Walsh spectrum of f at a. If Wy(a) = 0 for all a with 1 <
wt(a) < m, f is called m-th order correlation immune. This is the famous
Xiao-Massey[25] characterization of correlation immune functions. Moreover,
if f is also balanced, we call f m-th order resilient.

For f :Fon — [y, the Walsh spectrum of f at a € Fon is defined by

Wi(a) = )y (=1)fterrere,

z€Fon

where tr is the trace function from Fon» onto Fy, which is defined as

n—1

tr(a) = Zay, a € Fon.

=0

For f : For X For — Fy, the Walsh spectrum of f at (a,b) € Faor X Fox is
defined by
Wila,b) = Y (—1)flwtirleati)

(%,y)EF 5k XF o

A Boolean function f is balanced if and only if W;(0) = 0. The non-
linearity of Boolean functions f can also be expressed via its Walsh spectra

as .
Np=2""1— §maX|Wf(a)\.

ackFy



It is well-known that the nonlinearity satisfies the following inequality
Ny <onl— 2371

When n is even, the upper bound can be attained, and these Boolean func-
tions are called bent.

Definition 2.1 [14] The algebraic immunity AL,(f) of an n-variable Boolean
function f € B, is defined to be the lowest degree of nonzero functions g such
that f-g=0 or (f+1)-g=0.

The algebraic immunity, as well as the nonlinearity and degree, is affine
invariant. Courtois and Meier[7] showed AI(f) < [%]. In this paper, we
refer to the knowledge of BCH code in [15] and finite field in [18].

3 Boolean functions with good cryptographic
properties

In this section, we give our construction. In the subsequent sections, we
will consider these functions’ resiliency, algebraic degree, nonlinearity and
algebraic immunity.
Construction 3.1 Letn =2k > 4, u € Z;, . Let a be a primitive element
of the finite field For. Set Ay = {a®,att o o 71} where 0 < s <
2% — 1 is an integer. We define a function f € B,, whose support supp(f)
consistes of the following four disjoint parts:

k_1—u s
{ (zy) [ zy? 717" € A\ {a"}}
{ (zy) |2y 1 =0a®, yeFh \ A}
{ (a®z",0) | x € Ag}
{(0y) |ye A

4 1-resiliency, algebraic degree and nonlin-
earity of the constructed function

Theorem 4.1 Let Boolean function f be defined as in Construction 3.1.
Then f is 1-resilient.



Proof: f is balanced since wt(f) = (2F1—1)(2F—1)+ (281 1) 42~ 14201 =
22k=1 which implies W;(0,0) = 0.
For any (a,b) € For x For \ {(0,0)},

Wf(a, b) = Z (_1)f(x7y)+t7"(ax+by)

(#,y)EFyk XF ok

— Z (_1>tr(am+by) _ Z (_1)tr(ax+by)

(z,y)€zero(f) (z,y)€supp(f)

= _9 Z (_1)tr(ax+by)

(z,y)€supp(f)

2k—145-1
- _9 Z Z (_1)tr(aaiyu+by) -9 Z (_1)tr(aasy“+by)
i=s+1 yE]F;,C ye]F*k\As
_22( tr(aa®z? 22 trby
TEA, yEA,

Case 1. a # 0, b =0, then

2k—14s—1
W - _9 Z Z tr (aciy®) 9 Z tr (aa®y®
i=s5+1 yG]F yE]F*k\A
-9 Z (_1)tr(aa5:r“) -9 Z (_1)t (0)
xEAs yeAs
2k—14s—1 .
- _9 Z Z (_1)t7’(aoﬁy _9 Z tr (aa®y® 2k:

i=s+1 yeF;k yGIF

= 202" —1)(-1)+2-2"=0.



Case 2. b # 0, a = 0, then

2k—1 451
We(0,0) = —2 Z Z (—1)tr(by) — Z 1)trw)
i=stl yery, VERL\A,
-2 Z tT —9 Z tr (by)
TEAs yEA,
2k—14gs—1
—_9 Z Z t?“(by 9 Z tr(by)

i=s5+1 yEF;k yGF

From the above discussion, Wy(a,b) = 0 for ab = 0 and (a,b) € For X Fox.
Therefore f is 1-resilient.

Theorem 4.2 Let Boolean function f be defined as in Construction 3.1.
Then deg(f) =n — 2.

Proof: Let g, h € B,, be two n-variable Boolean functions defined by supp(g) =

k_; k
{(@y)|ay” 77" € Ay, y € Fy } and supp(h) = {(z,y)lzy* 717" = o’y €
AS} U {(ai$u70)|x € AS} U {(an)|y € As} For (l‘,y) = {(xayM]FT“ X ]]?2’c \
{(z,y)|zy* ~'" = a®,y € Fi, }}, it is obvious that f = g+ h. When (z,y) €
{(z,9)ley® 1" = %y € Fy}, g(x,y) + hlz,y) = 1+1 =0 = f(z,y)
for ,?E/Qk‘l‘“ = a’,y € Ay and g(z,y) + h(z,y) = 1+0=1= f(x,y) for
zy* ' =0ty € F \ A, Thus f = g+ h for any (z,y) € For X For. By
Lagrange’s interpolation formula, we have

2k—1_14s
Wary)= D (@+a ™+ 1)((y+a') 1)
2k=1_1+4s 2kF=1_1+4s
k k - ok
+ ) (@+a ™) D D+ Y @ T D) ((g+a)? )
The coefficient of 22" ~1y2“~! vanishes.
The coefficient of 22" 142" ~2 is
2k—145-1 2kl 451
ST



2k—2 2k_1 .

The coefficient of x= ~*y is
2k—145-1 2k=14s5-1
E asazu + § O{SO{Z'LL — 0
=8 =S8
. k_ k_o .
The coefficient of 22 ~2y? 2 is
2k=14s—1 2k=14s—1

§ oto iu z_ § OésOél(qul).
i=s

Since g has the following representation

2k_2

Za (1+a" )Zk_l—l(xyf"—l—u)i,

when the exponent of x is 2¥ — 2 in g, the exponent of y is 2¥ — 2 if and
only if u = 28 — 2. So for u = 2¥ — 2 the coefficient of 22" ~2y2*~2 in g is

a*(1+a)?" '~ which is not zero. As in this case the coefficient of 2" ~2y2" 2

in h vanishes, the coefficient of x2k*2y2k*2 in f is not zero.
For u # 2¢—2, g does not contain 22" ~2y2* 2. The coefficient of 22" ~2¢2" 2
in h is
2k—14gs-1
Z OéSOéi(uJ'_l) _ as(u+2)<1 + au+1)2k_1—1 7& 0.

Thus the coefficient of z2°2y**~2 in f is not zero.
From the above discussion, deg(f) =n — 2. O

We know that for 1-resilient Boolean function g, it should be satisfied
that deg(g) < n — 2 form Siegenthaler’s inequality[22]. So Boolean functions
in Construction 3.1 have optimal algebraic degree. Subsequently, we discuss
the nonlinearity of the constructed functions.

Lemma 4.3 [15] Let k > 2 be a positive integer and o be a primitive element

of For. Let Ay = {a®,--- ,0421%1*5*1} where 0 < s < 28 — 1 is an integer.
Define
- Y3 e
7
YEA, :L"G]F



where (u,2* — 1) = 1. Then

k41 E
r<1+opdE=b
s T

Lemma 4.4 [6, 13/ Let a € T, be a primitive element and X € Fox, and

denote
2k=145-1

Sa<)\) _ Z (_1)tr()\ai).
If X # 0, then
23+L 42k — 1
|Sa(N)| <1+ In ( )

- T T

Theorem 4.5 Let f be the n-variable Boolean function defined by Construc-
tion 3.1. Then

ok+1  4(2k 1 95+l 4(2k — 1
P e N C At BV PR W C ) S
v T v T
21n 2 1 41n 2
T ke | SR L hd 1
T 2 s

Proof: By Theorem 4.1, for ab =0, (a,b) € Fox X For, W(a,b) = 0.



For ab # 0, a,b € Fox,

1 _ tr(az+by)
Wen- ¥

(z,y)esupp(f)

2F—1_14s
Z Z (_ tr(aa y¥+by) + Z tr (ac®y*+by)
i=s+1  yeF:, YyeEF7\As

+ Z tr (aa®z®) + Z tr(by
€A, [TISTANS

2k—1_1+s
Z Z (_1)tr(aaiy“+by) - Z (_1)tr(aasy“+by)

+ Z tr (aa®zt) + Z tr(by)
z€A, yEA,

2h=1_144

_ Z Z tr (aiy™+y) Z (_1>tr(aasyu+by)

i=s' yE]F;k yEA,

+ Z tr (aa®zt) + Z tr(by
TEA, YyEA,

— Fs, _ Z (_1)tr(aa5yu+by) + Sau(aas) + Sa(b)
ISTAW
where >\ (—1)fr(ae®®) = ZyeAS/(—l)”’(“asy) = Syu(aa®) since o also is

primitive. So we have
1 T'aa
| = 5Wila,b)] = —\Wf(a D) < Dyl 4| D (1) ) S| + [Sy].
YyEA,

By Lemma 4.3 and Lemma 4.4

1 ok+1  g(9k _ 1 95+l 4(2F — 1
~|W(a,b)] <1+ In ( ) + 21 1 2(1 + In ( )
2 T T T T

).
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So the nonlinearity of f is

1
Ny =21~ - b
f X 51 Wia,b)l
ok+1  g(2k _ 1 251 4(2F 1
227171_ In ( )_2]{271_2 In ( )_3
T T T i
T T
21n?2 1 41n2
ol - ZS(h g D)ok - TS0k,
T 2 T

5 Algebraic immunity of the constructed Boolean
function

In this section, we consider the algebraic immunity of the constructed func-
tions. The binary expansion of the integer x is © = g+ 212+ - -+ 2,127 1,
T = (zo, 21, ,Tp-1), wt(x) = wt(T), where wt(T) = xo +x1 + -+ + Tp_1.

Definition 5.1 For 0 < a < 28 -2, —a := 2F — 1 — a, and wt(—a) =
wt(2¥ —1—a) =k — wt(a) .

Conjecture 5.2 [23] Let k < 2 be an integer. For any 0 < t < 2F — 1.
Define

Skir ={(a,0)]0 < a,b<2"~1,a+b = t(mod2* —1), wt(a)+wt(b) < k—1},
Then |Sk | < 2871,

Tu and Deng [23] could validate this conjecture when k£ < 29. In [10, 12],
the authors proved it is true for many cases of t. Tang et al. in [21] presented
a new combinatorial conjecture similar to Conjecture 5.2 as follows

Conjecture 5.3 [21] Let k < 2 be an integer. For any 0 <t < 2¥—1, define
Skue = {(a,0)|0 < a,b<2"~1,a—b = t(mod2* —1), wt(a)+wt(b) < k—1}.

Then | Sk | < 281,

11



This conjecture has been proved in [9]. The authors also referred to the
following conjecture in [21].

Conjecture 5.4 Let k < 2 be a integer and u € 73,
28 — 1, define

1 For any 0 <t <

Skaw = {(a,0)|0 < a,b < 2F~1,ua+b = t(mod2*—1), wt(a)+wt(b) < k—1}.
Then | Skl < 2871

For 2 < k < 15, this general conjecture was checked in [21]. This general
conjecture is Conjecture 5.2 when v = 1 and Conjecture 5.3 when u = —1.

Lemma 5.5 [9] Let Sy, be defined as above. Then it satisfies the following
properties

i) |Skiwl = {a]0<a <28 -2 wt(a) +wt(t —ua) <k — 1}

it) | Skl = [Sk2el

%Z) |Sk:,t,u| = |Sk,t,2u|

Z”U) ’Sk,t,u’ = ‘Sk,u_lt,u_1|
Lemma 5.6 Let k <2 be a integer and u € Zy, . Set Ny = {(a,0)]0 <
a,b <28 —1,ua+b = t(mod2* — 1), wt(a) +wt(b) = k} satisfies the following
properties

i) |Agsul = {a]0<a <28 -2 wt(a) + wt(t — ua) = k}|

“) |Ak,t,u’ = ‘Ak,Qt,u‘

ZZZ) ‘Ak,t,u| = ‘Ak,t,2u’

) [Aptul = [Apu-ttu-1]

'U) |Ak,t,u| = |Ak,—t,u|

Proof: Similar to the proof of Lemma 5.5 in [9], ©),i),4ii) and iv) can be
deduced. (a,b) € Aptu, ie. 0<a,b <28 -1, ua+b=twt(a)+wtb) =k
if and only if 0 < a,b < 28 — 1, u(—a) + (=b) = —t,wt(—a) + wt(=b) =
k—wt(a) + k — wt(b) = 2k — k = k if and only if (a,b) € Ay _¢,. Hence we
have [Agtu| = |Ak —tul- d

Lemma 5.7 With the above notation, Sy, and Sk _t. satisfy

|Sk:,t,u| + |Sk,—t,u| - 2k +1- |Ak,t,u|-

12



Proof: 1t is obvious that | Sk ;.| = |[{ a € Zox_ |wt(a) +wt(t —ua) < k—1}|.
Since wt(0) +wt(t) < k—1 and wi(u™'t)+wt(0) < k—1, we have {0,u"'t} C
{a|0<a<2"—2 wtla)+wtla—1t) <k—1}.

For a # 0, u~'t, we have

wt(a) + wt(t — ua) = wit(a) + wt(—(—t + ua))
=k —wt(—a) + k — wt(—t + ua)
=2k — (wt(—a) + wt(—t + ua)).

The map ¢ : Zor_1 — Zor_1, p(a) = —a is a permutation of Zyx_;. Then

1Spial =2+ a0 <a<2"—2a+#u 't wt(a) +wt(t —ua) <k — 1}
=2+ {a|0 < a < 2% —2,a #t,wt(—a) + wt(—t + ua) > k + 1}|
=2+ {a|0 < a <2 -2 wt(—a) + wt(—t +ua) >k + 1}
=2+ |{al0 < a < 2" — 2, wt(a) + wt((—t — ua)) > k + 1}|
=2+ (28 —1 - |{a]0 < a < 2F — 2, wt(a) + wt(—t — ua) < k}|
=2"+1—{a|0 <a<2" -2 wt(a) + wt((—t —ua)) < k — 1}

—{al0 < a < 2F — 2, wt(a) + wt(—t — ua) = k}|
=2F+1— |Sk—t ] = | Dk, —t,ul-

Hence, by Lemma 5.6 v), we have
‘Sk,t,u‘ + ‘Sk,ft,u’ = 2k +1- ‘Ak,t,u"

O

Assumption 5.8 With the notation of Conjecture 5.4. Set Ty, = {t|0 <
t <28 —2|Sksul = 2871} Then |Tiu| < 2871 for k> 2.

Remark 5.9 Assumption 5.8 is the generalization of the assumption in [24].
Subsequently, we will prove this assumption is valid for u = —2',0 <[ < k.
Moreover, if Conjecture 5.4 is correct, we can show this assumption is true
foru = 21,0 <1 < k and check this assumption when 2 < k < 20 besides
u==+20<1<k.

Theorem 5.10 Let k > 2 be an integer and n = 2k, u € Z, . Assume
Congecture 5.4 and Assumption 5.8 are correct. Then the Boolean function f
defined in Construction 3.1 has optimal algebraic immunity, i.e. AI(f) = k.

13



Proof: We need to prove that both f and f + 1 have no annihilators with
algebraic degrees less than k.

Let a nonzero Boolean function h : For X For — Fy satisfy deg(h) < k
and f-h =0. We will prove h = 0. Boolean function A can be written as

2k—12k—1
h(l’,y) = Z Z hi,szy]7
i=0 j=0
where h; j € For. By deg(h) < k, we have h; ; = 0 if wt(i) +wt(j) > k, which
implies hox_y; = hjory = 0 for all 0 < i, <28 —1. {(vy", y)ly € F,7 €
ANA{a} Y U{(0,9)ly € A} C supp(f). By f-h =0, then h(yy",y) = 0 for
ally € F,, v € A\ {o°}.

ok_20k_2 ok_29k_2
h(vy",y) = hii(vy")'y = higy'y’ T
i=0 j=0 i=0 j=0
can be written as
2k_2
h(vy",y) =D (MY,
t=0

where

hi(v) = > hiy'
0<i,j <2k —2,uit+j=t(mod 2k 1)

2
= hoy + hl,t—u(mod k7)Y T h2,t—2u(m0d 2k 1)

2k _9

Tt hzk—z,t—(2k—2)u(mod ok 1)
Note that {t—ui(mod 2¥—1)|0 < i < 2"—1} = Zgx_; due to (u,2—1) = 1.
For any v € A, \ {a®}, h(vyy",y) = 0 for y € F%,, it follows that

hi(v) = 0,0 <t <28 -2 forall vy € A, \ {a}.
From the definition of BCH code, we know that the vector

h h

2,t—2umod 2k—1)> """ 1 Mok _g ¢ (2k—2)u(mod 2k—1))

h/t - (hO,t7 h

Lt—u(mod 2k—1)

is a codeword in some BCH code of length 2% —1 over Fy, having the elements
in A\ {a*} as zeros and the designed distance 2*~'. If this codeword is

14



nonzero, its Hamming weight should be greater than or equal to 2¥~!. Set
Ty ={t0 <t <28 —2/|Spsul <281} and Ty = {¢|0 <t <28 — 2/|Sk 10| =
2811 For t € Ty, since Sy, < 271, we have h; = 0.

Since h(0,y) = 0 for y € Ay, i.e.

2k_2

h(O, y) = Z h07jyj = O,fOI' Yy - As

j=0

From the definition of BCH code, we know that the vector

(h0,07 hO,l) h0,27 ) hO,Qk—Q)

is a codeword in some BCH code of length 2 — 1 over Fy, having the
elements in A, as zeros and the designed distance 2*~! + 1. Since t € T3,
hy = 0, hoy = 0. By Corollary 5.12, |Ty| < 2871 so |Ty] > 271 ie. the
number of nonzero in (hog, ho1, oz, , hogr_o) is at most 257* — 1. This
contradicts, So hgo = ho1 = hoa =+ = hgor_o = 0.

For t € T, the Hamming weight of the vector h; at least 2. However, by
Conjecture 5.4 and hg; = 0, this vector’ Hamming weight at most 281 — 1.
This contradicts, hence hy = 0

Finally, we have h; = 0 for all 0 <t < 2% — 2.

Since

{(vy", )|y € Faor, v € Fo \ As} U{(0, )|y € Fi \ As} C supp(f + 1),

a similar argument is applicable to f + 1, it can be proved that f + 1 has no
annihilator of degree less than k.
Therefore, we have AI(f) = k. O

5.1 When u =2

Lemma 5.11 Let k > 2 be an integer. Assume that Conjecture 5.2 is true.
Set Ty, = {t|0 <t <28 —2.|S,, 4| =281} Then |T} | < 21

Proof: 1t is obvious that |Ag; 4| = |Agot 4| since (a,b) € Ag;+ if and only
if (2a,2b) € Ao 4. Since |Ags 1| = |Agor+|, without loss of generality we
suppose that ¢ has the following form

t=11---100---011---100---0---11---100---0
S—— S——

ni n2 n3 ng n2r—1 nar
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We construct A as follows:

A=0---0100---00---0100---0---0---0100---0
——— N N N NN~
n1 n2 n3 n4 n2r—1 nar

It is obtained:

t+A=00---00---0100---00---01---00---00---01
S—_—— N S

ni ng ns n4 n2r—1 nar
Consequently, wt(A) = wt(t + A). By wt(A) + wt(2¥ — 1 — A) = k, we have
(t+A)+ (2" =1 - A) = t(mod2F — 1) andwt(t + A) + wt(2" —1 - A) =k

That is (t + A,28 =1 — A) € Apyq. Ift+ A #£ 28 — 1 — A, then it also is
true that (28 —1 — A, t + A) € Apsy
Ift+A=2"—1—A, ie t=—24, then (2t + 24,2(2% — 1) — 24) =
(t,t) € Ay, which implies (5,5) € Agy 4. In this case, t has the following
form:
t =101010---1010

We construct (a,b) as
a=0101---01000111
k=6
b= 0101- --01 100011
-6

Therefore [Ag; | >2for 1 <t <28 -2k >2k+#4
By Lemma 5.7 Sy 4+ and Sy ¢ 4 satisfies the following equation

Skt | + 19k —t4] =28+ 1 — [Apai],
So we have, for 1 <t <28 -2 k> 2k #4
Skt | 4 Skt | <28 =1,

If Conjecture 5.2 is correct, then either |Sy, | < 28 or Sy, ;| < 28 1is
true. It is trivial that | Sy o] < 2871 So |Ti 4| = [{t|0 <t <28 =2, |Skrs| =
=1 <2kl — 1 < 2"l for k> 2 k # 4.

When k = 4, through our computation, it is true [{¢|0 < ¢t < 2F —
2, Spus| = 261Y| < 281,

At last, |Ty 4| < 2571 for any k > 2 if Conjecture 5.2 is true.
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Corollary 5.12 Let k > 2 be an integer and u = 2,0 < | < k, Set Ty, =
{t]0 <t <28 —2.|Sk10| =271}, Then [Ty | < 2871

Proof: Since u = 2,0 <1 <k, (a,b) € Sy, if and only if (u"a,b) € Skt
We have |Skiy| = |Sksul. Hence [Th.| = [{t|0 < ¢t < 28 — 2/|Sksu] =
257 = [{t|0 <t <28 — 2, |Spe| = 257 = |Thor | < 2871 0

Theorem 5.13 Let k > 2 be an integer and n = 2k, v = 2/,0 < [ < k.
Assume Conjecture 5.4 is correct. Then the Boolean function f defined in
Construction 3.1 has optimal algebraic immunity, i.e. AI(f) = k.

Proof: If Conjecture 5.4 is correct, by Theorem 5.10 and Corollary 5.12; it
can be obtained immediately. O

5.2 When u= —2!
Lemma 5.14 For k > 2,0 <t < 28 — 2, let Ay;— = {(a,0)|0 < a,b <
28 — 2, a — b= t(mod2F — 1), wt(a) + wt(b) = k}. Then |Ap,—| > 2

Proof: Since (a,b) € Ay if and only if (2a,2b) € Agor—, [Dpi—| = |Dgar—|.
If t # 0, without loss of generality we suppose that ¢ has the following form:

t=11---100---011---100---0---11---100---0
—_—— N =
ni n2 n3 g n2r—1 nar
It is obvious that (¢, —t) € Ao, —, —t have the following form respectively
—¢t=00---011---100---011++-1---00---011---1
ni n2 n3 Lz n2r—1 nar

If n; > 2 for some 1 < ¢ < 2r, without loss of generality we suppose ny > 2,
take
a=010---000---000---000---0---00---000---0
——— N e N NN

ni n2 n3 n4 n2r—1 nar
then
ny no ns3 n4 nor—1 nar
t+a=001-110.--011.--100.--0---11..-100--01
—t+a=010---011---100---011---1---00---011---11
n1 na na na ngr—1 nar

17



So we have (t+a) — (=t +a) = 2t,wt(t + a) + wt(—t + a) = k, that is to
say (t+a,—t+a) € Agor .
Ifn;=1forall 1 <i<2r,
k—4
——
t =10101010---10
—t =01010101---01

k—4
We take
a=001100---0
k—4
then
k—4

——
t+a=11011010---10

—t+a=10000101---01
k—4

It is attained that (t +a, —t +a) # (t,—t), (t +a,—t +a) € Ay, .
Therefore |Ag, | > 2 for k > 2,0 <t <2F—2. O

Proposition 5.15 Let k > 2 be an integer. For any 0 <t < 2% — 2, define
Sk = {(a,0)]0 < a,b < 28 —1,a—b = t(mod2" — 1), wt(@) +wt(b) < k—1}.
Then Sk | < 281
Proof: By Lemma 5.7, S; _ and Sj _; _ satisty

1Skt |+ 1Ski | = 28+ 1 — |Aps|-
|Sk.t.—| = |Sk,—t—| since Lemma 5.5 iv), we have

2|Ski—| =28 +1— [Agy_|.

Since |Agy | > 2,for k> 2,0 <t <2F — 2 by Lemma 5.14, we can get

Sk | <2871 for k>20<t<2F -2
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Corollary 5.16 Let u= —2'0 <[l <k. Then |Sysu| <2 for k >2,0 <
t<2k—2.

Proof: By Lemma 5.5 iii), we can get |Sk;_| = [Sks 21|, 0 <1 < k. Since
Proposition 5.15, the conclusion can be obtained immediately.

Theorem 5.17 Let k > 2 be an integer, n = 2k, u = —2',0 <1 < k. Then
the Boolean function f defined in Construction 3.1 has optimal algebraic
immunity, i.e. AI(f) = k.

Proof: By Corollary 5.16, it is obvious that Ty, < 2*~!. It can be obtained
by Theorem 5.10 and Corollary 5.12. OJ

6 Conclusion

In this paper, a class of 2k-variable Boolean functions are constructed, and
this class of functions have optimal algebraic degree, high nonlinearity, and
are l-resilient. Algebraic immunity of our functions is optimal when k > 2
and u = —2',0 < [ < k. Based on Conjecture 5.4[9, 21], algebraic immunity
of our functions is optimal when k£ > 2 and u = 2',0 < [ < k. What’s more,
if Conjecture 5.4[9, 21| and Assumption 5.8 are true, algebraic immunity of
our functions is also optimal when k > 2,u # +2,0 <[ < k.
Similar to Construction 3.1, we propose

Construction 6.1 Letn =2k > 4, u € Z3;, . Let a be a primitive element
of the finite field For. Set Ay = {a®, ot ... ,a2k71+5_1} where 0 < s <
28 — 1 4s an integer. Then we define a function f € B,, whose support
supp(f) consistes of the following four disjoint parts:
o {(z.y) ey’ e AN\ {1

(2,y) [ ay? 17 = a7y e Ty \ AL

(a2 g 0) |z e A}

(

All conclusions in this paper are true for Boolean functions defined by
Construction 6.1.
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