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Abstract. Recently two kinds of Huff curves were introduced as elliptic
curves models and their arithmetic was studied. It was also shown that
they are suitable for cryptographic use such as Montgomery curves or
Koblitz curves (in Weierstrass form) and Edwards curves.

In this work, we introduce the new generalized Huff curves az(y? — ¢) =
by(2* —d) with abed(a’c—b*d) # 0, which contains the generalized Huff’s
model az(y® — d) = by(z® — d) with abd(a® — b?) # 0 of Joye-Tibouchi-
Vergnaud and the generalized Huff curves z(ay® — 1) = y(bz? — 1) with
ab(a — b) # 0 of Wu-Feng as a special case.

The addition law in projective coordinates is as fast as in the previous
particular cases. More generally all good properties of the previous par-
ticular Huff curves, including completeness and independence of two of
the four curve parameters, extend to the new generalized Huff curves.
We verified that the method of Joye-Tibouchi-Vergnaud for computing
of pairings can be generalized over the new curve.

Keywords: Huff curves, pairing, divisor, Jacobian, Miller algorithm,
elliptic curve models, Edwards curves, Koblitz Curves

Introduction

Since their introduction in cryptography by Koblitz [17], Miller [23] and Menezes
[19], elliptic curves have been extensively used because they allow small key size
and discrete logarithm is much more difficult in elliptic curve than in (Z/pZ)*
where p is a prime. Furthermore, pairings on elliptic curve have received major
interest, due to their use to design cryptographic tools such as cryptanalysis
technics or protocols.

It is known that elliptic curves can be represented in different forms. This
different forms induces different arithmetic properties, to obtain faster scalar
multiplications, various forms of elliptic curves have been extensively studied in
the last two decades.

Recently, Joye, Tibouchi and Vergnaud revisits for finite fields, in [16] a model
for elliptic curves over Q introduced in [13] by Huff in 1948 in order to study a
diophantine problem.

We have the following list of Huff form elliptic curves.
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1) The Huff curves (by Huff in [13] ) over a field K, char(K) # 2, are of the
form:
ax(y? —1) = by(z* — 1) with a? —b? #0,
2) The first generalized Huff curves (by Joye, Tibouchi and Vergnaud in [16] )
over a field K, char(K) # 2, are of the form:

az(y? — d) = by(z* —d) with abd(a® —b?) # 0,

3) The second generalized Huff curves (by Wu and Feng in [11] ) over a field
K, char(K) # 2, are of the form:

z(ay® — 1) = y(ba® — 1) with ab(a —b) # 0,

4) The third generalized Huff curves (presented in this paper ) over a field K,
char(K) # 2, are of the form:

ax(y? —c) = by(2? — d) with abed(a’c — b*d) # 0,

5) The binary Huff curves (by Joye, Tibouchi and Vergnaud [16]) over a field
K, char(K) = 2, are of the form:

ax(y? +y+1) =by(z® +z + 1) with abed(a®c — b*d) # 0,

6) The generalized binary Huff curves (by Devigne and Joye [7]) over field K,
char(K) = 2, are of the form:

ax(y® + fy+1) = by(x* + fr +1) with abf(a —b) # 0.

The main contribution of this paper is to prove the the new generalized Huff
curves have all the good properties for arithmetics and pairing known for the
particular Huff curves studied by Joye, Tibouchi and Vergnaud in [16] and by
Wu and Feng in [11].

This paper is organized as follows:

In sectionl: First, we racall the main results of Joye, Tibouchi and Vergnaud in
[16] and also those of Wu and Feng in [11].

In section2: We studie the arithmetic of the new generalized Huff curves

In section3: We prove that the method of Joye, Tibouchi and Vergnaud in [16]
for computing pairing can be extending to our new generalized Huff curves.

For elliptic and hyperelliptic curves tools and cryptography background, we refer
o [19], [20], [24], [6], [17], etc.

1 Basic properties of ax(y? — ¢) = by(z? — d)

In this section, we prove that the curve HEZZ; coar(y? —c) = by(z? —d) is
an affine variety of dimension 1 (which is hence defined by a single irreducible
polynomial over the algebraic closure K of K) and smooth (which means that
there exists no singular points).
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1.1 Affine smooth variety

Proposition 1. Let K be a field with char(K) # 2 and a, b, ¢, d be in K.
Define the multivariate polynomial H(z,y) = az(y? —c) = by(2% —d) in K[z, y].
If abed(ac — b*d # 0, then H(x,y) is irreducible in K|x,y] where K is the
algebraic closure of K.

Proof. Let f(x), g(x), f'(x) and ¢'(x) be in K[z]* such that
H(z,y) = (f(x)y + 9(x))(f'(@)y + ¢'(2))-

Then, by identification we have

a1) ff =ax
) fg' + flg=—b(z*—d)
as) g9’ = —acx

By equation (a;) we can assume that deg(f’) = 0 < f’ € K. Then using (a»)
and (a3) we see that necessary deg(g’) # 0 hence (a3) implies that deg(g’) = 1

ax

and deg(g) = 0 < f' € K. Now we can write f = 7 and ¢’ = =2 thus
2 2

fg = =5

Therefore by (ag) we have, f¢' + f'g = _‘ij?z + f'g = —bxz? 4 bd. Now by

identification, we have f’g = bd and thus ’Ifjc = —b & (a’c — b?’d) = 0 which

contradicts the hypothesis. o

We conclude that H(x,y) is irreducible over K as desired.

Proposition 2. Let K be a field char(K) # 2 and a, b, ¢, d in K. The affine
variety defined by

1D ax(y® —¢) = by(z* — d) with abed(a®c — b*d) # 0

is smooth.

. . . . _ dH (z,y) _
Proof. Suppose that there exists P(x,y) which verifies H(x,y) = 0, Ty =0

and % = 0 where H(x,y) = az(y? — ¢) — by(x? — d). Therefore, we have

B1) ax(y? —c) = by(x? — d)
B2) ay® — 2byx —ac =0
B3) 2axy — b(x? —d) =0

Remark that x = 0 & y = 0 and (0,0) is not a solution of the previous
system. Multiplying (33) by y and using (5;) yields that ax(y? + ¢) = 0 thus
y? = —c and by (f2), we have ac + bxy = 0.

Similarly, by symmetry, we have also: bd 4+ azy = 0. Combining these last two
equations we have b?d = a?c which contradicts the hypothesis.
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1.2 Projective closures

We denote by [X : Y : Z] a point on the projective plan P?(K), where [X : Y : Z]
is the equivalence class [X : Y : Z] = {(AX,\Y,AZ),\ € K}.

If we homogenize the affine previous curve, on the projective plane P?(K), we
have the projective closure of ’H(a b)

oy aX(Y? = c2?) = bY(X? — dZ?) with abed(a’c — b*d) #0

The points at infinity are the points of H(a b) which do not lie in H(C’b), in other

Words the points at infinity are all points of the form [X : Y : 0] € 'H(Z Z; And

= 0 yields that aXY? = bY X?. hence we have three infinite points [1: 0 : 0],
[0 :1:0] and [a : b : 0]. Moreover this three infite points are not singular as one
can see it in the following.

1. To study the curve around [1: 0: 0] or [a:b:0] =[1: g : 0] we consider the
affine curve defined by

T(Y,Z) = a(Y? —cZ?*) —bY (1 —dZ?) = 0.

The partial derivatives

(Eql) % =2aY — b(1 — dZ?) and (Eq2) % = —2acZ +2bdY Z
both vanish at (0,0) if and only if b = 0 by (Eq1). Since b # 0, then the
point [1: 0 : 0] is not singular.

We see also that this both equations vanish at (g, 0) if and only if b = 0 by
(Eql). Since b # 0, then the point [a : b : 0] is not singular.
2. As above, by symmetry the point [0 : 1: 0] is not singular.

1.3 Inflexion points

Since general Huff curve is smooth, the inflection points of 7—[ (a b) are the in-

tersections points of ?—l(a’b) and his Hessian Hessmn(?—[ga’,b;). Puw H(X,Y,Z) =

aX(Y? —cZ?) - bY (X? — dZ?). We have

dH
) X d)édy dff -bY aY —bX —acZ
Hessmn(?—l (ab) ) = deX vav avaz| = 8 aYy —bX aX bdZ
ail  _di _ _dif —acZ bdZ —acX +bdY

dZdX dzZdY dZdzZ

Hence, it is clear that [0: 0 : 1] is an inflection point. If Z = 0 we have
(—acX +bdY)(—a?Y? — b’ X% + abY X) =0

and this equation is not verified by each of the two infinite points [1 : 0 : 0]
and [0 : 1 : 0]. Moreover the point [a : b : 0] verifies the equation if and only if
(—a’c + b2d)(—2a*b?) = 0, which is impossible.

We conclude that [0 : 0 : 1] is an inflexion point and there infinite point which
is an inflexion point. .
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1.4 Birrational equivalence and Universality of the model

Here, we have the projective version of the birrational equivalence.

Proposition 3. Let K be a field charce(K) # 2 and a, b, ¢, d in K. The affine
projective variety defined by HEZ ng caX(Y2—cZ?) = bY (X%—dZ?) with abcd(a?c—

b2d) # 0 is birrationaly equivalent to the elliptic curve defined by E(Z db; wWv? =

UU + a?eW)(U + b*dW)  with abed(a?c — b2d) # 0 via the transformation:
V:P(K) > PHK): [X:Y:Z]—[U:V:W] and
UL PHK) 5 PHK): [U: VW] [X:Y : Z], with

U = abcd(bX — aY) X =bd(U + a*cW)
V = abcd(b*d — a*c)Z < { Y = ac(U + b2dW)
W = —acX + bdY zZ=V

Proof.

1) suppose that WV?2 — U(Za — bU)(acU + bdZ) = 0. We have the following,
aX(Y? ~c2%) ~bY (X? ~ dZ?)
= abd(U+a? cW) [a?2(U + b2dW)? — V2] —abc(U+b*dW) [b2d*(U + a*cW)? — dV?]
= abed(b*d—a c) V2—abed(U+b*dW)(U+a?cW) [a*c(U + b*dW)? — b2d(U + a?cW)?]
= abcd(b*d — ac) [WV? = U(U + b*dW)(U + a?cW)] =0

2) suppose that aX(Y? — ¢Z?) — bY(X? — dZ?) = 0. Put a = abed and

B = abcd(b*d — a?c), we have the following:

WVZ—UU + b*dW)(U + a?cW)

(—acX+bdY )2 Z?—a(bX —aY) [a(bX — aY) + b?d(—acX + bdY)] [« (bX —aY) + a*c(—acX + bdY)]
(—acX+bdY)B?Z%—a(bX — aY) [(ab— b?dac) X + (—ab + b3d*)Y] [(ab 2)X + (—aa + a?bdc)Y |
(- acX+de) [abed(b?d — a? )] Z2—abcd(bX —aY') [bd(b*d — a*c)Y | [ac(bZd a?c)X]
=
=

abed(b?d — a2c)]2 [—acX 22 4+ bdY Z2 — bX (XY) + aY (XY)]
abed b2d —a c)] [aX(Y? — cZ%) — bY (X? — dZ?)]

We have the following theorem for the universality of this new model.

Theorem 1. Let ’H(C d) az(y? —c) = by(a? —d) with abed(a’c—b?d) # 0 be
a Generalized Huff curve

1. Any elliptic curve (E; O) over a perfect field K of characteristic # 2 such that

E(K) contains a subgroup G isomorphic to 55 x % 1s birationally equivalent

over K to a New Generalized Huff curve forme 'H o )1) with ad(a — d) # 0.

2. Any elliptic curve (E; O) over a perfect field K of chamcteristic =%+ 2 such that

E(K) contains a subgroup G isomorphic to 4Z X 2ZZ is birationally equz’valent

over K to a New Generalized Huff curve of the particular forme 'H( 8 with
ab(a? — b%) # 0.

Proof. Follows from the theorems in [16], [11] and [12].
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2 Arithmetic of the Generalized Huff Curves

2.1 Addition law

Group structure. The group law on NGHC is the same than classical Huff
curves, but we recall the following for the shake of completeness.
- By the above birrational equivalence, we have ¥=1([0:1:0]) = [0:0: 1], and

w1 is a line preserving then the group law (’HEZ’,dbg, @, (9) on a NGHC, use the
chord-and-tangent rule [24] (with @ = [0: 0 : 1] as neutral element) as follows:
for any line intersecting the cubic curve HEZ’,Z; at the three points P, P, and Pj
(counting multiplicities), we have Py @ P, ® Ps = O and P @ (©P) = O where
P=[X:Y:Z and 6P = [X : Y : —Z], therefore a point at infinity is its
own inverse. Furthermore, the 3 infinite points are exactly the three primitive
2-torsion points of ’HEZZ;

- If ¢ and d are square, (£+/c : £v/d : 1] are 4-torsion points.

Formula for addition law

Let y = ax + B denote the line (P, P;) passing through P; and P,, where
Py, = (z1,y1) and Py = (x9,y2) are in the curve Hggg We define P; + P, = P35
where P3 = (x3,y3) and —P3; = (—x3,—y3) is third intersection point between

the line and the curve.
We have az|(y = ax + 8)? — ¢] — b(y = az + 8)[z* — d] = 0, thus

(aa? — ab)x® + (2aaf — bB)2? + [a(B? — ¢) + abd]x — Bdb = 0.

Therefore
(2aa3 — bp)

T T = T )

Hence we have

2ac — b
T3 =11 +$2+M,
alaa — b)
y3:Oé$3+,6,
with o = 2"0 and 8 =y — ax;.
X9 — I

After some computations, we have

[y172 — T1y2][2a(y2 — y1) — b(w2 — 21)]
(y2 —y1)[a(y2 —y1) — b(x2 — 21)]

r3 =1+ T2 +
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Putting A = y1y2(x2 + 21)[a(y2 — y1) — b(x2 — x1)], we have the following by
calculations and curve equation

A = yrya(z2 + 21)[a(y2 — y1) — b(x2 — 21)]
= a(z1y195 — T2y2yt) + alTay1ys — T1Y2yi) — byryexs + byryoa]
= a(z1y1y5 — 22y2y1) + a(zoy1ys — T1y2yi) — yibya((23 — d) + d] + yibyo[(2F — d) + d]
= a(z191Y5 — T2y2yi) + al@2y195 — T1y2y7) — yrama(ys — ¢) + yaaxi (Y7 — c)
= a(T1y1Y5 — Tay2yt) + acy1a2) — acyzr
= a(r1y2 — T2y1) (Y192 — ©)

Putting this value in x3 yields that

2a(y2 — y1) — b(xe — x1)](z1 + $2)y1y2.

T3 =121+ X2 —
’ ' ? (Y2 — y1)a(y1y2 — c)

Hence

[2a(y2 — y1) — b(w2 — x1))(w1 + T2)y192
(Y2 — y1)a(yry2 — ¢
[a(y2 — y)](z1 + 22)y1y2 + [a(y2 — y1) — b(z2 — 1)|(=1 + T2)y192
(y2 —y1)a(yry2 —¢)
(w2 + 21)y1y2 I Y1T2 — T1Y2

T3 =T+ 2o —

T3 =121+ X2 —

=1 —+ To —
(y2y1 - C) (:U2 - y1)
_ TaY2 — T1Y1 (22 + 21)y192
(Y2 — y1) (Y2y1 — ¢)

Put B = b(x2ys — x1y1)(x221 + d), we have the following by calculations and
curve equation:

B = y1y2(z2 + 21)[a(y2 — y1) — b2 — 11)]
= bxlyzmg — bxgylm% + bdxoys — bdxiyq
= bryye[(x3 — d) + d] — broy: [(2F — d) + d] + bdxays — bdz1y
= bryyo[(23 — d) + d] — broy: [(23 — d) + d] + bdzays — bdxiy
= azx1(y2 — y1)(y2 +y1) + bd(w2 + 21)(y2 — y1)
= (y2 — y1)[azaz1(y2 + y1) + bd(z2 + 21)]

Putting this value in

oYy —w1y1 (T2 + T1)y1ye

(312 - Y1) (y2y1 - C)

yields that (after simplification)
_ (woya — 1) (T1z2 + )b (22 + 21) Y112

(ya —y1)(z1ze +d)b (yay1 — )
2y — axox1(ya + y1) + bd(ze + 1) B (x2 + x1)y1Y2
(x122 + d)b (yay1 — ¢)
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aza1(y2 + y1)(y2y1 — ¢) +bd(w2 + z1)(y2y1 — ¢) — (22 + 21)y1y2(z122 + d)b
(z122 + d)b(y2y1 — ©)

Put C = azoz1(y2 + y1)(y2y1 — ¢), we have the following by calculations and

curve equation:

Tr3 =

C= azwzylyﬁ + a:z:lazgygyf — aCT1T2Y2 — ACT1T2Y1
= aryy122[(ys — ¢) + | + axayex1 [(YF — ¢) + ¢] — acx1T2ys — acri oy
= bz1y1y2 (23 — d) + brayays (af — d)
= by1y2(z2 + x1) (2122 — d)

Putting this value in the numerator of 3, ie in
Nzy = awza1(y2 +y1) (y2y1 — ¢) +bd(w2 +21) (y2y1 — ¢) — (22 +21) 192 (2122 + )b,
yields that N, = (z1 4+ 22)(—dy2y2 — dc) which implies that

(w1 +22)(y1y2 + ¢)(—=d)
(r122 + d) (Y192 — €)

r3 =

We conclude that
d(z1 + x2) Y1y2)

(c+
(d+z122)(c — Y132)
c(yr +y2)(d + z122)
(c+y1y2)(d — 2172)

Tr3 =

And by symmetry, we have y3 =

Adding points. If x1x9 # +c and y1y2 # +d, we can always add, and we
have the following formulae:
d(z1 + z2)(c + y132) oy +y2)(d + x120)
nd ys =
(d+ z122)(c — Y192) (¢ + y1y2)(d — 2172)

Ir3 =

Doubling points. If 27 # 4c and y} # 4d and in particular if ¢ and d

are not square in K, we can always double, and we have the following formulae:
2dz1(c + y3?) 2cy; (d + z%)

3= — 5 ——and y3 = ——5—5—

(d+a7)(c—y7) (c+yi)(d—a?)

2.2 Efficiency

Adding rational points. Recall that in affine coordinates we have (whenever
defined) (z1,y1) + (v2,y2) = (23, y3) with

oy = d(z1 + x2)(c+ y1y2)
(d+z122)(c — yr1y2)’
_c(y1 +y2)(d + m170)
Y3z =
(c+y1y2)(d — z172)

In projective coordinates, we have: [X; : Y7 : Z1]+[Xo : Yo : Zo] = [ X5 : Y3 : Z3)
with
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X3 = d(X1Z2 + X221 (cZ1 22 + Y1Y2) (421 Z2 — X1 Xs),
YE; = C(Y122 + YQZl) (dZ1Z2 + X1X2) (Cleg — Y1Y2),
Zy = (d*Z} 23 — XPX3)(* 23 23 — Y?'Y5)

Let m, s and c denote respectively multiplication, squaring and constant
multiplication, then direct counting shows that one can perform addition in
projective coordinates with 11m + 5s + 4c.

But it is possible to reduce the number of multiplications as follows:
let M1 = X1X2, Mg = Y1Y2, M3 = Z1Z27 Cl = CM3 and CQ = dM3, then

1. My=(X1+21)(Xo+Z3)— My —Ms, Ms=Y1+21)(Ya+Z3)— My— Ms;
2. M6 = (01+M2)(CQ—M1), M7: (CQ+M1)(01—M2),

3. Mg :]\44(6'14—]\42)7 M9:M5(CQ+M1)

4. thus X3 = dMgM@, )/3 = CM9M7 and Z3 = M6M7

Hence, we have 12m + 4c instead of 11m + 5s + 4c.
0
Doubling rational points. In the case of doubling, we have the following:
Let P1 = [Xl IYl : Zl]7 then 2P = [Xg : Y}, : Z3] with

X3 = 2dX,(cZ? + Y2)2(dZ? — X2),
Y3 = 2cY1(dZ7 + X7)?(cZ] — Y7,
Zy = (cZf + Y{)(cZf — Y )(dZF + XP)(dZ7 — X7).

If m, s and c are respectively the costs of multiplication, squaring and multipli-
cation by a constant, then the doubling of a projective point can be performed
in 7m + 5s + 4c.

2.3 Completeness of the addition law

Theorem 2. Let K be a field of characteristic # 2. Let Py = [X1 : Y1 : Z1] and
P, = [Xs: Y : Zs] be two points on a the New Generalized Huff curve over K.
Then the addition formula Py & P, = Ps given by

X = d(X17Z0 + X221) (c21 Zo + V1Y2)* (421 Zo — X1 Xo),
)/3 = C(leg + YQZl) (d21Z2 + XlXQ) (CZlZ2 — }/:[YQ),
Zy = (2323 — XY X3)(P 27 23 — YYY5)

where Py = [X5 : Y3 : Zs], is valid provided that X1Xo # dZ1Z5 and Y1Ys #
Cleg,

Proof. Similar to those of [16], Theorem 1. If P; and P» are finite, we can write
P, = (z1,y1) and P, = (x2,y2). The above affine formula for (z3,ys) as given
by the above equations, is defined whenever zizs # +d and y 1y # +c. This
translates into X1 Xo # dZ1Z5 and Y1Ys # ¢Z1Z5 for projective coordinates.
The infinite points are [1 : 0: 0,[0: 1: 0] and [a: b:0]. If P;,P, € {[1:0:
0],[0 : 1 : 0]}, then the conditions X1 Xs # dZ1Z5 and Y1Ys # ¢Z1Z5 are not
satisfied. If P, = [a : b : 0]}, then the condition becomes X; # 0 and Y; # 0,
which corresponds to Py ¢ {[1:0:0],[0:1:0]}
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Proposition 4. Let E be a New Generalized Huff curve over a field K of odd
characteristic. Let also P € E(K) be a point of odd order. Then the addition law
in the subgroup generated by P is complete.

Proof. Similar to those of [16], Corollary 1. All points in the subgroup generated

by P ( denoted by (P)) are of odd order and thus are finite (remember that

points at infinity are of order 2). It remains to show that for any points P, =

(x1;11); P2 = (z2;y2) € (P), we have z1x9 # +d and y1y2 # £c. Note that

22;23 # d and y?;y3 # c since this corresponds to points of order 4 (which

are not in (P)). Suppose that x122 = +d. Then azi(y? — ¢) = by (23 — d) =
2

a-(yi —c) = by (1 — %) = £ (yF — ) = byr (1 — ) = Fawa(y? — ) =

Pl
Ty

2_¢
by (23 —d). Since axa(y3 — ¢) = by (23 — d) we have F Eg%_(; = % = Fy1(ys —

c) = y2(y? — ¢), thus (y2 & 41)(y2y1 F ¢) = 0. Therefore, if 120 = +d, we
d —d —d —

have (22,y2) € 3 (—, —u1); (—, £); (— )i (—, C)} In all cases, one of
1 1 Y1 Z1 T1 Y1

(1,9y1)B(z2, y2) or (z1,y1)O(x2, y2) is a 2-torsion point, which is a contradiction.

Similarly, it can be verified that the case y1y2 # +c leads also to a contradiction.

3 Parings in the New Generalized Huff curves

3.1 The Tate Pairing

Definition 1. Let Gy and G2 be finite abelian groups written additively, and let
G3 be a multiplicatively written finite group. A cryptographic pairing is a map

€ZG1XG2—>G3

that satisfies the following properties:

1. it is non-degenerate, ie for all 0 # P € Gy, there is a Q € Gy with e(P, Q) #
1, and for all 0 # Q € Go, there is a P € G1 with e(P,Q) # 1
2. it is bilinear, ie for all Py, P, € G1 and for all Q1,Q2 € G2 we have

e(Pr+ P, Q1) = e(Pr,Q1)e(P2, Q1)

e(P1, Q1+ Q2) = e(Pr, Q1)e(P1, Q2)
8. it is efficiently computable

An important property that is used in most applications and that follows im-
mediately from the bilinearity is e([a] P, [b]Q) = e(P, Q) = e([b] P, [a]Q) for all
a,b € Z and for all (P,Q) € Gy x Ga.

The Tate pairing can be defined on an ordinary abelian variety. It induces a
pairing on the r-torsion subgroup of the abelian variety for a prime order 7.
Let C be a hyperelliptic curve of genus g defined over a finite field F, of charac-
teristic p. Let Je be the jacobian variety of C. Elements of Je can be considered
as divisor classes represented by a divisor of degree 0. Let n = #J¢(F,) and
r > 5 be a prime different from p and r|n.
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Definition 2. The smallest integer k with r|(¢* — 1) is called the embedding
degree of C with respect to r

Remark 1. If k is the smallest integer with r|(¢* — 1), the order of ¢ modulo r
is k. Furthermore, the smallest field extension of F, that contains the group p,
of all r-th roots of unity is IFx.

Definition 3. Let C be a hyperelliptic curve of genus g over the finite field F,
of characteristic p and let r # p be a prime dividing #Jc(Fy). Let k be the
embedding degree of C with respect to r. The Tate pairing is a map

TT : JC (Fqk)[r] X Jc (Fqk)/[r] JC (]Fqk) — sz/(F;k)r
defined as follows.

Let P € Jc(Fx)[r] be an F x-rational divisor class of order dividing r represented
by the divisor D,, and let Q € Je(F,x) be an an Fgx-rational divisor class
represented by a divisor D¢ such that its support is disjoint from the support
of Dp. Let frp € Fiqk(C) be a function on C with div(f,, p) = rDp. Then,

T.(P,Q + [r]Je(Fyx)) = fr.p(Dq)(Fgn)"

The evaluation of the function f, p at a divisor D = Z nr(R) is given as
ReC

frp(D) =] frp(R)""
ReC

Proposition 5. The Tate pairing is well defined, bilinear, non-degenerate and
can be computed in O(loga(r)) operations in IF .

Lemma 1. Let G be a finite abelian group written additively, and let r be a
prime dividing #G. Let G[r] be the subgroup of all points of order dividing r and
rG be the set of all r-fold sums of elements of G. If there is no element of order
r? in G, then

Glr) 2 G/rG
Corollary 1. If there are no points of order v in Jo(F,x), we have
Je (Fqk)[’/‘] = Je (Fqk)/[T}JC(Fqk)

Remark 2. Since r|#Jc(F,), there are r-torsion points in Je (Fy)[r] and we may
restrict the first argument to be taken from this set. Thus, we can also define
the Tate pairing as a map

T, : Je(Fy)[r] x JC(Fqk)/[T]JC(Fqk) — F;k/(ﬁ?;k)r

From now, we assume that Je(F +) does not contain any point of order r2. In
this case the Tate pairing can be given as

Ty Je(F)lr] x Je(Fgr)[r] — Fou/(Fre)”



12 Abdoul Aziz ciss and Djiby Sow

Values of the Tate pairing are classes in Fo. / (sz)”. By applying the multiplica-
tive version of the lemma, we see that Fy,. /(F7.)" = iy, the subgroup of all rth
roots of unity in F ;k. The isomorphism is made explicit by computing

Fioo/(Fo) — i, a(Fl)" — ald" =D/
This map is called the final exponentiation.
Definition 4. The reduced Tate pairing is the map

e Je(Fg)lr] x Je(Fqr)[r] — pr S For
(P,Q) — Tr(P,Q)@ =D/ = f, p(Dg)" /"

induced by the Tate pairing.

3.2 Pairing computation on elliptic curves in Weierstrass form

Let E be an elliptic curve over F, of characteristic p > 3 given by a short
Weierstrass equation

E:y*=2"+ax+b a,beF,

Let 7 # p be a prime such that r|n = #E(F,) and let k£ > 1 be the embedding
degree of F with respect to r.

Theorem 3. Let D = Z np(P) € Div(E). Then D is a principal divisor if
PEE
and only if deg(D) =0 and Z [np](P) =0, where the latter sum describes the

PceFE
addition on E.

Reduced Tate pairing

er : E(Fg)[r] x E(Fg)[r] — pr C Fyr
(P.Q)— frp(D) " D"

When computing f, p(Q) , ie when rDp is supposed to be the divisor of the
function f, p, we can choose Dp = (P) — (O). The divisor Dg ~ (Q) — (O)
needs to have a support disjoint from {O, P}. To achieve that, one may choose
a suitable point S € E(F ) and represent Dg as (Q +S) — S.

We need to compute f, p having divisor div(f, p) = r(P) — r(O). Note that
Theorem 1 shows that for m € Z, the divisor m(P) — ([m]P) — (m — 1)(O)
is principal, such that there exists a function f,,, p € Fy(E) with div(fm, p) =
m(P)—([m]P)—(m—1)(0). Since P is a r-torsion point, we see that div(f, p) =
r(P) —r(0), and f, p is a function we are looking for.
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Definition 5. Given m € Z and P € E(F,.)[r], a function fy, p € Fyr(E) with
diwvisor div(fm,p) = m(P) — (Im]P) — (m — 1)(O) is called a Miller function
Lemma 2. Let P, P> € E. Let lp, p, be the homogeneous polynomial defining

the line through P, and Ps, being the tangent to the curve if P, = P». The
function Lp, p, = lp, p,(X,Y,Z)/Z has the divisor

div(Lp,,p,) = (P1) + (2) + (=(P1 + P»)) — 3(0).
Lemma 3. Let Py = (z1,11), Po = (22,42), Q = (zq,yq) € E. For P; # —P,

define

\— { (y2 =)/ (w2 — 1) if P1 # P,
(327 + a)/(2y1) if Pr = P».

Then, the dehomogenization (Ip, p,)« of lp, p, evaluated at Q is given by
(ZP17P2)*(Q) = )\(an - .731) + (yl - Z/Q)
If Py = =Py, then (Ip, p,)«(Q) = g — 21.

Lemma 4. Let Py, P, € E. The function gp, p, := Lp17p2/Lp1+p2,_(p1+p2) has
the divisor
div(gp,,p,) = (P1) + (P2) — (P1 + P») — (O).

The function g can be used to compute the Miller function recursively as shown
in the next lemma.

Lemma 5. The Miller function f, p can be chosen such that f1 p =1 and such
that for my,mso € Z, it holds

fm1+m2,P = fmlﬁmeg,Pg[ml]P,[mg]Pa

Jmima,p = f::f,mez,[ml]P = f::;,melx[mﬂP

Remark 3. Special cases from the previous lemma
Let m € Z, then

L. fm+t1,p = fmn,PGim)P.P>
2. fam,p = [} p9im|P,m]P>
3. femp= (fm,Pg[m]Pa _[m]P)_l'

Note that fo p =1 for all P € E and gp,,p, = 1 if P, or P» equals the point
at infinity O. These formulas show that any function f,, p can be computed

recursively as a product line functions. The functions are defined over the field
of definition of P.

Lemma 6. Let P € E(F,)[r] and Q € E(Fu)[r], ¢ E(F,), then the reduced
Tate pairing can be computed as e, (P, Q) = fr,p(Q)(qk_l)/T.

The following algorithm, well known as the Miller’s algorithm, can be used to
compute f,. p(Q) for P € E(F,)[r] and Q € E(Fyx)[r] and r = (r,7-1,...,70)2

up to irrelevant factors lying a proper subfield of Fyx. Since k > 1, these factors
are mapped to 1 by the final exponentiation.
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Algorithm 1 Miller’s Algorithm
1. R« P, f«1

2: for (i=1-1;:>0;i——) do
3 [+ [f9rr(Q)

4: R+ 2R

5:  if (r; =1) then
6: [+ f9rpP(Q)
7 R+~ R+ P

8: end if

9: end for .
10: return f( ~V/7

3.3 Pairing computation in generalized Huff curves

Generalized Huff curves are represented as plane cubics. This makes Miller’s
algorithm directly applicable to the computation of pairings over generalized
Huff curves.

As above, for generalized Huff curve, the following lemma will be useful to
compute the equation line used in Miller algorithm.

—(c,d
Lemma 7. Let Py = (z1,y1), P> = (x2,y2), Q = (z9,v0) € Hgmbg. For P #
— P, define
2(2/2 —y1)/(z2 — 1) if P # Py,
A=< ayy — 2bx1y1 —ac .
P =P
ba? — 2bz1y, — bd Fh=h

where X is the (xz,y)-slope of the line through Py = (x1,y1) and Ps = (z2,y2).

Proof: obvious!
O

It is common to represent the point @ € E(F )\ E(FF,) in affine coordinates
since in the Miller’s algorithm the function is always evaluated at the same point
Q. Let’s choose the coordinates of @ as @ = (y,2) = (1 : y : z). Suppose the
embedding degree k is even, then @ can be choosen of the form Q = (yqg, zga),
with yq,2q € Fyr/2, Fgr = Fyi/2(a) where a is any quadratic non-residue in
Fqk/2~
Let P,R € E(F,) and let I p denote the rational function vanishing on the line
through P and R. We have

(2Xp — Zp) — MyX, — Yp)
Xp

IrpP(Q) =

where ) is the (y, z)-slope of the line through P and R. Then, the divisor of [ p
is
div(lpp)=R+P+T—(1:0:0)—(0:1:0)—(a:b:0)

where T is the third point of intersection of the line through P and R with the
curve. If U is the neutral element of the group law @, the line function can be



On a new generalization of Huff curves 15

written as

Let U = O = (0 : 0 : 1) be the neutral element. Then, for any Q = (yg, zg),

we have
Yraepr

XRrep

lREBP,O =Yg — € Fqk/z

Since this quantity lies on a proper subfield of IF x, it goes to 1 after the final
exponentiation in Miller’s algorithm, which means that it can be discarded al-
together. Similary, divisions by Xp can be omitted, and denominators int the

A
expression of A can be cancelled. In other words, if A = B the line function can

be computed as
gr.P(Q) = (ZQCV~XP - ZP)B - (yXp - Yp)A

We are now able to give precise fromuleefor the addition and the doubling steps
in the Miller loop.

Addition step. In the addition step, the (y, z)-slope of the line through P =
(Xp:Yp:Zp)and R=(Xg:Yg: Zg) est is given by

 ZpXp— ZpXg

A= ZRCP T APAR
YaXp — YrpXg

Thus, the line function is of the form
gR,p(Q) = (ZQO(.XP — Zp)(YRXp — YPXR) — (yQXp — YP)(ZRXP — ZPXR).

The quantities depending on P and Q, ie yg = yo.Xp — Yp and z = 2ga. Xp
can be precomputed since the points P and () ramain constant during the execu-
tion of the for loop. Hence, each addition step in the Miller’s algorithm requires
the computation of R @ P (une addition sur E(F,)), the evaluation of the func-
tion gr p(Q), and the computation of f.gr p(Q).

The operation R & P can be performed in 12m + 4c including all interme-
diate results mj, ms,...mg. Compute also mig = (Xg + Ygr)(Xp — Yp) and
mi1 = (Xp + ZP)(ZR — XR) Then,

gr.p(Q) = (Z/Q — Zp)(mig —my +mgy) — y/Q(mll +my —ms3),

where the firsrt term requires (g + 1)m, and the second %m. With the final
multiplication in F«, the total cost of the addition is 1M + (k 4 15)m + 4c,
where M is the cost of a multiplication in F}.

Doubling step. When doubling a point R = (Xg : Yr : Zr), the (y, z)-slope
of the tangent line at R is given by

\ aZIZ% —2bYRZR—acX12% A
B bY]% —2aYRrZp fbXm,?{ B’
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Therefore,
QR,R(Q) = zQa.XRB — ZrB — yQ.XRA + YRA.

In Miller’s algorithm, we need to compute the point 2R. This computation can
be performed in 7m+5s. The quotients A and B can be evaluated in 1m, namely
YrZ R since the other squares were computed when doubling the point R. The
function gr r can be evaluated in 4m (XpB, ZrB, XA and YRA), gm for
zga.XrB and gm for yo.XgrA. Then, the full doubling can be performed in
1M + 1S + (k + 12)m + 5s + 6¢ by keeping in count the multiplication, the
suqaring and the multiplication by constants.

Conclusion

We successfully introduce a new generalization of existing Huff models of elliptic
curves. We show that the arithmetic in the new generalized Huff curves is as
fast as in the previous models. The addition formulee on this curve is complete
when considered in a subgroup generated by a finite point and is independant
from the two of the four parameters of the curve. We also prove that the pairing
computation on the new generalized Huff curves extends also those done by Joye,
Tibouchi and Vergnaud.
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