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Abstract. Signcryption is a primitive which simultaneously perforthe functions of both signature and encryp-
tion in a way that is more efficient than signing and encryptseparately. We study in this paper constructions
of signcryption schemes from basic cryptographic mechasii®ur study concludes that the known constructions
require expensive encryption in order to attain confiddéibtjdnowever some adjustments make them rest on cheap
encryption without compromising their security. Our coustions further enjoy verifiability which entitles the
sender or the receiver to prove the validity of a signcryptigth/out revealing theigncryptedmessage. They also
allow the receiver to release some information which allanwgone to publicly verify a signcryption on a given
message. Finally, our constructions accept efficient imistéons if the building blocks belong to a wide class of

signature/encryption schemes.
Keywords: signcryption, sign-then-encrypt paradigm, commit-tleearypt-and sign paradigm, encrypt-then-sign
paradigm, (public) verifiability, homomorphic encryption

1 Introduction

Cryptographic mechanisms that proffer both the functiitieslof signature and of encryption are becoming nowadays
increasingly important. In fact, many real-life applicats entail both the confidentiality and the authenticitgfmity

of the transmitted data; an illustrative example is eledtr@&lections where the voter wants to encrypt his vote to
guarantee privacy, and at the same time, the voting centstsnt® ensure that the encrypted vote comes from the
entity that claims to be its provenance. To respond to theingheng [51] introduced the notion signcryption
which is a primitive that simultaneously performs the fuoies of both signature and encryption in a way that is more
efficient than signing and encrypting separately.

Related work Since the introduction of this primitive, many construasavhich achieve different levels of security
have been proposed. On a high level, security of a signaysttheme involves two properties; privacy and authen-
ticity. Privacy is analogous to indistinguishability in@gption schemes, and it denotes the infeasibility to iafiey
information about theigncryptedmessage. Authenticity is similar to unforgeability in sigmre schemes and it de-
notes the difficulty to impersonate teigncrypter Defining formally those two properties is a fundamentatdijence

in signcryption constructions as there are many issueshwdime into play:

— TWO-USER VERSUS MULTHUSER SETTINGIN the two-user setting, adopted for instance in [1], a sirsginder
(the entity that creates the signcryption) interacts wisingle receiver (the entity that recovers the message from
the signcryption). Although such a setting is too simpdigt represent the reality, e.g. the case of electronic
elections, it provides however an important preliminagpsgbwards modeling and building schemes in the multi-
user setting. In fact, many works have proposed simple tavgasirder to derive multi-user security from two-user
security [1, 39].

— INSIDER VERSUS OUTSIDER SECURITYANother consequential difference between security madelghether
the adversary is external or internal to the entities of tietesn. The former case corresponds to outsider security,
e.g. [22], whereas the latter denotes insider security vprotects the system protagonists even when some of
their fellows are malicious or have compromised/lost timgivate keys [1,39]. It is naturally possible to mix
these notions into one single signcryption scheme, i.@dé@nsndistinguishability and outsider unforgeability, [1
16], or outsider indistinguishability and insider unfoadpdity [2]. However, the most frequent mix is the latter as
illustrated by the number of works in the literature, e.g3{, 2]; it is also justified by the necessity to protect the
sender from anyone trying to impersonate him includingtiestin the system. Insider indistinguishability is by
contrast needed in very limited applications; the typicaraple [1] is when the adversary happens to steal the
private key of the sender, thus when it is able to send “fakessages, but we still wish to protect the privacy of
the recorded signcryptions sent by the genuine sender.



— VERIFIABILITY A further requirement on signcryption is verifiability whiconsists in the possibility to prove
efficiently the validity of a given signcryption, or to protheat a signcryption has indeed been produced on a given
message. In fact, if we consider the example of electroeictieins, the voting center might require from the voter
a proof of validity of the "signcrypted” vote. Also, the tiiesl party (the receiver) that decrypts the vote might
be compelled, for instance to resolve some later disputgs,dve that the sender has indeed produced the vote
in question; therefore, it would be desirable to supportpgtmrer with efficient means to provide such a proof
without having to disclose his private input. This propéstalso needed in filtering out spams in a secure email
system. Although a number of constructions [3, 46, 17, 3Bhdge tackled the notion of verifiability (this notion
is often referred to in the literature as public verifiagil&ind it denotes the possibility to release (by the recgiver
some information which allows to publicly verify a signctign with/out revealing the message in question), most
of these schemes do not allow the sender to prove the vatitlibe created signcryption, nor allow the receiver to
provewithout revealing any information, ensuring consequemdlg-transferabilityto a third party, the validity of
a signcryption w.r.t. a given message. It is worth noting tha former need, i.e. allowing the sender to prove the
validity of a signcryption without revealing the messadegady manifests in the IACR electronic voting scheme
(The Helios voting scheme) where the sender proves theityaditthe encrypted vote to the voting manager. The
scheme nonetheless does not respond to the formal seaqitirements of a signcryption scheme.

Before ending this paragraph, we recall the main generistcoctions of signcryption schemes that were pro-
posed so far. In fact, building complex mechanisms fromdaises is customary in cryptography as it allows achiev-
ing easy-to-analyze schemes, compared to dedicated/ittonobnstructions. The first constructions of signcrgpti
were given and analyzed in [1], where the authors study hatdetive signcryption schemes, mainly in the two-user
setting, using the classical combinations “sign-thenrgpit, “encrypt-then-sign”, and “commit-then-encrypt
sign”. Subsequently, the work [39] presented several dp#tions of these combinations that lead to signcryptions
with multi-user security. The paper shows also how to usensgtric encryption in order to derive constructions in
the outsider multi-user setting. Finally, there are theené@onstructions [16] which achieve security in the inside
multi-user setting without key registration assumptioms {he receiver’s side). It is worth noting that none of these
constructions treat verifiability.

To the best of our knowledge, there are no generic consbngtivhich provide verifiability in a reasonable security
model. The main contribution of this paper is to provide scchstructions.

Our Contributions We make the following contributions. First, we propose a meadel for signcryption schemes
which upgrades the existing models by three interactivéogais: 1. a protocol that allows the sender to prove, to
a third party, the validity of the created signcryption, dawo protocols that allow the receiver to prove, to a third
party, the validity of a given signcryption with/out revies) the message. All these protocols do not require the psove
to revealany information

In Section 3, we show that the “sign-then-encrypt” (StE) tined'’commit-then-encrypt-and-sign” (CtEaS) paradigms
require expensive assumptions on the underlying encrypticrder to derive signcryption with outsider indistin-
guishability. We do this by first proving the insufficiency ©/-CCA and NM-CPA secure encryption, then by ex-
hibiting a simple attack if the system is instantiated fragrtain encryption schemes. Next, we propose simple tweaks
of the paradigms that make the resulting constructionsoresheap encryption.

In Section 4, we show that the “encrypt-then-sign” (“TagBmt-then-sign”) paradigm provides efficient construc-
tions which are proven secure in our adopted model. We demadaghe efficiency of these schemes by explicitly
describing the different verification protocols if the ctrostions are instantiated from a wide class of encryption
(tag-based encryption) schemes.

Finally, in Section 5, we propose a new paradigm which combthe merits of both the “sign-then-encrypt” (StE)
and “encrypt-then-sign” (EtS) paradigms while avoidingitldrawbacks. In fact, the former (both the old and the new
variant) suffers the problem of verifiability as the undertyencryption operates on bit-strings rather than element
from algebraic sets where homomorphisms could be used &r tocease verifiability. The latter suffers the recourse
to stronger security assumptions on the underlying sigaatiorder to get outsider indistinguishability. Moreouee
paradigm does not provide anonymity of the sender. In thi@® we show that our new proposed paradigm, called
“encrypt-then-sign-then-encrypt” (EtStE) circumveritege problems while accepting many efficient instantiation



2 Model and Main Constructions

In this section, we present our model for verifiable signtiopjp We refer to Appendix A for the necessary crypto-
graphic bricks that will come into play, namely digital s&gares, public key encryption schemes, tag-based encryp-
tion, KEM/DEM mechanisms, and commitment schemes.

A verifiable signcryption scheme consists of the followitgoaithms/protocols:

Setup Getup(1*)). This probabilistic algorithm inputs a security parameteand generates the public parameters
param of the signcryption scheme.

Key generation (keygen;; (1%, param), U € {S, R}). This probabilistic algorithm inputs the security paramete
and the public parameteparam, and outputs a key paiipk;;, skiy) for the system uset/ which is either the
sendelS or the receiverR.

Signcryption (signcrypt(m, skg, pkg, pk)). This probabilistic algorithm inputs a messagethe key paiisks, pkg)
of the sender, the public keyk ; of the receiver, and outputs the signcryptjonf the messages.

Proof of validity ( proveValidity(u, pkg, pkz))- This is an interactive protocol between the receiver or émeler who
has just generated a signcryptioron some message, and any verifier: the sender uses the ragsoosed to
createy (as private input) and the receiver uses his privateskgyin order to convince the verifier thatis a valid
signcryption on some message. The common input to both thepand the verifier comprise the signcryptjon
in questionpkg, andpk . At the end of the protocol, the verifier either accepts agats the proof.

Unsigncryption (unsigncrypt(u, skr, pkg, pkg)). This is a deterministic algorithm which inputs a putativgsiryp-
tion . on some message, the key p@kr, pky) of the receiver, and the public kek ¢ of the sender, and outputs
either the message underlyingr an error symbol..

Confirmation/Denial ({confirm, deny}(u, m, pkg, pkg)). These are interactive protocols between the receiver and
any verifier; the receiver uses his private kky (as private input) to convince any verifier that a signcrypti on
some message is/is not valid. The common input comprises the signcrypti@nd the message in question,
in addition topk ; andpkg. At the end of the protocol, the verifier is either convincéthe validity/invalidity of
{4 W.r.t.m or not.

Public verification (publicVerify(u, m, skg, pkg, pkg)). This is an algorithm which inputs a signcryptipna mes-
sagem, the key pair(skg, pky) of the receiver, and the public kekg of the sender, and outputs either an error
symbol L if x4 is not a valid signcryption om, or a string which allows to publicly verify the validity @f onm
otherwise.

Remark 1. — The proveValidity protocol allows the sender to prove the validity of the sigption he has just
created (need for the randomness used to produce the gigiocry Although this situation is plausible in secure
email or in electronic elections, it would be however nicénéve a stateless system. This would require in our
constructions involved non-interactive proofs which argéneral difficult to obtain in the standard model.

— The{confirm,deny} protocols can also be run by the sender who has just genehetsiyncryption in question.
Furthermore, they are interactive in order to ensume-transferabilityi.e. the possibility of the verifier to transfer
to a third party his conviction about the validity/invaligiof a signcryption w.r.t. a given message. It has been
proven in [37] that interactivity guarantees ooffline non-transferabilityi.e., non-transferability is not preserved
if the verifier interacts concurrently with the receiver ardunexpected verifier. One way to remediate to this
problem was proposed in [18] using non-interactive des&phgerifier proofs. Again, the proposed solution rests
on heavy non-interactive proofs using the [30] proof systend is hard to be generalized.

It is natural to require the correctness of a signcryptidresee, i.e. for any message

unsigncrypt(signcrypt(m, sks, pkg, pkg), skr, pkg, pkg) = m.

and
publicVerify(m, signcrypt(m, sks, pkg, pkr), sSkr, pkg, pkg) #L .

Moreover, the protocolgroveValidity and {confirm, deny} must be complete, sound, and zero knowledge. We
refer to [27] for details of these notions.



2.1 Unforgeability

This notion protects the sender’s authenticity froralicious insideladversaries, i.e. the receiver. It is defined through
a game between a challengeand an adversaryl where the latter gets the public kel of the sender, generates
the key pair(pk, skr) of the receiver, and hangl, to the challenger. During the gamaé,is allowed to ask adap-
tively signcryption queries w.r.pk, andpkg on messages of his choicedo The scheme is said to li&istentially
Unforgeable against Chosen Message Attacks (EUF-Cii#Ag adversary is unable to produce a valid signcryption
©* on amessage* that he did not ask to the signcryption oracle.

Definition 1 (Unforgeability). We consider a signcryption schesegiven by the algorithms/protocols defined ear-
lier in this section. Letd be a PPTM. We consider the following random experiment:

ExperimenExpge’ ™ (1%)

param « sc.setup(17)
(pkg,sks) < sc.keygeng (1%, param)
pkr < A(pks)
i+ AS(pkg, pkg, skr)
S : m — sc.signerypt{skg, pkg, pkg } (m)
return 1if and only if the following properties are satisfied:
- SC.UNSIGNCIYPt (g ok . pks } 1] = M
- m* was not queried t&

We define theucces®f A via:

Succeuf'jma(l*‘) =Pr Expf&%ma(lﬁ) = 1} )

Given(t,qs) € N* ande € [0,1], A is called a(t, ¢, ¢s)-EUF-CMA adversary againsc if, running in timet and

issuingg, queries to thec.signcrypt oracle, A hasSuccfgfjma(l“) > . The schemsc is said to be(t, ¢, ¢, )-EUF-
CMA secure if ndt, €, ¢s)-EUF-CMA adversary against it exists.

Remark 2.Note thatA4 in the above definition is not given the oraciegproveValidity, sc.unsigncrypt, sc.publicVerify,
andsc.{confirm, deny}. In fact, these oracles are useless for him as he has theeese@irivate keyk at his disposal.

2.2 Indistinguishability

This notion protects the sender’s privacy frantsider adversariedt is defined through a game between a chal-
lengerC and an adversaryl; C generates the key paifsks, pkg) and (skg, pky) for the sender and for the re-
ceiver respectively, and handskg, pky) to .A. During the first phase of the gamd, queries adaptivelgigncrypt

and proveValidity (actually proveValidity is only invoked on inputs just obtained from the signcryptioracle),
unsignerypt, {confirm,deny}, andpublicVerify for any input. Onced decides that this phase is over, he generates

two messages:fj, mj and hands them t6 who generates a signcryptigrt on mj for b il {0,1} and gives it
(1*) to A. The latter resumes querying the previous oracles ad&ptiweany input with the exception of not querying
unsigncrypt on p*, and{confirm, deny} andpublicVerify on the paifu*, m}) fori € {0, 1}. At the end, the adversary
outputs his gueds for the message underlying the signcryption He is considered successfubif= b'.

Definition 2 (Indistinguishability (IND-CCA)). Letsc be a signcryption scheme, and Jétbe a PPTM. We consider
the following random experiment fords {0,1}:



ExperimenExpl 5 (1%)

param « sc.setup(17)
(sks, pkg) < sc.keygeng (1%, param)
(skr, pkg) < sc.keygen(1™, param)
(mg, mi,I) «+ ASTHE(find, pkg, pky)
S:m+— sc.signcrypt{sksA’pksﬁka}(m)
0 : u — sc.proveValidity (i, pkg, pkg)
U — sc.unsigncryptskR,kaﬁka (1)
€ : (u, m) —> sc.{confirm, deny}(p, m, pky, pkg)
P : (u, m) — sc.publicVerify (i, m, pkg, pkg)
w4 sc.signcrypt{sks7pksyka}(mg)
d + AS ¢ (guess, T, u*, pkg, pke)
S 1 m — sc.signerypt (g oig ok} (M)
0 : pn— sc.proveValidity (i, pkg, pkg)
S p(# p*) — sc.unsignerypty . o, ok (1)
C: (p,m)(# (u*,my),i = 0,1) — sc.{confirm,deny} (i, m, pkg, pkg)
B (p,m)(F# (0", m7),i = 0,1) — sc.publicVerify (1, m, pkg, pks)

Returnd

We define thadvantagef A via:

AdVE() -

: 1
Pr [Exp's';‘_’jjccafb(l'“) = b] - 5’ .
Given(t, gs, qv, qu, 9ed> @) € NC ande € [0, 1], Ais called a(t, ¢, gs, ¢u; Gu; Ged, gp»)-IND-CCA adversary against
sc if, running in timet and issuinggs queries to thesc.signcrypt oracle, ¢, queries to thesc.proveValidity oracle,
qu queries to thesc.unsigncrypt oracle, g.q queries to thesc.{confirm, deny} oracle, andg,, to the publicVerify
oracle, A has Adv's';‘,’;“a(l") > ¢. The schemec is said to be(t, ¢, ¢s, v, qu, ged, gpv)-IND-CCA secure if no
(t,e,4s, Qv, Qu, Ged, Gpv)-IND-CCA adversary against it exists.

In Appendix B, we provide the above properties in the mudtgisetting, namely the dM-EUF-CMA and the fM-
IND-CCA security properties, where the adversary is furthieen all the private keys except those of the target sender
and of the target receiver.

2.3 Main Constructions

Let X be a digital signature scheme given Bjkeygen which generates a key pait’(sk, X.pk), X'.sign, and

X .proveValidity. Let furthermorel” denote a public key encryption scheme described tkgygen that generates
the key pair (".sk,I".pk), I".encrypt, and I .decrypt. Finally, let{2 be a commitment scheme given by the algorithms
£2.commit and{2.open. The most popular paradigms used to devise signcryptiognseb from basic primitives are:

— The*“sign-then-encrypt” (StE) paradignGiven a message, signcrypt first produces a signatueeon the mes-
sage using.' sk, then encrypts:||o underl".pk. The result forms the signcryption en. To unsigncrypt, one first
decrypts the signcryption usirgsk in m||o, then checks the validity of, usingX’.pk, onm. Finally, publicVerify
of a valid signcryptionu = I'.encrypt(m||o) onm outputso.

— The*“encrypt-then-sign” (EtS) paradigmGiven a message:, signcrypt produces an encryptionon m using
I'.pk, then produces a signatuseon e using X'.sk; the signcryption is the paife, o). To unsigncrypt such a
signcryption, one first checks the validity @fw.r.t. e using X'.pk, then decryptg using sk to getm. Finally,
publicVerify outputs a zero knowledge non-interactive (NIZK) proof thais the decryption oé; such a proof is
possible since the statement in question is in NP ([28] af)d [6

— The“commit-then-encrypt-and-sign” (CtEaS) paradigifhis construction has the advantage of performing the
signature and the encryptiam parallel in contrast to the previous sequential compositions. Giveressage,
one first produces a commitmenbn it using some random nonggthen encrypts: || underl".pk, andproduces



a signaturer on c usingX'.sk. The signcryption is the triplée, ¢, o). To unsigncrypt such a signcryption, one first
checks the validity ot w.r.t. ¢, then decrypte to getm||r, and finally checks the validity of the commitment
w.r.t (m, ). publicVerify is achieved by releasing the decryptiorephamelym/||r.

The proofs of well (mal) formed-ness, namglpveValidity and {confirm, deny} can be carried out since the
languages in question are in NP (co-NP) and thus accept renel&dge proof systems [28]. Finally, it is possible
to require a proof in th@ublicVerify algorithms of StE and CtEasS, that the revealed informasadndeed a correct
decryption of the encryption in question; such a proof isiragassible to issue since the corresponding statement is
in NP.

3 Analysis of the StE and CtEaS Paradigms

3.1 Insufficiency of OW-CCA and NM-CPA secure encryption

We proceed in this subsection as in [23] where the author stibesimpossibility to derive secure confirmer signa-
tures, using the StE and the CtEaS paradigms, from both OW-&@ NM-CPA secure encryption; we first show
the impossibility result for the so-calldaty-preserving reductionse. reductions which launch the adversary on its
challenge public key in addition to some freely chosen patans, then we generalize the result to arbitrary redustion
assuming new assumptions on the underlying encryptiomsehe

Lemma 1. Assume there exists a key-preserving reduciotinat converts an IND-CCA adversayy against sign-
cryptions from the StE (CtEaS) paradigm to a OW-CCA advgragrinst the underlying encryption scheme. Then,
there exists a meta-reductiont that OW-CCA breaks the encryption scheme in question.

This lemma claims that under the OW-CCA security assumptibthe underlying encryption, there is no key-

preserving reduction that reduces OW-CCA breaking theygtion scheme in question to IND-CCA breaking the
signcryption construction (from StE or CtEaS), or if therésts such an algorithm, then the underlying encryption
scheme is not OW-CCA secure, thus rendering such a reduciiless.

Proof. Let R be the key-preserving reduction that reduces OW-CCA bnggikie encryption scheme underlying the
construction to IND-CCA breaking the construction (frontStr CtEaS) itself. We will construct an algorithuwt
that usesk to OW-CCA break the same encryption scheme by simulatingcaoution of the IND-CCA adversagt
against the construction.

Let I" be the encryption schemet is trying to attack.M gets his challenge and is equipped with a decryption
oracle that he can query on all ciphertexts of his choice gxoecourse on the challeng@4 launchesRk over I’
with the same public key'.pk and the same challenge Obviously, all decryption queries made B which are
by definition different from the challengg can be forwarded ta1’s own challengerM needs now to simulate an
IND-CCA adversary4d to R (X and{? denote respectively the signature and the commitment sehenuse):

— StE paradigm.A receives as a challenge signcryption a certain= I".encrypt(X'.sign(my)), whereb € {0,1}
(mg, m1 being the challenge messages outputdysimulated byM, to R). With overwhelming probability,
¢ # up (we refer to Remark 3 in cage misbehaves and submit@s a challenge signcryption) since the challenge
¢ is not encryption of a valid digital signature on the messageor the message:;. ThusM can queryu, to
his own challenger for decryption. The answer of such a qisesyfficient for.A (simulated byM) to answer his
indistinguishability challenge.

— CtEaS paradigmd receives as a challenge signcryption= [I".encrypt(my||r), ¢ = £2.commit(my, ), X.sign(c)]
with b € {0, 1} (alwaysmg, m; denote the challenge messages outpudlby R). Similarly,c # I".encrypt(my||r)
(we refer again to Remark 3 in cagmisbehaves and submitsas the first field of the challenge signcryption)
with overwhelming probability since is not encryption of a message whose prefix is the messager m; .
Thus, M can query his challenger for the decryption of the first fidlgo The result of such a query is sufficient
for A to answer his indistinguishability challenge.



To sum up,M is able to perfectly answer the decryption queries madR lfthat are by definition different from
c). M is further capable of successfully simulating the IND-CQ#altenge against the construction (from the StE or
the CtEaS paradigms). Th@&is expected to return the answer to the OW-CCA challengegehathe decryption of
c. Upon receipt of this answet will forward it to his own challenger. O

Remark 3.In the above proof, ifR submitsc in the challenge signcryption td, then this latter cannot solve the
IND-CCA challenge as heMt) cannot invoke his decryption oracle enln this case, as it is very unlikely that the
resulting signcryption is a valid signcryption on the chatje messages, or m1, then whatever is the answer of
A (actually in this cased, simulated byM who launchedR over ¢, can abort the indistinguishability game) to the
challenge signcryption, this answer will not hég solving his OW-CCA challenge since he already knows that
cannot be (with overwhelming probability) a valid signcigp on either messages, or m;. In other words, in
this case, whateveR learns fromA, he can also learn it withoutl, which corresponds to a reducti® solving a
OW-CCA challenge in polynomial time without the help.dfi.e. R is useless as it is solving an easy problem.

We further have this lemma (which we prove in Appendix C.1jtainsufficiency of NM-CPA secure encryption.

Lemma 2. Assume there exists a key-preserving reduciotinat converts an IND-CCA adversayy against sign-
cryptions from the StE (CtEaS) paradigm to a NM-CPA advegrsayainst the underlying encryption scheme. Then,
there exists a meta-reductiont that NM-CPA breaks the encryption scheme in question.

We generalize in Appendix C.2 the previous results to abjtreductions if the encryption scheme hasom-
malleable key generatpwhich informally means that OW-CCA (NM-CPA) breaking theceyption, w.r.t. a public
key pk, is no easier when given access to a decryption oracle anytkeypk’ different frompk.

Moreover, we can rule out the OW-CPA, OW-PCA, and IND-CPAar! by remarking that EIGamal’s encryp-
tion meets all those notions (under different assumptidng)cannot be employed in StE and CtEaS as it is malleable.
In fact, the indistinguishability adversary can createw signcryption (by re-encrypting the EIGamal encryption) o
the challenge message, and query it for unsigncryptionanisever of such a query is sufficient to conclude. We refer
to Appendix C.3 for the detail of this attack using a muchdairgjass of encryption schemes.

In consequence of the above analysis, the used encryptechsdias to satisfy at least IND-PCA security in order
to lead to secure signcryption from StE or CtEaS. Since ther@o known encryption schemes in the literature which
separate the notions IND-PCA and IND-CCA, our result pcadly means that the encryption scheme underlying the
previous constructions has to satisfy the highest sedesigl (IND-CCA) in order to lead to secure signcryption. 3 hi
translates in expensive operations, especially if veilftalis further required for the resulting signcryption.

3.2 Positive results

Constructions from StE or CtEaS suffer the strong forgé@sbdiven a signcryption on some message, one can create
another valid signcryption on the same message withoutedhdes’s help. To circumvent this problem, we propose
the following techniques which bind the digital signatuehe resulting signcryption.

The new“sign-then-encrypt”(StE) paradigm Let X' be a digital sighature scheme given bykeygen, which gen-
erates a key pairX{.sk, X.pk), X.sign, andX.proveValidity. Let furthermoreéC be a KEM given byC.keygen, which
generates a key paiki(pk, K .sk), K.encap, andK.decap. Finally, we consider a DEND given byD.encrypt and
D.decrypt. We assume that the message spade ivfcludes the concatenation of elements from the message spa
X, and of signatures produced By, and that the encapsulations generatedlgre exactlyx-bit long, wherex is a
security parameter.

! The step of ruling out OW-CPA, OW-PCA, and IND-CPA is necegsdthough we have proved the insufficiency of stronger
notions, namely OW-CCA and NM-CPA. In fact, suppose themmnigfficient key-preserving reductiéd which reduces OW-
PCA breaking a cryptosystefmunderlying a StE or CtEaS construction to IND-CCA breakimgdonstruction itself. Then there
exists an efficient key-preserving reduction gaythat reduces OW-CCA breaking to IND-CCA breaking the construction
(since OW-CCA is stronger than OW-PCA). According to theviimes Lemmata, such a reductioR/) may exist if " is not
OW-CCA secure (although it is OW-PCA secure). In other tesirge there are separations between the notions OW-CCA and
OW-PCA (same for the other notions), we cannot apply thefficggncy of OW-CCA (NM-CPA) to rule out the weaker notions.



A signcryption schemsc is defined as followssc.setup invokes the setup algorithms &f, IC, andD. sc.keygeng
andsc.keygeny consist of X' .keygen and KC.keygen respectively. Tasc.signcrypt @ messagen, one first generates
a key k with its encapsulatior: using K.encap, then produces a signatuseon ¢||m, and finally outputsy =
(¢, D.encrypt; (ml|o)) as a signcryption ofn. Unsigncryption of soméuq, u2) is done by first recovering the key
from iy usingC.decap, then usingD.decrypt andk to decryptus, and finally checking that the result is a valid digital
signature onu, ||m wherem is the retrieved message. The rest is similar to the origitial

Theorem 1 Given(t, ¢s) € N? ande € [0, 1], the above construction i, , ¢;)-EUF-CMA secure if the underlying
digital signature scheme is,(e, ¢;)-EUF-CMA secure.

The proofis given in Appendix C.4.

Theorem 2 Given(t, gs, ¢v, qu, ded, 4pv) € N®and(e, ¢’) € [0,1]?, the above constructionis, €, s, v, Gu, Ged; pv)-
IND-CCA secure ifituses@, ¢, ¢;)-EUF-CMA secure digital signature, an IND-OT secure DEM and + ¢, (g, +
Qed + Qpo), € - (1 — €')7uFdeatars)-IND-CPA secure KEM.

The proof is provided in Appendix C.5. We note that the abtvmtem holds true also when the used DEM is
only computationally secure. Details are given in Remark 9.

The new “commit-then-encrypt-and-sign” (CtEaS) paradignrhe new“commit-then-encrypt-and-sign” (CtEaS)
paradigm The construction is similar to the basic one describedezavlith the exception of producing the digital
signature on both the commitmeanand the encryption. The new construction looses the parallelism of the origina
one, i.e. encryption and signature can longer be carrieshqarallel, however it has the advantage of resting on cheap
encryption compared to the early one.

Theorem 3 Given(t, ¢;) € N? and (e, ¢;) € [0, 1]?, the above construction ig,, ¢;)-EUF-CMA secure if it uses a
uses at, €,) binding commitment scheme andtac(1 — €)%, g5 )-EUF-CMA secure digital signature scheme.

Theorem 4 Given(t, s, G, qu, 4ed; o) € N® and(e, €', e5) € [0, 1], the new CtEasS construction(is €, gs, qu, qu Geds Gpo)-
IND-CCA secure if it uses &, ¢, ¢;)-SEUF-CMA secure digital signature, a statistically bingj and ¢, ¢;,)-hiding
commitment, and & + ¢s(qu + gea + Gpo), (€ + €5,) (1 — €')9=+2at 22 )-IND-CPA secure encryption scheme.

The proofs are given in Appendix C.6 and Appendix C.7 resp.

4 Efficient Verifiable Signcryption from the EtS Paradigm

The Encrypt-then-Sign paradigm, described in Subsecti8nt@rns out to provide efficient signcryptions schemes
that are proven secure in the model we adhere to.

Theorem 5 Given(t,qs) € N? ande € [0, 1], signcryption schemes from EtS aree( ¢;)-EUF-CMA secure if the
underlying digital signature scheme is €, ¢;)-EUF-CMA secure.

Theorem 6 Given(t, s, G, qu, 4ed; o) € N® and(e, €’) € [0, 1]%, signcryptions from EtS an@, €, s, qv, qu, 4eds Gpv )-
IND-CCA secure if they use @, ¢, ¢s)-SEUF-CMA secure digital signature and(&+ ¢s(qu + ged + gpv), €(1 —
¢')4uteea+4ap0)-IND-CPA secure encryption scheme

We flesh out the details of both proofs in Appendix D.1 and Apjie D.2 respectively. In fact, the proofs that
were given so far correspond to security models differarhfthe one we consider.

Remark 4.Note that the IND-CPA requirement on the encryption schestadsio necessary. In fact, an IND-CCA ad-
versary against the signcryption construction can easiyan IND-CPA adversary against the underlying encryption
scheme in order to solve his challenge.



4.1 Efficient instantiations

To allow efficientproveValidity, {confirm, deny}, andpublicVerify protocols/algorithms, we propose to instantiate the
encryption scheme from the following class:

Definition 3 (The classE of encryption schemes)E is the set of public key encryption schenieshat have the
following properties:

1. The scheme operates in a message spacwhich is a groupM = (G, %), and produces encryptions which
belong to a group spaaé = (H, o, ), i.e. Iencrypt: (G, x) — (H, o).

2. Letm € M be a message andts encryption (using .encrypt) w.r.t. a keypk. On the common inpyttk, m, and
¢, there exists an efficient zero knowledge pieaK of m being the decryption af w.r.t. pk. The private input of
the prover is either the private key correspondingkoor the randomness used to produce the encryption

3. ¥m,m' € M, Vpk: I"encrypt,, (m * m') = I'encrypt, (m) o. I'encrypt, (m'). Moreover, given the random-
ness used to encrypt in I"encrypt,, (m) andm’ in I"encrypt, (m'), one can deduce (using only the public
parameters) the randomness used to encryptm’ in Iencrypt,, (m) o. I"encrypt, (m').

Examples of encryption schemes in the above class inclu@aral’s encryption [24], the encryption scheme defined
in [8], or Paillier's [40] encryption scheme. In fact, thesghemes are homomorphic and possess efficient protocols
for proving that a ciphertext decrypts to a given messageptbof of equality of two discrete logarithms [15], in case
of [24, 8], or the proof of knowledge of aN-th root in case of [40].

We describe in the rest of this subsectiongh®seValidity, {confirm, deny}, andpublicVerify protocols/algorithms
if the used encryption belongs to the cldss

Proof of Validity We depict theproveValidity protocol in Figure 1.

ProverP Verifier V
Choosen’ <% M

/
&

b

Computee’ = I'encrypt ., (m')

Choose < {0,1}* (b € N)

z=m'xm®

PoK{e' o €’ = I'encrypt ., (2)}

Accept if PoK is valid

Fig. 1. Proof system for membership to the languafe : e = TI.encrypty,(m)} Common input: (e, Ipk) and
Private input: m and I'.sk or randomness used to produce

Theorem 7 Let I be a one-way encryption scheme from the clBs§he protocol depicted in Figure 1 is a zero
knowledge proof of knowledge of the decryption.of O

Confirmation/denial protocols Theconfirm protocol is nothing but the prodfoK which is in case of [24, 8] a proof
of equality of two discrete logarithms, and in case of [40fagb of knowledge of anV-th root. We depict theeny
protocol in Figure 2, wher¢ denotes an arbitratyomomorphic injective one way function

Vm,m's f(mxm') = f(m) o, f(m)

Theorem 8 Let I" be an IND-CPA encryption scheme from the above diasehe protocol depicted in Figure 2 is a
zero knowledge proof of the decryptioneofvhich is different from the message O



ProverP Verifier V

Choosen’ <& M
Computee; = f(m')

! ’
el,e
Computee;, = F.encryptp_pk(m') L2

b

Chooseb <= {0,1}¢ (b € N)

’ ~b
Z=m *xm

PoK{eh oc e’ = T.encryptp i (2)}

Accept if PoK is valid and if f (z) # €} o0, f(m)®.

Fig. 2. Proof system for membership to the languggen, e): 3m : e = I'encrypt(m) A m # m} Common input: (m, e, I'.pk) andPrivate input: I".sk or
randomness encrypting in e

Public verification the publicVerify algorithm outputs a ZK non-interactive proof of the corrasts of a decryption.
We note the following three solutions according to the usedhgption:

1. The case of Paillier's encryption [40]: this scheme bgotofully decryptableencryption schemes, i.e. encryption
schemes where decryption leads to the randomness usediiacprihe ciphertext. ThugublicVerify will simply
release the randomness used to generate the ciphertext.

2. The case of [8]'s encryption: Groth and Sahai [30] pre=setain efficient ZK non-interactive proof that a given
encryption using this scheme encrypts a given message armgiezn public key.

3. The case of DL-based encryption schemes, e.g. [24, 8{R@]interactive proof of correctness of most such
schemes reduces to a proof of equality of two discrete ltgas. The work [21] presented an efficient method to
remove interaction using additively homomorphic encryptie.g. Paillier [40].

4.2 Extension to Multi-user security

The construction is the same provided in [39], namely theEFagypt-then-Sign paradigm (TEtS), which deviates
from the standard EtS paradigm as follows:

1. It considers a tag-based encryption scheme where the s& io the public key of the sendsy.
2. The digital signature is produced on the resulting cifgxtand on the public key of the receiver.

Theorem 9 Given(t, q,) € N? ande € [0, 1], signcryption schemes from the TEtS paradigm &re, ¢;)-dM-EUF-
CMA secure if the underlying digital signature scheme s, (gs)-EUF-CMA secure.

Theorem 10 Given (¢, ¢s, qv, Gus Geds Gpo) € N° and (e,€’) € [0,1]?, signcryption constructions from the TEtS
paradigm are(t, €, ¢s, ¢v, qu, 4eds gpv)-IND-CCA secure if they use @, ¢, ¢;)-SEUF-CMA secure digital signature
and a(t+qs(qu+qea+apy), (1 —€')utdedt v g, + .4+ g, )-IND-sTag-CCA secure tag-based encryption scheme.

We provide again the proofs of both theorems in Appendix I8 Appendix D.3 resp. as we consider a model
different from that adopted in [39]. Finally, we provide irppendix D.5 an efficient instantiation of the paradigm
using Kiltz'encryption [35].

5 Efficient Verifiable Signcryption from the EtStE Paradigm

The EtS technique compares better with respect to verifiglsince the prover needs simply to prove knowledge
of the decryption of a given ciphertext. Also, the receives lto prove that a message is/isn’t the decryption of a
given ciphertext. Such proofs are easy to carry out if onesiclems the already mentioned cldésMoreover, we
showed thapublicVerify can be made efficient for many encryption schemes from tres ElaHowever, in order to
achieve indistinguishability, EtS exacts that the undegdysignature satisfies the highest security notion, irenst
unforgeability under chosen message attacks. Such a ngedified by the possibility, in case the signature scheme
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does not satisfy this requirement, to create a new signiotyfin any message given one signcryption on it (just
generate a new digital signature on the encryption e), whitltles the indistinguishability adversary to retrielie t
message in the game described in Definition 6.

The new StE paradigm, described in Subsection 3.2, doesuffer she recourse to stronger assumptions on
the underlying signature. It further provides anonymityhaf sender; the signcryption on a message m is a ciphertext,
whereas in the EtS paradigm, everyone can check whethegtideswas involved in a signcryptida, s) by checking
the validity of the digital signature (using the sender’dimikey) on the ciphertext. However, verifiability turns out
to be a hurdle; StE applies the signing algorithm (of the usgdature scheme) to the message to be signcrypted
concatenated with the used encapsulation. It further preglan encryption of the resulting signature concatenated
with the message in question. As we are interested in prahiegalidity of the produced signcryption, we will need
to exploit the homomaorphic properties of the signature ahith® encryption schemes in order to provide proofs of
knowledge of the encrypted signature and message. As aquersee, the used encryption and signature schemes
need to operate on elements from a set with a known algelraitisre rather than on bit-strings.

To sum-up, EtS provides efficient verifiability but at the erpe of the sender’s anonymity, and of the secu-
rity requirements on the building blocks. StE achievesdgitivacy using cheap constituents but at the expense of
verifiability. It would be nice to have a technique that conds the merits of both paradigms while avoiding their
drawbacks. This is the main contribution in this sectioe;¢bre of the idea consists in first encrypting the message to
be signcrypted using a public key encryption scheme, thplyaqg the StE paradigm to the produced encryption. The
result of this operation in addition to the encrypted mesgagn the new signcryption of the message in question. In
other terms, this technique can be seen as a merge betweEitStamd the StE paradigms; thus we can term it the
"encrypt-then-sign-then-encrypt” paradigm (EtStE).

5.1 The construction

Setup. Consider a signature schem#& an encryption schemg, and another encryption scher(¥¢, D) derived
from the KEM/DEM paradigm. Next, on input the security paedens = (x1, k2, k3), generate the parameters
param of these schemes. We assume that signatures issued.witin be written agr, s), wherer reveals no
information about the signed message nor about the pulginirgj key, and represents the “significant” part of
the signature.

Key generation. On input the security parameterand the public parameteparam, invoke the key generation
algorithms of the building blocks and set the sender’s kay tpa(X.pk, X'.sk), and the receiver’s key pair to
({I".pk, K.pk},{I'sk, K.sk}).

Signcrypt. On a messager, produce an encryptioa = I"encryptp, (m) of m. Then fix a keyk along with
its encapsulatiom using K.encrypt,. ., produce a signaturer, s) on clle, and finally encrypt with & using
D.encrypt. The signcryption ofn is the tuple(e, ¢, D.encrypt, (s), ).

Prove Validity. Given a signcryptionu = (u1, e, 43, 14) ON @ messagen, the prover proves knowledge of the
decryption ofy;, and of the decryption ofus, 13), which together withu, forms a valid digital signature on
p2|lp1. The private input is either the randomness used to cyeate I'.sk, K.sk}.

Unsigncrypt. On a signcryption dgq, p2, 143, i14), cOmputem = Idecrypt (p1) andk = K. sk(u2). Check
whether(D.decrypt,, (u3), 1t4) is valid signature oms|| i1 ; if yes then outputn, otherwise output._.

Confirm/Deny. On input a putative signcryptiam = (1, e, i3, 11a) ON @ Message:, use the receiver’s private key
to prove thatn is/isn’t the decryption ofi;, and prove knowledge of the decryption(e#, 13), which together
with u4 forms a valid/invalid digital signature g || 141

Public Verify. On a valid signcryptiom = (1, 2, 143, t14) ON @ Message:, output a ZK non-interactive proof that
p1 encryptsm, in addition to(D.decryptyc decap(uiz) (H3)5 14)-

5.2 Analysis

Theorem 11 Given(t, ¢s) € N? ande € [0, 1], the above construction is, e, ¢;)-EUF-CMA secure if the underlying
digital signature scheme ig,(, ¢;)-EUF-CMA secure.
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Theorem 12 Given(t, gs, qu; Gu; Ged, 4pv) € N6 and(e, €’) € [0, 1]2, the construction proposed abovefse| s, qv, Gu, Ged;s Gpv)-
IND-CCA secure if it uses @, €, ¢;)-EUF-CMA secure digital signature, an IND-CPA secure eptign, an IND-OT

secure DEM, and at(+ ¢s(qu + qed + 9pv), W)—IND—CPA secure KEM.

We provide both proofs in Appendix E.1 and Appendix E.2 retipely.
Our aim in the rest of this paragraph consists in identify{gogable classes of encryption/signature schemes that
renders theroveValidity and{confirm, deny} efficient. These protocols comprise the following sub-pcols:

1. Proving knowledge of the decryption of a ciphertext prtliusing the encryption scherfhie

2. Proving that a message is/isn’t the decryption of a aedihertext produced using.

3. Proving knowledge of the decryption of a ciphertext prethusing(XC, D), and that this decryption forms a
valid/invalid digital signature, issued usittg, on some known string.

It is natural to instantiate the encryption schemérom the classE defined in Definition 3. The first two sub-
protocols can be efficiently carried out using the proofsatep in Figure 1 and Figure 2. For the last sub-protocol,
one can consider encryption schemes from the diatbgt are derived from the KEM/DEM paradigm, in addition to
signature schemes that accept efficient proofs of knowlédigeprovide in Appendix E.3 the class of used signatures
as well as the proof underlying the third sub-protocol.

5.3 Extension to Multi-user security

The above EtStE technique can be extended to achieve seicuttie multi-user setting, as defined in Subsection B,
by applying the standard techniques [1, 39]. More specificahe considers a tag-based encryption schéinetag-
based KEMK, a DEMD, an a signature scheme. The sender’s key pair is the signstheme key pair, whereas the
receiver’s key pair comprise both key pairs/ofndK. Signcryption on a messagew.r.t. a sender’s public key'.pk
and a receiver’s public keyf".pk, K.pk) is generated as follows. First compute an encryptionm (with I") w.r.t. the
tag X.pk, then generate a kdyand its encapsulationw.r.t. the same tag (witfC), then compute a digital signature
on ¢|le||{Ipk, K.pk}, and finally sign the “significant” part of this signature ngit. The signcryption consists of
the result of this encryption, the remaining part of the aigre, ande, ¢). The rest is similar to the paradigm in the
two-user setting.

Theorem 13 Given (t,q;) € N? ande € [0,1], the above construction ig,, ¢;)-dM-EUF-CMA secure if the
underlying digital signature scheme is €, ¢;)-EUF-CMA secure.

The proof is similar to that of Theorem 9 and of Theorem 11. O

Theorem 14 Given(t, gs, qu; Gu; Ged, 4pv) € N° and(e, €') € [0, 1]2, the above construction {$, €, ¢s, ¢u, Gus Geds dpv )~
fM-IND-CCA secure if it uses &, ¢/, gs)-EUF-CMA secure digital signature, an IND-sTag-CCA seaemeryption,

an IND-OT secure DEM, and & ¢ ¢s(qu + Gcd + @pv)s w, ded + Qu + qpv)-IND-sTag-CCA secure
KEM.

The proof is similar to that of Theorem 9 and of Theorem 12.

6 Conclusion

We provided a model for verifiable signcryption which captimany real-life applications of this primitive. We fur-
ther studied the classical generic constructions of siyptmn and provided optimzations of these when they fail to
provide secure and efficient instantiations. The resulsicigemes have insider unforgeability and outsider indistin
guishability. Achieving insider indistinguishability & natural aspiration. Unfortunately, it does not seem (itdels
without resting on IND-CCA secure encryption, which imganegatively verifiability as we can no longer use ho-
momorphic encryption. Another enhancement of our schenoetdibe to get rid of interaction in the used protocols
and use instead non-interactive (designated verifier)fprddis step does not seem so immediate as it is known that
non-interactive proofs are in general difficult to obtairthe standard model.
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A Preliminaries

A.1 Digital signatures

A signature schem&' comprises three algorithms, namely the key generatiorigthgokeygen, the signing algorithm
sign, and the verification algorithmroveValidity. The standard security notion for a signature scheme isegtial
unforgeability under chosen message attacks (EUF-CMAiglvas introduced in [29]. Informally, this notion refers

to the hardness of, given a signing oracle, producing a yalid of message and corresponding signature such that
message has not been queried to the signing oracle. Thetts aigo the stronger notion, SEUF-CMA (strong exis-
tential unforgeability under chosen message attack), mhliows the adversary to produce a forgery on a previously
gueried message, however the corresponding signaturenoiusé obtained from the signing oracle.

A.2 Public key encryption schemes

A public key encryption (PKE) scheme consists of the key gatien algorithmkeygen, the encryption algorithm
encrypt and the decryption algorithrdecrypt. The typicalsecurity goalsa cryptosystem should attain are: one-
wayness (OW) which corresponds to the difficulty of recavgithe plaintext from a ciphertext, indistinguishabil-
ity (IND) which refers to the hardness of distinguishinghaptexts based on the messages they encrypt, and finally
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non-Malleability (NM) which corresponds to the hardnesd@fiving from a given ciphertext another ciphertext such
that the underlying plaintexts are meaningfully relatednersely, the typicahttack modelsaan adversary against
an encryption scheme is allowed to are: Chosen PlaintesicRt(CPA) where the adversary can encrypt any mes-
sage of his choice. This is inevitable in public key setti@intext Checking Attack (PCA) in which the adver-
sary is allowed to query an oracle on pairs, ) and gets answers whether is really encrypted irc or not, and
finally Chosen Ciphertext Attack (CCA) where the adversalliowed to query a decryption oracle. Pairing the men-
tioned goals with these attack models yields réeeurity notionsGOAL-ATK for GOAL € {OW, IND,NM} and
ATK € {CPA PCA CCA}. We refer to [4] for the formal definitions of these notionsiadl as for the relations they
satisfy.

A.3 Tag-based encryption

Tag-based encryption, also referred to as encryption \aitiels, was first introduced in [47]. In these schemes, the
encryption algorithm takes as input, in addition to the pukéy pk and the message intended to be encrypted,

a tagt which specifies information related to the messageand its encryption context. Similarly, the decryption
algorithm takes additionally to the ciphertext and the gevkey the tag under which the ciphertext was created.
Security notions are then defined as usual except that thesaty specifies to his challenger the tag to be used in the
challenge ciphertext, and in case he (the adversary) imatido query oracles, then he cannot query them on the pair
formed by the challenge ciphertext and the tag used to farithiére are also weakened security models for this type
of encryption where the adversary specifies the challergybdéore getting the parameters of the scheme, and during
the game, he (the adversary) is not allowed to query the atfoovacles w.r.t. the challenge tag; we talk in this case
about selective tag security. We specify in the following thrmal definition of IND-sTag-CCA security for tag-based
encryption:

Definition 4 (IND-sTag-CCA indistinguishability). LetI" be a tag-based encryption scheme scheme. Let fugther
denote a PPTM. We consider the following random experiment:

ExperimenExp e 29 A0 (1r)

(t*,Zp) + A(1",init)
(pk, sk) < I'keygen(1"),
(m§, m},I) < A°(find, pk, Zo)
| O : (¢, t)[t # t*] — I'decrypty,(c,t)
c* < Iencrypt, (mj,t*)
d + AP (guess,T,c*, t*)

Returnd

We define thadvantagef A via:

AdvilrlfjjTag—CCA(lﬁ) _

i 1
P {E ind-sTag-CCA—b (1 xy _ b} _ 2

I BXPpr g (17) 5
Given(t,qq) € N? ande € [0,1], Ais called a(t, ¢, gq)-ind-sTag-CCA adversary against’ if, running in timet and
issuingg, decryption queriesA hasAdv}’lfi;STag’CCA(l’f) > ¢. The schemé' is said to be(t, ¢, q4)-ind-sTag-CCA
secure if ndt, ¢, g4)-ind-sTag-CCA adversary against it exists.

A.4 Key/Data encapsulation mechanisms (KEM/DEMS)

A KEM comprises three algorithms: the key generation atarikeygen, the encapsulation algorithemcap and the
decapsulation algorithrdecap. The typical security goals that a KEM should satisfy areilsinmo the ones defined
for encryption schemes. Similarly, when conjoined with tinee attack models CPA, PCA and CCA, they yield nine
security notions whose definitions follow word-for-woraifn the definitions of the encryption schemes notions. A
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DEM is simply a secret key encryption scheme given by the salg@ithms forming a cryptosystem (PKE). KEMs
could be efficiently combined with DEMs to build secure emtign schemes. This paradigm is called the Hybrid
encryption paradigm and we refer to [33] for the necessadysaffficient conditions on the KEMs and the DEMs in
order to obtain a certain level of security for the resultirtyiprid encryption scheme. For instance, to obtain an IND-
CPA secure cryptosystem, it suffices to combine an IND-CRAIsEeKEM and anndistinguishable under a one time
attack (IND-OT)DEM.

A.5 Commitment schemes

A commitment scheme [10] consists of the following algarith

setup: the setup algorithm that generates the public parametdins system.

keygen: generates probabilistically a public commitment gy

commit: a probabilistic algorithm that, on input a public kgly and a message, produces a paifc, r): ¢ serves
as the commitment value (locked box), ands the opening value.

open: this is a deterministic algorithm that given a commitment), w.r.t. a public keypk, on a alleged message

m, checks whether 2 commitp (m, 7).

The algorithmopen must succeed if the commitment was correctly formed (comess). Moreover, we require the
following security properties:

1. Hiding. Itis hard for an adversary A to generate two messaggsn; such that he can distinguish between their
corresponding locked boxes, ¢;. That is,c reveals no information about.
A commitment scheme ig, ¢)-hiding if no adversary A, operating in tintecan succeed in the above game with
probability greater than, where the probability is taken over the random coins of Boémd his challenger.

2. Binding. It is hard for an adversary A to come up wittcallision (¢, d, d") such that(c, d) and(c, d’) are valid
commitments form andm’ resp andn # m/.

B Multi-User Security

Definition 5 (Multi-user Unforgeability). We consider a signcryption scheregiven by the algorithms/protocols
defined earlier in this document. Ldtbe a PPTM. We consider the following random experiment:

ExperimentExpgu-ema (1+)

param < sc.setup(1¥)
(skg, pkg) + sc.keygeng (1%, param)
(sk, Pk, 1) < A®(pk)
S : (m,skg, pkg) — sc.signcrypt{sks, pkg, pk } (m)
return 1if and only if the following properties are satisfied:
- sc.unsigncrypt{sk%,pk%7pkg}[u*] =m*
- m* was not queried t@® W.r.t. pk7,.

We define theucces®f A via:

Succggj“f'cma(lﬁ) =Pr Expggf“f'cma(lﬁ) = 1} )
Given(t,qs) € N> ande € [0,1], A is called a(t, e, ¢5)-dM-EUF-CMA (dynamic Multi-user Existentially Un-
forgeable against Chosen Message Attacks) adversary sigailif, running in timet and issuingg, queries to the
sc.signcrypt oracle, A hasSuccl£"7°™ (1%) > e. The schemec is said to be(t, <, ¢,)-dM-EUF-CMA secure if no
(t, e, qs)-dM-EUF-CMA adversary against it exists.
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Remark 5.A tangible difference between unforgeability in the mulsier setting and unforgeability in the two-user
setting lies in the possibility of the adversary in the forrtereturn a forgery on a message that may have been
queried before but w.r.t. a receiver’s key different frora teturned receiver’s kgyk,.

Definition 6 (Multi-user Indistinguishability). Letsc be a signcryption scheme, and Jétbe a PPTM. We consider
the following random experiment for<- {0,1}:

ExperimentExp{y 3t (1%)

param < sc.setup(17)
(sks, pkg) « sc.keygeng (17, param)
(ski, pkg) < sc.keygen(1™, param)
(m§, m%,T) « ASTHE(find, pky, pkl)
G:mr— sc.signcrypt{skg’pkgypk;}}(m)
0 : p — sc.proveValidity (1, pks, pk)
40: p— sc.unsigneryptye i o (1)
¢ : (u,m) — sc.{confirm, deny}(p, m, pk, pk%)
B : (u, m) — sc.publicVerify (i, m, pk, pks)
" <= sc.signeryptges o i (117)
d + AS T (guess, Z, u*, pkE, pki)
G :mr— sc.5|gncrypt{sk§7pk§7pkk}(m)
U : pp—> sc.proveValidity (u, pks, pki)
s p(F# p*) — sc.unsigneryptye e o (14)
B : (p,m)(# (", my), i = 0,1) — sc.{confirm, deny}(x, m, pk}, pk%)
P (u,m)(# (p*,m7),i =0,1) — sc.publicVerify (i, m, pkf, pkg)

Returnd
We define thadvantagef A via:

Adesrg__:Ed_cca(lN) = |Pr [Expfsg_ﬂd_cca_b(lm) - b} N 5‘ '

Given(t, ¢s, qv, Qu, 4eds @pv) € N° ande € [0, 1], Ais called a(t, ¢, gs, Gv, qu Ged, gpv)-TM-IND-CCA (fixed challenge
Multi-user Indistinguishable under Chosen Ciphertexagls) adversary against if, running in timet and issuingy,
queries to thac.signcrypt oracle,q, queries to thac.proveValidity oracle,q, queries to thac.unsigncrypt oracle,q.q
queries to thec.{confirm, deny} oracle , andg,, queries to thec. oracle, A hasAdvis';f’;“a(l") > . The scheme
sc is said to be(t, ¢, ¢s, qu, Gu, Ged; pv)-TM-IND-CCA secure if N0(t, €, ¢s, ¢v, Gu; ¢ed, gpv)-TM-IND-CCA adversary
against it exists.

Remark 6.Note that in the Multi-user setting, the indistinguishapiadversary is allowed to ask the unsigncryption

of the challenge w.r.t. any receiver’s key except that ofttinget receiver.

C Analysis of the StE and the CtEaS Paradigms

C.1 Proof of Lemma 2

Proof. Let R be the key-preserving reduction that reduces NM-CPA brepttie encryption scheme underlying the
construction to IND-CCA breaking the construction (frone tBtE or EtS) itself. We will construct an algorithiv
that usesk to NM-CPA break the same encryption scheme by simulatingcaawgion of the IND-CCA adversagt
against the construction.

Let I" be the encryption schem® is trying to attack.
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— StE paradigmM (behaving asd) will query R on two messages, m1 (mo # m1) for signeryption. Lefuo, p1
be the corresponding signcryptions respectivétywill query again(u;, m;), i € {0, 1}, for public verification.
Let 09, 01 be the corresponding answers respectively. At that pgimtoutputsD = {myg]|oo, m1||o1}, to his
NM-CPA challenger, as a distribution probability from whithe messages will be drawn. He gets in response a
challenge encryptiop*, of eithermy||og or m||o; under.pk, and is asked to produce a ciphertgktwhose
corresponding plaintext is meaningfully related to thergption of u*. To solve his task M queriesy* for
unsigncryption. Letn;, be the result of such a query withe {0,1}. M will output I".encrypt -, (m3|03) (7
refers to the bit-complement of the elemem)and the relatioR: R(m,m’) = (m' = m). Finally M aborts the
game (stops simulating an IND-CCA attacker against the enenstruction).

— CtEaS paradigmSimilarly, M queriesR onmg, m1 (mo # my) for signcryption. Letug = (eq, co, 09) and
w1 = (e1,c1,01) be the corresponding signcryptionst will then querypo, 11, along with the corresponding
messages, for public verification. Lety||r; andm;|r, be the corresponding answerst will output D =
{mol|ro, m1]||r1}, to his NM-CPA challenger, as a distribution probabilityrit which the messages will be drawn.
He will receive a challenge encryptien, of eithermg||ro or m1|r1. M will then query the unsigncryption of

(e*, ey, o) for somed £ {0,1}. If the answer is different fronl, thene* is indeed an encryption ofu||rs,
and thusM will output Iencrypt -, (ms||75) and the relation? (defined above). Otherwiseyt will output
Iencryptp , (m1-pl|r1-5) and the same relatioR. Finally M aborts the game (stops simulating an IND-CCA
attacker against the generic construction).

O

C.2 Generalization to Arbitrary Reductions

Non malleable key generatorsWe define thenon malleability of a cryptosystem key generatoough the following
two games:

1. InGame Q we consider an algorithrR trying to break a cryptosysteifi, w.r.t. a public keyl".pk, in the sense
of NM-CPA (or OW-CCA) using an adversaty which solves a problem A, perfectly reducible to OW-CPA
breaking the cryptosysterh (w.r.t. I".pk). In this game,R lunches.A over his own challenge key'.pk and
some other parameters chosen freelyfiywe will denote byadvy(R*) the success probability 62 in such a
game, where the probability is taken over the random tapbsthfR and.A. We further defin@ucc$2m(A) =
maxy advg(R*) to be the success Bame 0of the best reductioR making the best possible use of the adversary
A. Note that the goal osame Ois to include all key-preserving reductiof®s from NM-CPA (or OW-CCA)
breaking the cryptosystem in question to solving a problemwlich is reducible to OW-CPA breaking the same
cryptosystem.

2. In Game 1, we consider the same entities asGame Q with the exception of providingR with, in addition
to .4, a OW-CPA oracle (i.e. a decryption oracle corresponding’tdhat he can query w.r.t. any public key
I'.pk’ # I'.pk, wherel".pk is the challenge public key d2. Similarly, we defineadv,(R) to be the success of
R in such a game, anglicc$2™e! (A) = maxg advo(R*) the success iGame 1of the reductiorR making the
best possible use of the adversatynd of the OW-CPA oracle.

Definition 7. A cryptosystent” is said to have a non malleable key generator if
A = maz 4|succ$?met (A)-succ$meC(A)| is negligible in the security parameter.

This definition informally means that a cryptosystem has ia malleable key generator if NM-CPA (or OW-CCA)
breaking it w.r.t. a keyk is no easier when given access to a decryption (OW-CPA) enagalt. any public key
pk’ # pk.

To generalize the impossibility results in Subsection &4 first need the following Lemma (similar to Lemma 6
of [41])

Lemma 3. Let.4 be an adversary solving a problem A, reducible to OW-CPAKirepa cryptosystenfi’, and letR

be an arbitrary reductiorR that NM-CPA (OW-CCA) breaks a cryptosystEngiven access tal. We havadv(R) <
Gamel

succmet(A)
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Proof. We will construct an algorithm\ that playsGame 1with respect to a perfect oracle fot and succeeds
in breaking the NM-CPA (OW-CCA) security df with the same success probability Bf. Algorithm M gets a
challenge w.r.t. a public keyk and launche® over the same challenge and the same public kéy.dhlls A on pk,
then M will call his own oracle forA. Otherwise, ifR calls.A onpk’ # pk, M will invoke his own decryption oracle
for pk’ (OW-CPA oracle) to answer the queries. In fact, by assumptiee problem A is reducible to OW-CPA solving
I'. Finally, whenR outputs the result td1, the latter will output the same result to his own challenger O

Theorem 1. If the cryptosystem underlying the StE or the CtEaS contitmshas a non malleable key generator and
is OW-CCA (NM-CPA) secure, then, there is no efficient redoathich reduces OW-CCA (NM-CPA) breaking the
cryptosystem to IND-CCA breaking the construction.

Proof. We first remark that the indistinguishability of constracis from the plain StE and CtEaS paradigms is per-
fectly reducible to OW-CPA breaking the cryptosystem uhdieg the construction.

Next, we note that the advantage of the meta-reductioim the proof of Lemma 1 (Lemma 2 ) is the same as the
advantage of any key-preserving reducti®meducing the indistinguishability of StE and CtEaS corwdians to the
NM-CPA (OW-CCA) security of its underlying cryptosystei For instance, this applies to the reduction making the
best use of an indistinguishabilit§ against the constructions. Therefore we have:

succ™(A) < min[succ(N M-CPA[I), succ(OW-CCA[I)]

wheresucc(NM-CPA[I']) (succ(OW-CCA[I)) is the success of breakidgin the NM-CPA (OW-CCA) sense.
Now, LetR be an arbitrary reduction from NM-CPA (OW-CCA) breaking gatosysteml”, with a non malleable
key generator, to IND-CCA breaking the (StE and CtEaS) cansbns (using the same cryptosystéh

adv(R) < succ®mel(A) < succm™O(A) + A
< succ(NM-CPA[I')(succ(OW-CCA[T])) + A

sinceA is negligible, then under the assumption/obeing NM-CPA (OW-CCA) secure, the advantaggdofs also
negligible. O

C.3 A breach in indistinguishability with homomorphic encryption

Definition 8 (Homomorphic encryption). A homomaorphic public encryption scheme
I = (I'keygen, I".encrypt, I".decrypt) has the following properties:

1. The message spagd and the ciphertext spaakare groups w.r.t. some binary operationgindo,. respectively.
2. Vm,m' € M, V(sk, pk) < I.keygen(1*) for some security parameter

Iencrypt,, (m * m’) = I'encrypt,, (m) o. I'.encrypt,, (m’).

Examples of homomorphic encryptions in the literaturetidel B GAMAL [24], BONEH-BOYEN-SHACHAM [8],
and RAILLIER [40]. All those schemes are IND-CPA secure.

Fact 1 The StE and the CtEaS paradigms cannotlead to IND-CCA seonstructions when used with homomaorphic
encryption.

Proof. Letmg, m, be the challenge messages the indistinguishability admers outputs to his challenger. We show
that the mentioned paradigms are prone to these simplé&saifabe underlying encryption scheme is homomorphic:

— StE paradigmLet I" and 3’ denote respectively the encryption and signature schesess as constituentst
will receive as a challenge signcryption a certain= I".encrypt(X.sign(my)), whereb € {0,1} and his task
is to guess correctly the usédTo solve his challenge4 will obtain another encryption, say,, of sign(my) by
multiplying u;, with an encryption of the identity element (of the messagesmfl"). According to Definition 6,
A can query, for unsigncryption and the answer to such a query is suffié@nA to conclude.
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— CtEaS paradigml.et I", >, andf2 denote respectively the encryption, signature, and comamit schemes used as
building blocks.A will get as a challenge signcryption a certain= [I".encrypt(my]|7), c = £2.commit(my||r), (¢)]
with b € {0, 1}. Similarly, A will compute a new signcyption ofi;, by multiplying the first field ofu, by an en-
cryption of the identity element (of the message spacéofA will then query this new signcryption to the
unsigncryption oracle, and the answer of the former is daffidor A to solve his challenge.

O

Remark 7.Note that the EtS paradigm is resilient to the previous ktsatce the adversary would need to compute a
valid digital signature on the newly computed encryptionisTis not plausible in the game described in Definition 6.

C.4 Proof of Theorem 1

Proof. Let. A be a ¢, ¢, ¢;)-EUF-CMA adversary against the above signcryption schemé/e build a ¢, ¢, ¢;)-EUF-
CMA adversary, safR, against the underlying signature scheme as follows.

setup and keygen. R gets the public keypkg of the signature scheme from his challenger. He generatéefithe
parameters of the KEM/DEM based encryption, nam@lysk, K.pk), and hands then along wiigkg to A as
settings for the target signcryption schesne

signcrypt. On a messager, A will generate a key: together with its encapsulatianusing XC.encap, then he will
query his own challenger for a digital signature @pn. Upon receipt of the result of such a query, sayR
will encrypt it in e usingk, and will hand(c, e) as a signcryption of. It is easy to see that such a simulation is
indistinguishable from that of the standard algorithm diésd in Definition 1.

Final output. When 4 outputs his forgeryc*, e*) on some message*, R will output D.decrypt,.(e*), where
k* = K.decapi o (c*), to his own challenger. In fact* is an encryption of a valid digital signature, ef||m*,
using the decapsulation ef. It remains to show thak never requested his challenger for a digital signature
on ¢*||m*. Suppose that this the case, i.e. there exist$ ah i < ¢s such thate*||m* = ¢;||m;. this means
thatm* = m;, since the encapsulations have the same bit-size, whidnachcts the fact thafc*, e*) is valid
existential forgery omn*.

O

Remark 8.The previous theorem shows that existential unforgegluifithe underlying digital signature scheme suf-
fices to ensure existential unforgeability of the resultingstruction. Actually, one can also show that this requéeet

on the digital signature guarantees also that no advesgainst the construction, can come up with a valid signcryp-
tion (¢, e) (cis the encapsulation used to generate the signcrypli@m a message: that has been queried before to
the signing oracle but wheraewas never used to generate answers (signcryptions) toghergption queries.

To prove this claim, we construct from such an adversary/gan EUF-CMA adversarf against the underlying
digital signature scheme, which runs in the same time andhesesame advantage &s In fact, R will simulate A’s
environment in the same way described in the proof of ThedreWhen.4 outputs his forgery* = (¢*,e*) on a
messagen; that has been previously queried to the signing oraRleecryptsu* in o*, which by definition forms
a valid digital signature on*||m;. Since by assumptioat was never used to generate signcryptions on the queried
messagesR never invoked his own challenger for a digital signature:tjim;. Therefore (o™, ¢*||m;) will form a
valid existential forgery on the underlying digital signet scheme.

C.5 Proof of Theorem 2

Proof. Let A be ¢, ¢, s, quv, u, 4ed, 4po)-IND-CCA attacker against the above signcryption schemehich uses
(t,€,qs)-EUF-CMA secure digital signature and an IND-OT secure DBEMWe build a ¢ + ¢s(qu + deds @pv)s € -
(1 — ¢")9uTeatav)-IND-CPA attackerR against the underlying KEM as follows.

keygen and setup. R gets the public keyC.pk of the KEM K from his challenger. Then, he chooses an appro-

priate IND-OT secure DEMD and a(t, €/, ¢s)-EUF-CMA secure signature scheme along with a key pair
(X.sk, X.pk).
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signcrypt and proveValidity queries On a message:;, R will proceed as the standard algorithm with the excep-
tion of maintaining in a list, say, the queried message; and the resulting signcryption;, in addition to the
intermediate values used to produce this signcryptionttie produced encapsulation the corresponding de-
capsulatiork;, the input nonce; to the encapsulation algorithm, and finally the digital sigmes; on¢;||m;. To
verify such a generated signcryptidR,will run the standargroveValidity algorithm. This simulation is clearly
indistinguishable from the standard algorithm.

unsigncrypt queries To unsignerypii; = (¢, e;), R will look up the list£ for a record containing the encapsulation
¢;. If such a record exists, theR will use the corresponding key, say, to decrypt the query and recover the
digital signature and the message then output the last item, otherwise he will outdut
This simulation departs from the real algorithm whenis a valid signcryption on some messageg, andR
outputs L. Two cases, eithet; has never been queried to the signcryption oracle, or na.fifst case would
correspond to an existential forgery ey and thus to an existential forgery on the underlying digitgnature
scheme by virtue of Theorem 1. The second case would comdspoan existential forgery on the underlying
signature scheme according to Remark 8. Hence, the prdigah#t both scenarios do not happen is at least
(1 — ') because the underlying digital signature schenté i, ¢;)-EUF-CMA secure by assumption.

{confirm,deny} queries For a verification query;; = (c;, e;) on a message:;, R will proceed as above (in the
unsigncryption queries); he will look up the ligt for a record containing;, if found, R will prove in ZK the
validity of the signcryption ofu; w.r.t. m; using the last field of the record, i.e. the input to the enalgtieon
algorithm used to produag. Otherwise;R will simulate thedeny protocol. This proof is possible to issue since
the protocol in question is ZK and thus simulatable usingahygular rewinding technique.
This simulation differs from the real algorithm whé&hissues theleny protocol whery; is a valid signcryption
on the message:;. Two cases, either; has not been queried for signcryption in which cgsg m;) forms an
existential forgery onrc, or m; has been queried before htjtwas never used to generate signcryptions, which
corresponds to an existential forgery on the underlyingatigre scheme according to Remark 8. Both scenarios
do not occur with probabilities at least — €)%

queries R will proceed as in &confirm, deny} queries with the exception of issuing the correspondingalig
signature instead of theonfirm protocol, andl instead of thedeny protocol. This simulation is correct with
probability at leas{1 — ¢’)%».

Challenge At some pointA will output two messagesy, andm;. R will use his challengéc, k) to produce a
digital signaturer;, onm,, for b il {0,1} (chosen byR). Finally, he will produce an encryptian ono;, usingk,
and outputg: = (c, ep) as a challenge signcryption t#. Note that the challenge, k) is computed as follows; if

someb’ <& {0,1} is 1, thenk is the decapsulation ef otherwisek is a string chosen uniformly at random from
the key space. Thus, K is the decapsulation ef (b’ = 1), theny is a valid signcryption omn,,. Otherwise, it is
not a valid signcryption on either messages.

If the advantage afl is non-negligibly different from the advantage of an iniigtiishability adversary in a real
attack, i.e.A responds withl — b with high probability wherk is not the decapsulation ef(to denote thaf:

is not a signcryption ofny), then.A can be easily turned into an attacker against the IND-OTrégquoperty

of the DEM underlying the construction. In fact, whehhands the messages,, m; to R (adversary against
the IND-OT property of the DEM), this latter produces a gairc) = K.encap() consisting of a key and of its
encapsulation, and then gives)||X.sign(mo||c) andm; || X.sign(m. ||c) as challenge messages to his IND-OT

challenger. Upon receipt of the challenge encryptiofin, || X.sign(m;||c) for someb %il {0, 1}, R will forward
(¢, e) to A. When this latter answers with, thenR will respond withl — b’.

To sum up, under the IND-OT assumption of the DEM underlyimgdonstruction, the challenges compatible
with the indistinguishability game described in 6.

Post challenge phasBuring this phased continues to issuggncrypt, proveValidity, unsigncrypt, {confirm, deny},
andpublicVerify queries, anék continues to handle them as described previously. Notértltlais phaseA might
request the unsigncryption or confirmation/denial of asigption which comprise in its first field; in this cas&k
will respond with_L in case of an unsigncryption and will simulate the deniat@ecol in case of g confirm, deny}
query.

Again the probability that this simulation is correct is @ast(1 — ¢’)%dTuTdpv,

Final output When A outputs his guesk,, R will output b, = 1 to his own IND-CPA challenger i = b, and0

otherwise.
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The advantage ofl is defined by

€ =

1
Pr(b, = bt = 1) — 5‘ .

1

1
Adv(R) = (1 — ¢')%eatdu |[Pr(b, = b') — 5‘ = (1 = ¢)%atu |Pr(b,. = 0,0’ = 0) + Pr(b, = 1,0’ = 1) — 5’
1
= (1 — ¢)tvtaeatqu |Pr(h. = 0|) = 0) Pr(b = 0) + Pr(b, = 1|b' = 1) Pr(b/ = 1) — 5‘
(1— El)qpu+ch+qu
= 5 [Pr(by, # bjb" = 0) + Pr(b, = 0|’ =1) — 1]
B (1— El)qpu+ch+qu o 1
= 5 Pr(b, = b’ =1) 5
6(1 — 6/)‘1pv+QCd+Qu
B 2
O

Remark 9.In the theorem above, we considered a statistically IND-GAMD In case it is(¢, ep)-IND-OT secure,
then the advantage & will be:

1
Adv(R) = 5(6 +ep)(1 — € )toTautiea

since\Pr(ba £bb =0) — %\ corresponds to the advantage of the IND-OT attacker agdiaSDEM underlying
the construction, as explained above.

C.6 Proof of Theorem 3

Proof. Let A be a ¢, €, ¢;)-EUF-CMA attacker against the CtEaS construction whidgsugt, €;,) binding commit-
ment. We construct &, ¢, ¢;)-EUF-CMA against the construction as follows.

setup and keygen R gets the public kepkg of the signature scheme from his challenger, then gendtatber the
key pair of the encryption scheme (corresponding to the layqf the receiver)skg, pkg), and finally hands
those entities tod.

signcrypt. On a message:, A will proceed as the standard algorithm except when it comggnerating the digital
signature on the commitmentand the encryptior; he will then solicit his own challenger for a signature on
(e, ¢). Itis easy to see that this simulation is indistinguishdiwen that of the standard algorithm.

Final output. Eventually,4 outputs his forgerye*, ¢*, 0*) on some message* that was never queried before for
signature. By constructiom;* is a valid digital signature ofe*, ¢*). It will form an existential forgery on the
digital signature scheme {&*, ¢*) was never queried before By for a digital signature. Suppose there exists
1 < < g5 such thate*, ¢*) = (e, ¢;) where(e;, ¢;, 0;) was the output signcryption on the query. Since the
encryptions:; are exactlys-bit strings by assumption, equality of the strir(@$, ¢*) and(e;, ¢;) implies equality
of their suffixes (that start at thig: + 1)-st position), namely* andc;. The probability that this caseX( = ¢;
given thatm,; # m*) does not occur is at mogt — ¢;)?= since the commitment g, ;) binding. ThusR returns
(c*,e*||c*) as a valid existential forgery against the digital signaiarquestion.
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C.7 Proof of Theorem 4

Proof. [setup and keygen]. The reductiorR gets the public kepk  of the encryption scheme it is trying to attack,
and generates the parameters for the remaining consstussimnely the key paifsks, pkg) for the signature
schemes and the public parameters for the commitment scheme

[signcrypt and proveValidity queries]. R proceeds as the standard algorithm with the exception giikgén a listL
the queried message, the answers, and the intermediats\(adundom nonces used to commit to the signcrypted
message, along with the randomness used to create theypéinas) used to produce the signcryption.

[unsigncrypt queries]. For an unsigncryption quer;, ¢;, o;), R will output L if e; does not appear in any record
of the list £, and the corresponding message otherwise.
This simulation departs from the standard onRibutputs.L for a valid query. If the message; underlying the
query was never asked to the signcryption oracle, then #se would correspond to a valid existential forgery
on the signcryption scheme.f; was queried before an@;, ¢;, o;) is the corresponding answer € ), then
(ej,¢;) # (ei,c;) ase; # e; and thee,’s are by construction exactly-bit strings. The query would then lead to
a valid existential forgeryo;, (e;, ¢;)) on the underlying signature scheme.
Therefore, the provided simulation is indistinguishalerf the execution of the standard algorithm with proba-
bility at least(1 — €")9=.

[{confirm, deny}] For a query(e;, ¢;, o;), R will simulate the denial protocol i¢; does not appear in any record of
the list£, and will execute the confirmation protocol otherwiRecan provide a simulation afeny since the latter
is ZK by assumption and thus simulatatie can further execute thenfirm protocol thanks to the intermediate
values (the nonces used to produce the encryptipkept in the listL.
This simulation deviates from the standard execution oatgerithm with probability at mostl — €)%< for the
same reasons explained earlier (in the simulation of ucsjgrtion queries).

[publicVerify] For a query(e;, ¢;, 0;), R will output L if e; does not appear in any record of the listand will output
the decryption ot; otherwise.
Again, this simulation deviates from the standard exeoutiothe algorithm with probability at mogt — ¢’)%v
for the same reasons explained earlier.

[Challenge phase]Eventually,.A outputs two challenge messages, m;. R will chooseb £ {0,1} and then
produce a bit strings and handsn{ = (0,0) andm} = (ms,r) to his own challenger. He gets as a challenge

challengeey, encryption ofm},, for somebt/ £ {0,1} . He will then produce a commitmeng of (my,r), and
finally generate a signatueg on (eyr, ¢;). The challenge signcryption outputtbis the triplex = (ey, cp, o).

If o' =1, then(ey, ¢y, o) is a valid signcryption ofn;, otherwise it is not a valid signcryption on neitheg nor
mi—p. If A’s advantage is non-negligibly different from that of anisishguishability adversary in a real attack,
i.e. A answerd — b with high probability wherd’ = 0, then.A can be turned into an adversary against the hiding
property of the underlying commitment scheme as followseWH gives the challenge messages, m, to R,

this latter will pass them to his challenger and will receaveommitment;, = commit(ms, ) on the message

my, for someb <& {0,1} and some random noneeR will computee;,, = encrypt(0,0). Finally R produces a
digital signature om;, on (e, ¢p), and gives the triplée,, s, 03). If A answerd — b with high probability, then
A will output b to his own challenger.

To some up, provided the used commitment is hiding, the ehg# signcryptiorie, , ¢y, 03,) is compatible with
the standard indistinguishability game.

[Post challenge phase}A continue to issue queries T who will handle them as previously. Note that from now on,
the adversary may ask the unsigncryption/confirmationaeh (e, , c;,, —) # p. The probability that this query
is invalid is at leas{1 — ¢')%:a 9.+ since the underlying signature schemétis’, ¢, )-SEUF-CMA secure.

[Final output] Eventually,A outputs a bith,. If b, = b, then’R outputsb, = 1 to his challenger, otherwise he
answersg, = 0.

The advantage ofl is given by

¢ = Prlb, = b = 1].

Similarly, the advantage &® is computed as:
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1

Adv(R) = (1 — ¢ )edtautan Pr(b, = 0,' = 0) + Pr(b, = 1,H/ = 1) — 5

Pr(br = bl) — %’ = (1 — 6’)ch+‘1u+‘]pu

1
= (1 — ¢)9ea Tt |Pr(ph,. = 0|p = 0) Pr(b = 0) + Pr(b, = 1| = 1)Pr(t/ =1) — 5’
1 — ¢ )9catqutdpo 1 1
:( 6) ’ Pr(ba#b|b':0)———|—Pr(ba:b|b/:1)——
2 2 2
1— 6/ qed+qutdpu
= ( ) 5 |€h + €|
(e 4 €n)(1 — € )Tt autap

2

D Efficient Verifiable Signcryption from the EtS Paradigm

D.1 Proof of Theorem 5

Proof. The adversarfR against the signature underlying the construction willthetparameters of the target digital
signature from his challenger. Then, he generates the gaeasrfor the encryption scheme. For a signcryption query
on messagen;, R computes an encryptian of m;, then requests his challenger for a signatureo.et o; be the
answer of such a querR will then output(e;, o;).

Eventually, the adversany against the signcryption construction will output a fosgér*, o*) on a message:*,
that was never queried before: is by definition a digital signature ait. The last item was never queried Byfor
digital signature, since otherwise* would have been queried before. We conclude thato™*) is a valid forgery on
the digital signature scheme. O

D.2 Proof of Theorem 6

Proof. The IND-CPA adversarR against the encryption scheme gets the parameters fronmnaileeger, and gen-
erates the parameters for@ae¢’, ¢;)-SEUF-CMA secure digital signature . For a signcryptionrguen m;, R will
proceed as in the real algorithm, with the exception of naéing a listL of records that consists of the query, its
encryption, the randomness used to produce the encrypatimhfinally the digital signature on the encryption. For
a verification queryR will proceed as in the standapdoveValidity protocol . And finally, for an unsigncryption, a
confirmation/denial, or a public verification quef;, o;), R will look up the list £ (after checking the validity of
the signaturer;, on the message;); if e; appears in the list as a used encryption, tiRewill answer with the cor-
responding message in case of an unsigncryption queryissile a NIZK proof of the correctness of the decryption
(using the randomness used to genesgten case of a public verification query, and will execute¢befirm protocol
(using the randomness applied to generate the encryptiargse of a confirmation/denial query. OtherwiRewill
issue_L in case of an unsigncryption or public verification queryd avill simulate thedeny protocol in case of a
confirmation/denial query.
This simulation departs from the real one when the querigdcsyption(e;, o;) is valid onm; howevere; is not in
the list £. We distinguish two cases, either the message in questiowas not queried before for signcryption, in
which case such a query would correspond to a valid existebtigery on the construction, and thus on the underling
signature scheme. Or, the queried signcryption is on a mpedsat has been queried before, which corresponds to
an existential forgery on the underlying signhature schefirece the signature scheme underlying the construction is
(t, €, qs)-SEUF-CMA secure, this scenario does not happen with piitityedit least(1 — ')« 9catdey,

Eventually,4 produces two messages), m;. R will forward the same messages to his challenger and obtain a

ciphertexte, encryption ofm; for someb ia {0,1}. R will produce a digital signature on e and give the result in
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addition toe to A as a challenge signcryption. It is easy to see fiatanswer is sufficient foR to conclude. Note

that after the challenge phas#is allowed to make the previous queries &dan handle them as previously. There

is however the possibility ford of issuing an unsigncryption query of the tyfe —) # (¢, o) (confirmation/denial

or public verification query oric, —) # (c¢,o) andmy). R will respond to such a query by issuing thesymbol

(denial protocol). The probability that this answer does dgifer from the output of the real algorithm is at least

(1—¢")9uTeat9v gs the signature scheme underlying the constructignds ¢5)-SEUF-CMA secure by assumption.
O

D.3 Proof of Theorem 9

Proof. The adversarR against the signature underlying the construction willggexd as the real algorithm with the
exception of requesting his challenger when it comes to atimg the digital signature on the ciphertexts.
Eventually, the unforgeability adversai against the signcryption construction will output a fosgés*, o*)
on a messagen*, that was never queried before for signcryption w.r.t. Brget receiver's kepky. Sinces* is by
definition a digital signature oet||pk?%, then the latter item was never queried®yor digital signature. We conclude
that(c*||pk},, o*) is a valid forgery on the digital signature scheme. O

D.4 Proof of Theorem 10

Proof. Let R be the IND-sTag-CCA attacker against the tag-based enoryptheme. Oncel generates the target
sender’s key pair, nameligk¥, pky), he forwardsky to his challenger as the selective tag committed to. He gets a
a response the public ke, (of the encryption scheme) which he sets as the target mtepublic key.

Queries w.r.t. the sender’s ke are answered as in 6. The probability that such a simulatiiers from the
standard execution of the algorithms/protocols is at I€ast ¢’) %« T4edTdpv,

Signcryption and verification queries w.r.t. a sender’s gy # pks are answered as in the standard algo-
rithm/protocol. The remaining queries are perfectly haddlisingR’s challenger since the tag in question, i.e.
pkg, is different frompk’s. Such a simulation is clearly indistinguishable from thenstard execution of the algo-
rithm/protocols in question.

The challenge phase is similar to that in the proof of Thed®eand finally the post-challenge phase is simulated
like the pre-challenge one.

The response afl to the challenge is sufficient fa€ to conclude. O

D.5 Instantiation with Kitlz' tag-based encryption

Setup Choose a bilinear grouffz, -) generated by with prime orderd.
Key generation Chooser, x2, x3, T4 il Zq then computeX; + g, for1l <i < 4,
Encryption For a message: € G and atag € Zq:
choosery, ra il Z4q,
set the ciphertext tY1, Yo, Y3, Ya, Ys) < (X7*, X352, (¢ X3)™, (9" X4)"2,m - g™ 772).
Decryption Given a ciphertextY1, Y2, Y3, Y4, Y5) and a tag:
check that(Ys, Vi) = (v to2)/ ”uy%“ﬂ‘*)/ v2)

0D
if so then outputn = Y5 /(Y;"* Y, ), otherwise abort

Fig. 3. Kiltz’ tag-based encryption scheme

Fact 2 Letc be an encryption of some messagausing Kiltz' tag-based encryption scheme under tagr.t. some
public keypk. Let furtherm’ be an arbitrary message different fram . There exists efficient proofs for:
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— proving knowledge that: is the decryption of w.r.t. pk under tagt, where the private input of the prover is either
the private key corresponding ti, or the randomness used to create

— proving thatm' is not the decryption of w.r.t. pk under tagt, where the private input of the prover is the private
key corresponding tpk.

— proving knowledge of the decryption@W.r.t. pk under tagt, namely the message, where the private input of
the prover is the randomness used to create

Proof. We parsec as (Y1, Ys, Y5, Yy, Y5). Note that checking the consistency of the cipheriexin be publicly
achieved. In fact, as we work in a bilinear group, anyone tetk the equality of the discrete logarithmsgin base
X;, and ofY; in baseg’ X ;, where(s, j) € {(1,3,(2,4)}.

— To prove thatm is the decryption of;, one needs to prove the equality of the discrete logaritht¥pfn base
g and ofe(X1,Ys) in basee(Ysm ™!, X1)e(g, Y1)~ !, wheree is the pairing underlying the group. We refer to
[15] for the proof of equality of two discrete logarithmsidtobvious that the private input of the prover in such a
proof is the private key of the scheme. If the prover holdy dné randomness used to creatéhen proving that
m is the decryption of comes to a proof of discrete logarithm formula [11], i.e. diserete logarithm o¥sm !
in basey is the sum of the discrete logarithmsjfin baseX;, i € {1, 2}.

— To prove thatn' isn’t the decryption of:, one needs to prove the inequality of of the discrete lolgariof X,
in baseg and ofe( X1, YY) in basee(Ysm ™1, X1)e(g, Y1) ™! (e is always the pairing underlying). See [14] for
details of such a proof.

— Finally, we provide the proof of knowledge of the decryptiohc in Figure 4. This proof departs from that
described in Figure 1 only in the use of tags.

ProverP Verifier V

Choosen’ <& G
Computec’ = Kiltz.encryptyg, . (m’, t)

= (Xlél ) X527 (th3)Slv (th4)S27 m- gSI+S2)

Cl

b

Chooseb <X {0,1}* (b € N)

z=m'-m°

PoK{c" - ¢” = Kiltz.encryptyj, o (z, 1) }

Accept if PoK is valid

Fig. 4. Proof system for membership to the langudge : ¢ = Kiltz.encryptyy, (m,t)} Common input: (c, Kiltz.pk) and
Private input: m and randomness used to produce

E The EtStE Paradigm

E.1 Proof of Theorem 11

Proof. Let A be a (, ¢, gs)-EUF-CMA adversary against the above constructiont.A, ¢s)-EUF-CMA adversaryR
against the underlying signature scheme, Saproceeds as follows.

After R gets the parameters &f from his challenger, he will choose two suitable encrypgohemes conforming
with the specifications of the construction, and will hand Key pairs of these schemes along with the public key
of X to A. Signcyption queries made hy are answered usin®’s challenger (when it comes to producing the
digital signature on encapsulation and the encryption eftiessage in question). Eventuallyoutputs his forgery
w* = (ut, 15, 15, i) on a messagen*. Let s* be the decryption ofu, u3); by construction(s*, 1}) is a valid
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digital signature onu}||pt. Sincem* was never queried before, th@&never requested his challenger for a digital
signature on a string whose suffix (starting at theX) position) isu}. Thus(s*, u}) along withu3|| ut forms a valid
EUF-CMA forgery onX.. O

Remark 10.Remark 8 applies also here for this paradigm. In fact, suppitet an adversary is able to produce a
valid signcryptioru* = (13, 13, 15, 1) on a message: which has been queried before, but where the encapsulation
w5 was never used to answgl's signcryption queries. Let further be the decryption ofyu3, 13). Then(s*, uj)
along withp3||©r forms a valid EUF-CMA forgery or asR never invoked his challenger for a digital signature on
a string whosex-prefix is 3.

E.2 Proof of Theorem 12

Proof. The IND-CPA adversarR against the KEM gets the public key of the KEM from his chajjenand generates
key pairs of the remaining constituents that comply with $pecifications of the construction. He then hands the
public parameters/keys td, the IND-CCA adversary against the signcryption scheme.

For signcryption/public verification querieR, will proceed as the standard algorithm with the exceptiokeafp-
ing in a list£ the used encapsulations, the corresponding keys, andrttiemmacoins used to produce these quantities.
Verification queries are answered as usual using the inthateevalues used to create the signcryption. For unsign-
cryption queries i, o, ps, pa), R will look up £ for e, if it is found in the list, then he proceeds as the standard
algorithm using the decapsulation @f, otherwise he outputs. Similarly, for confirm/deny queriedy will look up
L, if the second component of the presumed signcryption appreshe list, theriR proceeds as the standard protocol
using the corresponding key, otherwise he will simulateddre algorithm.

The provided simulation deviates from the standard exeoudf the indistinguishability game wheR outputs
L or simulates theleny algorithm for a valid signcryptiom. Two cases manifest, either the message in question has
not been queried for signcryption in which caséorms a valid forgery on the construction, or the messagéban
gueried but the encapsulation (second componemd) afas never used to answer signcryption queries. According
to Remark 10, this case corresponds to an EUF-CMA forgenheruhderlying signature scheme. Thus, the above
simulation is indistinguishable from the standard exexutf the indistinguishability game with probability at &ta
(1 — ¢')9uTeatae since the used signature scheméis’, ¢;)-EUF-CMA.

Eventually,4 outputs two challenge messages, m1. R will encrypt, ine;, the messagen,, for b il {0,1}.
Next, he produces a signature s) onc||e, where(c, k) is his challenge. FinallyR encryptss in ep usingk, and out-
putsu = (ep, ¢, ep, ) @s a challenge signcryption. Since the used encryptions@®A secure by assumption, then
information aboutn; can be only leaked frorfx, ep, 7). If k is the decapsulation ef theny is a valid signcryption
of m;, otherwise it is not a valid signcryption on either messagés rest of the proof follows as in that of Theorem
2. Note that after the challenge phagecan ask for unsigncryption, confirmation/denial, and pubdrification any
signcryption that is different from; the strong unforgeability of the underlying signatureesole is not needed in this
phase becausd does not have in clear the signatires). As a result,R will break the IND-CPA security of the

KEM underlying the construction with probability at Ieééw, O

E.3 The classS of used signature schemes

Definition 9. S is the set of all digital signatures for which there existsairpf efficient algorithmsconvert and
retrieve, whereconvert inputs a public keyk, a messagen, and a valid signaturer on m (according topk) and
outputs the paifs, r) such that:

1. rreveals no information about nor aboutpk, i.e. there exists an algoritheimulate such that for every public key
pk from the key space and for every messageom the message space, the outpuiulate(pk, m) is statistically
indistinguishable from:.

2. there exists an algorithraompute that on the inputpk, the message: and », computes a description of an
injectiveone-way functiory : (G, x) — (H, o,):

— where(G, x) is a group andH! is a set equipped with the binary operation,
- VS, 8 e€G: f(S*xS5") = f(S)os f(S).
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and an! € H, such thatf(s) = I.

andretrieve is an algorithm that inputgk, m and the correctly converted pa(s, ) and retrieves the signatureon
m.

This class encompasses most signature schemes descrithedliterature, e.g. [5,44,26,9,42,19,12,13,7,50,
49].

Proving knowledge of the decryption of the ciphertéxtep) (produced usingkC, D)), and that this decryption
forms, along with some, a valid/invalid digital signature on a known string, séy, can be accomplished as follows:

ReceiverR Verifier V
Compute! as defined in Definition 9 Computel as defined in Definition 9

Chooses’ & G
Computet; = f(s')

Computets = {KC, D}.encrypty . (s")
Chooseb < {0,1}¢ (b € N)

PoK{z = {K, D} .decryptx 4 (t2 oc (e, 5%)")}
Accept if the proofPoK is valid and,
f(z) =t1 05 1% in case of confirmation,
f(z) # t1 os I” in case of denial.

Fig. 5. Proof system for membership to the language:, ep): 3s : s = {K,D}.decrypt(c,ep) A X.proveValidity(retrieve(s, r),clle) = (#)1}
Common input: (e, ¢, ep, r, X.pk, K.pk) andPrivate input: K.sk or randomness encryptingin (c, ep)
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