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Abstract. Camellia is one of the most worldwide used block ciphers, which has been selected as
a standard by ISO/IEC. In this paper, we propose several new 7-round impossible differentials of
Camellia with 2 FL/F L~ layers, which turn out to be the first 7-round impossible differentials
with 2 FL/FL~! layers. Combined with some basic techniques including the early abort approach
and the key schedule consideration, we achieve the impossible differential attacks on 11-round
Camellia-128, 11-round Camellia-192, 12-round Camellia-192; and 14-round Camellia-256, and the
time complexity are 2123-¢ 21217 91714 4nq 22382 yegpectively. As far as we know, these are the
best results against the reduced-round variants of Camellia. Especially, we give the first attack on
11-round Camellia-128 reduced version with FL/FL™! layers.
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1 Introduction

Camellia is a 128-bit block cipher jointly developed by NTT and Mitsubishi in 2000, and supports
128-, 192-, and 256-bit key lengths [1]. It was adopted by cryptographic evaluation projects such
as CRYPTREC [5] and NESSIE [22], as well as the standardization activities at IETF [23]. Then
it was accepted by ISO/IEC [9] as an international standard.

Camellia has a Feistel structure with F'L/FL~! layers inserted every 6 rounds. The FL/FL~!
functions are keyed linear functions which are designed to provide non-regularity across rounds
and destroy the differential property [1]. As one of the most widely used block cipher, Camel-
lia has attracted a significant amount of attention of the cryptology researchers. The security
of Camellia against various attacks are discussed in many papers, such as linear and differen-
tial cryptanalysis [24], higher order differential cryptanalysis [7,11], truncated differential attack
[5,10,14,25], impossible differential cryptanalysis [4,16,17,18,20,21,25,26], collision attack [15,27],
square attack [8,15,28], square like attack [6] et.al. Among these methods, the impossible differ-
ential attack [3,12] is the most efficient.

In recent years, there are a number of results on simple versions of Camellia which ex-
clude the FL/FL™" layers. In [4], the authors present the first 6-round impossible differentials
with FL/FL™! functions, and give the impossible differential attacks on Camellia-192/-256
with FL/FL~! functions. Then some 7-round impossible differentials with F'L/FL~! functions
are introduced in [16,17]. In this paper, we propose some new 7-round impossible differentials
including 2 FL/FL™! layers, which are the first 7-round impossible differentials including 2
FL/FL! layers. Due to our new 7-round impossible differentials including one more FL/FL™~1
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layer than all of those impossible differentials above, using our new impossible differentials could
achieve better attacks. Combined with the early abort approach [19] and the key schedule con-
siderations, we first present the attack on 11-round Camellia-128, which requires 2'2%-5 chosen
plaintexts and 21236 11-round encryptions. Then we give attacks on 11-round Camellia-192, 12-
round Camellia-192, and 14-round Camellia-256, and the time complexity are 21217, 21714 and
22382 respectively.

The rest of this paper is organized as follows. We give some notations and briefly describe
the block cipher Camellia in Section 2. Some properties of Camellia and 7-round impossible
differentials with 2 FL/FL~! layers are given in Section 3. Section 4 presents the impossible
differential attacks on reduced-round Camellia with F'L/FL~! layers. Finally, we conclude the
paper in Section 5.

2 Preliminaries

2.1 Notations

In this paper, we will use the following notations:
L,_y, L] _ : the left 64-bit half of the r-th round input,

R,._1, R _; : the right 64-bit half of the r-th round input,

AS, : the output difference of the S-box layer of the r-th round
K, : the subkey used in the r-th round

X : the [-th byte of a 64-bit word X (I =1,...,8)

Y : the i-th bit of a bit string Y (1 < ¢ < 128)

x|y : the concatenation of x and y

T <K : the left rotation of = by ¢ bits

@, N, U : bitwise exclusive-OR(XOR), AND, OR

2.2 Description of Camellia

Camellia [1] is a 128-bit block cipher with Feistel structure. It has 18 rounds for 128-bit key and
24 rounds for 192-/256-bit key. We give the encryption procedure of Camellia-128 as follows, see
Fig. 1.

Encryption Procedure. First a 128-bit plaintext M is XORed with subkeys KW ||KW5 and
separated into two 64-bit intermediate values Ly and Ry : Lo||Ry = M & (KW1| KW5s). Then
the following operations are performed from r = 1 to 18, except for r = 6 and 12:

LT’ = Rr—l @ F(Lr—lyKr)y RT’ - LT—17
for r = 6 and 12, do the following:

L; = Rr—l S F(Lr—lyKr)a R;’ = LT—17
Ly = FL(L,,KLy3_1), Ry=FL (R, KLys).
Finally the 128-bit ciphertext C' is calculated as: C = (Rys||L1s) & (KW3||KWy).
F' is the round function defined below:
F:GF(2)% x GF(2)% — GF(2)*
(X,K,)— Z=PS(XeaK,)),
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Fig. 1. Encryption procedure of Camellia-128

where S and P are defined as follows:

S (GF(2)°)° — (GF(2)%)
(1,22, ..., 28) — (Y1,Y2,- -, Ys),
y1 = S1(w1), y2 = Sa(x2), y3 = S3(x3), ya = Sa(x4),
ys = Sa(w5), ye = S3(ws), yr = Sa(x7), ys = Si(xs),

here S, 59,53 and Sy are the 8 x 8 S-boxes.

P:(GF(2)%)® — (GF(2)*)®
(y1,Y2,---,9s) — (21,22,...,28),
2N1=Y1DY3DYs DY DY7r DYs, 25 = Y1 D Y2 D Y6 © Y7 D ys,
2=Y1 DY DCYsDYs DYrDYs, 26 = Y2 D Y3 D Ys D yr D ys,
B=Y1 DY DYsDYs DYe DYs, 27 = Y3 D Y4 D Ys D Yo D Ys,
24=Y2DY3DYsDYs DYe DYr, 28 = Y1 D Y4 D Ys D Yo D y7-

The inverse of P is as follows:

P~1 i (GF(2)%)° — (GF(2)°)°

(21,22, ..., 28) — (Y1,Y2, - - -, Us)s
Y1 =22D23D2aD2e D27 D2, Ys = 21 D 22D 25 D2y Dz,
Yo =21 D23 D2aD 25 D2y D2y, Yo = 22D 23D 25 D 26 D 23,
Y3 =21 D 2D 24D 25D 26 D2g, Y7 = 23D 24 © 25 D 26 D 27,
Ys =21 D 2D 23D 25D 2 D27, Ys = 21 D 24 D 26 D 27 D 23.
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FL is defined below:

FL:GF(2)% x GF(2)% — GF(2)%
(XL Xg, KLL||KLR) — (YL|[YR),
Yr = ((XL ﬁKLL) <<<1) e Xg, Y = (YR U KLR) ® Xy,.

FL™! is the inverse of FL, and all of them are linear as long as the keys are fixed [2].

Similarly to Camellia-128, Camellia-192/-256 have 24-round Feistel structure with FL/FL™*
layers inserted after 6, 12, 18 rounds. Before the first round and after the last round, there are
pre- and post-whitening layers which use bitwise exclusive-or operations with 128-bit subkeys,
respectively.

Key Schedule. Two 128-bit variables K4 and Kp are generated from the main key K =
K| Kg. For Camellia-128, K, is the 128-bit K, and Kp is 0. For Camellia-192, K, is the left
128-bit of K, and the concatenation of the right 64-bit of K and its complement is used as Kg.
For Camellia-256, K7, is the left 128-bit of K, and Kg is the right 128-bit of K. All of the subkeys
are derived from rotating Ky, Kr, K4 or Kp, and Kp is only used in Camellia-192/-256. For
details of Camellia, we refer to [1].

3 New 7-round Impossible Differentials of Camellia with 2 FL/FL™! layers

In this section, we give some useful properties of Camellia, and then present several new 7-round
impossible differentials.

Property 1 (from [13]) Let z, 2/, k be 32-bit values, and Az = x @ 2’, then the differential
properties of AND and OR operations are:

(xnk)ye @' Nnk)=(@xo2)Nk=ArNk,
(zUk)D (@ Uk)=(@@dkd(@nk)e (@ ke (' Nk) = Az (AzNk).

Property 2 For FL™! function, if the input difference is AY = (a,0,0,0,0,0,0,0), where
a is a non-zero byte whose most significant bit is 0, then the output difference is AX =
(a,0,0,0,A4,0,0,0), where A is an unknown byte.

Proof. By Property 1, apparently we can get the output difference below (note that the most
significant bit of a is 0):

AXp =X, 0 Xy = (YL ® (YRUKLR)) ® (Y] ® (Y4 UKLR))
=AY, ® AYg ® (AYR N KLR) = AYL = (a,0,0,0),

AXp=Xpr® Xp=((X,NKLL) 1) ®YRr)® (X, NKLL) 1) ®Y})
=AYr® (AXp;NKLp) k1) = (4,0,0,0).

here Y and X are the 64-bit input value and output value of FL™! function, and KL is the
64-bit subkey used in FL~! function, and A is an unknown byte. O

Property 3 (from [16]) For FL™" function, if the output difference is AX = (0,0,0,0,b,0,0,0),
where b is a non-zero byte, then the input difference should satisfy the form AY = (B,0,0,0,b,0,
0,0), where B is an unknown byte.
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Impossible Differential. We now demonstrate that the 7-round differential

((0,0,0,0,0,0,0,0); (a,0,0,0,0,0,0,0)) L ((0,0,0,0,b,0,0,0); (0,0,0,0,0,0,0,0))

is impossible, where a is a non-zero byte whose most significant bit is 0, and b is an arbitrary
non-zero byte, see Fig. 2.

(0,0,0,0,0,0,0,0)
FL

(a,0,0,0,0,0,0,0)
FL!

(0,0,0,0.0,0,0,0) Bl @ 000A000
—— = »AS=(c,0,0,0,C,0,0,0)
(a,0,0,0,4,0,0,0)—KSH{p o
——— > AS=(C],02,03,04,05,C(,,C7,C8)
P(¢,0,0,0,C,0,0,0) P
__—~=>AS=(c ®D,0,0,0,C ©d,0,0,0)
P(c1,62,3,€4,C5,C6,C7, e D R =Pt e :
el ] P
KS P P . (C] ,C2,C3,C4,C5,C'6,C7,Cg) l
¢s) ©(a,0,0,0,4,0,0,0) N =2 — ®(a,0,0,0,4,0,0,0)=(?, :
: 030505?507050) :>P(C1,C2, l
P(D,0,0,0,d,0,0,0) KS D | 3,€4,C5,C6,C7,¢8)=(2,0,0, ¢
- E 109?70:070)—;’6‘1:0!
- — | contradiction! i
B,0,0,0,5,0,0,0 KS P p T T
( ) ESICLR AS=(D,0,0,0,d,0,0,0)
(0,0,0,0,0,0,0,0 B,0,0,0,5,0,0,0)
FL
(00,00,0000)Ks|—[p} @ POOH000
(0,0,0,0,6,0,0,0) (0,0,0,0,0,0,0,0)

Fig. 2. 7-round impossible differential with 2 FL/FL~! layers

By Property 2, the input difference of the first round is ((0, 0, 0,0, 0, 0,0, 0); (a,0,0,0, 4,0,0,0)),
and then the output differences of the second and third round are

(P(Cv 070707 0707070); (CL,0,0,0,A, 07070)) and

(P(c1,¢2,c3,c4,C5,06,c7,08) D (a,0,0,0,A4,0,0,0); P(c0,0,0,C,0,0,0)),

where (¢,0,0,0,C,0,0,0) is evolved from (a,0,0,0, A,0,0,0) after key-addition layer and S-box
layer, (c1, co, ¢3, ¢4, ¢35, Cg, €7, c8) is evolved from P(c,0,0,0,C,0,0,0) (note that P(c,0,0,0,C,0,0,
0) = (c,ce® Cye® C,C,c,C,Coe ® C)), ¢, c1, c5 are unknown non-zero bytes, and C, ¢;(i =
2,3,4,6,7,8) are unknown bytes. So we can get that the input difference of S-box layer of the
fourth round is

P(eq,c2,¢3,¢4,05,c6,¢7,c8) ® (a,0,0,0,A4,0,0,0).

In the backward direction, the input difference of the seventh round is ((0, 0,0, 0,0, 0,0, 0); (0,
0,0,0,b,0,0,0)), and the output difference of the sixth round deduced by Property 3 is ((0, 0,0,
0,0,0,0,0);(B,0,0,0,b,0,0,0)). Then the output difference of the fifth round is

((B,0,0,0,b,0,0,0); P(D,0,0,0,d,0,0,0)),
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where (D, 0,0,0,d,0,0,0) is evolved from (B,0,0,0,b,0,0,0) after key-addition layer and S-box
layer, d is an unknown non-zero byte, and D is an unknown byte. Hence, the output difference
of S-box layer of the fourth round is

P~Y(P(c,0,0,0,C,0,0,0) & P(D,0,0,0,d,0,0,0)) = (c® D,0,0,0,C & d,0,0,0).

Now the input and output differences of S-box layer of the fourth round are all determined.
According to the output difference of S-box layer, the input difference of S-box layer should
satisfy the form (?7,0,0,0,7,0,0,0) (? denotes an unknown byte). So we can get:

P(eq,c2,¢3,¢4,05,c6,¢7,c8) @ (a,0,0,0,4,0,0,0) = (7,0,0,0,7,0,0,0)
= P(Cl,CQ,63704765706707,68) = ('7070707?707070) > (a7070707A707070) - (‘7070707?707070)
= C1 = O,

which contradicts with ¢; # 0. As a result, the differential
((0,0,0,0,0,0,0,0); (a,0,0,0,0,0,0,0)) “* ((0,0,0,0,b,0,0,0); (0,0,0,0,0,0,0,0))

is impossible. Actually, we can get three more 7-round impossible differentials with 2 FL/FL™!
layers, which are:

-~

((0,0,0,0,0,0,0,0); (0,4,0,0,0,0,0,0)) % ((0,0,0,0,0,b,0,0); (0,0,0,0,0,0,0,0)),

((0,0,0,0,0,0,0,0); (0,0,4,0,0,0,0,0)) % ((0,0,0,0,0,0,b,0); (0,0,0,0,0,0,0,0)),

((0,0,0,0,0,0,0,0); (0,0,0,a,0,0,0,0)) *% ((0,0,0,0,0,0,0,b); (0,0,0,0,0,0,0,0)),

-~

N1

where a, b are non-zero bytes, and the most significant bit of a is 0.

4 TImpossible Differential Attacks on Camellia with FFL/FL~' Layers

In this section, we present some new impossible differential attacks on 11-round Camellia-128,
11-round Camellia-192, 12-round Camellia-192, and 14-round Camellia-256, using the new 7-
round impossible differential proposed in Section 3. All of these attacks start from the middle
round, and exclude the whitening layers to not change the structure of the algorithm.

4.1 Impossible Differential Attack on 11-round Camellia-128

As illustrated in Fig. 3, the 7-round impossible differential is applied in rounds 7 to 13, and the
attack is from round 5 to 15. The attack procedure is as follows.

1. Take 2" structures of plaintexts M = (L4, R4) with following form:

(P(‘Tlaa27a37a47a57a67a77a8); P(?Jhy27y37y47?457567577y8))7

where o; (1 = 2,...,8), B;(j = 6,7) are fixed constants, =1, y; (i = 1,2,3,5,8) take all the
8-bit values, and y4 takes all the 7-bit values with the most significant bit fixed. As a result,
each structure contains 2°° plaintexts which can provide about 2'%° plaintext pairs with the
difference

(P(e,0,0,0,0,0,0,0); P(ay,az,as,a,as,0,0,as)),

where e, aq, a are non-zero bytes (the most significant bit of a is 0), and a; # a (i = 2,3,5,8)
are unknown bytes. Aggregately, we can collect about 27710 plaintext pairs.
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P(e,0,0,0,0,0,0,0) P(alaaba?na:aS:O)O)aS)

(4,0,0,0,0,0,0,0)

D
(0,0,0,0,0,0,0,0)

(0,0,0,0,0,0,0,0) (4,0,0,0,0,0,0,0)

7-round ID
with 2 FL/FL™ Layers

(0,0,0,0,56,0,0,0)

(0LAL041)

P(09b25b3ab49b7b69b7’b8) (O:f:fj;ozfzfz/)

Fig. 3. Attack on 11-round Camellia-128

2. Obtain the ciphertexts of each structure and choose only the pairs that satisfy the following
difference by birthday paradox

(P(Ovb27b37b47b7b67b77b8); (07f7f>f707fafaf))7

where b, bg, f are non-zero bytes, and b; # b (i = 2,3,4,6,7) are unknown bytes. We expect

to have about 27+109=64 — 9n+45 Kairg remaining with this condition.

3. For each plaintext pair, we immediately get the difference AS5 = P~Y(P(a1, as, a3, a,as, 0,0,
ag) ® P(0,a,a,a,a,0,0,a)) = (a1,a2 ® a,a3 ® a,0,a5 & a,0,0,a3 G a). So for | =1,2,3,5,8
guess K5; and keep only the pairs whose ASs; is equal to the corresponding value above.
The probability of this event is 2749, thus there remains 27T45=40 = 27+5 pairs. Note that
K511=1,235.8) = K a{16-39,48—55,72-79} -

4. For each ciphertext pair corresponding to a remaining plaintext pair, obtain the difference
AS15 =(0,bo®b,bs® b, by ®b,0,bs ®b,by ® b, bg). Based on the fact that the bits K ap16-30}
are already known, perform the following substeps.

4.1 The value of Ki5g (K A{23—30}) is already known, so use it to partially decrypt every
remaining ciphertext pair and keep only the pairs satisfying ASi5 g = bg. The probability
of this event is 278, thus the expected number of remaining pairs is 27+5—8 = 27=3,

4.2 Since Ki57 = Kaq15-22), 7 bits including K 4{16-29} are already known and guess the
only unknown bit K 4(151. Keep only the pairs satistying AS157 = b7 ©b. The probability
of this event is 278, so we expect 277378 = 27~ pairs remain.

4.3 The values of K5 ;1-234,6) (Ka{7—14,103—126}) are unknown, so for [ = 2,3,4,6 respec-
tively guess Ki5; and choose only the pairs whose ASi5; is equal to the corresponding
value above. The probability of this event is 2732, thus the expected number of such pairs
is 2n—11—32 — 2n—43'

4.4 Guess K57 and decrypt every remaining pair to get (L1353, L’1375), so this step does not
effect the number of the remaining pairs.

5. For each remaining pair, obtain the difference ASj4 = (0,0,0,0, f,0,0,0). Guess K45 and
choose only the pairs satisfying AS145 = f. The probability of this condition is 278, thus we
expect 2438 — 9751 pairs remain.

6. For | =4,6,7 guess K5, and encrypt every remaining pair to get (Ls 1, L’571).
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7. For every remaining pair, guess the 8-bit value of Kg; and calculate the difference ASg ;.
The probability that ASg; is equal to a fixed value e is 278 where e is already determined
by AL,4. Such a difference is impossible, so if there exits a pair satisfying this condition,
discard the 121-bit wrong subkey guess. Unless the initial assumption on the subkeys Kj,
Kis,(1=1,2,34,6,78) and Kia5 is correct, it is expected that we can discard the whole 8-bit
value of Kg 1 for each guessed 113-bit value above since the 121-bit wrong value remains
with a very small probability by choosing a proper n. Hence if there remains a value of Kg 1
after the filtering, we can assume that the guessed value above is right.

Complexity. After analyzing the 277! remaining pairs, the expected number of remaining

121-bit wrong keys is N = (2121 — 1)(1 — 278)2" """ In order to let N < 0, we choose n = 65.5.
Then the data complexity is 21205 chosen plaintexts. The memory complexity is dominated by
storing the 205 proper pairs in step 2, which requires 2''5° bytes. Table 1 shows the time

complexity of each step, so the total complexity of the attack, in encryption unit, is about
2127/11 ~ 2123.6'

Table 1. Time Complexity of the Attack on 11-round Camellia-128

Step Time Complexity

2 2n+55 E

3 Z?:O 2 x 2n+4578i x 28(i+1) x % — 2n+51 x5 ﬁE
4.1 2x 2" x 210 x L =ont® LE

42 2x2" 3 x 20 x 2! x 1 =273 LE

3 n—11—8% i n+:
43 307 2 x 20T TS gt s 98l e L gn IS L

4.4 2" x 2™ x 2% x é =2mte L

500 2x 2 x 2% x 2% x p =ont M LR

6 ZE:O 2n751 x 289 x 28(i+1) x é — 27L+43 + 2n+51 + 2n+59 %E

72X 2 (14 (1=2 4. . +(1-29" " ) x1x2? 1E

4.2 Impossible Differential Attack on 11-round and 12-round Camellia-192

In this section, first we give a brief description of the attack on 11-round Camellia-192, and then
present the attack on 12-round Camellia-192.

Attack on 11-round Camellia-192. A similar 11-round attack as described in Section 4.1
is equally applicable to Camellia-192 from round 11 to 21, utilizing the 7-round impossible

differential in rounds 13 to 19 as shown in Fig.3. According to the key schedule of Camellia-
192/-256, we get

K11 = Kape-100), K121 = Kagio-117ys

K205 = Kp{es—70}, K21,1(1=1,2,3,4,6,7,8) = K A{7-30,95-126} -

Considering the redundancy in Ki1, K121 and Ky jg—1,2,34,6,7,8), in fact we only need to guess
113 bits K ag7_30,46—126} | K r{63—70}- By choosing n = 65.4, then N < 0. Consequently, this
attack requires 21204 chosen plaintexts, 2! bytes of memory and an overall effort of 21204 4
21244 /11 ~ 21217 eleven-round Camellia-192 encryptions. The details see Table 3 in Appendix
A.
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Attack on 12-round Camellia-192. We add one round on the bottom of the 11-round attack,
and give a 12-round attack on Camellia~-192, which is from round 11 to 22, see Fig. 4. The attack
procedure is as follows.

P(a19a23a35a9a530a05a8)

P(0,a,a,a,a,0,0,a)

P(e,0,0,0,0,0,0,0)

0,0,0,0,0,0,0
(a5 - e A ) (0’0’0’0,0’0’0’0)

(0,0,0,0,0,0,0,0) (a,0,0,0,0,0,0,0)

7-round ID
with 2 FL/FL™ Layers

(0,0,0,0,6,0,0,0) E _9(090:0,0»0:0:090)

P(0,b,b,b,b,b,b,0)

(0415041

P(0,0,0,0.£.0,0,0
P(O0,bs,bs.basb bebrbs) (0.0,0,00.0.0)

P(21,82,83,84:85:86:87:88) P(0,b2,b3,b4,b,b6,b7,bs)

Fig. 4. Attack on 12-round Camellia-192

1. The choice of plaintexts is the same as the 11-round attack, and the ciphertext pairs are
sieved by the difference

(P(gl792793794795796797798); P(07 b27b37b47b7 b67b77b8))7

where b, bg are non-zero bytes, and g; (¢ = 1,...,8), bj # b(j = 2,3,4,6,7) are unknown
bytes. The probability of this condition is about 278, so the expected number of remaining
pairs is about 271098 — gn+101,

2. Obtain the difference AS1; = (a1,a2 ® a,a3 P a,0,a5 B a,0,0,as ®a), then for I =1,2,3,5,8
guess K1 and keep the pairs whose AS}q; is equal to the corresponding value above. So we
expect 2710152740 = 27H61 pairs remain. Note that K11 j121,2,3,5.8) = K 4{46—69,78—85,102—100} -

3. We can get the difference AS2 = (91,92, 93,94,95 D f, 96,97, 98) (AS225 # g5 since f # 0),
and the bits K 4(46_69,78—85) are already known. Then perform the following substeps.

3.1 The values of Ky ;1—3.4) (Kaga7—s2}) are already known, so for | = 3,4 ASy; can be
computed, then choose the pairs satisfying ASs3; = g;. Thus there remains ont6ly 9—16 —
2745 pairs.

3.2 Since Koz 7 = K g{79_g6}, guess the only unknown bit K 4(g6 and keep the pairs satisfying
AS9g7 = g7. Next Koo 2 = K 4(39_46}, guess the unknown 7 bits K 4(39_45) and keep the
pairs satisfying ASgg 2 = go. Similarly, as Koo = K (71-78), we guess the unknown 7
bits K 4(71_77) and keep the pairs satisfying ASs26 = g6. Thus the expected number of
remaining pairs is 27145 x 2724 = 9n+21,

3.3 The values of Ky ;i—1,8) (K a(31-38,87—94}) are unknown, so for [ = 1,8 guess Kay; and
choose the pairs satisfying ASaa; = g;. Then 27T21 x 2716 = 275 pairs remain. As
Kss 5 = Ka{63-70}, guess the only unknown bit K 4¢70y and keep only the pairs satisfying
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AS2 5 # gs. The probability of this event is (2% —1)/28 ~ 1, thus we expect about 2"+5
pairs remain. And now the intermediate values (Lo || Ra1, L, || RS, ) also can be computed.
4. We can obtain ASa; = (0,b2 @ b,b3 © b,by ©b,0,b5 © b, b7 © b, bg), and the bits K 41102109}
are already known. So perform the substeps below.
4.1 As K912 = Ka{103-110}, guess the only unknown bit K 44110y and keep the pairs satisfying
AS31.9 = by @ b. Then we expect N5 % 278 = 2773 pairs remain.
4.2 The values of Ky j1—34,6,7,8) (Ka{7—30,111-126} ) are unknown, so for [ = 3,4,6,7,8 guess
K51 and keep only the pairs whose ASy;; is equal to the corresponding value above.
Then the expected number of such pairs is 2773 x 2740 = 2n—43,
4.3 Since K11 = K 4{95-102}, guess the unknown 7 bits K 4(95_101} and get (L1g s, L’1975).
5. Obtain the difference ASy = (0,0,0,0, f,0,0,0), then guess Kgp5 and choose the pairs
satisfying ASs0 5 = f. So there remains 27743 x 278 = 27751 pajrs.
6. The values of K1 j(1—4,6,7) (K a{70—77,86—101}) are already known, so we can get (L11,1, L}y )-
7. Since K121 (Kaqi10-117}) are already known, for every remaining pair, ASj21 can be com-
puted. We expect with probability of 278 that we get a pair with AS121 = e, where e is a
fixed value determined by AL1g. Such a difference is impossible, and every subkey we guessed
that proposes such a difference is definitely a wrong key. If there remains a value of Ko
after the filtering, we can assume that the guessed value above is right.

Complexity. The number of remaining 128-bit wrong keys after analyzing all the 275! pairs
is N = (2128 — 1)(1 — 278)2"""" In order to let N < 0, we choose n = 65.6. Then the data
complexity is 21296 chosen plaintexts. The memory complexity is dominated by storing the 2166-6
pairs in step 2, which is about 2716 bytes. The time complexity is dominated by step 3, which
is about 27107 x 5/12 = 21726 x 5/12 ~ 21714 12-round encryptions. The details see Table 4 in
Appendix A.

4.3 Impossible Differential Attack on 14-round Camellia-256.

We add one more round respectively on the top and bottom of the 12-round attack, and present
a 14-round attack on Camellia-256, which is from round 10 to 23 as illustrated in Fig. 5. The
attack procedure is below.

1. Take 2™ structures of plaintexts M = (Lg, Rg) with following form:

(P(z1, 22,3, T4, x5, 06, a7, 28); P(y1,Y2,Y3, Y4, Y5, Y6, Y7, Ys)),

where «; (i = 6,7) are fixed constants, z; (i =1,2,3,5,8), y; (j =1,...,8) take all the 8-bit
values, and x4 takes all the 7-bit values with the most significant bit fixed. It is obvious that
each structure contains 21! plaintexts which can provide about 222! plaintext pairs with the
difference

(P(al, az, as, a,as, 0, O, ag); P(hl, hg, hg, h4, h5, h6, h7, hg)),

where a1, a are non-zero byte (the most significant bit of a is 0), and a; # a (i = 2,3,5,8),
hj(j =1,...,8) are unknown bytes. Hence, we can collect about 2n+221 plaintext pairs, then
obtain the ciphertexts of each structure.

2. We can get that AS1g = (h1 @ e, ho, h3, ha, hs, he, b7, hg) (AS10,1 # hy since e # 0), so for
Il =2,...,8,1 respectively guess Kjo; and choose only the pairs with AS;; satisfying the
condition above. Then we expect about 271221 x 2756 —= 274165 pairg remain. Note that
Ko = Kpf1-45,110—128}- In this step, we can get (Lol Rio, Lo R1o)-
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P(h17h2ah3ah49h57h6)h7’h8)
P(e,0,0,0,0,0,0,0)

P(ay,a3,a3,a,a5,0,0,as)

(6’6’8’056507058)

)
P(Oia’a5a5a’0’05a)

(a)0509070’070)0) (0’0’0’0,0’0’0’0)

(0,0,0,0,0,0,0,0) (a,0,0,0,0,0,0,0)

7-round ID
with 2 FL/FL™ Layers

(0,0,0,0,56,0,0,0)

((NAFANEN))

P(0,b2,b3,b4,b,b6,b7,bs)

P(0,b2,b3,b4,b,b6,b7,bs)
P(g1,82.83,84.85.86:87:88) D

P(21.22,83,84,85,26,87:88)

Fig. 5. Attack on 14-round Camellia-256

3. We can obtain the difference ASa3 = (j1,J2 @ ba, j3 D bs, ja B ba, j5 Db, js D be, j7 D b7, js D bg)

(ASa235 # js since b # 0), and the bits K 45112128} are already known.

3.1 The values of Kog;=1,. 7) (Kr{1-39,112—128}) are already known, so for [ = 1,...,7,
ASy3; can be computed, then choose only the pairs satisfying AS»31 = ji1 and ASa35 #
js. The probability of this condition is 278 x ((2% — 1)/2%) ~ 278 thus the expected
number of remaining pairs is 271658 — gn+157,

3.2 Since Kazs = Kp(40-47), guess the unknown 2 bits Ky 4647} and get the intermediate
values (LQQHRQQ, L/22HR/22)

Next, we perform the steps 4 to 9, which are totally the same as steps 3 to 8 of Section 4.2.
Finally we expect 2"*® pairs remain.

Complexity. The expected number of remaining 194-bit wrong keys after analyzing all the
2m+5 pairs is N = (219 — 1)(1 — 278)2"""_ In order to let N < 0, we choose n = 10.2. Then the
data complexity is 2'212 chosen plaintexts. The memory complexity is dominated by storing the
on+165 — 91752 hairs in step 2, which is about 2'80-2 bytes. The time complexity is dominated
by step 2 and step 4, which is about (27230 4 274229 5 /14 = 2n+228 — 92382 encryptions.
Table 5 in Appendix A shows the details of each step.

5 Conclusion

In this paper, we propose some new 7-round impossible differentials including 2 FL/FL™! layers,
and then present attacks on 11-round Camellia-128, 11-round Camellia-192, 12-round Camellia-
192 and 14-round Camellia-256 without whitening layers. A summary of the previous works and
our attacks on Camellia with FL/FL~! layers is given in Table 2.
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Table 2. Summary of Attacks on Camellia with FL/FL~! Layers
Cipher #Rounds Attack Type Data Time Source
Camellia-128 9% Square Attack 2TCP 2122 [15]
10x Impossible DC ~ 2'8CP o118 [20]
10 Impossible DC  2''8:5CP 2123:5 [16]
10 (Weak Key) Impossible DC 2'°4CP gt10-4 [17]
10 Impossible DC ~ 21%4CP 2120 [17]
11x% Impossible DC  21295CP 21236 this paper
Camellia-192 11 Impossible DC 2"*CP 21631 [20]
11 (Weak Key) Impossible DC 2'9-5CP 213854 [17]
11 Impossible DC ~ 2''3-7CP o184 [17]
11% Impossible DC ~ 2'294CP 1217 this paper
12 Impossible DC ~ 2'2%-1CP 2184 [17]
12x Impossible DC  2129-6CP Q1714 this paper
Camellia-256 | 12 (Weak Key) Impossible DC 2'77CP 220255 [17]
12 Impossible DC  2''*8CP/CC 2240 [17]
14 Impossible DC  2'2°CC 22505 [17]
14x% Impossible DC  2!21-2CP 22382 this paper
x: the attack does not include the whitening layers;
Weak Key: the weak key space which contains 3 x 2'2° keys
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A Time Complexity of Attacks in Section 4

Table 3. Time Complexity of the Attack on 11-round Camellia-192

Step Time Complexity
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Table 4. Time Complexity of the Attack on 12-round Camellia-192

Step Time Complexity
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Table 5. Time Complexity of the Attack on 14-round Camellia-256

Step Time Complexity
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