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Abstract. As an international standard adopted by ISO/IEC, the block cipher Camellia has been used
in various cryptographic applications. In this paper, we reevaluate the security of Camellia against im-
possible differential cryptanalysis. Specifically, we propose several 7-round impossible differentials with
the FL/FL™' layers. Based on them, we mount impossible differential attacks on 11-round Camellia-
192 and 12-round Camellia-256. The data complexities of our attacks on 11-round Camellia-192 and
12-round Camellia-256 are about 2'2° chosen plaintexts and 2'1%-® chosen plaintexts, respectively. The
corresponding time complexities are approximately 257! 11-round encryptions and 222°-%7 12-round
encryptions. As far as we know, our attacks are 21 times and 2'%'® times faster than the previously
best known ones but have slightly more data.
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1 Introduction

The block cipher Camellia was jointly proposed by NTT and Mitsubishi Electric Corporations [1]. It
was then submitted to several standardization and evaluation projects such as the NESSIE Project
and the Japanese CRYPTREC Evaluation. In 2002, Camellia was selected to be a CRYPTREC
e-government recommended block cipher [4]. In 2003, it was also recommended in the NESSIE
block cipher portfolio [19]. Finally, it was adopted as a new international standard by ISO/IEC
in 2005 [7]. Camellia is a 128-bit block cipher. It supports variable key sizes and the number of
rounds depends on the key size, i.e., 18 rounds for a 128-bit key size and 24 rounds for 192/256-bit
key sizes. For simplicity, they are usually denoted by Camellia-128, Camellia-192 and Camellia-256.
Camellia uses the basic Feistel structure with the FL/FL~! layers inserted every 6 rounds. Those
transformations FL/FL~! are related to the key value, which is expected to make the cryptanalysis
of Camellia much harder.

As one of the most widely used block ciphers, Camellia has drawn a great amount of attention
from many researchers. Up to now, a lot of research work has been done to evaluate the security of
Camellia by means of various cryptanalytic methods such as linear and differential cryptanalysis,
truncated differential cryptanalysis, higher order differential cryptanalysis, collision attacks, square
attacks, integral attacks and impossible differential cryptanalysis. Among them, most work [20, 9,
8,22,12,18, 16] focused on the study of the security of a simple version of Camellia (i.e., Camellia
without F'L/FL~! or whitening layers), and only a few [11, 6,3, 14] involved in the security analysis
of Camellia with the FL/FL~! and whitening layers (Called Camellia for short). For instance, Duo
et al. presented a square attack on 10-round Camellia-256 which required 2*® chosen plaintexts and
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2210 10-round encryptions, Hatano et al. proposed a higher order differential attack on the last 11
rounds of Camellia-256 with 2?3 chosen ciphertexts and 22°>6 11-round encryptions, Chen et al.
constructed some 6-round impossible differentials which were used to mount impossible differential
attacks on 10-round Camellia-192 with about 2'2! chosen plaintexts and 2'73 10-round encryp-
tions and 11-round Camellia-256 with approximately 2'%! chosen plaintexts and 22068 11-round
encryptions, Li et al gave some 7-round conditional impossible differentials (i.e., there is a 75%
probability that each of them is impossible), which could be used to attack 10-round Camellia-128
with 21124 chosen plaintexts and 229 10-round encryptions, 11-round Camellia-192 with 237 cho-
sen plaintexts and 2'8% 11-round encryptions as well as 12-round Camellia-256 with 2''%® chosen
plaintexts and 2240 12-round encryptions.

Impossible differential cryptanalysis, which is a variant of differential cryptanalysis, was in-
dependently proposed by Knudsen [10] and Biham et al. [2]. Its main idea is to use impossible
differentials that hold with probability zero to discard the wrong keys until only one key is left.
Impossible differential cryptanalysis has received much attention and has been used to attack a
variety of well-known block ciphers such as AES, ARIA, CLEFIA and MISTY1 [15,17, 21, 5].

In this paper, we reappraise the security of Camellia against impossible differential attacks.
Firstly, we exploit the properties of the functions FL/FL~! and propose several 7-round impos-
sible differentials of Camellia. Based on them, we successfully mount an impossible differential
attack on 11-round Camellia-256. The data, time and memory complexities of our attack are ap-
proximately 212006 chosen plaintexts, 21964 11-round encryptions and 213306 bytes, respectively.
Then, we further improve our results and present impossible differential attacks on 11 rounds of
Camellia-192 and 12 rounds of Camellia-256. For 11 rounds of Camellia-192, our attack requires
about 2120 chosen plaintexts, 21671 11-round encryptions and 2'*” bytes of memory. For 12 rounds of
Camellia-256, our attack needs approximately 2'19® chosen plaintexts, 222087 12-round encryptions
and 21968 bytes of memory. Compared with the previously latest results on 11-round Camellia-192
and 12-round Camellia-256, the time complexities of our attacks are reduced by 2'6 times and
219-13 times and the data and memory complexities are comparable. In table 1, we summarize our
results along with the former known ones on Camellia.

Table 1. Summary of the attacks on Camellia-192/256

Cipher |Rounds| Attack Type [Data (Enc)|Time (Bytes)|Memory| Source
Camellia-192] 10 |Impossible DC| 2!2ICP 2175:3 2155-2 (3]
10 |Impossible DC | 2!18:7CP 2130.4 2135 [13]
11* | Impossible DC | 2!19-5CP 2138.54 2135.5 [14]
11 |Impossible DC | 2'13-7CP 2184 2143.7 [14]
11 Impossible DC| 2120CP 2167.1 2149 1Section 5.2
Camellia-256] 11 [High Order DC| 293CC 22556 298 [6]
11 |Impossible DC| 2!21CP 2206.8 2166 (3]
11 |Impossible DC | 2!19-6CP 21945 2135 [13]
11 Impossible DC | 2120-06 cp 2196.4 2133.06 | Section 4
12* | Impossible DC | 2!19-7CP 220255 2143.7 [14]
12 | Impossible DC| 2114-8CP 2240 2151.8 [14]
12 |Impossible DC| 2119-8CP 2220.87 2156-8 |GQection 5.1

DC: Differential Cryptanalysis; CC: Chosen Ciphertext; CP: Chosen Plaintext;
Enc: Encryptions; *: The success probability of that attack is 75%.
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The remainder of this paper is organized as follows. Section 2 gives some notations, a brief
description of Camellia and some results on impossible differential cryptanalysis of reduced-round
Camellia. Section 3 proposes several 7-round impossible differentials of Camellia with the FL/FL™!
layers. Section 4 describes an impossible differential attack on 11-round Camellia-256. Section 5
presents impossible differential attacks on 11 rounds of Camellia-192 and 12 rounds of Camellia-256.
Section 6 summarizes this paper.

2 Preliminaries

In this section, we first illustrate some notations. Then we briefly describe the encryption procedure
and key schedule of Camellia. Finally, we list some results on impossible differential cryptanalysis
of reduced-round Camellia.

2.1 Some Notations

— P,C': the 128-bit plaintext and the 128-bit ciphertext;

— AP, AC: the differences of a plaintext pair and a ciphertext pair;
— L,_1, R._1: the left and right halves of the r-th round input;

— X | Y: the concatenation of X and Y;

— kwy | kwe, kws | kwy: the pre-whitening and post-whitening keys;
— kl;(1 < i < 6): 64-bit key used in the FL/FL™! layers;

— k,: the r-th round subkey;

— AL,_;: the difference of L,_; and L] _;;
— AR, _1: the difference of R,_; and R]._;

— 5;: the output of the S-boxes in the r-th round;

— AS,: the output difference of the S-boxes in the r-th round;

— X <« j: left rotation of X by j bits;

— XL(%),XR(%): the left half and the right half of a n-bit word X;

— Xu.j5 Xi.{i,j1> X1 {i~nj}: the j-th byte, the i-th and j-th bytes and the i-th to the j-th bytes of Xj;
— @, N, U: bitwise exclusive-OR (XOR), AND, and OR operations;

2.2 Overview of Camellia

Camellia, which is a 128-bit block cipher, adopts a Feistel structure with two key-dependent func-
tions FIL/F L~ inserted every 6 rounds. It uses variable key sizes and the number of rounds depends
on the key size, i.e., 18 rounds for a 128-bit key size and 24 rounds for 192/256-bit key sizes. Before
the first round and after the last round, the pre-whitening and post-whitening layers are included.
Using the notations above, the whole encryption algorithm of Camellia-192/256 can be expressed
as below. The basic encryption structure can been seen in Figure 1.

First, a 128-bit plaintext P is XORed with the pre-whitening key kw; | kws to obtain the input
of the first round Lo | Ry, i.e., Lo | Ry = P & (kw; | kws). Then, for r = 1,--- ,24 and r # 6,12
and 18,

L,=R,1® F(Lr—la kT’)7 R. =1Ly .

For r = 6,12 and 18,
L' =R, 1®F(L,_1,k), R.=L,1;

r

L= FL(L;vklr/Bfl)v R, = FL_I(L;“’le/B’)
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Here the round function F' uses a SPN structure including the key-addition layer, the nonlinear
transformation S and the linear diffusion layer P. The nonlinear transformation S uses four dif-
ferent 8 x 8 S-boxes s1, So2, s3 and s4 twice, where three S-boxes ss, s3 and s4 are generated by si.
Their definitions can be found in [1]. The linear transformation P : ({0,1}*)® — ({0,1}®)® maps
(Y1, Y2, Y3, Yd, U5, Y6, Y7, Ys) to (21, 20, 23, 24, 25, 26, 27, 28 ). This transformation and its inverse P!
are defined as follows.

21=Y1DY3DYsDYs DYy7 DYg; Y1 = 22D 23D 24 D 26 D 27 D 28;
2=Y1DYRPYsOYs DYyrDYs; Y2 =21 D 23D 24D 25 D 27D 23
23=Y1DY2DY3sDYs DYe DYg; Y3 =21 D 22D 24D 25 D 26 D 28;
24 =Y DY3DYsDYs DYe DYr; Ya =21 D 22D 23D 25 D 26 D 27;

z5 = Y1 D Y2 D Ye © Y7 D ys; Ys =21 D 22D 25 B 27 O 28
26 = Y2 D Y3 D Ys © Y7 D ys; Yo = 22 D 23 D 25 D 26 D 28;
27 = Y3 D Ys D Ys D Yo D Ys; Y1 = 23D 24 D 25 D 26 D 27;
28 = Y1 D Y4 D Ys D Ye D Yr; Ys = 21 D 24 D 26 D 27 D 28;

ki3

6-Round

Fig. 1. The Encryption Procedure of Camellia for 192/256-bit Keys
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Finally, the ciphertext C is obtained by the XOR of Rgg | L2g and the post-whitening key
kws ‘ kwy, ie., C = (R24 ’ L24) D (k’wg ‘ kw4).

Key Schedule of Camellia-192/256 The key schedule of Camellia-192/256 applies a 6-round
Feistel structure to generate two 128-bit intermediate variables K4 and Kp. These two variables
K4 and Kp can be generated from two 128-bit variables K and Kpg defined by the main key
K. For Camellia-192, the left 128 bits of the key K are used as K, and the concatenation of
the right 64 bits of the key K and the complement of the right 64 bits of the key K are used as
Kpg. For Camellia-256, the main key K is separated into two 128-bit variables Kj and KRg, i.e.,
K = K, | Kg. One can refer to [1].

2.3 Results on Impossible Differential Cryptanalysis of Reduced-Round Camellia

In 2011, Chen et al. gave the first impossible differential cryptanalysis of Camellia [3]. They con-
structed several 6-round impossible differentials with FL/FL~! inserted in the middle. More con-
cretely, the input and output differences are (0, 0,0, 0,0,0,0,0,0,a,0,0,0,0,0,0) and (0,a,0,0,0,0,
0,0,0,0,0,0,0,0,0,0), which lead to a contradiction in the key-dependent functions FL/FL™!.
Based on it, they put three additional rounds on the top and one additional round on the bottom
of their 6-round impossible differential to attack 10-round Camellia-192 with 2'2! chosen plain-
texts and 2173 10-round encryptions. Moreover, they add one additional round on the bottom
of 10-round Camellia-192 to attack 11-round Camellia-256 with 2'2! chosen plaintexts and 22068
11-round encryptions.

In Nov. 2011, another paper on the security of reduced-round Camellia against impossible d-
ifferential attack was posted in IACR cryptology eprint archive [14]. They gave several 7-round
conditional impossible differentials of Camellia, i.e., the probability that each of them is impos-
sible is 75%. Based on them, they attacked 10-round Camellia-128 with 224 chosen plaintexts
and 22 10-round encryptions, 11-round Camellia-192 with 237 chosen plaintexts and 2'8* 10-
round encryptions as well as 12-round Camellia-256 with 214 chosen plaintexts and 224° 12-round
encryptions.

3 T7-Round Impossible Differentials of Camellia with the FL/FL~! Layers

In this section, we first give the properties of the key-dependent transformations FL/FL~!. Then
we propose some 7-round impossible differentials of Camellia, one of which is elaborated through
a proposition as follows.

Lemma 1. [3] Let AX and AY the input and output differences of the FL function. Then

(1) AYr = (AXpNklp) < 1)® AXp, AY, = AX & AYR @ (AYR N klR);
(2) AXp =AY, & AYr @ (AYR N klR),AXR = ((AXL N le) K 1) @ AYg.

Lemma 2. If the output difference of the key-dependent function FL~' is (0,0,0,0,a,0,0,0), then
its input difference has the form (y,0,0,0,a,0,0,0).

Proof. Let (AYr, AYR) = FL(0,0,0,0,a,0,0,0). By Lemma 3.1, we calculate that AYz = (((0, 0,0
0) N ki) < 1)@ (a,0,0,0) = (a,0,0,0) and AYz = (0,0,0,0) & (a,0,0,0) & ((a,0,0,0) N kig) 2
(4,0,0,0).
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Proposition 1. If the input difference of the i-th round is (0,0,0,0,0,0,0,0, 0,0,0,0,a,0,0,0)
and the output difference of the (i + 6)-th round is (0,0,0,0, €,0,0,0,0,0,0,0,0,0,0,0) with a and
e being non-zero bytes, then

(0,0,0,0,0,0,0,0,0,0,0,0,a,0,0,0) =7 (0,0,0,0,¢,0,0,0,0,0,0,0,0,0,0,0)

is an impossible differential of Camellia with the FL/FL™" layers. Here the key-dependent trans-

formations FL/FL™1 are inserted after the (i + 5)-th round. The detailed structure can be seen in
Figure 2.

(0,0,0,0,0,0,0,0) (0,0,0,0,a,0,0,0)

(090’0’0’a’ 0,0,0)

(Oaabababoyalaalaal)

(Oaababab Oyalaalaal)

(d b db d]) d4) d5y d69 d7y d8)

P(0,a,ta,a;+a,ata,
a,asta,asta,a;)

d2=d3= =d6=d7=d3=
= a,=a;=a,;~0, which
contradicts a; #0 for
i=2,3.4.

P(x1,0,0,0,x2,0,0,0)

(0,0,0,0,¢,0,0,0) (0,0,0,0,0,0,0,0)

Fig. 2. A 7-Round Impossible Differential of Camellia

Proof. If the input difference of the i-th round is (0, 0,0, 0,0,0,0,0,0,0,0,0, a,0,0,0), then the left
halves of the input differences in the (i+2)-th and (i+3)-th rounds are (0, a1, a1,a1,0,a1,a1,a1) and
(0,0,0,0,a,0,0, 0)® P(0, as, as, a4, 0, as, ag, a7), respectively. Here a;(1 < ¢ < 7) are non-zero bytes.
Let (0,0,0,0,a,0,0,0) ® P(0,aq, as, a4,0, a5, ag, a7) = (21, 22, 23, 24, 25, 26, 27, 23). By the definition
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of P, we can obtain

z1=a3Das®as DascDay; 22=a2DasDas D ar;

23 = a9 D az D as D ar; z24 = a2 D asz Dayg D as D ag;
zs =aDax®as Das D ar; ze = ag D a3z D ag D ar;
z7 = a3 Das Das O ar; zg = a4 D as D ae;

On the other hand, if the output difference of the (i46)-th round is (0,0, 0,0, ¢,0,0,0,0, 0,0, 0,0,
0,0,0), then the output difference after one-round decryption is (0, 0,0, 0, 0,0,0,0,0,0,0,0,¢,0,0,0).
By Lemma 3.2, the output difference of the (i + 5)-th round is (0,0,0,0,0,0,0,0,z,0,0,0,e,0,0,0).
Next decrypt (0,0,0,0,0,0,0,0,2,0,0,0,e,0,0, 0). We can obtain the left half of the output d-
ifference in the (i 4+ 4)-th round is equal to P(x1,0,0,0, x9,0,0,0) with x5 being non-zero byte.
Therefore, the output difference of S-boxes in the (i + 3)-th round is (z1,0,0,0,z2 @ aq,0,0,0).

Up to now, we have obtained that the input and output differences of the S-boxes in the (i+3)-th
round are (21, 29, 23, 24, 25, 26, 27, 28) and (21, 0,0, 0, x9o@aq,0,0,0), respectively. Then we can deduce
that 20 = 23 = 24 = 26 = 27 = 28 = 0. S0 as = a3 = a4 = 0, which contradicts a; # 0 for i = 2, 3, 4.
To summarize, (0,0,0,0,0,0,0,0,0,0,0,0,a,0,0,0) —7 (0,0,0,0,¢,0,0,0,0,0,0,0,0,0,0,0) is a 7-
round impossible differential of Camellia.

Similarly, we find some other 7-round impossible differentials of Camellia with the FL/FL™!
layers. For example,

(0,0,0,0,0,0,0,0,a,0,0,0,0,0,0,0) -~ (e 0,0,0,0,0,0,0,0,0,0,0,0,0,0,0),

(0,0,0,0,0,0,0,0,0,a,0,0,0,0,0,0) -~ (0,¢,0,0,0,0,0,0,0,0,0,0,0,0,0,0),

where the transformations F'L/FL™! are inserted between the (i + 5)-th round and the (i + 6)-th
round. In addition, if the nonlinear layers FL/FL~! are inserted after the i-th round, three differ-
entials above are also impossible. We only demonstrate a part of all possible impossible differentials.
Others can be constructed in the same way.

4 Impossible Differential Cryptanalysis of 11-round Camellia-256

Based on the 7-round impossible differentials in section 3, we present an impossible differential
attack on 11-round Camellia-256. In the following, we will elaborate the whole attacking procedure.

We add four additional rounds after the 7-round impossible differential. In other words, we
mount an impossible differential attack on 11-round Camellia-256 from rounds 1 to 11 by setting
the 7-round impossible differential at rounds 1 to 7. The detailed structure can been seen in Figure
3. Before introducing our method, we list some notations used in this section. Let

ko = kwy @ k11, ky = kw3 © k1o, ke = kwy © kg, kg = kws & ks.

We use these equivalent subkeys k,, kp, k., and kg instead of the round subkeys k11, k19, kg, and kg
so as to remove the whitening layers. This new cipher acts as the original one.
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The Attacking Algorithm 1

1.

Select a set of 2% plaintexts which has some fixed values in all bytes except for the fifth byte of
its right part. Call this special set a structure, which contains some plaintexts with the following
form:

(CCl, X2, X3, T4, T5,L6, L7, T8, Y1,Y2,Y3,Y4, X, Y5, Y6, y7))

where z;(1 <i < 8) and y;(1 < j < 7) are fixed and « takes all possible values of F§. Clearly,
each structure forms about 2'° plaintext pairs, all bytes of the differences of which are zero
except for ARp 5. Take 2" structures. As a result, there are 2n+15 plaintext pairs satisfying the
input difference of our proposed 7-round impossible differential.

bw —>@ EL% fow,

(0,0,0,0,0,0,0,0) (0,0,0,0,4,0,0,0)
7-Round Impossible
Differential with FL/FL"

0,0,0,0,,0,0,0)| 0:9:0.0:8,0.0.0) 1 (0,0,0,0,0,0,0,0)

ks Bp 1%

0,2,2,2,0,8,2,8)

(0,0,0,0,¢,0,0,0)+
P(O’ghgzygj’ Oyg4,g55g6)

Fig. 3. Impossible Differential Cryptanalysis of 11-Round Camellia-256

Guess kg 1. For each remaining ciphertext pairs, check whether ASy; ;1 is equal to (P~1(ACL)):.
If AS111 # (P~Y(ACyL)); for some plaintext pair, then this pair is discarded. The probability
that a plaintext pair passes this step is 278. Therefore, we expect about 271 x 278 = 2n+7
pairs to be kept. Next guess the other bytes of k,, i.e., k;; for 2 <1 < 8. For the remaining
pairs, compute the outputs of the 10-th round.

Guess all possible values of k;; for 1 <1 < 8 and [ # 5. For each of the remaining pairs after
step 2, check whether the I-th byte of the S-Boxes output difference in the 10-th round ASyg; is
equal to (P71(ALy));. Keep only the pairs satisfying ASig; = (P~1(AL1));. The probability
for that to happen is 27%. Thus, about 2717 x 275 = 27=49 ill be kept after guessing Ky, {1~4)
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and kp (6~g)- Finally, guess kp5 and calculate the outputs of the 9-th round for the remaining
pairs.

4. We first guess the byte k.g. Partially decrypt the remaining pairs and keep only the pairs
which satisfy ASqs = (P~Y(ALg))s. The probability of this event is 278. So the number of
the pairs remaining is about 2749 x 278 = 27757 Then guess the value of kegfor 2 <1 <7
and | # 5 and check whether the equation ASy; = (P71(ALy)); ® (P71(ALy))5 holds for each
remaining pairs. If ASy; # (P71(ALg)), ® (P71(ALg))s for some pair, then this pair will be
removed. The probability that all equations hold is 27%°. The expected number of the pairs
remaining is approximately 277°7 x 2740 = 27=97 Finally, guess the value of k.1 and compute
ALz = ASg1 @ ASg 2 ® ASg s & ASg 7 ® ASgg for the remaining pairs.

5. Guess each possible value of k;5. If ASg5 = ALgo for some pair, then we remove this value
of kg5 with the guessed (ka, kb, ke 14}, kc,{6~8})- The probability of this event is 278, Anyway,
the correct key will be kept.

6. The main key can be recovered from the remaining 192-bit joint subkey (kq, kp, k., (1~4}s ke {6~8)
kqs5). According to the key schedule of Camellia-256, we can get the following equations:

ko = kwy @ ki = (Kp < 111)g @ (K4 <€ 45)1, (1)
ky = kws ® kg = (KB < 111)L D (KL ¢ 45)3, (2)
ke =kws @ kg = (Kp < 111)r & (K < 45), (3)
kg = kws ® kg = (KB K 111)[, D (KB K 30)3. (4)

Guess each possible value of K. By equation (4), we first discard some wrong candidates of Kp.
The probability for that to happen is 278. For each of the remaining keys Kp, we calculate 64
bits of K 4 by equation (1) and 120 bits of K, by equations (2) and (3). Next, guess 64 remaining
unknown bits of K4. Based on Kp and K4, we generate all bits of Kr by the key schedule.
Finally, guessing eight remaining unknown bits of K, we test whether (K, Kr, K4, Kp) can
pass the key schedule of Camellia-256. The number of main keys remaining is approximately
2128 5 964 5 98 % 278 % 27128 — 964 These remaining keys are considered as the candidates for
the correct user key. With about 264 trail encryptions, we can recover the unique user key.

Complexity Let € be the expected number of the wrong subkeys remaining. Clearly,

If we take n = 112.06, then € &~ 1. At this time, about one wrong key is left. In table 2, we will list
the time complexity of each step.

Table 2. Time Complexity of Impossible Differential Attacks on 11-Round Camellia-256

Step Time Complexity (1-round encryptions)
2V 2 x 28 x L 42" x 2 x 2% x T 2" TTE
S8 TSN 9 5 908 98 % 1 = g te
ST 27O g oI T o L gnanTs
212 2 (14 (1-2%)+ -+ (1-29>" ") x L x 2!
(e+1) x 2 x 2™ x 6+ € x 2°% x 11 ~ 2™

(@]

DO (W
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From Table 2, we know the dominant part of time complexity to recover the main key is steps 4
and 5. Therefore, the time complexity of our attack is about (27878 4 2198y % 1—11 ~ 21964 11_round
Camellia-256 encryptions. The data and memory complexities of our attack are approximately
212006 chosen plaintexts and 271 x 4 = 212906 198 bit blocks, respectively.

5 Impossible Differential Cryptanalysis of 11-Round Camellia-192 and
12-Round Camellia-256

On the basis of our 7-round impossible differentials, we further attack 11-round Camellia-192 and
12-round Camellia-256.

5.1 Impossible Differential Cryptanalysis of 12-Round Camellia-256

P(ylsosoeosylsoa()’o)
g (ylﬂOﬂo,o’ybo’O’O) JB& kw,
A

(:0,0,0,,0,0,0) (¢ >3

(7,0,0,0,4,0,0,0)

(05050a0,07050’ ( (0,0,0,0,(1,0,0,0)

7-Round Impossible
Differential with FL/FL™"

¥ (0,0,0,0,0,0,0,0)

(0,0,0,0,¢,0,0,0)

0,2,2,20.2.22)

(0,0,0,0,8,0,0,0)"‘
P(Oygbgbg}s 05g4’g57g6

Jows

Fig. 4. Impossible Differential Cryptanalysis of 12-Round Camellia-256

We put one additional round on the plaintext side and four additional rounds on the ciphertext
side of our proposed 7-round impossible differential to attack 12-round Camellia-256 from rounds
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6 to 17. In Figure 4, we illustrate the basic structure of our attack. Some equivalent subkeys need
to be given. Let

ke = kwy @ ke, ky = kwy @ k17, kg = kw3 © kig, kb, = kwy @ ks, ki = kws @ kia.

We remove the whitening layers and replace the round keys kg, k14, k15, k16 and k17 with the
corresponding subkeys ke, k;, ki, kg and ky to generate a new cipher, which acts as the original one.
The precise attacking procedure can be shown as below.

The Attacking Algorithm 2

1. Data Collection: Choose 2" structures of plaintexts. Each of them has the following form:

(P(o1, 21, 22, T3, a2, T4, Ts5, T ), Pz, 7, 28, g, 04, T10, T11, T12))

where «;(1 < i < 4) takes all possible values and zj(l1 <j< 12) is fixed in each structure.
It is obvious that every structure contains 232 plaintexts and generates 263 plaintext pairs.
In total, we collect 2"+63 plaintext pairs with the differences ALy = P(y,0,0,0,a,0,0,0) and
ARy = P(y1,0,0,0,y2,0,0,0), where y and y;(¢ = 1,2) are non-zero bytes. Encrypt these pairs
to obtain the corresponding ciphertexts.

2. Guess ke and ke 5. Check whether the equations ASg; = (P~1(APg)); (I =1,5) hold for each
of remaining pairs. Remove some plaintext pairs satisfying ASe; # (P~1(APg));. The expected
number of the pairs remaining is about 27163 x 2716 = 9n+47,

3. Guess kly 5 and keep some plaintext pairs which satisfy the relation APp, 1 & AP 5@ (AP 5N
kly5) = 0. The probability of this condition is 278, So about 27147 x 278 = 27139 pairs will be
left.

4. Guess ky,; and test whether the equation ASy7; = (P~1(ACL))1 holds for the remaining pairs.
If ASi71 is equal to (P71(ACL)); for some pair, then this pair will be kept. The probability
of this event is about 278. Thus there are about 2739 x 278 = 27131 pairs remain. Next guess
other bytes of ky, i.e., ks (5.8} and compute the outputs of the 16-th round.

5. Guess kg for 1 <1 < 8 and [ # 5. Check whether the equation ASs; = (P~1(AL1)); holds
for the remaining pairs. Remove some pairs which do not satisfy the equations above. The
probability for that to happen is 27°6. Consequently, about 273! x 2756 = 27=25 plaintext
pairs will be kept. Next guess k, 5 and decrypt the ciphertext pairs to get the outputs of the
15-th round.

6. Guess kp g and check whether AS;5g is equal to (P~Y(AL15))g for the remaining pairs. If
ASi58 = (P71(ALy5))s for some pair, then this pair will be left. The probability of this event
is 278, Thus there are about 27725 x 278 = 27733 pairs remain. Next guess each possible
value of kp; for 2 < [ < 7(I # 5). Keep only the pairs satisfying the equation AS5; =
(P~Y(AL1s)); @ (P7Y(AL15))s. The total probability is about 2740, The expected number of
remaining pairs is about 27733 x 2740 = 2773 Finally, guess kp,1 and calculate the values of
R14,5 and R/1475.

7. Guess each possible value of k;5. If AS145 = ALj42, then we remove this value of k; 5 with
the guessed (k. (1 5y, kl2 5.k, kg, kp {1~a}, kn {6~8}). The probability of this event is 278 In any
case, the correct key will be kept.
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8. The main key can be retrieved from the remaining joint subkeys (ke,{1,5}’ klags, kg, kg, kn {1~4y
kp {6~8}> ki 5)- By the key schedule of Camellia-256, we can obtain:

ke =kw @ ke = (KL <« 0) @ (K4 K 15)Rr (5)
kp=kws ® kir = (Kp << 111)g & (K << 7)1 (6)
kly = (Kp << 30)R (7)

kg = kws @ kig = (Kp <« 111)1 & (Kp <« 60) g (8)
kp = kws @ k15 = (Kp << 111)r @ (Kp < 60), (9)
ki = kws @ ks = (Kp <« 111)1 & (Kr < 60) g (10)

We first compute the value Kp by equations (8) and (9). There are about 2% values of Kp
remain. Then we can calculate 64 bits of K, by the equation (6) and 8 bits of K by equation
(10). Equation (7) also provides 8 bits of information on Kp. Guess 112 remaining bits of K.
By the key schedule, we can calculate all bits of K 4. Guessing 64 other bits of K, we can
discard some wrong values of K and K4 according to equation (5). The probability of this
event is 2716, In total, about 2168 (= 28 x 2112 x 264 x 2716) keys (K, Kr, K, Kp) require to
be executed the test of the key schedule. Therefore, the expected number of the keys remaining
is about 2168 x 27128 — 240 4nd the correct key can be obtained by trial encryptions.

Complexity After step 5, there are about 27123 plaintext pairs remain. Denote the expected
number of wrong 216-bit values (ke,{l,f)}v Klos, ke, kg, knfi~ay, Knio~8}s k; 5) surviving after trying all
the pairs by . Clearly,

on—"173

¢ =220 x(1-27%)

Take n = 87.8. Then ¢ ~ 2°2. We list the time complexity of each step in table 3.

Table 3. Time Complexity of Impossible Differential Attacks on 12-Round Camellia-256

Step Time Complexity (1-round encryptions)
2 2P 2 x 2 x2x g =211
3 2T 2% 219 x 28 x £ =2"%
4 2n+39 X 2 X 232 % % + 2n+31 X 2 X 288 % % — 2n+119A8
5 [ 27T x2x2¥ x 2P X Tx 5 +2" 2 x2x 277 x £ =271
6 [2"7 x2x 2177 x 2% x 6 x § + 2" x 2 x 22 x £ 2" IS
7 2210 x 2 x (14 (1=2%) 4+ (1-29% "7 x L x 2
8 (€ +1) x 218 x 6+ ¢ x 270 x 11 &~ 2722°

Clearly, the dominant part of time complexity is steps 6 to 8. Therefore, the total time com-
plexity is about (271358 4 9222 4 9222.6) % ~ 222087 12 round Camellia-256 encryptions. The
data and memory complexities are 21198 chosen plaintexts and 27147 x 4 x 2% = 21568 hytes.
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5.2 Impossible Differential Cryptanalysis of 11-Round Camellia-192

On the basis of impossible differential attacks on 12-round Camellia-256 from rounds 6 to 17, we
present impossible differential cryptanalysis of 11-round Camellia-192 by removing the 17-th round.
Since this attack is similar to the impossible differential attack on 12-round Camellia-256, we only
describe some differences between them in the following.

First, we collect the same plaintext pairs as we do in step 1 of section 5.1. In total, we select
2n+32 plaintexts, which generate 27763 pairs satisfying the input differences of the plaintext pairs.

Second, we filter out some wrong plaintext pairs whose ciphertext differences don’t satisfy our
requirements. Keep only the pairs with the following ciphertext differences:

P(ngl @6792@6793@676794@6795@6796)7

where g;(1 < i < 6) are non-zero byte. After this step, we expect about 2763 x 278 = 2n+55

remain.

Third, we remove the wrong subkeys. We first give some new notations, i.e., k; = kwy &
ki, k), = kw3 @ k15 and ki = kws © ki4. Then, we guess all possible values of k. 53, kl25, k,
and k) (1 < 1 < 8,1 # 5) in turn so as to keep some plaintext pairs satisfying our require-

pairs

ments. There are approximately 27155 x 2716 x 278 » 2756 » 2748 — 9n=73 plaintext pairs re-
main. Finally, guess k; 5. If ASj45 = ALjs2, then we remove this value of k; 5 with the guessed
(ke q1,5), Klas, Ky, kz,{1~4}’ ;L,{GNS})’ The probability of this event is 278. Denote the number of the
wrong subkeys remaining by €”. Clearly,

¢ — 9152 (1— 2—8)2"*73'
Take n = 88. Then €’ ~ 27327, Up to now, the dominant part of time complexity is the step that

to guess the values of (kj, (1ma}> K, {6~8})’ i.e., about 27725 x 2 x 288 x 28 x 7 x % — gn+71.8 — 9159.8

1-round encryptions. It is equivalent to approximately 21598 x 1—11 ~ 2196-34 11 round Camellia-192

encryptions.
Finally, we recover the main key from the remaining joint subkeys. According to the key schedule
of Camellia-192, we obtain the equation:

k; =kwys @ kg = (Kp <k 111)p @ (Kp <K 60)R (11)
K, = kws & ks = (Kp << 111), & (Kp << 60), (12)
ki = kwy @ kiy = (Kp << 111)g @ (Kp << 60) g (13)

Combining with equations (5) and (7), we retrieve the main key. First, we calculate 120 bits of
Kp by equations (11) and (12). Guessing eight other bits of Kp, we can compute 8 bits of K by
equation (13). In addition, we know 8 bits of ki from equation (7). Next, guessing the 48 remaining
unknown bits of Kr, we obtain all bits of K4 by the key schedule and 16 bits of K by equation
(5). Finally, guessing 112 remaining bits of K, we test whether (K1, Kr, K4, Kp) can pass the
key schedule of Camellia-192. Consequently, about 28 x 212 x 248 » 27128 — 240 keys are kept. The
unique correct key can be sieved by trail encryptions. The time complexity of this step is about
2168 6_round encryptions, i.e., 2'”! 11-round encryptions.

In conclusion, the total time complexity of impossible differential attacks on 11-round Camellia-
192 is about 2188 4 21671 ~ 21671 11 round Camellia-192 encryptions. The data and memory
complexities are 2120 chosen plaintexts and 288155 x 4 x 24 = 2149 bytes.
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6 Conclusion

In this paper, we have presented new results on impossible differential cryptanalysis of Camellia-192
/256. We first exploit some properties of the transformations FL/FL~!. On the basis of them, we
construct several 7-round impossible differentials of Camellia with the FL/FL™! layers. Then by
adding four additional rounds after one 7-round impossible differential, we propose a new impossible
differential attack on 11-round Camellia-256. Our attack requires 21299 chosen plaintexts, 21964 11-
round encryptions and 2'33-96 bytes of memory. Furthermore, we further improve these cryptanalytic
results and derive efficient attacks on 11 rounds of Camellia-192 and 12 rounds of Camellia-256.
The time complexities of our attacks on 11 rounds of Camellia-192 and 12 rounds of Camellia-256
are about 21671 11-round encryptions and 222987 12-round encryptions, which are 2162 times and
219-13 times faster than previously best known results but have slightly more data and memory.
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