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Abstract

In this paper, we study the action of Dickson polynomials on subsets of finite fields of
even characteristic related to the trace of the inverse of an element and provide an alternate
proof of a not so well-known result. Such properties are then applied to the study of a family
of Boolean functions and a characterization of their hyper-bentness in terms of exponential
sums recently proposed by Wang et al. Finally, we extend previous works of Lisonék and
Flori and Mesnager to reformulate this characterization in terms of the number of points on
hyperelliptic curves and present some numerical results leading to an interesting problem.

1 Introduction

Hyper-bent functions were defined by Youssef and Gong [26] in 2001 and are both of theoretical
and practical interest. In fact, they were initially proposed by Golomb and Gong [II] as a
component of S-boxes to ensure the security of symmetric cryptosystems. But such functions are
rare, and so interesting from a combinatorial point of view: they indeed have stronger properties
than the well-known bent functions which were already studied by Dillon [§] and Rothaus [21]
more than three decades ago and whose classification is still elusive. Therefore, not only their
study, but also their generation are challenging problems.

Recently, Charpin and Gong [3] proposed a characterization of hyper-bentness for a family of
Boolean functions in polynomial form through exponential sums. Mesnager [I7], [I8] and Wang
et al. [25] extended this to a couple of other families of Boolean functions with additional trace
terms.

A fundamental object in these works are Dickson polynomials [I4]. A good understanding
of their properties, and in particular of those involving the subsets of finite fields composed of
elements whose inverses have have a given trace, is therefore crucial. An important result which
can be found in the work of Dobbertin et al. [9, Lemma 18] deals with these sets. Although it is
qualified as well-known, a subtle fact emphasized in the remark following this lemma does not
seem to be; it is often reproved in an elementary way in very specific cases, even by highbrow
researchers. An alternate and general proof of this fact, together with other useful facts relating
Dickson polynomials and exponential sums, are the core of Section
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Section [3|is then devoted to a finer study of the family of Boolean functions introduced by
Wang et al. [25]. We provide additional results about this family, including useful expressions for
their extended Walsh-Hadamard transforms, their algebraic degrees and their duals. In Section [4]
we extend reformulations in terms of hyperelliptic curves of the aforementioned hyper-bentness
characterizations, previously proposed by Lisonék [I6] and Flori and Mesnager [10], to the
characterization proposed by Wang et al. and show how profit can be taken from the properties
of Dickson polynomials presented in Section [2] To conclude, we provide numerical results about
a specific subclass of the Wang et al. family and propose an interesting theoretical question in
Section

Throughout this paper, m > 0 is a positive integer and n = 2m. The base field for our work
will be Fam, but our final motivation is the study of Boolean functions defined over Fyn. While
working over finite fields, we use the shorthand notation 1/0 = 0.

2 Dickson polynomials and the trace of inverse

Dickson polynomials can be defined explicitely as followsﬂ

Definition 2.1 (Dickson polynomials [14, Definition 2.1], [15, Equation 7.6]). The Dickson
polynomials are defined as Do(x) =0 and

Lr72) r r—1 .
‘DT('T): Z 7"_2< r )x’,‘zz

=0

forr>1.

Alternative definitions are possible through the recurrence relation they verify, such as [14]
Lemma 2.3]
Dyio(x) = 2Dy (2) + Di(2)

and [14, Exercice 2.2.(i)]
Dyya(x) = 2Dy yo(2) + Dp(z)

The first six Dickson polynomials are

Dy(x) =0, Di(z) =z, Dy(x) =2

D3(z) = 23 +x, Dy(z) =2, Ds(x) =a® + 23+ .

A well-known result by Chou, Gomez-Calderon and Mullen [5] describes the cardinality of the
preimage of an arbitraty element.

Theorem 2.2 ([5, Theorem 9’], [14, Theorem 3.26’]). Let Fom be the finite field with 2™ elements
and 1 <r < 2" —1 be an integer. Let

k=ged(r,2™ —1), | =ged(r,2™+1) .
Let x,y € Fam be two elements such that D, (z) =y. Then
L oify=0,

D7) =4 K iy £0and T (1/z) =0
l ify#0and Te]" (1/z) =1 .

1These are actually binary Dickson polynomials of the first kind associated with 1.



As a corollary, they obtain the cardinalities of the value sets of Dickson polynomials [5, Theo-
rems 10 and 10’], [14], Theorems 3.27 and 3.30], and in particular a proof of the characterizations
of Dickson polynomials as permutation polynomials [5, Corollary 11], [I4, Corollary 3.28].

The proof heavily relies on the study of the map

FQH — Fzm

xr—>x+x71

and Waring’s formula [I4, Theorem 1.1], [I5, Theorem 1.76] which ensures that [14] Equation 2.2],
[15, Equation 7.8]
Dz +ax H=a"+a2" .

Dillon and Dobbertin [7, pp 355-356] remarked that a more careful analysis shows that Dickson
polynomials leave the sets of elements whose inverses have a given absolute trace ﬁxecﬂ

Lemma 2.3 ([7, pp 355-356]). Let r > 0 be an integer and x € Fom. Then

s (535) -0

We denote the above sets as follows.

Definition 2.4. We denote by T; for i € Fy the set
Ti={x € Fom | Te" (/) =i} .
The following property is then a corollary to the above results.

Corollary 2.5. Let 1 <r < 2"—1 be an integer. Then the map x — D, (x) induces a permutation
of

e 7o if and only if k = ged(r, 2™ — 1) = 1;

o 71 if and only if | = ged(r,2™ 4+ 1) = 1.

This property was recently used and reproved in a elementary way by Charpin, Helleseth and

Zinoviev [4, Proof of Lemma 14] for D3 as well as Wang et al. [24] Proof of Proposition 5] for the
case D5, who remarked that

1 1 1 1 1 1 x T

D3(z) =« x+1 2241 Ds(x) x+x2+m+1+x4+m2+1'

A much more general fact is actually true as we now demonstrate. To this end auxiliary
polynomials are neededﬂ

2A weaker statement is also proved by Ranto [20, Lemma 4] who assumes that k = gcd(r, 2™ — 1) = 1.

3 These polynomials may be seen as an even characteristic equivalent of to another variation of Dickson
polynomials defined by Schur [22], [14, Theorem 2.20]. Let a be an element in a commutative ring and define
D} (z,a) as

Di(z,a) =1, Di(z,a) ==
for r =0, 1, and by the recurrence relation
D} (x,a) = 22D} _(z,a) —aD}_5(z,a)
for r > 2. They satisfy the relation [14] Exercice 2.3.(i)]

a"(a —2%) = aD}(z,a)? — 22D (2,) D}, (w,0) + Dfy (2, ) .



Definition 2.6. Let r > 0 be an integer. Define f,. as
| zfe(x)®  ifris odd ,
Dr() = { 22 f.(x)? if r is even .
The following relation between D,. and f, is then verified.

Lemma 2.7. Let r > 0 be an integer. Then
@+ Dy(z) + 2* fr(2) frp1(2) + Drsa () = 0
Proof. We equivalently show that
2 + Dy (2)* + 2* f(2)? fr1(2)? + Drya(2)* =0,
which can be rewritten as
22+ D,(2)? + 2D, (x)Dyy1 () + Dyyr(2)2 =0 .

For r = 0, this is trivially verified. For r > 1, write down D,11(z) as D,41(z) = D, (z) +
D,_1(x) and the result follows by induction. O

As a corollary we get a general expression for %@ involving f,.(z).

Corollary 2.8. Let v > 1 be an integer. Then

11 fisa(z) fro1(z)?
D.@) 7 A | L@?
fr+1(x)+fr+1(x)2 )

fr(2) fr(x)?
Proof. Since Ds,.(x) = D,(x), we can suppose that r is odd without loss of generality. Then

r 1 _ T
D.(x)  af.(x)2  22f.(x)?
_ Di(2) + 22 £ () frar () + Drga ()
22 f, (z)2
afr(@)? + 22 fr(2) frpa (2) + 22 fria (2)?
foT(z)Q

1 fra(@) | fra()?®

T R@  A@?

the other equality being deduced in a similar way. O

1
==+

8

Lemma [2.3] directly follows from Corollary

We define the corresponding exponential sums as follows. Recall that for a Boolean function
[ Fam — Fa, its “sign” function is the integer-valued function x (f) = x5 = (=1)7, ie. f
composed with the additive character of Fs.

Definition 2.9. Let f: Fom — Fo be a Boolean function. We denote by K] (f) the exponential
sum on T; fori € Fy for fo D,, that is

K[(f) =Y Xfop.(x) -

z€T;



The following lemma is easily deduced from the equality (—1)™1"(*) =1 — 2 Tr]" (z) where
the values of the trace are understood as the integers 0 and 1.

Lemma 2.10. Let f : Fom — Fy be a Boolean function. Then

K =3 3 w@+E0r YD (/) + @)

z€Fom z€Fom
And we finally record the following corollary.

Corollary 2.11. Let 1 < r < 2" — 1 be an integer and f : Fam — Fy be a Boolean function.
Suppose moreover that k = ged(r,2™ — 1) = 1. Then

Ky(f) = Ko(f) ,
Ki(f)= Y Xfop,(x) = Ko(f)

rEFom

3 Some properties of the Wang et al. family

Let f be a Boolean function on Fon. The Walsh-Hadamard transform of f is the discrete Fourier
transform of ¢, whose value at w € [F» is defined as

Xj(w) = Z (_l)f(m)JrTr?(wr) .

zEFon

The extended Walsh-Hadamard transform of f is defined as

ﬁ(w,k') = Z (_1)f(m)+Tr;1(wl.k) 7

x€EFon

for w € Fon and k an integer co-prime with 2" — 1. Bent functions are functions with maximum
nonlinearity. They only exist for n even and can be defined as follows.

Definition 3.1. A Boolean function f : Fon — Fy is said to be bent if Xj(w) = £2% for all
w e ]an .

Hyper-bent functions have even stronger properties than bent functions. More precisely,
hyper-bent functions can be defined as follows.

Definition 3.2. A Boolean function f : Fon — Fo is said to be hyper-bent if its extended
Walsh-Hadamard transform only takes the values +2% .

It is well-known that the algebraic degree of a bent function is at most n/2. If it is moreover
hyper-bent, then it is exactly n/2 [2].
A useful tool to study hyper-bentness is the following exponential sum.

Definition 3.3. Let f : Fon — Fy be a Boolean function and U be the set of (2™ + 1)-th roots of
unity in Fon. We define A(f) as
A(f) = xslu) -

uelU

Recently, Wang et al. [25] extended ideas of Charpin-Gong [3] and Mesnager [19, 17, [I8] to a
new family of Boolean functions.



Definition 3.4 (Wang et al. family [25]). Suppose that m = 2 (mod 4) and let E be a set of
representatives of the cyclotomic classes modulo 2™ — 1 of full size n. For a subset R C E, let a,
be non-zero elements in ¥ for r € R and b be an element in F’{6E|. The function fu s then

defined as
faplw) = 3Tt (a0 @ V) 1 (0" (1)
reR
The divisibility condition on m essentially entails that 2™ = —1 (mod 5). A first consequence

of this equality is that all functions in this family have the same algebraic degree.
Proposition 3.5. The algebraic degree of the function fo is equal to m.

Proof. The exponent 2™ — 1 has 2-weight m since 2™ — 1 =142 4 22 4 ... +2™~!. Moreover,
m =2 (mod 4) so that n = 2m can be expressed as n = 8] + 4. Then

on _ 1 1621+1 -1 1621+1 -1
= =3X ——
5 5 15

2m 21 21
=3 x Zlﬁi = Zz‘“ +Zz‘“’+1 )
1=0 =0 =0

Therefore, the 2-weight of 27})—_1 is 4l +2 = 5 = m as well.

2" —1

ver Tt (@277 D) and 2 — Tr] (bz™s
algebraic degree m. Since they are separate parts in the trace representation of f, ;, the algebraic
degree of f, is equal to m as well. O

Both Boolean functions = +— are thus of

The divisibility condition on m also implies that f,»(zy) = fas(y) for any x in the subfield
Fym. The extended Walsh-Hadamard spectrum of f, ; can then be expressed with A(f, ) in a
classical manner [16], Theorem 3], [10, Proposition 3.12], thus extending the result of Wang et
al. [25], Proposition 3.1].

Proposition 3.6. The notation is as in Definition|3.4. Then
Xfar(0,F) =14+ A(fap) (-14+27)
and, for w € F5. non-zero,
N (@, k) = 1= A(fap) + 27 (=1 o™
In particular, fqp is hyper-bent if and only if A(fap) = 1.
The dual of f, 1 can then be explicitely computed when f, ; is hyper-bent.

Proposition 3.7. If f, 1 is hyper-bent, then its dual is f, ps, i.e. we have

Yw € Fon, X7, (W) = 27X, 4 (@),

Proof. Let u € U be the unique element such that u'=2" = u? = w?" ~!, that is u = w'

Then f,p(u) = fap(w™). N
Moreover, since m = 2 (mod 4), 15 divides 2™ — 4. Hence, b = b* and it follows that
fap(@™) = faps(w). O

4Setting b = 0 gives back the original family of Charpin and Gong [3], and in this case it is not necessary to
suppose m = 2 (mod 4).

2m-1)/2




Extending the approach of Mesnager [19, 17, 18], Wang et al. [25] deduced the following
expressions for A(fyp)-

Theorem 3.8 ([25]). The notation is as in Definition|3.4l Denote moreover by g, the Boolean
function on Fom defined by gq(x) =, o Tr1" (ar D, (z)).

1. If b=1, then 5A(fa1) = 4K7(ga) — 10K (ga) — 3.
2. If b is a primitive element of F1s such that Tr} (b) = 0, then 5A(fap) = 2K (ga) + 1.

3. If moreover a,. € F then

2%
(a) if bis a primitive element of F1g such that Tr} (b) = 1, then 5A(fas) = —3K2(ga) +
5K1(ga) +1;

(b) if b is a primitive 5-th root of unity, then 5A(fap) = —K7(9a) — 5K1(ga) — 3;
(c¢) if b is a primitive 3-rd root of unity, then 5A(fap) = 2K1(ga) + 1.

4 Hyperelliptic curves and an efficient reformulation

The previous characterizations for hyper-bentness can be reformulated in terms of number of
points on hyperelliptic curves. The main ideas in this approach stem in the works of Lachaud
and Wolfmann [I3], as well as Katz and Livné [I2], back in the eighties, and were extended quite
recently by Lisonék [16] and Flori and Mesnager [I0]. As we show below, such an approach is
interesting both from practical and theoretical point of views. On the one hand, efficient point
counting algorithms for hyperelliptic curves lead to a polynomial time and space test for the
hyper-bentness of functions in the Wang et al. family. On the other hand, theoretical results
about the number of points on hyperelliptic curves can be used to study the hyper-bentness of
families of Boolean functions, and conversely interesting problems about hyperelliptic curves arise
from this study.

We now state the fundamental connection between Boolean functions, exponential sums and
hyperelliptic curves.

Proposition 4.1 ([I0, Propositions 3.3 and 3.4]). Let f : Fam — Fom be a function such that
f(0) =0 and g be the corresponding Boolean function g = Tr{" (f). Let Gy be the (affine) curve
defined over Fom by

Grry’+y=f(a)
and Hy be the (affine) curve defined over Fom by
Hy: Vv +ry=x+22f(z) .
Then

S xgl@) = #G; -2

z€EFym

S (T (1) + g(a) = #Hp 2"+ 1 .

xEFom

As we did for exponential sums, we superscript the curves Gy and Hy by r to mean that the
corresponding functions f and g are composed with D,..
Proposition gives the following reformulation of Lemma [2.10]in terms of curves.



Corollary 4.2. The notation is as in Proposition[{.1. Then

1 )
Kilg) = 5 (#Gy —2™) + (1) (#H; 2" +1))
When applied to Corollary we get the following interesting result about curves.

Corollary 4.3. The notation is as in Proposition[{.1 Let moreover 1 <r < 2™ —1 be an integer
such that k = ged(r,2™ — 1) = 1. Then

#H; + #G; = #Hp + #Gy .
Applying Corollary to Theorem leads to the following reformulation.
Theorem 4.4. The notation is as in Theorem[3.8 and Proposition [{.1]
1. Ifb=1, then 5A(fa1) = 2(#G> — #H>) — 5(#G, — #H,).
2. If b is a primitive element of F1g such that Tr] (b) = 0, then 5A(fap) = #G> — #H?.

3. If moreover a, € F then

2%

(a) if b is a primitive element of Fi such that Tr] (b) = 1, then 10A(fap) = —3(#G3 —
#HZ)) + 5(#Ga - #Ha);

(b) if b is a primitive 5-th root of unity, then 10A(fap) = —(#G2 —#H2)—5(#G, —#H,);

(c) if b is a primitive 3-rd root of unity, then 5A(fap) = #G> — #H?.

Applying Corollary then yields a more practical reformulation for explicit generation of
hyper-bent functions.

Theorem 4.5. The notation is as in Theorem[{.]
1 IFb =1, then 5A(far) = 4#G5 — T#Go + 3#H,.
2. If b is a primitive element of F1g such that Tr} (b) = 0, then 5A(fap) = 2#G5 —#G, —#H,.

3. If moreover a, € F,n, then

(a) if b is a primitive element of Fig such that Tr} (b) = 1, then 5A(fop) = —3#G3 +
A#G, — #H,;

(b) if b is a primitive 5-th root of unity, then 5A(fqp) = —#G2 — 2#G, + 3#H,;

(c) if b is a primitive 3-rd root of unity, then 5A(fap) = 24#G5 — #G, — #H,.

Now recall that the zeta function of a (smooth projective) curve C defined over F, is

Z(C[Fq;t) = exp (i #ngqi)ti>

i=1

Weil has conjectured and proved that, for a curve of genus g, the zeta function Z(C/Fy;t) can be
written as a rational function

29x(1/t)

2@ = a0 =gn



m | #Go  #Ho #G5  #H | m | #Go #H, #G5  #H;
6 | 0.000 0.001 0.000 0.000 || 30| 0.024 1.165 132.982 197.473
10 | 0.001 0.001 0.000 0.000 |f 34| 0.035 1.376 338.97 570.014
14 | 0.010 0.012 0.020 0.019 || 38 | 0.080 1.520 394.670 627.62
18 | 0.244 0.217 0.309 0.318 || 42 | 0.050 2.390 491.030 958.810
22 1 0.019 0.634 52.533 81.334 || 46 | 0.037 5.069 742,901 1111.722
26 | 0.021 0.850 82.884 1.735 || 50 | 0.042 7.814 1022.621 1428.279

Table 1: Meantimes needed to compute the number of points on G, H,, G2 and H

where x(t) is the characteristic polynomial of the Frobenius endomorphism of the Jacobian of C

and that
g—1

X(t) = (lgtg + Zai(tQ!J*i 4 qg*iti) )
i=0
In particular, the knowledge of x(¢) and its factorization over the complex numbers entails that
of #C(Fy:) for all i > 1. In particular, one has

#CFy) =q+1+a1 ,
#C(Fp2)=q* +1+2a2 —af .

Furthermore, the curves we defined are in fact Artin-Schreier curves, which are a special kind
of imaginary hyperelliptic curves in even characteristic, and Denef and Vercauteren [6], 23] have
shown that it is possible to efficiently compute their zeta functions.

Theorem 4.6 ([23, Theorem 4.3.1]). Let C' be an Artin-Schreier curve of genus g defined over
Fom. There exists an algorithm to compute the zeta function of C' in

O(g*m®(g* + log? mloglog m) log gm log log gm)
bit operations and O(g>m?) memory.

We can therefore compute the number of points of such curves in polynomial time and space
in the size of the base field. It should also be remarked that the time and space complexities of
the above algorithm are also polynomial in the genus of the curve.

If we fix a set R C E of indices and suppose that the maximum index 7., € R is odd,
then the genera of the curves H>, G5, H, and G, are respectively 5””;1'“7 5””‘;_17 Tm“;“
and T“#H Therefore, even though the overall time and space complexities in m of the point
counting algorithm will not change, discarding the computation of the zeta function of the curve
H? by using the reformulation of Theorem rather than that of Theorem [4.5] will have a
practical impact.

To illustrate this fact, we performed several simulations with Magma v2.18-2 [I]. The
computations were performed on an Intel Core2 Quad CPU Q6600 cadenced at 2.40 GHz. The set
R of indices used was R = {1,3} and ten couples of coeflicients (a1, az) were randomly generated
in F3,.. The meantimes needed to compute the number of points on the curves G,, H,, G5 and
H3? for integers m = 2 (mod 4) between 6 and 50 are presented in Table[l} It should be noted
that Magma [I] actually uses a naive point counting algorithm for m < 20 and only switches to
the Vercauteren-Kedlaya algorithm for higher values. Nonetheless, the time needed for the naive
method growing exponentially, it quickly becomes far less efficient than the Vercauteren-Kedlaya
one, even for curves of high genera such as G5 and HJ.




5 A family of trinomial functions

We now investigate the case where R = {1,3} and a1 = a3 = a and b is a primitive element of Fy
of trace zero. In this case, the functions of the Wang et al. family are of the form

fFan =T} (a@*®" 0 4 2C70) I (575
and the associated condition for hyper-bentness is
K15(9a) =2,

or equivalently
Q#GS — #G, —#H, =5 .
For small values of m, numerical investigation pointed out that the associated value v, defined as

_ K15(ga) -2
10

m=2 2 Gz— Gy, —#H,—-5 m—2
(ot = B RO Hle =0 ()

Va

takes even integer values with absolute value bounded by a given constant. For m € {6, 10, 14, 18},
the constants were respectively 2, 12, 80 and 314. In particular, it is never equal to (—1)mT_2 and
the associated family of Boolean functions contains no hyper-bent functions. Proving the above
fact is therefore both of practical and theoretical interest.

6 Conclusion

In this paper, we have presented some classical but no so well-known facts about Dickson
polynomials and exponential sums, and provided an alternate proof of an important fact involving
their action on sets of elements whose inverses have a given trace. We put a particular emphasis
on exposing this connection, and the connection between exponential sums and hyperelliptic
curves, in a setting as general as possible, in order to make them suitable for use in the study of
new families of Boolean functions. As a first step for this approach, we subsequently applied these
results to the study of the hyper-bentness of a family of Boolean functions recently introduced
by Wang et al., thus refining their results and extending previous approaches of Lisonék and
Flori and Mesnager. Finally, we provided experimental evidence that reformulations in terms of
hyperelliptic curves is crucial for the explicit generation of hyper-bent functions and proposed an
interesting theoretical question related to a family of trinomial functions.
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