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Abstract. We introduce the concept of Revocable Predicate Encryption (RPE), which extends the pre-
vious PE setting with revocation support: private keys can be used to decrypt an RPE ciphertext only
if they match the decryption policy (defined via attributes encoded into the ciphertext and predicates
associated with private keys) and were not revoked by the time the ciphertext was created.

The first challenge in RPE schemes is to preserve privacy for RPE ciphertexts, namely to ensure the
attribute-hiding property, which is inherent to traditional PE constructions, and which implies the
more basic property of payload hiding, used in the context of Attribute-Based Encryption (ABE).
We formalize the notion of attribute hiding in the presence of revocation and propose our first RPE
construction, called AH-RPE, which is attribute-hiding under the Decision Linear assumption in the
standard model. In the AH-RPE scheme we deploy the revocation system of Lewko, Sahai, and Waters
(IEEE S&P 2010), introduced for a simpler setting of broadcast encryption, which we modify for
integration with the payload-hiding ABE scheme of Okamoto and Takashima (CRYPTO 2010), after
making the latter attribute-hiding by borrowing additional techniques from Lewko, Okamoto, Sahai,
Takashima, and Waters (Eurocrypt 2010).

As a second major step we show that RPE schemes may admit more stringent privacy requirements
in comparison to PE schemes, especially when it comes to the revocation of private keys. In addition
to attribute-hiding, RPE ciphertexts should ideally not leak any information about the revoked keys
and by this about the revoked users. We formalize this stronger privacy notion, termed full hiding, and
propose another RPE scheme, called FH-RPE, which achieves this notion in the setting of “sender-local
revocation” of Attrapadung and Imai (Cryptography and Coding 2009), under the same assumptions
as our AH-RPE construction. Our FH-RPE scheme is also based on the attribute-hiding variant of
Okamoto and Takashima’s ABE scheme, yet with a different revocation method, in which we integrate
the Subset-Cover Framework of Naor, Naor, and Lotspiech (CRYPTO 2001) for better efficiency.

1 Introduction

Functional Encryption In recent years, asymmetric encryption has experienced a paradigm shift from
encryption of secret messages for particular recipients (Public Key Encryption or Identity-Based Encryp-
tion) towards more flexible encryption mechanisms, which offer manifold forms of access control to encrypted
data. These mechanisms rely on arbitrary functional relationships between policies and attributes encoded
in ciphertexts and recipients’ decryption keys. Functional Encryption has emerged from Identity-Based En-
cryption techniques [7124], and encompasses novel concepts such as Attribute-Based Encryption [41/10,{12}23],
Hidden-Vector Encryption [9], and Predicate-Based Encryption [13}|14}/19,/20,[25H27]. At a high level these
schemes implement the idea of creating ciphertexts without prior knowledge of potential recipients. The
success of message recovery depends usually on some relation, which is implicitly evaluated through the
decryption procedure, on input the information encoded in the ciphertext and information contributed by
the recipient’s private key.
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Predicate Encryption In this work we focus on the notion of Predicate Encryption (PE), formalized by
Katz, Sahai, and Waters [13|, and further studied in [14}/19}/20,25,|27]. In PE schemes the private keys of
users are associated with predicates f and ciphertexts are bound to attributes a. The decryption procedure
is successful if and only if f(a) = 1. If this relation is not satisfied then no information about the plaintext
is leaked. In contrast to Attribute-Based Encryption, which also states this requirement on the security of
the decryption procedure, PE schemes offer privacy of attributes that legitimate recipients of PE ciphertexts
must possess, that is PE ciphertexts ensure attribute hiding in that they do not leak any information about
a for which the condition f(a) =1 would be satisfied. Concrete constructions of PE schemes typically focus
on the realization of certain types of predicates f. In their seminal work, Katz, Sahai, and Waters [13]
introduced PE schemes supporting Inner-Product Encryption (IPE), i.e. vector 7 represents attributes and
vector 7 determines the predicate f— such that fy(?) = 1if7Z-Y =0 (? - Y denotes the inner
product of vectors 7 and 7 over a field or ring). It has been shown that IPE can be leveraged to evaluate
a wide class of predicates such as conjunctions or disjunctions of equality tests, conjunctions of comparison
or subset tests, and more generally, arbitrary CNF or DNF formulae. The original scheme of Katz, Sahai,
and Waters |13] has been proven selectively secure under less standard assumptions (in the generic group
model), while more recent schemes by Okamoto and Takashima [20] achieve the stronger notion of adaptive
security using standard assumptions.

Revocation in Functional Encryption The revocation challenge in FE schemes turns out to be more
subtle than in previous encryption paradigms, e.g. in comparison to CRL-based revocation mechanisms for
traditional PKE schemes (within public key infrastructures) [11/18], to time-based revocation mechanisms [7]
for IBE schemes, where the identities of receivers are linked to time periods and unrevoked users must be
in possession of up-to-date private keys, obtained from the Private Key Generator (PKG), or to revocation
mechanisms for certificateless encryption [11] that try to achieve the best of PKE and IBE worlds. The
revocation problem in FE is apparent in that FE ciphertexts are encrypted for predicates f that can possibly
be satisfied by multiple recipients, all in possession of suitable attributes a. Using time-based revocation
for users’ attributes is inappropriate here for several reasons: First, a user may be in possession of several
attributes and if time periods for all attributes in the system are not synchronized then unrevoked users would
have to update their private keys whenever any of their attributes expires. Note that due to the necessary
collusion-resistance property of FE schemes a user’s private key must depend on all attributes of that user.
Second, even if time periods are synchronized then the problem with scalability still remains. Indeed, the
PKG would have to be regularly contacted by all unrevoked users in the system to obtain updates for their
private keys. This would require online presence of the PKG, establishment of secure channels between the
PKG and each user for the transmission of updated private keys, and authentication of users towards the
PKG to prove eligibility with regard to the update procedure. The amount of work performed by the PKG
is then linear in the number of (unrevoked) users and attributes available in the system. A more efficient
approach for handling revocation in IBE systems was suggested by Boldyreva, Goyal, and Kumar (BGK) [5],
where the PKG on each time period publishes some update information that is then used by unrevoked
users to update their private keys locally. The amount of work performed by PKG is logarithmic and, more
importantly, no online communication between the PKG and unrevoked users is required. The approach
from [5] could also be applied to ABE systems, in which case, however, it would result in a significant
limitation — while in IBE systems revoking user identities is sufficient, revoking attributes in ABE systems
would implicitly revoke private keys of all users with those attributes. That is revocation of users (which is
possible with the time-based approach of Boneh and Franklin [7] when applied to ABE systems) would no
longer possible with the BGK approach. Another limitation of the BGK approach is that unrevoked users
still have to update their private keys for each time period.

To alleviate this limitation, Attrapadung and Imai [3] suggested another way for revocation in ABE
schemes: Instead of enforcing revocation via an authority, the revocation is carried out by the senders
directly, i.e., the senders encrypt a message under a normal attribute set, as well as a revocation list. Each
user’s private key has an associated policy and some unique identifier. A private key can be used to decrypt
the ciphertext if the attributes in the ciphertext satisfy the policy associated with the key and the identifier of



the key is not contained in the revocation list encoded into the ciphertext. This method solves the mentioned
problem behind the BGK approach, namely each user’s private key can now be issued by PKG once and
need not be updated thereafter. Later on, Attrapadung and Imai [2] proposed another system by combining
techniques from [5] with their previous work from [3], which inherits the advantages of both approaches.

Revocation in PE Schemes and Privacy The different ABE revocation techniques mentioned above,
aside from their scalability issues, are only partially applicable to PE schemes due to the distinguished
attribute-hiding property of the latter. In particular, care should be taken to ensure that by introducing
revocation to a PE system this privacy property is preserved. To the best of our knowledge, revocation in
PE schemes has not been investigated so far and it is not clear whether revocation introduces further privacy
challenges, in addition to the challenge of preserving their basic attribute-hiding property. We observe that
additional privacy problems may arise in scenarios, where revocation is performed for individual private keys.
For example, in the revocable ABE scheme of Attrapadung and Imai [3], each sender builds a revocation list
on-the-fly, using unique identifiers of users’ private keys, and encodes this list into the ciphertext. However, a
close inspection of the scheme shows that ciphertexts reveal information about the encoded key identifiers and
by this leak information about the revoked users. In this work we explore the concept of privacy-preserving
revocation in PE schemes. Our contributions are detailed in the following.

1.1 Owur Contributions

We formalize the concept of Revocable Predicate Encryption (RPE) and propose two RPE schemes
allowing for efficient revocation of individual private keys. The underlying revocation mechanisms do not
require any private key update procedures on the recipient’s side and more importantly preserve and even
strengthen the expected privacy properties of PE schemes. Both mechanisms use revocation information on
the sender’s side only to perform the encryption operation. Only holders of unrevoked private keys are able
to decrypt the ciphertext, still provided that their keys also match the decryption policy. In the following
we discuss the two notions of privacy behind our schemes, their usage, and underlying techniques in more
detail.

Attribute-Hiding RPE Scheme Our first scheme, termed AH-RPE, offers attribute-hiding, which is the
standard PE property (and further implies payload-hiding used in the context of ABE). The revocation
concept behind AH-RPE uses revocation lists (RL) and is mostly suitable for applications where revocation
management is handled centrally by the PKG. It is assumed that senders obtain up-to-date RL published
by the PKG prior to encryption. The attribute-hiding property of our AH-RPE scheme is proven against
adaptive adversaries in the standard model under the established DLIN assumption. The AH-RPE scheme
has constant-size private and public keys while the length of its ciphertexts remains linear in the number of
revoked keys.

Full-Hiding RPE Scheme Our second scheme, termed FH-RPE, offers even stronger privacy guaran-
tees. Since the RPE concept assumes that revocation lists are used by senders, the standard requirement of
attribute-hiding may not be sufficient for applications, where in addition to privacy-protection for attributes
(and plaintexts) one is interested in preserving the privacy of users, whose decryption keys were revoked.
Hence, we introduce a stronger notion of full-hiding, which we formalize as part of the RPE security model.
This property ensures that no information about revoked users is leaked from a given ciphertext and is a
natural extension in the context of PE that cares about privacy. Our FH-RPE scheme can be used in appli-
cations where senders may freely decide to exclude certain key holders from running a successful decryption
operation, even if private keys of those holder match the ciphertext policy. Such sender-local revocation
(SLR), as considered in [2] for ABE schemes, allows for more flexible forms of access control to PE plaintexts
and the requirement of full-hiding keeps revoked recipients undisclosed.

The full-hiding property of FH-RPE also relies on the DLIN assumption; yet this stronger privacy property
comes with additional performance overhead in comparison to our AH-RPE scheme in that the length of
keys and ciphertexts becomes logarithmic in the number of decryption keys.



Techniques Our RPE schemes are based on the Dual System Encryption of Waters [28] and the Dual Pairing
Vector Spaces (DPVS) of Okamoto and Takashima [19]. Our AH-RPE scheme deploys the revocation system
of Lewko, Sahai and Waters [15], introduced originally for public-key broadcast encryption, and modified
here for an integration with the (payload-hiding) FE scheme of Okamoto and Takashima [20] in a way that
achieves attribute-hiding by further using some techniques underlying the PE scheme by Lewko et al. [14].
Our FH-RPE scheme is obtained from Okamoto and Takashima [20] and Lewko et al. [14] in a more direct
way: each private key corresponds to an index, which is defined at derivation time. Indices of revoked keys are
used to build the revocation list. The revocation mechanism extends individual private keys with additional
index-dependent components that provide decryption capabilities as long as the index remains unrevoked
— revoked indices are encoded by the sender into the ciphertext in a privacy-preserving way. We note that
to be able to create a ciphertext, the sender needs to know not only an attribute but also the indexes of the
revoked keys. Using indexes are essential in our scheme. If a sender wishes to revoke some particular key from
decrypting a ciphertext then some identifier for that key must be used in the encryption procedure; otherwise
revoking certain keys becomes impossible since the keys would not be distinguishable from other keys with
the same predicates. We first discuss that applying Okamoto and Takashima [20] and Lewko et al. [14]
directly would result in a linear complexity for the lengths of main parameters. The (better) logarithmic
complexity of our FH-RPE scheme is due to the use of the complete-subtree technique by Naor et al. [18|,
whose integration preserving the full-hiding property was a challenge. We note that it is possible to obtain a
FH-RPE with the combinations of a PE [14] and an anonymous broadcasting scheme [17]. However, in the
standard model, the size of the ciphertext in the resulting system is linear in the number of keys. In order to
prove security of our RPE schemes we utilize the modular approach from Okamoto and Takashima [20] that
breaks the proof down into several higher-level (artificially looking) assumptions and proves them to be secure
under the DLIN assumption. The technical challenge in our proofs is to actually adopt the proving techniques
from Okamoto and Takashima [20] towards the RPE requirements of attribute-hiding (for AH-RPE) and
full-hiding (for FH-RPE), whose definitions have more sophisticated “win conditions”.

2 Dual Pairing Vector Spaces and Assumptions

Let Gppg be an algorithm that takes as input a security parameter 1* and outputs a description of the
symmetric bilinear group setting (¢, G, Gr, G, €) where ¢ is a prime, G and G are two cyclic groups of order
q, G is the generator of G, e is a non-degenerate bilinear map e : G x G — Gr, i.e., e(sG,tG) = ¢(G, G)*
and e(G,G) # 1.

N

——
VECTOR SPACES. Let V= G x --- x G be a vector space and each element in V be expressed by an N-
dimensional vector € = (z1G,...,enG) (x; € Fy for ¢ = 1,...,N). The canonical base A of V is A =
(ai,...,ay), where a1 = (G,0,...,0), az = (0,G,0,...,0),...,ay = (0,...,0,G). Given two vectors
= (n1G,...,zNyG) =101 + - +znyany € Vand y = (y1G,...,ynG) = y1a1 + - - + ynvay € V, where
7 = (z1,...,zn) and Y = (y1,-..,yn), the pairing operation is defined as e(x,y) = Hfil e(z;G,y,G) =
e(G,G)E i mv = gTV € Gy,

Definition 1 (Dual Pairing Vector Space (DPVS) [19]). Let (¢,G,Gr, G, e) be a symmetric pairing
group. A Dual Pairing Vector Space (q,V,Gr, A, e) is a tuple of a prime q, N-dimensional vector space V
over Fy, a cyclic group G of order g, canonical base A = (a1, ...,an) of V, and pairing e : G x G — G
that satisfy the following conditions:

1. NON-DEGENERATE BILINEAR PAIRING: There exists a polynomial-time computable non-degenerate bilin-
ear pairing e(x,y) = vazl e(Gi, H;) where x = (G1,...,Gn) €V andy = (Hy,...,Hy) € V. This is
non-degenerate bilinear i.e., e(sz,ty) = e(x,y)*t and if e(x,y) =1 for ally €V, then = = 0.

2. DUAL ORTHONORMAL BASES: A and e satisfy that e(a;,a;) = g;’” for all i and j, where 6; ; = 1 if
1 =73, and 0 otherwise, and g7 # 1 € Gr.



3. DISTORTION MAPS: Linear transformations ¢; ; on'V s.t. ¢; j(a;) = a; and ¢; j(ar) = 0 if k # j are
polynomial-time computable. We call ¢; ; “distortion maps”.

ORTHONORMAL BASES. Let B = (by,...,by) be the basis of V which is obtained from the canonical basis
A using a uniformly chosen linear transformation, A = (); ;) £ GL(N,F,) (note that GL(N,F,) creates

a matrix of size N x N in which each element is uniformly selected from Fy), such that b; = Zjvzl Aijaj,
for ¢ = 1,...,N. Similarly, B* = (bj,...,by) of V is also obtained from A, such that u;; = (/1T)717

by = Zjvzl wijai, fori=1,...,N.It can be shown that e(b;, b}) = g;"’j, where §; j =1ifi=j,and 6; ; =0
if i # j. B and B* are thus dual orthonormal bases of V.

In our schemes, we will use the following probabilistic generator G, for dual orthonormal bases:

Gob (17 W= = (d;n1,...,nq)) : paramg = (¢, G, Gr, G, e) & gbpg(1>‘)7
7,/J<—Fq,N0:5,Nl =3n+1forli=1,...,d;
For1=0,...,d:

paramy, = (¢,V;,Gr, A, €) & gdpvs(l)‘,Nl, paramg),

-1
A“):(A(-”-)&GL(NZ,F) () = - (a0

Z)\l) Wgori=1,....,N,B = ({,...,6{),

ZJJ

Z,ull) W for § = 1,...,N,B*® = (bT(l), . ,b}kéll)),
gr = E(G, G)¥,paramy = ({paramy, }io,....a, 97);
Output (param-», {IB%(Z),IB%*(”}[:O,__@).

Note that g7 = e(b;V,b;V) for 1 =0,...,d;i=1,...,N,.

Definition 2 (Decisional Linear Assumption (DLIN) [6]). The DLIN problem is to find bit 8 € {0, 1},
given the output (paramg, G, aG, bG, acG,bdG,Yg) of the probabilistic algorithm

GRMN(1%) : paramg = (¢,G,Gr, G, e) & Gopg(1Y), a,b,¢,d & T,

Yo=(c+d)G, Y1 &G, §¢{0,1};
Output (paramg, G, aG,bG, acG, bdG,Y3).

The advantage of a probabilistic polynomial-time DLIN solver D is defined as
AWVBIN() = | Pr[D(1M @) 5 1 | @ & PN Y] - Pr[D(, @) = 1 | = & PN |.

The DLIN assumption states that for any such D this advantage is negligible in \.

3 Revocable Predicate Encryption: Model and Privacy Definitions

In predicate encryption for inner-product relations, an attribute is expressed as a vector 3 € Fo\{ I } and

a predicate f= is associated with a vector 7 € Fp\{ f }, where f2(7) =1,iff -7 = 0. Let A = Fp\{ I }
be the attribute space, and P = {f=|7 € Fy\ {ﬁ}} be the predicate space. We assume that indexes are



in the set I' = {1,..., N}, where N is the number of keys in the system. In our definitions and schemes,
we assume that attribute vector, 7 = (Y1,.--,Yn,y ), is normalized such that y; =1 (If 7 is not normalized,
— (k)
e

, _ is the canonical basis vector

change it to a normalized one by (1/y,) -3/, assuming that y; is non-zero).
i—1 ng—1

— /—J;-L\ .

0,...,0,1,0,...,0) e Fpr for k=1,2and i = 1,...,ny.

3.1 Syntax

Definition 3 (Revocable Predicate Encryption). A revocable predicate encryption scheme (RPE) is a
tuple of four algorithms (Setup, GenKey, Encrypt, Decrypt) and has an associated attribute space A, a predicate
space P and an index space I'.

Setup(1*, A) The Setup algorithm takes as input a security parameter 1* and format A of attribute and
index. It outputs a public key PK, a master secret key MSK , and a state information S.

GenKey(MSK, S, 7) The GenKey algorithm takes as input a master secret key MSK , a state information
S, and a predicate vector 7. It outputs an updated state S and a secret key k:*f?’], where I € I' denotes
the associated index of the key and is included in the key.

Encrypt(PK, L, 7, M) The Encrypt algorithm takes as input a public key PK, a revocation list L C I', an
attribute vector 7, and a message M in some associated message space. It outputs a ciphertext C.

Decrypt(C, k:*?J) The Decrypt algorithm takes as input a ciphertext C' and a secret key k:*?J. It outputs
either a message M or the distinguished symbol L.

Correctness. The correctness property of the schemes says that for all PK and MSK output by Setup
algorithm, all predicate fm € P, all message M, all attribute 7 € A, and all possible valid state information
S output by Setup or GenKey algorithm, if the key k% , was not revoked, i.e., I ¢ L, then for correctly

generated k% | pia GenKey(MSK, S, ) and C pia Encrypt(PK, L, i/, M):

- If f?(y) =1 then Decrypt(C, k%, ;) = M.
- If f?(?) = 0 then Decrypt(C, k% ) =L with all but negligible probability.

3.2 Definitions of Attribute-Hiding and Full-Hiding in RPE

Our first security definition for RPE schemes is the standard property of attribute hiding, which we extend
to address revocation. We allow the adversary to specify the revocation list used to create the challenge
ciphertext but we do not require ciphertexts to hide information about revoked key indices. This definition
suits applications where revocation lists are managed and published by the master authority.

Definition 4 (Attribute-Hiding RPE). An RPE scheme is adaptively attribute hiding against chosen
plaintext attacks if for all PPT adversaries A, the advantage Advﬁ'jRPE(/\) of A in the following game is
negligible in the security parameter \:

Setup. A challenger C runs the Setup algorithm to generate a public key PK, a master secret key MSK,
and S. PK is given to A.
Query phase 1. A adaptively makes a polynomial number of GenKey queries: A produces a predicate ?,

C computes the key k%, | pia GenKey(MSK, S, ?) associated with an index I, and gives it to A.

Challenge. A outputs challenge attribute vectors (7(0)77(1)), challenge plaintexts (M(O),M(l)), and a
revocation list L, subject to one of the following restrictions for each queried key k*?l
1. IelL
2. 1¢Land f2(Y©) = fz(y™)=0.
C flips a random coin b. If b = 0 then A is given C = Encrypt(PK,L,7(0)7M(0)). Ifb=1 then A is
given C = Encrypt(PK, L, W, MW),
Query phase 2. Repeat the Query phase 1 subject to the restrictions as in the challenge phase.



Guess. A outputs a guess b’ of b, and succeeds if b’ = b.
The advantage of A is defined to be AdvA Hpe(A) = [Prib=b] —1/2|.

Our second security notion, called full hiding, offers stronger privacy guarantees. In addition to attribute
hiding, it ensures that ciphertexts do not leak any information about revoked indexes. This privacy goal
becomes especially relevant when key indexes can be linked to users and whenever senders wish to exclude
certain users from decryption — the latter concept of sender-local revocation (SLR) [2] allows senders to
define revocation lists (per ciphertext) during the encryption process and by this flexibly refine access control
to encrypted data. The SLR property is particularly useful for broadcast systems, e.g. in Pay-TV, where the
sender distributes the content and also manages revocation lists and keys (e.g. so-called target broadcast
system from [12]). The sender could locally revoke certain customers (e.g. those in delay with payment)
for a number of transmissions. The full hiding property is also relevant for applications where revocation
lists are sensitive. Consider an illustrative example, where some intelligence agency may want to broadcast
confidential information to all agents with certain attributes and yet still exclude James from accessing the
information, i.e. irrespective of whether James’ key satisfies the policy of the ciphertext. The full hiding
property would effectively hide the fact that James’ decrypting rights were revoked for that particular
ciphertext, even from James himself, who wouldn’t know whether decryption failed because of revocation or
due to a policy mismatch between his key and the ciphertext.

Definition 5 (Full-Hiding RPE). An RPE scheme is adaptively full hiding against chosen plaintext attacks
if for all PPT adversaries A, the advantage Advi':'RPE(A) of A in the following game is negligible in the security
parameter \:

Setup. A challenger C runs the Setup algorithm to generate a public key PK, a master secret key MSK,
and S. PK is given to A.
Query phase 1. A adaptively makes a polynomial number of GenKey queries: A produces a predicate ?,

C computes the key k%, , pia GenKey(MSK, S, ?) associated with an index I, and gives it to A.

Challenge. A outputs challenge attribute vectors (79, 5 MW), challenge revocation lists (L, LM), and
challenge plaintexts (MO, M), subject to one of the following restrictions for each queried key k% -

1 f2(79) = 7(”) 0
2f77(0) (W) =1 and (I € LO AT e LW)
f77(0 *1/\]%7) =0) and I € L
4. (f?(?“”) =0Afz(7W) = 1> and I € L.
C flips a random coin b. If b =0 then A is given C = Encrypt(PK,L(O),7(0) M©). If b =1 then A is
given C' = Encrypt(PK, LY 7 () A,
Query phase 2. Repeat the Query phase 1 subject to the restrictions as in the challenge phase.
Guess. A outputs a guess b’ of b, and succeeds if b/ = b.

The advantage of A is defined to be AdvA rpe(A) = [Prb=0]—1/2|.

Remark 1. In Definition |5, adversary A is not allowed to ask a key query for an index I and a predicate z
such that I ¢ L(® and f- (7(”)) =1 for some b € {0,1}, i.e., the queried key is not allowed to decrypt the
challenge ciphertext. Recently, Okamoto and Takashima [22] proposed a (Hierarchical) Predicate Encryption
scheme which allows such key query, provided that M(® = M) We observe that their techniques can be
applied in our RPE schemes to handle such queries too.

Remark 2. Deﬁnitionsandcan be easily extended to capture chosen-ciphertext attacks (CCA) by allowing
decryption queries (for all but the challenge ciphertext). The advantage of A in such CCA game is defined
to be Adv)j’%%/é()\) = |Pr[b = b'] — 1/2|, where X € {AH,FH}. We can also define relaxed selective security,
where the adversary is required to specify the challenge attributes and the revocation list in advance (before
obtaining public key PK).



4 An RPE Scheme with Attribute Hiding (AH-RPE)

In this section we present our first RPE scheme, which achieves the property of attribute hiding. We construct
a system in which the sizes of public and private keys are small and constant. The size of the ciphertext
is linear in the number of revoked keys, which is small relative to the total number of users. The efficiency
of our scheme is comparable to the existing schemes of Lewko et al. [15] and Attrapadung et al. [3]. The
broadcast encryption scheme proposed by Boneh et al. [8] produces ciphertexts and private keys of constant
size, however the size of the public keys is linear in the number of users in the system.

4.1 Intuition behind AH-RPE

Our construction uses the “two equation” revocation technique of the public broadcast encryption system of
Lewko, Sahai and Waters (LSW) [15]. In the LSW scheme the secret s that allows decryption of the ciphertext
is broken into as many shares as revoked indexes. Using the“two equation” technique, a key whose index
is not revoked in the ciphetext can be used to compute all the shares of the secret s. We combine LSW'’s
“two equation” concept |15] and Okamoto and Takashima’s FE scheme [20] to construct our first scheme.
Informally, we compute a key for a predicate 7 and an associated index I , the ciphertext is encrypted with a
message M, an attribute 7 and the set of indexes {11, ..., I} of the revoked keys, where r is the number of
the revoked keys. The ciphertext can be decrypted with the key if I # I; for all ¢ € [1,r]. In our scheme, we
realize the “two equation” technique by employing non zero inner product evaluations. If the inner product
of two vectors is non zero (signifying that the two indexes are not equal), then we can recover the share s;,
otherwise the decryption fails.

4.2 Specification of AH-RPE
We now give detailed specification of our AH-RPE scheme:

Setup(lA, A= (W = (2;n1,n9 = 2),N)): Perform the following computations:
(param—, B B+ B B+ BE B & g (17, 7),

> 0 0 0 3 1 1 1 > 2 2 2

B = (b§ ),bé ),bé )), BL = (bg ),...,bgll),bén)l 1)7 B® = (b§ ),bg ),b(7 )),

o % *(0 *(0 *(0 T * *(1 *(1 *(1 *(1 T *(2 *(2 *(2 *(2
B 0) = (bl( ),bg( ),b4( )), B M) = (bl( ),...,bn(l )’b2£:,1) 17"'ab37(7,1))’ B @ = (bl( ),b2( ),bs( ),bﬁ( ))

Let S denote the (initially empty) state information on the so far assigned indices I. The output of
the algorithm is given by the public key PK = (1>‘, N, param, {B(k)}ke{0,1,2})a the master secret key
MSK = ({B*(k)}ke{o,m}), and the state information S.

GenKey(MSK, S, 7= (T1,...,2Tn,) € ]F;“\{ﬁ}) Choose $,1, 8,11, -+, Ty P15 P2 g F,, choose s1, 52 ra F,
such that s = s; + so, choose index I <= I' such that I ¢ S, then set S = SU{I} and compute:

k)o = (787 07 ]-7 m, O)]BS*(())a
ny

ni 1

/_J\— ni
-1 s —A—
klz(sleg)—’_ﬂ ) On1> 7717"'7”711’ 0 )IB*(1>7
2 2 1
—_—— —— 2 "

—~
k2 = (82(171)7 027 P1, P2, 0 )B*@)'

Output the updated state information S and the secret key k% = (I, ko, k1, k2).



Encrypt(PK,L, Y = (y1,---,4yn,) € Fyt \{ﬁ},M € Gr): If L is empty, set L = {N + 1}, where N + 1 is

a dummy index. Choose 6, (, ¢, ¢’ & IFy, also choose ¢, d, bl F, for all r € L such that 6 = ) 4, and
relL
compute:

Co = (67 Oa <7 07 QO)IB(U) )
ni ni 1
—— — /'/\/\
On17 0n17 2 )B(1)7

nq
=
C1 = (677
2 2 2

—_— N 1.
VrelL: ¢ = <6r<_ra 1); 027 02a Pr )3(2)7
Cprr = g%M

Output the ciphertext C = (L, ¢g, ¢1,{¢; }rer, Car)-

Decrypt(C, k% ;): Given a ciphertext C' = (L, co, 1, {¢ }rer, car) and a secret key k%, | = (I, ko, k1, k2), if
I € L, output L; otherwise compute and output message M:

cm
e(co, ko)e(er, k) [ e(er, ko) T

relL

M =

4.3 Correctness of AH-RPE

The correctness of our scheme holds due to the following observation. Let C' and kZ, | be as above. If

- 7 =0 and I ¢ L then M can be recovered by as specified in the decryption procedure due to the
equality

1 _ = rer Or _
e(co, ko)e(er, k) H e(cy, ko) T = gTs5+<gsT15+55 79;22 erdr _ gTsa+<g%5 _ gé.
rel

Remark 3. In the Encrypt algorithm, if the revocation list L is empty, i.e., no key is revoked, a dummy index
N + 1 is placed into the revocation list. Since IV 4+ 1 is not in the index space I, the ciphertext computed
from L = {N + 1} and an attribute 3/ can be decrypted by any key k%, , provided 7Y =0.

In our scheme, the size of private key is small and constant, i.e., (13 4+ 3n1)|G|, and size of the ciphertext is
linear in the number of revoked keys, i.e., (6 +3ny + 7r)|G| + |G|, where r, |G| and |G| denotes the number
of revoked keys, size of group element in G and size of group element in G respectively.

4.4 Security Analysis of AH-RPE

The attribute hiding property of our AH-RPE scheme is established through the following theorem.

Theorem 1. Our AH-RPE is adaptively attribute hiding against chosen plaintext attacks under the DLIN
assumption. For any adversary A, there exists a probabilistic polynomial time machine D such that for any
security parameter A,

AdVianree(A) < (20 + DAdvp N (A) + ¢

where v is the mazimum number of A’s key queries and ¢ = (2v|L| + 18v 4+ 10)/q (|L| denotes the number
of revoked keys).

The proof of Theorem [I]is presented in Appendix [A]



5 An RPE Scheme with Full Hiding (FH-RPE)

In this section, we present our second RPE scheme, which achieves the property of full hiding. The scheme
is based on Okamoto and Takashima’s FE [20] and the Subset-Cover Framework due to Naor et al. [18].

5.1 Intuition

The intuition behind the new construction is as follows. In addition to having vectors representing predicates
and attributes, we have index vectors and revocation vectors. The scheme can be seen as the composition
of two encryption steps, one using the attributes and predicate vectors, and the other one using the index
and revocation vectors. Attributes and predicates vectors use a different basis from index and revocation
list vectors. By using separate bases, we avoid the quadratic length growth that would otherwise occur if
we concatenated the vectors using the same basis. We also use a secret sharing scheme over bilinear pairing
groups to combine the components in the secret key, so that it is hard to modify the secret key to make valid
a key that has otherwise been revoked.

Each key has an associated index vector 7’1, which encodes the key index I by assigning a random value
to the vector component at the corresponding index position. To revoke a set of keys, the encryptor sets
random values on positions in the revocation vector 7 1, that correspond to the indexes of revoked keys. We
see that if 7 1, has a random value in the I™ component, then Z'; - 7 1 # 0 and results in a random group
element on decryption. This indicates that the key with index I is revoked. We assume that both index
vector and revocation vector are initially set to 0. If we denote the number of keys in the system as N, then
the size of both index vectors and revocation vectors is O(N). If the predicate/attribute vector is of size n,
then the size of ciphertexts and keys is O(n + N).

The major drawback of such approach is, however, the space cost. To alleviate this limitation, our
scheme takes advantage of the complete-subtree data structure from [18]. Informally, in a binary tree with
N leaves, the index I of a key will be associated with a leaf node. Each node in the tree will be assigned a
unique identity. To compute a key with an index, we compute on identities of all the nodes on the path from
the leaf node associated with I to the root node. To encrypt, the sender first finds a minimal set of nodes
which contains an ancestor (or, the node itself) of all the non-revoked indexes. It then computes ciphertext
on the attribute and the identities of all the nodes in that set. To retain the full-hiding property we apply
the binary structure in an anonymous setting. Decryption works if there exists one common node (identity)
between the key and the ciphertext, which is given for unrevoked keys only. By adopting this approach the
length of ciphertexts in our scheme ranges between O(1) (when no key is revoked) and O(%) (in the worst
case when every second key is revoked) while the length of private keys is O(log N). All in all, by adopting
the complete-subtree structure we achieve a remarkable space gain in comparison to the above case.

EXAMPLE. Consider the following illustrative example: in Figure [1| (left), indexes 2 and 6 are associated
with different keys, say k:*—> 2 and k*_> 6 respectively. The key k:*_> P is computed on the predicate vector

375 and tree nodes {IDj, IDg, IDsg, ID4} whereas k_> 6 is computed on predicate vector a?é and nodes
{ID;,IDs,IDg,ID7}. Assume in Flgure (right) that k:—> 218 revoked. The minimal subset of nodes covering

all other indexes is {IDs,IDg,I1Dg}. The ciphertext ¢, W111 thus be computed on nodes {I D5, IDg, IDg}.
Since ¢, doesn’t have any common node with revoked key k;‘:_% 5, decryption with this key will fail but it will
succeed with k;_g ¢ due to the common node IDs.

5.2 Specification of FH-RPE
We proceed with a detailed specification of our FH-RPE scheme:

Setup(1*, A = (7 = (2;n1,n2 = 2), N)): Perform the following computations:
(param, B, B+ B B+1) B2 B+ £ g, (1), 7),

10



ID1

D3

Fig. 1. Complete Subtree Technique [18] in RPE (intuitive idea)

BO) = (4,60, 04%), B0 (6,080,000, B — (657,62 8%,

B*0) — (b;(0)7b§(0),bz(0)), B — (b*{(l), - .7b:l(11)’b;£11)+1, . ,b;’gbll))’ B*® — (b}k@), b;(2)’b;(2)7b2(2)).
Let Tree be a complete binary tree structure with at least N leaf nodes, which corresponds to the
number of keys in the system. Each node x in Tree has unique identity ID,. Let state information S,
which records the assigned indexes I so far, be an initially empty set. _

The output of the algorithm is given by the public key PK = (1)‘, paramﬁ,{]B(k)}k:(ll’Q, Tree), the
master secret key MSK = ({@*(k)}k=0,1,z), and the state information S.

GenKey(MSK, S, @ = (x1,...,2n,) € ]F;“\{ﬁ}) Choose o, 1, ngl), i, B < F,, and choose a(!), a(?) &

F, such that o = a® 4+ o choose index I & I such that I ¢ S, and set S = SU{I}. Then, compute

kO = (_avoa ]-77770)]13*(0)7
ni na ni 1
k= (W2 4507 0m T g g, T

B*(1)>
2 2 2 1

—_—— — A~
Vo e P(I): Ky = (a® + 21D, 2, 0%, 3P, T0)

. 2 2) U
B with 53(52)>71§,2;777£,3c — F,.

The output is given by S and the secret key k%, , = (I, ko, k1, {ks foep))-
(Note that I is associated with the I;j leaf node in the binary tree. P(I) denotes all the nodes on the
path from the leaf node I up to the root node (leaf and root nodes inclusive). The secret key k% , thus

contains secrets for all nodes ID,, on the mentioned path from I to the root.)
Encrypt(PK, L, Y= (Y15 Yny) € TP\ {ﬁ}, M € Gr): Choose 8, ¢, ¢, o) & F, and compute:

Co = (6a 0, Ca 0, SD)]E(OM

ni ny 1

/ﬁl\ —_—— ——
C1 = (677 0711’ 0n17 90(1) )]B(U?
2 2 2 1
—_——~— AN
Va € RevokeNodes(Tree, L) : ¢, = (§,6(~ID,), 02, 02 wf) )p2) Where Sﬁ(f) = Fq,
Cp = gg—\M.

()utput the CipherteXt C= (COa Cy, {CI}xERevokeNodes( Tree,L)s CM)~

Remark 4. Note that RevokeNodes( Tree, L) outputs a minimal set of nodes which contains an ancestor
(or, the node itself) of all the non-revoked indexes. Each ciphertext component ¢, is then computed on
all the identities of the nodes in the set.

11



Decrypt(C, k% ;): Given a ciphertext C' = (co, €1,{Cxs }scRevokeNodes( Tree,L)> Car) and a secret key kL - =
(I,ko, k1, {ks }2rep(ry) compute

e
e(co, ko)e(er, ki)e(ce, kyr)

/
Ve, o' 1 My =

If there exists a pair (x,2’) corresponding to the same node in Tree and 7 - 7 = 0, the decrypted
message is M = M, /. Otherwise, obtained messages are random with all but negligible probability.
Note that it is not necessary to test all pairs of (x,2’), i.e., it is possible to mark the level of each node
encrypted in the ciphertext (without revealing the node’s identifier) and compute using pairs (z,z’) that
are located on the same level in the tree. In this way decryption costs can be decreased from O((log N)?)
to O(log N).

5.3 Correctness of FH-RPE

To see why the FH-RPE scheme is correct, let C' and k%, | be as above. If Z-Y =0and I ¢ L then M can
be recovered as specified in the decryption procedure due to the following equality

+¢ aWs4pMsz 7 a(2)5+ﬁg)6(1Dm/71Dw)  —ad+C as €
9r 9r =g =

e(co, ko)e(er, ki )e(ce, ko) = g7*° 77950 = g5

5.4 Security Analysis of FH-RPE
The full hiding property of our FH-RPE scheme is established through the following theorem.

Theorem 2. FH-RPE is adaptively full hiding against chosen plaintext attacks under the DLIN assumption
(provided the restriction in Remark@ holds). For any adversary A, there exists a probabilistic polynomial
time machine D such that for any security parameter A,

AdVi e rpe(Y) < (20 + 1)Advp N (A) +
where v is the mazimum number of A’s key queries and ¢ = (2log Nv 4+ 18v + log N + 10) /q.
The proof of Theorem [2]is presented in Appendix

Remark 5. Proof of Theoremassumes that | X(©| = | XM|, where X(©) = {z|x € RevokeNodes( Tree, L(?))}
and X() = {2|2’ € RevokeNodes( Tree, L("))}. The revocation lists L(®) and L(*) are defined in the challenge
phase of Definition [5| This restriction is necessary to prevent the adversary from trivially winning the game
based on the length of the challenge ciphertext.

Remark 6. The PE scheme from [14], on which our RPE construction is based, is proven adaptive attribute-
hiding in the standard model. Its security proof cannot be applied to Theorem [2| directly — in [14] the
only restriction on the challenge attribute vector 7(”) and predicate vector 7 was T - 7“’) # 0, where
b € {0,1}. The more sophisticated challenge phase restrictions in our Definition [5| of full hiding make the
proof of Theorem [2] slightly more complicated than in [14].

6 Conclusion

We formalized Revocable Predicate Encryption (RPE) and proposed two RPE schemes. Our AH-RPE scheme
is attribute hiding whereas our FH-RPE scheme offers stronger full hiding. Both schemes are proven secure
in the standard model under the DLIN assumption. Recently, Okamoto and Takashima [21] proposed a
PE scheme with short private keys. We observe that private keys in our RPE constructions can be further
reduced in size by adopting their techniques.
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A Security Proof of Theorem 1

We start by defining two high-level computational problems, Problem 1 and 2, and show that each of these
problems is hard under the classical DLIN assumption. Our proof uses a sequence of games. In our games
we define semi-functional keys expressed by Eq.. Semi-functional ciphertexts are defined in Eqs.—.
Semi-functional keys can decrypt all normal ciphertexts, but not semi-functional ciphertexts. Semi-functional
ciphertexts can be decrypted only by normal keys. We also introduce nominal semi-functional ciphertexts
and keys Eq.@ and Eq., similar to [16].

Normal ciphertexts and keys are used in Game 0 (the original game of Definition , while their nominal
semi-functional or semi-functional counterparts are used in subsequent games only. In Game 1, the challenge
ciphertext is changed to a semi-functional one. We then consider 2v game hops from Game 1 (Game 2-0),
Game 2-0', Game 2-1, Game 2-1; ..., to Game 2-(v — 1)’ and Game 2-v. In Game 2-m (m =0,...,v — 1),
the first m keys are semi-functional and the rest of the keys are normal, and challenge ciphertext is semi-
functional. In Game 2-m’ (m = 0,...,v — 1), the first m keys are semi-functional and the (m + 1)-th key
is nominal semi-functional while the remaining keys are normal, and challenge ciphertext is nominal semi-
functional. In game 3, all queried keys are semi-functional Eq.. In the last game, Game 3, all keys and
challenge ciphertext are semi-functional, hence the adversary has 0 advantage.

We then show that the difference in the adversary’s advantage between Games 0 and 1 is bounded by
the advantage of any adversary against Problem 1. The advantage difference between Games 2-m’ and 2-m
is equivalent to the advantage of Problem 2 (i.e., advantage of the DLIN assumption). Here, we introduce
* Spec'nom semi Csepenom-semi yegpectively. They

special forms of nominal semi-functional keys k=, and ciphertext

equal their counterparts in semi-functional forms except that ew = v = v 4+ @) and e & F, (note

U . . _ _ B . . .
that e, w < F, for kZL"pm=sem and Cromsemt), |7, 5eOME and Csepenomssemi are simulated using Problem

2 instance when 8 = 1 Due to the algebraic structure, k=,

when the predicate holds and the key is not revoked. Therefore it is hard for the simulator to identify if

(k:*?s?ec'"om semi | Csepe-nom-semi £ Game 2-m’ or (k% Csem) for Game 2-m under Problem 2. On the other

hand, ~ is mdependently distributed from the other variables when either the predicate does not hold or
the key is revoked. That is, the joint distribution of (kZ,**"™ semi | Csepe-nom-semi) ig oquivalent to that of

I
(k* e i semi Cmom-semi) when either condition holds. Hence, both of them appear identical from the adversary’s

view, since from the security definition the adversary’s queries should satisfy at least one of the conditions
(predicate does not holds and key is revoked). With the similar argument, we show that the advantage
difference between Games 2-m’ and 2-(m + 1) is equivalent to the advantage of Problem 2 (i.e., advantage
of the DLIN assumption). We also show that 2-v can be conceptually changed to Game 3 whose advantage
is 0.

* spec nom-semi Csepc nom-semi

can always decrypt
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Definition 6 (Problem 1). Problem 1 is to find bit § € {0,1}, given (paramy, {B®) B*®)}, o, 0,85,

R
)t A Yo 857) £ GV T = (2m1,m0 = 2)), where

g?(l’\ﬁ = (2;n1,n9 =2)): (paramﬁ,B(O),B*(O),IEB(I),IB%*(D,]B(Q),B*(Q)) & gob(l’\,ﬁ),
B*0) — (b;‘(°>,b§<0>,bz@),b;@)), B — (b*{(l), o b:l(ll)’bzgll1)+1’ - .7b§5111)+1>7
B*® — (b*l‘(Q)’ b;(2), b;(Z), bZ(Z)’ b;(2)),

S p & Fyy ) =(5,0,0,0,p)poy, 17 = (6,14,0,0, p) 500,

pM EF, 7ML

ny 1 ny 1

1 ni 1 ni
/—L —_— . N N A S
t(()li _ (5?51)7 o, Tom, p(l))B(U’ tﬁ - (5?51)7 7w, Tom s 0 )pn)

Fort=2,...,n1 :tgl) = 5b(,1);

(2

p(2), u§2), ug2) <g Fy,
2 2 2 1 2 2 2 1
N et NN A~ 7 N A~ I
t(()?i = (67 Oa 027 027 p(2) )IB(Q) ) tf% = (57 07 ug2)a Ug) 027 p(2) )IB(Z) )

oD = so®,
()utput (paramﬁv {B(k) ) @*(k) }kZO,l,Qa t(ﬁO)7 t(ﬁ{)lv t;}%)lv {tgl)}i:l...,nl 9 tég))

Let B be a probabilistic machine, we define the advantage of B for Problem 1 as follows:
AdVEI()) = ] Pr[zs(ﬂ,w) S| e & gg’l(ﬂ,ﬁ,n] - Pr[B(ﬂ,w) 1w &gfl(ﬂ,ﬁ,o} \

Lemma 1. For any adversary B, there exists a probabilistic machine D, whose running time is essentially

the same as that of B, such that for any security parameter X, Advg1 N < AdngIN(A) +8/q.

Definition 7 (Problem 2). Problem 2 is to find bit § € {0,1}, given (paramﬁ,@(o),ﬁ*(o),hg(o),t(o),
{@(k)7B*(k)v {h;(.f)at('k)}izl,...,nk}kZIB) & QEQ(lkv ﬁ = (2;n17n2 = 2))7 where

?

GE2(1N T = (2m1,m2 = 2)) = (paramyy, BO, B* @ BV B*M) B B*@) £ g (1} 7)),
BO — (bgo)’ béo), bgo)) bgo))’
BO = (017, b0, B8] B ),
B@ — (b§2), b§2), bf), bgf), bg)),

w, €6 & Fq, z,m g Fr, u= 271,

h(*')(o) = (w7 07 07 fa 0)[5;*(0)7 hT(O) = (w, z, 07 57 O)B*(O) ) t(O) = (57 mu, 07 07 0)[5;(0) 9

For k=1,2:
Fori=1,...,ngand j=1,... ,ng:
E)y U k kLT
(u)) & GLF,, mi), (=) = (@) )
Fori=1,...,n;:
(k) U mny
Z?i — Fg*,
ngk ng Nk 1
he® = we®, T @ T0 ) hw,
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Nk Nk Nk 1

——
) = "ok S

C Ring)

—N
B — (oW

(k)
1, Rl

B*(k)?
Nk Nk Nk 1
—N— —— N

t) = (5@, wul), L wall) T0m T00)

PP g Bk’

Output (paramﬁ, @(0)’ B*(O), hz;(o)7 t(())7 {]ﬁg(k)’ B*(k), {h;;()i?)’ tz(’k) }i=1,...,nk }k=1,2)-

Let B be a probabilistic machine, we define the advantage of B for Problem 2 as
AdVEZ()) = ‘ Pr[/@(ﬂ,w) S| wd g}j?(ﬂ,ﬁ)} - Pr[B(ﬂ,w) S| wd gf?(ﬂ,m] ]

Lemma 2. For any adversary B, there exists a probabilistic machine D, whose running time is essentially

the same as that of B, such that for any security parameter X, Advy>(A) < Advp“™(\) + 5/q.

Lemma 3. Forp € F,, let C, = {(Z,V)|7 -V = p} C V x V* where V is n-dimensional vector space
F?, and V* its dual. For all (Z, V) € Cp, for all (7, W) € Cp, Pr[7U = T AVZ = W] = Pr[7Z =
T AVU = W) = 1/4C,, where Z & GL(n,F,), U = (Z1)"
Cp.

, and §C), denotes the number of elements in

We then consider the following games:

Game 0. Let Game 0 denote the real security game defined in Definition

Game 1. Game 1 is almost identical to Game 0, except that the target ciphertext C = (L, ¢y, ey,
{e,}rer, ear) for challenge attribute vectors (7/(®, (1), challenge plaintexts (M(© M ™) and a re-
vocation list L is

Co :(67’“)74.707@)153(0)7 (1)
ni ni n 1
—~ A ——
c1 :(57(17)7 wgl)’ . ’wglll)’ 0711, s0(1) )]B%(l)’ (2)
2 2 2 L
2 2 —~
VreL: ¢ =0,(-r1), wiw?, 0% "o e (3)
cu :g%M(b)’ (4)

where 8w, ¢, 0,00, oy 0P wi?) & Fyo b & 0,1}, 7O = 7.l and (i, wll) &
2 , :
Fyr\{0}.
Game 2-m’ (m=0,...,v—1). Game 2-0 is Game 1. Game 2-m’ is almost identical to Game 2-m, except
the reply to the (m + 1)-th GenKey query for 2 = (z1,...,%,,), and challenge ciphertext have the
following form

kO = (_87 €, 177770)]3*(0)7

ni ni ny 1
~ =~
ki = (Sl?gl) + 5(1)?a (7(1)?51) + 0(1)?) ' Z(l)a 779), e 7777(111)7 0 )B*(l)? (5)
2 2 2 1
— ~ =~
k2 = (32(17[)7 7(2)(1a1) : Z(Q)a 779);7752)7 0 )B*(Q)'
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co =(6,w,¢,0,9)p0),
ni ni !
——— —_—~——
67(b) 7(17) (1>, 0", <P(1) B 6
| 2 | (6)

/_H /

vreL: ¢ =(6,(-r1), 0o.(-r1)-U?, 0%, ¢r Jp@,
CM ZQ%M(Z))’

where €,y 7(2) 0'(1) & Fy, I Loz L GL(F,,ng), UK = (Z(k)fl)T k=1,2; 9] & F, forre L
such that ) _; 0, =1 and all the other variables are generated as in Game 2-m.

Game 2-(m+1) (m=0,...,v—1). Game 2-(m + 1) is almost identical to Game 2-m/, except the reply
to the (m + 1)-th GenKey query for @ = (x1,...,2p,) is:

ko = (753 €, 1,m, O)E*(O)a
ni ni ni 1

—~~
ki = (31?(11) + ﬁ(l)?a Ugl)a s (1) 7751)7 s anngl)’ 0 )]B*(l)’ (7)

9 n17
2 2 2 1
N /—2/T > A

k2 = (82(17])7 Ug )7/05 )7 77( 777§ )7 0 )IB*@)'

the challenge ciphertext is the same as Eqs.—7 where (v%k),. v,(lli)) & Fy* \ {ﬁ}, k=1,2, and all
the other variables are generated as in Game 2-m’.

Game 3. Game 3 is almost identical to Game 2-v, except that the target ciphertext C for challenge attribute
vectors (7(0), 7(1)), challenge plaintexts (M (), M), and a revocation list L is:

Co :(57 w, Clv 0, SD)IB(O) )
ni n1 1
—— N
(57 U)l gee 7(111)7 0n17 90(1) )[B(l)7
2 2 2 (8)
—— A 1
vreL: ¢ =0.(-r1), wiw), 0%, TP Daeers
C\r :g%M(b).
where ¢’ - Fy, Y=, .. Yny) A ;. We note that ¢" and (y3,...,%,,) are chosen uniformly and

independently from ¢, (7@, 7 (1)) respectively.

Let Adv(Y’(A) be AdvA i gee() in Game 0, and Adv() (M), Advi™ (A), Adviy ™ (\), Adv§(A) be the
advantage of A in Game 1, 2-m, 2-m’ and 3 respectively. We first prove Lemmas—that evaluate consecutive
probability gaps between Advg\))(/\), Advfi)()\), Advf'm) (N, Advf“m,)(/\), Advg'(mﬂ)) (AN form=0,...,v—1,
and Advf) (M), respectively.

Based on Lemmas [] - [§ and Lemmas [T and 2] we then obtain:

Advﬁll:iAH-RPE()‘) = AdVSL(x))()\)

<AV (\) — AdVG,

Z | Adv ™

|+Z | AdVE™ ()

) — AdvT T |4 [ AdVE () — AVE () | +AdVED (V)

17
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v—1
< Advgl () + Y Adv, (M) + Z Advi: (N + (2v]L] +8v +2)/q

m=0 m=0

< (2v + DA™ (N) + (2v|L| + 18v + 10) /q.
This completes the proof of Theorem [} O

Lemma 4. For any adversary A, there exists a probabilistic machine By, whose running time is essentially
the same as that of A, such that for any security parameter X, | Advf)()\) Advj)( \) |= Advg ()\)

Proof. Suppose a polynomial time adversary A can successfully distinguish between Game 0 and Game 1.
We construct a simulator 7 that uses A as a black box to solve Problem 1. The reduction proceeds as
follows:
1. B is given an instance of Problem 1, i.e. (param—, {B*) B*(k)}k 0,125 t(O) t(ﬁl)l, t(ﬁz)l7 {tl(-l)}i:27,,_,n1 , 15%2))7
and plays the role of the challenger in the security game against adversary A.
2. At the beginning of the game, B; gives A the public key PK = (1’\,paramﬁ,(bgo),béo),béo),b(ll),
b;ﬁ), bgz)l L1 b(z), béz), b;z)), which is obtained from the Problem 1 instance.

3. When a GenKey query is issued, B; computes a normal secret key using (B*©,B*™ B*®), which is
obtained from the Problem 1 instance.
4. When B; receives challenge attribute vectors 7 7(1) ), challenge plaintexts (M ), p )) and a re-

vocation list L from A, 81 computes and returns C = (L, CO,Cl,{CT}TgL,CM) s.t. cg = t(o + Cb(o)
e = uthy + Skt Ve € L e = (o/p)(=r)tg) + (o /p)t? and enr = MO, s
ing ( 0 t(ﬁl)l,té?l,{t }izg,“,ﬂll,t?,béo)) from the instance of Problem 1, ¥®, M® and L, where
D, Dr g F, for all r € L such that p= > p,, ¢ g F,, b bl {0,1}.
rel

5. After the challenge phase, GenKey oracle simulation for a key query is executed in the same manner as
step 3.

6. A outputs a bit &'. If b = ¥, By outputs 1. Otherwise, By outputs 0.

Claim. For 8 = 0 the challenge ciphertext C' = (L, ¢g, ¢1,{¢ }rer, ) generated in step 4 is distributed
exactly as in Game 0, whereas if 5§ = 1, the challenge ciphertext C' = (L, ¢g, €1, {¢r }rer, €ar) generated in
step 4 is distributed exactly as in Game 1.

L n ni 1
b /—/IH /_/; —_—
Proof. First recall that y() =115 =0 ¢ = (600,050, c1 = (67(1)), o™, o, p) JB)»
2 2 2 1
—_—— |~~~
Vr € L: ¢ = (§(-r1), 0% 02, ©r pe, and ¢y = g%M(b) where §, = (p.0)/p and

or = ((=7)prp®)/p. Tt is the challenge ciphertext in Game 0. If ﬂ =1 ¢ = (6,4,(,0,0)p0, 1 =

ni ny n 1 2 2
— — ,_/\_.1 = PN, /_/% —— 1
y®, w® Tom o pW)n, V€ L:oe = (6,.(-1,1), u(122,u(222, 02, Pr g Where

w0 = (@, . u;?), 6 = (0e8)/py or = ((—r)pr®)/p, u? = C02e®y® for = 1,2, Since
AONS Fy, uﬁ, u2 T, 5,0, pry pM) € F, are independently uniform, 1t is the challenge ciphertext in Game 1.

From the above claim, if 5 = 0, the distribution of simulated values in the above simulation is exactly as
in Game 0, whereas if 8 = 1, this simulation results in a an identical distribution to Game 1. Therefore, |

AdvO (\)—AdvD ()) |= ] Pr{Bl(l/\w) S1|w & gg’l(lk,ﬁ)] - Pr[zs’l(l&w) 1w & gf’l(p,ﬁ)] ‘ -
Ade}()\), which completes our proof of Lemma [4l |
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Lemma 5. For any adversary A, there exists a probabilistic machine B}, , whose running time is essentially
the same as that of A, such that for any security parameter X, | /—\dvf'm)()\) - AdvEZ'm )()\) |< Advgé2 N+
(ILI+4)/q.

Proof. Suppose a polynomial time adversary 4 can successfully distinguish between Game 2-m and Game
2-m’. We construct a simulator B}, that uses A as a black box to solve Problem 2. The reduction proceeds
as follows:

1. Bj,, is given an instance of Problem 2, that is a tuple (param-y, B(), B*(®), h;(o), O (B Brk) {hg(,f),
tgk)}i:L,..,nk}k:Lz)- Bl plays the role of the challenger in the security game against adversary A.

2. At the beginning of the game, B),, gives A the public key PK = (1’\7paramﬁ>,(b§0)7bé0),bé0),bgl),
R b,(zl)7 b bg2)7 béQ), bg)), which is obtained from the Problem 2 instance.

1 3ni+1»
3. When the s-th GenKey query is issued for a predicate 2 = (1,...,2n, ), B, answers as follows:

a) For 1 < s < m, B}, computes a semi-functional key using {B*(*)};_ ; 5 of the Problem 2 instance.

b) For s = m + 1, By, computes k%, ,, where k%, , = (I, ko, k1, kz) using {h;(o),bf(o),bg(o),{h&j,

b;(i)}izl,Q;jzl,“.,ni} from the Problem 2 instance as follows:

Fori=1,2: gi,vi,vg,Gi,&Fq;
2
0 *(0 *(0 0 *(0
853) = Z(Qihﬁ( )+Uib1( )), ko = _SEB) +b3( )a
i=1
Fori=1,2and j=1,...,n;:

shy = Oy + oty 85
ny
=3 s+ 8,
j=1

ky =385, +1-35)

_ o p*() p*(0)
—thﬁ’j +'Uzbj s

c¢) For s > m +2, By, computes a normal key using {B*(*)};,_o ; 5 of the Problem 2 instance.

4. When B}, receives challenge attribute vectors (7(0),7(1)), challenge plaintexts (M ©), M™) and a
revocation list L from A, Bb, computes and returns C' = (L, co, ¢1, {¢, }rer, car) s.t. co = (0 + Cbéo) +
gpbéo), cr =y y](»b)tgl) + w(l)b&)ﬁl, VrelL: ¢ = %t(lz) + %tf) + gorb(72), and ¢p; = g%M(b),
using (¢, {tgl)}i:17,,,)nl,tgz),tgz),béo),bgo),bé21+1,b§2)) in the Problem 2 instance, ¥®, M® and L,
where p, p, & F, for all » € L such that p = 3 p,, ¢, 0,01, 0, & Fy, b ra {0,1}.

5. After the challenge phase, GenKey oracle simﬁgtion for a key query is executed in the same manner as

step 3.
6. A outputs a bit t/. If b =¥, Bj,, outputs 1. Otherwise, Bj,, outputs 0.

Claim. The distribution of the view of adversary A in the above-mentioned game simulated by B5,, given
a Problem 2 instance is the same as that in Game (2-m) (resp. Game (2-m/)) if =0 (resp. 8 = 1) except
with probability (34 |L|)/q (resp. 1/q).

Proof. Tt is clear that B),,’s simulation of the public key generation (step 2) and the answers to the i-th

GenKey query where ¢ # m + 1 (case (a) and (c) of steps (3) and (5)) are exactly the same as the Setup and
the GenKey oracles in Game 2-m and Game 2-m/.
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Next we analyze the distribution of the i-th GenKey query where i = m + 1 (case (b) of steps (3) and
(5)). Values s(ﬁ),s(ﬂ%,’s\(ﬁl) for i = 1,2 and j = 1,...,n; in this case can be expressed as follows. Let
ﬁ”—@w—f—vl, a®) = pw+v;, a=a® +a®, 5 =p + 0, and € = yz. Then,

(0) (Oé 0 0,’75 O)IB*(U)’ 850) = (aa€7077£a0)lﬂ§*(0>7

Uz Uz Uz nq

(ﬁ(z)_m), 91‘7?) 9iﬁ§-z), 0

(1) _ i) — (@) i (@) ‘

so = (8D, Tom g, w "o Do slj )gens
ng n; g 1 ng g g 1

i D= (D) T PR i i e

S0y = (@02, "0m " e @, T0),, 8 =07, o e T,

where ?5 = zj( }, . ](T)L w, z,&, {E?( 2 ?(z }i=1,2:j=1,....n; are defined in Problem 2. When § = 1 in Prob-
lem 2 instance, k?J (I, ko, k1, k2) has the same distribution as Eq l except that ew = ~y, where v and

w:uquofcoinEq.

Next, we show that the joint distribution of the answer to (m + 1)-th GenKey query and the challenge
ciphertext produced by Bj,,’s simulation on input an instance of Problem 2 is equivalent to the one in Game
2-m (resp. Game 2-m’) if 8 =0 (resp. 8 =1).

If 8 = 0 then it is straightforward to show that distributions are equivalent unless one of followmg
conditions holds: (1) w defined in Problem 2 is zero, (2) w = 0, (3) (w 51), e ,w(l)) 0 (4) (w gQT), wéQT)) = 0
where r € L, and w, (wgl), T w'l )) and (wﬂ, wé T)) are defined in Eqs. andrespectlvely. Those events
occur with probability (3 + |L|)/q

If 8 = 1 then the key simulated by B5,, is identical to that in Eq[5|and B5,,’s simulation for the challenge

ciphertext is the same as in Eql6l except that ew = v, where v = 01 + 02 and w a F, of ¢ in Eq.

Therefore, we will show that ~ is uniformly and independently distributed from the other variables
in Bj,,’s simulation. Since «y is related to Aq,As, By, and Bj,, where Zl = (1@ 1 )+ 0, 2) - ZzW),
Ao = (02(1,1))- Z®, and B, = §® .UM, By, = 6.(—r,1)- U for all € L, where b € {0,1}. We will
consider this joint distribution for the two cases from Definition

1. If I € L then by Lemma [3| the pair (Xg, BQ,T) is uniformly and independently distributed over Cy =
{(W, )| -7 =0} (over 22 & GL(F,,2)) for r = I. When r # I, the pair (22,32” is uniformly
and independently distributed over C,5 (1) = {(W, )67 = 020.(I—71)} (over Z32) & GL(F,,2)).
The pair ( Zg, §2 ) (for r € L) is uniformly and independently distributed over IF4

2. If I ¢ L and f=( 7(0 = f=(7¥ M) = 0 then by Lemma [3| the pair ( Xl,§ is uniformly and inde-

pendently distributed on Cy, (.5 @))4,, (over 7z & GL(F,,n1)). Since 6, & F,, the pair ( Zl, § ) is

uniformly and independently distributed over FQ"I The pair ( Xg, BQ ) (for r € L) is uniformly and
independently distributed over Cp,s (7—y)-

Due to the restriction of adversary A’s key queries defined in Definition [4] in each of the two cases above,
at least one of (Zl, ?1) and (A3, By,) is uniformly and independently distributed over Fg"k for k =1,2.
Case 1 is obviously independent from ~. Therefore, the distribution of v = 97 + 02 is independent from the
distribution of g, which can be given by (Xg, 2,r). Thus, v is uniformly distributed and is independent
from other variables used in the simulation performed by Bj,,,.

Therefore, the view of the adversary A in the game simulated by Bj,, for an instance of Problem 2 with
B =1 is the same as that in Game 2-m’ unless w = 0 occurs. This event occurs with probability 1/q.

This completes the proof of Lemma [5l O
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Lemma 6. For any adversary A, there exists a probabilistic machine Ba(ym1), whose running time s es-

sentially the same as that of A, such that for any security parameter \, | Adv (2-m )()\) Ad -(m+1) ()\) |<
P

AQVE )+ (L] +4)/q.

Proof. Suppose a polynomial time adversary A can successfully distinguish between Game 2-m’ and Game
2-(m + 1). We construct a simulator Bym,41) that leverages A as a black box to solve Problem 2. The
procedure is same as that in the proof of Lemma [Bl except that in case (b) of step 3, k*?’l = (I, ko, k1,k2)
is computed as follows:

ko = —s5 + b3 1+ b5,

Z%SS%%ﬁZ b,

2
2 2 (2) 1.%(2)
ks =851 +1-35) Z 57,

where ¢ & Fq, vgz),vf) — Iy (v%l), .. 07(111)) Fat\ {ﬁ} In the last step, if b = ', By(y41) outputs 0.

Otherwise, By(,,,+1) outputs 1

The view of A in the game simulated by Ba(;,,+1) given a Problem 2 instance with § = 0 is the same
as that in Game 2-(m + 1), unless one of the following events occur: (1) w = 0 in Problem 2 instance, or
(2) w =0, or (3) (wgl),... (1)) = O or (4) (wﬁ,,wfﬁ) = ﬁ where r € L, and w, (wgl),.. wflll)), and
(w§27)’wg27) are defined in Egs. l I and ! respectively. Those events occur with probability (3 + |L|)/q. If
s=1 then by a similar argument as in the proof of Lemma El, namely that each variable is uniformly and
independently distributed from the other variables in By(,,11)’s simulation, the view of A is the same to the
one in Game 2-m’ unless w = 0 in the instance of Problem 2. This event occurs with probability 1/q. a

Lemma 7. For any adversary A, Adv(g)()\) < Advf_y)()\) +2/q.

Proof. First, we show the distribution (param—, {B®)},_ 0,1,25 {k: }] 1,..,C) of Game 3 is same as that

of Game 2-v, where k:*(] ) is the answer to the j-th key query, and C is the challenge ciphertext. We will

define new bases D*) of Vi and D*) of Vi, k=0, 1.

For k = 0, we set déo) = béo) — )\bgo) and d;(o) = by 2O 4 )\b*(o), where A < F,. The new bases are
D@ = b d b b b”) and D*© = (b*{(o),b;<0>,dg(o),bzm),b;(o)). We can easily verify that D(©
and D*(9) are dual orthonormal, and are distributed the same as the original bases B(®) and ]B%*(O) respectively.

For i = 1,...,n1 and j = 1,...,nq, choose Q1) = (uglj)) g Fyrxm m_H = b;ll)ﬂ
Z;” 1 ,ug ])b(l) d*(l) bz( ) S (1)b*(1) which are equivalent to the following matrix computations:

@» G ) (E)

, and compute d!

T * * * T * *
where BY = e, ,bS}R) : §<1> - (bEll)H, . bg)l) : ?1“) =Y, ey B = e,
1) 1 D _ (g 1
B — (@, d ) B @
The new babeb are DY) = (bgl), e b;ll), dgﬁ_l, e dQL)l,béln)lﬂ, e b:(311)1+1) and D*(M) = (di(l), e d;(ll),
bfl(llll, .. b;(lll), b;&)ﬂ, o b;gl)ﬂ). It is clear that D) and D*() are dual orthonormal, and have same dis-

tribution as the original bases B(Y) and B*(!)| respectively. We also set D) = B2 and D*() = B*(2),
The secret keys and the challenge ciphertext, i.e. ({kz*(J )} j=1 (), in Game 2-v can be expressed over
bases B*) and B*(*), k = 0,1, 2 as follows:

.....

kO,j = (_aj> €5, 17 M5, 0)18*@)7
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ni ni ni

1
(1 1 1 1 1 1
ki;=(s1;¢€ g ) +5j( )?j, vi;,...,vf“),j, ng}w..,nfll)’j, 0 )B*<1)’
5 2 2 L

— 2) (2 2) (2)
k27j = (527j(17[>7 vg’;ﬂ}éﬂ)‘a 7713777;7}7 0 )B*(z)v

Cy = (67 w, Ca 07 SO)B(O) ’

ni ni n1 1
—— . —
1 n
C1 = ((57“)), wg ), R 711)5111)7 0", 90(1) )IB<1>7
2 2 2 1
—_——— N »
VreL: ¢ =(6.(-r1), wﬂ,,wﬁz, 0?, O )Bm,

CM = Q%M(b)'

They can also be expressed over bases D*) and D*(*) for k = 0,1, 2 as follows. The first component of each
key can be represented as ko j = (—a, €5, 1,1;,0)g0) = (—;,0;,1,71;,0)p©, where §; = ¢; — A are uniform

and independent due to €; < F,. The remaining key components can be expressed in a similar way, i.e.

ni ni ni

1
NG 1 1 1 1 e
ki = (s1,; €§)+5§ 7, Ug,j)-w--avfn),jv Tli,])w--ﬂlfh),j, 0 gy
ni ni
1 1 1 1 1 1 1 1 1 1
= (s1,,@%" + B 2 s+ ﬂj(' 2w+ U%,}a e mif,loé )+ 5](- 2w+ vfn),jv
ny 1
—_—
(1) (1)
Mol 5 )D*(l)
ni 1 ni 1
~~

1)—(1 1 1 1 1 1
:(a; )?g)—i—ﬁj( )?j,H() S 7)%7;,‘..,775“)’]-, 0 )pea)»and

Lo ¥ na,go
5 2 2 |
—— T — .
2 2 2 2
ks ; = (52,j(1a1)v Ug,}avg,;" ng,g)"né,g)‘v 0 )B*(z)

2 2 2 1

—_——N— .
(2) (2 (2 2 7

—
= (SQ,J'(I’I)a V1,5 V2,50 ThjsT25 )D*(2)7

where 9;1]-) = ﬂg,ll)sl,j + 5§1)?j . ﬁgl) +oM i = 1,...,n1, j = 1,...,v are uniformly distributed since

4,37
RS

vi,] q-

The first component of the ciphertext can be expressed as ¢y = (§,w,,0,9)go = (6, w,{’,0,9)po , where

¢’ = ¢ + Mw is uniformly distributed since w, ¢ A F,. Similarly, other components of the ciphertext can be
represented as

ni ni n 1
— ,_/Q
C1 = (67(17), wgl), e ,wgl), 0711, 99(1) )B(l)

ni 1 ni 1
AN VN 7 \
_ 7/ (1) (1) o™ (1)
7( ) wl a"'awnla ) ¥ )]D)(l)v

—_—— —_——N— 1
VrelL: ¢ =(0.(—71), wﬁ,wéi), 02, Or )13(2)



2 2 2
— 2 2 /—/1\
= ((5»,-(—7", 1)7 w§,37 wé)ga 027 Pr )D(z)a
where ' = (), ... Yni)s Yi = 5yfb) - Z?;l w§1)u§}i), ¢t =1,...,n1, are uniform and independent due to
(wgl), . 7uh(lll)) g Fyt.
In the light of the adversary’s view, both (B*) B*(*)) and (D*) D*(*)) for k = 0,1,2 are consistent with

Game 2-v over bases (IBB(’“) ,B*()) and in Game 3 over bases (D*), D*(*)). Thus, Game 2-v can be conceptually
_>
changed to Game 3 if w # 0 and (wgl), ... ,w%ll)) # 0, i.e., except with probability 2/q. O

Lemma 8. For any adversary A, Advf)()\) =0.

Proof. The value of b is independent from the adversary’s view in Game 3. Therefore, Advf)()\) =0. O

A.1 Proof of Lemmas and

In order to reduce the DLIN problem from Definition [2] to Problems 1 and 2 from Definitions [6] and
respectively, we further introduce three “basic problems” that will serve in intermediate steps of the reduction:

— Basic Problem 0 in Definition [l
— Basic Problem 1 in Definition [0
— Basic Problem 2 in Definition

In order to prove Lemmas [I] and [2] we use two additional Lemmas [J] and [I0] which are common lemmas
used in the proofs of Lemmas [I| and

Lemma 9. Let (q,V,Gr, A e) be dual pairing vector spaces by direct product of symmetric pairing groups.
Using {¢;;}, we can efficiently sample a random linear transformation W = Zﬁvz’f’[jzl 7i.;0i,; of V with
random coefficients {r; ;}; jeq1,.. . N} g GL(N,F;). The matriz (r} ;) = ({ri;}7H7T defines the adjoint action
on'V for pairing e, i.e., e(W(zx), (W11 (y)) = e(zx,y) for any z,y € V, where (W 1T = Zﬁif?j:l 5 i

The proof of Lemma [J] is provided in [20].

Definition 8 (Basic Problem 0). Basic Problem 0 is to decide bit B, given (paramBPO,I@,IBS*, Y5, F.0G,aG,
acG) & QEPO(lA) for B & {0,1} with probability non-negligibly better than by a random guess, where

guPo (1%
paramg = (¢, G,Gr, G, e€) & Gopg (1),
paramy = (q,V,Gr, A, e) & Gapvs(1*, 3, paramg;),
A=(Nij) & GLB.F,), (i) = (A7), ba&Fy,

3
bi=bY_ \ijaj, i=1,3, B=(by,by),

=1
3
b =ay_pijaj, i=1,2,3 B = (b],b3,b5),
=1
gr = e(G, G)“b7 parampp, = (paramy, gr),

u U
6,0,w Ty, p,7TFX,
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y(}k = (67070—)]3*7 y; = (63 P, U)B’W f = (W,T, O)]B7
Output (parameo,@,B*,yE,f,bG, aG, acG).

Let Adv];_-PO()\) denote the corresponding advantage of a PPT algorithm F for the Basic Problem 0.

Lemma 10. For any adversary F, there exists a probabilistic machine D, whose running time is essentially
the same as that of D, such that for any security parameter X, Adv3 °(\) < Advpa™™(\) + 5/q.

The proof of Lemma [10| can be found in [20].

Proof of Lemmal I} Combining Lemma [9] [I0} [T1] and [I2] we obtain Lemma [I]

Definition 9 (Basic Problem 1). Basic Problem 1 is to find bit 3, given (pal’amﬁ,{B(k),@*(k)}kzo,lg,
f(o),fé%i,f[(a?i,{fi(l)}iZQV'.ynl,fQ(Q)) & QEPl(lk,ﬁ = (2;n1,n0 = 2)) for B & {0,1}, with probability non-
negligibly better than by a random guess, where
g}?“ (1M 7 = (2;n1,n0 = 2)) :

(param, B B*©) B B+ B2 B2 & g, (1} 7),

™% *(0 *(0 *(0 *(0

B (0) — (bl( ),bg( ),b4( )’bs( ))’

™% *(1 % *(1 *(1

B = ;e e, ey ),

% *(2 *(2 *(2 *(2 *(2 *(2

B (2) = (bl( )abQ( )?b4( )7b5( )7b6( )?b7( ))a

w,y & ]an T (H F;a (50) = (w70707 037)15%(0)7 fl(O) = (wa T, 07077)]3(0)3

U
pM, p? & Ty,
For k=1,2: 7® L pm;

ni

ny ni 1
(1) _ —(1) ont o™ /=
0,1 — (wey, ) ) 0 )13(1),
ni ny ni 1
1 _ = O =~
1,1*(‘*‘}61 y TE€1 7, ) Y )B(m
. 1 1
Fori=2,...,m :fi( ) :wbl(- );
9 2 2

—_— =
2 — AN
fé’l) :( w,07 02, 02, Y )IB<2)7
2 2 2 1
2 - N /N Y A
1(,1) - ( W,O, 7—707 027 Y )]B(2)7
2 2
£ = wbl?,

Output (paramﬁ,{B(k),@*(k)}kzo,l,%f[gO),f((j,lz7f;(3?iv{fi(l)}iZQ,...,n17 2(2))-
Let Adv?Pl()\) denote the advantage of a PPT algorithm C for the Basic Problem 1.

Lemma 11. For any adversary C, there exists a probabilistic machine F, whose running time is essentially
the same as that of C, such that for any security parameter X, Adva® '(\) < AdvE O (\) for W = (2;n1,n9 =
2).

Proof. F is given a Basic Problem 0 instance (paramgpy, @, B*,y3, f,bG,aG, acG). Using paramg = (¢, G, Gr,
G, e) contained in parampp,, F computes:

R
paramVO = (QaVOaGT7AOa 6) — gdpvs(1A7 53 paramG)7
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R
paramy, = (q,V;,Gr, Ay, e) gdpvs(l)‘,?ml + 1, paramg), 1 =1,2,
paramy = ({paramy, }1—0,1,2, 97).

where gr is contained in parampgp,. F generates random linear transformation W; on V(I = 0, 1,2) given in
Lemma [9] then sets

d\” =W,(b;,0,0), 1=1,2; d{" =W(0,0,0,0,aG),

d\®) = W,(0,0,0,aG,0), d =W,(b3,0,0),

' = (WeHT(,,0,0), 1=1,2; d 2O = (W5 H7(0,0,0,0,bG),
a;'"” = (Wy1)7(0,0,0,06,0),  di'” = (W5 )T (bs,0,0),

g5’ = Wo(y5.0.0),

Wi(b5,0M72),  d) = Wi(bs,0M %),

=1+1ifle{2,...,n1},
=lifle{ni+2,...,Ny — 1},

d’{(l) = (Wi HT (by, 0N 73, d;kl(llll = (Wi )T (by, 0N 73, d’;éll) = (WY (bs, 0N 3,

*(1) —INT /Am Ni—m—1 m:l+11fl€{2,,n1},
d;t = (Wi HT(m,bG, 0 ) where {m:lifle{n1+2,...7N1—1},

d = wi b5, 0N, 4, =

dl(l) = W1 (0™, aG, 0N =™~ 1) where {z

gil = Wily5, 0™ 7?),
gl(l) = W1(0l+1,acG,ON1_l_2), 1=2,...,n1;

di® = Wa(b,0),  df = Wa(b3,0%),  dP = Wa(b3, 0%,
=3if [ =2,
m=1ifl € {4,...,6},
dT(Q) _ (W2_1)T(b1,04), d;(z) _ (W2—1)T(b2’04)7 d;@) - (WZ—I)T(b3,04)’
m=31if =2,
m=1ifl e {4,...,6},

d(2) W2(0™, aG, 07" 1) where {

d'® = (w;HT(0™,bG, 071 where {

g5) = Wa(ah,01),
(2) = W5 (0%, acG,0%),

where (v,0M~3) = (G',G",G",0N~3) for any v = (G',G",G") € V = G*. In this way bases D(®) =
(di)i=1,.. 5 and D*O = (&) 5, DO = (d?)y, ~3n; 41 and D*0) = (d;(J)>l:1,~.~,3nj+1v j=12are
dual orthonormal bases.

Therefore, from B = (b1,b3), B*, bG, and aG the algorithm F can compute DY), j = 0,1,2; D O =
(d’{((J)7d§(())7 dZ(O)7 d;(o)), and ]ﬁ)*(j) — (d’{(])’ o d:‘L(JJ)’ dz(j+)2’ o d;%)+1), j=1,2.

Finally, F hands (param—, {D®*), ]IA))*("')};C:O)m,ggO),g(ﬂll,gﬁ . {gll)}Z 2. ,nl,gé )) over to C and, if C outputs

its bit 8’ then F forwards this bit as its own output.

We observe that:

0 0
g((J ) = (w/’070703’yl)]]])(0)7 gg ) = (wlv/rlvoaoaly/)]})(o);
n1 ni ny 1 2 2 2 1
1) _ =1 N n1 / (2) _ / 2 2
9071 - (w €17, 0 ) 0 5 i )D(1)7 go)]_ - ( w 507 0 ) 0 ) Y )]]])(2)7



n1 n1 na 1 2 2 2 1

—— —
— = —— =
1 1 1 2
g§1) - (w/?g )7 T/?g )’ 0n17 ’7/ )]D)(l)ﬂ gg,l) = ( wlvoa 7_/’07 027 ’7/ )D(2>7
o =Y, i o = )

where w’ = 6,7 = p,v' = o are distributed uniformly in F,, Therefore, the distribution of (param4, {]D(k)7

ﬁ)*(k)}k:()’m’géo)’ggl’gﬁ 1 {gll)}l 2,.. ’nl,gé )) is exactly the same as in the instance of Basic Problem 1.
O

Lemma 12. For any adversary B, there exists a probabilistic machine C, whose running time is essentzally
the same as that of B, such that for any security parameter X, Advgl()\) < AdePl( )+ 3/q for (n =
(2; ny, Ny = 2))

Proof. C is given an instance of the Basic Problem 1, i.e., (paramﬁ,{B(k) @*(k)}k Olg,féo),f(l) fﬁ17

8,1’
{fl(l)}z 2,. ,m,féz)), and computes r < span(bgln)ﬁl), r & spean(b(72))7 and sets t = f 1+ 7 and
(2
tr =i+
1. T

Then, C chooses ug & Fy, (ugkj)) & GL(Fy,nk), (2 Z(]j)) = ((ugkj)) ) fori=1,...,nkj=1,...,n,
and k = 1,2, and computes:

d” = (0,u,0,0,0)z0),

Nk

nk ng 1
—_— T T~ o~
dl = om0 i =1, k=12,
C then sets dual orthonormal basis vectors
d5'” = (0,u5",0,0,0)5-,
Nk "Ak Ny 1
w(k — "% ) T ,
di") = Come 2 T T o) s i =1 g, k=1,2,
Note that C cannot compute d;( ) and d:;(kklz, i =1,...,n%, k =1,2 due to the lack of b;(o) and b;gckll.
Then, € sets(gase?k])l)( ) = (bg(oz), dg0>,9g0>,bg0>,bg2)), D*©) = (b*((]‘:; b§<°),bz<3:), i), D = b B
dy’ o dyy) by by ), DR = (B1 b b by ), k= 1,2

Finally, C hands (param—, {D(*), D* (B)} e 012,fﬁ ,tﬂ17 ﬁp{f(l bizo,. ,m,fg )overtoBand, if B outputs

K3
its bit 3’ then C forwards this bit as its own output. Note that with respect to D) D*(*) L =0,1,2, the
above input to B has the same distribution as the instance of the Problem 1 unless followmg events occur:
u =0, 7O = 0 or U@ = 0 Those events occur with probability 3/¢ when 8 = 1. a

Proof of Lemma [2} Combining Lemmas [9] [I0} [I3] and [I4] we obtain Lemma [2]

Definition 10 (Basic Problem 2). Basic Problem 2 is to find bit 3, given (paramﬁ B©) B*© y*(o)

FO {B®) Bk, {ygff),fi(k)}izl’wnk}k:l’g) ~ gg”(l&ﬁ = (2;n1,n2 = 2)) for B & {0,1} with probabil-
ity non-negligibly better than by a random guess, where

QBP2 ( ﬁ) = (2n1,n0 =2)) :

(param, B B*© B B+ B2 B*(2)) yid Gon(1), ),
o 0 0 0 0
3O = (0,1, b1,

26



= 1 1 1

BY = o, 60 b5 b)),

=~ 2 2 2 2 2

B = (42,0262, b2 42,

w,ﬁ,équ, z,ﬂquX,

yS(O) = (w50707£70)3*(0)’ y)lk(O) = (W7Z,O,§,O)B*(o)7 f(O) = (577'[',0,0,0)]3(0),
Fork=1,2 andi=1,...,nk:

Nk - n 1
— PN —_— .
yg,(f) - (W?Ek)7 Onka g?z(k)v 0 )IB;*(k)a
Nk ngk Nk

k k k k ’/1\
ni =@, 2P @ 7050,
Nk Nk nk 1

—— —
— =
fz(k) = (6?516)7 W?Ek) O”k, 0 )B(k)a

Output (paramy, B B 45 O (BO) Br®) [o0 0 g0y, hisi).

Let AdeBP2()\) denote the corresponding advantage of a PPT algorithm C for the Basic Problem 2.

Lemma 13. For any adversary C, there exists a probabilistic machine F, whose running time is essentially
the same as that of C, such that for any security parameter A, AdeBPZ()\) = Adv]]g_-PO()\) for 1 = (2;n1,n9 =
2).

Proof. F is given an instance of the Basic Problem 0, i.e. (paramgpy, @, B*, y3, f.0G, aG, acG). Using paramg =
(¢,G,Gr, G, e) contained in parampp, it computes

R
paramy, = (¢, Vo,Gr,Ag, ) + devs(l’\75, paramg),
paramVl = (anla GTaAh 6) <5 gdPVS(l)\’ 3nl + 1’ paramG)’ = 1’ 27
paramy = ({paramy, }i=0,1,2, 97),

where gr is contained in parampp,. Then, F generates random linear transformation W; on V(I = 0,1, 2)
given in Lemma [J] and sets

d\” = Wy(b,0,0), 1=1,2; dY =Wp(0,0,0,0,bG),
d = Wo(bs,0,0), d =W,(0,0,0,bG,0),
d© = (WyHT(®;,0,0), 1=1,2 di = (W;H7(0,0,0,0,aG),
;@ = (W )T (85,0,0),  di'” = (W5 1)7(0,0,0,aG,0),
p;(o) = (W) (y3,0,0), g = Wy(f,0,0),
For k=1,2:
Fori=1,2,3andi=1,...,ny:

k i— ng—1
dElil)nk+i = Wk(03( 1), b, 03( k ),0)7

dg’;)kJrl _ Wk(o?)nk’bG)’
Fori=1,23and:i=1,...,ng:

*(k — i— * ng—1
A s = (WO, 67,004, 0),

*(k — n
d3§7,k)+1 = (Wk I)T(OS kaaG),
Fori=1,...,ng:
*(k — i— % 4
pﬁ( ) _ (Wk I)T(O3(z 1)7y5703(nk z)’o)7
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gZ(k:) _ W1(03(i—1)7f)OS(nk—i),O).

Observe that bases D) = (dl(o))l=17.,_75 and D*(©) = (d;‘(o))l=17___75, DU = (dl(j))lzl,...,3nj+1 and D*0) =

(d;(j))l:L___73nj+1, j = 1,2 are dual orthonormal bases.

Therefore, F can use B= (b1, b3), B*, bG, and aG to compute bases D*7), j = 0,1,2; DO = (d(o) déo),dio),
0 = j

d?), and DU) = (d, .. .,d%j),déil)ﬁl,...,dén)jﬂ), j=1,2.

Finally, F hands (paramﬁ,]D)(O),]D)*(O),p};(o),g(o)7 (D) D*k), {p;(f),gz )}1 1,..nx tk=1,2) over to C and, if C

outputs a bit 3/, forwards this bit as its own output.

We observe that:

*(0 *(0
pO( ) - ( 7070a§70)1[))*(0)? pl( ) = (w7za0a§70)]1))*(0)? g(O) = (6a7r70a0a0)]1])(0)7

Fork=1,2andi=1,...,n

Nk ng Nk 1
—— A —— .

p;,(ik) = (W?Ek)7 Onka f?z(‘k)v 0 )]D)*(k)v

ng Nk ng 1
«(k) _ ¢ —(k) — (k) =& T
P1( =(wer, ze;r, e, 0 )perrs
n,,k n,,k Nk 1
g =™ 22® Tom T T0 )0

Therefore, the distribution of (param—, D, D*(© N *(0) ), {D® p**) {p*(f)7glk)}l 1...mg Th=1,2) IS ex-
actly the same as in the instance of the Bamc Problem 2.

Lemma 14. For any adversary B, there exists a probabilistic machine C, whose running time is essentially
the same as that of B, such that for any security parameter X, Advy>(\) = AdveT2()).

Proof. Given an instance of the Basic Problem 2, i.c., (param—, B B*(© O) O {B®) B {y;(f),
fi(k)}izl ,,,,, ny Je=1,2) the algorithm C computes r:(k) < span < b2n )+1’ .. bg(k) > and sets h (k) y*(k) +
k=12
Then, C chooses 2|, & Fy, (z’gkj)) & GL(Fy,ng),i=1,...,nk,5=1,...,n%,k = 1,2, and computes:

d;(O) = (05 267 07 07 O)IB*(O) )

ng n,,k ng 1
« — — = .
M=o 2 o T T L i =, k=102,

1. T
Then, C sets 2o = 212, up = 2; ', (zl(lz)) = z_l(z’gf;))7 and (u (fc)) = ((sz)) ) , where z is defined as in the
Basic Problem 2. This leads to

d5 = (0, 220,0,0,0)5.(0),

ng

ngk Nk 1
— — A~
k ‘ k k : )
di) = o,z ) T T T i =1 k=12,
d” = (0,2 ug,0,0,0)g0),
o "k 1 1
— ~ N A=
k 1 (k 1 (k )
d;k)ﬂ—( 0"+, =z 1u§’1),...,z 1u§’72k, 0, 0 )E(k), 1=1,...,n, k=1,2.

C then computes D*(©) = (bj‘O),d;“)),b§<0>,bj;<0>,b*(°)) DO = 5", 6% 6V), D*®) = (1™ 5P,
*(k *(k *(k N k
&) d ) ™) DM = e, el b .,bgn>k+1), k=1,2.
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Finally, C hands (param-, D(© D*(©® y*(o FO {DF) prk) {yﬁ ; ) "Y1 bke1.2) over to B and out-
puts 8 € {0,1} if B outputs B’

For 7 in Basic Problem 2, let 7’ = 2. Then, with respect to 7/,D®*) D*(*) k= 0,1,2, the above answer to
B has the same distribution as in the instance of Problem 2. a

Proof of Lemma [3} The proof of Lemma [3| was given in [20].

B Security Proof of Theorem 2

In the proof, the concepts of normal, semi-functional and nominal semi-functional forms are defined sim-
ilar as in the proof of Theorem 1, A semi-functional secret key k%™ and a semi-functional ciphertext

C*Mi are expressed by Eq. and Eqs.@— respectively. Meanwhile, a nominal semi-functional secret
key k%™ semi and a nominal semi-functional ciphertext C"™M are expressed by Eq. and Eq.
respectlvely. The theorem is then proven through a sequence from Game 0 (original game) to Game 3 using
similar techniques as for Theorem 1. First, we prove that the probability difference between Games 0 and
1 is equivalent to the advantage of Problem 3. The difference between Games 2-m’ and 2-m is equivalent
to the advantage of Problem 4 (i.e., advantage of the DLIN assumption). We also show that the difference
between Games 2-m’ and 2-(m + 1) is equivalent to the advantage of Problem 4 (i.e., advantage of the DLIN
assumption). In the final step, we show that Game 2-v can be conceptually changed to Game 3 where the
adversary has 0 advantage.

Definition 11 (Problem 3). Problem 3 is to find bit 8 given a tuple (param—, {B(k),]@*(k)}k:(),l’g, t(o) t(ﬁl)17
{tﬁu}a 1, d,{t )}1 2. m,té )) < GEiad T W = (201,00 = 2),d) for B & {0,1} with probability non-
negligibly better than by a random guess, where

G317 = (2in1,n2 = 2),d) : (paramy, B, B* @ B B+ BE) B*(2) & Gu(1*, ),
I’[%*(O) _ (bT(O) b*(o) bz(o),b;(o)),
Dk * 1 *(1
B = (7™ ...,bn?),bQ;}H,.. s,

d,u, p g Fq, t ((5 0,0,0, p) ©)5 tlo) = (6,4,0,0,p)p0)
o0 L, 7O LEm,

n
1 n1 n1 1

— \
t((jli - (5?(11)3 Onla Onla p(l) )B(l)a

ny ni 1

ny
K= o0, T T T,
Fori=2,...,ny: tl(l) = 5b§1);
Forj=1,...,d:

(2) & F, 7(2) <2,

2 2 2 1
+2 ’ ) 2 2 (2)
Olji( 5305 0%, 0%, Pj )(2)7
2 2 2 1
A~ —N— A
2 2 2
thy = (o0 7P 0 o),

2) _ §b§2)7
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return (param-z, {B(k), I@*(k)}kzo,m, tg)), t(ﬁl,)l, {tg)lj Yiet,.ds {t'gl)}i:27...,n1 ) t§2))-
The corresponding advantage of PPT algorithm B in solving Problem 3 is defined as follows:
AdvE3()) :\ Pr[B(ﬁ,w) =1 wégg?’(ﬁ,ﬁ)} - Pr[B(ﬁ,w) =1 wﬁgf?’(ﬁ,ﬁ)] ]

Lemma 15. For any adversary B, there exists a probabilistic machine D, whose running time is essentially
the same as that of B, such that for any security parameter X, Advy>(X) < Advp“™(\) + 8/q.

Definition 12 (Problem 4). Problem 4 is to find bit 3 given (paramﬁ,I/B\%(O),B*(o),h;;(o),t(o), {B®),

B*(k),{hz(’f),tl(-k)}i:17,,,,nk}k:172) £ Qg‘l(l’\,ﬁ> = (2;n1,n2 = 2)) for B & {0,1} with probability non-
negligibly better than by a random guess, where

95134(1A,ﬁ> = (2;n1,n2 =2)) : (param=, B B*© B B B> B*2) & Gon (17, 77,
=~ 0) 1.(0) 5.(0) 1(0
B = (6", 65",6{". b)),

~

1 1 1
BO =", 606 b)),

»Yng
= 2) 1(2) 1.(2) .(2) (2
B = (67,657,657, 67 bY),
w,{,é&]Fq, z,wglﬁ‘;, uw=z"1,

h(*)(O) = (w7 07 07 5; O)B*(O)v hT(O) = (wa Z, 01 57 O)B*(O) ) t(O) = (57 U, Oa 0; O)IB(U) )

For k=1,2:
Fori=1,...,ngand j=1,...,ng:
k)y U k Ky T
(uf)) & GL(E, ), (205) = () )
Fori=1,...,n:

o g

ngk ng Nk 1

— PN —
he® = we®, Tom B T0 ) hw,

)

nk ng Nk 1
—N ——
k —(k k k k ~
h = we®, 2N @ T,
nAk n,,k Nk 1
— =
k s (k k k
tl(. ) — (6 el(» ), 77“5‘,1)7 .. ,ﬂ'ul(»’,zk 0™, 0 )B(k),

return (paramﬁ,@(0)7B*(0), hZ(O)7 t(O), {ﬁ(k)JBg*(k)7 {hzgf)) tgk)}i:1,..‘,nk}k:1,2)-
Let B be a probabilistic machine, we define the advantage of B for Problem 4 as follows:
AdvE () :\ Pr[B(ﬂ,w) =1 wﬁgg‘*(ﬂ,ﬁ)} - Pr[B(ﬂ,w) =1 wﬁgf‘*(ﬂ,m] ]

Lemma 16. For any adversary B, there exists a probabilistic machine D, whose running time is essentially
the same as that of B, such that for any security parameter X, Advg4(/\) < AdngIN()\) +5/q.

Lemma 17. Forp € F,, let C, = {(Z,V)|7 - ¥ = p} C V x V* where V is n-dimensional vector space
F2, and V* its dual. For all (T, V) € Cp, for all (7, W) € Cp, Pr[7U = T AVZ = W] = Pr[TZ =

T ATU = W] = 1/4C,, where Z & GL(n,Fy), U = (Zil)T, and §C, denotes the number of elements in
Cp.

We then consider the following games:
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Game 0. This is the real security game from Definition
Game 1. Game 1 is almost identical to Game 0, except that the ciphertext for challenge attribute vectors
(7@, % MW), challenge revocation lists (L(®), L(Y)), and challenge plaintexts (M), M 1) is

Co :(5a w, Ca 07 QO)]B(O) ) (9)

ni ni n1 1

/ \ —— \

e =7, wi el o M) (10)

2 2 2 1

(b) (2) (2 2 (2)
Vz € RevokeNodes(Tree, L") 1 ¢z =(6,0(—1Dy), wy g ws,, 0%, 957 Jpo (11)
CM :g’g“M(b)7 (12)
Where 57 w, <7 ®, Qo(l)a @552)7 U)EQ;, wéQ% g ]FCI? b (H {0’ 1}’ 7(b) = (ygb)7 ... 7y’£7«bl))7 and (w§1)7 s 7w’£7«11)) g
A ; :
Fyr\ {0}

Game 2-m’ (m = 0,...,v — 1). Game 2-0 is Game 1. Game 2-m/ is almost identical to Game 2-m,

except the reply to the (m+ 1)-th GenKey query for 7= (z1,...,Zn, ), and the challenge ciphertext are
computed as follows:

ko :(704, —€, 1, n, O)B*(o),

ni ni ni 1
~ =~
k=@ 4 50T, 02 +o0T) - 20 ), 70 ),
(13)
Vo e P(I) :
2 2 2 1
(2) (2) ‘
ka: :(a(Q) + ﬂgQ)IDaH BéQ)’ (7(2) + O;Q)IDIa 0-;2)) : Z(2)7 7]1,1-7 7727;5’ O )B*(2)7
Co :(5a w, Ca 07 QO)B(OM
ni ni n 1
—N —— ,_/\_1 —N—
c :(57(‘7), 7(17) . U(l), o™, 90(1) B
Va € RevokeNodes( Tree, L)) : (14)
2 2 2 1
—— — "

c. =(6(1,-ID,),(1,-ID,)-U®, 0% @0,

CM :gg“M(b) )

where e,y1), 4@ o0 @ L F, 1L 1 20 & GLE,, ny), UK = (Z<k>‘1)T,k — 1,2, and all the
other variables are generated as in Game 2-m.

Game 2-(m+1) (m=0,...,v—1). Game 2-(m + 1) is almost identical to Game 2-m/, except the reply
to the (m + 1)-th GenKey query for @ = (x1,...,2y,) is

kO :(—OZ, €, 17 m, 0)18*@)7

ni ny ny 1
~~
kl :(a(l)?gl) + ﬁ(l)?v Ugl)a cee 77)211)7 U%l)» cee ;777(111)» 0 )B*(l)) (15)
2 2 2

1

— Py
Vo e P(I): ko =(a®@ +BPID,, 8P, P o n ol T0 ), e,
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the challenge cipertext is the same as Eqs.(@) !, where ful e 1);22 « F, (vil), cee 5111)) Fyr\{ O 1,
and all the other variables are generated as in Game 2-m/.

Game 3. Game 3 is almost identical to Game 2-v, except that the target ciphertext C for challenge at-
tribute vectors (7(0), 7(1)), challenge revocation lists (L(®), L(1)), and challenge plaintexts (M (9, M)
is computed as follows:

Co :<(5’ w, Clv 07 QO)IB(U) )

ni 1
/—/% "t —
——
7/ w1 S wﬁfﬂ 0", W(l) )]B(l)?
2 2 ! (16)

(b) / / (2 (2 2 (2)
Va € RevokeNodes(Tree, L) : ¢z =(ID} 1, ID; 5, wq g ws 5, 0% 037 )p,

car gTM( )

where ¢/ & F,, J' = (y’l,...7y;ll) Fyt, and I1D), 1, 1D, , & F,. We note that ¢’, (y1,...,y,,) and

ID), 1, 1D}, 5 are chosen uniformly and independently from (, (7(0), 7(1)) and ID,, respectively.

Let Advy’(A) be Advitty gpe(A) in Game 0, and Advy’(A), Adviy™ (N, Adv(j"”')(A) Adv® (\) be the
advantage of A in Game 1, 2 m, 2-m’ and 3 respectively. We can show Lemmas . 22| which evaluate the
gaps between pairs of AdvA (M), Adv S (M), Adv (2 m)()\), Adv Efm (N), Adv' mﬂ))()\) form=0,...,v—1
and Advf)()\). From these lemmas and Lemma [15| and [16{ we obtain:

)

Adv.'z—,'FH—RPE(/\) = AdVEf\J)(A)

v—1
< A () = AV () [+ 3 TAVE™ () = AV () | +
v—1 , K
m=0

< Advg‘?()\) + Z Advg/ Z Ade2( +1) )+ (2log Nv + 8v +log N + 2)/q

< (2u+ l)AdvDLIN()\) + (2log Nv + 18v + log N + 10)/q.
This completes the proof of Theorem [2] O

Lemma 18. For any adversary A, there exists a probabilistic machine By, whose running time is essentially
the same as that of A, such that for any security parameter X, | Adv&(‘))(}\) - Advfi)()\) |= Advg‘f()\),

Proof. Suppose a polynomial time adversary A can successfully distinguish between Game 0 and Game 1.
We construct a simulator By that uses A as a black box to solve Problem 3. The reduction proceeds as
follows:

1. By is given an instance of Problem 3, i.e. a tuple (param;, {]B(k),@*(k)}ho,m,t(o 6 1, {tﬁ 1 Y=l

.....

d denote the total number of the nodes in the binary tree such that each node is associated with one
element in {tg%,j}jzl,m,d-
2. At the beginning of the game, B; gives A the public key PK = (1/\,param7,(b§0),bé) b(o) b(l)
. b%ll), bé21+1, b§2), bg), bg)), which is obtained from the Problem 3 instance.
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3. When a GenKey query is issued, By computes a normal secret key using (@*(0),@*(1),@*(2)), which is
obtained from the Problem 3 instance.

4. When B; receives challenge attribute vectors (7(0),7(1)), challenge revocation lists (L(®), L(1)), and
challenge plaintexts (M (), M) from A, B; computes and returns

C = (eo, e, {cﬂf}wERevokeNodes( Tree,L(V))> cum);
where ¢y = t(O) + Cb3 , = yl (1) + >, l(b t( ) , Vo € RevokeNodes( Tree, L(b)) ey = tg)lm +
(—=ID,)- tg ,and cjr = gTM(b) using ( (O) tgll, {tﬁ 1 J}J 1 ds {t )}l 9 m,nl,t@) ) from the instance
of Problem 3 and 7 ®, L®) M® where ¢ & F,, b < {0,1}.
5. After the challenge phase, GenKey oracle simulation for a key query is executed in the same manner as

step 3.
6. A outputs a bit b'. If b = ', By outputs 1. Otherwise, By outputs 0.

Claim. 1f B = 0 then the challenge ciphertext C' = (co, €1, {€s } ycRevokeNodes( Tree, 1)), €M) generated in step 4
is distributed exactly as in Game 0. If 3 = 1 then the challenge ciphertext C' = (¢, €1, {€x } s cRevokeNodes( Tree, L))
cyr) generated in step 4 is identically distributed to Game 1.

Proof. First recall that y(b) = 1. If 8 = 0 then the ciphertext given by

Cy = (5a 07 C7 07 p)[B(O) )

n1 n1 1

N A —A—
c) = (57(17)7 o™, o™, p(l))IB(l)7

2 2 1
/_/L —N— N
Va € RevokeNodes( Tree, L)) : ¢, = (6,0(—1D,), 0% 0%, p? )ge,
e = g5 M®,

is the challenge ciphertext from Game 0. In contrast, if 5 = 1 then the following components of the ciphertext
have a different form

Cy = (6a u, C7 0; p)[B(O) )

ny ni ni 1
—N N A
C1 = (57“))7 7(1)7 0n17 p(l) )B(1)7
2 2 2 1
—_—— AN
Va € RevokeNodes( Tree, L) : ¢, = (6,6(—ID,), «®, 0% p@® )go,

where (1) = (ugl),..., nll)) 7P = (u1 x,uQx) Since 7w Fy, w? e F2, pM p?) € F, are indepen-
dently uniform this ciphertext corresponds to the challenge c1phertext from Game 1.

From the above claim, if § = 0 then simulated ciphertexts are distributed exactly as in Game 0, whereas
for =1 their distribution is identical to Game 1. Therefore, | Advfg)()\) - Advfi)()\) |= ‘ Pr[Bl(l’\,w) —

1| & gg’?’(l)‘,ﬁ)} - Pr{Bl(l)‘,w) S1|lwd gf?’(lk,ﬁ)] ‘ = Advgf()\). This completes the proof of
Lemma [18] 0

Lemma 19. For any adversary A, there exists a probabilistic machine B),,, whose running time is es-
sentially the same as that of A, such that for any security parameter A, | Advff"m)()\) - Advg'm )()\) |<
Advi; (A) + (4+1log N)/q.



Proof. Suppose a polynomial time adversary 4 can successfully distinguish between Game 2-m and Game
2-m’. We construct a simulator B}, that uses A as a black box to solve Problem 4. The reduction proceeds
as follows:

1. B, is given an instance of Problem 4, i.e. a tuple (paramﬁ,@(o),ﬂ%*(o),hz(o),t(o),{ﬁ(k),lﬂ%*(k),{hg(,f),

t,gk)}izl’m’nk}kzl’g), and acts as a challenger in the security game against adversary A.
2. At the beginning of the game, B),, gives A the public key PK = (1’\,paramﬁ7 (b§°),b§0>,b§°),b§”,
el b%l), b b§2), bg), bg)), which is obtained from the Problem 4 instance.

1 3ni+1»
3. When the s-th GenKey query is issued for a predicate 7= (T1,...,2p,), B, answers as follows:
a) For 1 < s < m the algorithm B}, computes a semi-functional key using {B*(*)};_g ; 5 of the Problem
4 instance.

b) For s = m + 1 it computes the key k%, , = (I, ko, k1, {kz}sep)) using {h2(0)7b1<(0),b;(0)’ {h;g?,

b;(i)}izl’g;jzl ,,,,, n;  of the Problem 4 instance as follows:

Fori=1,2: Qi,vi,vg,ﬁi,g Fy;
Sg)) = i(gih;m) + Uib;(o)), ko = —sg)) + b;(o)’
For ¢ ;:112 and j=1,...,n;:
= 3ol 8
j=1
Vo € P(I): ko = IDysS) +s5h + 850,

c¢) For s > m + 2 the algorithm B}, computes a normal key using {B*(*)},_q ; o from the instance of
Problem 4.

4. Once B, receives challenge attribute vectors (7, 77 (1), revocation lists (L, L), and plaintexts
(M©, M) from A it returns the challenge ciphertext C' = (€o, €1, {Cz } 1eRevokeNodes( Tree, L)) €ar) Where
co = t© + b + b, ¢, = PRy y§b)t§-1) + <p(1)b$31+1, Va € RevokeNodes( Tree, L®)) : ¢, = t{¥ +
(1Dt + b and ear = g5 M@, using (8, (#1678 650 6,85 6P from
the instance of Problem 4 and 7 ®), L®) | M®) where ¢, ¢,oM, o L F,, b & {0,1}.

5. After the challenge phase, GenKey oracle simulation for a key query is executed in the same manner as

step 3.
6. A outputs a bit ¥'. If b =¥/, B}, outputs 1. Otherwise, 85, outputs 0.

Claim. The distribution of the view of adversary A in the above-mentioned game simulated by B}, given
a Problem 4 instance is the same as that in Game (2-m) (resp. Game (2-m/)) if 8 =0 (resp. 8 = 1) except
with probability (3 +log N)/q (resp. 1/q).

Proof. 1t is clear that B5,,’s simulation of the public key generation (step 2) and the answers to the i-th
GenKey query where ¢ # m + 1 (case (a) and (c) of steps (3) and (5)) are exactly the same as the Setup and
the GenKey oracles in Game 2-m and Game 2-m/.

Next we analyze the distribution of the i-th GenKey query where i = m+1 (case (b) of steps (3) and (5)). In

this case values SE;O), Sg,)j7 §(5)ja

ow+vi, a=al+a® y=p 40, €=rz Then,

i=1,2,7=1,...,n; can be expressed as follows. Let 3" = 6;w + vl ald =

S((JO) = (,0,0,7%,0)p-0), Sgo) = (,6,0,7€,0)p-),
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n; n; n; 1 n; n; n; 1
— — —_——
soy = (BEE, om0, T00) L, sl =892, 6 0 dP T00), .,
g n; n; 1 ng n; n; 1
i )= (i o e (i )= (i i e
56 —(a()?g), 0", @, 700, 8 =DeY, 07 0@ 00,0,

where ? zj?, . ] n , w, 2, &, {ﬁ @) ? }i=1,2,j=1,...,n; are defined as in Problem 4. If § =1 in the
instance of Problem 4 then the secret key k? / = (I, ko, k1, {kx}mep([) ) has the same distribution as in Eq.

except that ew =, where vy = 01 + 92 and w =u g F, of ¢o in Eq.

Next, we show that the joint distribution of the response to (m+ 1)-th GenKey query and of the challenge
ciphertext in the simulation by B, for the given instance of Problem 4 is equivalent to the distribution in
Game 2-m if 8 = 0 and to the distribution in Game 2-m’ if 8 = 1.

If 8 = 0 then this equivalence follows easily, unless one of the following conditions holds: (1) w defined in
Problem 4 is zero, (2) w = 0, (3) (w'”, ..., wl) = T, 4 4) (w 52;,11152;) — 0, wherez € RevokeNodes( Tree, L)),
and w, (w§1), . w%l)) and (w:(lzg)g, wéﬁ) are defined in Egs. @ and [11{ respectively. However, those events
occur with probablhty (3+1og N)/q.

If B = 1, then Bj,,’s simulation for the key is the same as that in Eq[l3] and Bj,,’s simulation for the
challenge ciphertext is the same as that in Eq except that ew = v, where v = 91 + 92, and w g F, of co

in Eq. 14

Therefore, we will show that  is uniformly distributed and is independent from the other variables used
in the simulation by B}, . Since v is related to X Zg s g(b) and ?é ), where Zl = (gl—>(1) + 604 ?) ACN
Aoy = (0222 1 6,(ID,, 1)) - Z® & € P(I), and BY = 7® . uym, BY = (1, 1pP) . U ¢ ¢
RevokeNodes( Tree, L"), where b € {0,1}. We analyze joint distribution of these variables for the four
distinct cases that appear in Definition

1. When f=( 7(0 fy(? )) =0, due to Lemma The pair ( 21, ﬁ(b) (b € {0,1}) is uniformly and
mdependently distributed over Cy, (7.7 ®))4,, (b € {0,1}) (over z0 & GL(F4,n1)). Since 6; & Fy, the
pair ( Xl, § (b € {0,1}) is thus uniformly and independently distributed over F2"1 .

2. When f?(y(o)) = f2(¥M)=1and (I € L AT € LM), the pair ( Zl, ﬁ(b) (b € {0,1}) is uniformly
and independently distributed over C,, (over Z() & GL(Fq,n1)). The pair (2271;7 §(b)) (be{0,1}) is
uniformly and independently distributed over IF4

3. When (f2(7 @) = 1A f2(¥™) = 0) and I € L), the pair ( Zhg (resp. Zl,ﬁ is uni-
formly and independently distributed over C,, (resp. F2"'). The pair (A, éa);) is umformly and
independently distributed over IF4

4. When (f2(7©) = 0 A fy(ﬁ(l)) = 1) and I € LW, the pair ( Xl,§ (resp. (Xl,ﬁgl))) is uni-
formly and independently distributed over F2"* (resp. Cy,). The pair (A, gla)c) is uniformly and
independently distributed over F‘ql.

Considering the adversary A’s restriction on key queries from Definition [5] in each of the above four
cases at least one of (X ,ﬁ(b)) and (Zg o B(b;) is uniformly and independently distributed over ]F?]”k for
k = 1,2. Therefore, v = g1 + 02 is independent from the distribution of g;(resp. g2), which can be given by

Zl, g( ) (resp. X? > g( ) ~)). Thus, v is uniformly and independently distributed from the other variables
in the 51mu1at10n of Bgm

Therefore, the view of A in the game simulated by B5,, on input an instance of Problem 4 with 8 =1 is
the same as in Game 2-m/ unless w = 0 occurs. This event happens with probability 1/q.

This completes the proof of Lemma [19] O
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Lemma 20. For any adversary A, there exists a probabilistic machine By(my1), whose running time is

essentially the same as that of A, such that for any security parameter X, | Advf'm/)(/\) —Advf_(mﬂ))()\) |<
Adv (N + (4 +1og N)/q.

Proof. Suppose a polynomial time adversary A can successfully distinguish between Game 2-m’ and Game
2-(m + 1). We construct a simulator By(,1) that leverages A as a black box to solve Problem 4. The
procedure is same as that in the proof of Lemma [19] except that in case (b) of step 3 k% | is computed as
follows: 7

ko = _ng> +eby @+ 03,

(1) (1)
insﬁy+sﬁl+z bl

Vo € P(I) : ky = ID,s5) + 85} + 85 + Z D52,
where ¢ & Fy, vf;,vg; — [y, (vil), cee 7(111)) & Fyt\ {ﬁ} In the last step, if b = b, By(m+1) outputs

0. Otherwise, Bg(m+1) outputs 1.
The view of the adversary A in the game simulated by By(,,+1) given an instance of Problem 4 with
B = 0 is the same as in Game 2-(m + ) unless one of following events occur: (1) w = 0 in Problem 4

%
instance, (2) w =0, (3) (wgl), . wr(Lll)) -0 , (4) (wg,wﬁ)ﬁ) = 0, where = € RevokeNodes( Tree, L(*)), and
w, (wgl)7 .. wg ) and (w1 ;,wézx) are defined in Egs. @ and [1 ! respectively. Those events occur with
probability (3 +1log N)/q. In case B = 1 the argument is similar to that in the proof of Lemma 9] i.c.,
each variable has uniform distribution and is independent from other variables occurring in the s1rnu1at10n
by Ba(m41). The view of the adversary A is the same as its view in Game 2-m/ unless w = 0 occurs in the

instance of Problem 4. The event w = 0 occurs with probability 1/q.
Lemma 21. For any adversary A, Adv 3)()\) < Advf'y)(/\) +(2+1ogN)/q.

Proof. First we show the distribution (param—, {B*)},_ 01,2, {k }j 1,...v,C) of Game 3 is same as that of

Game 2-v, where k—; Y ) is the answer to the j-th key query, and C’ is the challenge ciphertext. We will define
new bases D*) of Vk and D*(k) of Vi, k=0,1,2.

For £k = 0, we set d2 = b2 - )\bgo nd d3 0 - b;(o) + /\b;(o), where A & Fy. The new bases are
DO = . d b b b) and D*© = B1 B3 @@ ;) b1?). We can easily verify that D)
and D*(©) are dual orthonormal, and are distributed the same as the original bases B(®) and B*(©) respectively.

Fori=1,...,n%, j=1,...,n% k=1,2, choose Q%) = (p (k)) x> and compute dslk)ﬂ = bg?ﬂ
S ,u(k)b(k) di®) = pr®) e (k)b*(k) which are equivalent to the following matrix computations:

j=1rM4,5 73 ]1],1 ni+j°
HG _or®\ (B:®
J— ’I'Lk
g (k) One  In, g;(m ’

(20) - (g 5) (E0).

k k) k k x(k w(k w(\ T Tk «(k
where B = 0P, o) BW = M., b0 B® — o1 e Br® = 0%,
T T
)T, DY = dﬁl% . .,dé’ii) , 31‘““) = (@®,. a4l
For k = 1,2, the new bases are D*) = (bg ) bgi),dgi)_‘_l, . dg:L)k7bg:'L)k+1’ . bg;) +1) and D*F) =
@™, aP e e e .,b;;’;) +1). It is clear that D®) and D**) are dual orthonormal,

and are distributed the same as the original bases B(*) and B*(*) respectively.
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The secret keys and challenge ciphertext ({k%(;j}}j:17,,,)l,, C) in Game 2-v are expressed over the bases B(*)
and B*%) | k = 0,1,2 as follows:

ko, = (—0ay,€5,1,1;,0)p-),
ni ni ni

1
1= (1 1 1 1 1 1)
kl,j = (OZ; ) € g ) +ﬁj( )?j77§7}7"'77£11j7 77%,])‘7"'7777(11)7]‘7 0 )B*(l)’
2 2 2

1
—~~
Vo €P(D): Koy = (0 + B5TDe s 6.7 Wy Vomgs My MmO

)B*(2)7

Cy = (57 w, Ca 07 SD)B(O) )

ni n1 ni 1
—_—— A —
1
Cc1 = ((57(17), wg ), . ,’LU,£L11)7 Onla (P(l) )]B(l)?
2 2 2 1

"9 (@) S Ty
YV € RevokeNodes(Tree,L(b)) cep = (01, —ID;E),wl’r,wé_’i, 02, @;2)
cy = g%M(b).

)IB%<2)’

The above keys and challenge ciphertext can also be expressed over bases D*) and D**)| k = 0,1,2 as
specified in the following. The first components of secret keys can be expressed as ko ; = (—a;, €5, 1,15, 0)g-0) =
(—a;,05,1,m5,0)p«), where ; = €; — A are uniform and independent since ¢; = F,. Similarly, other key
components can be represented as

ni ny ny 1
1= (1 1 1 1 1 1)
kij= (aé e § )+ BJ( )?j,'yij, e "qu),j’ 77%7;, . 7777(“),;‘7 0 gty
ni ni
1 1 1 1 1 1 1 1
P+ BT e+ A, T A D+ B, 7 A0
ni 1
—~
1 1 ~ =
n§7;7"',77511)7j7 O )D*(l)
ny ni ni 1
_ (1)) (1) (1) (1) (1) (1) ‘
= (aj €y + ﬁj ?j,&l_’j, ... ,in’j, MjresMnyys O )D*(l)’
Vo e P(I)
2 2 2 |
2 2 2 2 2 2 2 =
ke j = (08 + BID, 5, 88), 2 805 s 70 e
2
2 2 2
= (0‘5 ) + ﬂ;])‘IDaz,jvﬁi,])'a
2
2) (2 2 2 2 2 2) (2 2 2 2 2
p ol 4 B (ID, 0% + 1) + 17 msH el + B (1D, jus] + u$)) + 452,
2
1
—_——~
@ @
M,z,j 2,2,5 )D*@)
2 2 2 )
2 2 2 2 2 2 2 =
= (o + 8P ID, 5, 87, 02 08 1wl S 0 )
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where 9(1-) = ulll) @) —l—ﬁ ? ﬁ(l)—i—’y fori=1,...,ny and 6> ;ﬁ 2 +5; 2)(ID J,ug 1)+u(2))+7(m)

i,Z,] i

(k) Y

fori=1,2and j =1,...,v are uniform and independent since v, . < F,.

9,2,]

The first component of the ciphertext can be expressed as ¢y = (6, w,¢,0,9)go) = (§,w,{’,0,9)pw©, where

¢’ = ¢ + M\w is uniform and independent due to w,( .l F,. Similarly, the remaining components of the
ciphertext can be expressed as

ni 1

—_— T A
C1 = ((57(1))7 wgl), e ,Slll)’ Onla 80(1) )B(l)a

ni 1

ny
N7 N A—
1 n
= (7/7 'LU§) wglll)y O 17 80(1) )]D)(l)?

2 2 2 1

2 ()
Va € RevokeNodes(Tree, L)) : ¢, = (6(1, —ID,), w}’ W3 s 02, B

niy

2 2
2
— 6= w®u® 51D, - S w2,
Jj=1 Jj=1
2 2 1
=
2 2
wgq)wwéa)m 02a <)0‘(LQ)) DE)?
2 2 1
—N— ‘f—’\ﬁ =
ID, |, 1D, ,wi) wi), 0%, o
( z,1» 2,20 Wi g W g5 ) Pz )D(Q)v

b n 1 2
where 7/: yllavy',nl) yz_éy() Z 11’LU( ),ugz),z:l nllezl_(s Z] 1w]x)u§1)7ID;2:

—0ID, — Z?:l w(z) '“52) which are uniformly and independently distributed since wgl), .. wflll) v F, and

@ L, Ynr
Wy ,x? 2,$ A q-
In the light of the adversary’s view, both (B*) B*(*)) and (D*) D*(*) for k = 0,1,2 are consistent
with public key (1, param-, {I@(k)}kzo,l,g) Therefore, {k- (j)}azl,-n,u and C' can be expressed as keys and

ciphertext in two ways, in Game 2-v over bases (B ),B*(k)) and in Game 3 over bases (D) D*(k)). Thus,

Game 2-v can be conceptually changed to Game 3 if w # 0 and (wgl),. wn1 ) # 0 and (wﬁz, wézi) #+ ﬁ
x € RevokeNodes( Tree, L(), i.e., except with probability (2 4+ log N)/q. O

Lemma 22. For any adversary A, Advf)()\) =0.

Proof. The value of b is independent from the adversary’s view in Game 3. Therefore, Advi’)()\) =0. O

B.1 Proof of Lemma and

In order to reduce the DLIN problem from Definition [2| to Problems 3 and 4 from Definitions and
[12] respectively, we further introduce three “basic problems” that will serve in intermediate steps of the
reduction:

— Basic Problem 0 in Definition [I31
— Basic Problem 3 in Definition [14]
— Basic Problem 4 in Definition [I5]

In order to prove Lemmas [T5] and [16] we use two intermediate Lemmas [23] and [24] which are two common
lemmas in the proofs of Lemmas [I5] and
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Lemma 23. Let (q,V,Gr, A, e) be dual pairing vector spaces by direct product of symmetric DPAITing groups.
Using {¢; ;}, we can efficiently sample a random linear transformation W = Zz 1,j= 1Ti,%i; of V with

random coefficients {r; j }; jeq1,.. N} & GL(N,F;). The matriz (1 ;) = ({ri;}~ DT defines the adjoint action
on'V for pairing e, i.e., e(W (z), W) (y)) = e(zx,y) for any sc,y €V, where (W) = ZZV ivj 177 P

Lemma [23|is proved in [20].
Definition 13 (Basic Problem 0). Basic Problem 0 is to find bit 8 given (paramBPO,EB*,y;, f,bG,aG,
ac@G) & QBPO(P) for B & {0,1} with probability non-negligibly greater than by a random guess, where
QEPO (1)\):
paramg = (¢, G,Gr, G, e) & prg(l’\)7
paramy = (q7 Va GTa Aa 6) <5 gdpvs(l)\a 3; paramG)7

A=(Ny) & GLEB,F,), (i) = (A", ba L Fy,
3

bi=bY \ijaji=13, B=(bs,bs),
j=1
3
b;k = aZMi’ja]‘ai =1,2,3, B = (b;bzvb;)a
j=1

gr = (G, G)™, parampp, = (paramy, gr),
0,0,w qu, Py T <£]qu,

y(>)‘< = (6a07U)B*7 yr = (67 P, U)B*7 .f = (W,T, O)]Bv
Output (parameo,I/B\%,IB%*,yE,f,bG, aG, acG).

Let AdePO()\) denote the advantage of a PPT algorithm F for the Basic Problem 0.

Lemma 24. For any adversary F, there exists a probabilistic machine D, whose running time is essentially
the same as that of D, such that for any security parameter X, Adv3 °(\) < AdvB"™(\) + 5/4.

The proof of Lemma [24] was given in [20].
Proof of Lemma [[5} Combining Lemmas and 26] we obtain Lemma

Definition 14 (Basic Problem 3). Basic Problem 3 is to find bit 8 gwen (param—, {B*), B*( ") —0.1.2, féo),

éli, 6(23’ {f(l)}l 2 2(2)) — QBP3(1/\ K = (2;n1,n2 = 2)) forp & {0, 1} with probability non-negligibly
greater than by a mndom guess, where

GE™ (1M 7 = (2in1,n2 = 2))
(paramﬁ,IEB(O),IB%*(O),IB%(U,B*(l),B(Z)y]B%*(Q)) £ Gob(17, ﬁ)v
B0 — (510 10 p® px(O))
B = ;M o0 e, ey,
B — (5@ p@ pi® pE@ pr@ pr@)y
w,y &L Fy, 7 & Fy, (0) = (w,0,0,0,7)gw©, fl(O) = (w,7,0,0,7)g©)
PONCRIE
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For k=1,2: 7" gﬂ?g’“;

1 ni ny
P 1
1 _ =@ on o ‘A
0,1 = (wey, ) ) ¥ )
ni ny na L
1) _ o —=@Q) —(1) on AN
1,1_(we1 , TE€717, ) v )]B%(l)v
Fort=2,...,n1: fi(l) = wbgl);
2 2 2

1
10 = (w0 T 0 e
2 2 2 1
1,1 =( w,0, 7? ’_6; ,{7\)155(2)7
f(2) wbg),
Output (paramﬁ,{B(k),@*(k)}kzo,m,f(o)» /(312» éQEv{f(l)}z 2,...,n1) 2(2))~
Let AdePs()\) denote the advantage of a PPT algorithm C for the Basic Problem 3.

Lemma 25. For any adversary C, there exists a probabilistic machine F, whose running time is essentially
the same as that of C, such that for any security parameter A, AdeP?’()\) < AdePO( ) for = (2;n1,n9 =
2).

Proof. F is given a Basic Problem 0 instance (paramBPO,I/B\%,IB%*, Y5, f,bG, aG, acG).
With paramg = (¢, G, Gr, G, e) contained in paramgp,, F computes

R
paramy, = (¢, Vo,Gr,Ag, €) < gdpvs(1A75a paramg),

R
paramy, = (¢, Vi, Gr, As, €) < Gapus(1*, 3ny + 1, paramg), 1= 1,2,
param; = ({paramy, }1=0,1,2, 97),

where gr is contained in paramgpg. F generates random linear transformation W; on V(I = 0, 1,2) given in
Lemma 23 and sets

d” = W, (b5,0,0), 1=1,2; dY =W(0,0,0,0,aG),

d® = 1,(0,0,0,aG,0), d = Wy(b3,0,0),

i = (W (b,0,0), 1=1,2  d3'® = (W57 (0,0,0,0,bG),
i = (W5 )7(0,0,0,6G,0),  di® = (W5 ") (bs,0,0),

g5 = Wo(y,0,0),

dV = wy(b;,0M %), dl =W (b,0M ), d) = W (s, 0N,

(1) _ m Ni—m—1 m :l+ 1 lf l S {2,...,711},
d;”’ =Wi(0",aG,0 ) where {mlifle{n1+2,...7N11},

i = (W) (b, 070, )y = ()T (02,0M70), ) = (W) (85,07,

=l+1ifle{2,...,n},

w(1) —1\T (nm Ni—m—1 m
;=W ) (07,06, 0 ) where {m:lifle{n1+2,...7N1—1},

g5 = Walys,0M ),
gl(l) = W1(0l+1,acG,ON1_l_2), 1=2,...,n1;
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d® = Wy(b;,0%),  dY) = Wa(b3,0Y),  diY = Wa(bs,07),

=3 1f =2,
m=1if l €{4,...,6},
d;® = Wy HT(br,0%),  d3P = (W) (e,0Y),  di® = (W3 )T (bs,0),
m=3if [ =2,
m=1ifl € {4,...,6},

dl(2) = Wo(0™,aG,0" "™ 1) where {

otherwise, dl*(Q) = Wy HT(0™,bG, 0™ ) where {

géz)l - W2($2,04),
gé ) = Wa(02, acG, 0%),

where (v,0M73) = (G',G", G’” 0Ni=3) for any v = (G',G",G"") € V = G*. This implies that D(®) =
,,,,,, 5, DO = (dl(j)) gn, 41 and DO = (@) Ly g G = 1,2

are dual orthonormal bases. ]—" can compute D), j = 0,1,2; DO = (dl(o),dg(0)7dz(0),d§(o)), D) =

(d*{(j), el d;gj), d:;(j_?_ gy d;gi)ﬂ),j = 1,2 using B= (b1, b3), B*, bG, and aG. F then gives (param-, {D*)

]]/]\)*(k)}k:()?m?gé )79211792217 {g;l)}¢:2 nl,gé )) to C, and outputs bit 8’ if C outputs 5.

We observe that

=1,...,0y ¥~ — M Ji=1,...,

0 0
g(() ) = (w/7070a03’}/)[})(0)a gi ) = (w/,T,,O,O,’}/)D(O),
1 ni n1 1 2 2 2 1
1 1 /—;\\ /-2\-\ =~ 2 —_—N— N N AN
g(()l) - (w/?(l )7 0 Y 0™, 7/ )D(Da g((),l) = ( w/a07 027 02, ’Y/ )]D)(2)a
ni ni n 1 2 2 2 1
— = = —— =
g§11) - (w/?(1)7 7-/?(1) Onl’ 7/ )]D(D’ g§21) - ( wlvoa 7_/’0’ 02, 7/ )]]])(2)7
gV =Wl =2, 0 g = b,

where ' = 6,7’ = p,v' = o are distributed uniformly in F,, Therefore, the distribution of (params, {ID)(k),
]ﬁ)*(k)}kzo,m,géo),ggl,gﬂ L {gll)}Z 2. ml,gé )) is exactly the same as in the instance of the Basic Problem
3.

Lemma 26. For any adversary B, there exists a probabilistic machine C, whose running time is essentially
the same as that of B, such that for any security parameter A, Advi>(A) < Adve 2(A) + 3/q for (W =
(25n1,m2 = 2),d).

Proof. C is given an instance of the Basic Problem 3, i.e. a tuple (param-, {B®) B*(®)}, _ 0.1,25 féo), féli, fgf,

{f(l)}, 2,. ,m,fg(z)). It computes r pal span(bggﬁﬁ, T; g span(b(72)>7 j=1,...,d and sets t(1 f

r ity = f(2)+r], =1,....d
1. T

Then, C chooses u & Fy, (ugkj)) & GL(Fg, ng), (zz(lz)) = ((u (?) ) vi=1,.. =1, k=12
and computes:

d\” = (0, u0,0,0,0)50),

ng

Nk ng 1
— — =~
k ) k k .
dfzk)ﬂ»:( 0™+, ugyl),...,ug’rzk, 0™, 0 )B(’W i=1,...,n, k=1,2;
C then sets dual orthonormal basis vectors
d5'” = (0,u5",0,0,0)5-,
nk ngk nk 1
—_——
— — A~
k k k .
d\") = Come 2 T T 0 s i =1 g, k=1,2,

41



i @ = 1o.o.,ng, b =1,2 due to the lack of b;(o) and bj;(,ﬁ)_l.
Then, € computes D@ = (& d b 5 b{") D*© = 1 b5 ;@ b1 DB = B, .. b
d® o dP b e ), D = ) e s e ) k= 1,2,
Finally, C hands (param-;, {D(k)7ﬁ*(k)}k:0’1,2,fé0)7tg’)l, {tg;,j}jzl,n.7d, {fi(l)}izg,m’nl, fz(z)) over to B and
outputs 8’ € {0,1} if B outputs j3'.
Observe that with respect to D*) D*(*) & =0, 1,2, the input to B has the same distribution as the instance

of Problem 3 unless the following events occur: u = 0, T = 6), or 7?) = 6> Those events occur with
probability 3/¢g when 8 = 1.

Note that C cannot compute d;(o) and d**)

Proof of Lemma Combining Lemmas and 2§ we obtain Lemma

Definition 15 (Basic Problem 4). Basic Problem 4 is to find bit 3 given (paramﬁ,I@(O),B*(O),y;(o),
£ Iﬁ%(k),B*(k), y*(k),f-(k) =1 e Te=1.2 & Gbr4 1’\77 = (2;n1,n3 = 2)) for B g 0,1} with probabil-
B,i ) yeees Tk , 38
ity non-negligibly greater than by a random guess, where
GEPY (INT = (2n1,m0 = 2))

(param—, B B*© BM B B® B*@)) £ g 1M 7),

= 0) 1.(0) 7.(0) 1.(0

B = (0", 65", 6{", b)),

= 1 1 1

B =", 6068 b)),

B = (b, 05”0 b b)),

w,&,8 & Fy, zm & FX,

y;(O) = (wa 07 07 57 O)IB*(O)7 y;(O) = (UJ, Z, 07 67 O)B*(O)v f(O) = (57 , 07 07 O)B(O)u

Fork=1,2andi=1,...,n;:

Nk Nk

A nk N 1

yg,(ik) = (L'J?Ek)ﬂ Onka E?Ek)7 0 )B*(k)a

N Nk Nk 1

* =

yl,(ik) = (W?z('k)7 Z?z('k)a 5?1(‘]9)’ 0 )B*(k)a

n,\k n,\k Nk 1

— =~
fi(k) = (5€>Ek)’ W?Ek) 0", 0 )]B(k)a
Output (paramﬁ,IB%(O),B*(O),y;(0)7 £O (BFE k), {ygff)»fi(k)}izl,.“,nk}k:1,2)~

Let AdeBP4()\) denote the advantage of a PPT algorithm C for the Basic Problem 4.

Lemma 27. For any adversary C, there exists a probabilistic machine F, whose running time is essentially
the same as that of C, such that for any security parameter A, Advgm()\) = Adv]B_-PO()\) for 1 = (2;n1,n90 =
2).

Proof. F is given a Basic Problem 0 instance (paramBPO,I/B\S,IB%*, Y3, f,bG, aG, acG).

With paramg = (¢, G, Gr, G, ) contained in paramgp,, C computes

R
paramy, = (q, Vo, Gr,Ag, €) < gdpvs(1&5, paramg ),
paramy, = (q,V;,Gr, A e) & devs(l’\,Snl + 1, paramg), 1 =1,2,

params; = ({paramy, };=0,1,2, 97),
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where gr is contained in parampgpg. F generates random linear transformation W; on V(I =0, 1,2) given in
Lemma [23] then sets

d® = Wo(b,,0,0), 1=1,2, dY =W(0,0,0,0,bG),
d =Wy (bs,0,0), d =W,(0,0,0,bG,0),
d' = Wy HT(®;,0,0), 1=1,2,  di® = W;H7(0,0,0,0,aG),
d; = (wyhHT(3,0,0),  di” = (W;H7(0,0,0,aG,0),
P = (W) (y5.0.0). g =Wo(£,0.0),
For k=1,2:
Forl=1,2,3andi=1,...,n;:

dgfll)nkJr’L = Wk} (O3(i—1), bla 03(77zk—i)7 O),

di) 1 = Wi(0°7%,bG),
Fori=1,23andi=1,...,ny:

*(k — i— * ng—1i
d(l(—)l)nk—i-i = (Wk: I)T(Og( 1)7 bl 9 03( k )a 0)7

*(k - n
;) = (W HT (0%, aG),
Fori=1,...,n%:
P = (W7 (02071, 5,030, 0),

gl = Wi(0°01, £,0%0, ).

Hence, we hav¢ that D© = (dl(o))lzl,___75 and D*© = (d;(O))[=17_“75 as well as DU = (dl(j))l=17,__,3nj+1
and D*() = (d;‘(]))l=17___73nj+1, j = 1,2 are dual orthonormal bases. F can compute D*0), j = 0,1,2;

DO = (@, d,d",d), DY) = (@,...,d7),dS) ,,....d5) ,), j = 1,2, using B = (b1, bs), B*, bG,
and aG.

Then, F hands (param-3, ]]3)(0)7 D*(O)7p;(0)7g(0), {ﬁ(k),D*(k), {p;;(yf%gfk)}izl’m,nk}k:l,g) over to C and outputs
bit B’ if C outputs 3.
We observe that

pS(O) = (w7070a§70)]]])*(0)7 pT(O) = (w)270a€70)]D)*(0)a g(()) = (5a7r7070a0)]1))(0)7
Fork=1,2andi=1,...,ng:

"k ng Tk 1
- D AT T~
*(k k k
pO,(i) - (W?E )7 Onkv f?z( )7 0 )]D)*(k,)7
Nk N N 1
(k) — (k) —(k) Sk
Py =(we;, ze;r, e, 0 )pecers
n,\k n,.k Nk 1
— = =
k —(k —(k
gi()z(éel(-), 7rez(-) 0", 0 pon-

Therefore, the distribution of (paramﬁ,}]5(0),}D)*(O),p;;(o),g(O)7 {ﬁ(k),D*(l’“), {pgff)7ggk)}izl’m,nk}k:l,g) is ex-
actly the same as in the instance of the Basic Problem 4. a

Lemma 28. For any adversary B, there exists a probabilistic machine C, whose running time is essentially
the same as that of B, such that for any security parameter X, Advg‘l()\) = AdeBP4()\).

Proof. Given an instance of the Basic Problem 4, i.e. a tuple (paramﬁ,@(o),IEB”‘(O),y;;(O)7 £ {I@(k),IB%*(k),

{y;(f),fi(k)}izl ny Th=1,2) the algorithm C computes ri*(k) & span(bgﬁilrl,...,b;g?) and sets hg(f) =

.....

v bW =1, k=12,

43



Then, C chooses 2|, & Fy, (z'l(k])) & GL(Fy,ng),i=1,...,nk,5=1,..., 04,k = 1,2, and computes:

d3© = (0,2),0,0,0)5.0),

— —
a® = Com 220 T o)

k) i=1,. g k=1,2.
-1

Then, C sets zo = 2~ 12, up = 25 -, (2\%)) = 271 (2 ’(k)) and (u (k)) ((sz)) ) , where z is defined as in the

Basic Problem 4. Then,

d;(O) = (07 220, O; 07 O)B*(O)a

Nk Nk Ny 1

« —_—— T =~
d) = Com 2B T T T i =, k=12
déO) = (072711‘0307070)]3(0)3
n nk 1 1
—~ ~ N A=
dV = (om0 T0 ), = 1, k=12,
Then, C computes
* *(0 *(0) 2x(0 *(0 *(0
D(O) (()d( b()b(),b5()),
]D)(O) ( (0) bo) b(O b )
* * * (k) *(k *(k *(k
D® = ;™ e @) @ e e,
k k
D® = @, .. 6" bP) b ), fork = 1,2,

Finally, C hands (param;, ]D)(O) D*©) y*(o) s {D(k) D+ {y*(’C fi(k)}i:17,,_,nk}k:172) over to B and if B
outputs B’ forwards this bit as 1ts own output For 7 in the Basm Problem 4 let 7/ = zw. Then, with respect
to 7/, D*) D**) |k =0,1,2, the above input to B has the same distribution as the instance of Problem 4. 0O

Proof of Lemma The proof of Lemma [17] was given in [20].
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