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Abstract. Deterministic public key encryption (D-PKE) provides an alternative to randomized public
key encryption in various scenarios (e.g. search on encrypted data) where the latter exhibits inherent
drawbacks. In CRYPTO’11, Brakerski and Segev formalized a framework for studying the security of
deterministic public key encryption schemes with respect to auxiliary inputs. A trivial requirement is
that the plaintext should not be efficiently recoverable from the auxiliary inputs.

In this paper, we present an efficient deterministic public key encryption scheme in the auxiliary-input
setting from lattices. The public key size, ciphertext size and ciphertext expansion factor are improved
compared with the scheme proposed by Brakerski and Segev. Our scheme is also secure even in the
multi-user setting where related messages may be encrypted under multiple public keys. In addition,
the security of our scheme is based on the hardness of the learning with errors (LWE) problem which
remains hard even for quantum algorithms.

Furthermore, we consider deterministic identity-based public key encryption (D-IBE) in the auxiliary-
input setting. The only known D-IBE scheme (without considering auxiliary inputs) in the standard
model was proposed by Bellare et al. in EUROCRYPT’12. However, this scheme is only secure in the
selective security setting, and Bellare et al. identified it as an open problem to construct adaptively
secure D-IBE schemes. The second contribution of this work is to propose a D-IBE scheme from lattices
that is adaptively secure.
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1 Introduction

The fundamental notion of semantic security for public key encryption schemes was introduced
by Goldwasser and Micali [16]. While semantic security provides strong privacy guarantees, it
inherently requires a randomized encryption algorithm. Unfortunately, randomized encryption only
allows linear time search [IJI0] on outsourced databases, which is prohibitive when the databases
are terabytes in size. Further, randomized encryption necessarily expand the length of the plaintext,
which may be undesirable in some applications such as legacy code or in-place encryption.

Bellare, Bolyreva, and O’Neill [6] initiated the study of deterministic public key encryption
schemes that were oriented to search on encrypted data. Clearly, in this setting, no meaningful
notion of security can be achieved if the plaintext space is small. Therefore, Bellare et al. [6] required
security to hold only when the plaintexts are drawn from a high min-entropic distribution. Very
recently, Brakerski and Segev [I1] introduced a framework for modeling the security of deterministic
encryption schemes with respect to auxiliary inputs. This framework is a generalization of the one
formalized by Bellare et al. [6] (and further in [7J9JI8]) to the auxiliary-input setting, in which an
adversary possibly obtains additional information that is related to encrypted plaintext, and might
even fully determine the encrypted plaintext information theoretically. An immediate consequence
of having a deterministic encryption algorithm is that no meaningful notion of security can be
satisfied if the plaintext can be recovered from the adversary’s auxiliary information. Therefore,
their framework focuses on the case of hard-to-invert auxiliary inputs. Brakerski and Segev [11]
proposed two schemes satisfy this notion of security. However, these two schemes have large public
key size, ciphertext size and ciphertext expansion factor. One result of this work is to propose a
new scheme from lattices with improved public key size, ciphertext size and ciphertext expansion
factor.

A deterministic identity-based encryption (D-IBE) scheme is an identity-based encryption [22]
scheme with deterministic encryption algorithm. Bellare et al. [§] extended the security definition
under high min-entropy into the identity-based setting. D-IBE allows efficiently searchable identity-
based encryption of database entries while maintaining the maximal possible privacy, bringing the
key-management benefits of the identity-based setting. Bellare et al. proposed a D-IBE scheme
by first constructing identity-based lossy trapdoor functions (IB-LTDFSs). Due to the inherent
limitation of IB-LTDFs, their scheme only achieves selective security, and in fact, it has been
identified as an open problem to construct adaptively secure D-IBE schemes [§].

1.1 Owur Contributions

In this work, we propose a D-PKE scheme in the auxiliary-input setting from lattices in the standard
model. The security of our scheme is based on the hardness of the LWE problem, which is known to
be as hard as worst-case lattice problems [21J19]. The public key size, ciphertext size and ciphertext
expansion factor are better than the scheme in [I1], while the private key size is almost the same. The
computations involved in encryption of our scheme are matrix-vector multiplication and followed
by a rounding step. Matrix-vector multiplication can be implemented very fast in parallel, and
rounding operations can also be computed by small low-depth arithmetic circuits. Therefore, the
encryption can be implemented very fast. In addition, our scheme is secure even in the multi-user
setting (as in [I1]) where related messages may be encrypted under multiple public keys. In this
setting we obtain security, with respect to auxiliary inputs, for any polynomial number of messages
and users as long as the messages are related by invertible linear transformations.

Furthermore, we extend the security definition in the auxiliary-input setting to D-IBE, and
propose a D-IBE scheme in the standard model. The only known (selectively secure) D-IBE scheme



(not under the auxiliary-input setting) in the standard model was proposed by Bellare, Kiltz, Peikert
and Waters [§], based on IB-LTDFs.

Our D-IBE scheme is the first adaptively secure one in the auxiliary-input setting. In Appendix
[A] we also give a more efficient selectively secure D-IBE scheme in the auxiliary-input setting
whose ciphertext size and ciphertext expansion factor are comparable to our D-PKE scheme. All
our schemes are secure with respect to auxiliary inputs that are sub-exponentially hard to invert.

1.2 Overview of Our Approach

A crucial technique hurdle is that the hardness of the LWE problem depends essentially on adding
random, independent errors to every output of a mod-q “parity” function. Actually, without any
error, parity functions are trivially easy to learn. Fortunately, Banerjee, Peikert and Rosen [5] intro-
duced a “derandomized” LWE problem, i.e., generating the errors efficiently and deterministically,
while preserving hardness.

The LWE , m,o assumption says that for any m = poly(n), modulus ¢ and error rate c: The
pairs (A, Als+e), for random matrix A «+ Zy™™, random vector s <— Zg, and “small” random error
terms e < Z™ of magnitude ~ «g, are indistinguishable from (A, u), where u is uniformly random
in Zg'. The derandomization technique for LWE in [5] is very simple: instead of adding a small
random error term to the vector A'ls € Zq'. They deterministically round it to the nearest element
of a sufficiently “coarse” subgroup Z;' where p < ¢. In other words, the “error term” comes
solely from deterministically rounding A's to a relatively nearby value. Denoting the rounding
operation as |A's], € Z", Banerjee et al. call the problem of distinguishing (A, |A’s],) from
uniform random samples the learn with rounding (LWRg p n.m) problem. In [5], Banerjee et al. show
that the LWRg ; n.m is at least as hard as LWEg ,, ;o for an error rate o proportional to 1/p, and
super-polynomial ¢ (¢ > p).

In order to make our D-PKE scheme secure in the auxiliary-input setting, it seems that we
need more than the pseudorandomness of LWR, ;, 5., With uniformly random secret. We hope the
LWRy p.n,m samples still to be uniformly random even given some auxiliary information of the secret.
That is, we want (A, |A's],, f(s)) = (A, u, f(s)) for any hard-to-invert function f. Analogous result
of LWE problem was shown in [I5], namely (A, A's + e, f(s)) =~ (A, u, f(s)) for properly chosen
parameters. We briefly explain this statement. LWE assumption implies that A! can be substituted
byZ =B -C+ E, where B + Z;”Xd, C « ZgX", and E € Z™*™ is the error matrix (d is determined
by the function f). Considering the distribution (B, C, E,BCs + Es + e, f(s)). If s is sampled from
“small” subgroup in Zg such as {0,1}", Es is “small”. For sufficiently “large” e, the distribution of
e statistically hides Es. Then we only need to consider the distribution (B, C,E, BCs + e, f(s)).
According to the generalized Goldreich-Levin theorem of Dodis et al. in [I3], we know that the
distributions of (Cs, f(s)) and (u, f(s)) are statistically close. Applying LWE again, we obtain the
above statement.

Randomized IBE schemes from lattices have been proposed in [14[12/2)317]. We adopt some
of the techniques in [2] to construct our D-IBE. A non-trivial problem is how to use the artificial
abort technique. The artificial abort technique in [2] does not work here, because that method only
works on polynomial ¢g. But, to guarantee the security, here we need g to be super-polynomial. We
solve this problem by extending the technique first appeared in [23].

1.3 Related Work

Deterministic public key encryption for high min-entropic messages was introduced by Bellare,
Boldyreva and O’Neill [6] who formalized a definitional framework, which was later refined and



extended in [7J9/18]. Bellare et at. [6] presented two constructions in the random oracle model:
The first relies on any semantically secure public key encryption scheme; whereas the second relies
on the RSA function. Constructions in the standard model were then presented in [7J9], based on
trapdoor permutations with (almost) uniformly plaintext space [7], and lossy trapdoor functions
[9]. However these constructions fall short in the multi-message setting, where arbitrarily related
messages are encrypted under the same public key. O’Neill [I8] made a step forwards addressing
this problem.

Deterministic public key encryption for auxiliary inputs was proposed by Brakerski and Segev
[11]. In the auxiliary-input setting, Brakerski and Segev [11I] proposed two constructions in the
standard model. The first one is based on d-linear assumptions. This scheme is also secure in the
multi-user setting, which solved an open problem in [6]. The second one is based on a rather general
class of subgroup indistinguishability assumptions. These two schemes are secure with respect to
auxiliary inputs that are sub-exponentially hard to invert.

Deterministic identity-based public key encryption was introduced by Bellare, Kiltz, Peikert and
Waters [§]. Bellare et al. aimed to construct identity-based lossy trapdoor functions (IB-LTDFs),
which is an extension of lossy trapdoor functions [20]. They built a selectively secure D-IBE as an
application of IB-LTDFs. Bellare et al. gave two constructions of IB-LTDFs, while only the one
based on Decision Linear Diffie-Hellman assumption can be used to get D-IBE schemeﬂ Since
the inherent limitations of IB-LTDFs, it’s hard to be directly used to construct adaptively secure
D-IBE schemes.

2 Preliminaries

For an integer m, we denote [m] as an integer set {1,...,m}. We use bold capital letters to denote
matrices, and bold lowercase letters to denote vectors. The notation A denotes the transpose of the
matrix A. When we say a matrix defined over Z, has full rank, we mean that it has full rank modulo
q. If Ay is an n x m matrix and Ag is an n X m’ matrix, then [A1|As] denotes the n x (m +m’)
matrix formed by concatenating A; and As. If x; is a vector of length m and xs is of length m/,
then we let [x;|x2] denote the length m + m' vector formed by concatenating x; and x3. When
doing matrix-vector multiplication, we always view vectors as column vectors.

A function negl(\) is negligible, if it vanishes faster than the inverse of any polynomial in A. The
statistical distance between two distributions X, Y over some finite or countable set S is defined as
A(X,Y) =33 cq|Pr[X = s] = Pr[Y = s]|. X and Y are statistically indistinguishable if A(X,Y)
is negligible.

For any integer modulus ¢ > 2, Z, denotes the quotient ring of integer modulo ¢, and we
represent Z, by the numbers {—| %, ..., [%51]}. We define a “rounding” function |-], : Z, — Z,,
where ¢ > p > 2, as |z], = [(p/q) - ] mod p. We extend |-], component-wise to vectors and
matrices over Z,.

2.1 Lattices

A full-rank m-dimensional integer lattice A C Z™ is a discrete additive subgroup whose linear span
is R™. Every lattice is generated as the Z-linear combination of some basis of linearly independent
vectors B = {by,...,by,} CZ™, i.e, A= {>"", zb; : z; € Z}. In this work we deal exclusively with
“g-ary” lattices. For a matrix A € Zy*™, define the integer lattice

AHA)={z€Z™:Az=0 mod ¢}.

3 The other identity-based lossy trapdoor function is based on LWE assumption.
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Let S = {s1,...,sp} be a set of vectors in R™. We use S = {8, ..., s} to denote the Gram-Schmidt
orthogonalization of the vectors sy, ..., s. We use ||S|| to denote the length of the longest vector in
S, and ||S||« to denote the largest magnitude of the entries in S . For a real-valued matrix R, we
let s1(R) denote the largest singular value of R, i.e. s1(R)=maxy | Ru].

Let A be a discrete subset of Z™. For any vector ¢ € R”™ and any positive parameter o € R+,
let pyc(x) = exp(—7||x — c||?/0?) be the Gaussian function on R™ with center ¢ and parameter
0. Let poc(A) =D 1ca Poc(x) be the discrete integral of py over A, and let Dy 4 be the discrete
Gaussian distribution over A with center ¢ and parameter o. Specifically, for all y € A, we have
Dpoely) = %. For notional convenience, pso and Dy, o are abbreviated as p, and Dy,
respectively.

We recall the learning with errors (LWE) problem, a classic hard problem on lattices defined
by Regev [2I]. The (decisional) learning with errors problem LWE,,, , o, in dimension n with
error rate a € (0, 1), stated in matrix form, is: given an input (A,b), where A € Zg*™ for any
m=poly(n) is uniformly random and b € Z}" is either of the form b = A’s +e mod ¢ for uniform
s € Zy and e < Dzm 4 or is uniformly random (and independent of A), distinguish which is the
case, with non-negligible advantage. It is known that when aq > 24/n, this decision problem is
at least as hard as approximating several problems on n-dimensional lattices in the worst-case to
within O(n/«) factors with a quantum computer [2I] or on a classical computer for a subset of
these problems [19]. In the following, we list some useful facts that make our constructions work.

Lemma 1 ([17] Lemma 2.11). Let x < Dy, with r > 0, then with overwhelming probability,

|z| < ry/n.

Lemma 2 ([4] Lemma 2.1). Let q,n,m be positive integers with ¢ > 2 be prime, and m >
nlgq + w(lgA). Let A < Zy*™ and R « {=1,1}"*™. Then (A, AR) is statistically close to
uniform.

Lemma 3 ([2] Lemma 15). Let R be a k x m matriz chosen at random from {—1,1}¥*™_ Then
with overwhelming probability, s1(R) < 12 -k + m.

Lemma 4 ([4] Lemma 3.5). Let q,n, m be positive integers with ¢ > 2 and m > 6nlgq. There is a
probabilistic polynomial-time algorithm TrapGen(q,n,m) that outputs a pair (A, T) € Zy*"™ xZm>™
such that A is statistically close to uniform in Zy*™ and T is a basis for AL (A), satisfying | T o <
O(nlgq) and |T|| < O(v/nlgq) (Alwen and Peikert assert that the constant hidden in the first O(-)

is no more than 20).

Lemma 5 ([2] Theorem 17). Let ¢ > 2,m > n, A,B € Z;*™, Ta be a basis of AL(A), and
o > | Tall - w(v/Iogm). There exists an efficient randomized algorithm SampleLeft that, takes as
inputs A, B, Ta,0, and outputs a basis S of A+(U) for U = [A|B] with ||S|| < O(c - m) whose
distribution depends on U, 0.

Lemma 6 ([2] Theorem 18). Let ¢ > 2,m >n, A,B € Zy*™, B be full rank, R € {-1,1}™*™,
Tg be a basis of A-(B), and o > | Tg|| - s1(R) - w(y/Iogm). There exists an efficient randomized
algorithm SampleRight that, takes as inputs A,R,B,Tg,o, and outputs a basis S of A+(U) for
U = [A|AR + B] with ||S|| < O(c-m) whose distribution depends on U, o. Note that this algorithm
still works if we replace B with kB or CB, where k € Z, is coprime with ¢ and C € Zy™" is full-
rank.

We consider any auxiliary input f(x) from which it is hard to recover the input x. We say that
a function f is e-hard-to-invert with respect to a distribution D, if for every efficient algorithm A



it holds that Pr[A(f(z)) = x] < € over the choice of z <— D and the internal coin tosses of A. We
describe a useful statement as follows which is crucial to our constructions.

Lemma 7 ([15] Theorem 5). Let klgt >1gq+ w(lg)), t = poly(\). Let D be any distribution
over Z and f : 77 — {0,1}* be any (possibly randomized) function that is 2~ %18 _hard-to-invert
with respect to D. For any super-polynomial ¢ = q(\), and any m = poly(n), any o, € (0,1) such
that o/ B = negl(\).

(A, Als + e, £(5) ~ (A, u, £(s)),

where A < Zy*™, s < D CZ{ and u < Zg* are uniformly random and e < D%,Bq' Assuming the
LWE, 4.m.o assumption, where d £ klgtfgi“;(lgA).

For the case of simplicity, we denote the Advowg,,, .., (M) as the advantage of any efficient
distinguisher of the above two distribution in Lemma [7] According to Lemma [7] we know that

AdviwEe (A) is negligible in A. Assuming the LWE, 4, o assumption, where d = mtfgiz(lg)‘).

q,n,m, B, f

2.2 Security Definition

In this section, we describe the security notions introduced in [II]. Brakerski and Segev [I1] for-
malized three security notions with respect to auxiliary inputs, and proved that all these three are
equivalent. Brakerski and Segev [11] also showed that for the case of blockwise-hard-to-invert (see
[11] for a definition of blockwise-hard-to-invert function) auxiliary inputs, encrypting a single mes-
sage is equivalent to encrypting multiple messages. For the case of simplicity, in this paper, we only
consider the case of a single message. In the single message case, hard-to-invert function and the
blockwise-hard-to-invert function are equivalent. Furthermore, we slightly extend the notion in [11].
We require the ciphertext is indistinguishable from uniformly random elements in the ciphertext
space. This property implies the strong PRIV1-IND notion defined in [11] and recipient anonymity.

A deterministic public key encryption scheme consists of three algorithms: (KeyGen, Enc, Dec).
The probabilistic KeyGen algorithm produces a secret key and a corresponding public key. The de-
terministic Enc algorithm uses the public key to map plaintexts into ciphertexts. The deterministic
Dec algorithm uses the secret key to recover plaintexts from ciphertexts.

Definition 1. A deterministic public key encryption scheme D-PKE=(KeyGen,Enc,Dec) is PRIV1-
INDr-secure with respect to e-hard-to-invert auxiliary inputs if for any probabilistic polynomial-time

algorithm A, for any efficiently sampleable distributions M, and any efficiently computable F = {f}

that is e-hard-to-invert with respect to M such that the advantage of A in the following game is

negligible.

Advgﬁlgﬁj{y)r(}\) = | Pr[(pk, sk) < KeyGen(A); b < {0,1};m < M; f < F;

¢4 = Enc(pk,m);ci + C;b' + A(pk,c;, f(m)) : b=1b"]—1/2|.

Where C is the ciphertext space. The probability is taken over the choices of m < M, (pk, sk) <
KeyGen(\), and over the internal coin tosses of A.

The multi-user setting of deterministic public key encryption is a straightforward extension of the
above definition. Namely, for any efficient adversary A, given polynomial many encryptions of the
related messages under multiple public keys and auxiliary information of these message, can not
distinguish them from uniformly random elements in the ciphertext space with the same auxiliary
information.



A deterministic identity-based public key encryption consists of four algorithms: (IBE.Setup,
IBE.KGen, IBE.Enc, IBE.Dec). The probabilistic IBE. Setup algorithm generates public parameters,
denoted by PP, and a master key M SK. The possibly probabilistic IBE.KGen algorithm uses the
master key to extract a private key sk;; corresponding to a given identity id. The deterministic
IBE.Enc algorithm encrypts messages for a given identity. The deterministic IBE.Dec algorithm
decrypts ciphertexts using the private key.

Definition 2. A deterministic identity-based public key encryption scheme D-IBE=(IBE.Setup,
IBE.KGen, IBE.Enc, IBE.Dec) is PRIV1-ID-INDr-secure with respect to e-hard-to-invert auziliary
inputs if for any probabilistic polynomial-time algorithm A, for any efficiently sampleable distribu-
tion M, and any efficiently computable F = {f} that is e-hard-to-invert with respect to M, such
that the advantage of A in the following game is negligible.

AdvHEE 2 INPT(N) = | Pr[(PP, MSK) + IBE.Setup(\);id* « ATBE-KGen()( p py.
b+« {0,1};m « M, f < F;c; = IBE.Enc(PP,id",m); c] < C;
b ABEKGe() (PP f(m)):b=1b]—1/2|

Where C is the ciphertext space, and oracle IBE.KGen(-) on input id generates a private key skiq
for the identity id with the restriction that A is not allowed to query id*. The probability is taken
over the choices of m < M, (PP, MSK) < IBE.Setup(\), skiq < IBE.KGen(PP,id, MSK), and
over the internal coin tosses of A.

3 The D-PKE Scheme

In this section, we propose a deterministic public key encryption scheme in the auxiliary-input
setting. Before going to the concrete scheme, we first give a useful lemma, i.e. a trapdoor to invert
the rounding function.

Lemma 8. Let p,q,n,m be positive integers with q > p > 2. Let A € ngm be full-rank, and T
be a basis of AL(A) with | Tl < p/m. Given ¢ = |A'x],, where x € Z} with t < q, there is a
polynomial-time algorithm Invert(c, A, T) that outputs XEI

Proof. Given ¢ = | A'x],, rewrite it into ¢ = (p/q)A'x+ e+ pv, where e € R™ is an “error” vector
with [le]|ec < 1/2, and v € Z™. Then compute Ttc = (p/q)(AT)'x + T'e + pTlv. Since T is a
basis of A+(A), we have Ttc = pv’ + Tte + pTtv = Tte + pw, for some v/, w € Z™. Since T*c and
pw are integer vectors, then T'e is an integer vector as well. Therefore, T'c = T?e mod p. By the
hypothesis of T, we know || T'e||oc < 1/2-m"||T||c < p/2. Then we get that T'e mod p = T'e, and

obtain e, since T is invertible in R. We next compute (¢/p)(c — e) = Alx + qv, then, (¢/p)(c —e)
mod ¢ = A'x. Since A is full-rank modulo ¢, X can be recovered by Gaussian elimination. g

The D-PKE scheme is described as follows. Set the parameters p, g, n, m as specified in Sec.

— Key Generation. Algorithm KeyGen()\) takes as input a security parameter A. It uses the
algorithm from Lemma 4] to generate a (nearly) uniform matrix and a trapdoor, i.e., (A, T) <
TrapGen(q,n,m). It outputs pk = A € Zy*™ and sk =T € Z™*™.

4 The strong trapdoor presented in [I7] can be used here.



— Encryption. Algorithm Enc(pk,m) takes as input a public key pk = A and a message
m € Zi(C Z7). It outputs a ciphertext ¢ = |A'm], € Z;".

— Decryption. Algorithm Dec(sk, c) takes as input a secret key sk = T and a ciphertext ¢ € Z".
It first computes m < Invert(c, A, T). Then, if m € Z} it outputs m, and otherwise it outputs
1.

3.1 Correctness and Parameters

For the system to work correctly, we need to ensure that: (1) TrapGen can operate (i.e. m > 6nlgq);
(2) Lemma |8 holds; (3) Lemma [7] holds. To satisfy these requirements we set the parameters
(¢, p, m,n) as follows:

n=J\, q = the prime nearest to 27’ m = [6n'10], p=[120n>1%],

where § is constant between 0 and 1. Since A is uniformly random in Zg*™ and m > 6n' 19, with
overwhelming probability this matrix will have rank n. According to the Lemma[7]and the Theorem
which we will give a proof in the next subsection. We obtain that the security of this scheme
is based on the LWE 4.4, where d = klgtl_gi“jz(lg’\), and 1/a = on” (0 < &' < §). Given the state
of art algorithms, this problem is sub-exponentially hard. Furthermore, we can choose klgt to be
sub-linear. Therefore, our auxiliary inputs are sub-exponentially hard to invert.

The public key size, private key size, ciphertext size and ciphertext expansion factor in our
scheme are O(n?t2%), O(n3*3%), O(n'*t91gn), and O(n’lgn/lgt) respectively. To optimize the
ciphertext expansion factor, we can choose t = n, which makes the ciphertext expansion factor
to be O(n®). In [I1], these values are n?|G|, n3, n|G| and |G| respectively where |G| denotes the
length of elements in group G with order 27, It’s easy to see that |G| > n.

3.2 Security of The D-PKE Scheme

Theorem 1. Foranyk > (Igqg+w(lg)))/lgt, t = poly(\) < q. The D-PKE scheme is PRIV1-INDr-
secure with respect to 27 *8t_hard-to-invert auxiliary inputs. If Lemma @ holds, where 1/ >
m-p-n*D, ¢ =n*D, and p = poly(\).

Proof. For any distribution M over Z?, let F = {f} be 27%!8*hard-to-invert with respect to dis-
tribution M. To prove this theorem, we define a series of games, and give a reduction from the
Lemma [7] with respect to distribution M.

Game Gy This game is the original PRIV1-INDr game with adversary A. By X;, we denote the
event b = in Game G;. By definition, | Pr[Xo] — 1/2| = Advh/BRE A" (V).

Game G; This game is identical to game Gg, except that the challenger choose A uniformly at
random in Zy*™, and uses A as the public key given to A. According to Lemma |} it follows that
| Pr[X;] — Pr[Xo]| < negl()\), for unbounded adversary .A.

Game (G2 This game is identical to game G1, except the way to generate challenge ciphertext.
The challenger samples m < M, and samples e + Dy’ g, Let b = A'lm+e mod q. The challenger

5 One can encrypt large messages (other that bits) to reduce the ciphertext expansion factor, but in this case, it
needs much more exponent arithmetics to decrypt.



sets c¢j = |b],, ¢ as in game G, i.e. chosen at random in Z;*. It outputs (A, ¢y, f(m)) to A, but
with one exception: we define a “bad event” Bads to be

Bad» £ UI) -+ [_B7 B]mh? 7é {I_b-lp}7

where B = (g/n. If Bady occurs on any of b, the challenger immediately abort the game.

If Bads does not occur for the pair (A,b), then we have |b], = |[A'm +e], = |A'm], with
overwhelming probability over the choice of e <— D7’ , because e[ < 8gy/n with overwhelming
probability according to Lemma [T} Tt follows that for any attacker A,

| Pr[X5] — Pr[X;]| < Pr[Bads] + negl()).

We do not directly bound the probability of Bads occurring in Ga, instead deferring it to the anal-
ysis of the next game, where we can show that it is indeed negligible.

Game G3 In this game, the challenger chooses b € Zg' uniformly at random, and samples
m < M. It then sets c¢f = |b],, and chooses ¢} uniformly at random in Zj'. The challenger gives
(A, c}, f(m)) to A, subject to the same “bad event” Bads and abort condition as described in the
game G2 above. Under Lemma [7] and by the fact “bad event” can be tested efficiently given bﬁ
a straightforward reduction implies that | Pr[X3] — Pr[X32]| < negl()) for any efficient attacker A.
For the same reason, it also follows that

| Pr[Bads] — Pr[BadQH < negl(\).

Now for each uniform b, Pr[Bads] < m(2B + 1)p/q = negl()), by assumption on ¢ and j. It follows
that
Pr[Bads] < negl(\) = |Pr[Xs] — Pr[X;]| < negl()).

Game G4 This game is similar to game (3, with b being chosen uniformly at random, m being
sampled from M, and Bad, being defined similarly. However, in this game the challenger always
returns (A, cy, f(m)) to A, even when Bady occurs. By the analysis above, we have that for any
adversary A,

| Pr[Xy] — Pr[X3]| < Pr[Bad4] = Pr[Bads] < negl(\).

Since f(m) is independent of b and the statistical distance between U(Zg*™, Zy") and U(Zy*™) x
|\U(Z7')1p is at most mp/q = negl()\) by assumption on ¢, so we have | Pr[Xy] — 1/2| = negl(\) for
any efficient adversary A.

Finally, by the triangle inequality, we have | Pr[Xo] — 1/2| < negl(\) for any efficient adversary
A, which completes the proof. a

The Multi-User Setting It’s easy to extend the above theorem to multi-user setting where
linear related messages my,...,my are encrypted under any polynomial number of public keys
A1, ..., Ay Linear related messages mean that there exist invertible and efficiently computable ma-
trices Vg, .., Vi C Zg*" and vectors wa, ..., Wy € Zg, such that m; = V,m; +w; (2 <i<k). In this
case, the joint distribution of ciphertexts is ([Afm;]p, ..., [Almy]p). Le., (|JAimy],, [ALVom, +
Abwolp, ..., |[ALVimy + Al wy],). Since V; is invertible and A; is uniformly random for 2 < i < k,
then AV is uniformly random. Because Lemma 7| holds for any m = poly(n), V;, w; are efficient
computable, using the technique in the above proof, we can obtain that our D-PKE scheme is
secure in the multi-user for linear related messages. We omit the proof here.

5 Given b = (b, ..., bm), for each b;, one can compute |b; — B], and |b; + B], and tests these two values equal to
|b;]p or not.
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4 The D-IBE scheme

In this section, we describe our D-IBE scheme. Set the parameters p, g,n, m, o as specified in Sec.
We treat an identity id as a non-zero sequence of ¢ bits, i.e, id = (b1, ..., by) € {0, 1}\{0°}.

— Setup. Algorithm IBE.Setup()) takes as input a security parameter A. It uses the algorithm
from Lemma 4] to generate a pair (Ag, T) < TrapGen(q,n,m). Select ¢ + 1 uniformly random
matrices A1, ..., Ay, B in Zg*™. It outputs PP = (Ao, A1,...,Ay,B), MSK =T.

— Key Generation. Algorithm IBE.KGen(PP, MSK,id) takes as input public parameters PP,
a master secret key M SK, and an identity id € {0, 1}". It first computes F;q = [Ag Zle b A+
BJ, then it uses the algorithm in Lemma to generate a basis of A1 (Fyy): Tg,, + SampleLeft(Ay,
Zle b;A; + B, T, o). It outputs sk;q = Tr,,.

— Encryption. Algorithm IBE.Enc(id, m) takes as input public parameters PP, an identity
id € {0,1}*, and a message m < ZP. It first computes Fiy = [A0|Zf:1 b;A; + BJ, then
let ¢ = [F!,m],. It outputs c.

— Decryption. Algorithm IBE.Dec(PP,id, sk;q, c) takes as input public parameters PP, an iden-
tity id, a secret key sk;q and a ciphertext ¢ € Z}%m. It first computes m < Invert(c, F;q, skiq).
Then, if m € Z} it outputs m, and otherwise it outputs L .

4.1 Correctness of Parameters

To ensure the correctness condition, we require: (1) TrapGen can operate (i.e. m > 6nlgq); (2)
Lemma (8] holds; (3) Lemma [7| holds; (4) o is sufficiently large for SampleLeft and SampleRight.
To satisfy all these requirements, we set the parameters (¢, p, m,n, o) as follows:

n=2\, ¢= the prime nearest to 2", m = [6n!19], o= 60ntot0 p=[3¢n35+39]

where 0 is constant between 0 and 1. According to Lemma [7] and Theorem [2| which we will give
a proof in the next subsection. We obtain an adaptively secure scheme whose security is based

on the LWE, 4. q, Where d £ klgtl_gi"jl(lg)‘), and 1/a = on”’ (0 < ¢ < 4). Given the state of art
algorithms, this problem is sub-exponentially hard. Furthermore, we can choose klgt to be sub-
linear. Therefore, our auxiliary inputs are sub-exponentially hard to invert.

The public key size, private key size, ciphertext size and ciphertext expansion factor in our
scheme are O(3(£+2)n?T2%), O(n3+3%), O(2n'*91g ¢n), and O(n’ 1g fn/lgt) respectively. To optimize
the ciphertext expansion factor, we can choose ¢t = #n, which makes the ciphertext expansion factor
to be O(n?).

Remark. We also give a more efficient selectively secure D-IBE, the security definition and the
concrete construction are given in Appendix [A]

4.2 Security of D-IBE.

Theorem 2. For any k > (Igq+ w(g\))/lgt, t = poly(\), prime integer ¢ = n*Y, and p =
poly(\). Assume an adversary A on D-IBE’s PRIVI-ID-INDr security with respect to 27 F18¢_hard-
to-invert auziliary inputs, makes at most Q(\) secret key queries. Then for every polynomial S(\)
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and 1/8 > tm? - p-n*M we have

2Adv A 1
AvERRPr ) < RS st i)
where A = —2——, and f is any 27 *8_hard-to-invert function.

8(+1)Q’
According to Lemma [7] and because S is arbitrary, we obtain:
Corollary 1. Let ¢ = n®(") be a prime integer, p = poly(\), 1/8 > tm2-p-n“Y) | and a/B = negl( ).
Assuming LWEy qm.o assumption with d = klgtl_gi“;ag’\), then for any k > (lgq + w(lg)))/lgt,
t = poly(\), the D-IBE scheme is PRIVI1-ID-INDr-secure with respect to 2=kt _pard-to-invert
auzxiliary inputs.

Proof. For any distribution M over Z?, let F = {f} be 27*!8*hard-to-invert with respect to dis-
tribution M. To prove this theorem, we define a series of games, and give a reduction from Lemma
with respect to distribution M.

Game Gy This game is the original PRIV1-ID-INDr game with adversary A. We assume without
loss of generality that A always makes exactly @ = Q(\) secret key queries. We denote these queries
by id; for 1 < j < @, and the challenge identity chosen by A as id*. By X;, we denote the event
b ="V in Game G;. By definition, | Pr[Xo] — 1/2| = Adeﬁé‘é}A{?'INDT(A). In the following, Let
ID9 = (id*,idy, ...,idg).

Game G; In this game, the challenger slightly changes the way to generate the matrices A;,i € [(]
and B. At the setup phase, the challenger first sets an integer M = 4(@), and chooses an integer
k uniformly at random in between 0 and ¢. It then chooses a random ¢ + 1-length vector, x =
(', 21, ...,x¢), where x’ is chosen uniformly at random in {1,..., M} and z; for i € [¢] are chosen
uniformly at random in Zy;. We define F(id) = (¢—kM)+2'+ Zle b;x;, note that —kM + 2z’ # 0.
And we define a binary function K (id) as

K(id) = {

0 ifz' + Zle bixz;i =0 mod M
1 otherwise.

Next it chooses matrices B’ uniformly at random in Zy*™, and chooses R; «— {—1, 1}""*™ for i € [{].
The challenger sets B = (¢—kM +2’)B’ mod ¢, and constructs A; for i € [¢] as A; = AjR;+x;B’.
Since B’ is uniform, and ¢ is prime, then B is uniform (since —kM + 2’ mod ¢ # 0 for sufficiently
large ¢). By Lemma {4l Ag is uniform with overwhelming probability, then according to Lemma
A; is statistically close to uniform. Therefore, we have | Pr[X;] — Pr[Xy]| < negl(\). Note that, in
Gb

¢ ¢ ¢
i=1 i=1 i=1
Furthermore, F(id) = 0 mod ¢ implies K (id) = 0, since q is super-polynomial, and ¢ and M are
polynomials, we can assume g > £M for any reasonable values of ¢,¢ and M.

Game G2 In this game, after the adversary has terminated, the challenger throws an event Goods
independently with probability A = m. The challenger aborts the experiment (and outputs a
uniformly random bit) if =Goods occurs. We get

Pr[Xs] — 1/2 = Pr[Goods](Pr[X;] — 1/2) = A - (Pr[X;] — 1/2).
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Game G3 In this game, the challenger changes the abort policy. We define a function as

0 if (A2 K(id;) =1) A + 3

1 otherwise.

=1 le:kM

7(x,ID%) = {

Let E denote the event that 7(x,ZD%) evaluates to 0 for a given choice of x. According to the
analysis in [23] (Claim 2), we know that pp = Pr[E] > A = m. Ideally, we would like to replace
event Goods from game G2 with event E. Unfortunately, £ might not be independent of A’s view,
so we use artificial abort techniques. That is, given the identities in all ZD?, we approximate pg
by sufficiently often sampling values of x. Hoeffding’s inequality yields that with [AS/A] samples,
we can obtain an approximation p > A of pg that satisfies Pr[|pg — p| > A/S] < 1/2*. Now the
challenger finally aborts if E' does not occur. But even if E occurs (which might be with probability
pp > A), the challenger artificially enforces an abort with probability 1 — A/pg. We call Goods be

the event the challenger does not abort. We always have
Prl6oods] = 1 — ((1 = pp) + pis(1 — A/) ) = A pi/pis.
Hence, except with probability 1/2*,
| Pr[Goods] — Pr[Goods]| = [A — A - pp/pe| = A |(pp — PE)/PE| < A- A/Spp < A/S.

Since the above inequality holds for arbitrary ZD® except with probability 1 /2%, we obtain that
the statistical distance between the output of game G and G3 is bounded by A/S + 27*. Hence,
| Pr[Xs] — Pr[X,]| < A/S + 272

Game G4 In this game, the challenger makes the following conceptual change regarding secret key
queries and challenge ciphertext. Namely, upon receiving a secret key query for id € IDQ\id*, the
challenger immediately aborts (with uniform output) if K (id) = 0. Upon recelvmg the challenge
identity id*, the challenger immediately aborts (with uniform output) if +Zz | bfx; # kM. This
change is purely conceptual: since K (id) = 0, for id € TD®\id*, or z’ + ZZ 1 bix; # kM, event B
cannot occur, so the Game G4 would eventually abort as well. We get Pr[Xy] = Pr[X3].

Game G5 In this game, the challenger changes the ways to generate Ay, B’ and to answer secret
key querles By the change from game G4, we may assume that K(id) = 1 for all id € TD%\id*
and 2’ + Zl L bix; = kM for id*. This implies that F(id) # 0 mod ¢ for all id € TD?\id*, and
F(id*) = 0 mod g. The challenger chooses Ag uniformly at random in Z{*™ and use Lemma
to generate B’ with a trapdoor (B’, Tg/) « TrapGen(q,n,m). From Lemma |4 we know that the
distribution of Ay, B’ are statistically close. Upon receiving a secret query for id, the challenge use
the algorithm TF,, <— SampleRight(Ay, Zle b;R;, B/, Tg/, o), this could be done, since F(id) # 0
mod ¢. This results in the same distribution of secret keys as in Game G4 with sufficiently large o,
up to negligible statistical distance. Thus | Pr[X5] — Pr[X4]| < negl()). Note that, in this case the
matrix of the challenge ciphertext is as F;g« = [Ag|AoR*], where R* = ZZ 1R,
Game Gg In this game, the challenger changes the way to generate challenge ciphertext. The
challenger samples m < M, and sample error vector e < D%,B ¢ We denote b = Alm +e mod gq.
It sets ¢ = [b'|b'R*]" and let ¢ = [¢],, ¢} be as in the game G, i.e. chosen at random in Z2™.
The challenger returns (cj, f(m)) to A, but with one exception: we define a “bad event” Bads to
be

Bads = |& + [~ B, B]*™], # {|¢],},
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where B = {3q\/nm. If Badg occurs on any of ¢, the challenger immediately abort the game.
Since (R*)'b = (ApR*)'m + (R*)'e, and R* = Zle bR, where R; € {—1,1}"*"™  we have

[(R*)'e|lo < £Bqy/nm with overwhelming probability, since e «+ D}, according to Lemma (1} If
Badg does not occur for some ¢, then we have

1 |Ajm +e], _ |[Ajm], _ It
lelp = L(AOR*)gm-i- (R*)te—‘p] = |:L(AOR0'*)tm~|p:| = |Fg-m],.

It immediately follows that for any adversary A
Pr[Xg] — Pr[X5] < Pr[Badg] + negl(\).

We do not directly bound the probability of Badg occurring in game Gg, instead deferring it to the
analysis of the next game, where we can show that it is indeed negligible.

Game G7 In this game the only difference is that challenger chooses b € Z7* uniformly at
random, and samples m - M. To generate the challenge ciphertext, it sets ¢ = [b!|b'R*]!, and let
cy = |€]p. It returns (cj, f(m)) to A, subject to the same “bad event” Bady and abort condition
as described in the game Gg above. Under Lemma [7] and by the fact “bad event” can be tested
efficiently given €, this implies that | Pr[X7] — Pr[Xg]| < Advpwe, for any efficient attacker
A. For the same reason, it also follows that

B, f

| Pr[Bad;] — Pr[Bads]| < Adviwe

q,n,m,B,f"

Let us consider the pair (b!,b'R*), where b € Zq' is uniformly random, R* = Zle b;R; and
R,’s are pairwise independently chosen from {—1,1}™ at random. Since id* # 0, there exists j,
such that b7 = 1. By Lemma (when n = 1), we have that (b’,b'R;) is statistically close to
U(Z2™). Because R;’s are pairwise independent, we obtain that (b?, b'R*) is statistically close to
U (ng). This means that ¢ is statistically close to U (ng), therefore for each uniform ¢, Pr[Bad;| <

2m(2B + 1)p/q = negl(\), by assumption on ¢ and S. It follows that

Pr[Badg] < AdviwE,, .5, + negl(A)

= | Pr[Xs] — Pr[X5]| < Adviwg + negl(A).

q,m,m,B, f

Game Gg This game is similar to game G7, with b € ng being chosen uniformly at random,
m being sampled from M, and Badg being defined similarly. However, in this game the challenger
always returns (c;, f(m)) to A, even when Badg occurs. By the analysis above, we have that for
any adversary A,

| Pr[X3g] — Pr[X7]| < Pr[Bad7] = Pr[Badg| < negl(}).

According to the analysis in Game;, we know ¢ is uniformly random, up to negligible statistical
distance. Since f(m) is independent of ¢ and the statistical distance between U (sz) and |U (ng)]p
is at most 2mp/q = negl(\) by assumption on ¢, so we have Pr[Xg] —1/2 < negl()\) for any efficient
adversary A.

Finally, by the triangle inequality, we obtain the result of Theorem O
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A The D-sIBE Scheme

Definition 3. A deterministic identity-based public key encryption scheme D-IBE=(IBE.Setup,
IBE.KGen, IBE.Enc, IBE.Dec) is PRIV1-sID-INDr-secure with respect to e-hard-to-invert auziliary
inputs if for any probabilistic polynomial-time algorithm A, for any efficiently sampleable distribu-
tion M, and any efficiently computable F = {f} that is e-hard-to-invert with respect to M, such
that the advantage of A in the following game is negligible.

AdvHiEE P INPT(N) = | Prlid* + A(N); (PP, MSK) « IBE.Setup(\);
state < ATEERO(PP): b < {0,1};m < M; f < F; ¢ = IBE.Enc(PP,id", m); ¢} « C;
b AWBEKGen()(pp ok f(m), state) : b= b —1/2|.

Where C is the ciphertext space, and oracle IBE.KGen(-) on input id generates a private key skiq
for the identity id with the restriction that A is not allowed to query id*. The probability is taken
over the choices of m < M, (PP, MSK) < IBE.Setup(\), sk;q < IBE.KGen(PP,id, MSK), and
over the internal coin tosses of A.

In this section, we propose a selectively secure deterministic IBE scheme in the auxiliary setting.
Set the parameters p, q,n, m,o as specified in Sec. We treat an identity id as an element in
7.

q

— Setup. Algorithm sIBE.Setup()) takes as input a security parameter A. It uses the algo-
rithm from Lemma (4] to generate a pair (A, T) < TrapGen(gq,n,m). Select two uniformly
random matrices A1, B in Zg*™, and a full-rank differences (FRD)IZ] function H. It outputs
PP = (Ag,A1,B,H), MSK =T.

— Key Generation. Algorithm sIBE.KGen(PP, M SK,id) takes as input public parameters PP, a
master secret key M SK, and an identity id € Zj. It first computes Fiq = [Ao|A1+H (id)B], then
it uses the algorithm in Lemmato generate a basis of A (Fq): Ty,, < SampleLeft(Ag, A1+
H(id)B,T,o). It outputs sk;q = TF,, as a secret key for id.

— Encryption. Algorithm sIBE.Enc(PP,id, m) takes as input public parameters PP, an identity
id € Zy, and a message m <« Z'. It first computes Fiq = [Ao|A1 + H(id)B], then it computes
¢ = |F!,m],. Finally it outputs c.

— Decryption. Algorithm sIBE.Dec(PP,id, sk;q, c) takes as input public parameter PP, an iden-
tity id, a secret key sk;q and a ciphertext c € ng. It first computes m < Invert(c, Fiq, skiq).
Then, if m € Z} it outputs m, and otherwise it outputs L .

A.1 Correctness and Parameters

For the system to work correctly, we need to ensure that: (1) TrapGen can operate (i.e. m > 6nlgq);
(2) Lemma(8| holds; (3) Lemmal 7 holds; (4) o is sufficiently large for SampleLeft and SampleRight.
To satisfy these requirements we set the parameters (q, p,m,n, o) as follows:

n=), ¢= the prime nearest to 2", m = [6n'T9], o =6n'"10 p=[3n35+307

" Le., H maps Z} to Z7*™, and for id # id', H(id) — H(id') is full-rank.
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where ¢ is constant between 0 and 1. According to Lemma [7] and Theorem [3] which we will give a
proof in Appendix [B] We obtain a selectively secure deterministic identity-based encryption scheme
whose security is based on the LWE, 4. «, where d £ klgtl_gi“;ag’\), and 1/a = on” (0 < o' < 9).
Given the state of art algorithms, this problem is sub-exponentially hard. Furthermore, we can
choose klgt to be sub-linear. Therefore, our auxiliary inputs are sub-exponentially hard to invert.

The public key size, private key size, ciphertext size and ciphertext expansion factor in our
scheme are O(3n%+2%), O(n3+3%), O(2n'*°1gn), and O(n’1gn/lgt) respectively. To optimize the
ciphertext expansion factor, we can choose t = n, which makes the ciphertext expansion factor to

be O(n?).

B Security of D-sIBE

Theorem 3. For any k > (Igq + w(lg)))/lgt, t = ploy(\) < q. The D-sIBE scheme is PRIV1-
sID-INDr-secure with respect to 27 %18t _hard-to-invert auziliary inputs. If Lemma @ holds, where
1/8>m? - p- 00, g =00, and p = poly()).

Proof. For any distribution M over Z?, let F = {f} be 27*!8*hard-to-invert with respect to dis-
tribution M. To prove this theorem, we define a series of games, and give a reduction from Lemma
with respect to distribution M.

Game Gy This game is the original PRIV1-sID-INDr game with adversary A. By X;, we denote
the event b = in Game G;. By definition, | Pr[Xo] — 1/2| = Advh g /2P (V).

Game G; In this game, the challenger changes the ways to generate Ay, A1, B and answer queries.
The challenger chooses Ag uniformly from Zj*™, and generate (B, Tg) < TrapGen(q,n,m). Let
R« {—1,1}"*™ and let A; = AjR — H(id*)B. Since Ay is uniformly random, then by Lemma
(Ao, AgR) is statistically close to unform in Zy*™ x Zj', and so is (Ao, AgR — H(id")B). Be-
cause B is statistically close to uniform according to Lemma [4] the public parameters in game
G and G7 are statistically close. When A queries on id # id*, the challenger computes F;; =
[Ao|AoR + (H (id) — H(id*))B], where H(id) — H(id*) is full rank for id # id*. The challenger uses
SampleRight to generate TF,, <— SampleRight(Ag, R, B, Ty, o). For sufficiently large o the distri-
bution of T, is statistically close in game Gy and G;. It follows that | Pr[X;] — Pr[X]| < negl(\)
for any unbounded adversary A.

Game (G2 This game is identical to game G1, except the way to generate challenge ciphertext.
The challenger samples m < M, and samples e <+ D’Z”’Bq. Let b = Alm+e mod q. It sets
¢ = [b'[b'R]". The challenger sets cj = [¢]p, ¢} as in the game G, i.e. chosen at random in Z2™.
It outputs (cj, f(m)) to A, but with one exception: we define a “bad event” Bady to be

Bads = \_é + [—B,B]Qm—‘}? 7é {Lé—‘P}v

where B = g /nm. If Bady occurs on any of ¢, the challenger immediately abort the game.

Since R'b = (AgR)'m + R'e, and R € {—1,1}"*™ we have |R'e| s < Bgy/nm with over-
whelming probability, since e < Dgfﬁq and according to Lemma (1| If Bads does not occur for some
¢, then we have

f |[Ajm +e], _ |A{m], _ |t
[€]p = L(AORO)tm—I—Rte}p] = [L(Aoﬁ)tmho] = |Figm]p.
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It immediately follows that for any adversary A
| Pr[Xs] — Pr[X4]| < Pr[Badsy] + negl()\).

We do not directly bound the probability of Bads occurring in game G2, instead deferring it to the
analysis of the next game, where we can show that it is indeed negligible.

Game G3 In this game the challenger chooses b € Zj" uniformly at random, and samples
m « M. To generate the challenge ciphertext, it sets ¢ = [b!|b'R]’. The challenger sets cf; = |¢&],
and outputs (c;, f(m)) to A, subject to the same “bad event” Bads and abort condition as described
in the game Gy above. Under Lemma [7] and by the fact “bad event” can be tested efficiently given
b, this implies that | Pr[X3] — Pr[X2]| < negl(\) for any efficient attacker A. For the same reason, it
also follows that | Pr[Bady] — Pr[Bads]| < negl(A). Let us consider the pair (b’, b‘R), where b € Z"
is uniformly random, R < {—1,1}"*™. From Lemma [2| (when n = 1), we have that (b’, b'R) is
statistically close to U (ng). This means that ¢ is statistically close to U (ng), therefore for each
uniform ¢, Pr[Bads] < 2m(2B + 1)p/q = negl()), by assumption on ¢ and 5. It follows that

Pr[Bads] < negl(A) = |Pr[Xa] — Pr[X;]| < negl()).

Game G4 This game is similar to game G3, with b € Z7* being chosen uniformly at random,
m being sampled from M, and Bady being defined similarly. However, in this game the challenger
always returns (c;, f(m)) to A, even when Bady occurs. By the analysis above, we have that for
any adversary A,

| Pr[X4] — Pr[X3]| < Pr[Bad4] = Pr[Bads] < negl(\).

According to the analysis in Games, we know ¢ is uniformly random, up to negligible statistical
distance. Since f(m) is independent of ¢ and the statistical distance between U (ng) and |U (ng)]p
is at most 2mp/q = negl(A) by assumption on ¢, so we have | Pr[X4]—1/2| < negl(\) for any efficient
adversary A.

Finally, by the triangle inequality, we have Advgfz{é/éj{ D-INDr()\) < negl()\) for any efficient
adversary A, which completes the proof. a
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