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Abstract. Understanding security failures of cryptographic protocols is
the key to both patching existing protocols and designing future schemes.
In NSS’10, Shao and Chin pointed out that Hsiang and Shih’s dynamic
ID-based remote user authentication scheme for multi-server environ-
ment is vulnerable to server spoofing attack and fails to preserve user
anonymity, and further proposed an improved version which is claimed
to be efficient and secure. In this study, however, we will demonstrate
that, although Shao-Chin’s scheme possesses many attractive features,
it still cannot achieve the claimed security goals, and we report its fol-
lowing flaws: (1) It cannot withstand offline password guessing attack
under their non-tamper resistance assumption of the smart card; (2) It
fails to provide user anonymity; (3) It is prone to user impersonation at-
tack. More recently, Li et al. found that Sood et al.’s dynamic ID-based
authentication protocol for multi-server architecture is still vulnerable
to several kinds of attacks and presented a new scheme that attempts
to overcome the identified weaknesses. Notwithstanding their intentions,
Li et al.’s scheme is still found vulnerable to various known attacks by
researchers. In this study, we perform a further cryptanalysis and un-
cover its two other vulnerabilities: (1) It cannot achieve user anonymity,
the essential goal of a dynamic ID-based scheme; (2) It is susceptible to
offline password guessing attack. The proposed cryptanalysis discourages
any use of the two schemes under investigation in practice and reveals
some subtleties and challenges in designing this type of schemes.

Keywords: Cryptanalysis, Authentication protocol, Offline password
guessing attack, Smart card, Multi-Server

1 Introduction

With the rapid growth of Internet applications, the number of service providing
servers proliferates at an ever-increasing rate [1,2]. The distributed locations
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of service servers make it convenient and efficient for subscribers to access re-
sources, and it is of great concern to protect the users and systems’ security and
privacy from malicious adversaries. Accordingly, user authentication is crucial
to assure one communicating party of the legitimacy of the corresponding party
by acquisition of corroborative evidence, preventing unauthorized clients from
accessing system services for multi-server environment. Among numerous meth-
ods for user authentication, password based authentication using smart cards is
the most convenient and effective two-factor authentication mechanism and has
been widely adopted in many security-critical applications, such as e-banking,
e-commerce and e-health [3].

In 1991, Chang and Wu [4] introduced the first password based remote us-
er authentication schemes using smart cards, since then there have been many
of this type of schemes proposed [5-12]. Although the issue of password au-
thentication with smart cards for single-server environment recently has already
been well studied [9-12], it is extremely difficult for a user to remember these
numerous different sets of identities and passwords when he/she employs these
single-server authentication schemes to login and access different remote service
servers.

To address this issue, a number of smart card based password authentication
schemes for multi-server environment has been presented quite recently [13—
16]. A sound and practical remote user authentication protocol for multi-server
environment should be of high efficiency and can resist various related attacks, as
well as the provision of some desirable features, such as mutual authentication,
key agreement, local password update, user anonymity and so on. However, all of
these schemes for multi-server environment are found impractical or completely
insecure shortly after they were first proposed [17-19], which outlines the need
for intensive further research and dynamic ID-based schemes that can preserve
user anonymity are of particular interest.

In 2010, Shao and Chin [20] proposed an improved dynamic ID-based au-
thentication scheme for multi-server environment to overcome the weakness of
Hsiang-Shin’s scheme [16]. The authors claimed that their improvement provides
mutual authentication and is free from all related cryptographic attacks, such
as replay attack, offline password guessing attack, insider attack, impersonation
attack and so on. Although their scheme is efficient and superior to the previous
solutions for implementation in resource-constrained applications, e.g. mobile
devices, we find their scheme cannot achieve the claimed security: their scheme
is vulnerable to offline password attack and user impersonation attack, and fails
to preserve user anonymity.

More recently, Li et al. [21] pointed out that, besides a design flaw, Sood et al.
scheme [19] is susceptible to leak-of-verifier attack and stolen smart card attack,
and further proposed an efficient and secure dynamic ID-based authentication
scheme using smart cards for multi-server architecture to cope with these iden-
tified problems. Unfortunately, just two months after Li et al.’s scheme was first
published online, the replay attack, password guessing attack and masquerade
attack are identified in their scheme by Han [22]. Later on, Xue et al. [23] al-



so found Li et al.’s scheme cannot withstand the replay attack, denial of service
attack, eavesdropping attack, internal attack and impersonation attack. Surpris-
ingly, our further cryptanalysis demonstrates that Li et al.’s scheme still cannot
preserve user anonymity, which is the most essential goal of a dynamic ID-based
scheme. Besides, we also observed that Li et al.’s scheme is susceptible to an-
other type of offline password guessing attack, which is more effective than and
different from Han’s. In addition, we point out that Xue et al.’s improvement
over Li et al.’s scheme is still vulnerable to a similar offline password guessing
attack.

The remainder of this paper is organized as follows: in Section 2, we review
Shao-Chin’s scheme. Section 3 describes the weaknesses of Shao-Chin’s scheme.
Li et al.’s scheme is reviewed in Section 4 and the corresponding cryptanalysis
is given is Section 5. Section 6 concludes the paper.

2 Review of Shao-Chin’s scheme

In this section, we examine the dynamic ID-based authentication scheme using
smart cards proposed by Shao and Chin [20] in NSS 2010. Shao-Chin’s scheme
consists of five phases: registration phase, login phase, authentication phase,
password change phase and track phase. For ease of presentation, we employ
some intuitive abbreviations and notations listed in Table 1 and we will follow
the notations in Shao-Chin’s scheme as closely as possible.

Table 1. Notations

Symbol Description

U; ith user

S remote server

ID; identity of user U;

CID; dynamic identity of user U;

P; password of user U;

S; 4" service providing server

SID; identity of service server S;

&) the bitwise XOR operation

I the string concatenation operation
h(-) collision free one-way hash function

A — B: M message M is transferred through a common channel from A to B
A= B: M message M is transferred through a secure channel from A to B

Besides the users and the service servers, there is another participant, called
registration center (RC'), involving in the system, and RC' is trusted by all the
users and service servers. Let « and z be two secret keys of RC.

2.1 Registration phase

The registration phase is divided into two parts, namely, the server registration
and the user registration.



(i) Server registration

1) S; chooses his/her identity SID;;

2) S; = RC : {SID,};

3) RC computes y; = h(h(z) || SID;) and h(z);
4) RC = S; : {y;, h(2)}.

(ii) User registration

1) U; chooses his/her ID; and P;;

2) U, = RC: {Il)Z,PZ}7

3) RC computes T; = h(ID; | ), R; = h(z)®h(2)®T;, V; =T, ®h(ID; |
P,) and H; = h(T;) and stores {R;, V;, H;, h(-)} in the smart card;

4) RC = U;: A smart card containing security parameters { R;, V;, H;, h(-)}.

2.2 Login phase
When U; wants to login to S}, the following operations will be performed:

Step L1. U; inserts her smart card into card reader, and inputs ID; and P;.

Step L2. Smart card computes T; = V; @ h(ID; || P;), and checks whether H;
equals h(T;) or not. If they are equal, the user proceeds to the next
step. Otherwise, the login request is rejected.

Step L3. Smart card generates a random number r and computes By = R; @
T & h(r | T3)

Step L5. On receiving By from U;, S; computes By = By & h(z);

Step L6. Sj — U, : {BQ}

Step L7. Smart card chooses a random number N; and computes y; = h(Ba &
h(r||T;)||SID;), CID; = ID; & h(Bs @ h(r||T;)||N;), Gi = CID; ®
h(y;||N;) and C = h(CID;||G;||N;).

Step L8. U; — S; : {C,G;, N;}.

2.3 Authentication phase
After receiving the login request from U;, S; performs the following operations:

Step Al. The server S; Computes CID; = G; & h(y;||N;) and, then checks
whether the received C is equal to the computed h(CID;||G;||N;). If
the equality does not hold, the server S; rejects the login request.

Step A2. S; generates a random number N; and computes M; = h(CID ||
SID; || N;).

Step A3. Sj — U, : {Ml,Nj}.

Step A4. Upon receiving the response message from S;, U; computes h(CID;||
SID;||N;) and compares it with M;. The equality indicates the legit-
imacy of §;. Otherwise, the login request is interrupted.

Step A5. U; computes My = h(CID;||SID;||N;).

Step A6. U, — Sj : {Mg}



Step A7. On receiving M», S; checks whether the received M; equals the com-
puted h(CID;||SID;||N;). The equality indicates the legitimacy of
U;. Otherwise, the access request is interrupted.

Step A8. After authenticating each other, U; and S; use the same session key
SK = h(CID;||SID;||N;||N;) to secure subsequent data communi-
cations.

2.4 Password change phase and track phase

Since both the password change phase and track phase have little relevance with
our discussions, they are omitted here.

User (U) Server (S))
in possession of ID;, P,

. in possession of y;, A(z)
a smart card with parameters R;, V;, H;, h(-)

Login phase:

Input ID,, B, SID;
Compute 7, =V, ®h(ID; || B)
Reject if  H,; #h(T})
Generate a random number B,
Compute B =R ®T,®h(r||T;)

B, Compute B, =B, ®h(z)
Generate a random number N, -
Compute  y; =h(B, ®h(r||T) || SID;)
CID; = ID; ® h(B, ® h(r [ T) I N})
G, =CID; ® h(y, I N;)
C=h(CID,IG,IIN,) G G. N
“Authentication phase: T TTTTTTTTTTTTTTTTT
Compute  CID; =G; ® h(y; || N;)
Rejectif  C#h(CID; || G; || N;)
Generate a random number N,
M, N, Compute M, =h(CID|| SID; || N;)

Rejectif M, = h(CID; || SID; || N;)

Compute M, =h(CID; || SID; || N ;)

Compute  SK = h(CID; || SID; || N: | N;) M, Rejectif M, # h(CID, || SID; | N,)
Compute  SK = h(CID, || SID; I N, || N)

Fig. 1. Login and authentication phase of Shao-Chin’s scheme

3 Cryptanalysis of Shao-Chin’s scheme

There are three assumptions explicitly made in Shao-Chin’s scheme [20]:

(i) An adversary A has total control over the communication channel between
the user U and the remote server S. In other words, the attacker can insert,
alter, delete or intercept any messages exchanged in the channel.



(ii) The secret parameters stored in the smart card can be revealed once a
legitimate user’s smart card is somehow obtained (e.g. picked up or stolen)
by A.

(iii) The passwords are weak, i.e. of low entropy.

Note that the above three assumptions, which are also made in the latest
works [9-12,17-19], are indeed reasonable: (1) Assumption i is accordant with
the common Dolev-Yao adversary model for distributed communication; (2) As-
sumption 7 is practical when taking the state-of-the-art side-channel attack
techniques [24-26] into consideration; and (3) Assumption iii reveals the reality
that a user is allowed to choose her own password at will during the password
change phase and registration phase, usually the user is apt to select a pass-
word which is easily remembered for her convenience [27], e.g. her birthday or
home phone number, and the human-memorable password tends to be “weak
password” [28].

In the following discussions of the security pitfalls of Shao-Chin’s scheme,
based on the above three assumptions, we assume that an adversary can extract
the secret parameters {V;, R;, H;} stored in the legitimate user’s smart card, and
could also intercept or block the exchanged messages { B1, Bz, C, Gy, N;, M;, Nj, Mo}
during the login and authentication phase.

3.1 No provision of user anonymity

A protocol preserving user anonymity prevents an adversary from acquiring sen-
sitive information about an individual’s social circle, preferences, lifestyles, shop-
ping patterns, etc. by analyzing the login history, the services requested, or the
communications being accessed [29]. In addition, the leakage of user-specific in-
formation may cause an unauthorized entity or malicious attacker to track the
user’s current location and login history [30]. Hence, assuring anonymity not
only does protect user privacy but also makes remote user authentication proto-
cols more secure. In Shao-Chin’s scheme, the dynamic-ID technique is employed
to provide the feature of user anonymity, however, the following attack demon-
strates the failure of their attempt.

Let us see how a dishonest service provider Si colluding with a malicious
privileged user U,, successfully breach the anonymity of any legitimate us-
er, say U;. U,, having her own smart card can gather information R,,,V,,
from her own smart card, with previously intercepted authentication messages
{B1, B2, N;,G;,C} that are exchanged between U,, and any service provider,
say Sj, Un and Sj, can collude to compute ID; corresponding to U; as follows:

Step 1. U, computes Ty, = Vi, @ h(ID,||Pr), as Vi, is revealed from her
own smart card, ID,, and P,, is known to herself;

Step 2. U,, computes h(z) @ h(z) = R, ® T, where R,, is revealed;

Step 3. U, and S, collude to compute h(z) = (h(z) ® h(2)) ® h(z) = (Rm ®
Tim) ® h(z), where h(z) is known to all service servers, including Sj.

Step 4. Guesses U;’s identity to ID};



Step 5. Computes CIDf = ID} @ h(h(x)||N;), as
h(z) = h(z) & (h(r||T:) & h(r||Ti)) & (h(z) & h(2))

= (h(z) ® h(z) © h(r|T3)) & (h(2) & h(r|T3))

= B1 @ (h(z) @ h(r||T}))
Step 6. Computes C* = h(CID}||G;||N;), where G; and N; is intercepted.
Step 7. Verifies the correctness of I D} by checking if the computed C* is

equal to the intercepted C;

Step 8. Goes back to Step 4 until the correct value of ID; is found.

In practice, a user’s identity is often drawn from a very limited space, say D;q,
the above procedure can be completed in polynomial time.

It is worth noting that, in the above attack, the malicious user U, only needs
to extract the security parameters stored in her own smart card, she does not
need to obtain any information about the victim user U; except the public au-
thentication messages originating from U;. As a result, the above attack is effec-
tive and practical. In conclusion, once an internal user colludes with a dishonest
service server, user anonymity will be breached in Shao-Chin’s scheme, while us-
er anonymity is the most essential security feature that a dynamic identity-based
authentication scheme is designed to provide.

3.2 Offline password guessing attack

As stated in Section 3.1, any legitimate user U;’s identity can be breached when
an internal malicious user U, colludes with a service server Sj. Once the victim
user U;’s identity ID; is obtained by U,, and S, U;’s password P; can also be
offline guessed as follows:

Step 1. Guesses the value of P; to be P from a dictionary space Dy,,.

Step 2. Computes T = h(ID;||P) & V;, where V; is extracted from U;’s
smart card.

Step 3. Verifies the correctness of P} by checking if the computed h(T}) is
equal to the revealed H;.

Step 4. Repeats the above steps until the correct value of P; is found.

Let |D;q| and |D,y,| denote the number of identities in identity space D;q and
the number of passwords in password space Dy,,, respectively. The running time
of the above attack procedure is O(|D;q| * (37w + 5Tx ) + |Ppw| * (2TH + T'x)),
where Ty is the running time for Hash operation and T'x is the running time for
XOR operation. Since both password and identity are human-memorable short
strings but not high-entropy keys, in other words, they are often chosen from
two corresponding dictionaries of small size, e.g. |Dia| < |Dpw| = 10° [28]. As
|Diq| and |Dpy| are very limited in practice, the above attack can be completed
in polynomial time.

Note that, in this attack, the malicious user U,, not only needs to extract
the security parameters stored in her own smart card, but also needs to obtain
the secret information stored in the smart card of victim user U;. Although



this assumption is much constrained, our attack demonstrates the feasibility of
offline password guessing attack on Shao-Chin’s scheme under their non-tamper
resistance assumption of the smart card, thereby contradicting the claim made
in [20].

3.3 User impersonation attack

An internal malicious user U,, and a service server Sj can collude to impersonate
any legitimate user (even non-existent user), say Uy.qn, to login any service server,
say Sj, as follows:

Step 1. U,, computes T,, = V,, ® h(ID,,||P.), where V,, is revealed from
her own smart card, ID,, and P,, is known to herself;

Step 2. U, computes h(z) ® h(z) = Ry, ® Ty, where R, is revealed;

Step 3. Sy and U, collude to compute h(z) = (h(z) ® h(z)) ®h(z) = (Rm ®
Tm) @ h(z), where h(z) is known to all service servers, including Sj.

Step 4. U,, sends a random value X to any service server, say Sj;

Step 5. U, ignores the response {Bs} sent back by S; and computes y; =
h(h(z)||SID;), where SID; is S;’s identity.

Step 6. U, computes CID, 4, = IDyan @ h(h(2) || Nran); Gran = CIDpan ®
h(y; || Nran) and C' = h(CIDyarn || Gran || Nran), where Nygp is a
random number chosen by U,,.

Step 7. U, sends {C, Grqn, Nran} to S;.

Step 8. On receiving the response {M,q,, N;} sent back by S;, U, com-
putes My = h(CID;q, || SID; || N;) and the session key SK =
MCIDran || SID, | Nean || Nj)'

Step 9. U, sends {Ms} to S;.

It is easy to see that: 1) On receiving X sent by U, in Step 4, S; will send
back Bs = X & h(z) according to the protocol; 2) On receiving {C, Gran, Nran }
sent by Uy, in Step 7, S; will find no abnormality when checking the validity of
C, because Uy, indeed has computed the correct y; = h(h(x)||SID;) = h(B; &
h(r||T;)||SID;) in Step 5 as

h(z) = h(z) & (h(r||T3) ® h(r|T3)) & (h(z) ® h(2))
= (h(z) @ h(z) ® h(r||T})) & (h(2) & h(r|T3))
= By & (h(z) & h(r|T3))
= By & h(r||T;).
3) On receiving M, sent by U,, in Step 9, S; will find no abnormality when check-
ing the validity of Ms, because U, has indeed computed the valid CID,,, =
IDygn, ® h(h(2) || Nran) in Step 5 where h(x) = B @ h(r||T;).

It should be noted that, as with the password guessing attack presented in
Section 3.1, in this attack, the malicious user U,, only needs to extract the se-
curity parameters stored in her own smart card, she does not need to obtain
any information about the victim user U; except the public authentication mes-
sages originating from U;. As a result, this impersonation attack is effective and
practical.



4 Review of Li et al.’s scheme

In this section, we briefly review the dynamic identity based authentication pro-
tocol for multi-server architecture using smart cards proposed by Li et al. in
2012. Li et al.’s protocol also involves three participants, i.e., the user (U;), the
service providing server (S;) and the control server (C'S). It is should be noted
that C'S, a trusted party, is not only responsible for the registration but also
involved in the authentication process of U; and S;. C'S is in possession of a
master secret key x and a secret number y. There are four phases in their proto-
col: registration, login, authentication and session key agreement, and password
change. In the following, we employ the notations listed in Table 1.

4.1 Registration phase

The registration phase can be divided into two parts, namely, the server regis-
tration and the user registration.

(i) Server registration
1) S; chooses his/her identity SID;;
2) S, = CS:{SID;};
3) CS computes h(SID; || y) and h(z || y);
4) CS = S5j :{h(z || y), M(SID; || y)}

(ii) User registration

1) U; freely chooses his/her ID; and P;, and chooses a random number b.
Then, U; computes 4; = h(b || P,);

3) CS computes B; = h(ID; || z), C; = h(ID; | h(y) || A:), D; =
B, ®h(ID; || 4;), E; = B; ® h(y || ), and stores {C;, D;, E;, h(:), h(y)} in
the smart card;

4) CS = U;: A smart card containing parameters {C;, D;, E;, h(-), h(y)}.
5) Upon receiving the smart card, U; enters b into it.

4.2 Login phase
When U; wants to login to S}, the following operations will be performed:

Step L1. User U; inserts her smart card into a card reader and inputs her identity
1D;, password P; and the service server’s identity SID;.

Step L2. The smart card computes A, = h(b || P;) and C{ = h(ID; || h(y) || A:),
and checks whether C] = C;. If they are equal, it indicates that U; is
a legal card holder.

Step L3. The smart card generates a random number N;;, and computes B; =
D; @ h(ID; || Ai), Fi = h(y) © Ni1, Pij = E; @ h(h(y) || Ni1 || S1Dy),
CID; = A; ® h(B; || Fi || Ni1), Gi = h(B; || 4; || Ns1).

Step L4. U; — SJ : {Fi,Gi,Pi CIDZ}

B
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4.3 Authentication and session key agreement phase

Step Al.

Step A2.
Step A3.

Step A4.

Step Ab.

Step A6.
Step AT.

Step AS.
Step A9.

On receiving the login request, S; chooses a random number V;2, and
computes K; = h(SID; || y) ® N and M; = h(h(z || y) || Ni2).

Sj —CS: {Fi, Gi, Pij, CIDZ', Sll)j7 K;, Ml}

Upon receiving the login request {F;, G;, Pi;,CID;,SID;, K, M;},
CS computes N;p = K; @ h(SID; || y), M} = h(h(z|y)||Ns2), and
checks whether the computed M/ equals the received M;. If they are
equal, the validity of the server S; is verified by the control server
CS. Otherwise, the C'S terminates the session.

CS computes N;1 = F; @ h(y),B; = P;j ®h(h(y)||Ni||SID;) ®h(y||z)
(= Ei®h(y||lz)), Ai = CID;®h(B; || Fi || Nin), Gi = h(B; || A || Ni1)
and checks G, < G;. If the verification holds, the legitimacy of user
U, is authenticated by C'S. Otherwise C'S terminates the session.
The control server C'S generates a random number N;3, and computes
Qi = Na®N;is®dh(SID; || Ni2),R; = h(A; || B;)®h(Njy® N2 ®Ny3),
Vi = h(h(A; || Bi) || M(Ni1 © Nig @ Niz)), Ti = Nig © Niz © h(4; ||
B; || Ni1).

CS — Sj : {Qi,Ri; ‘/szz}

On receiving the authentication message {Q;, R;, Vi, T;} from CS,
server S; computes Nyj1 & Nz = Q; @ h(SID; || Ni2), h(A; || B;) =
R; & h(Nj1 ® Ni3 @ Ni2), V/ = h(h(A; || Bi) || h(Ni1® Nis @ Ni2)),
and checks V/ z Vi. If they are not equal, S; terminates the session.
Otherwise, the legitimacy of C'S is authenticated by the server S;.
S; = U; :{V;, T;}.

Upon receiving {V;, T;} from S;, the smart card computes N;ja @ N;3 =
T; & h(A; || Bi || Niv), Vi = h(h(A; || Bi) || h(Niz & Nis @ Ni1)), and
checks V/ Z V;. If the verification fails, the user U; terminates the
session. Otherwise, the legitimacy of the control server C'S and the
server S; is authenticated by user U;.

Finally, the user U;, the server S; and the control server C'S agree on a common
session key SK = h(h(A; || B;) || (Ni1 @ Ni2 & Ni3)).

4.4 Password change phase

This phase is performed locally. When the user wants to update her password,
this phase is invoked. Since this phase has little relevance with our discussions,
it is omitted here.

5 Cryptanalysis of Li et al.’s scheme

The three assumptions presented in Section 3 are also explicitly made in Li et
al.’s paper when they analyze the security of Sood et al.’s scheme, and thus our
following cryptanalysis is also based on these three assumptions.
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Although Li et al.’s scheme has many attractive properties, such as provision
of local password change, high efficiency and no time-synchronization problem, it
fails to achieve many of the claimed security goals and has been found vulnerable
to replay attack, password guessing attack and user impersonation attack by
Han [22]. Besides these security pitfalls, later on Xue et al. further found it prone
to leak-of-verifier attack, server spoofing attack and denial of service attack,' and
they also presented an improvement.

Surprisingly, our further cryptanalysis demonstrates that Li et al.’s scheme
still cannot preserve user anonymity, which is the most crucial goal of a dynamic
ID-based scheme. Besides, we also observe that Li et al.’s scheme is susceptible to
another type of offline password guessing attack, which is more effective than and
different from Han’s. Furthermore, we point out that Xue et al.’s improvement
over Li et al.’s scheme is still vulnerable to a similar offline password guessing
attack.

5.1 No provision of user anonymity

Let us see how a dishonest service provider Sj, colluding with a malicious internal
user U, successfully breach the anonymity of any legitimate user, say U;. U,,
having her own smart card can gather information h(y) from her own smart
card, with previously intercepted authentication messages {P;;, SID;} that are
exchanged between U,,, CS and any service provider, say S;, Up, and Sy can
collude to compute F; corresponding to any user U; as follows:

Step 1. U, extracts h(y) from her own smart card;

Step 2. U,, and S, collude to compute N;; = F; & h(y), where F; is inter-
cepted from the public channel;

Step 3. U,, and Sy collude to compute E; = P;; & h(h(y) || Na || SID;),
where P;; and SID; are intercepted from the public channel.

As E; is kept the same for all the login requests of user U; and is specific
to user U;, this F; can be seen as user U;’s identification. And an adversary
can, therefore, use this information to identify and trace U;’s login requests and
activities. By generalizing the above attack, any legal user who logins to service
servers would be exposed to U, and Si, and thus the scheme fails to achieve
user anonymity.

It should be noted that, in the above attack, the malicious user U,, only
needs to extract the security parameters stored in her own smart card, she
does not need to obtain any information about the victim user U; except the
public authentication messages originating from U;. As a result, the above attack
is effective and practical. In conclusion, once an internal user colludes with a
dishonest service server, user anonymity will be breached in Li et al.’s scheme,
while user anonymity is the most crucial security feature that a dynamic identity-
based authentication scheme is designed to provide.

! We think Xue et al.’s internal attack and eavesdropping attack only constitute parts
of replay attack, server spoofing attack, etc, and they may not be considered as
independent kinds of attacks, and thus they are not listed here.
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5.2 Offline password guessing attack

Let us consider the following scenarios. In case a legitimate user U,’s smart
card is stolen by a malicious internal user U,,, and the stored secret values
h(y), D;, E; and b can be extracted. Note that this assumption is reasonable as
described in Assumption i and also explicitly made in Li et al.’s scheme. With
the previously eavesdropped message { F;, CID;, G;}, this malicious internal user
U,, can successfully guess the password of U; as follows:

Step 1. Extracts h(y) from her own smart card;

Step 2. Computes N;; = F; @ h(y), where F; is intercepted from the public
channel;

Step 3. Computes E; = P;; & h(h(y) | Na || SID;), where P;; and SID;
are intercepted from the public channel.

Step 4. Computes h(y||z) = Ep @ By = Eny @ Dy, @ R(ID,||Ar) = B, @
D, ®h(ID, ||h(b||Pm)), where Ey,, Dy, and b are revealed from U,,’s
own smart card;

Step 5. Computes B; = E; @ h(yl||z), where E; is revealed from U,’s smart
card;

Step 7. Guesses the value of P; to be P from the password space D.

Step 8. Computes AF = h(b||P;), where b is revealed from U,’s smart card.

Step 9. Verifies the correctness of P by checking if A} equals to A4;.

Step 10. Repeats Steps 7, 8 and 9 until the correct value of P; is found.

Let |D| denote the number of passwords in the password space D. Then the
running time of the attacker Uy, is O(|D| * (5Ty + 6Tx)), where Ty is the
running time for Hash operation and T is the running time for XOR operation.
So, the time for U, to recover the password is a linear function of the number
of passwords in the password space. When the password space is small, e.g.,
|D| = 109 [28], U,, may recover the password in seconds on a PC.

It should be noted that, in this attack, the malicious user U, only needs to
guess U;’s password, while in the offline password guessing attack proposed by
Han [22], the attacker needs to guess both U;’s password and identity correctly
at the same time. From this point of view, our attack is more effective. But our
disadvantage is that, the adversary in our attack should be an internal user,
while the adversary in Han’s attack is not subject to this restriction.

5.3 Offline password guessing attack on Xue et al.’s improvement

In [23], Xue et al. pointed out that Li et al.’s scheme vulnerable to several attacks
and further proposed an improvement that is claimed to be secure.? However, we
find Xue et al.’s improvement is still vulnerable to an offline password guessing
attack as described in the following.

2 Xue et al.’s improvement has been submitted to Journal of Network and Computer
Applications.
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Let us consider the following scenarios. In case a legitimate user U;’s smart
card is stolen by an adversary A, and the stored secret values such as C;, D;
and b can be extracted. Note that this assumption is explicitly made in Xue et
al.’s improvement. With a previously eavesdropped message {F;, PID;, TS;}, A
can acquire U;’s password PW; by performing the following attack procedure:

Step 1. Guesses the value of P; to be P from the password space D.

Step 2. Computes A} = h(b||P;"), where b is revealed from U;’s smart card.

Step 3. Computes B} = D;®h(PID;®A}), where PID,; is intercepted from
the public channel.

Step 4. Computes N} = F; @ B;.

Step 5. Computes G = b @ h(B}||N4||TS;||“117);

Step 6. Verifies the correctness of P} by checking if G} equals to the inter-
cepted G;.

Step 7. Repeats the above steps until the correct value of P; is found.

Since the size of password dictionary, i.e.|D|, often is very limited in practice,
the above attack procedure can be completed in polynomial time.

Notes and Countermeasure. We have analyzed more than sixty recently
proposed smart card based password authentication schemes for single-server
environment and twelve schemes for multi-server architecture, and find these
schemes (no matter for single-server environment or multi-server architecture)
that do not employ public-key techniques definitely vulnerable to the offline
password guessing attack under the three assumptions (most essentially, the non-
tamper resistance assumption of the smart card) introduced in Section 3. In other
words, all these schemes that do not employ public-key techniques but claim
to be secure under these three assumptions are found problematic. A related
work done by Halevi and Krawczyk [31] provides very strong evidence (with the
probability of P # N P) that, under the common Dolev-Yao adversary model,
no password protocol (the traditional one-factor password authentication) can
be free from offline password guessing attack if the public-key techniques are
not employed. Here, we conjecture that under the three assumptions introduced
in Section 3, no smart card based password protocol (two-factor authentication)
can be free from offline password guessing attack if the public-key techniques are
not employed. And now the countermeasure is obvious: resorting to public-key
techniques like [9-12].

6 Conclusion

In this paper, we have shown that two dynamic ID-based remote user authen-
tication schemes for multi-server environment are completely broken and only
radical revisions of the protocols can possibly eliminate the identified defects
and thus the two schemes under investigation are not recommended for prac-
tical application. Our results once again demonstrate that no more smart card
based password authentication protocols should be constructed with such ad-
hoc methods, and the provable security approach is indispensable for assuring
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a sound protocol. Remarkably, our cryptanalysis highlights the difficulties and
challenges in designing secure and efficient dynamic ID-based remote user au-
thentication schemes for multi-server architecture and suggests the need for in-
tensive further research.
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