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Abstract. In a (t,n) designated verifier threshold proxy signature
scheme, an original signer can delegate his/her signing power to n proxy
signers such that any ¢ or more out of n proxy signers can sign messages
on behalf of the original signer but ¢ — 1 or less of the proxy signers can-
not generate a valid proxy signature. Of course, the signature is issued
for a designated receiver and therefore only the designated receiver can
validate the proxy signature. In this paper, we propose a new designated
verifier threshold proxy signature scheme and also show that the pro-
posed scheme has provable security in the standard model. The security
of proposed scheme is based on the GBDH assumption and the pro-
posed scheme satisfies all the security requirements of threshold proxy
signature schemes.
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1 Introduction

A The concept of proxy signature scheme was first introduced by Mambo et al.’s
in 1996 [1]. In a proxy signature scheme, an original signer can delegate his/her
signing capability to a proxy signer and then the proxy signer can sign messages
on behalf of the original signer. So far, many proxy signature schemes have been
proposed; such as [2], [3] .

K.Zhang [4] and Kim et al. [5] independently proposed the first threshold
proxy signature scheme by using the ideas of proxy signature scheme and secret
sharing. In a (¢, n) threshold proxy signature scheme, the original signer delegates
his/her signing power to a proxy group of n member such that any ¢ or more than
t proxy signers can cooperatively sign messages on behalf of the original signer.
Until now, many threshold proxy signature schemes have been proposed such as
[6], [7]. A (t,n) threshold proxy signature scheme should satisfy the following
security requirements [8], [9]:



verifiability, unforgeability, undeniability, identifiability and prevention of mis-
use.

Although many of proposed schemes were claiming that satisfy the above

requirements, but their precise security meaning was unclear. First, Bellare &
Rogaway [10] used the concept of provable security in the random oracle model
for the key-agreement protocols. Then Boldyreva et al. [11] provide method to
prove the security of the proxy signature scheme in the random oracle model and
so far, many proxy signature schemes such as [12] and [13] have been proposed
that have provable security in this model.
The concept of standard model and provable security in this model was first
introduced by Boneh & Boyen [14] for an ID-based encryption scheme without
random oracles. Of course, their scheme proposed in a weaker model of security
known as Selective-ID model. Then Waters [15] in 2005 proposed an ID-based
encryption scheme and proved that his proposed scheme has provable security
in the standard model. In fact, the standard model described by Waters is more
complete and more efficient from the last model.

In 2006, Huang et al. [16] proposed the first proxy signature scheme in the

standard model and following them, other schemes such the Yu et al.’s [17]
designated verifier proxy signature scheme were proposed. As far as we know,
any threshold proxy signature scheme has been proposed in the standard model
till now and so in this paper, we want to propose the first designated verifier
threshold proxy signature scheme in the standard model based on the Yu et al.’s
scheme. Additionally, we’ll show that our scheme is based on the Gap Bilinear
Diffie-Hellman (GBDH) intractability assumption without relying on the random
oracle and satisfies all the security requirements for a secure threshold proxy
signature scheme.
Roadmap. The reminder of this paper is organized as follows. In the next
Section, some preliminary concepts are given. In Section 3, the formal model of
designated verifier threshold proxy signature scheme is described. In Section 4,
we will propose our new scheme. In Section 5, we analyze the proposed scheme
and finally, the conclusions are given in Section 6.

2 Preliminaries

In this Section, we review fundamental backgrounds including bilinear pairings
and complexity assumptions used in this paper.

2.1 Bilinear pairing

Let G, Gr be two cyclic multiplicative groups of prime order p and g be a
generator of G. The map e : G x G — Gr is said to be an admissible bilinear
pairing if the following conditions hold true:

(1) bilinearity : For all a,b € Zy, € (g%, ¢°) = elg, 9)"
(2) non — degeneracy : e (P, P) # lg,



(3) computability : There is an ef ficient algorithm to compute e (g, h) for all
g,h € G.

2.2 Complexity assumption

Definition 1. (CBDH problem). Given (g,g“,gb,gc € G) for some unknown

a,b,c € Z,, compute e (g,9)™".

Definition 2. (DBDH problem). Given (g,g%, ", 9° € G) for some unknown

a,b,c € Z, and w € Gr, decide whether w = e (9,9)".

Definition 3. (GBDH problem). Given (g,g“,gb,gc € G) for some unknown
a,b,c € Z,, compute w = e (9,9)* with the help of DBDH oracle Oppp.

The probability that an adversary A can solve the GBDH problem is defined
as:
SuccGPPH = Pr e (g,9)" + A (G,Gr.9, 9% ¢". 4", ODBDH)} (1)

3 Formal models of DVTPSS

3.1 Outline of DVTPSS

In a designated verifier threshold proxy signature scheme, there exist three par-
ticipants namely Alice (original signer), proxy signers group A = {Py, P2, -+, P, }
and Cindy (designated verifier). A DVTPSS! consists of the following algorithms.

1. Setup: Given a security parameter k, this algorithm outputs the system
parameters.

2. KeyGen: This algorithm takes as input the security parameter k and out-
puts the secret/public key pair (sk;, pk;) for i € {a,{1,2,---,n},c} denotes
Alice, proxy signers group and Cindy.

3. DelegationGen: This algorithm takes as input the warrant w and the orig-
inal signer’s private key, then outputs the delegation Ouwp,, t=1,2,---,n for
proxy signers.

4. DelegationVerify: After receiving (w, Ra,, 0w, ), €ach proxy signer in the
group A confirms its validity. Note that R,, is a public value that is computed
and published by the original signer.

5. ProxySignGen: this algorithm takes as input the proxy signers’ private
key sk; (i =1,2,---,t), the delegation shares o, (i =1,2,---,t), the des-
ignated verifier’s public key pk, and a message M to produce a proxy sig-
nature op.

6. ProxySignVerify: A deterministic algorithm that accepts a message M, the
warrant w , the proxy signature op, the original signer and the proxy signers’
public key (pk;a,pkpi), i =1,2,---,t, the designated verifier’s private key
sk, and returns w if the signature is valid, otherwise returns L indicating
the proxy signature is invalid.

! Designated Verifier Threshold Proxy Signature Scheme



7. Transcript simulation: This algorithm takes as input a message M, the
warrant w and the designated verifier’s private key sk, to generate an iden-
tically distributed transcript ¢* that is indistinguishable from the original
DVTPS o.

3.2 Security notions

There are four types adversary in the system as follows.

Type I: adversary A; only has the public keys of the original signer and proxy
signers.

Type II: adversary Aj; has the public keys of the original signer and proxy
signers, he/she additionally has the secret key of the original signer Alice.
Type III: adversary Aj;p has the public keys of the original signer and proxy
signers, he/she additionally has the secret key of one of the proxy signers (like
Bob).

Type IV: adversary Ary has the public keys of the original signer and proxy
signers, he/she additionally corrupts ¢ — 1 proxy signers.

Note that if DVTPSS is unforgeable against type II and III adversary, it is also
unforgeable against type I adversary. On the other hand, type IV adversary is
more powerful than type III adversary. Hence, if the scheme is secure against
type IV adversary, then it is secure against type III.

Unforgeability against Ay

The existential unforgeability of a DVTPS under Aj; adversary requires that it
is difficult for the original signer to generate a valid threshold proxy signature
of a message M* under the warrant w* that has not been signed by the proxy
signers group. It is defined using the following game between the challenger C
and Ay adversary:

1. Setup: The challenger C runs the Setup algorithm to obtain system pa-
rameters, and runs KeyGen algorithm to obtain the secret/public key pairs
(ska,pk,), (ski,pk;) i = 1,---,n , (sk.,pk,) of the original signer Alice,
proxy signers and the designated verifier Cindy. Then C sends sk,, pk,, pk;, k.
(where 7 is one of the proxy signers) to the adversary Ajj.

2. ProxySign queries: The adversary Ay can request a proxy signature on
the message M under the warrant w. C runs the ProxySign algorithm to
obtain the proxy signature op and then sends it to Ajs.

3. Verify queries: The adversary Ay can request a proxy signature verification
on a (M,w,op). If op is a valid DVTPS, C outputs T and L otherwise.

4. Output: Finally, Ay outputs a new DVTPS o} on the message M* under
the warrant w*, such that

(a) (M*,w*) has never been queried during the ProxySign queries.
(b) o is a valid DVTPS of message M* under warrant w*.

The advantage of Ay in the above game is defined as Adv 4,,= Pr[Aj succeeds].



Definition 4. An adversary A is said to be an (e, t, qps, qn) —forger of a DVTPS
if A in the above game: has advantage of at least €, runs in time at most t,
makes at most qps ProxySign queries and q, Verify queries.

Unforgeability against Ayy

Similar to the last game, the following game is defined between the challenger C
and Ay adversary, but note that in this game, the adversary Ayy corrupts ¢t — 1
proxy signers:

1. Setup: The challenger C runs the Setup algorithm to obtain system pa-
rameters, and runs KeyGen algorithm to obtain the secret/public key pairs
(ska,pk,), (ski,pk;) i = 1,---,n , (sk.,pk,) of the original signer Alice,
proxy signers and the designated verifier Cindy. Then C sends sk;, pk,, pk;, pk.
to the adversary Apy where i = 1,2, ---,t. Note that the challenger C should
guess right the proxy signers corrupted by adversary Apy, otherwise the
game is failed and C will stop the simulation.

2. Delegation queries: Ay can request ¢t — 1 proxy shares of the proxy signers
(like Bob) under the warrant w. C runs the DelegationGen algorithm to
obtain the proxy shares Ouwp,, t=1,---,t—1 and then returns it to Ary.

3. ProxySign queries: The adversary Ay can request individual proxy sig-
natures (issued by corrupted proxy signers) and final proxy signature on the
message M under the warrant w. C runs the ProxySign algorithm to obtain
the proxy signature op and then sends it to Ary.

4. Verify queries: The adversary Ay can request a proxy signature verifica-
tion on a (M,w,op). If op is a valid DVTPS, C outputs T and L otherwise.

5. Output: Finally, Aty outputs a new DVTPS o} on the message M* under
the warrant w*, such that
(a) w* has never been queried during the Delegation queries.

(b) (M*,w*) has never been queried during the ProxySign queries.
(c) o} is a valid DVTPS of message M* under warrant w*.

The advantage of Ay in the above game is defined as Adv 4,, = Pr[Ary succeeds].

Definition 5. An adversary Ary is said to be an (€,t,qw.,9ps, qv) —forger of a
DVTPS if Arv in the above game: has advantage of at least €, Tuns in time
at most t, makes at most q,, Delegation queries, qps ProxySign queries and g,
Verify queries.

3.3 Security requirements

Verifiability: The designated verifier should be convinced of the original signer’s
agreement on the signed message.

Identifiability: Anyone should determine the identities of the corresponding
proxy signers from a proxy signature.

Undeniability: The proxy signers group should not be able to create the signa-
ture against anyone. This security requirement is also called “non-repudiation”.
Prevention of misuse: A proxy signing key should not be used for purpose
other than generating valid proxy signature. In case of misuse, the responsibility
of the proxy signature should be determined explicitly.



4 Proposed DVTPSS in the standard model

In this Section, we describe the proposed DVPSS. As we assumed earlier, there
are three participants in the system: original signer Alice, proxy signers group
A={P, P, -, P,} and designated verifier Cindy. In continue, all the messages
to be signed will be showed as bit string of length n.

It is possible to be quest that if the bit length of input messages is more than n,
what we can do? Thus for more flexibility of the scheme, we can use a collision-
resistant hash function H : {0,1}" — {0,1}" in the first and last of the proposed
scheme.

Our scheme includes the following algorithms:

1. Setup: Let (G,Gr) is bilinear groups from prime order p. e denotes an
admissible pairing and g € G is the generator of G. u/,m’ € G are two
random integers and u = (u;), m = (m;) are vectors of length n that is
choosen at random from group G. The system parameters are

o= (G,GT,p,e,g,u’,m’,u,m).

2. KeyGen: Alice sets her secret key sk, = (z4,94) € Zg and computes her
corresponding public key pk, = (g%, g¥*). Similarly, each proxy signer P; €
A, i=1,2,--+,n sets his/her secret-public keys sk; = (x;,y;) € Zi, pk; =
(g™, g¥%). The secret-public keys of the designated verifier (Cindy) are sk. =
(er ye) € L3, pk, = (g7, g¥°).

3. DelegationGen: Let w; be the j-th bit of w that w is the warrant issued by
the original signer and W C {1,2, - -, n} be the set of all j for which w; = 1.
The original signer Alice randomly chooses 74,€rZ;, , 1 =1,---,n and then
computes the proxy share of proxy signer P; as follows. Alice also publishes
the value R, and 0w, -

Ta;
=) (e ) o)
Jje

Ry, =g

Then, Alice sends (w, Ra,,0wp ) to each proxy signer like P; where i =
1,2, n.

4. DelegationVerify: To validate the correctness of (w, Ry, , 0wy, ), each proxy
signer P; checks whether the following equation is satisfy?

T4

Owp, = e(gwav gya)mi e | H s, R, (3)
JEW



Correctness

T;
=e(g®, g¥)" e <U’ JINZE g’"“i)

=e (pkaaca pkay)mi e (ul H Uj, Rai)

JEW

. ProxySignGen: Let M be a n-bit message and M; be the j-th bit of

M .Assume that M C {1,2,---,n} be the set of all j for which M; = 1.

(a) Issuing individual signature: Each proxy signer P; picks 7, ,75,€r Z; at
random and computes and publishes R, = gT;i , Ry, = g™i. Finally,
each proxy signer P; produces his/her individual signature as follows.

Téi Ty
Oiy = | Owp,, (ul HWUJ> grY (ml HMmJ> ’ (4)
Jje Jj€

0iy = Ra,g" = R, R, 04, = g = Ry,
Then, each P; sends his/her partial proxy signature o; = (0y,,0i,,0,)
to a clerk (The clerk is one of the proxy signers). The clerk validates
individual signatures by checking whether the equality holds.

e(oi,,9) :e(pkaz, pkay) e|u [[ uj, Ra, Ry,
JEW (5)
e(pkm, pk:iy) e <m’ [T mj, Rm)
jEM
Correctness
€ (Uilag) =

Ta +rai Tb;
e | g7eve (u 1 u goi <m I mj> L9
J

iew JEM

=e(g®¥a,g)-e (u’ uj, g e )-e(gw%g%
JEW

e mj,
jEM

(pka:wpka'q ( Ug s Raz‘R:zi> e (pkz:mpkzy) :
JEW



(b) Issuing proxy signature: If all the individual signatures are valid, the
clerk calculates final proxy signature as follows.

—.

t
_ _ /!
op = e(aiwpkcx)v op, = Z RaiRai = R,
=1

=1

: (6)
Ops = Z Rbi =Ry
1=1

Finally, op = (0p,,0py ,0p3) is the proxy signature and is send to the
designated verifier Cindy.

. ProxySignVerify: The designated verifier can check the validity of the
proxy signature through the equation.

Te Tc
op, = € (PkoyPkay) € (Pkipy,9)
Tc Tc
! !
elw [I uj,ops e|{m' [ mj,ops
JEW JEM
Correctness

t
op = H € (Uiupkcw)

=1 ,
‘ Tai"!"f‘a].
= [l e(g™¥,9%)e | | v II uy g

i=1 JEW

Tb;
e(g®¥,g*)e| | m' [ my| g%
JEM

Te
t
=¢ (pka""/”pk:ay)wC H e u/ H uj?‘RaiR:zi)
i=1 JEW
IC
e(pk‘my’g)mce m/ H mj7Rbi
JEM

t Te
=€ (pka:mpkay) ‘e <lekzzyvg)
/ 4 / e / L -
e (u [Tew v _ZlRaiRai) elm' [T my, .Zlei

jeEM i=

Zec

e (Pkarr Dkyy) e (Phegyr 9) )

t ¢ t ¢
eld [1 uj,> R, e{m' [ mj,> Ry | op

JEW i=1 JEM i=1
Ze Ze
=€ (pkamapkay) € (pxktxya g) -
elu [[ uj,opa | e|m ] mj,ops
JEW JEM

Note that in the above equalities, we used from the following bilinear pairing
property.



He(PuQ):e(HPmQ) (8)

i=1 i=1
t
Additionally, in the above equalities, the group public key is pk,,,, = IT g*¥.
i=1
. Transcript simulation: Cindy can use her private key to compute a proxy
signature on a message M™* under the warrant w*. She denotes two random

. * * * * * *x T
integers 71,72 € Z,, and computes op = (OPI,O'PQ,O'PS) where op, = g,

op, =9
0p = € (Phiggs Pkay) € (Phiny, 9)"

Tc Te
/ * !/ *
e (u I uj,apz> e (m I mj,arPS)

JEW JjEM

9)
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5 Analysis of the scheme

5.1 TUnforgeability
Unforgeability against adversary Ajg

Theorem 1. If there exists an adversary Ay who can (€,t,qps,q,) breaks our
scheme, then there exists another algorithm B who can use Ay to solve an in-
stance of the GBDH problem with probability

GBDH €
Succq > SirDars

In time

t' <((2n+6)gps +ng, +2)t1 + (5qy)t2 + (3n+ 12gps + g, +5) 11 +
(3%1) T2 + (qPS + 4%) te

where t1,ts are the time for a multiplication in G and G respectively, T1,Ts
are the time of an exponentiation in G and G respectively, and t. is the time
for a pairing computation in (G,Gr).

Proof. For the proof of this theorem, please refer to [17]. O
Unforgeability against adversary Ajpv

Theorem 2. If there exists an adversary Ary who can (e,t,q.,,qps,qv) breaks
our scheme, then there exists another algorithm B who can use Ay to solve an
instance of the GBDH problem with probability

GBDH (t—l)! (n—t+1)!€
SuccB > 3(n+1)%n!(3(qw+aps)) 7w 2

In time

' <((2n+6)gps + (n+4) o + (n+4) qu) t1 + (3¢,) t2 +
(8qw + 12qPS + 4Q'U) Tl + (4QU) T2 + (qPS + 6%) te

where t1,to are the time for a multiplication in G and G respectively, Ty, To
are the time of an exponentiation in G and Gp respectively, and t. is the time
for a pairing computation in (G,Gr).

Proof. Assume that B receives a GBDH problem instance (g, g%, g%, ¢¢) of a
bilinear group (G, Gr) whose orders are both a prime number p. His/Her goal is
to output e (g7g)abC with the help of the DBDH oracle Opgpy. B runs Ay as
a subroutine and act as Ayy’s challenger. B will answer Apy’s queries as follows:
Setup: B chooses two random integers l,, I, and other two random integers k,, ks
uniformly between 0 and n. Then, B picks two values z/,, x} at random and two

= =07 ) i
random n-vectors o = (Zai) , Tp = (xp;) Where z,, xq; € Zy,, T}, To; € Zy, .
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Additionally, B chooses two values y,,y;, at random and two random n-vectors

Yo = Yai), Yo = (ypi) Where Y., i, Yai, Ypi € Zyp. All of these values are kept
secret by B.

For a message M and a warrant w, welet M C {1,2,--- ,n}and W C {1,2,---,n}
be the set of all ¢ for which M; = 1 and w; = 1. For simplicity of analysis, we
defines functions F,(w), Jo(w), Kq(w), Fp(M), Jo(M) and Ky(M) as in [15].

(1) F, (OJ) = (p - laka) + x:; + Z Tais Ja (UJ) = y(/z + Z Yais
€W ieEW

i€EW

0, if i, + > 2ai =0 (mod l,)
K,(w) =
1, Otherwise.

(10)
(2) By (M) = (p = loks) + 2, + > @b, Jo (M) =y + > i
ieM iew
0, if zp,+ > zp; =0 (mod l)
Ky(M) = iEM
1, Otherwise.

In the next step, B generates the follow common parameters:

(1) B assigns the public keys of the original signer and the designated verifier,
respectively as (pkw,pkay) = (ga,gb), pk., = g¢ where g%, g%, g¢ are the input
of the GBDH problem.

(2) B chooses random integers z;,y; € Zy, i = 1,2,---,t — 1 and sets the t — 1
proxy signers’ public key as (pk‘m,pkiy) = (g%, g¥%").

We note that the simulator B should correctly guess ¢ — 1 signers corrupted
by Ay from the signer group A. If the guess is right, the game continues and
otherwise the game fails. The probability of right guess is

1 t—1)! —t+1)!
Dot -
n n!
(i)
(3) B assigns v’ = pkﬁgl“k“+z;gy;, u; = pkegy'g¥* and u = (w1, ug, -, u).
(4) B assigns m’ = pkﬁ?bkﬁrbgyg, m; = pkgy g% and m = (my,ma, -+, my).

Note that, we have

m' ] mq :pk(l;;(M)ng(M) cu' [T w zpkaFg(“’)g‘]a(‘“)
ieM iew
Finally, B returns (G,GT,e,p,g,u',ﬂ,m',TT\l) as the system parameters and
(Pk g PRy DK iy DE iy Dy @4, yi) to adversary Apy.

Here, we note that without loss of generality, we suppose that the all of t — 1
proxy signers controlled by Ary identically participate in signature generating
stage.
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t
grivi = pkixy’ pk;my = Z:lpk;ixy
i=
t—1 t—1
= Z:lpkw,y +pk(t—th) zy — pk(t—th) Ty — pktwy - Z:lpkzxy
=

1=

pktwy

Delegation queries: Includes the following stages.

1. If K, (w) =0, B terminates the simulation and report failure.

2. If K, (w) # 0, this implies F, (w) # 0 (mod p) [15]. In this case, for gener-
ating the delegation of each proxy signer, B chooses r,, € Z; randomly and
computes the proxy share of the i-th proxy signer as follows

Ta.
_ Ja (w) K
Owp, = (O'UJPi17UUJPi2) =€ (pkazFa(W) (u’iju]) ’ pkim) s (12)

a =g’
Correctness
Ta,
_ Ja(w) i
_ Fq(w) /
Owp, = € | Pkas u [T uy s Pk
jEW

adg(w)

= e (g7 T g (g L gl )
— e g“b- (nga(w) .gJa(w))_#(w) . (nga(w) .gJa(w))’l'ai’pkiz)
—e gab . (nga(w) . g‘]“(w))rai_%apkix>

Pa,
= e pkgy u H U , pkzx Rai = graifFa,(w) = g’ﬁai
JEW

In the above equality 7y, = 7q¢;, — ﬁ(w) B also publishes the owp, |-
ProxySign queries: During this stage, Ary can request the individual signa-

tures of t — 1 proxy signers corrupted by him/her. Additionally, the adversary
Ary can request the final proxy signature.

1. If K, (w) =0, Kp (M) =0, B terminates the simulation and report failure.
2. If Ko (w) =0, Ky, (M) # 0, B picks the random integers r,,, 7, € Z; and
computes individual signature of the i-th proxy signer as follows

Ty (M) Ta; Tbs
T Fy (M) ’ iYi ’
0i, = Pkaz ® w [T u, g*¥i | m! T[] m, , 13
jew jem (13)

a; — _ rb,’/—i _ .
Oig=g"% = Ry, o3 =g " TN =g

A _ a
where 7y, = 1, — 757
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Correctness
Jp (M) Ta; Th;
_ T F, (M) / Vi /
Oy = pkaz u H Uj g*i m H m;
JEW JEM
Ta.

_aJy(M) F (M) b, a;

— gab _g—ab .g TOD <pka£ ng(M)) grivi u H u;

JEW

— gob. <ngb(M)ng(M))*F(3w> (pkaF:Z(M)ng(M))Tbigmiyi W ]

Ta;
Uj
JEW

Ta‘l
o TEGD
=g"- (pkfﬁ(M)gJ”(M)) griv (u’ I uj)
JEW

T‘Abi T“’i
:gIaya. m’ H m; gmyi u H u;j
jEM JEW

3. Note that during the simulation of signature, K, (w) = 0 should satisfy. If
K, (w) # 0, B should return to the Delegating simulation and computes the
proxy signature again, such that K, (w) = 0.

ProxySign Verify queries: Assume that Ajy issues a verify query for the
message/signature pair (M,w,op,,0py ,0p3 ).

1. If Fi(w) # 0 and Fy(M) # 0, B terminates the simulation and report failure.
2. If F, (w) =0, F}, (M) =0, B submits

op
99" 9" 9" ——, : o wan | 9
e (Siiyg7%,9) e (g%, opa)" e (g7, 0pa) "

to the DBDH oracle Opgpy. If Opgpy returns 1, B outputs “valid” and
otherwise, B outputs “invalid”.

Correctness
op1=¢ (pkawpkay)mceggpkm,pkiy)wc N
e (u’ 11 uj,ap2> elm ] mj,apg,)

JEW JEM
t C
—e (ga’gb)ce (Z gociyi,g) e (gJa(w)’UPQ)Ce (ng(M),O-m)‘2
i=1

t C
b Ty c Jao(w c Jp (M
=e(g,9)" Ce(Zlg "y%g> e(g°,0py) " e (¢°,0pg) "M

1=

which indicates that

g ga gb gc _ Py
I 6(25:1 grivi xg)ce(gc’UP2)J“(M)B(QC,UPS)JI’(M)
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is a valid BDH tuple.

If F, (w) =0, Fy, (M) # 0, B can compute a valid signature on the message
M under the same warrant w just as the second case that he/she responses to
proxy signature queries. Let (M, w, 0%, , 07, , 0%, ) be the signature computed
by B. The simulator B submits

Jy (M
(M) g(m)y OPs o [ OP c 0—332 0
(9°) g =205 =+ ) el 9% (15)
o'p, o’p, op,

to the DBDH oracle Opgpy. If Opgpy returns 1, B outputs “valid” and
otherwise, B outputs “invalid”.

Correctness

If (M,w,0p,,0p5 ,o0p3 ) is a valid DVTPS, then

op1 =e¢€ (pka;vapkay>xce (pfzw’pkly)llc

Zc
li /
e(u [T wj,op2 e|lm ] mj,ap3>

JEW jEM

Similarly, since (M LW, 0331,0;2,0393) is another valid DVTPS computed by
B, then

o’P =e¢ (pkax,pkay ‘e

(pk .
/
elu ] wuy,o0p, [T mj,o%p,
JEW ]EM
2

Te
9P _ ( ;ew "J»"P2) ]EM m?*"PS)
e ]EJV[ m]’apg)
xT

we can write

]EW uJ’UP

) c c
0'P2 Up3
€ ’LL], o m]’ o
JEW ]EM 3

C
e (gc, Zf e (pquj(M)ng(M) "P:s)
2

O'PS

therefore

1o\ Je(M)
g0 2 e () e (0052
((9) o 95 () e (9 o

is a valid BDH tuple.

If F, (w) # 0, Fy, (M) =0, B can compute a valid signature on the message
M under the same warrant w just as the second case that he/she responses to
proxy signature queries. Suppose that (M W, 0p 5 Tp, s 0},3) be the signature
computed by B. The simulator B submits

Fo(w) op. op ‘739 S
(6" g"“(w),f,gﬁ( ,1) e <gc, 3) (16)
o’p, o, op,
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to the DBDH oracle Opgpy. If Opgpg returns 1, B outputs “valid” and
otherwise, B outputs “invalid”.

Correctness

It is similar to the previous case.

If B does not abort during the simulation, the adversary Ay will output a valid
DVTPS op = (0}‘31,0}'3270}33) on the message M* under the warrant w* with
success probability e.

1. If F,(w*) # 0, Fy (M*) # 0; B will abort.
2. Otherwise, Fy, (w*) =0, F;, (M*) =0 and B computes

A 7
e (Zlegm%y”@ e (g% 0p,) " e (g, o3, ) M)

and outputs it as the value of e (g, g)*"".
This completes the description of the simulation. Now we have to compute B’s
probability of success. B will not abort if the following conditions hold.

The simulator B guesses t — 1 proxy signers corrupted by Ay, correctly.
K, (w) #0 (mod l,) during delegation queries.

Ky (w) #0 (mod l,) or Ky (M) # 0 (mod ) during ProxySign queries.
F, (w) =0 (mod p) or F, (M) =0 (mod p) during Verify queries.

F, (w*)=0 (mod p) and F;, (M*) =0 (mod p) in output phase.

Finally, the probability of success is SuccGPPH = Pr[GAAANBAC A De.
Now, we compute this probability using Waters’ technique [15]. Note that the
guess probability Pr [G] is independent of other probabilities.

Pr[GANAANBACAD]

= Pr[G]-Pr[AANBAC A D]

= =Dttt pr[AABACAD]But Pr[AABACAD)

_ P[m Ko (@) £0 () (K (@) 2 0U K (M) £ 0)

dv

gaw=Q

:1( a (wi) = 0 (mod p) U Fy (M) = 0 (mod p))
(Fa (w") = 0 (mod p) () Fy (M") = 0 (mod p))]
qwtdps

v

Pr ﬂ K, (wl);éOﬂF (wi) = 0 (mod p)

(
ﬂF( )—O(modp)ﬂFb(M) 0 (mod p)]
qw+dps
)=
(

- [n Kawséo]Pr[nF(wz
N Fo (w*) = 0(mod p) (N Fy (M™*) = 0 (mod p)

qu.)+qp5

I N Ka(wi)#

=1

i (1_M) {QK (wi) = 0N Ko (W) =0

0 (mod p)

v



16

qw+dps

NE M7 =0] N Ka(w) #0]

1 Katwn=0na(w7)=0 N K,,(M*):O}

qwtdaps

Pr
_ 1 1 — Gwtdps
— (n+1)3 la
Pr

Ka(wi,)?fO]

i=
dw+dps

qu
'01 Ko (ws) #0] DlK“ (wi) =0NKa(w)=0 NKy, (M*) = 0}
1 quwt+qps
= (n+1)318 1y, (1 - )

<1 —Pr [[_J Ko (wi) #0| D Ko (i) = 0N Ko (@) = 0 (VK (M*) = OD

Pr

X

N 1 (1 _ qutaps )2
= (n+1)3l3”+1lb la

> 1 1— 2(Qw+‘1ps)
= (n+1)313v+1lb la

GBDH  (t=1)! (n—t+1)! (1 _ 2(qw+aps)
B = (n+1)3n! 180T, la
We can get a simplified result by setting l, = I, = 3 (gw + ¢ps). Then

Therefore Succ

e

GBDH (t—1)! (n—t+1)le
Suces S STl B(gut g )@ D

5.2 Security requirements

1. Verifiability. In the proposed scheme, since the original signer’s public key is
indeed to verify the proxy signature, the designated verifier can be convinced of
the original signer’s agreement on the signed message.

2. Undeniability. Anyone cannot find the proxy signers’ private key due to the
difficulty of discrete logarithm problem (DLP) and thus each proxy signer know
his/her private key. Therefore, when the proxy signers create a valid proxy sig-
nature, they can repudiate it because the signature is created by using their
private key (z;,y;).

3. Identifiability. In the proposed scheme, identities information of proxy signers
is included explicitly in a valid proxy signature and w as a form of public key.
So, anyone can determine the identities of the proxy signers from the signature
created by them and confirm the identities of the proxy signers from the w.

4. Prevention of misuse. Only the actual proxy signers group can issue a valid
signature because only they know their private key (x;,y;). So, if the proxy
signers uses the proxy shares for other purposes, it is their responsibility because
only they can generate it. Moreover, the original signer’s misuse is also prevented
because she cannot compute the valid individual proxy signatures.
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6 Conclusions

In recent years, proxy signature schemes in the standard model or in other words,
proxy signature schemes without random oracles have attracted the interest of
many researchers. In this paper, we proposed the first designated threshold proxy
signature scheme and showed that the proposed scheme has provable security
based on GBDH assumption in the standard model.

Additionally, the proposed scheme provides all the other security requirements
for a threshold proxy signature scheme. The proposed scheme is proven to be
existentially unforgeable against four types of adversaries.
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