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Abstract. In the last decade, algebraic and fast algebraic attacks are regarded as the most success-
ful attacks on LFSR-based stream ciphers. Since the notion of algebraic immunity was introduced,
the properties and constructions of Boolean functions with maximum algebraic immunity have
been researched in a large number of papers. However, there are few results with respect to Boolean
functions with provable good immunity against fast algebraic attacks. In previous literature, only
Carlet-Feng function, which is affine equivalent to discrete logarithm function, was proven to be
optimal against fast algebraic attacks as well as algebraic attacks.

In this paper, it is proven that a family of 2k-variable Boolean functions, including the function
recently constructed by Tang et al. [[EEE TIT 59(1): 653-664, 2013], are almost perfect algebraic
immune for any integer k > 3. More exactly, they achieve optimal algebraic immunity and almost
perfect immunity to fast algebraic attacks. The functions of such family are balanced and have
optimal algebraic degree. A lower bound on their nonlinearity is obtained based on the work of
Tang et al., which is better than that of Carlet-Feng function. It is also checked for 3 < k < 9
that the exact nonlinearity of such functions is very good, which is slightly smaller than that of
Carlet-Feng function, and some functions of this family even have a slightly larger nonlinearity than
Tang et al.’s function. To sum up, among the known functions with provable good immunity against
fast algebraic attacks, the functions of this family make a trade-off between the exact value and the
lower bound of nonlinearity.

Keywords: Boolean functions, Fast algebraic attacks, Algebraic immunity, Perfect algebraic im-
mune, Nonlinearity.

1 Introduction

Boolean functions are frequently used in the design of stream ciphers, block ciphers and hash
functions. One of the most vital roles in cryptography of Boolean functions is to be used as
filter and combination generators of stream ciphers based on linear feedback shift registers
(LFSR). The study of the cryptographic criteria of Boolean functions is important because of
the connections between known cryptanalytic attacks and these criteria.

In recent years, algebraic and fast algebraic attacks [1,7,6] have been regarded as the most
successful attacks on LEFSR-based stream ciphers. These attacks cleverly use over-defined systems
of multi-variable nonlinear equations to recover the secret key. Algebraic attacks lower the degree
of the equations by multiplying a nonzero function; fast algebraic attacks obtain equations of
small degree by linear combination.

Thus the algebraic immunity (AZ), the minimum algebraic degree of annihilators of f or
f-+1, was introduced by W. Meier et al. [I8] to measure the ability of Boolean functions to resist
algebraic attacks. It was shown by N. Courtois and W. Meier [7] that maximum AZ of n-variable
Boolean functions is [ |. Constructions of Boolean functions with maximum AZ were researched
in a large number of papers, e.g., [9,05,14,4 21,23]. However, there are few results referring to
constructions of Boolean functions with provable good immunity against fast algebraic attacks.

A preprocessing of fast algebraic attacks on LFSR-based stream ciphers, which use a Boolean
function f : GF(2)" — GF(2) as the filter or combination generator, is to find a function g
of small degree such that the multiple gf has degree not too large. The resistance against fast
algebraic attacks is not covered by algebraic immunity [8,2,06]. At Eurocrypt 2006, F. Armknecht
et al. [?] introduced an effective algorithm for determining the immunity against fast algebraic
attacks, and showed that a class of symmetric Boolean functions (the majority functions) have



2 M. Liu, D. Lin

poor resistance against fast algebraic attacks despite their resistance against algebraic attacks.
Later M. Liu et al. [16] stated that almost all the symmetric functions including these functions
with good algebraic immunity behave badly against fast algebraic attacks.

In [6] N. Courtois proved that for any pair of positive integers (e, d) such that e+d > n, there
is a nonzero function g of degree at most e such that gf has degree at most d. This result reveals
an upper bound on maximum immunity to fast algebraic attacks. It implies that the function f
has maximum possible resistance against fast algebraic attacks, if for any pair of positive integers
(e,d) such that e + d < n and e < n/2, there is no nonzero function g of degree at most e such
that ¢gf has degree at most d. Such functions are said to be perfect algebraic immune (P.AZ)
[T7]. Note that one can use the fast general attack by splitting the function into two f = h + 1
with [ being the linear part of f [6]. In this case, e equals 1 (i.e. the degree of the linear function
l) and d equals the degree of h (i.e. the degree of f), where g can be considered as the nonzero
constant. Thus P.AZ functions have algebraic degree at least n—1. A PAZ function also achieves
maximum AZ. As a consequence, a PAZ function has perfect immunity against classical and
fast algebraic attacks. Besides, it is shown that a perfect algebraic immune function behaves
good against probabilistic algebraic attacks as well [I7]. Although preventing classical and fast
algebraic attacks is not sufficient for resisting algebraic attacks on the augmented function [,
the resistance against these attacks depends on the update function and tap positions used in
a stream cipher and in actual fact it is not a property of the Boolean function. In [7] M. Liu
et al. proved that there are m-variable PAZ functions if and only if n = 2% or 2° + 1. More
precisely, there exist n-variable PAZ functions with degree n — 1 (balanced functions) if and
only if n = 2° 4 1; there exist n-variable P.AZ functions with degree n (unbalanced functions) if
and only if n = 2°.

Several classes of Boolean functions, e.g., [4,23,[9,20], are observed through computer ex-
periments to have good behavior against fast algebraic attacks, but in previous literature only
Carlet-Feng function (see [I0.,d]), which is affine equivalent to discrete logarithm function [I2],
was proven in [I7] to be optimal against fast algebraic attacks as well as algebraic attacks. The
results of [I7] imply that Carlet-Feng function is PAZ for n = 2° + 1 and is almost PAZ for
n+#2%+1.

In this paper, we investigate the cryptographic properties, especially in terms of immunity
to fast algebraic attacks, for a large family of 2k-variable functions which has a form as

F(z,y) = ¢(ay) + @1+ Dwly) + 42+ Do(a),

where ¢ is a Carlet-Feng function from Fyr into Fo and ¢ and ¢ are Boolean functions from Foyr
into Fo. The balanced function recently proposed by D. Tang et al. [20], which has a form as
o(xy)+ (ka_l +1)¥(y), is contained in this class. Based on bivariate polynomial representation,
it is proven that a Boolean function f admits no nonzero function g of degree at most e such
that the product gf has degree at most d if and only if the matrix B(f;e,d), whose elements
are represented by the coefficients of the bivariate polynomial representation of the function
f, has full column rank. After appropriate row transformations, the matrix B(F';e,d) can be
represented by

(B*(cb(w*y);e,d)) ’

where B*(¢(xy); e, d) is a submatrix of B(¢(zy); e, d). After appropriate matrix transformations,
the matrix B(¢(zy);e,d) can be transformed into a quasidiagonal matrix. Using the method
treating Carlet-Feng functions in [I7], it is shown that to ensure that the matrix B*(¢(xy);e, d)
has full column rank one only need to ensure the number of rows is greater than or equal to the
number of columns of the submatrices. Based on the mentioned properties, we prove that the
family of the functions F' are almost PAZ, i.e., they achieve optimal algebraic immunity and
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almost perfect immunity against fast algebraic attacks. Since the function of Tang et al. falls
into this family, it is also almost P.AZ.

The functions of such family are balanced and have optimal algebraic degree. A lower bound
on their nonlinearity is obtained by applying a similar method of [20]. This bound is better than
that of Carlet-Feng function, and is slightly worse than that of Tang et al.’s function. It is also
checked for 3 < k < 9 that the functions of this family have very good nonlinearity, which is
a little smaller than that of Carlet-Feng function, and the exact nonlinearity of some functions
of this family is slightly larger than that of Tang et al.’s function. Among the known functions
with provable good immunity against fast algebraic attacks, the functions of this family make a
trade-off between the exact value and the lower bound of nonlinearity.

The remainder of this paper is organized as follows. In Section B some basic concepts and
results are provided. Section B studies the cryptographic properties of the function F'. The bivari-
ate polynomial representation and algebraic degree are discussed in Section BTl the immunity to
algebraic and fast algebraic attacks in Section B2, and the nonlinearity in Section BZ3. Section
@ concludes the paper.

2 Preliminary

Let Fy denote the binary field GF(2) and F% the n-dimensional vector space over Fa. An n-
variable Boolean function is a mapping from 4 into Fa. Denote by B,, the set of all n-variable
Boolean functions. An n-variable Boolean function f can be uniquely represented as its truth
table, i.e., a binary string of length 2",

f: [f<0707 70)7‘]“(1,0?... 70)7... 7f(171,... ,1)]

The support of f is given by supp(f) = {x € F§ | f(x) = 1}. The Hamming weight of f,
denoted by wt(f), is the number of ones in the truth table of f. An n-variable function f is said
to be balanced if its truth table contains equal number of zeros and ones, that is, wt(f) = 271,
The Hamming distance between n-variable functions f and g, denoted by d(f, g), is the number
of x € Fy at which f(z) # g(z). It is well known that d(f, g) = wt(f + g).

An n-variable Boolean function f can also be uniquely represented as a multivariate poly-

nomial over Fa,
n

flxe, - an) = Z )\CHJJ?, A € o,
c=(c1,,cn)€Fy  i=1
called the algebraic normal form (ANF). The algebraic degree of f, denoted by deg(f), is defined
as max{wt(c) | Ao # 0}.
Let Fon denote the finite field GF(2"). The Boolean function f considered as a mapping
from Fon into Fo can be uniquely represented as
2n—1

f(z) = Z a;z’, a; € Fon, (1)
i=0

where f2(x) = f(z)(modz?" — z). Expression (I) is called the univariate polynomial repre-
sentation of the function f. It is well known that f?(z) = f(x)(modz?" — ) if and only if
ap, agn—1 € Fg and for 1 <14 < 2" — 2, ag;peqen—1) = a?. The algebraic degree of the function
f equals migwt(i), where i = Y7 _, i;2""! is considered as (iy,dg, - ,in) € F5.
a;
Let a be a primitive element of Fan. The a;’s of Expression () are given by ag = f(0), agn_1 =

£(0)+ 3757 f(o?) and

2n_9
a; = Zf(aj)a_ij, for1 <4 <2™ —2. (2)
=0
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Let n =nj 4+ ne (n1 < ng) and denote by lem(ng, ng) the least common multiple of positive
integers nq and ns. The Boolean function f considered as a mapping from Fony X Fans into Fo
can be uniquely represented as

21 —12"2—1
f(m7y) = Z Z aijxlyjy az] S F21C111(7L1,7L2)7 (3)
=0 j—=0

where f2(z,y) = f(z,y)(mod(z?"" — x,4y*"* —y)). Expression (8) is called the bivariate polyno-
mial representation of the function f. We can see that f?(x,y) = f(z,y)(mod (22" —xz,3%"* —y))
if and only if agni_19n2_1 € Fo and for 0 <7 < 2™ —2and 0 < j <272 — 2,

2
24,25 = Qg5
2
agr1-1,2j = Agn1-1 5> (4)

2
azi2mn2—1 = @ ona_1,

where 2i and 2j are considered as 2i mod(2"! —1) and 25 mod(2"2 — 1) respectively, which implies
ao,0,a02m2—1,a271 10 € Fa. The algebraic degree of the function f equals ma;é)é{wt(i) + wt ()}
air

ij
In particular, for n = 2k, the Boolean function f considered as a mapping from For X For

into o can be uniquely represented as

2k_12k_1

fle,y) =D Y aya'y, aij € For, (5)

i=0 =0

where fZ(xa y) = f(Qj? y)(mOd(ka -, ka - y))

Many properties of Boolean functions can be described by the Walsh spectra. For x =
(x1,m2,- -+ ,xn) € FY and w = (w1, wa, -+ - ,wy,) € FY, let w-x = wiz) +waza + - - - +wpzy, € Fa.
The Walsh transform of the Boolean function f is an integer valued function over F3 which is

defined as
Wi(w) = 3 (-)f@ee,

z€Fy

The nonlinearity of f, defined as the minimum Hamming distance between f and the set of
affine functions, can be given by

NE() =270 — L max (Wi (w)].

wely

A high nonlinearity is surely one of the most important cryptographic criteria.
The algebraic immunity of Boolean functions is defined as follows. Maximum algebraic im-
n

munity of n-variable Boolean functions is [ 5] [{].

Definition 1 [Z8/ The algebraic immunity of a function f € By, denoted by AZ(f), is defined
as

AZ(f) = min{deg(g) | gf =0 or g(f +1) =0,0 # g € B,.}.

If there is a nonzero Boolean function g with degree at most e such that the product g f has
degree at most d, with e small and d not too large, then the Boolean function f is considered
to be weak against fast algebraic attacks. The exact values of e and d for which a fast algebraic
attack is feasible depend on several parameters, like the size of the memory and the key size of
the stream cipher [G,13].

Theorem 1 [177] Let f € B,,. If deg(f) < n, then for e < n/2 such that (";1) = 1(mod 2),
there exists a nonzero function g with degree at most e such that the product gf has degree at
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most n—e— 1. Further, if n # 2°+1 and deg(f) < n, then there exist a positive integer e < n/2
and a nonzero function g with degree at most e such that the product gf has degree at most
n—e—1.

If deg(f) = n, then for e < n/2 such that (”;1) = 0(mod 2), there exists a nonzero function
g with degree at most e such that the product gf has degree at most n —e — 1. Further, if n # 2°
and deg(f) = n, then there exist a positive integer e < n/2 and a nonzero function g with degree
at most e such that the product gf has degree at most n —e — 1.

The bounds of Theorem [ can be achieved by Carlet-Feng function and modified Carlet-Feng
function (see also [I7]).

Definition 2 Let f be an n-variable Boolean function. The function f is said to be almost
perfect algebraic immune (APAT) if for any positive integer e < 5% the function f admits no
nonzero function g of degree at most e such that gf has degree at most n —e — 2.

From the above definition, an AP.AZ function has at least sub-optimal algebraic immunity
(i.e. AT > [§]-1) for odd n and achieves optimal algebraic immunity for even n, since AZ(f) > e
if and only if there exists no nonzero function g of degree at most e such that gf has degree at
most e.

2.1 Immunity of Boolean functions against fast algebraic attacks using bivariate
polynomial representation

In this section we focus on the immunity of Boolean functions against fast algebraic attacks
using bivariate polynomial representation.
For 0 < z,y <2"™ — 1, we define +,, and —,, as

ot = 2n —1, ife4+y=2"-1,
n¥= (x +y) mod(2™ — 1), otherwise,

vy 2n —1, ifx=2"—-1and y=0,
nY (z —y) mod(2™ — 1), otherwise.

Let
We = {(u,v)| wt(u) + wt(v) <e,0 <u<2" —1,0<0v<2™ -1}

Wy = {(a,b)|wt(a) + wt(b) > d+1,0<a<2™ —1,0<b< 2™ — 1},

For (a,b) € Wy, 4n, and (u,v) € Wy, 4n,, @ 0n, u and b oy, v will be simply denoted by a o u
and b o v respectively if there is no ambiguity, where “o” denotes the operations “+” and “—";
that is, the monomial % and the monomial *° are considered as z%°“mod(z?"' — z) and
y?°Y mod(y?"® — 7) respectively.

Let f,g,h be (n1 + ng)-variable functions and ¢ be a function of algebraic degree at most e
satisfying that h = g f has algebraic degree at most d, where n; < ns, e < w and e < d. Let

ony_19n2_1
Fla,y)= D D fiz'y, fij € Fyemimymg,
=0 j=0

9@ y) = Y 92V, ij € Foominymy),
(4,4)EWe

and
h(a:,y) = Z hijibzyj, hij S F21cm(n1,n2)
(Z,])GWd
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be the bivariate polynomial representations of f, g and h respectively. For (a,b) € Wy, we have
hap = 0 and thus

_ _ f
O - ha’b - Z )\(avb)r(urv)gum’ (6)
(u,v)EWe

where (a,b) # (u,v) (since W, "Wy = () for e < d) and

0, ifa=0,u#0o0rb=0,v=#0,
)\f — fO,b*U +f2"171,b7v7 ifa=u 7& Oab7é 07b7é v, (7)
(a,b),(u,0) fa—u,O + fa—u72”2—1a if a 7& 0,a 7& u,b=v 7£ 0,
fa—up—vs otherwise.

The system of Equations (B) on g, ,’s is homogeneous linear. Denote by B(f;e, d) the coefficient
matrix of the equations, that is,

. _ (\f
B(fa €, d) - <)\(a,b),(u,v)) Ea,b))ee?vd' (8)

The size of the matrix is Y7172 (M772) x 377 (M7T"?).

Theorem 2 Let ni,no,e and d be positive integers such that n1 < no, e < "1'5”2 and e < d.
Let f € Bpy4n, : Forr X Fony — Fo and B(f; e, d) be the matriz defined as (8). Then there exists
no nonzero function g of degree at most e such that the product gf has degree at most d if and

only if the matriz B(f;e,d) has full column rank.

Proof. 1f the matrix B(f;e,d) has full column rank, i.e., the rank of B(f;e, d) equals the number
of gu.’s, then Equations (B) has no nonzero solution and thus f admits no nonzero function g
of algebraic degree at most e such that h = gf has algebraic degree at most d.

To prove the “only if” direction of the theorem, we need to show that if the matrix B(f;e,d)
has not full column rank, then there always exists a nonzero Boolean function satisfying Equa-
tions (B). If g(z,y)=>_(, »)ew. Juw®"Y" (Guw € Falem(niny)) satisfies (B), then

—p2 f 2.2 _ f 2 W
0=hgp= D, Ny, () Juw = > X2a,20),(2u,20)Juws (@50) € Wa, (9)
zEW, (u,v)EW,

showing that g2(z,y) = 2 (ww)ew, gz ,x?"y?” satisfies (H) (noting that fo; 2; = fizj and wt(2u) =
wt(u) and wt(2v) = wt(v)). Since (B) and (H) are actually the same equations, we can see
that if g(z,y) satisfies Equations (B) then Tr(g(z,y)) satisfies Equations (B), where Tr(x) =
z+ 224+ 22", Also it follows that if g(z,y) satisfies Equations (B) then Sg(z,y) and
Tr(Bg(z,y)) satisfy Equations (B) for any 8 € For. If g(z,y) # 0, then there is ¢;, ¢, € For such
that g(cg, ¢y) = ¢ # 0, and there is 8 € Fyr such that Tr(S8c) # 0 and thus Tr(8g(z,y)) # 0. Now
we can see that Tr(Bg¢(z)) is a nonzero Boolean function and satisfies (B). Hence, if B(f;e,d)
has not full column rank, then there exists a nonzero solution for (B) and therefore there exists
a nonzero Boolean function satisfying (B).

Thus the theorem is obtained. ad

The theorem shows that AZ(f) > e if and only if the matrix B(f;e,e) has full column rank.

3 The functions

Let k£ be a positive integer and « a primitive element of For. Let ¢ be a univariate polynomial
over Fyr and

() = Z ! . (10)
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Since ¢? = gi)(mod(:an —x)), ¢ is a Boolean function. From the above representation we can see
that the algebraic degree of ¢ is equal to k — 1. Applying ZzeF*k x =0 gives ¢(1) = ¢p(a) =1
2

and ¢(z) + ¢(ax) = 1 for x € Fy. Therefore, the support of ¢ is {1,a,a3,a’,- - ,a2k_3}.

The function ¢(ax) + 1 is equal to log,, =, where log, 0 = 1, and the support of the function
d(a?2?) +11is {0,1,a,02, - - ,a2k71_2}. Therefore, the function ¢ is affine equivalent to both
discrete logarithm function and Carlet-Feng function.

In recent years, several constructions of Boolean functions with maximum algebraic immunity
and good nonlinearity are proposed based on bivariate polynomial representation. The functions
constructed by Z. Tu and Y. Deng [Z1] have the form qb(a:ygk_Q) + (ka_l + 1)¢(y) and the
functions constructed by D. Tang et al. [20] have the form ¢(zy) + (ka_l + 1)y (y). Such
functions have good nonlinearity and might have maximum algebraic immunity (depending
on whether a binary conjecture is correct®). D. Tang et al.’s functions are observed through
computer experiments to have good behavior against fast algebraic attacks, but no mathematical
results are found in previous literature.

In this section, we study the 2k-variable Boolean function

F(z,y) = ¢(ay) + @1+ Do) + 42+ Do(a), (11)

where ¢ is the function defined as (IM), and 1 and ¢ are Boolean functions from For into Fo
such that

¥(0) = 0, max{deg(v)), deg(p)} = k — 1 and wt(¢)) + wt(yp) = 2F 1, (12)

Example 1 Let k > 2 and m < 272 be positive integers. Let 1 be a k-variable function whose
support is {8, B, ... BHIM=1Y and o be any k-variable function with Hamming weight of
2k=1 _ 2m, where (3 is a primitive element of For. Then v and o satisfy (I3).

Proof. We just need to show max{deg(v),deg(p)} = k — 1. Since ¢ and ¢ have an even Ham-
ming weight, we know max{deg(v),deg(p)} < k — 1. Let 22 o 12 be the univariate polynomi-

al representation of ¢ (). By (2) we have ¢on_o = 22 -2 f(pHB = Zl+2m Lgi = B”J{fzm #£0,
so deg(1) = k — 1. Therefore max{deg(v), deg(¢)} = k — 1. O

Example 2 Let k > 3 be an integer. Let ¢ be a k-variable function whose sup-
port s {Bl,ﬂlﬂ,--wﬁl“kﬁ_l} and @ be a k-variable function whose support is

(o,
isfy (13).

Example 3 Let k > 3 be an even integer. Let i be a k-variable function whose support is

,7”21%2_1}, where B and v are primitive elements of For. Then v and ¢ sat-

k-
{ﬂl’5l+17 ., g2 1_1} and ¢ be a k-variable Bent function, where B is a primitive element
of For.. Then ¢ and ¢ satisfy (I2).

3.1 Bivariate polynomial representation and algebraic degree

Hereinafter, denote ¢p = ¢or_q = 0 and ¢; = 7 < 2% —2. Let ZQ ot Z? o Pty
®;; € For, be the bivariate polynomial representation of ¢(xy). It is clear that

P = {07 otherwise. (13)

Let Z?ial wjyj and Z?ial @;x' be the univariate polynomial representations of 1 (y) and
@(x) respectively, ¥, p; € For. It is clear that 19 = 1(0) = 0. Since max{deg(¢),deg(y)} =

! The conjecture for D. Tang et al.’s functions was proven in [8].
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k — 1, we have ¥9r_1 = @wor_1 = 0. Let E?ial ?ial Fijxiyj be the bivariate polynomial repre-
sentation of F'(x,y). Then we have

Yy, ifi€ {0,28 —1} and 1 < j <2k -2,
@i, if0<i<2¥—2andje{0,2" -1},
¢i, if1<i=j<2F—2

0, otherwise.

Fij = (14)

We can see that the algebraic degree of F' is equal to 2k — 1 since max{deg(v), deg(¢)} = k — 1.

3.2 Immunity against algebraic and fast algebraic attacks

Before stating our main results, we give some useful notations and lemmas.
Hereinafter we consider ny = ny = k£ and denote

We = {(u,v)| wt(u) + wt(v) < e,0 < u,v < 28 — 1},
Wa = {(a,b)| wt(a) +wt(b) > d +1,0 < a,b < 2" — 1},

Wi = {(a,b) € Wyl <a,b<2F—2}.
For 0 <t <2F—2 let

Wer = {(u,v) € WeJv — u = t(mod 2% — 1)}, (15)
War = {(a,b) € Wy|b — a = t(mod 2" — 1)}. (16)

Let
Wio =Wao \{(2* = 1,0),(0,2" - 1),(2" = 1,2" - 1)}, (17)

and for 1 §t§2k—2, let
W =War \ {(0,1), (28 =1 -¢,0),(2" - 1,1), (2¥ = 1 — ¢,2F — 1)}. (18)
By (0B), (I7) and (IR), it holds that
Was=Way\ {(a,b)|a € {0,2F — 1} or b€ {0,2" — 1}}

and thus Wy, C Wy. In particular, if d > k—1, then Wy, = Wy \{(2¥—1,t), (28 —1—¢,2F 1)}
for ¢ # 0; if d > k, then Wy o = Wap \ {(28 — 1,2 — 1)}

Lemmal Letk>3 and1 <e<k-—1. Then
(1) #Wak—c—14 = #Wey for 0 <t < 2F -2,
(2) #Wop—e_oy = #Wey for 1 <t <2k -2,

Proof. (1) Since (a,b) € Wag—_c—1. if and only if wt(a)+wt(b) > 2k—e and b—a = t(mod 2% 1),
that is, wt(2¥ — 1 —a) + wt(2¥ =1 —b) <eand (28 — 1 —a) — (2 — 1 — b) = t(mod 2¥ — 1),
it follows that (a,b) € Waj_e_1, if and only if (28 — 1 —b,2¥ — 1 — a) € W,;. Therefore
#FWok—e—1t = H#Wepr-

(2) Before checking Lemma [[{2], we prove that the following statements are true for k <
d<2k—land1<t<2%—2

(2a) If wt(t) > d — k+2, then #Wy_,, — # Wy, > 2; if wt(t) =d — k + 1, then #W,_, , —
#Wa, > 1.

(2b) If wt(t) < 2k —d—2, then #Wy_, , — #W,, > 2; if wt(t) = 2k—d —1, then #Wy_, , —
#Wa, > 1.
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First we prove [2a}.

If wt(t) + k — d is even, then there are ((wt(tgv-st-(lf)—d)m) pairs of integers (tq,tp) such that
to + ty = t, supp(ts) C supp(t), supp(ty) C supp(t), wt(ts) = (wt(t) + k& — d)/2 and wt(ty) =
(wt(t)+d—k)/2. Let (a,b) = (2F =1 —t4,t3). For wt(t) > d—k+1 > 1, we know wt(t,) # 0 and
a # 2% — 1; noting that wt(b) = wt(t;) < k, we have b # 2¥ — 1. Then (a,b) ¢ {(2F — 1,1), (2F —
1—1t,28 —1)}. Since b —a =t, + t, = t(mod 2¥ — 1) and wt(a) + wt(b) = k — wt(ts) + wt(t) =
k— (wt(t) +k —d)/2 4+ (wt(t) +d — k)/2 = d, we know (a,b) € WZ_M \ W;yt and therefore

HWi 10— # Wi = ((eerintay o) = 2 when wt(t) > d — k +2.

If wt(t)+k—d is odd, then wt(t)+k—d—1 is even and thus there are at least ((wt(t‘)vi(lj)—:ll—l)/Q)
pairs of nonnegative integers (t4, ) such that ¢t,+t, = t, supp(t,) C supp(t), supp(ty) C supp(t),
wt(te) = (wWt(t)+k—d—1)/2, wt(ty) = (wt(t)+d+1—k)/2 and s+1 € supp(ty), where s satisfies
that (s + 1) mod k € supp(t) and s ¢ supp(t) (since ¢ # 2¥ — 1 we can always find such s). Let
(a,b) = (28K —1—t,—2% t,—2%). Since supp(t,) C supp(t), we know s & supp(t,) and s ¢ supp(tp),
and therefore wt(t, + 2°) = wt(t,) + 1 and wt(tp — 2°) = wt(¢) (noting that s + 1 € supp(ty)),
which also shows that a # 2F —1 and b # 2¥ — 1 and then (a,b) ¢ {(2¥ —1,t), (2F —1—¢,2F —1)}.
Since b—a = t,+1t, = t(mod 28 —1) and wt(a)+wt(b) = k—wt(tq+2°)+wt(tp—2°) = k—wt(ts)—
1+ wt(tp) = d, we know (a,b) € WZ_U \W;t and then #WZ_M - #W:;,t > ((wt(t‘))ﬁ(l?—gl—l)/ﬁ’
which is greater than or equal to 2 when wt(t) > d—k+3 and equal to 1 when wt(t) = d—k+1.

Therefore has been proven. Then we check [2b]. Since (a,b) € Wy, if and only if
(b,a) € Wyor_1_4, we have #Way = #Wgor_|_4, then is derived from by replacing t
with 28 — 1 —¢.

Now we prove Lemma [(2].

By Lemma we know #Wog_e—1+ = #Wey, then taking d = 2k — e — 1 in [2a]) gives
#W;k—e—Q,t > #W;k—e—u‘f'? > #We s for wt(t) > k—e+1; similarly, shows #W;k—e—zt >
#We, for wt(t) < e — 1. Therefore we just need to check for e < wt(t) < k —e with e < k/2.

Denote vy = (2% — 1,t), vy = (28 — 1 —¢,2¥ — 1) and wt((a,b)) = wt(a) + wt(b). Then
wt(v) = k + wt(t) and wt(v_;) = 2k — wt(t).

For e < k/2, if e < wt(t) < k — e, then wt(v;) < 2k — e and wt(v_;) < 2k — e, and thus
vt & Wak—e—1, and v_y € Woy__14, showing that #Woy, o, > # Wy o 1, = #Wap—e—14 =
H#We 1; if wi(t) = e, then wt(v;) = k+e < 2k—e and thus v; & Wag_c_1, and taking d = 2k—e—1
in [2B] gives #Wop o 0; = #Wor—eo1p+1 2 #Wak—e14 \ {01}) = #Wak_e 14 = #Wey; if
wt(t) = k—e, then wt(v_¢) = k+e < 2k —e and thus v_; € Waj_c_1,4, and taking d = 2k —e—1
in gives #W;kfefz,t > #W;kfefl,t +12>#Wak—e—1, \ {v—t}) = #FWap—e—14 = F#FWey.

For e = k/2 and e < wt(t) < k — e with k even, we have wt(t) = k/2. Then there is s with
0 < s <k —1 such that wt(t — 2%) = wt(¢) = k/2 and there is s* with 0 < s* < k — 1 such that
wt(2F —1—1—2%") = wt(2¥ —1—t) = k/2. We can check for k > 4 that 28 —1-2% #£ 2F 1 ¢ —-2%"
(28 —1-2%,6—-2%) € Wy o0, \Wipa_1 and (28 —1—1—25",28—1-2") € Wiy o5 \ Wi ja_14,
and therefore W;k/Q_Qyt > W;k/2_17t +2 2> Wapo_14 = Wiy O

Denote by B*(f;e, d) the matrix obtained by selecting rows (a,b) € WZ from B(f;e,d), that
is,
*(p. _ (\f
B (f’ €,d) - (A(a,b),(u,v)>(a,b)€WZ'
(u,v)EWe
It is clear that B*(f;e,d) is a submatrix of B(f;e,d).

Let B(f;e,d;t) be the submatrix of B(f;e,d) formed by selecting rows (a,b) € Wy, and
columns (u,v) € Wk, that is,

. A f
B(fie.d56) = (Mo ) (wh)e, -
(u,0) EWe, ¢
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We can see that B(f;e,d;t) is a #Wdﬂf X #W,  matrix, where # denotes the number of elements
in a set. The matrix B(f;e,d;t) is conventionally considered as a full column rank matrix when
#We,t =0.

Let B*(f;e,d;t) be the matrix formed by removing rows (0,t), (28 —1 —¢,0), (2¥ — 1,¢),
(2F —1 —¢,2F — 1) and (2F — 1,2F — 1), if any, from B(f;e,d;t), that is,

i (o]
B(fre,dit) = (A(a,m,(u,v)) (a )W,
(u,0)EWe, ¢t

It is clear that B*(f;e,d;t) is a submatrix of B(f;e,d;t). Since Wz,t C W), we can see that
B*(f;e,d;t) is also a submatrix of B*(f;e,d).
Denote
Wao=Wa\ U W
40
and

e, a0\ — (A
BT (f;e,d;0) = (A(a,w,(u,v)) (D)W,
(u,v)EWe 0

1
A=

be an m X m matriz with B;,v; € ¥y, Biv; # 1, 1 < i, j <m. If B; # B and ~y; # ~y; for i # j,
then det(A) # 0.

Lemma 2 [I7]] Let

Lemma 3 Letk >3, 1<e<k—-1<d<2k—e—2.If BY(F;e,d;0) has full column rank,
then B(F';e,d) has full column rank.

Proof. From (I3) we know ®;; # 0 only when i = j. Then from (@) we know Xb(xy)(u v) # 0 only

(a,b),
when b — v = a — u(mod 2* — 1). In other words, )‘?;(%’)(u ») # 0 only when b —a =v—u =

t(mod 2% — 1), 0 < ¢t < 2F — 2. Therefore, the matrix B(¢(zy);e,d) is a quasidiagonal matrix as

B(¢(xy); e, d; 0) 0 0
0 B(¢(zy)se,d;1) - 0
0 0 -+ B(g(zy)se, d; 2 —2)
For (u,v) € W, and (a,b) € W} with a = u, it holds that b # 2¥ —1 and b—v # 2F —1, so we
have A&b)’(u,v) = Yp—y + Yp—y = 0 by (@) and (IA); and we also have )\?a(fzz)/,)(u’v) = 0 by (@) and
(I3). For (u,v) € W, and (a,b) € W with b = v, we similarly have /\f; D) () = )\?a(a;f)/)(u » =0

For (u,v) € W, and (a,b) € W), with a # u and b # v, it holds that a — u & {0,2% — 1} and
b—v ¢ {0,2F —1}, and therefore )\f; b, (u) = )\?a(?)/)(u » by (@), (I4) and (). Thus B*(F;e,d) =
B*(¢(xy);e,d). Then, after appropriate matrix transformations, the matrix B(F';e,d) can be

represented as

B*(¢(xy); e, d;0) 0 e 0

0 B*(¢(xy);e,d;1) - 0

0 0 B(Gay)ed2t - 2)
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By the definition of BT (F';e, d;0), we can see that the above matrix is

BT (F;e,d;0) * *
0 B*(¢(xy)se, d;1) - - 0
0 0 - B*(¢(zy);e, d; 28 — 2)

Thus, we just need to prove that all the matrices B*(¢(xy);e, d;t) with 1 <t < 2F — 2 have full
column rank.

Next we show for 1 < ¢ < 2% — 2 the matrix B*(¢(xy);e, d;t) has full column rank.

For (a,b) € Wy, and (u,v) € Wey, when a = u, by (I3) and (I8) we have b = 2¥ — 1 and
v = 0 (since (a,b) # (u,v)), and thus a = u = (2¥ — 1 — t) mod(2* — 1), which shows that:
for d+1—k < wt(2¥ =1 —1t) < e, a = u if and only if (a,b) = (2¥ — 1 —¢,2F — 1) and
(u,v) = (2% — 1 — ¢,0); for the other cases, there do not exist (a,b) € Wy, and (u,v) € Wey
such that a = w. Similarly, one can obtain that: for d + 1 — k < wt(t) < e, b = v if and only if
(a,b) = (28 — 1,t) and (u,v) = (0,t); for the other cases, there do not exist (a,b) € Wy, and
(u,v) € Wey such that b = v.

Therefore, for (a,b) € W:l,t and (u,v) € W4, we have b—v = a—u(mod 2¥—1), a & {0,2F—1},
b {0,2F—1},a—u ¢ {0,2¥ -1} and b—v ¢ {0,2% — 1}, then from (@) and (I3) we obtain that

o(zy) —
A(a,b),(u,v) = @a—u,b—v = Qa—u-
By Lemma [[{Z], we have #W;}t > #W;k,e,Q’t > #Wepford <2k—e—2.Let U = {u| (u,v) €
We,} and A be an arbitrary subset of {a | (a,b) € Wz,t} such that #A = #U. Let A be the
matrix formed by selecting rows A from B*(¢(zy);e,d;t), that is,

A= (Qsafu)aGA-
ueU

For a € A and v € U, we have 1 < a —, u < 2¥ — 2, and thus by (00),

_ 1
14 ata v’

Pa—u

It is derived from Lemma B that det(A) # 0. Hence the matrix B*(¢(zy); e, d;t) has full column
rank. a

Now we prove that the function F'is APAZ.

Theorem 3 Let k > 3. Then the 2k-variable function F defined as (1) is APAZ. That is, for
any positive integer e with e < k, there is no nonzero function g € Boy with deg(g) < e such
that deg(gF) < 2k —e — 2.

Proof. By Theorem B and Lemma B we just need to prove the matrix BT (F;e,d;0) has full
column rank. Assume without loss of generality that the univariate polynomial representation
of 4 has a monomial y® with algebraic degree equal to k —1, that is, wt(b) = k— 1. Let 1, # 0 be

k .
the coefficient of 3 in the univariate polynomial representation of 1, let Z?:El pixt, ¢; € For,
be the univariate polynomial representation of ¢, and let Z?ial Z?ial Fija'y?, F;j € Fox, be
the bivariate polynomial representation of F(x,y). Since

2k_1

P(zy) = Z pia'y’
i=0

and
F(z,y) = é(zy) + @71+ Duly) + 42+ (),
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we have For_y 5, = 1p and For_q_j, ; =0for 1 <j < 2k 2 and j # b (since 28 —1—5 # b—p 4,
28 —1—j ¢ {28 = 1,0} and b —; j € {2F — 1,0}). By (I3) we have W = {(u, u)| wt(u) < §}.
Thus for (u,v) € We, where e < k, we know v = v and wt(v) < k/2 < k — 1 = wt(b), where
k >3, and thus u = v # 2¥ — 1 and u = v # b. Therefore, for (u,v) € We, it follows from (@)

that )\f;k_l b),(uw) = For_1_yp—y and thus, as mentioned above,

)\F — 1/1b, if (U, U) = (07 0))
(2F=1,b),(u,v) 0, otherwise.

Since wt(b) = k — 1, we know (2F — 1,b) € Way_o C Wy and thus (28 — 1,b) € W;O, for
d = 2k — e — 2. Since v # 0, from the definition of BT (F;e,d;0) it is sufficient to prove the
matrix

B(F;e d;0) = (Af;,b»(u,v)) (a,b)EW o

(u,v)EW?
has full column rank, where W; , = We0\{(0,0)}. By Lemma we have #Wag_c—10 = #We
and thus #W;O > #W;k_e_m = #W; ;. The same proof that B*(¢(zy); e, d;t) has full column
rank (Lemma B) shows that B} (F;e,d;0) has full column rank. Hence we have proven that the
matrix BT (F;e,d;0) has full column rank. ad

Remark 1. The theorem shows that the function F' achieves optimal algebraic immunity. The
same proof of Theorem B gives that for ¥ = 2™t + 1 with ¢ > 1 odd, if £ — 2™ -1 <
max{deg(v),deg(p)} < k — 1, then the function F' is also APAZ. In this case, however, the
algebraic degree of F' is equal to 2k — 2.

Remark 2. Since the balanced function f; proposed in [20] is a special case of functions defined
as (0D), it is also APAZ.

3.3 Nonlinearity

Lemma 4 Let k > 3. Let ¢ be the k-variable function defined as (ID) and ® the 2k-variable
function ¢(xy). Then

8 ok _ 1.

NL@) > 261 kln24+ 5 —In %

™

Proof. For x > 0, we have sinx > x — :%3 by Taylor’s theorem. Then, for 0 < z < 1, it holds that

l_ 1 +§:Sinx—x—|—%2sinx>—%4—%(:5—%):%(1—:52)>0
r sinx 5 rsinz rsinz sinx
and thus 1 )
T
-+ - 19
sinx x+5 (19)
Then, for k£ > 3, we have
4 4
1 2028 —1) 1 T
Z AT <Z<< )+5'22¢: 1>
singgieyy T (2F —1)
22— 1)1 7
AN,
u=1u p=1
25(2F —1) 1
< —. 20
6 +2 (20)
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— <

Since for0 <O <tandt+6<m,
0 t+3 dz

21

sint_/t (21)

)
6 X

taking t = 2(2k 0 and 0§ = m gives
w(2F-3)

k_ k_ s
222 2(21?71) < 222/2(2;’21)+4(2k1) dzx /2(2’61) dzx
o ar = . . N - . .
T R e = I o sinz
3 dx A 97
— [In(tan 2 ~In(tan ———
<) o sinz [n( an 5) o n(tan gor—33)
4(2k—1) 4(2F-1)
9 97
—In(——=) <kln2 —In—. 22
n(gge—q)) <kin2-Ing (22)
The proofs of Theorem 3 and Lemma 1 of [20] show that
ok 2k 2 1
NL(@)>2%1 - — — |14 — | . (23)
2(2k — Z smm
Hence, for k£ > 3, by (20) and (22) we can see that
k_
2k 2 1

2k’
NL(P) > — 14 E + T
(2) 2(2F — 1) « sin 2’2” 5§ = sin 72(2’?_1)

2k 3 25(2’f —-1)  2(2F-1) 97
92kl _ = In2—Iln—
” 2(2F — 1) <2 e )>

2k 25 97
92k—1 _ Eln2+ = —In=— ) —1.
- T ( R 8

This ends the proof of the lemma.
In [20], the function @(x,y) = ¢(xy) was proved to have nonlinearity more than

g2b-1 _ (KIN2 G hovok g,
™

Lemma B shows that the nonlinearity of @ is larger than

kln2+ 2 —In°F kln2
2 5 gk a2 (2224 0.26)
s

™

92k—1 _

which improved the previous result by a difference of about 0.16 - 2"

Theorem 4 Let k > 3. Let F be the 2k-variable function defined as (IA). Then F' is balanced

and
kIn2 % 1 In 2
NL(F) >22’f—1< nEYL T +> ok 1 g2t (M2 o
m 2 m
Proof. Let & = ¢(xy) be the function of Lemma HB. Since supp(®) = {(z,y) | zy €
{1,a,03,--- ,a2k_3}} and ¥ (0) = 0, from (I) we have
=1}

supp(F) = supp(®) U{(0,y) [ ¢(y) = 1} U{(2,0) | ¢(x)
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It is clear that the three sets on the right side of the above equality are disjoint. Then we can
see that
wt(F) = wt(P) 4+ wt(v) + wt(p) = (28 — 1)2F 1 4 21 = 92k—1

and thus F' is balanced.
Since d(®,1) = wt(® +1) < wt(F +1) + wt(F + @) = d(F,1) + 2"~ ! for any | € Bgy, we have

NL(F) > NL(P) — 281,
Then the theorem is derived from Lemma . O

To compared the function F' with the function ¢, we focus on the nonlinearity of ¢. In [4],

C. Carlet and K. Feng showed that the nonlinearity of ¢ is more than 2"~! + EZH 1~
on—1_ 2”7T£2 2. In [22], Q. Wang et al. proposed another form of the function ¢ and improved the
lower bound on the nonlinearity: max{6 L%j —2,2n 1 (W + %)2% }. At almost the same
time, R. M. Hakala and K. Nyberg [12] also obtained a new lower bound 2"~! — WQ%
on the nonlinearity of ¢, through analyzing the nonlinearity of the discrete logarithm in Fon.
Recently, D. Tang et al. [20] further improved the lower bound on the nonlinearity: 2"~! —
(% +0.74)22 — 1. Based on the results of [4] and [20], the following theorem gives our new

n1n2+7—1n7r n

bound: 2771 — —=3 —"925 | x 2"} (”1;2 + 0.48)2%. That is, Tang et al.’s lower bound

™
on nonlinearity of Carlet-Feng function is improved by a difference of about 22 ~2

Theorem 5 Let n > 3. Let ¢ be an n-variable defined as (D). Then

nln2 + % flnwzn

NL(p) >2t — 2 1.
T
Proof. By the proof of [@, Theorem 3|, we know
nooonog |y THETI-1)
237 ‘sm on_q on
£ > 271—1 _ _
NL(p) > on — 1 Z sin 2n“1 2(2n — 1)
pn=1
The proof of [20, Lemma 3] shows that
ol S
: Sln 2n MZO Sin % )
By (), for n > 3, we have
1 1 202" —1) 1 22"—-1) 1 82"—1) 2
S S 2 LG St AT 24
sin T < U + ) * 3m * 5 3m * 5 (24)

s 3
22n—1) SWMapn_7)

Since for 0 <O <tandt+6<m,
t+5
70 </ 2%, (25)

: _ m(2u+1) _ :
taking ¢t = =) and 0 = 57— gives
n—1l_ n—1_ m(2p+1) n—1_ m(p+1) Tr(2"_171)
222 2n7r_1 < 222 2(2n 1)+2(2n 1) dx 222 2#,1 d.’L' B e d.%'
sin m(2utl) = T(2ptl)  _ w sinx L sine [ o« sin -
p=2 2(2m-1) = 227=1) 227-1) p=2 “2m-1 =T

n=2
o [r dx —[1 (t f)]g — lIn(tan ——)
s - = |ln an2 ,. = —n(tan

- sinz S
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an 1) <nln2—Inm.

Hence, for n > 3, we can obtain that

< —In(

n  2n—1_2 1 on

n—1 22 —
NL($) =2 on 1 > —wmaD 2(2n — 1)

p=0 SW 55aT)

n on—1_2
22 1 1 1 2"

=21 - : +— + — | e

2" — ]_ Sin % S1n % MZQ Sjn 72r((§ffi_i)) 2(2" —_ 1)

_ 22 [(8(2"—1) 2 2"—1 on

S gn—1 _ z In2—1 -

on — 1 ( 5 Tyt (i nﬂ) 2027 — 1)

8 _

>2n_1_nln2+3 ln7r2%_

™
O

First we compare the lower bound on the nonlinearity of the function F' defined as ([) with
the function ¢ and the function fo constructed in [20]. Denote by Ny, Ny, and Np respectively
the lower bounds on the nonlinearity of ¢, fo and F. We list in Table 0 these lower bounds for
n from 6 to 18. From this table, one can see that N is better than Nyg and a little smaller than
Ny,. We should point out that the function f; is a special case of the functions defined as (I,

and Ny, can be slightly improved by using Lemma .

Table 1. Comparison of lower bounds on nonlinearity

N, in [20][N, in Th.6]Ny, in [20][Nf in ThA

n
6 15 17 21 20

7 38 41

8 87 92 103 101

9 194 200

10| 417 425 459 452
11 880 892

12| 1831 1847 1930 1914
13| 3769 3792

14] 7701 7734 7932 7896
15| 15650 15697

16| 31674 31740 32196 32121
17] 63910 64002

18| 128659 128790 129824 129665

Then we compare the exact nonlinearity of the function F' with the functions ¢, @ and fs.
Noting that the values of their nonlinearity are related to the primitive elements, we choose the
primitive elements for the function ¢ and the function @ such that they achieve maximum, and
give in Table B these values for n from 6 to 18. The primitive polynomials we choose are listed

in Table B.
To compute the nonlinearity of F', we test some of the functions in Example B. In our

experiment, we set [ = 0 and 8 = v = of, and exhaust all of the possible functions, that is, any

function, denoted by F(,t ), having the form
k_ k_
Flats)(@,y) = d(zy) + (2% 7+ Dyo(y) + (> 1+ V()

with
supp(v)) = {1,a’,--- ,(at)Qk_Ll}, 1<t<2b—2 ged(2*-1,1)=1,



16 M. Liu, D. Lin

Table 2. Comparison of exact values of nonlinearity

n ¢ D f2 in [70] F(a2,1) Frax | Fuin
6| 24 24 22 24 24 20
7| 54

8| 112 112 108 112 112 108
91 236

10| 484 484 480 472 480 472
11| 986

12| 1994 | 1988 1982 1982 | 1986 | 1972
13| 4022

14| 8090 | 8072 8064 8060 | 8068 | 8048
15| 16242

16| 32570 | 32520 | 32508 | 32504 | 32512 | 32480
17| 65250

18|130666|130632| 130616 [130602|130620{130580

Table 3. Primitive polynomials

n 1) o]

6 1+ 2+ a° 1+z+2°

7 1+z+2a7

8 1+22+ 25 +25 428 1+z+azt

9 1+t + 25 +25+4°

10 14422+ +2° +2°+2° 1+z+22+2T+2°
1M1+22+ 25+ + 25+ 28+ 2+ 20 + 2

12 1+z+22+2°+25+ 20+ 272 1+z+a°+a2T+ b
13 1+ + 2 + 25+ 2" + 2T + 2

14 1+22+a8+ 2% + 22+ 28 + 21 1+z24+2°+2%+27
Bll+c+a2++2° +a5 +20 2 27

161+ +a"+a+2"+ a5+ 22 2P+ 20 T+27+ 25+ 27+ 28
17 1+22+at+ 2" + 2 + 2 + 277

Bl+27+2"+2° 4242 "+ 2%+ 2B + 2B 1+ + 2T+ 2° + 25+ 25+ 2°

and
supp(p) = {(a')®, (a!)*t, -+ (")t P71} o< s <2k — 2.

The maximum and minimum values of the nonlinearity of these functions are listed in Table B,
for even n = 2k ranging from 6 to 18. We also list the values of nonlinearity for one of these
functions, i.e. the function F,2 ).

From Table B, we have seen that the nonlinearity of F' is very close to the nonlinearity of
@ and, for even n from 10 to 18, slightly smaller than that of ¢, and that there always is F
which have a slightly better nonlinearity than fs. Here we should point out that sometimes the
nonlinearity of F' is even equal to that of ¢ while any function with a form as ¢(zy) + (ka_l +
1)9(y), e.g. fa, always has a strictly smaller nonlinearity than @.

From the mentioned above, the function F' has a good lower bound on nonlinearity and a
very good nonlinearity, and provides a trade-off between the exact nonlinearity and the lower

bound on nonlinearity.

4 Conclusion

In this paper, it was proven that a family of 2k-variable balanced Boolean functions are almost
perfect algebraic immune. The functions of this family also achieve almost all the other main
cryptographic criteria, including balancedness, optimal algebraic degree and high nonlinearity.
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The lower bound on nonlinearity of Carlet-Feng function was also slightly improved. Even com-
pared with this new lower bound, the functions of that family have a better lower bound. The
computer experiments for 3 < k < 9 shows that the nonlinearity of such functions are very close
to the maximum nonlinearity of Carlet-Feng function, and sometimes better than Tang et al.’s
function.
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