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Abstract. Lossy trapdoor functions, introduced by Peikert and Waters (STOC’08), have received a
lot of attention in the last years, because of their wide range of applications in theoretical cryptography.
The notion has been recently extended to the identity-based setting by Bellare et al. (Eurocrypt’12). We
provide one more step in this direction, by considering the notion of hierarchical identity-based (lossy)
trapdoor functions (HIB-TDFs). Hierarchical identity-based cryptography has proved very useful both
for practical applications and to establish theoretical relations with other cryptographic primitives.
The notion of security for IB-TDFs put forward by Bellare et al. easily extends to the hierarchical sce-
nario, but an (H)IB-TDF secure in this sense is not known to generically imply other related primitives
with security against adaptive-id adversaries, not even IND-ID-CPA secure encryption. Our first con-
tribution is to define a new security property for (H)IB-TDFs. We show that functions satisfying this
property imply secure cryptographic primitives in the adaptive identity-based setting: these include
encryption schemes with semantic security under chosen-plaintext attacks, deterministic encryption
schemes, and (non-adaptive) hedged encryption schemes that maintain some security when messages
are encrypted using randomness of poor quality. We emphasize that some of these primitives were
unrealized in the (H)IB setting previous to this work.

As a second contribution, we describe the first pairing-based HIB-TDF realization. This is also the
first example of hierarchical trapdoor function based on traditional number theoretic assumptions: so
far, constructions were only known under lattice assumptions. Our HIB-TDF construction is based on
techniques that differ from those of Bellare et al. in that it uses a hierarchical predicate encryption
scheme as a key ingredient. The resulting HIB-TDF is proved to satisfy the new security definition,
against either selective or, for hierarchies of constant depth, adaptive adversaries. In either case, we
only need the underlying predicate encryption system to be selectively secure.
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1 Introduction

1.1 (Identity-Based) Lossy Trapdoor Functions

Lossy trapdoor functions, as introduced by Peikert and Waters in [32], have been proved very pow-
erful in theoretical cryptography and received a lot of attention in the recent years (see, e.g., [21,
26,29, 13,27, 37]). Roughly speaking, a lossy trapdoor function is a family of functions that can be
instantiated in two different modes. In the injective mode, the function is injective and can be in-
verted using the corresponding trapdoor. In lossy mode, the function is (highly) non-injective since
its image size is much smaller than the size of the domain. The key point is that lossy instantiations
of the function must be indistinguishable from injective instantiations.

In their seminal paper [32], Peikert and Waters showed that lossy trapdoor functions provide
black-box constructions of chosen-ciphertext secure (IND-CCA) public-key encryption schemes as
well as universal one-way and collision-resistant hash functions. Later on, other applications of
lossy trapdoor functions were discovered: they gave rise to deterministic encryption schemes [5]



in the standard model [10], public-key encryption hedged schemes maintaining some security in
the absence of reliable encryption coins [6] and even public-key encryption with selective-opening
security [8] (i.e., which offer certain security guarantees in case of sender corruption).

Recently, Bellare, Kiltz, Peikert and Waters [9] introduced the notion of identity-based (lossy)
trapdoor function (IB-TDF), which is the analogue of lossy trapdoor functions in the setting of
identity-based cryptography [35]. In the identity-based scenario, users’ public keys are directly de-
rived from their identities, whereas secret keys are delivered by a trusted master entity. In this
way, the need for digital certificates, which usually bind public keys to users in traditional public-
key cryptography, is drastically reduced. Throughout the last decade, several generalizations of
identity-based cryptography were put forth, including hierarchical identity-based cryptography [22],
attribute-based cryptography [33, 23] or predicate-based cryptography [11,28]. In the setting of hi-
erarchical identity-based cryptography, identities are organized in a hierarchical way, so that a user
who holds the secret key of an identity id can generate, use and distribute valid secret keys for any
identity that is a descendant of id in the hierarchy. Hierarchical identity-based encryption (HIBE)
is of great interest due to both practical and theoretical reasons. On the practical side, many or-
ganizations and systems that may need (identity-based) cryptographic solutions are organized in
a hierarchical way. On the theoretical side, generic constructions [15, 16] are known to transform a
weakly secure HIBE scheme (i.e., IND-CPA security against selective adversaries) into (public-key)
encryption schemes with strong security properties, like chosen-ciphertext security [16] or forward-
security [4,15], where private keys are updated in such a way that past encryptions remain safe
after a private key exposure.

Bellare et al. [9] proposed instantiations of identity-based lossy trapdoor functions based on
bilinear maps and on lattices (as noted in [9], almost all IBE schemes belong to these families). The
former makes clever use of an anonymous IBE system (where the ciphertext hides the receiver’s
identity) with pseudorandom ciphertexts whereas the latter relies on lossiness properties of learning-
with-error-based cryptosystems. Moreover, they show that their definition of partial-lossiness for
identity-based trapdoor functions leads to the same cryptographic results as lossy trapdoor func-
tions, but in the selective identity-based setting only, where the attacker must choose the target
identity upfront in the attack game. Namely, in the case of selective adversaries, IB-TDF's satisfying
their definition imply identity-based encryption with semantic security, identity-based deterministic
encryption and identity-based hedged encryption. In [9], it was left as an open problem to prove
that the same results hold in the case of adaptive adversaries.

1.2 Owur Contributions

This paper extends to the hierarchical setting the notion of identity-based (lossy) trapdoor function.

NEW DEFINITION OF PARTIAL LOSSINESS. From a theoretical standpoint, we first define a new
security property for hierarchical identity-based trapdoor functions (HIB-TDFs). We show that a
HIB-TDF which satisfies this property can be used to obtain the same kind of results that are
derived from standard lossy trapdoor functions [32]. Namely, they lead to standard encryption
schemes, to deterministic encryption schemes, and to non-adaptive hedged encryption schemes,
which are secure in the hierarchical identity-based setting, in front of adaptive-id adversaries. Since
HIB-TDFs contain IB-TDFs as a particular case, our results for adaptive adversaries solve an open
problem in [9]. Interestingly, the pairing-based IB-TDF of Bellare et al. [9] can be proved to also
satisfy the new security property. As a consequence, it provides adaptively secure deterministic and
hedged IBE schemes. Recently, Xie et al. [38] designed an adaptively secure D-IBE system using



lattices. The construction of [9] is thus the first adaptively secure pairing-based realization.

CONSTRUCTION OF A PAIRING-BASED HIERARCHICAL TRAPDOOR FUNCTION. On the construc-
tive side, we focus on pairing-based systems where, as already mentioned in [9], greater challenges
are faced. Indeed, in the hierarchical scenario, anonymity — which was used as an important ingre-
dient by Bellare et al. [9] — has been significantly harder to obtain in the world of bilinear maps
than with lattices [17,1,2]: for example, the first pairing-based anonymous HIBE system [12] ap-
peared four years after the first collusion-resistant HIBE [22]. Moreover, very few anonymous IBE
systems seem amenable for constructing IB-TDFs, as noted in [9] where a new scheme was specially
designed for this purpose.

Using bilinear maps, we thus construct a HIB-TDF and prove that it satisfies our new definition
of partial lossiness under mild hardness assumptions in groups of prime order. As an intermediate
step, we design a hierarchical predicate encryption (HPE) system [34, 30] with suitable anonymity
properties, which may be of independent interest. Perhaps surprisingly, although this scheme is
proved secure only against weak selective adversaries (who select their target attribute set before
seeing the public parameters), we are able to turn it into a HIB-TDF providing security (namely,
our new version of partial lossiness) against adaptive adversaries for hierarchies of constant depth.
To the best of our knowledge, our HIB-TDF gives rise to the first hierarchy of trapdoor functions
which does not rely on lattices: realizing such a hierarchy using traditional number theoretic tech-
niques was identified as an open problem by Cash et al. [17].

Beyond its hierarchical nature, our construction brings out an alternative design principle for
(H)IB-TDFs. The idea is to rely on hierarchical predicate encryption (HPE) to deal with hierar-
chies. Namely, public parameters consist of a matrix of HPE encryptions and, when the function
has to be evaluated, the latter matrix is turned into a matrix of (anonymous) HIBE ciphertexts.
The homomorphic properties of the underlying HIBE then make it possible to evaluate the function
while guaranteeing a sufficient amount of lossiness in lossy mode.

While the pairing-based construction of Bellare et al. [9] builds on an adaptively secure anony-
mous IBE, our (hierarchical) IB-TDF is obtained from a selectively weakly attribute-hiding HPE
system. This result is somewhat incomparable with [9]: on one hand, we start from a more power-
ful primitive — because predicate encryption implies anonymous IBE — but, on the other hand, we
need a weaker security level to begin with. Both (H)IB-TDF constructions rely on specific algebraic
properties in the underlying IBE/HPE and neither is generic. It would be interesting to see if a
more general approach exists for building such functions.

1.3 Discussion on the Implications

Combining our HIB-TDF with the theoretical implications of our new security property, we obtain:
(1) a semantically secure HIBE encryption scheme under adaptive adversaries, (2) the first secure
deterministic HIBE scheme*, (3) the first HIBE scheme that (non-adaptively) hedges against bad
randomness, as advocated by Bellare et al. [6].

In the case of adaptive adversaries, these results only hold for hierarchies of constant depth (said
otherwise, we do not provide full security). However, using our definition of partial lossiness or that
of Bellare et al. [9], this appears very difficult to avoid. The reason is that both definitions seem
inherently bound to the partitioning paradigm. Namely, they assume the existence of alternative
public parameters, called lossy parameters, where the identity space is partitioned into subsets of

* See [38] for a recent and independent construction, in the (non-hierarchical) IBE case.



injective and lossy identities. The definition of [9] intuitively captures that a fraction d of identities
are lossy in the case of lossy parameters. In the hierarchical setting, the analogy with HIBE schemes
suggests that all ancestors of a lossy identity be lossy themselves. Hence, unless one can make
sure that certain lossy identities only have lossy descendants, the fraction § seems doomed to
exponentially decline with the depth of the hierarchy.

Finally, due to the results of Canetti, Halevi and Katz [15], our construction also implies the first
forward-secure deterministic and hedged public-key encryption schemes (note that selective security
suffices to give forward-secure public-key cryptosystems). Although our scheme is not practical due
to very large ciphertexts and key sizes, it provides the first feasibility results in these directions.

2 Hierarchical Identity-Based (Lossy) Trapdoor Functions, and Applications

In this section we extend to the hierarchical scenario the definitions for identity-based (lossy)
trapdoor functions given in [9].

SYNTAX. A hierarchical identity-based trapdoor function (HIB-TDF) is a tuple of efficient algo-
rithms HF = (HF.Setup, HF.MKg, HF.Kg, HF .Del, HF .Eval, HF .Inv). The setup algorithm HF.Setup
takes as input a security parameter o € N, the (constant) number of levels in the hierarchy d € N,
the length of the identities p € poly(o) and the length of the function inputs n € poly(p), and
outputs a set of global public parameters pms, which specifies an input space InpSp, an identity
space |dSp and the necessary mathematical objects and hash functions. The master key generation
algorithm HF.MKg takes as input pms and outputs a master public key mpk and a master secret
key msk. The key generation algorithm HF.Kg takes as input pms, msk and a hierarchical identity
(id1,...,idg) € IdSp, for some £ > 1 and outputs a secret key SK(iq, .. id,)- The delegation algorithm
HF .Del takes as input pms, msk, a hierarchical identity (id1,...,id), a secret key SK(q,  iq,) for
it, and an additional identity idgt1; the output is a secret key SK(iq; ... id,,id,,) for the hierarchical
identity (idy,...,ids,ides1) iff (id1,...,ids,idsy1) € 1dSp. The evaluation algorithm HF.Eval takes as
input pms, msk, an identity id = (idy,...,id;) and a value X € InpSp; the result of the evaluation is
denoted as C'. Finally, the inversion algorithm HF.Inv takes as input pms, msk, a hierarchical iden-
tity id = (idy,...,ids), a secret key SKjq for it and an evaluation C', and outputs a value X € InpSp.
A HIB-TDF satisfies the property of correctness if

HF.Inv(pms,mpk, id, SKq, HF.EvaI(pms,mpk, id = (idy, ..., idg),X)) = X,

for any X € InpSp, any pms, (mpk, msk) generated by HF.Setup and HF.MKg, any hierarchi-
cal identity (id1,...,id;) € IdSp and any secret key SK(q, . i, generated either by running
HF.Kg(pms, msk, (idy, . . .,idg)) or by applying the delegation algorithm HF.Del to secret keys of
shorter hierarchical identities.

Before formalizing the new definition of partial lossiness for a HIB-TDF, let us recall the notion
of lossiness: if f is a function with domain Dom(f) and image Im(f) = {f(xz) : = € Dom(f)}, we

say that f is w-lossy if A(f) > w, where \(f) = log “ﬁomn(l%‘)‘

To properly define lossiness in the IB setting, it will also be useful to consider extended HIB-
TDFs, which differ from standard HIB-TDFs in that, in the latter, the algorithm HF.Setup speci-
fies in pms an auxiliary input space AuxSp, and HF.MKg takes as additional auxiliary input aux €
AuxSp. Also, given some HIB-TDF HF = (HF.Setup, HF.MKg, HF.Kg, HF .Del, HF .Eval, HF .Inv), a sib-
ling for HF is an extended HIB-TDF LHF = (HF.Setup, LHF.MKg, LHF .Kg, HF .Del, HF .Eval, HF .Inv)

whose delegation, evaluation and inversion algorithms are those of HF, and where an auxiliary space




AuxSp is contained in pms <— HF.Setup(p), so that 1dSp C AuxSp.

Looking ahead, we will define, as in [9], two different experiments: one corresponding to the
standard setup and one corresponding to the lossy setup, in one of them the experiment will in-
teract with a standard HIB-TDF, in the other one with a sibling in which some identities lead to
lossy evaluation functions. The notion of extended HIB-TDF will serve to construct both of these
functions as an extended HIB-TDF but with different auxiliary inputs 3(©), (1.

2.1 A New Security Definition for HIB-TDF's

The basic security property of a trapdoor function is one-wayness, which means that the function
is hard to invert without the suitable secret key. In the identity-based setting, one-wayness is re-
quired to hold even when the adversary has oracle access to the secret keys for some identities.
Partial lossiness for identity-based trapdoor functions was introduced in [9], where it was proved
to imply one-wayness. Roughly speaking, partial lossiness requires that the weighted difference of
the probability that any adversary outputs 1 in the lossy or in the real setup is negligible. For the
selective case, the weights can simply be set to 1 and it can be proved that an IB-TDF satisfying
their notion of partial lossiness in the selective scenario can be used to build: (1) identity-based
encryption (IBE) schemes with selective IND-CPA security, (2) selectively secure deterministic IBE
schemes, (3) selectively secure hedged IBE schemes. However, these results are not known to be
true in the adaptive setting, in particular, the definition is not even known to yield an IND-ID-CPA
secure encryption scheme.

To address this question, we propose an alternative definition for the partial lossiness of (hi-
erarchical) identity-based trapdoor functions — in particular, they also result in a new definition
when the hierarchy depth is equal to 1, the case considered by Bellare et al. [9]. We will show that
a HIB-TDF satisfying this new definition gives a secure construction of the same primitives we
mentioned for the selective case.

As in [9], we define two different experiments, a lossy experiment and a real experiment. For
any adversary A against a HIB-TDF, and any ¢ € (0,1), the REALﬁlELHF’p’w’C experiment and
the LOSSYﬁF,LHF,P,w,g experiment are parameterized by the security parameter ¢ (which we will
usually omit in the notation) and values ((¢),w(g). The value ¢ will be important to show that
our construction implies other cryptographic primitives. Intuitively, ¢ will be the advantage of an
adversary against a cryptographic scheme the security of which is reduced to the security of the
HIB-TDF. The experiment also takes as input the specification of some efficient algorithm P which
takes as input ¢, pms, mpk;, msky, IS, id*, and outputs a bit ds. This procedure P can be, in general,
any probabilistic and polynomial-time algorithm. In the security analysis of the selectively secure
version of our HIB-TDF, P will be the trivial algorithm that always outputs do = 1. In other
cases, P could be a more complicated algorithm; for instance, in order to prove the security of the
adaptive-id version of our HIB-TDF, we will take as pre-output stage P Waters’ artificial abort
step. Actually, procedure P is a way to relax the security requirements in Denition 1, in order to
allow the possibility of building cryptographic schemes from secure HIB-TDFs, in a black-box way.

Finally, the value w is related to the lossiness of the trapdoor function. To simplify notation,
we will simply write REAL instead of REAL{je | yf p, ¢ and LOSSY instead of LOSSY{e | i p o c-

For compactness, we present the two experiments as a single experiment depending of a bit S:
the challenger C, who interacts with the adversary A, runs either REAL if 5 = 0 or LOSSY if 5 = 1.
Also, some instructions of both experiments depend on whether selective or adaptive security is
being considered. We say that a hierarchical identity id = (idy,...,idy) is a prefix of another one
id* = (id7,...,id}.) if £ < ¢* and id; = id} for every ¢ = 1,...,¢. We denote it by id < id*.



0. C chooses global parameters pms by running HF.Setup. The parameters pms are given to A,
who replies by choosing a hierarchical identity id" = (idi, e idL), for some (1 < d.

1. C runs (mpkgy, mskg) < HF.MKg(pms) and (mpk;, msk;) < LHF.MKg(pms,auz = id"). The
adversary A receives mpkg and lists .S < ), QS < () are initialized.

2. A can make adaptive queries for hierarchical identities id = (idy,...,id;) and identities idp41.

- Create-key: A provides id and C creates a private key SKiq. If 8 = 0, SKjq is created by
running HF.Kg(pms, msko, id). If § = 1, it is created by running LHF.Kg(pms, msky,id). The
list @S is updated as QS = QS U {id}.
- Create-delegated-key: A provides id = (idy,...,idy) and idsy; such that id € @QS. The
challenger C then computes SK;y for id’ = (idy,...,idsy1) by running the delegation algo-
rithm HF.DeI(pms, mpkg, S Kid, idg+1). The list QS is updated as QS = QS U {id'}.
- Reveal-key: A provides id with the restriction that if A is selective, then id £ id". C returns
Lifid € QS. Otherwise, SKjq is returned to A and the list 1.5 is updated as IS = ISU{id}.
3. The adversary A outputs a hierarchical identity id* = (idj,...,id}.) and a bit d4 € {0,1}. If A
is selective, then id* = idf. In the adaptive case, no element of IS can be a prefix of id*. Let d; be
the bit dy := (Vid € 1.5, X (HF.Eval(pms, mpky, id, -)) = 0) A (A (HF.Eval(pms, mpk,,id*,)) > w).
4. C sets dy to be the output of the pre-output stage P with input ¢, pms, mpk;, msky, I.S, id*.

5. The final output of the experiment consists of {d4, d, .}, where d2, = =d; Ady € {0,1}.
. . . A _ A
For notational convenience, from now on, let us define dZ;, = da A d”Z ;-

Note that, in the lossy experiment, some identities may lead to lossy functions, which can be
detected by A if it queries the secret key for such an identity. This causes an asymmetry when
comparing the real and the lossy experiments. For this reason, Bellare et al. defined the advantage
of a distinguisher among the lossy and real experiments as the weighted difference of the probability
of outputting 1 in the real case minus the same probability in the lossy case. Our solution is different:
we force the experiment to adopt the same behavior in the real and lossy settings: if a query would
force the LOSSY experiment to set the bits d; or d2 to 0 (and, as a consequence, setting dépp =0),
then it also forces the REAL experiment to set di or do to 0, respectively. Therefore, the difference
of probabilities in our definition (see condition (i) below) is not weighted.

Definition 1. A HIB-TDF is (w,d)-partially lossy if it admits a sibling and an efficient pre-output
stage P such that for all PPT adversaries A and for all non-negligible (, there exist two non-
negligible values €1, €2 with § = €1e5 such that the following three conditions hold:

(i) the following advantage function is negligible in the security parameter o:

AV e p o (A) = | Prlds, = 1| REAL] — Prldzt, = 1] LOSSY]| (1)
(ii) Pr[d2,, .. =1| REAL] > €.
(iii) if A is such that Pri[da =1 | REAL] — 3 > (, then
1
Prldg =1 | REAL Ay, = 1] - 3> e G (2)

where § may be a function of g the maximal number of secret key queries of A.



As said above, condition (i) is a simple modification of the definition of partial lossiness of Bellare
et al. [9]. We add condition (ii) to rule out some cases in which the definition would be trivial to
satisfy, like the case where the procedure P aborts with overwhelming probability or the case where
the sibling admits only lossy identities: in any of these scenarios, we would have d_,p+ = 1 with
negligible probability, which would render the scheme useless with the sole condition (i). Then, we
add a third condition (iii) which allows reducing HIB-TDFs to other primitives. Roughly speaking,
this condition guarantees that the probability of aborting is somewhat independent of the behavior
of any computationally bounded adversary. Interestingly, it is possible to prove (by proceeding
exactly as in the proof of our HIB-TDF) that the pairing-based IB-TDF described by Bellare et al.
[9] satisfies our new partial-lossiness definition.

2.2 Implications of Lossy (H)IB-TDFs: the Example of (H)IBE

Using the same argument as in [9], it is quite easy to prove that a HIB-TDF which enjoys the
new version of the partial lossiness property is already one-way, in both the selective and adaptive
settings. In this section we prove that a HIB-TDF which satisfies our new security definition can
be used to build other primitives in the hierarchical identity-based security, with security against
adaptive adversaries. We detail the example of hierarchical identity-based encryption (HIBE) with
IND-CPA security®. The construction is the direct adaptation of the Peikert-Waters construction
[32] in the public-key setting.

Let HF be a HIB-TDF with message space {0,1}" and lossiness w, and H a family of pairwise
independent hash functions from {0,1}" to {0,1}' where I < w — 21g(1/ezxz) for some negligible
errr. The HIBE scheme has message space {0, 1}!. Its setup, key generation and key delegation
algorithms are basically the same ones as those for HF, the rest are as follows:

MKGen(pms) ‘ Enc(pms, mpk, m,id) ‘ Dec(pms, mpk, SKiq4, C, id) ‘
(mpk’, msk) < HF.MKg(1¥) x <« {0,1}" x = HF.Inv(pms, mpk, SKjq, c1, id)
h<+ H ¢1 = HF.Eval(pms, mpk, id, x) m = co @ h(x)

mpk = (mpk’, h) co =h(z)e&m Return m

Return mpk Return C = (¢, ¢2)

We prove the following theorem.

Theorem 1. If HF is (w,0)-partially lossy for some non-negligible value of &, then the HIBE
scheme II described is IND-ID-CPA secure. In particular, for every IND-ID-CPA adversary B
against Il there exists a PPT adversary A against HF such that
Ad lossy A) > 2 5-Ad ind—id—cpa B
VHELHF, P w,c (A) = 3 ¢ Aadv (B) —v(o)
for some negligible function v; both adversaries A and B run in comparable times.

Proof. Let us assume that an adversary B has advantage at least  in breaking the IND-ID-CPA
security of the HIBE scheme II, for some non-negligible (. We build an adversary A that breaks the
condition (i) of Definition 1 assuming that conditions (ii) and (iii) are satisfied. Our adversary A,
who interacts with a challenger that runs either the experiment REAL or the experiment LOSSY,
proceeds to simulate the challenger in the IND-ID-CPA game with B as follows.

5 The cases of deterministic HIBE and hedged HIBE are discussed in Appendices C and D.



A forwards an identity id' to its challenger, which is some random identity in the adaptive case
or corresponds to the challenge identity chosen by B in the selective case. When the challenger
runs the setup and gives the output to A, A forwards this information to B together with a hash
function h < H. When B asks for a secret key for a hierarchical identity id, A forwards the query to
the experiment and forwards the reply to B. At some point, B outputs (mqg,my,id*), with id’ = id*
in the selective case. Adversary A then forwards id* to its challenger, chooses v < {0, 1} at random
and encrypts m., under the identity id*. After some more secret key queries, B outputs a guess 7/
and A outputs d4 =1 if v =+ and d4 = 0 otherwise.

In the REAL setting, we will have

1 1
Pr[y = 9| REAL] — o = Prld = 1| REAL] - o > ¢,

since A perfectly simulated the IND-ID-CPA game with B. This inequality can be combined with
conditions (ii) and (iii) of the definition of (w, §)-partial lossiness (which we assume to be satisfied
by HF), and we obtain

1
Pr[dA,.,;=1| REAL] - ( Prldg = 1| REALA A, = 1] — 3 ) > e1eaC. (3)

On the other hand, as proved in [9], in the LOSSY setting when id* is lossy, the advantage of B in
guessing «y is negligible. Indeed, since we are using a pairwise independent hash function, the Leftover
Hash Lemma [24] (more precisely, its variant proved in [18]) implies that the distribution of CQ given
c1 is statistically close to the uniform distribution. We thus have Pr[d4 = 1| LOSSY A dA

—abort
1] < % + ermr, for some negligible function ez gy,. Since d6 dﬁaboﬁ A dy, we find
Pr(d4, = 1| LOSSY] =Pr[d4 = 1 | LOSSY A dZ0ps = 1] Pr[d4,,, = 1 | LOSSY]
< (4 cums) - Prld =1 | LOSSY]
< 5 (Prliy = 1| REAL + AdvE e p (A) T (4)

for some negligible function v € negl(p). The last equality follows from the fact that we can assume
that Pr[d4,,,,, = 1| LOSSY] ~ Prld,,,,, = 1| REAL] < AdViYye p., o (A): otherwise, we can easily
build a distinguisher® against condition (i) of the partial lossiness definition. If we plug (4) into the
definition of Advﬁ,ﬁf{HF’PMC (A), we obtain

=1| REAL] — Pr[dZ =1 | LOSSY]|

lossy
AdVyE L E p (A = [Prld exp

exp

> Pr[dA

—abor

1
t—1|REAL].< [A_1|REALAdmbOTt_1]_>‘ (5)

1
Advl-(I)IS:S{HF PucA) =1,

so that there exists U € negl(p) such that

1
;= 1| REAL]- <Pr[dA =1|REALAdA,,,, =1] - )‘ —D.

1
AdVI-LI)IS:S}L,HF Puc(A) = 5

- |Pr[dA

—abor

5 This distinguisher A; is obtained from A by ignoring d4 € {0,1} and replacing it by a 1, so that dA or = dmp.



This means that Advﬁ,ﬁf{HFP’w’C(A) is non-negligible since § = €€z and the right-hand-side mem-
ber of the above expression is at least (2/3)-0-( —v. In other words, any adversary guessing 7' =
with non-negligible advantage ¢ in REAL necessarily contradicts condition (i). O

3 Interlude: Hierarchical Predicate Encryption

In this section we propose a new hierarchical predicate encryption scheme with the attribute-
hiding property, which will be used as an ingredient to build, in the next section, a hierarchical
identity-based (lossy) trapdoor function. The syntax and security model for hierarchical predicate
encryption schemes are recalled in Appendix A.1.

3.1 Some Complexity Assumptions

We consider groups (G, G, Gr) of prime order p for which an asymmetric bilinear map e : G x G—
Gr is efficiently computable. We will assume that the DDH assumption holds in both G and G,
which implies that no isomorphism is efficiently computable between G and G. The assumptions
that we need are sometimes somewhat stronger than DDH. However, they have constant size (i.e.,
we de not rely on ¢-type assumptions) and were previously used in [20].

The Bilinear Diffie Hellman Assumption (BDH): in bilinear groups (G, G, Gr) of prime or-
der p, the distribution Dy = {(g, ¢%, ¢, 9, §% §°, e(g,9)%°) | a,b,c & Z,}, is computationally
indistinguishable from Dy = {(g, g%, ¢¢, 4, %, d°, e(9,9)*) | a,b,c,z < Zy}.

The P-BDH,; Assumption: in asymmetric bilinear groups (G, G, Gr) of prime order p, the dis-
tribution Dy = {(g, ¢%, 9%, ¢¢, 4, 9%, G°, 9*°) | a,b,c & Z,} is computationally indistinguishable
from Dy = {(g,9% 9", 9.3, 5% 8", 9%) | a,b, ¢,z & Zy}.

The DDH> Assumption: in asymmetric bilinear groups (G,(G, Gr) of prime order p, the dis-
tribution Dy = {(g, g, 4% 9°, §%) | a,b <& Z,} is computationally indistinguishable from the

distribution Dy = {(g, 9, 9%, 3°, §°) | a,b,z & Lp}.

3.2 A Selectively Secure Weakly Attribute-Hiding Hierarchical Predicate
Encryption Scheme

The construction is inspired by the Shi-Waters delegatable predicate encryption scheme [34] (at
a high-level, it also bears similarities with the lattice-based scheme of [3]). However, we have to
turn it into a predicate encryption scheme for inner product relations (like the one of Okamoto
and Takashima [30]) instead of a hidden vector encryption [11]. Another difficulty to solve is that
we cannot use composite order groups as in [34] because, in our HIB-TDF of Section 4, one of
the subgroups would eventually leak information on the input in lossy mode (this is actually what
happened with our initial attempt). For this reason, we chose to work with prime-order groups and
used asymmetric pairing configurations to anonymize ciphertexts. As a benefit, we obtain a better
efficiency than by using the techniques of [11] by reducing the number of pairing evaluations.

Setup(p,d, i1): given a security parameter o € N, the (constant) desired number of levels in the
hierarchy d € N and the desired length p of the attribute vectors at each level, choose asymmetric
bilinear groups (G,G, Gr) of order p, where p > 22. Choose ¢ & G, § & G. Then, pick
a, 0y, 0y & Z,, and set v = g*, v = g™, w = ¢g* and w = g*v. For 41 = 1,...,d and



io =0,..., 1, choose a;, j, & Z,, and compute h;, ;, = g*12 € G and iLihZ‘Q = g%1i2 € G . The
master public key is defined to be

mpk = (Uv w, e(gaﬁ)a’ {hi17i2}i1€{1,‘..,d}, igG{O,...,,u})

while the master secret key is msk := (g, §%, 0, 0, {ﬁi1,i2}i1€{1,...,d}, 126{0’.“,#}).

Keygen (msk, (X1,... ,X@)): to generate a private key for vectors (Xi,...,X;) with ¢ < d, parse
msk as (g,@,w, {hiy o Yirequ,...ay, i2e{0,__7u}). For iy =1 to ¢, parse X;, as (@i, 1,...,Ti, u) € L.
Choose 7, & Zy and 71,...,7¢ & Zy, for iy € {1,...,£}. Then, compute the decryption
component SKp = (D, Dy, {DZl i,—1) of the key as

J4
=g I (TT ki)™ -am, Dy =0, Dy =™

To define the elements of its delegation component SKpr,

({EKjk» Ljs Lj iy > Lo j kY jeqes1, ..y, ke{1,..u}, ine{l,..c})

pick s; ¢~ Ly, $jkin & Ly, Sw,jk & Zy for iy € {1,..., 4}, i2 € {1,..., u} and set:

11,22 Js

o 7%i1,i2\S4,k,iy  1.55 ASw. ik a8  ~Sik _ ASw.ik
Kiw= [T (L] Ailig?) ™ vty L= 0%, Ly, = 0500, Ly jp = 070k,

Output the private key SK = (SKD, SKDL).

(X1,X0)
Del(igate(mpk, (Xl, e Xg), SK()ZL---X@)’ )_QH): parse the key SK(le---7X£) as (SKp,SKpr). Given,
X1 = (o415 -+, Te1,u) € Zjy, do the following.
1. Randomize SKpy, by raising all its component to some z & Z,,. Call this new key SK DL

and write its elements with a hat (e.g., IA(j,k =KzZ,).
2. Compute a partial decryption key

£ Iz
. STep1e 7 Tiyig Je+Li Tet1,k 52+1 WSwt —_7
Kevr = H Kk = H (H higiiy? )7t H heye ) 1 Ley1ev1 = Loy,
k=1 i1=1 ig=1
] Top1k  _ nSpt1 . TeLk _ psu
Lyt = HLerlkzl =%+l for 4y € {1,...,4}, Lyygi1 = HLwéJrlk w, 041
where we define the exponents spi1;, = 2+ Y h_; Se41k4 - Teg1,x for iy € {1,...,¢}, and

Swltl =2 9 e Swil+1k * Tob1k-

3. Forall j € {{+2,...,d}, k € {1,...,u}, compute re-randomized versions of the partial
decryption key by raising the partial decryption key to a random power 7; j & L,

(Jk) _ g ik (Gk)  _ ik (k) _ ik 041
Ké—i-l _KE—H’ LwZ—H Lw@—i—l’ {Lﬁ—i—l a1 Z—i—lzl}zl 1

These values will be used to compute the delegation component of the new key at step 5.
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4. Compute a decryption component SK}, = (D', D, ,,{D: 1}“1 ) for the delegated key by

i1=1

setting D' = D - Kyy1, Dy, = Dy - Lygr1. Then, define D), ; = L1041 and, for each

w
11 € {1, ces ,6}, set D7/«1 = Di1 . Lg+17i1.
5. Compute a delegation component for the delegated key. For each j € {¢ + 2,...,d}, set
L;-:Lj. Then, for k=1 to g and i1 =1 to £ + 1, set

I (4,k) / 7 . (4:k) / T (4:k)
gk — Kj - Kz+1 ) Lw,j,k = Ly jk - Lw,£+1 Gkl Ljp, - L€+1,i1’

where EM,gH =1 for all j, k. The new delegation component SK7,; is

! / ! /
({8 Lo L s Lo Y2, oy, ke, irefl,...e3)

Return the delegated private key SK = (SK},,SKp,).

(X1, X041)
Encrypt(m pk, (}71, . ,}75), M ): given mpk, a plaintext M € Gp as well as a hierarchy of vectors
}71 = (Y105 Yip)s s YH = (Yx,15- - - Yn,u), choose s il Z;‘, and compute

_ Qs _ .8 _ .8 _ Yiq.i s
Co=M -e(g,0)"?, Cy, =v°, Cy = w?, {Ci,4p = ( 0 hz‘l,iz) Yire{l,n}, i2€{l,mu}s

The ciphertext is C = (Co, Cys Couy, {Ciy i Yirefa,... i, igG{l,...,,u})‘
Decrypt(mpk, ()?1, e ,Xg), SK()?l LR C): parse the private key SK(X1 L%, 88 (SKD, SKDL),

.y

where SKp = (D, Dy, {Dil}é ) and the ciphertext C' as (C’o, Cy, Cuy,s {Ch,iz}ile{l,...,m}, ,-26{17“.#}).

i1=1

1. For each i; € {1,...,¢}, compute C;, = [[/'_, C; 172 = (R s " - TIE R )%

in=1 Yiy ig i1,0 io=1"Yiy iy
2. Return M if M = Cy-e(C,,, D)~ -e(Cyy, Dw)-Hflzl e(Cyy, Dy, ) is in the appropriate subspace’
of Gp. Otherwise, return L.

We show that our scheme is correct in Appendix A.2. Our HIB-TDF uses the predicate-only
variant of the above scheme, obtained by discarding the ciphertext component Cy (which contains
the payload) and the factor g from the private key component D.

We remark that the number of pairing evaluations only depends on the depth ¢ of the predicate
(X Tyoo- ,)Z ¢) encoded in the private key and not on the dimension u of vectors at each level. Except
a recent fully secure construction [31], all previous schemes required O(¢ - 1) pairing evaluations
to decrypt. In our HIB-TDF of Section 4, this will make it possible to invert a function admitting
n-bit inputs by computing O(¢ - n) pairings, instead of O(¢-n - p).

The new HPE scheme is selectively weakly attribute-hiding under the BDH, P-BDH; and DDH,
assumptions, as established by Theorem 2. The security of its predicate-only variant (which is the
one used as a key ingredient in the design of our HIB-TDF) relies only on the latter two assumptions.

Theorem 2. The HPE scheme is selectively weakly attribute-hiding (in the sense of Definition 2
in Appendiz A.1) if the BDH, P-BDH, and DDHy assumptions hold in (G,G,Gr). (The proof is
given in Appendix A.3).

" As in [11,28], the plaintext space is restricted to have a size much smaller than |Gz| to make sure that the
decryption algorithm returns L if an unauthorized key is used to decrypt.
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4 A Hierarchical Identity-Based (Lossy) Trapdoor Function

From the HPE scheme of Section 3.2, our lossy function is obtained by including a n X n matrix of
HPE ciphertexts in the master public parameters. As in the DDH-based function of [32], each row
of the matrix is associated with an encryption exponent, which is re-used throughout the entire
row. Each column corresponds to a different set of public parameters in the HPE system.

The HIB-TDF that we construct is actually an extended HIB-TDF, and so the master key
generation protocol takes an auxiliary input. Depending on the value of this auxiliary input, we
obtain the trapdoor (injective) function or a partially lossy function, used in the security proofs.
Actually, all HPE ciphertexts in the above-mentioned matrix correspond to different hierarchical
vectors (y1,...,yd) € Zg'“ , depending on the auxiliary input. The selective weak attribute-hiding
property of the HPE scheme guarantees that the two setups are computationally indistinguishable.

In order to evaluate a function for some hierarchical identity id = (idy,...,idy), the first step
of the evaluation algorithm computes a transformation on HPE ciphertexts so as to obtain a
matrix of HIBE ciphertexts. During this transformation, a set of inner products {(y;,, idi1>}flzl
is calculated in the exponent in the diagonal entries of the matrix. The transformation provides
a n x n matrix (8) of anonymous HIBE ciphertexts that are always well-formed in non-diagonal
entries. As for diagonal entries, they contain “perturbed” HIBE ciphertexts: at each level, one
ciphertext component contains a perturbation factor of the form (y;,,id;, ). In this matrix of HIBE
ciphertexts, random encryption exponents are again re-used in all positions at each row.

The function evaluation is then carried out as in [32], by computing a matrix-vector product
in the exponent and taking advantage of homomorphic properties of the HIBE scheme over the
randomness space. The function output can be seen as a set of n anonymous HIBE ciphertexts —
one for each input bit — which are well-formed ciphertexts if and only if the corresponding input
bit is 0 (i.e., if and only if the perturbation factors {(y;,, idi1>}flz1 are left out when computing the
matrix-vector product in the exponent). The function is thus inverted by testing the well-formedness
of each HIBE ciphertext using the private key.

4.1 Description

HF.Setup(o,d,n, ;1): given a security parameter o € N, the (constant) desired number of levels
in the hierarchy d € N and integers u,n € poly(p) specifying the length of identities and that
of function inputs, respectively, choose asymmetric bilinear groups (G,G,Gr) of prime order

p > 2¢. Define InpSp = {0,1}", Xip = {(1,x) : x € Z;f—l}, IdSp = EI(DSd) and AuxSp = Zg'“. The
public parameters are pms = (p, (G, G,GT), d,n, u, InpSp, IdSp,AuxSp).

Since HF is an extended HIB-TDF, the master key generation algorithm of our HIB-TDF receives
an auxiliary input y € AuxSp. Here, it is seen as a concatenation of d row vectors y1,...,yq € Zj.

HF.MKg(pms, y): parse the auxiliary input as 'y = [y1]...|y4] € ZZ'”, and proceed as follows.
1. Choose a, ¢ Z%, ay ¢~ (Z3)", and a) & (Z;)dx(“ﬂ)xn. Define v = g%, v = g%,

w =g € G" and W = g € G™. Likewise, set up vectors h = g ¢ Gd*(ut1)xn
and h = g € G*W+Dxn_ Define

PP ore 1= (v, {wll]}, =1, {hlit, 2, L]} equ,.. d}izeq0,...n, l1€{1,...,n}>

2. For iy =1 to d, parse y;, as (yi[1],...,yi, 1)) € Z5. For ls = 1 to n, do the following.

12



a. Choose s[ly] ¢ Z and compute J[lo] = vl as well as
Culla, ] = w[h]*l%), Clir, s, lo, 1] = (hir, 0, ]y l2F A0 iy iy, 1,]) ™"

for each iy € {1,...,d},is € {1,...,u}, L1 € {1,...,n}.
b. Define a n x n matrix {CT[l2,l1]}s,1,e(1,...,n) of HPE ciphertexts

CT(l2, ] = (I[la], Cuwlla, 11], {Cli1, 2, lo, 1] }iref1,....a}, ine{1,p})- (6)

The master public key consists of mpk := (PPcore, {CTlo, ll]}lz,hé{l,...,n}) while the master
secret key is msk := (0, w, fl) For each 1 € {1,...,n}, it will be convenient to view
(PPcore, msk) as a vector of HPE master key pairs (mpk[l1], msk[l1]), with

mpk[l1] = (v, w[l1], {hlir, 9, 1]}, eqn....d} im0, })
msk(l1] = (0, W[l1], {h[i1, 2, 1] }i eq1,...d} iz {0, 1} ) -
HF.Kg(pms, msk, (idl,...,idg)): to generate a key for an identity (idy,...,id;) € IdSp, parse msk

as (@,\?v,fl) and id;, as id;, [1]...id;, [¢] for iy =1 to £. Choose ry,T1,..., 17 <= (Z5)™. For each
ly €{1,...,n}, compute the decryption component SKp = (D, D,, {Dil}flzl) of the key as

4 H
H H [i1,d2, 11 |d21[i2})ri1[l1] ,w[lﬂrw[h]’ D, [l] = @rw[ll]’ D;,[l1] = i (] (7)

and the delegation component SKpy = ({K[j,k:,lﬂ}j,k,ll, LG, U 0, ALK i U] ki
{Lulj k1)), with j € {0+ 1,...,d}, k€ {1,...,u} and iy € {1,...,0} as

0 o S
~ . . s[,ki1,01] - e .
K[ja k, ll] = H ( H h[il, Z'2, ll]ldil[l2]> J,R,t1,t1 ) h[j, k, ll]s [7,01] -W[ll]swb’k’h],

11=1 i2=1
Lij,h) =¥Vl Llj kyin, b)) = o080 and Ly [, k, 1] = a*eDA0],

Output SK(idl,...,idg) = (SKD, SKDL).

HF.DeI(pms, mpk, (id1, . . ., ide), SKid, ,...id,)» idg+1): parse SKq, i, as a HF private key of the
form (SKp,SKpr), and idsy; as a string ideq1[1] .. .idet1[u] € Xip.
L. For 1 =1 to n, define ¢-th level HPE keys SK(iqg,,...ia,)[l1] = (SKp[l1], SKpL[l1]) where

SKp(] = (D[], D[], {Dy, [}, 1)
SKprlln] = ({K[j, &, W]}k (Ll W]}, AL,k in Bk {Twls B B} k) -
2. For Iy = 1 to n, run Delegate(mpk(l/1], (id1, ..., ids), SK(q, ...ia,)[l1], idey1) (as specified in
Section 32) to get SK(id1,...,idz,id[+1)[ll] == (SK’D[ll], SK/DL[ll])
Flnally return {SK(idl,...,idé,id3+1)[ll]}’[nizl‘

HF.EvaI(pms, mpk, (idq, .. ., idg),X): Given a n-bit input X = zy... 2z, € {0,1}", for i; =1 to ¢,
parse id;, as id;, [1]...id; [p]. For I3 =1 to n, do the following.
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1. For each Iy € {1,...,n}, compute modified HPE ciphertexts by defining

1 1
. , i1\ Sl
Cld[1’17l2’l1] = H 0[11722’l27ll]|d11[7‘2] — (h[1/1707 l1]<yi1a|di1>'A(127ll) . H h[21’127l1]|d11[7‘2])s 2

i2=1 i9=1
for each iy € {1,...,¢}, l1,l2 € {1,...,n}. The modified ciphertexts are
CTiglla, 1] = (I[l2), {CTig[in, I, L] }5, 1) € G (8)

The resulting {CT;q4(l2, l1]}1, 1, ¢41,...,n} thus form a n x n matrix of anonymous HIBE cipher-
texts for the identity id = (idy,...,id,).

2. Compute Cig, = [Tj,_y Ilo]"> = v&X), CTigu[h] = [Tj,—; Cull2, 1]z = wlli]**) and

(s,X)
CTiglir, lh] = H Cigli1, l2, 112 = hliy, 0, ]S en-iidi) (H h[iy, iz, 0] ll[m]) 9)
lo=1 =1

Then, output C = (Cid,va {CTiq,wll1]};=1, {CTigli1, ll]}i1E{l,...,é},he{l,...,n}) e GnHitnxt, (10)

HF. Inv(pms mpk, (id1, . . ., ide), SKid, ....id,)> C’) parse the decryption component SKp of the pri-

vate key as a tuple of the form (D, D, Dy, {D;, }{,_;) and the output C as per (10). Then, for
l1 =1ton,set x;, =0if

l
e(Cid,v, D[lﬂ) . e(CTid’w[ll],Dw[ll])*l . H 6(CTid [il, ll], Di1 [ll])fl = 1GT' (11)

=1
Otherwise, set x;, = 1. Eventually, return X =z ...z, € {0,1}".

From (9), we notice that, with overwhelming probability, if there exists some i; € {1,...,d} such
that (y;,,id;,) # 0, relation (11) is satisfied if and only if z;, = 0. Indeed, in this case, the output
(10) is distributed as a vector of n Boneh-Boyen HIBE ciphertexts (in their anonymous variant
considered in [20]). These ciphertexts correspond to the same encryption exponent (s, X) and are
generated under n distinct master public keys sharing the same component v € G.

When the function is implemented in injective mode, the auxiliary input consists of a vector
y© =1[(1,0,...,0)]...](1,0,...,0)] € Z&*. Since id;,[1] = 1 for each i1, this guarantees injectivity
since <y§?),idi1> # 0 for each ;. In the partially lossy mode, we have (y;,,id;;) = 0 for each
i1 € {1,...,¢} with non-negligible probability, which leads to high non-injectivity.

4.2 Security Analysis

To analyze the security of the scheme (w.r.t. the new definition, in Section 2.1), in both the adaptive
and the selective cases, we define two experiments, RLy and RL,. In both of them, HF .Setup is run
and the public parameters are given to the adversary A. Algorithm HF.MKg is run with auxiliary
input y© = [(1,0,...,0)|...|(1,0,...,0)] in RLg, and auxiliary input y(!) = [y§1)| . ]yél)] in RLy,
where y) is produced by an auxiliary input generator Aux(id) taking as input a special hierarchical
identity id = (idy,...,ids). The master public key mpk is given to the A. A can request secret keys
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for identities id, which will be answered using HF.Kg and HF.Del and will be added to IS, initialized
to IS = {0}. Also, A will output a hierarchical identity id*. Finally, A will output a guess d 4. Both
in RLg and RL,, the experiment will halt and output d' = 0 if: a) for any id = (idy,...,id;) € IS

we have that <y§11), id;,) = 0 for each i € {1,...,£}, or b) if <yz-(11), i&;) # 0 for some iy € {1,...,0*}.

If the experiment has not aborted, it will output the bit d’ = d 4. The result in the following lemma
will be used to prove that HF enjoys partial lossiness.

Lemma 1. Under the P-BDHy and DDHs assumptions, the experiments RLy and RL, return 1
with nearly identical probabilities. Namely, there exist PPT algorithms B1 and By such that

IPr[RLo = 1] — Pr[RL, = 1]| < n- ((d- p+ 1) - Adv"PPHY(B)) 4 ¢ - Adv7PPH2(By)),

where q is the number of “Reveal-key” queries made by A.(The proof is in Appendix B.1).

Adaptive-id Security. The details on the security analysis of HF with respect to selective adver-
saries are given in Appendix B.2. For adaptive security we consider our construction of HF with a
restricted identity space, namely taking X;p = {(1,x) : x € {0,1}*71}. Define a sibling LHF with
AuxSp = Zg'd, where the auxiliary input y) = [ygl)\ . \y((il)], for any i1 from 1 to d, is defined as

v B0, 2 - 1), & E {0, 1), v =yl - 2600, (vl E {0, 2g - 11,

The pre-output stage P associated to the scheme HF in the adaptive case will be the artificial
abort used in [36]: if 1.S is the set of queried identities (only taking into account “Reveal key”
queries) and id* is the challenge identity, let F(IS,id*) be the event that the REAL or the LOSSY
experiments set d; to be 1, and let n(1S,id*) = Pr[E(IS,id*)]. We prove in Appendix B.3:

Lemma 2. nio, = 1/ (2 (2qu)?) < n(I1S,id*)

P computes an approximation 1'(IS,id*) of n(IS,id*), by using O(¢"2In(¢" ),k In(n, L))
samples, for a non-negligible ¢, which is part of the input to P. If n/(IS,id*) < nw, then ds is
always set to 1. If n/(IS,id*) > miow, then do = 0 with probability 1 — 194, /7'(1.5,id*) and dy = 1
with probability 7,0, /7' (1S,id*). Adaptive security of HF is established in the following theorem.

Theorem 3. Let n > logp and let w = n — logp. Let HF be the HIB-TDF with parameters
nyd, 1, Xrp = {(1,x) : x € {0, 1}#1},1dSp = E}%d). Let LHF be the sibling with auxiliary input as
above, let the pre-output stage associated to HF be the one specified above. In front of adaptive-id
adversaries that make a mazimal number of ¢ < p/(2u) queries, HF is (w,d)-partially lossy, for
§ =13/ (32 (2qu)?).

Specifically regarding condition (i), for any such adaptive-id adversary A there ezist algorithms
By and Bs such that AdVL?,S:S’{HF’w’C(A) <2n-((d-p+1)  Adv”BPHY(B) + ¢ AdvTPPH2(B,)),
where the running time of By and Bo is that of A plus a O((~2In(¢")n
Mow = 1/ (2 (2qu)?). (The proof is given in Appendix B.4).

o In(n, L)) overhead, with

The fact that nljnlu depends exponentially on d is what makes our adaptive-id security result
valid only for hierarchies of constant depth d. Whether this restriction can be avoided at all is an
interesting open question.
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A Deferred Definitions and Proofs for Hierarchical Predicate Encryption

A.1 Definitions for Hierarchical Predicate Encryption

A tuple of integers 7 = (u1,d;v1,...,v4) such that vy =0 < vy < g < -+, < vy = p is called a
format hierarchy of depth d. Such a hierarchy is associated with attribute spaces {Zi};?lzo. In our
setting, we set X; = Z;" " ""'\{0} for i = 1 to d, for some p € N, and also define the universe of
hierarchical attributes as X := U%_, (27 x - - - x %;). For vectors {)?z € Yitieq1,....ap, we will consider
the (inner-product) hierarchical predicate f()?l,---,)?e)(ﬁ’ L, Y)=1iff ¢ <kand X;-Y; =0 for all
i € {1,...,£}. The space of hierarchical predicates is defined to be

F = {f(;zh.,,,)zgﬂ{)zi € Xitieq,..0p}

and the integer x (resp. ¢) is called the depth (resp. the level) of (Yi,...,Y.) (resp. (X1,..., X))
Most of the time we will assume that v;/v;—1 = p for any 4, and to specify the format hierarchy we
will only have to give u and d.

Let v = (p1,d;v1,...,v4) be a format hierarchy. A hierarchical predicate encryption (HPE)
scheme for a predicate family F consists of these algorithms.

Setup(p,V): takes as input a security parameter ¢ € N and a format hierarchy v = (n1,d; vy, ..., vq).
It outputs a master secret key msk and a master public key mpk that includes the description
of a hierarchical attribute space X.

Keygen(msk, (Xl, . ,Xg)): takes as input predicate vectors (Xl, R Xg) € X x--x Xy and the

master secret key msk. It outputs a private key SK(X},...X@)'

Encrypt(mpk, (}71, .. ,}7,.@), M) : takes as input attribute vectors (}71, oY) € X x - x Xy, the
master public key mpk and a message M. It outputs a ciphertext C.

Decrypt(mpk, (Xh'"7Xf)7SK()?1,...,X'Z)7C): takes in a private key SK(X' for the vectors

1rees X0)
(X1,...,X¢), the master public key mpk and a ciphertext C. It outputs a plaintext M or L.

—
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Delegate(mpk, (Xl, R _’g), SK(XL---J@)’ Xg+1): takes in a £-th level private key SK(X1 ..... %) the
Ty

corresponding vectors (X , X;) and a vector X, 1. It outputs a (£ + 1)-th level private key

SK(X1,---7XZ,X4+1)'
Correctness mandates that, for any message M and hierarchical vectors ()Z Tye-- ,Xg), (}71, ... ,}_}H),

we have Decrypt (mpk, (X:l, e :Xg), SK()_G,.--X@)’ Encrypt(mpk, (}71, LY M)) = M whenever

the condition f()?1 Xz)(?h ..., Y,) =1 is satisfied.
Following [30], we write f’ < f to express that the predicate vector of f is a prefix of that for
f', meaning that f’ is at least as constraining as f.

Definition 2. A Hierarchical Predicate Encryption scheme is selectively weakly attribute-
hiding if no PPT adversary has non-negligible advantage in the following game:

1. The adversary A chooses a format hierarchy v = (ny,d;v1,...,vq) and vectors (1710, .. .,?d(i),
(YL,...,YL), for some d* < d. The challenger generates a master key pair (msk,mpk) <«

Setup(p, 7) and mpk is given to A.
2. A is allowed to make a number of adaptive queries.

- Create-key: A provides a predicate f € F and the challenger creates a private key SKjy
for f without revealing it to A.

- Create-delegated-key: A chooses a private key that was previously created for some pred-
icate f and also specifies another predicate f' < f that f is a prefiz of. The challenger then
computes a delegated key SK ¢ for f' without revealing it to A.

- Reveal-key: A asks the challenger to give out a previously created key.

For each Reveal-key query ()?1, e ,)_Q), it s required that
0 0\ 1 Ly
f()?l,...,)?z)(yl I f()?l,...,)?g)(yl ooy Y3u) = 0.

3. A outputs messages My, M. Then, the challenger chooses 3 & {0,1} and computes a challenge
ciphertext C* = Encrypt(mpk, (Y’f, e Vdﬁ*), Mﬁ), which is sent to A.
4. A makes further private key queries for hierarchical vectors ()?1, . ,)_Q) under the same re-

striction as above.
5. A outputs a bit ' € {0,1} and wins if 8’ = §.

A’s advantage is quantified as the distance Adv(A) = |Pr[8' = ] — 1/2|.

A.2 Correctness of the HIPE scheme

Lemma 3. The HIPE scheme of Section 3.2 is correct. Namely, for any message M and any
vectors X1,...,Xy, Y1,...,Y,, we have

Decrypt(mpk, ()21, e )Zg), SK Encrypt(mpk, (571, e ,17,(”), M) =M

(X1, X0)

—

whenever f()?l X'g)(?l’ ..., Y,) = 1. This fact does not depend on whether the key SK
created using Delegate or Keygen.

(X100 %) 098
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Proof. Let SK()?L...,)?@) = (SKD,SKDL) be obtained by running Keygen(msk, (Xl,...,Xg)),

where each attribute vector is X;, = (i,.1,. .. . Tiy ) € Zjy, for each 41 € {1,...,¢}. Let us write
the decryption component of the key as SKp = (D, Dy, {D;, }¢ _,).

i1=1

Let C = (C’o,C’v,C’w,{C’il’iz}ile{l’._ﬁ}, 126{17._#}) be the output of the encryption algorithm

Encrypt(mpk, (}71, . ,}75), M), for vectors Y1 = (y1,1,---»¥1,u)s - - -5 }7,{ = (Yr,1r - Yrop)-
Since f( S X@)(Yl, ..., Y,) =1, and by the definition of hierarchical inner-product predicates,

we know that ¢ < k and X;-Y; =0 for all i € {1,...,¢}. Therefore, when the decryption protocol
Decrypt(mpk7 (Xq,... 7Xf)7SK()?1 )'Q)>C) computes Cj,, for each i; € {1,...,¢}, the obtained

value equals Cj, = ( fQ -1 hfl”lf)s The decryption protocol computes then the pairing of this
element C;, with D;, = 0"1. Multiplying all these pairings, for indices i; € {1,...,¢}, one obtains
e(v* Hflzl (I = ﬁfl”zf)r”) This value is canceled out with one of the factors of e(C,, D),
when computing the final decryption operation Cy - (C,, D)1 - e(Cyy, Dy) - Hi:l e(Ciy, Di; ). The
other two factors of e(C,, D) are e(v®, g%) and e(v®, ™), which cancel out the factor e(g,0)**,
contained in Cy = M - e(g,0)**, and the factor e(Cy,, Dy,) = e(w®,9™), respectively. Therefore, the
final computation of the decryption protocol results in the plaintext M contained in Cj.

In this way, we have proved that the encryption and decryption protocols work correctly when
the original secret keys (resulting from Keygen) are used. The fact that the decryption protocol
works fine also with delegated secret keys (resulting from Delegate) is a consequence of Lemma
4, inside the proof of Theorem 2. If a delegated secret key could lead to an incorrect decryption,
then this fact could be used to distinguish original secret keys from delegated ones, which would

contradict the statement of Lemma 4.

A.3 Proof of Theorem 2

The proof considers a sequence of games starting with the real game and ending with a game where
the adversary has no advantage and wins with probability exactly 1/2.

For each ¢, we denote by S; the event that the adversary wins in Game;. In the whole sequence
of games, we call d* the depth of the challenge hierarchical vectors (}710, e }76?*) and (17'11, e ,?dl*)
and

C* = (C’a(7 C;’ CZ)’ {CZ;JQ }Zle{l’ad*}712€{177ﬂ})
denotes the challenge ciphertext.

Gamey: is the real attack game at the end of which the challenger outputs 1 in the event, called
So, that the adversary A manages to output 5’ € {0,1} such that 8’ = 3, where g € {0,1} is
the challenger’s hidden bit in the challenge phase. If 5’ # 3, the challenger outputs 0.

Game;: is identical to Gamey with the difference that the challenger always answers private key
queries by returning fresh private keys (i.e., keys produced by Keygen) instead of deriving
those keys using the delegation algorithm.

Game;,: is like Game; but the challenge ciphertext C* is now an encryption under (371’[3 yee ,?dﬁ*)

of a random plaintext M & Gr, which is chosen independently of My and M.

Game;y: is identical to Gamey with the difference that, in the challenge ciphertext, C7 is replaced
by a random group element chosen uniformly and independently in G.

Gamey;; (1 <i<d*, 1<j<p): isidentical to Game 3 with the difference that, in the challenge
ciphertext, C7 , are replaced by random elements of G if i1 < i or (i =i1) A (i2 < j). Other
group elements (i.e., for which ¢ > i1 or (i = i1) A (i2 > j)) are still computed as in a normal
challenge ciphertext.
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In Gamey 4+ 4, it is easy to see that the adversary A cannot guess € {0, 1} with higher probability
than Pr[Sy 4+ ,] = 1/2 since the challenge ciphertext C* is completely independent of 5 € {0,1}. O

Lemma 4. Gamey and Game; are computationally indistinguishable if the DDHsy assumption holds

n (G,G).

Proof. The lemma will be proved by a hybrid argument. We define Gameg ; for all 0 < ¢ < g. Gamey
differs from Gamey in the fact that, when the adversary issues the first ¢ delegation queries, instead
of generating the delegated keys faithfully using the Delegate algorithm, the challenger calls the
Keygen algorithm to generate these delegated keys. For all the remaining queries, the challenger
computes keys and responds faithfully as in Gameg. Under the above definition, Gameg g is the same
as Gamey and Gamey 4 is the same as Game;. We will prove that Gamey ,, is indistinguishable from
Gameq 41 for all 0 < k < ¢ — 1. To this end, we will proceed similarly to [34] and rely on a
generalized version (called GDDH hereafter) of the DDH problem in G.

Given a group generator GG, define the following distribution P(p):

g&G, gﬁ@,
h1, ha, ,Aeﬁ@r
T(EZP

Q « (h],hg,....h}),
Output (X,Q)

For an algorithm A, define A’s advantage in solving the above problem:

-GDDH Advge (o) := |Pr[A(X,Q) = 1] — Pr[A(X, R)]|

where (X, Q) + P(p) and R + G'. Tt is immediate® that GDDH is not easier than DDH, and that
the latter advantage function is negligible if the DDHy assumption holds in (G, (@)

To prove that Gamey . is indistinguishable from Gamey .1 we will use another hybrid argument.
We define Gamea ..» which differs from Gamey , in that, for the (k + 1)-th delegation query, SK DL
is the delegation component of a fresh key, instead of a delegation component obtained by raising
every element in SKpy, to the same random power z €g Z,. We show that a PPT adversary cannot
distinguish between the two games.

We also define Game& .., which differs from Game{)’N in that, for the (k + 1)-th delegation query,
instead of re- randomizing the components of the partial decryption key with the same exponent
Tj ks {LZ;I;) i }f;rll, 15’6 ., are randomized with different independently chosen exponents, while K j’ &
is chosen in such a way that the resulting key is still valid. We also prove that no PPT adversary
can notice the difference.

8 The straightforward reduction computes a GDDH instance from a DDH, instance (g7 §,6% 9°,1 =
hi = g% - (§ )Bl and Q; = (§%)* -7 for i = 1 to £ with a,..., a0 & Zp, B1,..., B
Q= (hi,.. h;) whereas, if n €r G Q@ is a random vector of G

g° ) by setting

§%, we have
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We will argue that Gamegﬁ =Gameg ,+1. Indeed, in the first step, we change SK DL So that, in
step 2 of the Delegate algorithm, we obtain a randomized decryption key (except for the g® term).
When multiplied by SKp, it gives a randomized decryption key for ()? Tyens ,X ¢+1). On the other
hand, in step 2 of the hybrid proof we change the partial decryption keys so that they also are
randomized keys except the g term.

Claim. Gamey , is computationally indistinguishable from Game{)ﬁ.
Proof. Let gy denote the maximum number of secret key queries (taking into account both the

“Create-key” and “Create-delegated-key” queries) made by the adversary. We build a simulator B
that uses A to break the following (godu(d + 1))-GDDH assumption.

(pv Ga Gv GTa 6) (ﬁ GG(Qa 1)7
g £ G, ¢ E G
{0i,i1,iak < Glic(i,.qobiref1,d}iz€ {0, i} kE{ L, sd+1}
R
T < Ly
X ((p7 G7 Gv GTa 6)7 g?.gv {ﬁi,il,ig,k}i€{17...,q0},i1E{l,...,d},ize{l,...,p},ke{l,...,d—i-l})
Q — ({0731 iz b Yie Lo ir €41, in€ {1 i} kE{L, o d+1})
Then, the challenger randomly decides to give (X, Q' = Q) or (X, Q" = R), where R is a random

vector of elements in G of the size of ). The simulator will use A as a subroutine to break the
above problem.

Init and Setup. At the beginning of the security game, the adversary commits to two hierarchical

-0 - -1 -
vectors (Y1 ,...,Y4%) and (V) ,...,Y.), where d* < d. The simulator chooses the public and the
secret key as usual according to the Setup algorithm. Let ¢ = log, (w) and a;, 4, = log, (hi, i,). Note
that these values are known to the simulator since they are easily computable from msk.

Secret key queries. We distinguish three cases:

e When a “create-key” query or one of the first x delegated secret key queries is made, the
simulator computes and saves a private key, which is given to A when a “reveal-key” query is
made. To compute this secret key, the simulator uses the elements from the GDDH instance, in
such a way that the exponents are distributed at random. In particular, if it is the i-th query,
the simulator defines the components of the decryption component of the key as:

¢ B
D = ga H DEIZi2:1 a11’12$’1”2) . chua Dw = @i,071,d+17
i1=1
D;i, =001, 491 €4{1,..., 0}
For the delegation component of the key, for all j € {¢+1...d},allk € {1,..., u}, the simulator
lets:

Lj = i 51,041, Ljkiy = Vg 11 €{1,..., 0}, Lo,k = Vi jhe,dt1-

As the simulator knows the discrete logarithms ¢ = log;(w) and a;, 5, = logg(hi, 4,), for each
je{l+1,...d} and all k € {1,...,u}, it can compute the remaining components of the key
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as follows:

(b i i i)

in=1 Qiq ig Tiq i aj,

Koo [T L™ 137 L (12)
i1=1

e When the adversary makes the (k + 1)-th delegation query, it specifies a parent key and asks

to fix the level of the hierarchy to some vector X,i;. In particular, assume that the parent

key was created in the i-th query. When performing Step 1 of the Delegate algorithm, for all

je{l+2,...d}, ke{l,...,u}, the simulator sets
Lj= Qg,j,mﬂ,
Gokin = Q;,j,k,il i1 € {1,...,0},

_ /
w7j7k - QZ,],k,d+1

&

and computes Kjy, for each j € {¢+2,...d}, k € {1,...,u} exactly in the same way as in
expression (12).
e For all the remaining queries, the simulator responds faithfully as in the real game.
Clearly, if @' = @ in the GDDH instance, then the above simulation is identical to Gamey .
Otherwise, it is identical to Game& .. since, in the the (x + 1)-th delegation query, @ = R implicitly
defines a set of fresh random values for s;, s k.4, Sw,j .k, for the appropriate values of j, k, i1.

Challenge The simulator generates the challenge ciphertext as normal.

Guess If the adversary has a difference of € in its advantage in Gamey ,, and Game& .., the simulator
has a comparable advantage in solving the GDDH instance. (|

Claim. Game& . is computationally indistinguishable from Gameg ;.

Proof. To prove this claim, we will appeal to a nested hybrid argument. Let Gam667H’070 :Gamef)’ o>
and for 1 <7 < (d—£-1),1 <v < p, define Gamey ., , as the game that differs from Gamey ,; in the
following: in the step of the delegation algorithm where the components {Lyﬁ)“ }ile{l’._.jJrl}, Lg:ﬁl
are created by re-randomizing the partial decryption key with some exponent 7;, we re-randomize
instead each of these components with a different exponent chosen uniformly and independently
at random whenever (j,k) < (n+ ¢+ 1,v) (in lexicographic order). Observe that, by definition,
Game) , 4 o, 4 =Gameg .. We will show that an adversary cannot distinguish between one game
and the next. That is, if we define and Gamey ,, . .1 =Gamey , 1 o to simplify the notation, what
we we will show is that no polynomial time adversary can distinguish between Gamey , ., and
Gamej . 41

The simulator tries to solve the following (u(d + 1))-GDDH instance.

(p, G, G, Gr,e) <& GG(g, 1),

g id G, g e

{0 < G}z‘e{l,..A,H},ke{l,.‘.,d-s-l}

7L Y/

X + ((n,G,G,Gr,e), 9,8, {Dinticqr, pprefl, di1})

Q — ({0 ktieq1,.. u} kef1,..d+1})
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The simulator tries to distinguish between (X,Q’ = Q) and (X,Q" = R) where R is a random
vector from G. The simulator uses as a subroutine an adversary A who can distinguish between
Gamej . ,, and Gamep ., 1.

The simulator runs the Setup algorithm as usual in such a way that it knows the discrete
logarithms ¢ = log,(w) = logy(w) and a;i, = log,(hii,) = logy(hi,i,) for any 1 < i1 < d,
0 <1 < p.

To answer secret key queries, the simulator proceeds as follows:

e For the first k-th delegation queries and all of the “create-key” queries, the simulator computes
the keys freshly at random.

e At the (k + 1)-th delegation query, the adversary specifies a parent key and requests to fix the
(£ 4 1)-th level of the hlerarchy to Xg+1 To answer this query, the simulator first generates
some components of SK pr, simply by choosing at random the values L],Lw ik for all j €
{{+2,...,d},k e {1,...,u},i1 € {1,...,¢}. To compute the remaining components and the
decryption key component, the simulator sets

m

TTe41,k N .
L€+1,z1 I | L€+1 kin — | | (vkm)u*l’k 11 € {1, . ,5}
k=1

Loyi041 = Le+1 = D1 041

o
Te+1,k
w(.:,_l Hwa+1k H de—‘rl €+1,k.

Since the simulator knows the discrete logarithms ¢ = log, () and a;, s, = logs(hi, 4,), the
remaining components of SK pr and those of the partial decryption key can be generated
efficiently in the same way as in the proof of indistinguishability of Gameg , and Gamegﬁ. In
particular, the simulator can compute

I
Qi i S L a
Koy = H H Ly 33 - Lidh tn Ly e
i1=1iz=1
To create Kgi’]f), {Léﬂ;l iy fine{l, 041} w@)rl, if (4,k) < (n+ ¢+ 1,v) (in lexicographic order),
the values are chosen as fresh random delegation keys. For the (n+/¢+1,v+1) partial decryption
key, the simulator lets

I
(n+e+1,0+1) .
Lot1 H Jrer ived{l,.... t}
(n+He+1v+1)
Liviei1 = Qe
I
(n+e+1,0+1) / Tot1 k
Ly o1 = H(Qk,d+1) thE,
k=1

Again, as the simulator knows the discrete logarithm of w, ;Ll'l’lé w.r.t. the base 9, the remain-

ing terms — including K énMH ) can be generated efficiently. For the remaining partial

decryption keys, the simulator generates them faithfully using the Delegate algorithm.
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e The remaining delegated key queries are generated faithfully.

Clearly, if @' = @ in the GDDH instance, then the above simulation is identically distributed as
Gamey . ., otherwise it is identically distributed as Gamey . , -

The simulator generates the challenge ciphertext as normal and sends it to the adversary. If the
adversary has e difference in its advantage in Gamey , , , and Gamey . 1, it is not hard to see
that the simulator has a comparable advantage in solving the GDDH instance. t

Lemma 5. Game; and Gamey are computationally indistinguishable if the BDH assumption holds
in (G,G,Gr).

Proof. Assume that there’s an adversary A that can distinguish between Game; and Gamey. We
build an adversary B that uses A as a subroutine to break the BDH assumption. The simulator B
receives as input

(9,9%¢%8,5"4",Q"),
where @' is either e(g, §)® or an element chosen uniformly at random in Gr-.

The adversary A commits to two vectors (Y2, .. .,1_/;?*) and (Y], ... ,?dl*). The challenger B
picks B & {0,1}. If d* < d, the simulator picks at random d — d* vectors Ydﬁ*ﬂ, e ,ng € 7.
The simulator B runs the Setup algorithm as usual except that it implicitly sets « to be ab by
defining e(g,9)® = e(g?% §°)®, and then, for iy = 1,...,d and i = 1,...,pu, it defines h;, ;, =
(g)*n¥ivizgtiniz for i € {1...,d},i2 € {1,...,u} and h;, o = (¢%) %1, for some random exponents
Ziys iy in- The values of hy, 4, for iy € {1...,d}, i € {0,...,u} are defined similarly from the value
g* of the BDH instance. Observe that 5 remains hidden from A and that the parameters are
correctly distributed.

For the secret key queries, in the last lemma we have just proven that delegated keys are
indistinguishable from freshly generated ones. Therefore, B will generate the secret keys using
algorithm Keygen when a reveal query is made. Note that « is defined as ab, which i 1s not known to
B. However, BB needs to simulate secret keys for (X1, ..., X,) as long as f X[)( . Ydﬁ*) =0.
As «a does not appear in the delegating component of the key, the delegatlon component of the
secret keys SKpr can be created using the parameters as usual. Therefore, from now on we focus
on how to create the decryption component of the secret key. Denote by ¢ the index of the smallest
element of the vector (X' Tye-- ,X@) for which X - 17'; # 0. This value ¢’ always exists if £ < d* by
hypothesis and exists with overwhelming probability if £ > d*, since the vectors Ydﬁ* IRTIEE ,Ydﬁ €7y
are completely hidden from A’s view.

The simulator creates the decryption component of the secret key as follows:

’I"Z‘l
__ ~ab "En P on
- <H 11,02 > w
12=1

~ ~xor o\
where the term §* ( 52:1 he/éi’;) is computed as

W Ty
~ g Y VB
< | | h‘Z[/' ) (gb)_(2i2=1 ml’,iQtﬁ’,iz)/(Zé’Xé"Yel)7

i9=1
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while the other terms in the product are just computed as usual. It is not hard to see that, if
we define ryp = 7y — b/ (zg,)@/ . Yf ), then the computation is correct. All the other terms in the
decryption component can be computed efficiently, since the simulator knows all the parameters
needed and it also knows §°.

At the challenge step, the adversary A gives B two messages, My and M;. B then computes

Co= Mgz - (Q')*, Cy = (99, Cw = (9™,
{Cirin = (99 2 b eq1, ), inell,p)

It is not hard to check that the challenge ciphertext is correctly distributed.

Finally, when the adversary A outputs a guess 3, if 8 = ', then B guesses that Q' = e(g, g
and if 3 # (' guesses that Q" = R. If A has e advantage in distinguishing between the two cases,
then B also has e advantage in solving the assumption G3DH instance, except in the case that A
managed to output some secret key query for vector ()51, .. ,X'g) for which )Z'Z . }7;6 = 0 for all
i=d*+1,...,d was zero for all i € {1,...,d}, which occurs only with negligible probability.

)abc

Lemma 6. Gamey and Games are computationally indistinguishable if the P-BDHy assumption
holds in (G, G).

Proof. Assuming that the adversary A outputs 3/ = 3 with noticeably different probabilities in
Games and Games, we build an distinguisher B for the P-BDH; assumption .
Namely, algorithm B receives as input a tuple

(9, ¢% g, ¢ 4, & 3 97),

where a, b, ¢ & Zy,. Its goal is to decide if z = abc or z €g Z,,.

To this end, B interacts with A as follows. It first receives the vectors (}700, ce }76?* ) (}7;)1, e ?dl* ),
at some depth d* < d, that A wishes to be challenged upon. We may assume w.l.0.g. that B chooses
its challenge bit 8 <~ {0,1} at the beginning of the game. Also, if d* < d, for each i € {d*+1,...,d},
B defines the vector }71.5 as a random vector of Zj.

It defines the master public key by setting e(g,0)* = e(g, §)*7" and

V= g’YU’
hil,O = (gb)7i1’0 11 € {1, .. ,d}
e e o . .
hil,iz = (gb) Y10y iy '9%1’12 1 € {17"'7d}7 2 € {L--wﬂ} (13)
w = gy . (gab)m7

where o, vy, 2,y ¢ Zy, and i, i, ¢ Zyp, for each iy € {1,...,d}, i2 € {0,..., u}. For each iy, we also
define the vector ¥;, = (i, 1,---»Yir,u) € Zy. We observe that B does not know @ (which depends
on the unavailable term §*) but can compute {}Alihiz Yiref1, . d}ine{1, ...}

When the adversary A requests a key for a hierarchical vector X = ()2 1,..., Xy), B parses Xil
as (i 1,-..,Ti; ) € Zy for each iy € {1,...,¢}. Then, B responds as follows.

e If ¢ < d* letie {1,...,¢} be the smallest index such that X, - f;ﬁ # 0 (by hypothesis, this index
must exist). By choosing 7, - Zy, and 7; & Zy, B implicitly defines the exponent

- a- Ty T
rn=rt ——=—=3 ¥
Vi0 - Xi Y,

(2
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and can compute

I Iz

(TLdzey e = ([T Ay (@)% a0y o
io=1 i2=1
Gy e (1)
2 VB __rwa
H h’f;m )% Yi vi,og-?iﬁ ,gTw-y
2
io=1

without knowing ¢*. Similarly, it can compute
D; = o = o (oo O K7)

as well as D,, = 0™

We now turn to indices i1 € {1,...,£}\{i}, for which B can trivially compute (I} _, hf’zf)”l
and D; = 9" - S, ; since it knows {hil,i? }i,—o and v. This suffices for computing the whole

decryption component SKp of the private key.

As for the delegation component SKpyr, B can compute {Kch}je{é+1,...,d},ke{1,...,u}a {Lj};‘lzul
and {Ly j};k by applying exactly the same procedure as for D, D; and D,, (and taking advantage
of the fact that X; - }7;-5 # 0 for at least one 7 € {1,...,¢}). Remaining pieces of SKpy, are then
trivially computable since B has {hi, i, }},_ and © at disposal.

e If / > d*, it can be the case that X, - 175 0 for i = 1 to . However, with overwhelmlng
probability, there must exist i € {d*+1,..., ¢} such that X;- YB = 0 since the vectors Yd*+1, LY
have been chosen at random and, due to the generation of the public key as per (13), they are

completely independent of A’s view. It comes that B can generate a private key in the same way
as in the case £ < d* (see equation (14)).

When B has to construct the challenge ciphertext, B sets Co = M -e(g®, §7)®, where M & Gr,
and

Ci17i2 = (gc)’Yil’iQ il € {17 e 7d*}a Z.2 € {13 e ,/L}

We observe that, if z = abe, (Co, Oy, Cuw, {Ciy s iy e{1,....d*}ize{l,...,u}) cOTTesponds to a valid cipher-
text with the encryption exponent s = c¢. In this situation, B is playing Games with A.

In contrast, if z €r Zp, we have z # ¢ with overwhelming probability. In this case, we have
g% = ¢®t? for some 6 # 0, and we can thus write C,, = w® - ¢?*. This means that C,, looks
uniformly random and independent from A’s view. Indeed, until the challenge phase, A has no
information about 6 € Z,, (recall that public parameters do not depend on ¢) and the value z € Z,,
is also independent of A’s view. We conclude that, if g* is such that z €g Z,,, we are in Gamesz. 0O

z

Lemma 7. For each 61 € {1,...,d} and each 02 € {2,...,u}, Gamess, 5,—1 and Gameys, 5, are
computationally indistinguishable if the P-BDH; assumption holds in (G, @)

Proof. Towards a contradiction, we assume there exists d1, do such that the adversary A outputs
B' = 8 with significantly different probabilities in Gamey s, 5,—1 and Gamey g, 5,. We show that A
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implies a distinguisher B against P-BDH;.

Our distinguisher B receives as input (g,gb,g“b,gc,g},g}“,gb,gz), with a,b,c <& Z,. It aims to
decide if z = abc or z €R Zy.

To do this, B runs the adversary A as follows. It first receives the challenge vectors ()700, e ?do*)’
(}7’017 .. ,le*), at some depth d* < d, that are chosen by A. We assume that B chooses its challenge
bit B & {0,1} at the outset of the game. Also, if d* < d, for each i € {d* +1,...,d}, B defines the
vector 17;5 as a random vector of Zj.

It defines the master public key by setting e(g,0)* = e(g, §)*7 and

v=yg",

hivo = gpi for iy € {1,...,d}

hiy iy = gipy’ll’o'yiﬁlv@ gl ifip € {1,...,d}\{d1} or iz € {1,...,u}\{d2}

By =g 0 i - (g (15)
w=g"-(g")",

where o, yy,y & Zyp, v & Zy and i, 4 & 7, for each iy € {1,...,d}, i2 € {0,...,u}. For each iy,
we also define the vector ¥, = (Yi,.1,---,%i,u) € Zp. Note that, in the implicitly defined master
secret key msk, the distinguisher B knows all the components but 551,52, which depends on the
unknown term §*.

When the adversary A requests a key for a hierarchical vector X = (X Lye-- ,X’ ¢), B parses Xil
as (Ti 1, .., iy, ) € Ziy for each 41 € {1,...,£}. Then, B responds as follows.

o If ¢ > 61, B chooses !, & Zy, and s, & Zy, B implicitly defines the exponent

a . ’r' .
Tw =Thy — 75137 761,02 (16)

and can compute the product

8
<B§f,1662 ‘351,52)”1 ST — (gab)%l,ag-m T (gy@b)x)*a-rsl V61,82 /% (17)

/
=@ - (§%) V70 %1,52/35’

which is the only factor of D that it cannot trivially compute without knowing §?°. Similarly, it
can compute D, = 0™ = Gl Tw . (§3) V0T 61,02/

To generate the delegation component SKpy, of the key, the reduction B is able to compute
{Kj ks Luwjk }jefts1,....dYy ke{l,...,u} DY Tepeating (d—£) - p times the same procedure as for computing
D and D,,.

e If ¢ < 61, B can directly compute (D, Dy, {Dil}flzl) since it knows {iLimQ}il6{17._74}7,26{17._7“}, 0]
and w. The difficulty is to compute the delegation components {Ks, ; },_; without knowing ™. In

fact, among these components, the only factor of Ks, 5, that B cannot trivially compute is ﬁ;‘jl&.
S5 7Y851,69

However, similarly to (16)-(17), it can choose s5,, 8, 5. 5, ¢ Zp, define s, 5, 5, = Suw.b1.60 —

and compute the product
B ’
851 ~Sw.51.6 ~—761,0Y, ) ~ab\V51.60°S5 ~Y (Ab\T) A S5, V5,8 /x ~Sw
hg, s, - W02 = (g0 e8P0 ) L (GaP) I a ey L (GY (gP)T) T IOl g T o0

= (g_751,0‘y§1,52~851) . 11‘)52”,61,62 . (ga)*y-sél '761,62/55 (18)
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In the same way, B computes
L s, 5, = 050102 = g’Yv'Siu,al,(sQ N A Vs1.69/T
Note that, for each k € {1,...,pu}\{62}, B has to generate Ks, , by computing ﬁ;ilk using the
same random exponent s, as in (18). This is always possible since B knows that exponent.

When it comes to construct the challenge ciphertext, algorithm B first sets Cop = M -e(g°, §7)%,
where M & Gr. It also chooses I, & G and computes

Cv = (90)71,7 Cw = Fwa
as well as
Cil,i2 = (gc)%l’i2 if (il > 51) \ ((Zl = 51) A (i2 > 52))
051752 = (g*)"%1%2
If 11 < &1 or i1 = 61 and iz < d2, then Cj, ;, is chosen uniformly in G.
We observe that, in the situation where z = abc, (Co, Cy, Cuw, {Ciy iy Firef1,....d*}ine{1,.u}) 18
distributed in the same way as in Gamey s, 5,—1-

In contrast, if z €g Zj,, we have z # ¢ with overwhelming probability. In this case, Cs, 5, looks
random to the adversary and B is thus playing Gamey s, s,. O

B Deferred Proofs for the Security of HF

B.1 Proof of Lemma 1

We consider a sequence of n+ 1 hybrid experiments RL, ..., RL,. For each k € {0,...,n}, RLj is
defined to be an experiment where public parameters are generated as follows. First, the simulator
B chooses v & G, w & G, w & G", h & G&xwt)xn p E Gdxt)xn and computes PPeore in
the same way as in the real scheme.

In the second step of the setup procedure, the simulator B chooses a vector s & (Z;)”. For
l1,lo € {1,...,n}, it first computes

J[lo] = %1,
Cou[lz, 1] = wliy]sl2].

Then, for each pair (I1,l2) such that iy # la, B sets
C[i17i27 l27 ll] = h[i17i27ll]s“2]'
Finally, for each I € {1,...,n}, i1 € {1,...,d} and iz € {1,...,u}, B defines

(0) s[l]
Clir, in, 1,1] = (h[il,o,uyu [is)] - h[z’l,ig,l]) if 1<k,
o . v o s(l] :
Clir, in, 1, 1] = (h[zl,O,l] i1 [ig] - h[zl,m,l]) if 1> k.
Lemma 8 below demonstrates that, for each k£ € {1,...,n}, experiment RLj is computationally
indistinguishable from experiment RLj_1.
If we assume that the statement of Lemma 1 is false, there must exist k € {1,...,n} such that
the adversary can distinguish RLj from RL;_; and we obtain a contradiction. O
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Lemma 8. If the HPE scheme described in Section 3.2 is selectively weakly attribute-hiding, then
Game RLy, is indistinguishable from Game RLy_q for each k € {1,...,n}. Namely, for each k,
there exist algorithms By and Bs such that

|Pr[RL; = 1] = Pr[RLy_1 = 1]| < (d- p+ 1) - Adv7 B (B)) + ¢ - AdvPBPH2(By),
where q is the number of “Reveal-key” queries made by A.

Proof. For the sake of contradiction, let us assume that there exist two auxiliary hierarchical vector
y(© = [y§0)| e ]yéo)], y = 51)| e ]yél)] and an index k € {1,...,n} such that the adversary
A has noticeably different behaviors in experiments RL; and RLj_1. Using A, we construct a
selective weakly attribute-hiding adversary B against the HPE scheme described in Section 3.2 (in
its predicate-only variant).

Our adversary B first declares y(©,y(1) ¢ Zg'“ as the vectors that it wishes to be challenged
upon. Then, the HPE challenger provides B with public parameters

mpkppg = (U, w, {hihiz}z'le{l,,..,d},ige{o,...,u})'

Then, B chooses a vector ¢ & Z,, and a matrix v € ng(“ H)Xn, which it uses to compute
wliy] = vSlh] for I € {1,...,n}\{k}

h[iy, 9, 1] = 02l for iy e {1,...,d}, ip € {0,...,u}, Iy € {1,...,n}\{k}.
It also sets w[k] = w as well as
h[il,ig, k] = hi17i2 for iy € {1, ey d}, 19 € {0, . ,,u}.

Then, B defines core public parameters
PPcore = (U7 {W[ll]v {h[ilu i2, ll]}i1E{l,...,d},iQE{O,.A.,,u}, l1€{1,...,n}>u

that correspond to the master secret key msk = (@,W,fl), which is not completely known to B
(specifically, ©, w[k] and h[., ., k] are not available). Then, B notifies its HPE challenger that it
wishes to directly enter the challenge phase without making any pre-challenge query. The challenger
replies with the challenge ciphertext

C* = (Cv, Cus {Ciyin Yiref1,d}, ineflp})s
where
Cy= U8> Cw = ws’
8

y. ’.
{ Civin = (h 3 hiyin)” Yirequ,d}, is€{1,p}s

for a random element s & Zy, and a random bit 8 € {0,1}. Here we are using, for 3 € {0,1}, the

notation y(8) = [ygﬁ)] . \yéﬁ)] € ZZ'”, where each yl(f) = (yfﬁ)l, e 73/1(15,)u) € Zp, foriy € {1,...,d}.
At this point, B constructs the matrix {CTi1, 2]}, 1,e1,....n} of HPE ciphertexts by setting
J[k] = C,
Cylk, k] = Cy

C[il,ig,k,k] = Cil,iz for iy € {1, . ,d}, 19 € {1, . ,,u}.
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and, for each iy € {1,...,n}\{k},

Cw[k7 ll] = Cg[ll]
C[’il,ig, k‘,ll] = Cg[il’h’k’m for 11 € {1, . ,d}, 19 € {1, - ,,u}.
Note that this implicity sets s[k] = s, where s is the encryption exponent chosen by the HPE

challenger to compute C*. Then, for each lo € {1,...,n}\{k}, B chooses a random exponent
s[lo] €= Z and computes

I[ly) = volt2] (19)
Coulla, 11] = w[iy]5!! for Iy € {1,...,n}\{l2}
C[il,iz,lg,ll] :h[il,ig,ll]s[l2] for 11 € {1,...,d}, 19 € {1,...,/,&},

Lhe{l,....,n}\{l} (20)
As for entries of the form {Cli1,42,1,1]}s, i1k, B computes them as
Cliv, iz, 1] = (i1, 0,07 [iz] - hir, in, )™ if 1 <k
Clir, i, 1] = (hfin, 0,174 [ia] - by, iz, 1) 1> k.

using the exponents s[l] € Zy that were chosen in (19). Finally, our adversary B defines the n x n
matrix {CT[l2,l1]}s,1,e(1,...,n) of HPE ciphertexts

CTlla, h] = (I[la], Cwllz, 11], {Clir, i, l2, 1] }is equ,...ap, inef1,m})-

Finally, B defines mpk := (PP e, {CT I, ll]}lg,lle{l,...,n}) and sends it to the adversary A.

When it comes to answer A’s private key queries for hierarchical identities (idy, ..., idy), B first
encodes each level’s identity id;; € {0,1}* as a p-vector X;, = (id;, [1],...,id;, [u]) for each iy €
{1,...,¢}. Although B does not entirely know msk, the decryption components (D[l1], Dy[l1], Dy [l4])

of the private key are always directly computable when [, # k: namely, B chooses Dy [l1] & G and
D;,[l1] & G, for iy = 1 to ¢, and computes

l
D[] = H D;, [11]2?2:1 ~li1,i2,01]id;, [i2] 'Dw[lﬂqh].
i1=1
It is casy to sce that (D[l], D, {Dy [h]}; i,—1) forms a decryption component of the form (7).

Moreover, the delegation components can be obtained exactly in the same way.

As for the remaining coordinate [y = k, the simulator B aborts if, for any 4 € {0,1}, the
obtained hierarchical vector (X1, ..., X;) is one for which (yi(?),XiJ = 0 for each i; € {1,...,¢}
(which translates into

ftzy sy =1

in the predicate encryption language). Otherwise, B can obtain the missing private key components
by invoking its HPE challenger to obtain a complete private key SKq,, . i4,) = (SKp,SKpy).

It is easy to check that, if the HPE challenger’s bit is 8 = 0, mpk is distributed as in Game
RLj. In contrast, if 5 = 1, mpk has the same distribution as in Game RLj_. O
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B.2 Selective Security of HF

We consider our HF with p =2, Yip = {(1,z) : € Z;} and IdSp = (Zip)ED. Let (id},...,id}) €
IdSp be the identity chosen by the adversary. Define the sibling LHF with AuxSp = ng and auxiliary
input y) = [ygl)] . \yl(il)] € 72% where y = (—id;,,1) for all 4, € {1,...,0*} and y = (1,0)

i1 i1
for i1 € {¢*+1,...,d}. Selective security is established in the following theorem. In this selective
setting, we will omit ¢ in the notation, because the trivial pre-output stage that always outputs

ds = 1 will be enough in this case and, as a consequence, the experiments do not depend on (.

Theorem 4. Let n > logp and let w = n — logp. Let HF be the HIB-TDF with parameters
n,d,p =2, Xip ={(1,2) : v € Zy} and 1dSp = (Zip)(SD. Let LHF be the sibling associated with it
as above. Then HF is (w, 1)-partially lossy against selective-id adversaries.

Specifically regarding condition (i), for any selective-id adversary A there exist algorithms By
and By such that

Adv}-?IS:SiHF,w(‘A) <n-((2d+1)  AdvPBPHY(B)) 1 g AdvPPPH2(B,))
The running time of By and By are comparable to the running time of A.
Proof. Let RLy and RL, be the games specified above. We claim that both

Pr(df, =1 | REAL{E  w ] = Pr[RLo = 1]

erp

and
| Pr(df, = 1 | LOSSY{e  wF.o] — Pr[RL, = 1]| € negl(o),

erp

which implies condition (i) of partial lossiness, when combined with Lemma 1.

To prove that, we just need to justify that, when using y(©) as the auxiliary input, the function
HF .Eval is injective for all identities id. On the other hand, when using y(!), the function HF.Eval
will be lossy for identities id = (idy,...,ids) such that (y,gll),idi1> =0 for all iy € {1,...,¢} and
injective for all other identities.

To see that, note that all the terms of the output of HF.Eval are determined by (s, X) except the
term CTiq[i1, [1], which is also determined by s[l1]-xy, - (yi, ,idi, ). Therefore, when (y;,,id;,) = 0 for
all iy € {1,...,¢}, the function will be determined only by (s, X), which can take only p values, so
HF .Eval will be lossy with lossiness A (HF.Eval(pms7 mpk, (idy, ..., ids), )) >n —logp = w. On the
other hand, if there is at least one index iy for which (y;,,id;,) # 0, then HF.Eval will be injective
with overwhelming probability and HF.Inv will be its inverse, also with overwhelming probability.
Finally, observe that when the auxiliary input is y(*), then for all identities (idy, ..., ids) and for all

i1 €{1,...,0}, <y§?), id;,) = 1 by construction.
With this, we conclude that y(®) makes HF.Eval injective for all identities and y*) makes HF.Eval
lossy only for identities such that (y;,,id;,) = 0 for all 4; € {1,..., ¢}, and in this case the lossiness
is n—log p (where when we claim that HF.Eval is injective, it holds with overwhelming probability).
This concludes the proof of condition (i).
Regarding conditions (ii) and (iii), when the auxiliary input is y(*), then HF.Eval is injective
for all valid queried id in “Reveal key” queries and HF.Eval is lossy for id* = (id7, . ..,id}.). Indeed,

we are setting yz(ll) = (—id;,1) for all i1 € {1,...,¢*} and ygll) = (1,0) for iy € {¢*+1,...,d}.

This implies that if id = (idy,...,idy) is an identity, then (y;,,id;;) = 0 for all 4; € {1,...,¢} if
and only if id is a prefix of id*. As the adversary is not allowed to make “Reveal key” queries for
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prefixes of id*, then the condition is satisfied. This implies that d; = 1 with overwhelming proba-
bility. Also, the pre-output stage P in this case simply outputs do = 1, always. This implies that
dA ... is 1 with overwhelming probability and, as a consequence, Pr[d* =1 REALﬁlF,LHF,w,g]

—abor —abort
is negligibly close to 1 and (Pr[dA =1| REALﬁF,LHF,w,( A dfabort =1] - %) is negligibly close to
Prida =1 | REAL“,_‘,‘FJ_HFM] — 3. These are precisely the requirements for HF to fulfill conditions
(ii) and (iii), with 6 = 1. O

B.3 Adaptive Security: Proof of Lemma 2

Fix the view of the adversary A, which implies fixing the queried identities id® L id@) ) id*
Although we are assuming that the adversary A makes the maximum number of queries, with a
smaller number of queries we would have the same bounds. We abbreviate n = n(15,id*), y = y@
and also call £* the depth of the challenge identity id*. For an integer ¢, define the event

q 28 ' o
E: N[V <<id§.j>,yi1>¢o mod t) A N (Gidf.yi) =0 mod t)
i=1 \i1=1 =1

We denote Y = {y},..., ¥ ¥1,---,¥d, &1, .-, &a}- Forall 4y € {1,...,0*}, we have
o
(idiy, yi,) = i, + ZYm [klidi, [K] — 2&i1q
k=2
for some 0 < ¢;, < p— 1. In particular, observe that

17
0 <yl + > i lklidiy[K] < 2qp < p.
k=2

m
Let us define the value & := [(y;, + Z yi, [k]id}, [k])/2q]. If we have the two conditions
k=2

& =& for each iy € {1,...,0*}
(idf,yi) =0 mod 2gq,
then clearly (id,ys) =0 mod p. Also, if (id;;,ys:;) # 0 mod 2¢, then we also have (id;,,yi,) # 0
mod p . Using these observations, we have
n > Pr[&l :fl*l V’L]_ € {1)76*}] I;I[EP | gil :fz*l vz1 € {1776*}]

1 ) .
:F%Y[Ep | &, =&, Viie{l,...,0}

Y

11

1 .
G I;r[E2q | &, =&, Vie{l,...,0"}]
1 o )
- G 5¥[E2q | & =& Vi e{l,...,0"}]

where Y’ contains {y,...,y;} and y; = (¥;,yil[2],--.,yi(p]) for all i € {1,...,d}. Note
that the second inequality above holds because of the condition &;, = & . If we now define
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N2q = Pry:[Eaq | & = &, Vin € {1,..., 07},

Now, we observe some facts about (id;,,y;,). First, observe that (id;,,y;,) and (idy,yy) are
independent for i; # i}. This is because of the way Y is chosen.

Also, note that for any id;,, a € Z, Pry/[(id;,,yi,) = a mod 2¢q] = 1/2q. This is because for any
choice of y;, [2], ...,y [u], there is only one value of y; for which the equality holds.

Consider id = (idy, ...,idy) # id = (id},...,id})) and id not being a prefix of id’ and a,b € Z.
First, if £ > ¢, for each iy € {¢' 4+ 1,...,¢} such that id;, # id; , we have

Z/
Pr((idi,,yi,) =a mod 2g| A\ (id},yk) =b mod 2¢] = Pr((ids,, y3,) =a mod 2] =1/2g.
k=1
4/
This happens because /\ (id}., yx) = b mod 2q does not impose any condition on (id;,,y;,) and we
k=1
can apply the same arguments as previously.
Z/
On the other hand, for all iy < ¢, Pry/[(idi;,y:;) = a mod 2g| /\(id;c,yk) = b mod 2¢] is
k=1
either 0, if id;, = idg1 or 1/2q, if idi1 % idgl. The second fact is because, if id;, # idgl, there exists an
index j for which id;, [j] = 1 and id;, [j] = 0 or the other way around. We see that, if we fix all y;, []
for i # j so that (idj,,y;,) = b mod 2q, then there is only one value for y;, [j] so that (id;,,y:,) = a
mod 2q.
With all these observations, we calculate the following bound on 72,:

q [
N2g = 51/? /\ \/ <<|d(1)’y“> #0 mod 2q> | /\ (id} ,yi;) =0 mod 2q)
=1 \i1=1 i1=1

Z*
.51; [/\ ((idfl,yil> =0 mod 2q)

i1=1

q
=1/20) By [\ [V (62 y0) £0 mod 29) |/\ (i, y:,) =0 mod 2q)

i=1 \i;=1 i1=1
q é(l) A Vid
=1/20)" [1=Pr [\ [ A ((d7.v:) =0 mod 2q) | | A\ ({id,,yia) =0 mod 2q)
i=1 \i1=1 i1=1
(21)
q Z(z) ' o*
>1/(2¢)" | 1- Pr A (<id§?,yi1>:0 mod 2q>|/\ ((id7,,yi,) =0 mod 2¢)
i=1 i1=1 i1=1

We now focus on how to bound

[(i) 0*
Pr| A (G4, vi) =0 mod 2q) | A\ ({id},,ys) =0 mod 2q)
i1=1 i1=1
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First, observe that <idl(?, vi;) =0 mod 2qis independent to (idg?, yi/1> =0 mod 2qifi; #1i).As
a consequence, we only need to compute Prvy- [<idz('?7}’i1> =0 mod 2¢]| /\f;;l ((id7, yx) =0 mod 2q)]|.

To this end, we consider two cases: that (@ > ¢* or ¢() < ¢* In the first case, for each
iy € {0 +1,...,00} such that

e*
Py [<id§?,yh> =0 mod 2¢| A\ ({idj,yx) =0 mod 2q>]
k=1

_ (0 _ _
= 51; [(ldi1 ,¥i,) =0 mod 2q} =1/2q.

For all indices 41 € £*, the same probability is either 1 or 1/(2q).
If ¢0) < ¢ for each iy € {1,...,¢™}, we have

e*
Py [<id§?,yh> =0 mod 2¢| A\ ({idj,y4) =0 mod 2q>]
k=1

= Pr[(d,y:) =0 mod 2q(id,,ys,) =0 mod 2

which is 1 if idg? = id, and 1/(2¢) otherwise due to the fact stated above.

Define ng') = max(¢®) —¢*,0) and Xgi) = #{1 < i; < min(¢*, E(i))\idg) # id;, }. Note that, by the
restrictions imposed on id(i), we have Xﬁ” + xg) > 1 for all i € {1,...,q}. Putting it all together,
we find

g(i) 0*
Pr| A (Gd.va) =0 mod 2g)| A\ ({id,,ys) =0 mod 2)

i1=1 i1=1
1L
(2~ (20)

We can conclude that 79, > 1/(2+1¢*"). Combining this bound with the bound on 7, we get the
statement of the Lemma. O
B.4 Adaptive Security: Proof of Theorem 3

Regarding condition (i) of partial lossiness, let RLy and RL,, be the games specified in Section 4.2.
Let RLy and RL,, be the games which are the same as RLy and RL,, except that they include the
artificial abort stage described above. First, we claim that

Pr[RLy = 1] = Pr[RL, = 1] <n- ((d-p+ 1) - Adv"BPHI(B) 1 ¢ - AdvP-PPH2(By))

The proof for this statement is almost identical to the proof for Lemma 1.
We now claim that both Pr[décp =1 | REAL] = Pr[RLy = 1] and

|Pr[d4, = 1| LOSSY] — Pr[RL, = 1]| € negl(o).
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These statements imply condition (i) of partial lossiness.

The proof of the last two statements is identical to the proof for Theorem 4: when using the
auxiliary input y(o), HF.Eval will always be injective. On the other hand, when using y(l), HF .Eval
will be lossy for identities (idy, .. .,id) such that (yg), id;,) =0 for all iy € {1,..., ¢}, with lossiness
A (HF.EvaI(pms, mpk, (idy, ..., ids), )) > n —logp = w, and HF.Eval will be injective for the other
identities.

Seeing that condition (ii) is fulfilled is straightforward: from Lemma 2, we know that 75, <
Prid; =1 | REAL] and, by construction, 74, < Pr[ds =1 | d; = 1 A REAL]. This gives us the lower
bound 77120w on Prld_aport = 1 | REAL], which is non-negligible. However, the value of ¢; will not
be this lower bound. Instead, we will show that another condition (which we give at the end of
this proof) is satisfied and guarantees the existence of €1 and e3. The proof for this is actually very
similar to the proof in [36]. Here, we briefly outline the details. First, due to Chernoff bounds we
have the following:

1
Pr[dfabort =1 ’ dA =1A REAL] > nlow(l - ZC)

and
Pr[dA

—abort

— 1| ds=0AREAL < nm(ugg)

We refer the reader to [36] for details on how to compute these bounds.
Let us now assume the existence of a PPT adversary A such that

1
Prida=1|REAL] — > ¢

for some non-negligible ¢. This implies that we can write Pr[d4 = 1 | REAL] > 1/2 + ¢ and
Prld4 = 0 | REAL] < 1/2 — ¢. Combining these inequalities with the two inequalities above (from
Chernoff bounds) we obtain

Pr(d4 =1 | REAL] - Pr[d4,,,, = 1| d4a = 1 A REAL]
— Pr[d4 = 0 | REAL] - Pr[d? 1]ds=0AREAL] >26¢ (22)

—abort —

with 0 = 13750, /16 = 13/ (32 . (2qu)d). Now, let us observe that
Pr[dg =1 | REAL] - Pr[d?, .. =1|d4=1AREAL] =Pr[d?,,,=1Ads =1 | REAL]
and

Pr[ds = 0 | REAL] - Pr[d?, ., = 1| d4=0AREAL] =

= Pr[d? ;. =1 Ada =0 | REAL]
= Pr[d?,,. =1 | REAL] - Pr[d4 =0 | d4,,,, = 1 A REAL]

[
= Pr[dfabort =1 ’ REAL] ’ (1 - Pr[dA =1 | déabort =1A REALD
= Pr[d?,,,, = 1| REAL] — Pr[d%,,.. =1 Ads =1 | REAL]

Combining these two equalities with inequality (22), we obtain

20¢ < 2Pr[d?, ,=1Adg=1]|REAL] — Pr[d%, ., =1| REAL].

—abor —abor
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Dividing this inequality by 2 and using the fact that
Pr[d? ., =1Ada=1]|REAL] = Pr[d4, ., =1 | REAL] - Pr[dq =1 | d*,,,; = 1 A REAL],

—abor —abor —abor

we obtain the relation

1
6¢ < Pr[dA,,,, = 1| REAL] - (Pr[dA =1|dA,,,. =1AREAL] — 2)
Finally, this shows that there exist €; and ez such that (ii) and (iii) are satisfied and that their
product is 6.
O

C Adaptive-id Secure Deterministic (H)IBE

A hierarchical identity-based deterministic encryption scheme (HIB-DE) is a tuple of efficient algo-
rithms HIB-DE = (HIB-DE.Setup, HIB-DE.MKg, HIB-DE.Kg, HIB-DE.Del, HIB-DE.Enc, HIB-DE.Dec).
The setup algorithm HIB-DE.Setup takes as input a security parameter ¢ € N, the (constant) num-
ber of levels in the hierarchy d € N, the length of the identities p € poly(p) and the length of the
plaintexts s € poly(p), and outputs a set of global public parameters pms, which specifies an identity
space |dSp and the necessary mathematical objects and hash functions. The master key generation
algorithm HIB-DE.MKg takes as input pms and outputs a master public key mpk and a master se-
cret key msk. The key generation algorithm HIB-DE.Kg takes as input pms, msk and a hierarchical
identity (idy,...,ids) € IdSp, for some £ > 1 and outputs a secret key SK(iq, ...ia,)- The delegation
algorithm HIB-DE.Del takes as input pms, msk, a hierarchical identity (idi,...,id), a secret key
SK(id,,...id,) for it, and an additional identity ids41; the output is a secret key SKq,, .idy,id1)
for the hierarchical identity (idy,...,idg,idgyq) iff (id1,...,idg,idpsr1) € 1dSp. The evaluation algo-
rithm HIB-DE.Enc takes as input pms, msk, a hierarchical identity id = (idy,...,idy) and a value
m € {0, 1}*; the result of the evaluation is denoted as C'. Finally, the inversion algorithm HIB-DE.Dec
takes as input pms, msk, a hierarchical identity id = (idy,...,ids), a secret key SKjq for it and an
evaluation C, and outputs a value m € {0, 1}*.
A HIB-DE satisfies the property of correctness if

HIB—DE.Dec(pms,mpk7 id,SKid,HIB—DE.Enc(pms,mpk, id = (idl,...,idg),m)) = m,

for any m € {0,1}*, any pms, (mpk, msk) generated by HIB-DE.Setup and HIB-DE.MKg, any hier-
archical identity (idy,...,idy) € IdSp and any secret key SKiiq, .. iq,) generated either by running
HIB—DE.Kg(pms, msk, (idy, ..., idg)) or by applying the delegation algorithm HIB-DE.Del to secret
keys of shorter hierarchical identities.

Bellare et al. [7] gave several definitions for deterministic encryption and proved them equivalent.
In the case of block sources® [10], Boldyreva et al. [10] proved that single-challenge security (called
PRIV1 security in [5, 10]) is equivalent to multi-challenge security (referred to as PRIV security [5],
where the adversary is given a vector of challenge ciphertexts) in the sense of indistinguishability-
based definitions. The simplified indistinguishability-based notion, called PRIV1-IND hereafter, is
somewhat handier to work with and we thus use this one.

We define PRIV1-IND-ID security, the natural analogue of PRIV1-IND security in the IBE
scenario. The security notion is defined via the following experiment between a challenger and an
adversary. Some instructions depend on whether we are in the selective or adaptive security case.

9 Informally, a block source is a distribution of message vectors where each component has high min-entropy condi-
tionally on previous ones.

36



Definition 3. We define Guessiyg pe(M), for a random variable M as follows:

0. The challenger C chooses global parameters pms by running HIB-DE.Setup. The parameters pms
are given to A, who replies by choosing a hierarchical identity id" = (idJ{, .. .,idL), for some
M <d.

1. The challenger runs (mpk, msk) < HIB-DE.MKg(pms) and sends mpk to A. Also, two lists
QS + 0, IS + 0 are initialized.

2. A is allowed to make a number of adaptive queries for hierarchical identities id = (idy, .. .,idy)
(where hierarchical identities are encoded as hierarchical vectors (X1,..., X))

- Create-key: A provides id and the challenger C creates a private key SKiq by running
HIB-DE.Kg(pms, msk,id). The list QS is updated as QS = QS U {id}.

- Create-delegated-key: A provides id = (idy,...,idy) and idgyq1 such that id € QS. The
challenger C then computes SK,y for id" = (idy,...,idgy1) by running the delegation algo-
rithm HIB—DE.DeI(pms, mpkg, S Kiq, idg1). The list QS is updated as QS = QS U {id'}.

- Reveal-key: A provides id with the restriction that if A is selective, then id £ id". C returns
L ifid € QS. Otherwise, SKiq is returned to A and the list 1S is updated as IS = ISU{id}.

3. The adversary A outputs a hierarchical identity id* = (id7y, . ..,id}.). In the selective setting, we
impose 0* = {1 and id} = id;r. for each j € {1,...,0*}. In the adaptive case, no element of IS is
a prefiz of id*.

4. The challenger encrypts a message m sampled from the given message distribution M. The
resulting ciphertext is sent to A.

5. A outputs a bit b’ € {0,1}, which is the output of the experiment.

Recall that a random variable X over {0,1}° is called a (t,s)-source if Ho(X) > ¢, where
Ho(X) is the min-entropy of X; H(X) = —log(max, Px(z)). We now give the identity-based
version of IND-PRIV1 security of [10].

Definition 4. An s-bit encryption scheme HIB-DE is PRIV1-IND-ID secure for (t, s)-sources if for
any (t, s)-sources My and My and all polynomial time adversaries A, the PRIV1-IND-ID advantage

Adolig BE (A, Mo, My) = Pr{Guessfig pe (Mo) = 1] — Pr[Guessflig pe (M1) = 1]

of A against HIB-DE is negligible.

C.1 Universal HF implies deterministic encryption

As it can be seen from the definition, a hierarchical identity-based encryption scheme is very close
to an HIB-TDF, even syntactically. Indeed, as shown in [10], in the public key setting a natural
way to construct a deterministic DE encryption scheme is by defining the algorithms of DE as their
natural counterparts in some lossy LTDF. Boldyreva et al. [10] show that if the lossy function is
also universal, this construction is PRIV1-IND secure. For functions not satisfying this property,
the result follows also directly by an extension of the Crooked Leftover Hash Lemma of Dodis and
Smith [19] given by Boldyreva et al. for this purpose. Similarly, in the identity-based setting, one
can construct a hierarchical deterministic identity-based encryption scheme HIB-DE from HF, a
lossy HIB-TDF, by defining the algorithms of HIB-DE from those of HF in the natural way (in this
case, we say that HIB-DE is defined by HF). We will show that with the additional requirement of
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universality, such a construction is secure in some natural extension of PRIV1-IND security. To do
without this extra condition, it is possible to use the same techniques of Boldyreva et al..

More specifically, universality requires that if LHF is the lossy sibling of a (w, §)-lossy HIB-TDF
function, then HF.Setup, LHF.MKg and HF.Eval(pms, mpk,id*,-) induce a universal hash function
when we have a lossy function for id*, i.e., A (HF.EvaI(pms, mpky, (id7, ..., idJ), )) > w. It is not
difficult to see that both [9] and our construction induce a universal hash in the lossy mode.

Theorem 5. If HF is a universal (w,0)-lossy HIB-TDF function with input {0,1}", then the hier-
archical deterministic encryption function HIB-DE defined by it is secure for poly-time sampleable
(t,s)-sources such that t > n — w + 2log(1/€) for some negligible €. In particular, for any two
(t, s)-sources My and My and for every PRIV1-IND-ID adversary B against HIB-DE there ezists a
PPT adversary A against HF such that

AdviEY e po o (A) > -0 Adviig o™ (B, Mo, My) — (o).

W =

Proof. We use similar ideas as those of [10]. Namely, our proof goes as follows: assume that there
is an adversary B that breaks PRIV1-ID-IND security of the deterministic encryption scheme.
Namely, there exist two (¢, s)-sources My, M7 and a non-negligible ¢ such that

Advﬂrlig-lbiéld_id(& My, My) = PF[GUGSSEB-DE(MO) =1] - Pr[GuessﬁlB-DE(Ml) =1]>¢.

Then, we build an adversary A that breaks the security of the underlying HF, that is, A will interact
with a challenger according to the lossy or the real experiment and will tell the difference between
both scenarios with non-negligible probability.

A forwards an identity id" to its challenger, which is some random identity in the adaptive case.
When the challenger runs the setup and gives the output to A, A forwards this information to B.
When B asks for a secret key for a hierarchical identity id, A forwards the query to the experiment
and forwards the reply to B. At some point, B outputs id*. Adversary A then forwards id* to its
challenger, chooses v < {0,1} at random and encrypts m- & M, under the identity id*. Note
that this corresponds to an execution of Guesshyg pg(M.,). After some more secret key queries, B
outputs a bit 4" € {0,1} and A outputs dgq = 1 if vy =+ and d4 = 0 otherwise.

The security analysis is very similar to the one in Section 2.2. A simple argument shows that

1 1
Pr[y’ = v| REAL] — 5= Pr[d4 = 1| REAL] — B > (/2,
since A perfectly simulated the experiment Guessh g pg(M,) with B. On the other hand, in the
LOSSY setting when id* is lossy, the advantage of B in guessing ~ is negligible because the univer-
sality property means that the output distribution of the encryption algorithm is independent of
the input distribution, and this holds regardless of whether d4 = 1, therefore:

—abort

—abort —

1
Pr[d4 = 1] LOSSY A d4 <5+,

for some negligible v. At this point the analysis follows as in the analysis of the IND-ID-CPA case
(proof of Theorem 1).
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Related Work

In a recent, independent work [38], Xie, Xue and Zhang gave a lattice-based deterministic IBE
construction in the auxiliary input setting [14]. While their scheme does provide adaptive security
in the auxiliary input setting, it was described as a single-level IBE. Our results are incomparable
to theirs: on one hand, we do not consider auxiliary inputs; on the other hand, we are concerned
with pairing-based schemes in a hierarchical setting and focus on a more powerful primitive.

D On Hedged (H)IBE

Bellare et al. [6] studied the problem of designing hedged public key encryption schemes, which
remain secure even if the randomness used for encryption is relatively bad. They consider two
notions of hedged security: non-adaptive and adaptive. A non-adaptive attacker can make only a
single challenge encryption query, whereas an adaptive attacker can make up to ¢ challenge adaptive
encryption queries, all of them for the same public key.

Bellare et al. give in [6] different constructions of public key encryption scheme enjoying non-
adaptive hedged security. For instance, their construction RtD combines an IND-CPA secure en-
cryption scheme and a deterministic PRIV1-IND secure encryption scheme to achieve non-adaptive
hedged security. Then they prove a general result stating that a public key encryption scheme which
enjoys both anonymity and non-adaptive hedged security, already enjoys adaptive hedged security.
They show how to provide the necessary anonymity property by using universal lossy trapdoor
functions.

The notion of non-adaptive hedged security, with only one challenge encryption query, can be
easily extended to the identity-based setting, as well as the non-adaptively secure constructions in
[6]. In particular, since our new notion of partial lossiness for (H)IB-TDFs implies both IND-CPA
secure IBE and PRIVI1-IND secure (H)IB deterministic encryption, we have that the existence
of (H)IB-TDF's enjoying partial lossiness implies (through the identity-based version of RtD) non-
adaptive hedged (H)IBE secure against adversaries who choose the challenge identity in an adaptive
way.

Regarding the notion of adaptive hedged security, the extension to the identity-based setting is
more challenging, because the adversary could choose different identities for each of the ¢ challenge
adaptive encryption queries. The partial lossiness definitions in [9] and in this paper do not seem
to imply any positive result in that case, because these definitions consider only one challenge
(lossy) identity. Maybe more general definitions for the partial lossiness notion of (H)IB-TDF's are
needed to overcome this obstacle, in the line of all-but-N trapdoor functions [25] and all-but-many
trapdoor functions [27]. We leave the problem of designing (H)IBE schemes with adaptive hedged
security as an interesting open problem.
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