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Abstract

The block cipher 2048XKS is a derivative of the block ciphers 1024
and 1024XKS, which in turn used the block ciphers MMB, SAFER
and Blowfish as building blocks. The block cipher 2048XKS has a
block size of 2048 bits and a key length of 4096 bits and 8192 bits,
respectively. 2048XKS is a Substition-Permutation-Network (SPN).
It is designed for 32 bit microprocessors with a hardware integer mul-
tiplier.

1 Introduction

IDEA and its predecessor PES (see [5, 6, 7]) was the first encryption
algorithm, that used incompatible group operations to get diffusion
and confusion (see [16]). IDEA uses addition modulo 2 (XOR), ad-
dition modulo 2'® and multiplication modulo 2' + 1. IDEA has not
been broken in the open literature. However, IDEA is about twenty
years old and due to its block length of 64 bits and keysize of 128 bits
not state of the art.

Interestingly, James Bamford (see [1]) gives a note, what the NSA
can achieve. He writes: Another factor was the growing use of encryp-
tion and the NSA’s inability, without spending excessive amounts of
computer time and human energy, to solve commercial systems more
complex than 256 bits.

2048XKS has a block length of 2048 bits and a keyspace of 4096
bits or 8192 bits. It uses addition modulo 2 (XOR), addition modulo
232 addition modulo 2256, circular shifts to the left of 32 bit integers,
and multiplication modulo 23?2 — 1. Note that bitwise rotation (a
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circular shift by a to n positions to the left) can be expressed as 2" xa
mod 232 — 1, if a < 232 — 1.

2048XKS is a generalised Substition-Permutation-Network (SPN).
The s-boxes are based on multiplication modulo 232 — 1. This was
invented by Daemen et al. in block cipher MMB (see [3]). The per-
mutation is a modified Pseudo-Hadamard-Tranformation taken from
SAFER (see [8, 9]). The key schedule is a modification from the key
schedule of Blowfish (see [14]).

2048XKS has eight primary rounds, followed by a middle trans-
formation, and eight secondary rounds. The diffusion layer of the
secondary rounds is the inverse diffusion layer of the primary rounds.
The result is that for decryption the same algorithm is used as for
encryption. For decryption, one needs only the multiplicative inverse
from the multiplication modulo 232 — 1 and the inverted keys.

Let denote: @ addition modulo 2 (XOR), K multiplication modulo
232 — 1, + addition modulo 232, - subtraction modulo 23?, a << n the
circular shift to the left of the 32 bit integer a by n positions.

2 The Algorithm

A bitstring of 2048 bit (block size) is partitioned into 64 pieces of 32
bits. Although the algorithm lends itself to 32 bit microprocessors,
a 64 bit mecropressors can be used. If so, the key addition modulo
2 (XOR) and the key addition modulo 22°% is faster on a 64 bit mi-
croprocessor. However, the rest of the algorithm, the s-boxes and the
diffusions layer use 32 bit integer. So the increase in speed on a 64 bit
microprocessor is limited.

2.1 The Primary Round

The pieces of 32 bit are added modulo 2 (XOR) to the key. Then to 32
bit integers are transformed by the s-boxes.The s-boxes are all different
from each other to avoid attacks based on symmetry. However, in each
round the order of the s-boxes is the same. Then the 32 bit integers (64
pieces) are added modulo 2256 to the key. This addition modulo 22°6
is done eight times to reach the block size. Finally the 64 pieces are
fed through the diffusion layer, which is a derivative of the diffusion
layer in SAFER.

2.2 The Middle Transformation

Eight pieces of 32 bit are packed together und added modulo 225 to
the key. This is done eight times to reach the blocksize. Then, the 64
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Figure 1: One eighth of the primary round

pieces of 32 bit are fed through the s-boxes. The order of the s-boxes
is the same as in the primary rounds. At last, eight addition modulo
2256 of the 64 pieces are performed.

2.3 The Secondary Round

At first, the 64 pieces run through the inverse diffusion layer of the
primary round. Then eight pieces are packed together to form an
addition modulo 22°6. This is done eight times. The next stage is
the transformation through the s-boxes. The order of the s-boxes are
same as in the primary round. Then addition modulo 2 (XOR) is
performed.

2.4 The S-Boxes

Multiplication modulo 2" — 1 as s-box was first used by Daemen et.
al. [2, 3, 4]. The studied function is:

axz if x<2" -1
a ) = 1

/(@) {2”—1 if z=2"-1 1)
The calculation is easy:

b 1
a * .

a*xb mod(2" — 1) = (a *b mod(2™) + | on
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The first righthand term is obtained by taking the least significant
bits of the product, the second term by taking the remaining bits and
shifting them to the right by n bits and add that to the first term.
If a carry (i.e. bit 32 is set) results from that addition the result is
incremented by 1. Note that [3] gives a wrong formula. It has been
corrected in chapter 11 of Joan Daemens Ph.D. thesis [4]. Note that
the last factor of the righthandside of the equation is not distributive.

Multiplication modulo 2™ — 1 has interesting properties. A multi-
plication by 2 modulo 2" — 1 is equivalent by a rotation to left by one.
Similarly 2% x a = a << k. Further material can be found in [3].

In 2048XKS the s-boxes, which contain the even rotation numbers,
are same as in 1024. To fill the left half of the 64 s-boxes, we use the
the factor 0x25F1CDB. There is an increase by two for the rotational
values for each step ranging from 0 (left most s-box) to 30. The
rotational values for the s-boxes with even rotational values are shown
by the table:

position ‘

6 8 10 12 14 16 18 20 22 24 26 28 30

0 2 4

rotation ‘ 0 2 4

For the s-boxes, which have odd rotational values the table are
shown here:

6 8 10 12 14 16 18 20 22 24 26 28 30

position‘l 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31
rotation‘7 5 3 1 31 29 27 25 23 21 19 17 15 13 11 9
To fill the right half of the 64 s-boxes, we use the factor 229459604.

This is the decryption factor of 0x25F1CDB or the multiplicatve in-

verse. The rotational values for s-boxes with even rotational are shown

in the table:

position‘32 34 36 38 40 42 44 46 48 50 52 54 56 58 60 62
rotation‘ 0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30
For the s-boxes, which have odd rotational values the table are

shown here:

position‘33 35 37 39 41 43 45 47 49 51 53 55 57 59 61 63
rotation‘l? %5 13 11 9 7 5 3 1 31 29 27 25 23 21 19

All the circular shifts are taken to the left.
For further insight study the functions encryption_factors and de-
cryption_factors at the beginning of the reference implementation.



2.5 Addition modulo 22°6

Addition modulo 225 was introduced to give an upper bound for linear
cryptanalysis. If we take [10], we can have an upper bound for linear
cryptanalysis without being forced to examine the diffusion layer or
the s-boxes. See subsection Key Schedule for further details.

2048XKS has a bit length of 2048 bits. This means addition mod-
ulo 2256 is applied eight times, from left to right, sometimes after the
s-boxes, sometimes before the s-boxes. Since there are 64 s-boxes of 32
bits the input or output of one addition modulo 2256 is eight s-boxes.

One can argue that all the keys should be applied by addition
modulo 2?°%, so one can use less rounds. But the XOR of some keys
is there to make the cryptanalysis more difficult by using different
groups or to avoid symmetry attacks.

2.6 The Diffusion Layer

The diffusion layer has as parent the diffusion layer from SAFER [8, 9].
However, there are four modifications:

1. 64 blocks instead of eight.
2. Four bytes instead of one byte as primitive unit. See [15].

3. Before the addition primitive units are beeing rotated.

Point two is clear. In a modern PC the CPU has a register size
of four bytes, sometimes eight bytes. Obviously this will increase the
speed.

The Pseudo-Hadamard-Transform is defined as:

by = 2a; + ay (3)

bg =ai + as (4)
It can be rewritten:

bo = a1 + as (5)

by = a1 + by (6)

The Pseudo-Hadamard-Transform has one disadvantage. The least
significant bit of b; is not dependent on a;. Schneier et. al. [15] were
aware that by is not dependent on the most significant bit of a;. But
there is no word on the least significant bit of a; (or at least I did
not see it). Because by = 2a1 + ao the least significant bit of by is a



function of ay and not of a;. Thus the least significant bit of b; is
incomplete.

In [11] a branch number for invertible linear mappings was intro-
duced. It is defined as

B(6) = min(wn(a) + wn(0(a))) (7)
where wy, denotes the Hamming weight of a, i.e. the number of nonzero
compenents of a. For example a = 0z0F has the Hamming weight of 4.
0 is the linear mapping. The branch number of the linear mapping 6 is
at least B. A linear mapping with optimal branch number B =n + 1
can be constructed by a maximum distance separable code. I can
see no reason why this can not be done on a non linear transform.
Bearing that in mind, the branch number of Twofish [15] is two, 23!
in left most block and the other blocks 0 as input. The output is 23!
on the right most block, 0 else. The same holds for my diffusion layer
(a branch number of 2). An input of 23! on the left most block, 0
else, gets an output of the right most block of 23!, the other blocks 0.
Obviously this is a poor performance.

That is why the rotation was introduced. To the by a rotated value
of a1 is added. Similarly to the by a rotated value of by is added. The
rotation values are pseudo-random and it is the assumption that the
branch number is higher. For more details, see the function pht in the
reference implementation. The function ipht does the opposite of the
function pht, i.e. the rotation is invertible.

On the original diffusion layer of SAFER rotations were intro-
duced. The result is that an odd rotation from the ”left” to the
"right” and even rotation from the "right” to ”left” is a multipermu-
tation [17, 19, 20]. Note the the natural unit of the diffusion layer of
SAFER is a byte. My vintage computer of 1997 was able to calculate
this, but not 16 bit or 32 bit. A modern computer could calculate 16
bit, but not 32 bit. However, it is conjectured that the multipermu-
tation through rotation and addition is valid for 32 bit.

2.7 The Key Schedule

The key schedule of 1024 resembles that of IDEA. The round key of
the first round is the user key. Note that 1024XKS has a 2048 bit
round key, one half is applied before the s-boxes, one half after the
s-boxes. The next round key is the previous round key rotated by 455
bits to the left. Obviously this is a linear function. The key schedule
does prohibit linear cryptanalysis (see [13]). However, if a part of the
key bits are known, then a part of all round keys are known. The key



schedule of 1024 is not one-way, but the key schedule of 2048XKS is
one-way.

The round key generation of 2048XKS is as follows: First calculate
the round keys in the 1024 manner, i.e. do the rotation by 455 bit to
left. Then take a 2048 bit all zero string and let it pass through the
algorithm. The resulting bit string is the first half of the first round
key. Let the algorithm work in Output Feedback Mode (OFB). Each
time the bit string has passed through the algorithm, a round key
is assigned that bit string in ascending order. Given the number of
primary rounds, secondary rounds and the middle transformation, the
Output Feedback Mode (OFB) is applied 34 times. This key schedule
was inspired by Blowfish [14].

However, that ”forward mode” has a disadvantage: The first half
of the first round key is assigned the bit string of the first OFB round.
When encryption is applied, the first half of the first round key and
the bit string have the same value. When they are added modulo
2 (XOR), the result is the all zero string. As the s-boxes left the
zeroes unchanged, the first non-zero input is the second half of the
first round key, or the second half of the user key. However, this is the
only "error” that occurs in the ”forward mode”.

To avoid the "error”, 2048XKS has a mode of key scheduling which
I describe as the ”backword mode”. This means that Output Feedback
Mode is still employed, but the round keys are assigned the value in
descending order, i.e the last round key of the last secondary round
is assigned the value first. This ”"backward mode” has not the same
error as the ”forward mode”.

To distinguish the modes in the reference implementation, there
is variable for the preprocessor named #define FORWARD. When
the #define statement is true, then the key scheduling is in ”forward
mode”. If the #define statement is not true, then the key scheduling is
in "backward mode”. To accomplish that, you could erase the #define
statement or leave it as a commentary, i.e. to the beginning of the
#define statement insert /* und the end of the statement insert */.
The code of the reference implementation, which are influenced by the
#define statement, are the functions encrypt and decrypt quite at the
end of the reference implementation.

2.8 Decryption

For encryption and decryption the same algorithm is used. However,
the multiplicative inverse must be used in the s-boxes.

To fill the left half of the 64 s-boxes, we use the the factor 229459604.
There is an increase by two for the rotational values for each step rang-



ing from 0 (left most s-box) to 30. The rotational values for the s-boxes
with even rotational values are shown by the table:

position ‘

6 8 10 12 14 16 18 20 22 24 26 28 30

0 2 4

rotation ‘ 0 2 4

For the s-boxes, which have odd rotational values the table are
shown here:

6 8 10 12 14 16 18 20 22 24 26 28 30

position‘l 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31
rotation‘7 5 3 1 31 29 27 25 23 21 19 17 15 13 11 9
To fill the right half of the 64 s-boxes, we use the factor 0x25F1CDB.

This is the decryption factor of 229459604 or the multiplicative inverse.

The rotational values for s-boxes with even rotational are shown in the

table:

position‘32 34 36 38 40 42 44 46 48 50 52 54 56 58 60 62
rotation‘ 0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30
For the s-boxes, which have odd rotational values the table are

shown here:

position‘33 35 37 39 41 43 45 47 49 51 53 55 57 59 61 63
rotation‘l? %5 13 11 9 7 5 3 1 31 29 27 25 23 21 19

All the circular shifts are taken to the right.

See the function decryption_factors of the reference implementa-
tion for details.

Also the keys have to be inverted. While XOR is self-inverse you
will need only to mirror them at the s-boxes of the middle transform.
Addition modulo 2256 is slightly more difficult: you will need the bit
complement and add 1. Having that done you will have to mirror at
the s-boxes of the middle transform.

3 Implementation Consideration

The reference implementataion is programmed in the language C. Un-
fornately, this lacks instructions, which in assembler (processor lan-
guage) are quite common. This makes the reference implemenation
a bit clumsy. In the reference implementaion you must have 64 bit
variable to allow for the carry. This 64 bit variables are then shifted



to right by 32 digits to get added in the next round of calculations.
This is true for the addtion modulo 2?°® and the s-boxes (see functions
modmult and crypt). Also the rotations (see function pht and ipht)
are made up with the shift to left, a shift to right, and and OR (see
the definitions of the reference implementation). For example, in the
Intel Architecture for 32 bit microprocessors (IA32), the s-boxes are
pogrammed in this way:

MOV EAX,data
MOV EBX,factor
MUL EBX

ADD EAX,EDX
ADC EAX,O

MOV data,EAX

Also the addition modulo 22° looks like this:

MOV EAX,dataO
MOV EBX,keyO
ADD EAX,BX
MOV dataO,EAX
MOV EAX,datal
MOV EBX,keyl
ADC EAX,EBX
MOV datal,EAX

MOV EAX,data7
MOV EBX,key7
ADC EAX,EBX

MOV data7,EAX

The rotations of the diffusion layer are a part of the TA32. For the
first values of the function pht (ag and a), the programming looks
like this:

MOV EAX,a0
MOV EBX,al
MOV ECX,EAX
ROL ECX,1
ADD EBX,ECX
MOV EDX,EBX

10



ROL EDX,2
ADD EAX,EDX
MOV al,EBX
MOV a0,EAX

In the ideal case, the programming of 2048XKS should be all in
assembler.

4 Intellectual Property

2048XKS is free. The reference implementation is covered by the GNU
General Public License.
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A Reference Implementation

#include<stdio.h>

#tdefine NUM_ROUNDS 8

#define INT_LENGTH 32

#define ROL(x,a) (((x)<<(a))|((x)>>(INT_LENGTH-(a))))
#define ROR(x,a) (((x)<<(INT_LENGTH-(a))|((x)>>(a))))
#define WIDTH 64

#tdefine ROTROUND 455

#define FORWARD
#define BIG_KEY

void encryption_factors(unsigned long e_factors[WIDTH]){
unsigned long ij;

e_factors[0]=0x025F1CDB;
for(i=0;i<(WIDTH/4) ;i++){
if(i!=0) e_factors[2*i]=ROL(e_factors[0],2x*i);

e_factors[2*i+1]=R0OL(e_factors[0], (WIDTH/2+7-2%1i)% (WIDTH/2)) ;

}
e_factors[WIDTH/2]=229459604 ;
for(i=0;i<(WIDTH/4) ;i++){

if(1!=0) e_factors[WIDTH/2+2*i]=ROL(e_factors[WIDTH/2],2%i);

e_factors[WIDTH/2+2*xi+1]=\
ROL (e_factors[WIDTH/2], (WIDTH/2+17-2%1i)%(WIDTH/2));
}
}

void decryption_factors(unsigned long d_factors[WIDTH]){
unsigned long ij;
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d_factors[0]=229459604;

for(i=0;i<(WIDTH/4) ;i++){
if(1!=0) d_factors[2*i]=ROR(d_factors[0],2x*i);
d_factors[2*i+1]=ROR(d_factors[0], (WIDTH/2+7-2%i)%(WIDTH/2)) ;

}

d_factors[WIDTH/2]=0x025F1CDB;

for(i=0;i<(WIDTH/4) ;i++){
if(1!=0) d_factors[WIDTH/2+2*i]=ROR(d_factors[WIDTH/2],2%i);
d_factors[WIDTH/2+2*xi+1]=\
ROR(d_factors [WIDTH/2], (WIDTH/2+17-2%i)%(WIDTH/2)) ;

}

}

unsigned long modmult(unsigned long factorl,unsigned long factor2){
unsigned long long f1,f2,ergebnis,k;

f1=(unsigned long long) factorl;
f2=(unsigned long long) factor2;
ergebnis=f1*£f2;
k=(ergebnis>>INT_LENGTH) ;
ergebnis&=0xFFFFFFFF;

ergebnis+=k;
ergebnis+=(ergebnis>>INT_LENGTH) & 1;
return(ergebnis & OxFFFFFFFF) ;

void invert_keys(unsigned long keys[4*NUM_ROUNDS+2] [WIDTH]){
unsigned long i,j,help;
unsigned long long hil,h2,carryl,carry2;

for (i=0;i<NUM_ROUNDS;i++){
for (j=0; j<WIDTH; j++) {
help=keys[2*i] [j];
keys [2*i] [j]=keys [4*NUM_ROUNDS-2%i+1] [j];
keys [4*NUM_ROUNDS-2*i+1] [j]=help;
}
}
for(i=0;i<(NUM_ROUNDS+1) ;i++){
carryl=1;
carry2=1;
for (j=0; j<WIDTH; j++) {
h2=(unsigned long long) keys[4*NUM_ROUNDS-2*i] [j];
hil=(unsigned long long) keys[2*i+1][j];

14



h1~=0xFFFFFFFF;
h2~°=0xFFFFFFFF;
hl+=carryl;
h2+=carry2;
carry2=(h2>>INT_LENGTH) & 1;
carryl=(h1>>INT_LENGTH) & 1;
if((G & T)==7){

carryl=1;

carry2=1;
¥
keys [4*NUM_ROUNDS-2%i] [j1=h1 & OxFFFFFFFF;
keys[2*i+1] [j]1=h2 & OxFFFFFFFF;

#if defined(BIG_KEY)

void key_schedule(unsigned long user_key[4] [WIDTH],\
unsigned long key [4*NUM_ROUNDS+2] [WIDTH]){
unsigned long 1i,j;

for(i=0;i<4;i++){
for(j=0; j<WIDTH; j++){
key[i] [jl=user_key[i] [j];
}
}
for(i=1;i<NUM_ROUNDS;i++){
for(j=0; j<WIDTH; j++) {
key [4*i+3] [j1=(key [4* (i-1)+((j+((WIDTH*INT_LENGTH-ROTROUND)\
/INT_LENGTH) ) /WIDTH*3) 1\
[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\
%WIDTH] << (ROTROUND?%INT_LENGTH)) |\
(key [4*(i-1)+((j+(WIDTH*INT_LENGTH-ROTROUND) /INT_LENGTH+1) /WIDTH*3)]\
[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH]>>\
(INT_LENGTH-ROTROUND%INT_LENGTH)) ;

key [4*i+2] [j]1=(key [4*(i-1)+3-(j+((WIDTH*INT_LENGTH-ROTROUND)\
/INT_LENGTH)) /WIDTH]\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH] << (ROTROUND%INT_LENGTH))\

| (key [4*(i-1)+3-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH]\
[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH]>>\
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(INT_LENGTH-ROTROUNDY,INT_LENGTH)) ;

key [4*i+1] [j]1=(key [4*(i-1)+2-(j+((WIDTH*INT_LENGTH-ROTROUND)\
/INT_LENGTH) ) /WIDTH]\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH] << (ROTROUND%INT_LENGTH))\

| (key [4*(i-1)+2-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH]\
[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH]>>\
(INT_LENGTH-ROTROUND%INT_LENGTH)) ;

key[4*i] [j]1=(key[4*(i-1)+1-(j+((WIDTH*INT_LENGTH-ROTROUND)\
/INT_LENGTH) ) /WIDTH]\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH] << (ROTROUNDY%INT_LENGTH))\

| (key [4%(i-1)+1-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH]\
[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH]>>\
(INT_LENGTH-ROTROUND%INT_LENGTH)) ;

}

}

for(j=0; j<WIDTH; j++){
key[33] [j1=(key [30-(j+((WIDTH*INT_LENGTH-ROTROUND)\
/INT_LENGTH) ) /WIDTH]\
[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\
%WIDTH] << (ROTROUNDY%INT_LENGTH))\
| (key [30-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1) /WIDTH]\
[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH]>>\
(INT_LENGTH-ROTROUND%INT_LENGTH)) ;

key[32] [j1=(key [29- (j+((WIDTH*INT_LENGTH-ROTROUND)\
/INT_LENGTH) ) /WIDTH]\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH] << (ROTROUNDY%INT_LENGTH))\

| (key [29- (j+ (WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1) /WIDTH]\
[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT _LENGTH+1)%WIDTH]>>\
(INT_LENGTH-ROTROUND%INT_LENGTH)) ;

#else
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void key_schedule(unsigned long user_key[2] [WIDTH],\
unsigned long key [4*NUM_ROUNDS+2] [WIDTH]){
unsigned long 1i,j;

for(i=0;i<2;i++){
for (j=0; j<WIDTH; j++){

}
}

key[i] [jl=user_key[i]l [j]1;

for(i=0;1i<(2*NUM_ROUNDS) ; i++){
for(j=0; j<WIDTH; j++) {

¥
}
}

#endif

key [2*i+3] [j1=(key [2*i+(j+((WIDTH*INT_LENGTH-ROTROUND)\
/INT_LENGTH) ) /WIDTH]\
[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH] << (ROTROUND?%INT_LENGTH)) |\

(key [2*i+(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH]\
[(j+(WIDTH*INT_LENGTH-ROTROUND) /INT_LENGTH+1)%WIDTH]>>\
(INT_LENGTH-ROTROUND%INT_LENGTH)) ;

key[2%i+2] [j1=(key[2*i+1-(j+((WIDTH*INT _LENGTH-ROTROUND)\
/INT_LENGTH) ) /WIDTH]\
[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH] << (ROTROUND%INT_LENGTH))\

| (key [2*i+1-(j+(WIDTH*INT _LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH]\
[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH]>>\
(INT_LENGTH-ROTROUND%INT_LENGTH)) ;

void pht(unsigned long a[WIDTH]){
unsigned long i,b[WIDTH];

al[1]+=ROL(a[0],1);
a[0]+=ROL(al1],2);
a[3]+=ROL(al[2],7);
a[2]+=ROL(a[3],16);
a[5]+=ROL(a[4],13),
a[4]+=R0OL(a[5],30);
a[7]+=ROL(a[6],19);
a[6]+=R0OL(a[7],12);
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a[9]+=R0OL(a[8],25);
a[8]+=ROL(a[9],26);
a[11]+=R0OL(a[10],31);
al[10]+=R0OL(a[11],8);
al[13]+=R0OL(a[12],5);
a[12]+=R0OL(a[13],22);
a[15]+=R0OL(a[14],11);
a[14]+=R0OL(a[15],4);
a[17]+=R0OL(a[16],17);
a[16]+=R0OL(a[17],18),
a[19]+=R0OL(a[18],23);
a[18]+=a[19];
a[21]+=R0OL(a[20],29);
a[20]+=ROL(a[21],14);
a[23]+=R0OL(a[22],3);
a[22]+=R0OL(a[23],28);
a[25]1+=R0OL(a[24],9);
a[24]+=R0OL(a[25],10);
a[27]+=R0OL(a[26],15);
a[26]+=R0OL(a[27],24);
a[29]+=R0OL(a[28],21);
a[28]+=R0OL(a[29],6);
a[31]1+=R0OL(a[30],27);
a[30]+=R0OL(a[31],20);

a[33]+=ROL(a[32],1);
a[32]+=R0OL(a[33],2);
a[35]+=R0OL(a[34]1,7);
a[34]+=R0OL(a[35],16);
a[37]+=R0OL(a[36],13),
a[36]+=R0OL(a[37],30);
a[39]+=R0OL(a[38],19);
a[38]+=R0OL(a[39],12);
a[41]+=ROL(a[40],25);
a[40]+=ROL(a[41],26);
a[43]+=ROL(a[42],31);
a[42]+=R0OL(a[43],8);
a[45]1+=R0OL(a[44],5);
a[44]+=ROL(a[45],22);
a[47]+=ROL(a[46],11);
a[46]+=R0OL(a[47],4);
a[49]+=ROL(a[48],17);
a[48]+=R0OL(a[49],18),
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a[51]1+=R0OL(a[50],23);
a[50]+=a[51];
a[563]+=R0OL(a[52],29);
a[52]+=R0OL(a[53],14);
a[55]+=R0OL(a[54],3);
a[54]1+=ROL(a[55],28) ;
a[57]1+=R0OL(a[56]1,9);
a[56]1+=ROL(a[57],10);
a[59]+=R0OL(a[58],15);
a[58]+=R0OL(a[59],24) ;
a[61]+=R0OL(a[60],21);
a[60]+=R0OL(a[61],6);
a[63]+=R0OL(a[62],27);
a[62]+=R0OL(a[63],20);

for(i=0;i<(WIDTH/2) ;i++){
blil=al[2*i];
b[i+(WIDTH/2)]=a[2%i+1];
}

b[1]1+=ROL(b[0],1);
b[0]+=ROL(b[1],2);
b[3]+=ROL(b[2],11);
b[2]+=ROL(b[3],20);
b[5]+=ROL(b[4],21);
b[4]+=ROL(b[5],6);
b[7]+=ROL(b[6],31);
b[6]+=ROL(b[7],24);
b[9]+=ROL(b[8],9);
b[8]+=ROL(b[9],10);
b[11]+=ROL(b[10],19);
b[10]+=ROL(b[11],28);
b[13]+=ROL(b[12],29);
b[12]1+=ROL(b[13],14);
b[15]+=ROL(b[14],7);
b[14]1+=b[15];
b[17]+=ROL(b[16],17);
b[16]+=ROL(b[17],18);
b[19]1+=ROL(b[18],27);
b[18]+=ROL(b[19],4);
b[21]+=ROL(b[20],5);
b[20]+=ROL(b[21],22);
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b[23]+=ROL(b[22],15);
b[22]+=ROL(b[23],8);

b[25]+=ROL(b[24],25);
b[24]1+=ROL(b[25],26);
b[27]1+=ROL(b[26],3);

b[26]1+=ROL(b[27],12);
b[29]+=ROL(b[28],13);
b[28]+=ROL(b[29],30);
b[31]1+=ROL(b[30],23);
b[30]+=ROL(b[31],16);

b[33]+=ROL(b[32],1);
b[32]1+=ROL(b[33],2);
b[35]+=ROL(b[34],11);
b[34]1+=ROL(b[35],20);
b[37]1+=ROL(b[36],21);
b[36]+=ROL(b[37],6);
b[39]1+=ROL(b[38],31);
b[38]+=ROL(b[39],24);
b[41]+=ROL(b[40],9);
b[40]+=ROL(b[41],10);
b[43]1+=ROL(b[42],19);
b[42]+=ROL(b[43],28);
b[45]+=ROL(b[44],29);
b[44]+=ROL(b[45],14);
b[47]1+=ROL(b[46]1,7);
b[46]1+=b[47];
b[49]+=ROL(b[48],17);
b[48]+=ROL(b[49],18);
b[51]1+=ROL(b[50],27);
b[50]1+=ROL(b[51],4);
b[53]+=ROL(b[52],5);
b[52]1+=ROL(b[53],22);
b[55]+=ROL(b[54],15);
b[54]1+=ROL(b[55],8);
b[57]1+=ROL(b[56],25);
b[56]+=ROL(b[57],26);
b[59]+=ROL(b[58],3);
b[58]+=ROL(b[59],12);
b[61]1+=ROL(b[60],13);
b[60]+=ROL(b[61],30);
b[63]1+=ROL(b[62],23);
b[62]+=ROL(b[63],16);
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for(i=0;i<(WIDTH/2) ;i++){
alil=b[2#*i];
al[i+(WIDTH/2)]=b[2*i+1];
}

a[1]+=ROL(a[0],1);
a[0]+=ROL(al1],2);
a[3]+=R0OL(a[2],15);
a[2]+=R0OL(al[3],24);
a[5]+=ROL(a[4],29);
a[4]+=R0OL(a[5],14);
a[7]+=ROL(a[6],11);
a[6]+=ROL(al7],4);
a[9]+=ROL(a[8],25);
a[8]+=R0OL(a[9],26);
a[11]+=ROL(a[10]1,7);
a[10]+=R0OL(a[11],16);
a[13]+=R0OL(a[12],21);
a[12]+=R0OL(a[13],6);
a[15]+=R0OL(a[14],3);
a[14]+=R0OL(a[15],28);
a[17]+=ROL(a[16],17);
a[16]+=R0OL(a[17],18);
a[19]+=R0OL(a[18],31);
a[18]+=R0OL(a[19],8);
a[21]+=R0OL(a[20],13);
a[20]+=R0OL(a[21],30);
a[23]+=R0OL(a[22],27);
a[22]+=R0OL(a[23],20);
a[25]+=R0OL(a[24],9);
a[24]+=R0OL(a[25],10),
a[27]+=R0OL(a[26],23);
a[26]+=a[27];
a[29]+=R0OL(a[28],5);
a[28]+=R0OL(a[29],22);
a[31]1+=R0OL(a[30],19);
a[30]+=R0OL(a[31],12);

a[33]+=R0OL(a[32],1);
a[32]+=R0OL(a[33],2);
a[35]+=R0OL(a[34],15);
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a[34]+=R0OL(a[35],24);
a[37]1+=ROL(a[36],29);
a[36]+=R0OL(a[37],14);
a[39]+=R0OL(a[38],11);
a[38]+=R0OL(a[39],4);
a[41]+=ROL(a[40],25);
a[40]+=ROL(a[41],26);
a[43]+=R0OL(a[42],7);
a[42]+=R0OL(a[43],16);
a[45]+=R0OL(a[44],21);
a[44]+=ROL(a[45],6);
a[47]+=R0OL(a[46],3);
a[46]+=ROL(a[47],28);
a[49]+=ROL(a[48],17);
a[48]+=ROL(a[49],18);
a[51]1+=R0OL(a[50],31);
a[50]+=R0OL(a[51],8);
a[53]+=R0OL(a[52],13);
a[52]+=R0OL(a[53],30);
a[55]+=R0OL(a[54],27);
a[54]1+=R0OL(a[55],20) ;
a[57]1+=R0OL(a[56]1,9);
a[56]+=ROL(a[57],10),
a[59]+=R0OL(a[58],23);
a[58]+=a[59];

a[61]+=R0OL(a[60],5);
a[60]+=ROL(a[61],22);
a[63]+=R0OL(a[62],19);
a[62]+=R0OL(a[63],12);

for(i=0;i<(WIDTH/2);i++){
b[i]l=a[2*i];
b[i+(WIDTH/2)]=a[2%i+1];
}
b[1]1+=ROL(b[0],1);
b[0]+=ROL(b[1],2);
b[3]1+=ROL(b[2],19);
b[2]+=ROL(b[3],12);
b[5]+=ROL(b[4],5);
b[4]+=ROL(b[5],22);
b[7]1+=ROL(b[6],23);
b[6]1+=b[7];
b[9]+=ROL(b[8],9);
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b[8]+=ROL(b[9],10);
b[11]1+=ROL(b[10],27);
b[10]+=ROL(b[11],20);
b[13]1+=ROL(b[12],13);
b[12]1+=ROL(b[13],30);
b[15]+=ROL(b[14],31);
b[14]1+=ROL(b[15],8);
b[17]1+=ROL(b[16],17);
b[161+=ROL(b[17],18);
b[19]+=ROL(b[18],3);
b[18]+=ROL(b[19],28);
b[21]+=ROL(b[20],21);
b[20]+=ROL(b[21],6);
b[23]+=ROL(b[22],7);
b[22]+=ROL(b[23],16);
b[25]+=ROL(b[24],25);
b[24]+=ROL(b[25],26);
b[27]1+=ROL(b[26],11);
b[26]+=ROL(b[27],4);
b[29]+=ROL(b[28],29);
b[28]+=ROL(b[29],14);
b[31]1+=ROL(b[30],15);
b[30]+=ROL(b[31],24);

b[33]+=ROL(b[32],1);
b[32]1+=ROL(b[33],2);
b[35]+=ROL(b[34],19);
b[34]+=ROL(b[35],12);
b[37]1+=ROL(b[36],5);
b[36]1+=ROL(b[37],22);
b[39]+=ROL(b[38],23);
b[38]+=b[39];
b[41]+=ROL(b[40],9);
b[40]+=ROL(b[41],10);
b[43]1+=ROL(b[42],27);
b[42]+=ROL(b[43],20);
b[45]1+=ROL(b[44],13);
b[44]+=ROL(b[45],30);
b[47]+=ROL(b[46],31);
b[46]1+=ROL(b[47],8);
b[49]+=ROL(b[48],17);
b[48]1+=ROL(b[49],18);
b[51]1+=ROL(b[50],3);
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b[50]+=ROL(b[51],28);
b[53]1+=ROL(b[52],21);
b[52]+=ROL(b[53],6);

b[55]1+=ROL(b[54],7);

b[54]1+=ROL(b[55],16);
b[57]1+=ROL(b[56],25);
b[56]+=ROL(b[57],26);
b[59]+=ROL(b[58],11);
b[58]1+=ROL(b[59],4);

b[61]+=ROL(b[60],29);
b[60]1+=ROL(b[61],14);
b[63]+=ROL(b[62],15);
b[62]1+=ROL(b[63],24);

for(i=0;i<(WIDTH/2) ;i++){
ali]l=b[2%*i];
ali+(WIDTH/2)1=b[2*i+1];
}
a[1]+=ROL(al0],1);
al[0]+=ROL(al[1],2);
a[3]+=ROL(a[2],23);
a[2]+=R0OL(a[3],28);
a[6]+=ROL(a[4],13);
a[4]+=R0OL(a[5],22);
a[7]1+=ROL(a[6],3);
a[6]+=ROL(a[7],16);
a[9]+=ROL(a[8],25);
a[8]+=ROL(a[9],10);
a[11]+=R0OL(a[10],15);
a[10]+=ROL(al11],4);
a[13]+=R0OL(a[12],5);
a[12]+=R0OL(a[13],30);
a[15]+=R0OL(a[14],27);
a[14]+=ROL(a[15],24);
a[17]+=R0OL(a[16],17);
a[16]+=ROL(a[17],18);
a[19]+=R0OL(a[18],7);
a[18]+=R0OL(a[19],12);
a[21]+=R0OL(a[20],29);
a[20]+=R0OL(a[21],6);
a[23]+=R0OL(a[22],19);
a[22]+=a[23];
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a[25]1+=R0OL(a[24],9);

a[24]+=R0OL(a[25],26),
a[27]+=ROL(a[26],31);
a[26]+=R0OL(a[27],20);
a[29]+=R0OL(a[28],21);
a[28]+=R0OL(a[29],14);
a[31]+=R0OL(a[30],11);
a[30]+=R0OL(a[31],8);

a[33]+=R0OL(a[32],1);
a[32]+=R0OL(a[33],2);
a[35]+=R0OL(a[34],23);
a[34]+=R0OL(a[35],28);
a[37]+=R0OL(a[36],13);
a[36]+=R0OL(a[37],22);
a[39]+=R0OL(a[38],3);
a[38]+=R0OL(a[39],16);
a[41]+=ROL(a[40],25);
a[40]+=R0OL(a[41],10);
a[43]+=ROL(a[42],15);
a[42]+=R0OL(a[43],4);
a[45]+=ROL(a[44],5);
a[44]+=R0OL(a[45],30);
a[47]+=ROL(a[46],27);
a[46]+=R0OL(a[47],24);
a[49]+=ROL(a[48],17);
a[48]+=ROL(a[49],18);
a[51]+=R0OL(a[50]1,7);
a[50]+=R0OL(a[51],12);
a[563]+=R0OL(a[52],29);
a[52]+=R0OL(a[53],6);
a[55]+=R0OL(a[54],19);
a[54]+=a[55];
a[57]+=R0OL(a[56],9);
a[56]+=R0OL(a[57],26),
a[59]1+=R0OL(a[58],31);
a[58]+=R0OL(a[59],20);
a[61]+=R0OL(a[60],21);
a[60]+=ROL(a[61],14);
a[63]+=R0OL(a[62],11);
a[62]+=R0OL(a[63],8);

for(i=0;i<(WIDTH/2) ;i++){
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b[i]l=a[2*i];

b[i+(WIDTH/2)]=a[2%i+1];
}
b[1]1+=ROL(b[0],1);
b[0]+=ROL(b[1],2);
b[3]+=ROL(b[2],27);
b[2]+=ROL(b[3],8);
b[5]+=ROL(b[4],21);
b[4]+=ROL(b[5],14);
b[7]+=ROL(b[6],15);
b[6]+=ROL(b[7],20);
b[9]+=ROL(b[8],9);
b[8]+=ROL(b[9],26);
b[11]+=ROL(b[10],3);
b[10]1+=b[11];
b[13]+=ROL(b[12],29);
b[12]+=ROL(b[13],6);
b[15]1+=ROL(b[14],23);
b[14]+=ROL(b[15],12);
b[17]1+=ROL(b[16],17);
b[16]+=ROL(b[17],18);
b[19]1+=ROL(b[18],11);
b[18]+=ROL(b[19],24);
b[21]+=ROL(b[20],5);
b[20]+=ROL(b[21],30);
b[23]+=ROL(b[22],31);
b[22]+=ROL(b[23],4);
b[25]+=ROL(b[24],25);
b[24]1+=ROL(b[25],10);
b[27]+=ROL(b[26],19);
b[26]1+=ROL(b[27],16);
b[29]+=ROL(b[28],13);
b[28]+=ROL(b[29],22);
b[31]+=ROL(b[30],7);
b[30]1+=ROL(b[31],28);

b[33]1+=ROL(b[32],1);
b[32]+=ROL(b[33],2);
b[35]+=ROL(b[34],27);
b[34]1+=ROL(b[35],8);
b[37]1+=ROL(b[36],21);
b[36]+=ROL(b[37],14);
b[39]+=ROL(b[38],15);
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b[38]+=ROL(b[39],20);
b[41]+=ROL(b[40],9);
b[40]+=ROL(b[41],26);
b[43]+=ROL(b[42],3);
b[42]+=b[43];
b[45]+=ROL(b[44],29);
b[44]1+=ROL(b[45],6);
b[47]+=ROL(b[46],23);
b[46]1+=ROL(b[47],12);
b[49]+=ROL(b[48],17);
b[48]1+=ROL(b[49],18);
b[51]1+=ROL(b[50],11);
b[50]1+=ROL(b[51],24);
b[53]+=ROL(b[52],5);
b[52]1+=ROL(b[53],30);
b[55]+=ROL(b[54],31);
b[54]+=ROL(b[55],4);
b[567]+=ROL(b[56],25);
b[56]1+=ROL(b[57],10);
b[59]+=ROL(b[58],19);
b[58]+=ROL(b[59],16);
b[61]1+=ROL(b[60],13);
b[60]+=ROL(b[61],22);
b[63]1+=ROL(b[62],7);
b[62]+=ROL(b[63],28);

for(i=0;i<WIDTH;i++) a[il=b[i];
}

void ipht (unsigned long a[WIDTH]){
unsigned long i,b[WIDTH];

a[0]-=ROL(a[1],2);
a[1]-=ROL(a[0],1);
a[2]-=R0OL(a[3],8);
a[3]1-=ROL(a[2],27);
a[4]-=ROL(a[5],14);
a[5]-=R0OL(a[4],21);
a[6]1-=ROL(a[7],20);
a[7]1-=ROL(a[6],15);
a[8]-=ROL(a[9],26),
a[9]-=R0OL(a[8],9);
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al[10]-=a[11];
a[11]1-=R0OL(a[10],3);
a[12]-=ROL(a[13],6);
a[13]1-=ROL(a[12],29);
a[14]1-=ROL(a[15],12);
a[15]-=R0OL(a[14],23);
a[16]-=ROL(a[17],18);
a[17]1-=ROL(a[16],17);
a[18]-=ROL(a[19],24);
a[19]1-=ROL(a[18],11);
a[20]-=ROL(a[21],30);
a[21]-=R0OL(a[20],5);
a[22]1-=R0OL(a[23],4);
a[23]-=R0OL(a[22],31);
a[24]1-=R0OL(a[25],10);
a[25]-=R0OL(a[24],25);
a[26]1-=R0OL(a[27],16);
a[27]1-=ROL(a[26],19);
a[28]1-=R0OL(a[29],22);
a[29]1-=ROL(a[28],13);
a[30]-=R0OL(a[31],28);
a[311-=R0OL(a[30],7);

a[32]1-=R0OL(a[33],2);
a[33]-=ROL(a[32],1);
a[34]1-=R0OL(a[35],8);
a[35]-=R0OL(a[34],27);
a[36]1-=R0OL(a[37],14);
a[37]1-=ROL(a[36],21);
a[38]1-=R0OL(a[39],20);
a[39]1-=ROL(a[38],15);
a[40]-=ROL(a[41],26),
a[411-=R0OL(a[40],9);
a[42]-=a[43];
a[43]1-=ROL(al[42],3);
a[44]1-=ROL(a[45],6);
a[45]-=ROL(a[44],29);
a[46]1-=ROL(a[47],12);
a[47]1-=R0OL(a[46],23);
a[48]-=ROL(a[49],18);
a[49]1-=ROL(a[48],17);
a[50]-=ROL(a[51],24);
a[51]1-=R0OL(a[50],11);
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a[52]-=R0OL(a[53],30);
a[53]1-=ROL(a[52],5);

a[54]1-=ROL(a[55],4);

a[55]-=ROL(a[54],31);
a[56]1-=ROL(a[57]1,10);
a[57]1-=R0OL(a[56],25);
a[58]-=ROL(a[59],16);
a[59]1-=R0OL(a[58],19);
a[60]-=ROL(a[61],22);
a[61]1-=ROL(a[60],13);
a[62]-=ROL(a[63],28);
a[63]-=R0OL(a[62],7);

for(i=0;i<(WIDTH/2);i++){
b[2*i]l=a[i];
b[2*i+1]=a[i+(WIDTH/2)];
}
b[0]-=ROL(b[1],2);
b[1]1-=ROL(b[0],1);
b[2]-=ROL(b[3],28);
b[3]1-=ROL(b[2],23);
b[4]-=ROL(b[5],22);
b[5]-=ROL(b[4],13);
b[6]1-=ROL(b[7],16);
b[7]1-=ROL(b[6]1,3);
b[8]-=ROL(b[9],10);
b[9]-=ROL(b[8],25);
b[10]1-=ROL(b[11],4);
b[11]-=ROL(b[10],15);
b[12]1-=ROL(b[13],30);
b[13]-=ROL(b[12],5);
b[14]1-=ROL(b[15],24);
b[15]-=ROL(b[14],27);
b[16]1-=ROL(b[17],18);
b[17]-=ROL(b[16],17);
b[18]1-=ROL(b[19],12);
b[19]-=ROL(b[18],7);
b[20]-=ROL(b[21],6);
b[21]1-=ROL(b[20],29);
b[22]-=b[23];
b[23]-=ROL(b[22],19);
b[24]1-=ROL(b[25],26);

29



b[25]-=ROL(b[24],9);

b[26]1-=ROL(b[27],20);
b[27]-=ROL(b[26],31);
b[28]1-=ROL(b[29],14);
b[29]1-=ROL(b[28],21);
b[30]-=ROL(b[31],8);

b[31]1-=ROL(b[30],11);

b[32]1-=ROL(b[33],2);
b[33]-=ROL(b[32],1);
b[34]1-=ROL(b[35],28);
b[35]-=ROL(b[34],23);
b[361-=ROL(b[37],22);
b[37]-=ROL(b[36],13);
b[38]1-=ROL(b[39],16);
b[39]-=ROL(b[38],3);
b[40]-=ROL(b[41],10);
b[41]1-=ROL(b[40],25);
b[42]-=ROL(b[43],4);
b[43]1-=ROL(b[42],15);
b[44]1-=ROL(b[45],30);
b[45]1-=ROL(b[44],5);
b[46]1-=ROL(b[47],24);
b[47]1-=ROL(b[46],27);
b[48]-=ROL(b[49],18);
b[49]1-=ROL(b[48],17);
b[50]-=ROL(b[51],12);
b[51]-=ROL(b[50],7);
b[52]-=ROL(b[53],6);
b[53]-=ROL(b[52],29);
b[54]1-=b[55];
b[55]-=ROL(b[54],19);
b[56]1-=ROL(b[57],26);
b[57]-=ROL(b[56],9);
b[58]1-=ROL(b[59],20);
b[59]1-=ROL(b[58],31);
b[60]1-=ROL(b[61],14);
b[61]-=ROL(b[60],21);
b[62]-=ROL(b[63],8);
b[63]1-=ROL(b[62],11);

for(i=0;i<(WIDTH/2) ;i++){



a[2*xi]=b[i];

al[2*i+1]1=b[i+(WIDTH/2)];
}
a[0]-=ROL(al1],2);
al[1]-=ROL(al0],1);
a[2]-=R0OL(a[3],12);
a[3]-=ROL(a[2],19);
a[4]-=R0OL(a[5],22);
a[5]1-=R0OL(al4],5);
a[6]-=al7];
al[7]-=R0OL(al6],23);
a[8]-=R0OL(a[9],10),
a[9]1-=R0OL(al8]1,9);
a[10]-=R0OL(a[11],20);
a[11]-=ROL(a[10],27);
a[12]-=R0OL(a[13],30);
a[13]-=R0OL(a[12],13);
a[14]-=R0OL(a[15]1,8);
a[15]-=ROL(a[14],31);
a[16]-=ROL(a[17],18);
a[17]-=ROL(a[16],17);
a[18]-=ROL(a[19],28);
a[19]-=R0OL(a[18],3);
a[20]-=R0OL(a[21],6);
a[21]-=R0OL(a[20],21);
a[22]-=ROL(a[23],16);
a[23]-=R0OL(a[22],7);
a[24]-=R0OL(a[25],26);
a[25]-=ROL(a[24],25);
a[26]-=R0OL(a[27],4);
a[27]-=ROL(a[26],11);
a[28]-=R0OL(a[29],14);
a[29]-=ROL(a[28],29);
a[30]-=R0OL(a[31],24);
a[31]-=ROL(a[30],15);

a[32]1-=R0OL(a[33],2);
a[33]-=R0OL(a[32],1);
a[34]-=R0OL(a[35],12);
a[35]1-=R0OL(a[34],19);
a[36]-=R0OL(a[37],22);
a[37]1-=ROL(a[36],5);
a[38]-=a[39];
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a[39]1-=R0OL(a[38],23);
a[40]-=ROL(a[41],10),
a[41]1-=ROL(a[40],9);

a[42]-=ROL(a[43],20);
a[43]1-=ROL(a[42],27);
a[44]1-=R0OL(a[45],30);
a[45]-=ROL(a[44],13);
a[46]-=R0OL(a[47],8);

a[47]1-=ROL(a[46],31);
a[48]1-=R0OL(a[49],18);
a[49]1-=ROL(a[48],17);
a[50]1-=R0OL(a[51],28);
a[511-=R0OL(a[50],3);

a[52]-=R0OL(a[53],6);

a[53]-=ROL(a[52],21);
a[54]1-=R0OL(a[55],16);
a[55]1-=ROL(a[54],7);

a[56]-=ROL(a[57],26);
a[57]1-=R0OL(a[56],25);
a[58]1-=ROL(a[59],4);

a[59]1-=R0OL(a[58],11);
a[60]-=ROL(a[61],14);
a[61]1-=ROL(a[60],29);
a[62]-=ROL(a[63],24);
a[63]1-=ROL(a[62],15);

for(i=0;i<(WIDTH/2) ;i++){
b[2*i]=alil;
b[2*i+1]=al[i+(WIDTH/2)];
}
b[0]-=ROL(b[1],2);
b[11-=ROL(b[0],1);
b[2]-=ROL(b[3],24);
b[3]1-=ROL(b[2],15);
b[4]1-=ROL(b[5],14);
b[5]-=ROL(b[4],29);
b[6]-=ROL(b[7],4);
b[7]1-=ROL(b[6],11);
b[8]1-=ROL(b[9],26);
b[9]-=ROL(b[8],25);
b[10]-=ROL(b[11],16);
b[11]1-=ROL(b[10]1,7);

32



b[12]-=ROL(b[13],6);
b[13]-=ROL(b[12],21);
b[14]1-=ROL(b[15],28);
b[15]1-=ROL(b[14],3);
b[16]1-=ROL(b[17],18);
b[17]-=ROL(b[16],17);
b[18]1-=ROL(b[19],8);
b[19]-=ROL(b[18],31);
b[20]1-=ROL(b[21],30);
b[21]-=ROL(b[20],13);
b[22]1-=ROL(b[23],20);
b[23]-=ROL(b[22],27);
b[24]1-=ROL(b[25],10);
b[25]-=ROL(b[24],9);
b[26]-=b[27];
b[27]-=ROL(b[26],23);
b[28]-=ROL(b[29],22);
b[29]1-=ROL(b[28],5);
b[30]-=ROL(b[31],12);
b[31]1-=ROL(b[30],19);

b[32]1-=ROL(b[33],2);
b[33]-=ROL(b[32],1);
b[34]1-=ROL(b[35],24);
b[35]-=ROL(b[34],15);
b[36]1-=ROL(b[37],14);
b[37]1-=ROL(b[36],29);
b[38]-=ROL(b[39],4);
b[39]1-=ROL(b[38],11);
b[40]-=ROL(b[41],26);
b[41]1-=ROL(b[40],25);
b[42]-=ROL(b[43],16);
b[43]1-=ROL(b[42],7);
b[44]-=ROL(b[45],6);
b[45]1-=ROL(b[44],21);
b[46]1-=ROL(b[47],28);
b[47]1-=ROL(b[46],3);
b[48]-=ROL(b[49],18);
b[49]-=ROL(b[48],17);
b[50]1-=ROL(b[51],8);
b[51]1-=ROL(b[50],31);
b[52]1-=ROL(b[53],30);
b[53]-=ROL(b[52],13);

33



b[54]1-=ROL(b[55],20);
b[55]1-=ROL(b[54],27);
b[56]1-=ROL(b[57],10);
b[571-=ROL(b[56],9);
b[58]1-=b[59];
b[59]1-=ROL(b[58],23);
b[60]1-=ROL(b[61],22);
b[61]-=ROL(b[60],5);
b[62]1-=ROL(b[63],12);
b[63]-=ROL(b[62],19);

for(i=0;i<(WIDTH/2) ;i++){
a[2xi]=b[i];
a[2*i+1]1=b[i+(WIDTH/2)];
}
a[0]-=ROL(a[1],2);
a[1]-=ROL(a[0],1);
a[2]-=ROL(a[3],20);
a[3]-=ROL(a[2],11);
a[4]-=ROL(a[5],6);
a[5]-=ROL(a[4],21);
a[6]1-=ROL(al7],24);
a[7]-=ROL(a[6],31);
a[8]-=ROL(a[9],10),
a[9]-=ROL(a[8]1,9);
a[10]-=ROL(a[11],28);
a[11]1-=ROL(a[10],19);
a[12]-=ROL(a[13],14);
a[13]-=ROL(a[12],29);
a[14]-=a[15];
a[15]1-=ROL(a[14]1,7);
a[16]1-=ROL(a[17],18);
a[17]1-=ROL(a[16]1,17);
a[18]-=R0OL(a[19],4);
a[19]1-=ROL(a[18],27);
a[20]-=R0OL(a[21],22);
a[21]1-=R0OL(a[20],5);
a[22]-=R0OL(a[23],8);
a[23]-=R0OL(a[22],15);
a[24]1-=ROL(a[25],26);
a[25]-=R0OL(a[24],25);
a[26]1-=ROL(a[27],12);
a[27]1-=ROL(a[26],3);
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a[28]-=ROL(a[29],30);
a[29]-=R0OL(a[28],13);
a[30]-=ROL(a[31],16);
a[31]-=R0OL(a[30],23);

a[32]-=R0OL(a[33],2);
a[33]1-=ROL(a[32],1);
a[34]1-=R0OL(a[35],20);
a[35]-=ROL(a[34],11);
a[36]1-=R0OL(a[37],6);
a[37]1-=ROL(a[36],21);
a[38]1-=ROL(a[39],24);
a[39]1-=ROL(a[38],31);
a[40]-=ROL(a[41],10),
a[41]1-=R0OL(a[40],9);
a[42]1-=R0OL(a[43],28);
a[43]1-=R0OL(a[42],19);
a[44]-=ROL(a[45],14);
a[45]-=R0OL(a[44],29);
al[46]-=a[47];
a[47]1-=ROL(a[46]1,7);
a[48]-=ROL(a[49],18);
a[49]1-=R0OL(a[48]1,17);
a[501-=ROL(a[51],4);
a[51]1-=R0OL(a[50],27);
a[52]-=ROL(a[53],22);
a[53]1-=R0OL(a[52],5);
a[54]1-=R0OL(a[55],8);
a[55]-=ROL(a[54],15);
a[56]1-=R0OL(a[57],26);
a[57]1-=ROL(a[56],25);
a[58]-=R0OL(a[59],12);
a[59]1-=R0OL(a[58],3);
a[60]-=ROL(a[61],30);
a[61]1-=ROL(a[60],13);
a[62]-=ROL(a[63],16);
a[63]1-=ROL(a[62],23);

for(i=0;i<(WIDTH/2) ;i++){
b[2*i]l=alil;
b[2*i+1]=a[i+(WIDTH/2)];

}

b[0]1-=ROL(b[1],2);
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b[1]-=ROL(b[0],1);
b[2]-=ROL(b[3],16);
b[3]-=ROL(b[2],7);
b[4]1-=ROL(b[5],30);
b[5]-=ROL(b[4],13);
b[6]1-=ROL(b[7],12);
b[7]1-=ROL(b[6],19);
b[8]-=ROL(b[9],26);
b[9]1-=ROL(b[8],25);
b[10]-=ROL(b[11],8),
b[11]1-=ROL(b[10],31);
b[12]-=ROL(b[13],22);
b[13]1-=ROL(b[12],5);
b[14]-=ROL(b[15],4);
b[15]-=ROL(b[14],11);
b[16]-=ROL(b[17],18);
b[17]-=ROL(b[16],17);
b[18]-=b[19];
b[19]-=ROL(b[18],23);
b[20]1-=ROL(b[21],14);
b[21]1-=ROL(b[20],29);
b[22]1-=ROL(b[23],28);
b[23]-=ROL(b[22],3);
b[24]1-=ROL(b[25],10);
b[25]-=ROL(b[24],9);
b[26]1-=ROL(b[27],24);
b[27]-=ROL(b[26],15);
b[28]-=ROL(b[29],6);
b[29]1-=ROL(b[28],21);
b[30]-=ROL(b[31],20);
b[31]1-=ROL(b[30],27);

b[32]1-=ROL(b[33],2);
b[33]-=ROL(b[32],1);
b[34]1-=ROL(b[35],16);
b[35]-=ROL(b[34],7);
b[36]1-=ROL(b[37],30);
b[37]1-=ROL(b[36],13);
b[38]-=ROL(b[39],12);
b[39]1-=ROL(b[38],19);
b[40]-=ROL(b[41],26);
b[41]1-=ROL(b[40],25);
b[42]-=ROL(b[43],8),
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b[43]-=ROL(b[42],31);
b[44]1-=ROL(b[45],22);
b[45]-=ROL(b[44],5);
b[46]1-=ROL(b[47],4);
b[47]1-=ROL(b[46],11);
b[48]-=ROL(b[49],18);
b[49]1-=ROL(b[48],17);
b[50]-=b[51];
b[51]1-=ROL(b[50],23);
b[52]-=ROL(b[53],14);
b[53]1-=ROL(b[52],29);
b[54]1-=ROL(b[55],28);
b[55]1-=ROL(b[54],3);
b[56]1-=ROL(b[57],10);
b[571-=ROL(b[56]1,9);
b[58]-=ROL(b[59],24);
b[59]1-=ROL(b[58],15);
b[60]1-=ROL(b[61],6);
b[61]-=ROL(b[60],21);
b[62]1-=ROL(b[63],20);
b[63]-=ROL(b[62],27);

for(i=0;i<WIDTH;i++) alil=b[il;
b

void crypt(unsigned long key[4*NUM_ROUNDS+2] [WIDTH],\
unsigned long factors[WIDTH],\
unsigned long datal] [WIDTH] ,unsigned long long size){

unsigned 1long 1i,j;
unsigned long long m,n,o0,carryl,carry2;

for (m=0;m<size;m++){
for (i=0;i<NUM_ROUNDS;i++){

carryl=0;

for(j=0; j<WIDTH; j++){
datal[m] [j] =key[2*i] [j];
data[m] [j1=modmult(datalm] [j],factors[j]);
n=(unsigned long long) key[2xi+1][j];
o=(unsigned long long) datalm][j];
n+=o0;
n+=carryl;
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carryl=(n>>INT_LENGTH) & 1;
data[m] [j1=n & OxFFFFFFFF;
if((j & 7)==7) carryl=0;
}
pht (&data[m] [0]) ;
}
carryl=0;
carry2=0;
for (j=0; j<WIDTH; j++) {
n=(unsigned long long)datal[m][j];
o=(unsigned long long)key[2+*NUM_ROUNDS] [j];
n+=0;
n+=carryl;
carryl=(n>>INT_LENGTH) & 1;
data[m] [j1=n & OxFFFFFFFF;
data[m] [j]1=modmult (datal[m] [j],factors[j]);
n=(unsigned long long) datalm][j];
o=(unsigned long long) key[2*NUM_ROUNDS+1][j];
n+=0;
n+=carry2;
carry2=(n>>INT_LENGTH) & 1;
data[m] [j1=n & OxFFFFFFFF;
if((G & T)==7){
carryl=0;
carry2=0;
}
}
for(i=0;i<NUM_ROUNDS;i++){
carryl=0;
ipht (&data[m] [0]);
for(j=0; j<WIDTH; j++){
n=(unsigned long long) datalm][j];
o=(unsigned long long) key[2*NUM_ROUNDS+2+2xi][j];
n+=0;
n+=carryl;
carryl=(n>>INT_LENGTH) & 1;
data[m] [j1=n & OxFFFFFFFF;
data[m] [j1=modmult(datalm] [j],factors[j]);
data[m] [j]~=key[2+«NUM_ROUNDS+3+2%*i] [j];
if((j & 7)==7) carryl=0;
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void encrypt(unsigned long userkey[] [WIDTH] ,unsigned long long size,\
unsigned long datal] [WIDTH]){

unsigned long key[4 *NUM_ROUNDS+2] [WIDTH];
unsigned long factors[WIDTH];
unsigned long i,j,intermediate[1] [WIDTH];

key_schedule(userkey,key) ;
encryption_factors(factors);
for (i=0;i<WIDTH;i++){
intermediate[0] [1]=0;
}
#if defined (FORWARD)
for(i=0;i<(4*xNUM_ROUNDS+2) ;i++){
crypt (key,factors,intermediate, 1ULL) ;
for (j=0; j<WIDTH; j++) {
key[i] [j]1=intermediate[0] [j];
}
}
#else
for (i=(4*NUM_ROUNDS+2) ;i>0;i—-){
crypt (key,factors,intermediate, 1ULL) ;
for (j=0; j<WIDTH; j++) {
key[i-1] [jl=intermediate[0] [j];
}
}
#endif

crypt(key,factors,data,size);
+
void decrypt(unsigned long userkey[] [WIDTH] ,unsigned long long size,\

unsigned long datal] [WIDTH]){
unsigned long key[4*NUM_ROUNDS+2] [WIDTH] ;
unsigned long factors[WIDTH];
unsigned long i,j,intermediate[1] [WIDTH];

key_schedule (userkey,key) ;
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encryption_factors(factors);
for (i=0;i<WIDTH;i++){
intermediate[0] [1]=0;
}
#if defined (FORWARD)
for(i=0;i<(4*xNUM_ROUNDS+2) ;i++){
crypt (key,factors,intermediate,1ULL) ;
for (j=0; j<WIDTH; j++) {
key[i] [j]1=intermediate[0][j];
}
}
#else
for (i=(4*NUM_ROUNDS+2) ;i>0;i—-){
crypt (key,factors,intermediate, 1ULL) ;
for(j=0; j<WIDTH; j++){
key[i-1] [jl=intermediate[0] [j];
}
}
#endif
invert_keys (key) ;
decryption_factors(factors);
crypt(key,factors,data,size);

int main(){
unsigned long 1i,j;
unsigned long datal[1] [WIDTH];

#if defined(BIG_KEY)

unsigned long userkey[4] [WIDTH];
#else

unsigned long userkey[2] [WIDTH];
#endif

for(i=0;i<WIDTH;i++) datal[0] [i]=1i;
#if defined(BIG_KEY)
for (i=0;i<WIDTH;i++){
for(j=0;j<4;j++) userkey[j] [i]=WIDTH*j+i;
}
#else
for(i=0;i<WIDTH;i++){
for(j=0;3j<2;j++) userkey[j] [i]1=WIDTH*j+1;
}
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#tendif

encrypt (userkey,1ULL,data) ;
for(i=0;i<WIDTH;i++) printf("%1lx\n",datal0][i]);
scanf ("%1d",&j);
#if defined(BIG_KEY)
for(i=0;i<WIDTH;i++){
for(j=0;j<4;j++) userkey[j] [i]=WIDTH*j+i;
}
#else
for(i=0;i<WIDTH;i++){
for(j=0;3j<2;j++) userkey[j] [i]1=WIDTH*j+1;
}
#endif
decrypt (userkey,1ULL,data) ;
for(i=0;i<WIDTH;i++) printf ("%1lx\n",datal[0][i]);
scanf ("%1d4",&j);
return(0);

}
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