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Abstract. In Eurocrypt 2010, Miccinacio initiated an investigation of cryptographically sound,
symbolic security analysis with respect to coinductive adversarial knowledge, and demonstrated
that under an adversarially passive model, certain security criteria (e.g. indistinguishability) may
be given a computationally sound symbolic characterization, without the assumption of key acyclic-
ity. Left open in his work was the fundamental question of “the viability of extending the coin-
ductive approach to prove computational soundness results in the presence of active adversaries.”
In this paper we make some initial steps toward answering this question in the affirmative with
respect to an extension of a trace-based security model (proposed by Micciancio and Warinschi in
TCC 2004) including asymmetric and symmetric encryption; in particular we prove that a random
computational trace can be soundly abstracted by a coinductive symbolic trace with overwhelming
probability, provided that both the underlying encryption schemes provide IND-CCA2 security
(plus ciphertext integrity for the symmetric scheme), and that the diameter of the underlying
coinductively-hidden subgraph is constant in every symbolic trace. This result holds even if the
protocol allows arbitrarily nested applications of symmetric/asymmetric encryption, unrestricted
transmission of symmetric keys, and adversaries who adaptively corrupt users, along with other
forms of active attack.

As part of our proof, we formulate a game-based definition of encryption security allowing adaptive
corruptions of keys and certain forms of adaptive key-dependent plaintext attack, along with other
common forms of CCA2 attack. We prove that (with assumptions similar to above,) security under
this game is implied by IND-CCAZ2 security. This also characterizes a provably benign form of cyclic
encryption which can be achieved under standard notions of encryption security, which may be of
independent interest.

Keywords: Computational soundness, adaptive corruptions, coinduction, key-cyclic security, trace-
based protocol security, active adversaries, standard security



1 Introduction

Provable security [32], since its introduction in the early 1980s, has provided a rigorous founda-
tion for the security analysis of cryptographic schemes.Typically, proving that a cryptographic
construction meets a given security goal within the provable security framework requires: (1)
formally defining the security goal in terms of what comprises a violation of the goal and what
is assumed about the computational power of the adversary, and (2) giving a feasible method
which transforms any attack against the construction to an attack against one of its underlying
primitives [I5J16/50]. This methodology provides strong security assurances against resource-
bounded attackers, which is a fairly realistic assumption in real-world applications. However,
doing computational security analysis, even for small-sized protocols, can be a gruelingly te-
dious task, and normally a small change in the protocol necessitates a new security proof. On
the other hand, formal (logic-based) methods [30J/18/1] greatly simplify security analysis by
using idealized abstractions of cryptographic primitives and limiting adversarial computation,
even allowing for automated verification (e.g. [43]). While formal methods may help designers
identify subtle flaws in their schemes, they do not necessarily provide guarantees of computa-
tional security. At the very least, a formally verified scheme may be computationally insecure
if realized under “insufficiently strong” primitives (e.g. using malleable encryption in the case
of active attacks). Motivated by the mismatch between these two approaches, a large body of
work, starting from [3], attempts to give computational justification for formal security proofs,
in the form of computational soundness theorems. Generally speaking, a formal system for se-
curity proofs is computationally sound if whenever a scheme is proved secure in the system, it
is guaranteed to also be secure in an appropriate computational security framework.

Background. Standard notions of secure encryption [32/48] ensure privacy of plaintexts chosen
independently from the underlying secret key(s). It has long been known that a key encrypted
under itself may no longer remain secret, and recent results [24/4] show that indeed for all £ > 1,
k-circular security is not implied by standard security. Moreover, currently known techniques
for standard security fall short when trying to prove non-trivial security statements against
more adaptive adversaries. As an example, assume in the standard multiple-key-based indis-
tinguishability game [12] over keys cky, ..., cky, the adversary is additionally allowed to obtain
the (nested) encryption of any ck; under {cki,...,ck;_1}, giving rise to an acyclic encryption
ordering between keys. One can use a standard hybrid argument to show that security in this
setting is no stronger than standard security. However, this simple hybrid argument fails in the
case that the (acyclic) encryption ordering is a priori unknown and formed adaptively by the
adversary. (The naive approach of guessing the underlying ordering also trivially yields an ex-
ponential reduction factor.) In contrast, conventional Dolev-Yao style security analysis models
adversarial knowledge inductively in an all-or-nothing fashion (i.e. the adversary either knows a
secret piece of data, or it does not have any information about it). As a result, adversarial power
is limited, essentially treating uniformly all symbolic ciphertexts whose encryption keys are un-
derivable under so-called Dolev-Yao deduction rules. Consequently, Dolev-Yao models typically
assume no difference between two symbolic encryptions {k}; and {ki}r. Also, the “adaptive
problem” described above seems to not be a challenge within these models. For these reasons,
most existing computational soundness results are restricted in their assumptions, which include
excluding key cycles altogether in the presence of passive adversaries [32l33], posing certain en-
cryption orderings in the presence of passive-but-adaptive adversaries [40/41], and disallowing
symmetric encryption in the presence of active adversaries [42/27/9/23].

As a resolution to the problems created by key cycles, Micciancio [39] proposes a coinductive
method for modeling symbolic security, and obtains computational soundness in the setting
of message indistinguishability for passive adversaries, while allowing key cycles and assuming



only semantic security for the underlying encryption function. Coinductive symbolic security
corresponds to a greatest-fivedpoint-based definition of adversarial knowledge, as opposed to
the least-fizedpoint-based definition adopted by conventional inductive methods. From a cryp-
tographic perspective, [39] implicitly characterizes a provably benign form of circular encryp-
tion, in particular the equivalence of standard security to secure encryption under a variant
of the multiple-key-based game described above in which the adversary may obtain the (sin-
gle or nested) encryption of any ck; under arbitrary keys, provided at least one of them is in
{cki,...,ck;_1}, resulting in a (possibly) cyclic encryption ordering. To obtain soundness, [39)
shows that for an a priori known sequence of exchanged symbolic messages (which is the case
in the passive setting), one may order all coinductively irrecoverable keys from this sequence as
k1, ..., km, such that each occurrence of k; is encrypted under at least one of {kj,..., ki_1}.

Our Results. In this paper we investigate the question left open in [39]; namely, whether a
coinductive approach provides similar soundness guarantees when applied in the setting of active
adversaries. We consider a symbolic/computational trace-based execution model [42], including
asymmetric and symmetric encryption. In contrast to previous work, we allow symmetric keys to
be freely included in protocol messages, symmetric and asymmetric encryptions to be arbitrarily
nested, and adversaries to adaptively corrupt users, along with other forms of active attack.
We first pose the following central question: to what extent can any encryption scheme with
standard security withstand stronger types of attack including adaptive corruptions of keys
and key-dependent /circular encryption? To formalize this, consider the following game over
symmetric/asymmetric encryption schemes £° = (G*, E*, D*), £* = (G, E*, D), {ck; }1<i<n <
G*(1"), and {(pki, ski) }1<i<n <= G*(1"), in which the adversary is allowed to adaptively corrupt
keys (symmetric and asymmetric), obtain decryption of permissible ciphertexts, and issue key-
dependent encryption queries of the form E*(f(cky,...,cky),ck;) or E*(f(cki,...,ckn),pkj),
where f is any arbitrary composition of constant, pairing, projection (Pi(cki,...,cky,) = ck;),
and encryption (Egkz() , Eg,. (+)) functions. We remark asymmetric decryption keys may not be
used to form key-dependent messages, reflecting our assumption that such keys are not sent as
plaintexts in protocol messages. This function family allows one to describe encryption queries
symbolically (e.g. E*(E*(cki,cka),cki) is denoted {{ki}k,}x,), and hence symbolically keep
track of adversarial knowledge. Now we ask: if £* and £° provide IND-CCA2 security only, can
we prove, at the end of the game, certain keys still maintain computational secrecy, in the sense
they can securely be used in an encryption-based indistinguishability gameEI? Several negative
results [24/4] show certain key cycles may compromise the secrecy of their component keys,
but on the positive side this problem (in a generic sense involving circular encryption) has not
been considered much. Motivating the discussion, the results of [39] in the context of the above
game (but where only symmetric encryption is used,) imply if all queries are made at once
(i.e. nonadaptively), then any ck;, whose symbolic key k; remains coinductively irrecoverable
(irrecoverable for short), even if used in key cycles, maintains computational secrecy. Along
these lines, we call (£%,E%) CI secure if after the adaptive execution of the above game all keys
whose symbolic keys remain irrecoverable maintain computational secrecy. We also consider ACT
security, an extension of CI security which adds ciphertext integrity and obtain the following

Theorem (informal). If (£%,£?) is ACI secure, it provides soundness for coinductive traces.

Next we ask if CI security may be based on IND-CCA2 security. Note that the CI attack
model is ostensibly much stronger than the CCA2 one, allowing a CI adversary to adaptively
corrupt keys and obtain circularly-encrypted ciphertexts. A naive reduction attempt would be
to a priori guess all keys which remain irrecoverable during the game, together with their

! Our definition of computational secrecy is close to the idea of key usability, developed in [2949], for defining
alternate, composition-amenable security criteria for key-exchange protocols.



underlying encryption ordering, and then use a hybrid argument in the style of [39] to do the
reduction. Such an idea clearly yields an infeasible reduction factor. Instead, we prove that if
the diameter of the coinductively-hidden subgraph of the resulting key graph is constant, then
CI security is implied by IND-CCA2 security. Here, the key graph is the (random) multigraph
G, which has a node for every key in the game, and an edge v; — v; if v;’s associated key
encrypts v;’s in an encryption query (e.g. the encryption query {{k1}x,};, creates one self-loop
and one normal edge,) and by “coinductively hidden subgraph” we mean the induced subgraph
of G} on irrecoverable nodes (nodes whose associated keys remain irrecoverable). We remark
that as long as the above condition holds, the adversary may corrupt any number of keys, and
create arbitrary key cycles and arbitrarily-long paths in the whole key graph.

Theorem (informal). If £% and £° are both IND-CCA2 secure, then for every adversary .4
where the diameter of the coinductively hidden subgraph of G (A) is constant (i.e. independent
of the security parameter), A has a negligible advantage in the CI game for (€%, £®). Moreover,
if £9 is also INT-CTXT secure, A has a negligible advantage in the ACI game.

The starting point of our proof is [46]’s positive results on security against adaptive cor-
ruptions (in an authenticated channel setting), showing that security in a setting over £ and
{ckiti<i<n < G*(17), in which A may adaptively corrupt keys, and obtain single encryptions
E*(cki, ckj), for 1 < 4,5 < n, subject to key acyclicity, is obtained via a reduction to the se-
mantic security of £%, with a factor of O(n!) where [ is the diameter of the resulting key graph.
Although the results of [46] seem to extend, by its mere developed techniques, to an authen-
ticated setting with nested encryptions, they crucially rely on the acyclicity assumption and
break down if this latter is relaxed. Allowing cyclic nested encryptions, irrecoverable nodes may
have self-loops or oppositely-directed edges between themselves (encryption queries {{k1}, } ks
and {ka}r, create such edges, while ki, k2 remain irrecoverable), and we still need to prove their
computational secrecy. Central to our proof is a new notion of coinductive continuability, which
for every irrecoverable node characterizes a special set of paths ending in that node, satisfying
a property which enables a path-based reduction proof in the style of [46]. Also, allowing both
nested encryption and decryption queries creates a new complication; namely, to simulate a CI
adversary AT by a CCA2 adversary A°®, nested encryption may make an A®s challenge
ciphertext a “legitimate” ciphertext for A7 (e.g. when the ciphertext corresponding to {1 }x,
in {{k1}k, }ks is created under A“*’s left-or-right oracle and k3 remains irrecoverable), and
if AY! makes such a decryption query, our simulation fails. A large part of our proof, thus,
involves showing A¢T may produce such ciphertexts only with negligible probability. Such a
complication does not arise if one only deals with single encryptions, and in fact, the results of
[46] immediately extend if decryption queries are also allowed.

Applications. Our reduction result implies that for a protocol II (which may contain sym-
metric keys and nonces as atomic messages) and a trace-expressible security property P, if the
following two symbolic assertions hold, then the (CCA2, CCA2+CTXT)-based implementation
of IT provably achieves P (in an insecure channel setting) with strong security guarantees against
adaptive corruptions: (a) No symbolic coinductive adversary may create a trace containing an
arbitrarily-long encryption chain (in the sense described above), and (b) IT is coinductively se-
cure; namely, no co-inductive symbolic adversary may produce a trace not satisfying the under-
lying symbolic property. We observe that all protocols in the Clark-Jacob library [25], in which
the only primitives used are asymmetric/symmetric encryption, satisfy our soundness restriction
(item (a) above), making it applicable to them. A number of these protocols are asymmetric
encryption-based, and analyzable under previous soundness theorems (e.g. [42l27]9]). Using our
techniques, we show that the Wide-Mouthed Frog authentication protocol, which is not analyz-
able under the cryptographic library of [7] due to the classic commitment problem prevalent
in simulation-based approaches, satisfies our soundness restriction. This advocates for the use



of coinduction as a strong tool in yielding provably-sound security proofs, while circumventing
issues involved with using induction-based methods.

Why not KDM security? It might be asked why we bother to investigate soundness of
coinductive methods, when there are constructions in the standard model for secure encryption
under key-dependent messaging [I7/19]. We note that security against adaptive corruptions
is a mecessary requirement for any encryption scheme used in a protocol which is run in an
environment with adversarially adaptive corruptions. In such situations, once a key is corrupted,
the security of the protocol will depend on the preservation of secrecy for keys which are not
trivially corrupted. Even in the idealized static corruption model, a key may dynamically be
revealed by the exploitation of potential weaknesses of a protocol (e.g., consider a situation
where the adversary gets to alter a communicated message by replacing an “honest” key with
his own key, making an honest party then encrypt a secret key under the adversarial key.) To
the best of our knowledge, there are no provable constructions of KDM-secure encryption in
the standard model which also provide security against adaptive corruptions. Backes et al. [§]
consider a limited case in which security is defined only in a left-or-right indistinguishability
sense, not addressing the above problem. In subsequent work, [6] considers the problem in its full
generality as described above, but their construction is in the random-oracle model. Moreover,
they do not consider the question of whether generic constructions from KDM-secure encryption
schemes exist (in the standard model) which also provide security against adaptive corruptions.

Related Work. Obtaining sound abstract security proofs for protocols involving symmetric
encryption has also been considered following the ideal/real simulation paradigms of [20/47].
[7] shows that secure realization of ideal symmetric encryption (in the sense of reactive sim-
ulatability) is possible in their cryptographic library [9] if the commitment problem does not
occur (i.e. any honest party’s key, after it is used for encryption, never becomes “known” to the
adversary), and the used-order property is satisfied. (i.e. Deployed keys admit an a priori en-
cryption ordering.) The authors of [36], by extending the framework of [23] to allow symmetric
encryption, show if a key-exchange protocol satisfies their symbolic criteria and if the above con-
ditions hold, the protocol securely realizes a key-exchange functionality in the sense of universal
composability. We comment the commitment problem may intrinsically occur as a direct result
of security formalizations; adaptive corruptions, for instance, trivially enable this possibility.
Also, the requirement that “a session-key loss in a key-exchange protocol should not affect the
secrecy of other session keys” is formalized by allowing the adversary to adaptively learn session
keys, leading, possibly, to the commitment problem. (See, e.g., [I5/16] for related definitions.)
Thus the aforementioned frameworks do not consider the above two attack scenarios. (See, e.g.,
[0] for the analysis of the Otway-Rees protocol under [7].) We remark the commitment problem
was known long before in the setting of adaptively-secure multiparty computation, with initial
solutions given in [22J21]. (See also [45] for a limitation of non-committing encryption.)

The results of [26] are aimed at indistinguishability-based security properties (e.g., secrecy
requirements for key-exchange protocols), by showing that observational equivalence between
two processes implies computational indistinguishability under standard security assumptions.
Although [26] allows symmetric encryption, it imposes the same restrictions as [7J36]. Security
under adaptive corruptions is also discussed in [35/38], but only considering the restricted case
where the adversary may only see encryptions of his own generated messages.

A very different approach which in principle supports reasoning about situations which
include key-cyclic encryption and adaptive corruption for both symmetric and asymmetric en-
cryption as well as other primitives is the use of what might be called general-purpose security
logics. Here we include probabilistic process calculi [37J44], logics which axiomatize computa-
tional indistinguishability [34/11] and first-order logics augmented with axioms characterizing
specific security properties [10]. The tradeoff involved in taking a more generic approach is the



loss of structure in proofs, potentially undermining some of the benefits of the formal approach.
Basic Notation: For a review of the standard notions of encryption security, we refer to [13/14].
If D is a probability distribution, then x < D denotes choosing an element according to D,
and if S is a set, z <+ S denotes choosing an element uniformly at random from S. For a
probability distribution D, sup[D] denotes the support set of D, and we write 2 € D to mean
x € sup [D]. We call (a real-valued) function negligible if it grows more slowly than the inverse of
any polynomial function. For ease of notation, we use negl(-) to refer to any negligible function.

2 Preliminaries

A Formal Language for Cryptographic Expressions. Fxpressions are built from four infi-
nite sets of basic symbols — identifiers, ID, public-key symbols, KP**, private-key symbols K™,
and nonces, X — using encryption, {¢},, and concatenation, (-,-), operators for building com-
pound messages. We further partition P into asymmetric private keys, KP'¥™ and sym-
metric private keys KPTY™, We fix a bijective key-inverse operation (.)™1 : CPub U gCPTIvSY™
KCPT | which induces the identity function on subdomain KCPr#vsym,

Whenever it is essential to distinguish between the adversary’s and honest parties’ basic
symbols, we add a subscript A or H to basic symbols, and for every set S defined above, we
further define S = Sy US4 (e.g. KY" and KY""). Moreover, whenever it is necessary to dis-
tinguish between symmetric and asymmetric private-key symbols, we add a superscript sym to
symmetric ones. (e.g. we have (k¥")~! = k1¥™.) The set of formal expressions, Exp, is:

Exp = KProesy™ | Plain | Cipher | (Exp, Exp) (1)

Plain == ID | X | KP¥ | CPrivsy™ | ( Plain, Plain)
Cipher == {Plain}cicpusjcorivsym | {Cipher}tcicpusicprivsym | (Cipher, Cipher)

Coniductive Modeling of Adversarial Knowledge. We take a coinductive approach to
modeling adversarial attacks. To model coinductive adversarial knowledge [39], we define a key-
recovery function, F, which specifies given e € Exzp and T C IC%MU, what keys can be deduced
by “single-round” applications of Dolev-Yao rules. Defined naturally, F5(T") = s N K’giv for a
basic symbol s, Fe, ,)(T) = Fe, (T) U Feo(T), and Fey, (T) = Fe(T) if k™' € TU ICZMU and
Fie,,(T) = 0, otherwise. T' is a fizedpoint of F. if Fo(T) = T, and is the greatest (resp. least)
fixedpoint if T is the greatest (resp. least) solution of F.(X) = X (according to C ordering). Now
T is coinductively (resp. inductively) defined by F. if T is the greatest (resp. least) fixedpoint
of F.. It is easy to see that F. is a monotone function with respect to C.

The Tarski-Knaster Theorem implies that for every monotone function F : p(D) — p(D),
where D is some set and p(D) is its powerset, the least fixedpoint, fiz(F'), and greatest fixed-
point, FIX(F), of F exist and are obtained as follows

fiz(F)= ) S (2) FIX(F)= | S (3)

S:F(S)CS S:SCF(S

Note that if ' C F.(T"), then cl(T) 2 Ui>1FL(T) is a fixedpoint, for which T' C cl(T'), where
Fi(T) denotes i successive applications of F, on T. The latter follows from monotonicity of
Fe, and the former follows observing that F¥(T') = F¥+1(T) for sufficiently large k’s. (This is
because the number of keys in e is finite.) Thus the following equivalent formulations follow:

Fix(F, ﬂs Urio) @  FIX(F)= |JS = FKE™) ()

Fe(S)= i>1 S=F.(S) i>1

We show ; the proof for (4 follows by a dual argument. The first equality for F'1 X (F.) follows
from and the argument presented above. The second equality follows from the following



three observations: (a) ﬂi>1F§(Kgiv) is a fixedpoint of F, (b) if T is a fixedpoint of F,
then T = (\,»,F.(T), and (c) by monotonicity, (), FL(T) C ﬂi>1]:§(lC%Mv). Now the set
of coinductively recoverable keys of e is the set coinductively defined by F.. For example for
e = k1, R Yo, {k‘;ym}kfym}k, its coinductively recoverable keys are {k~1, k¥ k3’"'}.
(As a convention, we omit parentheses in expressions and write ey, es for (e1,e2).)

We define the coinductive closure set of e € Exp, denoted closure.(e), to be the smallest set
satisfying: (i) closure.(e) contains e, FIX (F,), ID, KP*?, and all the adversary’s basic symbols,
(i) if (e1,e2) € closure(e) then e, ez € closurec(e), (iii) if ¢’ and €’ are both in closure.(e),
so is (¢/,€"), (iv) if {m}y € closure.(e) and k=1 € closure.(e) then m € closure.(e), and (v) if
m € closurec(e) and k € closurec(e) then {m} € closure.(e). Although the above definition is
essentially inductive, an equivalent, coinductive definition is also possible; however, we adopt the
inductive one as it is more natural. Now e is coinductively recoverable from e if ey € closure.(e).
Note that, if e; € closure.(e) and k*¥™ ¢ closure.(e), the last rule does not allow us to deduce
that {e; }xsvm € closure.(e). This models the idealized symbolic assumption that if the adversary
does not know an honest party’s symmetric key, he cannot produce a ciphertext which decrypts
to a meaningful plaintext under that key. To support this assumption in our computational
model, we will assume that the symmetric encryption scheme provides ciphertext integrity.

We say €’ is a subezp of (or occurs in) e, denoted ¢’ C e, if e = €/, or e = (e1,€2) and €' C ¢
ore' Ceg,ore={e},and e C e;. We say kj encrypts k;l in e, denoted k1 —° kQ_I, if for some
{e1}r, which occurs in e, k;l C e1. An expression is key cyclic if it contains a key cycle, that is
a sequence ko, k1, ... k;—1 such that k; — k:(_;rl mod 7) for all j > 0, and is called key acyclic if it
is not key cyclic. It is known the inductive and coinductive definitions coincide for key-acyclic
expressions[39]. The converse of this, however, does not hold true (e.g. consider {{k7 ' }x, }r,);
it is possible some keys occur in certain key cycles but remain coinductively irrecoverable. In
fact, we will prove it is exactly such keys that remain “secure” under concrete implementations.
Computational Interpretation of Cryptographic Expressions. Under a pair of symmet-
ric/asymmetric schemes &, = (Esym, Eusy) With parameters (1sym, Nasy), an invertible pairing
function, and a concrete mapping T(Nsym, Nasy, ©), Which gives a concrete value to every basic
symbol, every e € Exp induces a natural probability distribution, denoted [[e]]f”, which we call

the computational image of e with respect to &, and 7. If £ € [[e]]fp and e; C e, given 7, one
may define the underlying value of e; in F in a natural way; we omit the formal definition here.

3 Symbolic and Computational Trace-Based Protocol Security

We will now introduce a protocol specification language and consider an extension of the model
given in [42] for analyzing security protocols in the presence of active adversaries. For simplicity,
we consider two-party protocols, and assume that each protocol runs in a constant number
of rounds, and admits a symbolic specification. Under these assumptions, a protocol can be
described as a sequence IT = (M{, M, M1, ME, ... MF ME) of messages being sent alternately
between two parties: initiator and responder. (Here having the responder send the last message
is arbitrary.) We assume that each party has an associated long-lived public key which the
other party may use to encrypt messages, and whose matching private key is never sent as a
plaintext. The parties, however, may generate fresh symmetric keys, send them (encrypted) to
each other, and later on use exchanged keys to encrypt future messages. Messages that we use
to specify protocols are built upon four disjoint sets Ids = {I, R}, nonces = {X1, Xo,...},
pubkeys = {K;, Kg}, and symkeys = {K;¥" K3, ...}, using encryption and concatenation
for building compound messages, where K; and Kgr denote the parties’ respective public keys.
We further require protocols be computationally executable; in particular, a party should be
able to fully decrypt (all encrypted parts of) a message she receives. (Our results seem to



easily extend by relaxing this restriction, allowing, e.g., ciphertext forwarding, which allows a
party to forward a message without decrypting it.) To summarize our assumptions, we call
IT walid if: (1) for all 1 < i < 7 and € {I,R}; K;' and K5' do not occur in M¢, and
(2) forall 1 < i <r,xz € {[,R}, and y = {I,R} — {z}; if M} has a subexp {M}g, then
K is inductively recoverable from (K, M{,..., M?F). (We will use a coinductive approach for
modeling adversarial attacks, and this condition is solely meant to specify our class of protocols.
In particular, since we require parties be able to fully decrypt their received messages, and their
roles be computationally executable, such a condition seems necessary.)

So far we have only described the “syntax” of protocols; this should not be confused with the
formal execution semantics to be presented below. Treating protocol I1 as a tuple of messages,
we denote its ith component (message) by II;. We denote the set of protocol users (participants)
by U = {u1,ug, ..., un }, where any two of whom may initiate an instance of the protocol together,
in a manner controlled by an adversary. The adversary is not himself a protocol user, but may
dynamically subvert users during the protocol execution. We model adversarial power as an
oracle with which he is adaptively interacting, by making the following types of query:

— corrupt(i): Corrupts user u;. In response, the long-lived secret key of u; (and all other u;’s
internal information) is given to the adversary.

— new-session(i, j): Causes u; and u; to start a new session, with wu; as the initiator. The
oracle assigns a unique session number, sn, to their session and gives the adversary this
number plus the first message that u; sends to u; in this session.

— send(sn,mi,I): Causes the oracle to send message m; to the initiator of session sn and give
ma, the message that the user produces in response, to the adversary. Here my may be a
valid message, an error message L (indicating m; was not of the right format), or a flag
message * indicating that the user has received her last message, finishing her session.

— send(sn,mq, R): Similar to above, but the message is sent to the responder of session sn.

We now give formal and computational semantics for protocols. In the formal setting, we
denote the long-lived public key of u; by k,,, and for each session sn that w; is a user of, we

denote u;’s generated symmetric keys and nonces in sn, respectively, by K = {k;%"; | j €

N} C K%ivsym, Xisn = {%isn; | 7 € N} C Xp. The adversary may use his own basic symbols
to build new messages; we denote the adversary’s symmetric keys and nonces, respectively, by
K" = {kiygn | j e N} C K™Y Xg ={za; | j € N} C Xa. We let Exppgsic be the union
of all X4, KY™, ngg’s, X on's.

The adversary initially knows only his own basic symbols and parties’ identities/public keys.
If he corrupts u;, he receives k;il as well as ngZLUXZ sn, for every session sn that u; has engaged
in. A protocol state is characterized by the following four components:

f:{I,R} x BS(II) x SN — Exppasic U{L} l:{I,R} x SN — II, U{\/}
h:{I,R} x SN - U corr-users C {uy,...,uy}

Here SN denotes the set of all session numbers, and, recall that, U is the set of all protocol
users. Function f represents the symbolic values that the initiator and responder of each session
of the protocol give to basic symbols in that session, and | means that the party does not yet
know the value of the corresponding basic message. Function [ denotes the index of the next
message in the protocol that the initiator and responder of each session expect to receive, and
y/ indicates that the party has finished her respective session. Finally function % indicates that
what protocol users take the roles of “initiator” and “responder” in each session.

We denote the initial state of the system by F'Sy, where corr-users = ), and [, f, h map
all their inputs to null values. An execution of a formal adversary, Ap, can be described



as a sequence of queries E(Ar) = (q1,¢2,...), with corresponding replies (ri,72,...). We
then call Ap coinductively legitimate if m € closure.(ri,72,...,7;—1) for all ¢ such that ¢; =
send(sn,m,{I, R}). Under Ap’s execution, we denote the induced formal trace by FT(Ar) =
(FSy, FSy...), where state F'S; is obtained from F'S;_1 as a result of query g;.

Under the computational execution, elements of BS(II) C IdsUnoncesUpubkeysUsymkeys
are replaced with random bitstrings, sampled w.r.t. a pair of asymmetric/symmetric schemes
Ep = (Easy, Esym), with w.l.o.g. a shared security parameter 7, and the coins tossed by both
protocol users and the adversary during the protocol execution. Each (initially honest) w;, before
engaging in the protocol execution, samples her long-lived key pair, (pk;, sk;) <= Gengsy(n), and
for each session sn that u; becomes a participant of, u; uses a (polynomially-long) uniformly-
selected random string R; s, to sample her nonces and symmetric keys in that session, where
symmetric keys are sampled according to Gengym,, and nonces chosen uniformly at random from
a fixed nonce space, NS = {0, 1}7’019(”). The adversary, using random string R 4, may choose his
nonces and symmetric keys (to, e.g., replace those of corrupted parties, inject in messages on
the network, etc.) in any arbitrary efficient manner; he may also initially corrupt a party and
choose her public/private key pair in any arbitrary manner (not necessarily following Gengsy ).

Letting Cyy = NSUsup [Gengym(n)]Usup [Genasy,(n)], a computational state of the protocol
is characterized by (F, L, H, Corr-Users), where L, H, Corr-Users are defined analogously to
their formal counterparts, and F' is also defined similarly to f by just replacing Fxp, with
C,. The adversary interacts with a computational oracle by issuing the four types of queries
explained above, where the input/output of queries, and the evolved computational states are
probabilistic, depending on R4 and Rpy. (Here Ry is the concatenation of all random coins
used by honest parties.) Among oracle queries, we only explain the effect of a corruption query
(the others are fairly straightforward): if the adversary corrupts w;, he is given (pk;, sk;), and
for every session sn in which u; takes the role X € {I, R}, the adversary is given F'(X,bs, sn),
for every bs € BS(II). Finally, under fixed Ry and R4, the induced computational trace is
deterministic and denoted by CT (A, Ra, Ry, Illg,).

Let FT = ((f1,l1,h1,corr-usersy), (fa2, ho,la, corr-userss),...) be a formal trace and let 7 :
Exppqsic — C be a computational mapping. We say that a computational trace

CT = ((F1, L1, Hy,Corr-Usersy), (Fa, Lo, Ha, Corr-Userss), . .. )

is an encoding of F'T' under 7, written F'T' <, CT, ifl; = L;, h; = H;, Corr-Users = corr-users
and F; = 7f;, for all i > 1. We say C'I" is the computational image of F'T', written FT < CT, if
there exists a mapping 7 such that FT <. CT.

Computational soundness theorems relate the random computational traces to (coinductive)
symbolic traces by characterizing cryptographic assumptions under which it is guaranteed that
a random computational trace is (almost always) an encoding of a (coinductive) symbolic trace.

Definition 1. A pair of encryption schemes &, = (Easy, Esym) provides a cryptographically-
sound interpretation of symbolic encryption with respect to coinductive Dolev-Yao traces (shortly,
provides soundness) if for all valid protocols II, PPT adversaries A., we have

RP71"2 (3{ coind-legit Ap} : FT(Ar) < CT(Ac, Ra, Ry, Ilg,)] > 1 —negl(n)
AyIVH

4 Active Adversaries and the Creation of Key Cycles

We present an example to show how a protocol run in an active setting may lead to creation of
key cycles, although the protocol does not produce them by itself. (i.e. when run in a passive



setting.) Then we illustrate an inherent limitation of inductive methods in providing sound
security proofs, when encryption is realized under standard notions of encryption security.

Ezxample 1. Consider the following protocol over A, B, C' with public keys k4, kp, kc:

A— B: ({ki,Ic}tig, {k2, Ic kg, {1a}ky)
B—C: ({kitre {k2}r,)

Suppose uj, ug2, ug, and ug are four protocol users with the respective public key k,, for
u;. Suppose up starts a session of the protocol by sending ({k1, Lug by, s 1525 Lug Huy > {Lus houy)
to ug. As a result, up sends ({ki1},,, {k2}r;) to us. The adversary at this point, having re-
ceived all messages, can start a new session with wug, claiming himself to be uy, by sending
({25 Lug thouy s {515 Tug Fhuy s {Lus i, )- Subsequently, ug sends ({k2}g,,, {k1}x,) to uz. Now the
adversary has obtained both {k2}x, and {ki}x,, which form an encryption cycle.

Given the attack sketched above, if the underlying encryption scheme is not 2-circular secure,
the adversary may obtain significant information about the bitstring values of k1 and ks, leading
him to compute new messages, not otherwise computable, depending on them. Now let’s look
at an inductive, formal modeling of the attack: after the adversary receives {ks}x, and {ki},,
it is assumed that he still cannot deduce ki or ko, and as a result, he cannot use these keys
to construct new messages. Thus, it turns out that a set of “feasible” concrete traces (which
may lead to a successful attack) may not be matched with any abstract inductive formal trace.
In other words, inductive traces are not “expressive enough” to abstractly represent all actual
concrete traces which may occur in an actual, concrete execution of a protocol. In contrast, the
above attack scenario can abstractly be represented as a valid coinductive Dolev-Yao trace, and,
hence, the coinductive approach seems more justifiable for sound formal analysis of protocols.

We remark that although the above example may appear rather unrealistic, key cycles are
quite likely to arise in realistic situations, e.g., in key-distribution protocols where multiple keys
are sent during a single run of a protocol may enable this possibility. Of course, if a protocol
is shown to not produce key-cycles when run in the presence of an active adversary (e.g. if it
does not transmit secret keys at all), then the inductive and coinductive approaches essentially
give rise to the same abstract sets of formal traces, and there is semantically no difference
between these two approach. However, the problem of deciding whether a protocol produces
key cycles in the active-attack setting is known to be undecidable, and thus for a large class of
protocols we may not be able to decide whether the protocol leads to key-cycle creation. Even,
under a bounded number of sessions, the problem is still NP-complete [28]. Finally we note
that the used-order restriction imposed in [7] to allow symmetric encryption in the simulatable
cryptographic library of [9] is meant, as one purpose, to rule out key-cycle production.

5 Computational Realization of Coinductive Methods

We describe a joint notion of security for asymmetric/symmetric encryption schemes which
provably provides soundness for coinductive Dolev-Yao traces. We then explore how this notion
may be achieved under standard complexity-theoretic assumptions.

We begin with some motivation. Consider a single run of a protocol against a passive adver-
sary, in which the whole sequence of exchanged messages is known a priori. We would like to
formalize what it means for a piece of data (nonce or symmetric-key element) to remain secure
(i.e. unknown) in both the formal and computational settings. Under the formal approach, one
would typically say that the secrecy of a piece of data is retained if it cannot be deduced by
applying Dolev-Yao deduction rules. For a nonce element X, for instance, if X is not formally



deducible, it means that all occurrences of X are encrypted under keys which cannot be ob-
tained by a Dolev-Yao adversary. Thus, under the concrete instantiation, after the adversary
has received the computational representations of the exchanged messages, the random nonce
value underlying X should still be as computationally random as a freshly-generated random
nonce, provided the encryption scheme is sufficiently strong. However, for the case of symmetric
keys the situation is quite different: even if the Dolev-Yao adversary is not able to deduce a
symmetric-key element, the key may leak significant information when it comes to a concrete
implementation. For instance, a symmetric-key value may lose its original randomness if used
for encryption. (i.e. The adversary will be able to tell it apart from a fixed key, causing it to
not be as “random” as a freshly generated key.) Thus the definition of secrecy for symmetric
keys in the computational model turns out to be more delicate.

Our ultimate goal is to establish a close correspondence between coinductive Dolev-Yao ad-
versaries and computational adversaries, by showing that a computational adversary essentially
cannot do anything (in terms of mounting successful attacks) which cannot already be performed
by a simple Dolev-Yao adversary. We capture the essence of active-attack scenario within a cryp-
tographic game, played between an adversary and a challenger, in which the adversary is faced
with a number of unknown keys (both asymmetric and symmetric) and nonces, generated by
the challenger, and his goal is to infer “non-trivial” information from the challenger’s secret
data, by exploiting active attacks such as corrupting arbitrary keys of the challenger, getting
her to encrypt messages which depend on her own secret data, and getting her to decrypt “per-
missible” ciphertexts. Our goal is to show that, under sufficiently strong security requirements,
the computational adversary cannot learn non-trivial information from a piece of data (nonce
or private key) that cannot already be obtained by a coinductive Dolev-Yao adversary. The key
point in our security definition is to formalize the idea of “computational secrecy” for private
keys. As it is probably clear from the above discussion, “requiring the adversary not be able to
distinguish the private key (used in the game) from a freshly generated key” would not work.
We formalize it in the following standard way: a private key retains its computational secrecy if
the adversary is unable to distinguish between the encryptions of real /random messages under
that key. We will be able to show that security in our game provides computational soundness.

Our security notion is formalized via the following game which we call the coinductive,
key-dependent indistinguishability game, or the CI game for short. As a notation, for S =

{(s},s2),(s3,83),...(sk,s2)}, we define S* 2 {st,s,...,8,} forie {1,2}.

n»Tn

5.1 Coinductive, Key-Dependent Indistinguishability (CI) Game

Assume Eusy = (Gengsy, Encasy, Decasy) and Egym = (Gensym, Enceym, Decsym) are a pair of
asymmetric/symmetric encryption schemes whose joint security is to be defined, w.l.o.g., with
respect to the shared security parameter n. The game is played between an adversary, A, and a
challenger, B, and is parameterized over a publicly-known, poly-bounded integer function n(n)
(we will simply write n for n(n)). Suppose 75(-) and 74(-) are (dynamically growing) mappings
which give bitstring values to, respectively, the basic symbols of B and A (we will see shortly
what those symbols are), and think of 7 as a mapping which is defined to be 75 on the domain
of B’s symbols and 74 on A’s. Here 74 is publicly known, while access to 75 and 7 is restricted
to H. The game proceeds in three phases: setup, interaction, and guessing.

In the setup phase, B first picks b « {0,1}, generates {(pki,sk;)} i<i<n < Gengsy(n),
symmetric keys {ck;}i<i<n < Gengym(n), and nonces {nc;}1<i<n < {0, 1}‘7(”) (for some poly
q), makes {pk;}1<i<n public, and keeps the rest secret. We introduce public/secret key symbols
{(ki k7 ) h<i<n € ICI;I“b X K%Timsym, symmetric-key symbols {k*"" }1<i<n € Kﬂivsym, and nonce
symbols {x;}1<i<n € X, and assign 75(k;) = pki, Tp(k; ) = ski, Tp(k™) = ck; and 75(z;) =
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ne;, for 1 <4 < n. We initialize eval-exp = ). During the interaction phase, A may dynamically
update 74, mapping his newly-created basic symbols to arbitrary values. In the interaction
phase A adaptively interacts with B by issuing any number of queries of the following types:

1. Corruption: A may corrupt a B’s key by issuing corrupt(s), where s € {k‘fl,...,kgl,
kY™ kY™ ). In response A receives 7(s), and (s,7(s)) is added to eval-exp.

2. Encryption: A may issue a query encrypt(e,x), where @ € {k1,... kn, k1", ... k'™ }, and
e may not have any k; '’s as a subexp. In response, A is given ¢ < [{e};]. and ({e},c) is
added to eval-exp. Here e may contain both the challenger’s and adversary’s basic symbols.

3. Nonce revelation: A may issue a query reveal(x;), and in response receives nc;, and (z;, nc;)
is added to eval-exp.

4. Decryption: A may issue decrypt(c,s'), where s’ € {k;*, ... kL kY™, . k™). In re-
sponse A receives Decggy(c, sk;) if s = ki_l and Decgym(c, ck;) if s = kY™, unless there
exists ({€}x,,cp) € eval-exp such that {e}, has a subexp {e'}s (where s’ = s~!) which in
{e}r, is encrypted only under keys whose decryption keys are in closurec(eval—expl), and
that ¢ corresponds to the computational image of {€’}s in ¢,. In this case the answer is L.

After making a number of such queries, A proceeds to the final, guessing phase, in which
he claims he is able to infer “non-trivial” information about irrecoverable secret data of B.
He does so by issuing a challenge query, which is either of the form challenge(s), where s €
{z1,...,2,} (nonce challenge), or of the form challenge(s,bs), where bs € {0,1}* and s €
(k7Y kLR k™Y (secret key challenge.) The response to the query is decided as
follows: if s € closure.(eval-exp'), then he is given L, otherwise:

— if b =0, Ais given ne; if s = z;, Encasy(bs, pk;) if s = kj_l, and Encgym(bs, ck;) if s = k;ﬁym.
—ifb=1, Ais given nc; — {0,139 if 5 = xj, Encesy(r,pkj) if s = kj_l, and Encgym (1, ckj)
if s = k"™, where r < {0, 1}10s],

&
A finally outputs his guess for b. Denoting by ACL” the random variable corresponding to A’s
output when the secret bit is b, his Cl-advantage is (below &, refers to the pair of schemes):

Ep Ep
AdvE! 4(n) = | Pr[ATY () = 1| b= 0] = Pr[A% () = 1| b =1]|.

Definition 2. A pair of encryption schemes £, = (Esym, Easy) provides joint security under the
CI game (shortly, is Cl-secure) if for every adversary A, Advg{A(n) is negligible.

We now explain the restrictions on challenge and decryption queries. For our discussion, as-
sume that & = (Gen, Enc, Dec) is a symmetric encryption scheme wherein Enc(ck, ck) leads
to computation of ck. (This could happen although £ is secure in any standard sense.) In
the absence of the condition for challenge queries, A could simply win the game as follows:
make two queries encrypt(k{™, ki¥") and encrypt(ks”™, ki¥™) to receive, respectively, ¢; and
c2, and then issue the challenge query challenge(ky’™,0"); A may now obtain 7(k¥"™) from
c1 and 7(k3Y™) from ¢y, trivially winning the game. Also in the absence of the condition for
decryption queries, A could simply win as follows: (1) make two queries encrypt(ki¥™, k™)
and encrypt({ky"" }rzom, ki”™) to receive, respectively, c1 and ca, (2) after computing 7(k7"")
from ¢y, issue the decryption query decrypt(cs,ks’™), where c¢3 = Dec(co,7(k3¥™)), and (3)
after obtaining 7(k3Y™) issue the challenge query challenge(ky”™,0™), trivially winning the
game. Finally we remark that the recent results of [24] show that there exists an IND-CCA2-

secure symmetric encryption scheme such that ciphertexts Enc(cky, cks), ..., Enc(ckn_1, cky),
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Enc(cky, cky), for randomly-generated ck;’s, lead to revelation of all cky, ..., ck, (a weaker case
than k-circular security). Therefore, the above attack methods extend to longer key cycles.

Note that A may use an encrypt query to obtain the encryption of any bitstring. For example,
to encrypt m under ck;, he may introduce a new basic symbol z 4, set 7.4(z4) = m, and then issue
encrypt(z a4, k¥™). Also it is possible to define and extend results we present about CI security to
a (seemingly) stronger notion in which A4 is allowed to make multiple challenge queries, possibly
making them interleave with the other types of queries. Right now for applications that we
consider, CI security suffices. CI security may be thought of as a variant of KDM security with
the underlying function family consisting of any arbitrary composition of constant, projection,
pairing and encryption functions. However, since we are trying to prove generic implication
results from standard notions of encryption security, we have to restrict the set of keys for
which we want to prove computational secrecy results (i.e. those which remain coinductively
irrecoverable). This differs from KDM security in which one wants to prove computational
secrecy for all keys, regardless of what encryption queries were made. Finally we stress that a
key that A challenges in the guessing phase may have previously participated in key cycles.

CI security is still insufficient for providing soundness as it does not provide integrity of
ciphertexts. To account for this, we strengthen it to additionally provide ciphertext integrity
and call the new notion authenticated CI (or ACI) security. We say (Eqsy, Esym) is ACI secure
if it is CI secure and further any A has a negligible chance of winning in the ACI game defined
as follows: the setup and interaction phases proceed exactly as in the CI game, while in the
guessing phase, A outputs (c, i) and wins if the following conditions hold: (1) Decgym(c, ck;) #
L, and (2) there does not exist ({e}x;,c) € eval-exp such that {e}y; has a subexp {e'}y,
encrypted in {e}, only under keys whose decryption keys are in closure(eval-expt), and that
¢ is the corresponding image of {€'}, in .

As a step toward proving soundness with respect to ACI security, we formulate a new notion
which characterizes security requirements capturing the basic Dolev-Yao assumptions made in
protocol analysis, and prove that it provides soundness. Our notion, which we call coinductive,
key-dependent non-malleability (shortly CNM) notion, is a generalization of the Dolev- Yao non-
malleability notion of [33], which was defined for the passive setting.

5.2 Coinductive, Key-Dependent Non-Malleability (CNM) Game

The game is parameterized, again, over £, = (Eqsy, Esym), a shared security parameter 7, and a
computational mapping 7, and runs in three phases with the setup and interaction phases as in
the CI game (except that no b is sampled). However, in the guessing phase, A claims he is able
to construct the computational image of an expression which is not coinductively constructible
from eval-exp'. To this end, he outputs (e, E), where e is an expression (containing, possibly,
both the adversary’s and challenger’s symbols) and E € {0,1}*. The output of the game is 1,
written as CNMg, ,(A) = 1, if the following two conditions hold:

1. e ¢ closure.(eval-exp'); and

2. I/ is a possible mapping of e under 7 and &,; namely, E € [[e]]fp .
Note condition (2) is efficiently verifiable given access to 7. The adversary’s CNM-advantage is:

AdvgM(A) = Pr[CNMg, ,(A) = 1]

Definition 3. A pair &, = (Eqsy, Esym) provides joint security under the CNM game (shortly,
is CNM-secure) if for every adversary A, Advg)]ﬁ]M(A) is negligible.
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Theorem 1. 1. CNM security = soundness
2. ACI security = CNM security.

Proof (Outline): For (2) if A“™ is able to output a CNM-valid (e, E), then e ¢ T, where

T = closure.(eval-exp') implies e has a subexp s such that s is either a nonce/private key, or

s = {-};svm, and that any subexp of e which contains s is not in 7". This implies the underlying
J

value of s is recoverable from FE (with the aid of the decryption oracle) through successive
decryptions down along the path leading to s, which will then enable an attack either against
CI security or ciphertext integrity depending on the type of s. The proof for (1) also follows
using ideas similar to those of [42]. We give a full proof in Appendix a

For an adversary A in either of the above games, we define a labeled key graph, G(A) =
(Va, E4), as follows: V4 = {of*, ... op™ 0¥ 0™}, and of & U? € Ey, for x,y €
{asy, sym} and a € N, if k¥ encrypts the ath occurrence of (k‘?)_l in the sequence of A’s encryp-
tion queries. Here ath occurrence refers to an increasing numbering given to each decryption key
as it appears in the sequence; for example, if e; = {k7", kp’™} ko kY™ and eo = k3™ {kpY" b,
and the first two encryption queries are encrypt(e1, k3) and encrypt (e2, k5); the set of keys that
encrypt the third occurrence of k™ is {k4, ks}. We call a node v¥ coinductively irrecoverable
(irrecoverable for short) if k¥ ~! ¢ closure.(eval-exp'), and we refer to the induced subgraph on
irrecoverable nodes as the hidden subgraph. The diameter of a graph is the length of the longest
path in the graph. For v; € V4 we define indeg(v;) to be the maximum a for which we have an
incoming edge with label a to v;; this specifies the number of times its associated key occurs in
A’s encryption queries. Note, indeg(v;") = 0, for every 1 < i < n, and also both G(A) and
indeg(v;) are random variables depending on the coins tossed during the game.

If all encryption queries were of the form encrypt(k;™, kx) (i.e. single encryption) with-
out key cycle creation, then all nodes from which there was a path to an irrecoverable node
would also be irrecoverable. However, in the case of nested encryptions with key cycles, the
above appealing property no longer holds; namely, an irrecoverable node may occur in certain
key cycles, and may have edges from nodes which are recoverable by the adversary. For ex-
ample, assuming e; = {k}¥ }ksym and es = {k3""} kv, if A makes queries encrypt(el,k5 ™,
encrypt(ks’™, k3¥™), encrypt(eg, kg¥™), and corrupt(k:sym) all keys except k" remain irrecov-
erable, and there exists, for instance, edges in both directions between v}’ and v3’™ in G(A).

However, in the case of cyclic nested encryption, we will base our hybrid arguments on a
provable property, which we call coinductive continuability, of irrecoverable nodes. In G(A), we
say vy D™ S RN vgd™, for x € {sym,asy}, is a coinductively continuable path if the
follovvlng conditions hold: (below for better clarity we drop the superscripts = and sym.)

1. Path validity: For all 2 <i < p, v,, | =% vy, € E4, and if 1 <w < h < p then vy, # vy, ,

2. For all s € {kZ ~" kyy™, ... kyY™} it holds s ¢ closure.(eval-exp'), and

3. either indeg(vy, ) = 0 or for every 1 < ay < indeg(vy, ) there exists v, with w € {asy, sym},
such that v}’ 4, Uy, LN N vy, is a coinductively continuable path.

We call a single node coinductively continuable if its associated path of length zero is so.
Lemma 1. At any point, any irrecoverable node in G(.A) is coinductively continuable.

Proof (Outline): We prove this by an induction over the length of the longest path ending in
the irrecoverable node. A full proof is given in Appendix [B] a

Definition 4. We say that £, = (Eusy, Esym) provides I-C1 security if Advg(’:il(n) is negligible
for every A for whom the diameter of the hidden subgraph of G(A) is always at most . We say
Ep provides I-ACI security if it is [-C1 secure and any A (under the ACI game) for which the
diameter of the resulting hidden subgraph is always at most | has a negligible advantage.
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Theorem 2. If 5y and Egym are both IND-CCAZ2 secure, then (Eusy, Esym) provides [-C1 se-
curity, for every constant .

Proof (Outline): The central idea is to guess a “random”, coinductively continuable path,
with some associated parameters, which ends in the challenge key, give “fake” values to certain
private keys occurring as plaintexts, and prove the adversary’s advantage under this replying
strategy is negligibly different from that under the standard game. We will give a more detailed
outline of the proof in Appendix and a full proof in Appendix [B] 0

Theorem 3. If &, provides IND-CCA2 security, and Esym provides both IND-CCAZ2 and
INT-CTXT security, then (Eusy, Esym) provides I-ACT security, for every constant .

Proof (Outline): We first show that if Ag; is able to output an ACI-valid (¢, %), then in a
world, W;, in which occurrences of kfym as a plaintext and its occurrences as an encryption
key are given two independent values, A, should have “the same” probability of producing a
valid (¢, 1), or otherwise a Cl-attack can be made. Next, we show that if under W; an adversary
A is able to produce an ACI-valid (c,i) and c is already a plaintext of a ciphertext obtained
under an encryption query (e.g. A has called encrypt({z1}svm, k3Y"™) to obtain ca, k5" remains
coinductively irrecoverably, and ¢ = Decgsym(c2, ck2)), then a CI attack follows, and otherwise
an INT-CTXT attack follows. A full proof is given in Appendix [D} a

6 Applications of Soundness

In this section we show how our computational soundness theorem can be used to reason about
security of protocols, and exemplify the approach with a representative protocol. We first begin
with some background.

A large class of security requirements (e.g. authentication) can be expressed in terms of trace
properties, i.e., predicates over individual execution traces. To formalize this class of security
requirements, we first provide some standard definitions from [42]. We let F'trace denote the set
of all symbolic traces and Ctrace denote the set of all computational traces. A formal (trace-
based) security property, Py, is formalized by an associated set S(Py) C Ftrace, and we say
that protocol IT is coinductively secure with respect to Py (or coinductively achieves Py) if for
all coinductively legitimate adversaries A it holds that F7T (Ag, II) € S(Py). A computational
(trace-based) security property, P,, is formalized again by an associated set S(P.) C Ctrace,
and we say IIg, computationally achieves P, if for all PPT adversaries A, it holds that: (Here
II¢, represents the computational implementation of II under the pair of encryption schemes
&)

Pr [CT(Ac,Ra,Ru,Hs,) € S(Pe)] > 1 — negl(n).
Ra,Ru
For Py and P, we say that P. computationally realizes Py if for all F'T € S(Ps) and CT €
Ctrace, if FT < CT, then CT € S(P.).

We provide some more definitions. For formal adversary Agp = ((fq1, fr1),---, (fqn, frn))

and protocol IT we let Sym(Ap) denote the set of honest symmetric-key symbols occurring

in {fry,...,frn}. (We refer to any symbol in ’Cg‘ivsym as an honest symmetric-key sym-

bol.) We define IrrecSym(Ar) 2 Sym(Ag) — closurec(fr1, ..., frn), and, using fr to denote
(fri,..., frn), we define Depth(II, Ap) to be the maximum d for which we have an encryp-

tion chain k7™ g, k™ ELEIN ko) for {R;™, KT} C IrrecSym(Ar). We call any
encryption chain satisfying the above property an irrecoverable chain. Finally we say that IT
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is constantly depth-bounded (bounded, for short) if there exists a constant d such that for all
coinductive adversaries A, it holds that Depth(II, Ar) < d.

From Theorem [3] and by slightly modifying the proof of Theorem [I] we can arrive at the
following Theorem:

Theorem 4. Suppose &, = (Easy, Esym), where Eusy is IND-CCAZ secure, and Egym is both
IND-CCA2 and INT-CTXT secure. If II is a bounded protocol which coinductively achieves Py
and P. is the computational realization of Py, then Ilg, computationally achieves P.

Proof. First by slightly changing the proof of Theorem [1| one can show that (a) if IT is I-depth
bounded, then any I-CNM secure &, provides soundness for 1, and (b) {-ACI security = I-
CNM security. Now from (a), (b) and Theorem [3| the result follows. O

We now provide some general statements about bounded protocols. We first define two
more types of security protocols. The class of protocols described in Section (3) are two-party
protocols, involving both asymmetric and symmetric encryptions. We call this class of proto-
cols hybrid two-party protocols. Another class of two-party protocols, which we call symmetric
two-party protocols, consists of protocols which use symmetric encryption only, requiring that
the two participating parties have previously established a secret key between themselves. Be-
yond two-party protocols, another widely-used type of protocol (especially) for authentication
and key-exchange protocols is the three-party one, where two parties, I, R, with the aid of a
trusted, incorruptible server, S, with whom each I and R shares a long-term secret key, at-
tempt to accomplish a security task. We also call these protocols server-based protocols. (We
use both terms “server-based” and “three-party” interchangeably.) Analogously to hybrid two-
party protocols, one may define valid symmetric two-party and three-party protocols. Below,
we give the definition for the three-party case; the definition for the symmetric two-party case is
similar. Assuming IDs = {I, R, S}, nonces = {X1, Xo, ...}, shared-keys = {Ks, Krs}, and
sym-keys = {K1, Ko, ...}, aserver-based protocol is IT = ((My, Py — Q1), (M2, Py — Q2),...),
where M;’s, again, are constructed from the above sets using concatenation and symmetric en-
cryption, and { Py, Q1, P2, Q2, ...} C IDs. Here, { K15, Krs} represent the two long-term secret
keys that I and R share with S, and (M;, P; — Q;) states that P; sends ); message M;. We
now define a walid server-based protocol to be the one in which K;g, Krg are never sent as
plaintexts, and that every message received by each party is completely decipherable by the
party. To formalize the latter requirement, we first define K5 = {K1s,KRrs}, KU = {K1s},
and KB = {KRrs}; now for IT introduced above and all ¢ > 1, if M; has a subexpression
{M} g, then K must be inductively recoverable from the expression formed by concatenating
all elements from the following set:

K(Q7)U{M] : ]S’L/\Q]:Ql}

Similarly to hybrid protocols, one may also define boundedness for three-party and sym-
metric two-party protocols, and restate a theorem similar to Theorem [4| for them. (We note,
however, that since for these two latter types of protocols we assume the only primitive used
is symmetric encryption, the new theorems will only speak about an IND-CCA2+INT-CTXT-
secure symmetric encryption scheme.)

6.1 Boundedness for the Wide Mouthed-Frog Authentication Protocol

The Wide Mouthed-Frog authentication protocol (WMF protocol for short) [I8] is a three-party
protocol described as follows:

mef = ((Ml,f — S> s <M2, S — R>)

15



M, = (I, {T17R7 kfym}KIs)
My = {T57I7 kiym}KRs

Here, T and T denote timestamps generated, respectively, by I and R to ensure freshness of
messages. (Although our symbolic protocol model does not consider timestamps, this does not
affect what we are going to present below.)

Now suppose the WMF protocol is succeeded by I sending 0 (or any other fixed message)
encrypted under k7™ to R. (i.e. ({0}4svm,I — R)); we call this new extension the extended
WMF (EWMF for short) protocol. For the EWMF protocol, as pointed out in [7], the so-called
used-order property (which is a necessary assumption for most simulation-based soundness
settings [7)36]) may be violated. The used-order property states that if a symmetric key k; is
used for encryption for the first time at some point 7' (and is unknown to the adversary at this
point), any subsequent occurrence of k; as a plaintext should only be encrypted under keys
which were first used for encryption before T'. For the EWMF protocol the used-order property
may be violated as follows: (1) I sends S the message (I, {T7, R, k;"""} k,) and before S sending
R the message {Ts, I, k""" } kg, I sends {0} gvm to R, violating the used-order property.

We now show that the EWMF protocol is a bounded protocol, satisfying our soundness
restriction. We should mention here that we are not claiming that the WMF protocol is secure
(as it is known to be not); rather we want to provide some general statements to show how
reasoning about our soundness restriction can be made, and to discuss its applicability.

We require the following definitions. We call a three-party protocol II type-1 if Krg and
Kpggs are the only keys used for encryption in II. (For example, the WMF protocol is type-
1.) We now show that every type-1 three party protocol is bounded, and that if any type-1
three party protocol 17 is run concurrently with a bounded, symmetric two-party protocol I1s,
then the boundedness property is retained for their concurrent execution. (i.e. the length of the
longest irrecoverable chain that may be created when II; and Il are executed concurrently is
at most longer by a constant than the longest irrecoverable chain that may be produced when
any of II; and Ily is run individually.) Denoting by II;||IIs the system that corresponds to
the concurrent execution of I1y and Il and by wuq,...,u, the set of users, the setup model of
concurrent execution assumes the existence of a trusted server S who shares a unique long-term
secret key with each user (this is the setup inherited from I7;), and further requires that any
u; and uj; who want to run an instance of Il; together, should have already set up a secret key
between themselves. (This secret key can be provided by, possibly, a run of I1;, or the setup
model may additionally assume that every two users also have a private communication link
between themselves. Our proposition below holds under any of these two latter assumptions.)

Proposition 1. IfII; is a type-1 three party protocol, and 15 is a symmetric two-party protocol,
then

1. for any formal adversary A, it holds Depth(Il1, Ar) <1, and
2. for any formal adversary Ar, it holds that Depth(I11||Il2, Ar) < Depth(Il2) + 1.

Proof. Proof of (1): For any set of users {uy,...,u,} of IT; and any formal adversary Ap, we
show that the length of the longest irrecoverable chain is at most one. For 1 < i < n we denote
u;’s shared long-term secret key with s, the server, by k5. Assume Ap’s computation produces
the following sequence of queries/replies: Ar = ((q1,71),- -, (¢m,"m)), and, letting r denote
(r1,...,7m), assume, to the contrary, that k; — ko — ks, for some ki, ks, k3 ¢ closure.(r).
We define K, = {ky,s : 1 <i <n} and K'" = K, — closure.(r). First note that since Ap is
coinductively legitimate, for every 1 <14 < n, we have ¢; € closure.(r1,...,7i—1). Now we show
that (a) k1 — ko and ki1, ko ¢ closure.(r) imply that k; € K77 (i.e. k; cannot be a symmetric
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key outside K" for example it is not a fresh symmetric key that may have been generated
during the protocol execution.), (b) similarly to (a), ko — ks and kg, k3 ¢ closure.(r) imply
that ke € K", and (c) For no k;, k; € K" it holds that k; — k;. Note that (a), (b), and (c)
conclude the proof of this part of the proposition. The proofs of (a) and (b) are entirely similar,
and the proof for (c) follows using the same ideas used for (a) and (b); so we only show (a). Since
k1 - ko, for some 1 < w < m, we have k; — ko, implying that either ¢, = new-session(i, j), or
G = send(sny, ey, Ry), for Ry, € {I, R, S}. Now when Ar makes query g, = new-session(i, j),
if u; is already corrupted, then it must be that all encryption keys used to form r,, are already
known by the adversary, contradicting the fact that ki, ks ¢ closure.(r). On the other hand,
if u; is not corrupted, then wu; follows the specification of the protocol, implying that the only
encryption key used in r,, must be ks (this follows from the fact that I1; is type-1 and u; is
honest), implying that k; € K7". With the same reasoning one can also conclude that for the
case qu = send(sny, ey, Ry) it should also hold that all encryptions used in r,, are under a key
which is in K/"". This completes the proof of part (1).

Proof of (2): The proof of this part also uses the same ideas discussed above, so we just give a
proof outline. Suppose Ar = ((q1,71),- -+, (gm,Tm)) (Here each ¢; is a query made to either ITy
or I15.) To prove this part, one needs to first show that no key in K" appear as a plaintext in
any 7;’s (or otherwise, A is not coinductively valid); and then deduce that for any irrecoverable
chain P = k;, 5 ki, 5.5 k;,, either P or k;, 5.5 k;, can be created by an adversary
A’z who is only run in an environment with only 75 executing.The proof then follows. ad

Now from the above proposition it follows that the the depth of the EWMF protocol is one.
This is because, every execution under the EWMF protocol may already be created under a
concurrent execution of the WMF protocol (which is a type-1 three party protocol) and the
simple symmetric two party protocol IIs = ({0}k,,,I — R).

7 Conclusion

We investigated soundness of coinductive methods in a protocol model allowing arbitrary compo-
sition of symmetric/asymmetric encryption, as well as unrestricted transmission of secret keys.
In such situations, an active adversary may selectively influence the encryption ordering be-
tween deployed keys, dynamically compromise them (naturally or under his corruption power),
and potentially obtain encryption cycles. Any weakness in the underlying encryption schemes
in the face of such an adversary may lead to insecure instantiations of protocols. Most previous
work on computationally sound symbolic analysis of protocols either does not allow symmetric
encryption, or imposes restrictions aimed at avoiding the above possibilities. Our soundness
theorem, founded on coinduction, does not assume any such restrictions, while providing strong
computational security guarantees against adaptive corruptions. Our results, however, rely on
a property of protocols we called boundedness (Appendix @, which requires that no symbolic
execution of the underlying protocol produce a coinductively-irrecoverable encryption chain of
nonconstant length. We observed that almost all protocols from [25] (when run in isolation)
admit (at most) 2-boundedness. (All of them are bounded.) We also provided statements on
how one can reason about boundedness of a protocol, and whether the boundedness property
is retained when two (individually bounded) protocols are run concurrently.

While the main focus of this paper is on trace-based security, we believe similar results
can also be proved for key-exchange (KE) security tasks. A central security requirement for
key exchange is the secrecy condition, requiring a secret key exchanged by a KE protocol
be indistinguishable from a freshly generated key. Our CI game is rich enough to encompass
common features of a KE attack model, including adaptive corruptions of users and session keys,
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while guaranteeing that (under stated complexity assumptions) coinducitve symbolic secrecy
under the game implies computational secrecy (real-or-random indistinguishability in the case
of nonces and key usability [29] in the case of secret keys).

For simplicity, we have assumed that if a user is corrupted, the adversary receives only her
long-lived key and her past generated secret keys/nonces, but not her past random coins. In
Appendix [E] we give some partial results about this more general case.

As briefly explained in the introduction, current results about KDM security do not seem
sufficient for (unrestricted) secure realization of protocols with inductive, symbolic security
proofs. It would be interesting to extend (and realize) KDM security definitions to support
adaptive corruptions. As pointed out in the introduction, defining the extension in an entirely
left-or-right indistinguishability sense, as in [§], would entail inherent limitations; for example,
if a left-or-right encryption query is made under ck, then ck may not be corrupted afterward.

Finally it would be interesting to improve the bounds imposed by our soundness theorem
(and those of [46]), and investigate its extension to more general cryptographic frameworks
supporting compositional reasoning [923].
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A Proof of Theorem [

Proof of Theorem (1| (Part 1): Suppose A is an adversary attacking &, = (Eqsy, Esym) in
the sense of “soundness” and winning with non-negligible probability; namely, for whom there
exists a protocol II such that Definition [I] does not hold. From A.s we construct Aenm, who
attacks the scheme in the sense of CNM and wins, again, with non-negligible probability.
First we make an assumption about our protocol execution models. We assume that in
reply to a query new-session(i, j), in which party u; is already corrupted, only a session (with
its uniquely assigned number) is opened between u; and wj, but no message is given to the
adversary. This is without loss of generality since u; is already corrupted and the adversary can
generate the opening message by himself. Similarly we assume that no reply is given to a query
send(sn,m, X), for X € {I, R}, if the user taking role X in session sn is already corrupted.

Our proof proceeds in two parts. The first part of the proof is similar to that of [42]. Namely,

A
for every Acs and associated random coins R4 and Ry, if CT = CT(Acs, Ra, Ru, lg,) =
((cqr,crr), (cqa,cra),...) (recall the corresponding notation from Section |3)) we show that there

erists a symbolic adversary Ay and a computational mapping 7 such that F'T 2 FT(Ayf) =
((fq1, fr1), (fao, fra),...) is mapped to CT under 7. We should remark that the constructed
Ay may or may not be coinductively-valid; for this part we just want to show the ezistence of
Ay and 7, and for this we assume that we are already given R4 and Rpy.

In the second part of the proof, we show that if the constructed A; is indeed coinductively
invalid with a non-negligible probability (note that if A; is coinductively invalid only with a
negligible probability then A.s is “soundness-respecting”), then from A.s we can build Ay, in
such a way that he first guesses s, the point in which soundness is violated (i.e. the first point in
which fgs ¢ closurec(fri,..., frs—1)), and for every query cg; (for j < s) of Acs, Acnm properly
constructs cr; by first building fq;, then fr; and finally constructing cr; from fr; with the aid
of his CNM-encryption oracle (and his decryption oracle). Finally when A.s outputs cgs, Acnm
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properly builds fgqs (the underlying expression) and outputs (fg¢s,cqs). We provide the details
below.

First Part. We show how to construct A; from A.; under R4 and Rp. The construction is
summarized as follows: for every cg; we first fully decrypt cg; (using R 4 and Ry and previously
sent messages); accordingly update F(.,.,.); from that we update f(.,.,.); and finally from the
updated f we construct fg;. (Recall that F(.,.,.) and f(.,.,.) are the components of, respectively,
a computational and a formal protocol state.) Once fg; is built, fr; is obtained uniquely. Now
we describe the details.

First, for every cq; = corrupt(-), we will have fq; = cq;. Next for c¢q; = new-session(j, k), we
will have fg; = cq;, and if u; is already corrupted then no reply should be given to the adversary
(as described above); otherwise, ¢r; will only have basic values generated by an honest party
which can uniquely be determined by Ry, and so we can update F accordingly. After F' is
updated and assuming that the new session is given number sn, if, for @ € BS(II), F(I,Q, sn)
is updated to value ¢, we also update f(I,Q,sn) to a fresh honest party’s symbol sy (of the
appropriate type) and set 7(sy) = c. For the final case, if cq; = send(sn;,cm;, X), where
X € {I,R}, we will set fq; = send(sn;, fm;, X), where fm; is an expression constructed by
first parsing cm; according to the syntax given in the protocol (note that here ¢m; may have
injected adversary values as well, but since we assumed that all encrypted parts of a party’s
received message should be decipherable using the party’s current knowledge, cm; has to be
fully and wuniquely decipherable using the partially constructed F(-,-,-) and cm; itself), and
then updating F' accordingly. Now if, for @ € BS(II), F(X, @, sn) is updated to value ¢, ¢ may
possibly be an adversarially-generated value, and, hence, to update f(X,Q,sn) we proceed as
follows: if for some s we already have 7(s) = ¢ we set f(X,Q, sn) = s, otherwise, we introduce a
fresh adversary symbol g4 (of the proper type) and set f(X, @, sn) = qa, 7(qa) = c. (Note that
if ¢ is not in the range of 7, this means that c is not a basic value of any reply the adversary has
received from previous new-session and send queries, implying that ¢ should be a value that
the adversary has injected in.) From the updated f we construct fm;, f¢;, and fr;. Now it can
easily be verified that C'T" is a computational interpretation of F'T" under 7.

Second Part. Now suppose the probability that Ay formed above is coinductively invalid is
non-negligible; namely, there exists a smallest s (which we assume is a priori known as it can
be guessed with a non-negligible probability) where fqs ¢ closure.(fry, ... ,frs_l)ﬂ Now Acnm
is going to simulate A.s as follows: for every query cq; of Acs, Acnm iS going to construct its
symbolic query fg; (possibly with the aid of his decryption oracle), compute fr; the symbolic
reply to fg; (note that this is possible given fg;, the protocol specification, and the past symbolic
execution), call his oracles to receive the computational evaluation of fr;, and return it to A.s.
Now when A, outputs cqs = send(sns, cms,is) (note that cgs has to be in this form if it’s the
first query invalidating the coinductive closure assumption), Ay, constructs fm the symbolic
counterpart of cmg, and outputs (fms, cms) in his CNM game. More details come below.

First some simplifying assumptions. We represent any CNM adversary’s corruption and
encryption queries using a single type of query Fwal(e), which requests the computational
interpretation of e. For example, corrupt(k; 1) is like asking Eval(k; 1, or encrypt(e, k;) is like
Eval({e},). Also, we let the input of Eval be any arbitrary expression. Although the encryption
query in CNM does not (explicitly) give us the computational image of, say, a paired expression
e = (e1,e2), any adversary can manually do this by completely un-pairing e, requesting the
computational images of all produced encrypted expressions, and successively pairing them all
back.

2 Here we are actually abusing notation since fgs is a query not an expression. We define fgs €
closurec(fri, ..., frs—1) if fqs is either a new-session or corrupt query, or fqs = send(sns, fms,X) and
fms € closurec(fri,..., fre—1).
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Proceeding with the proof of the claim, we assume for A.s, without loss of generality, that
the set of protocol users is {u1,...,u,}, where n = poly;(n), and the number of to-be-created
sessions is upper-bounded by p = polya(n), where the first created session is assigned number
1, the second 2, and so on. To construct Ac,m, first we explain how the setup phase of the
CNM game is initialized (i.e. what challenger’s basic symbols are): the set S of challenger’s
basic symbols contains (k;, k;l), for every 1 < i < n, where (k;, k;l) is going to serve as a
symbolic counterpart of u;’s pair of long-lived public/private keys. Also for every 1 < i < n
and 1 < sn < p, S contains S; sn = {Tisn1s---, k;yg:zl, ... }, whose elements are going to serve
as symbolic counterparts of nonces and symmetrié keys that wu; is going to use in session sn, if
she becomes a participant in that session. (Since this latter is a priori unknown, we designated
a larger set of challenger’s basic symbols at the beginning.) Now we explain below how Aqnm,
simulates A.s, as informally sketched above:

— For a query cq; = new-session(i, j) of A.s, we set fq; = cq;, and if this newly opened session
receives number sn, Ag,m, asks his oracle the query Ewval(fr;) (and gives the result as cr;
to Acs), where fr; is built from S; g, following the “syntax” specified in the protocol.

— For cq; = corrupt(i), we again set fq; = c¢q; and Ay, will reply to cg; by issuing a sequence
of Eval queries. (We have a sequence because, as we mentioned earlier, when the adversary
corrupts a party during the protocol execution, the adversary receives the whole internal
state of that party, including, especially, all symmetric keys/nonces that party has generated
in each session. So here, fr; will be an expression consisting of all of the parties basic symbols
generated so far, and cr;, the reply to c¢g; will be the computational interpretation of fr;.)

— For cq; = send(sn;,cm;, R), first note that ¢m; may have A.’s injected values as well. In
order for Ag,y, to be able to build fm; (and consequently fg¢;), Acnm has to be able to (i)
obtain all the basic values that were injected by A.s (and for every such value Acpy, will
introduce, if he has not already introduced, a new basic symbol along with the extracted
value as the computational image of the symbol in his CNM game), and (ii) for every
other constitutuent basic value of ¢m;, Acpm has to be able to determine the basic symbol
corresponding to that value. (For example, if Ay, encounters a ciphertext ¢ that he knows
is encrypted under public key pk;, but whose private key is unknown, if he has already
obtained ¢ under an encrypt query encrypt(e, k;), he knows the expression corresponding to
¢ and can use this to build up fm; accordingly.)

First we show (i); namely, how A.,, extracts all A.s’s injected values (i.e. those whose
symbolic counterparts would be adversarial symbols in the process of constructing Ay; see
Part (1) of the proof). For this assume that A.,,, has extracted all A.s’s inserted values
up to this query; now to acquire all A.s’s newly inserted values (symmetric keys or nonces)
in em;, since by assumption fm; € closurec(fr1,..., fri—1)—Note that A¢ny, still does not
know fm;; this latter is a condition which will hold if A¢,.,’s guessing was correct— it must
be the case that any newly-inserted adversarial symbol s in fm; is encrypted only under
public keys or under keys whose decryption keys fall into the coinductive knowledge set
of the adversary. Any other case implies that fm; ¢ closure.(fri,..., fri—1). As a result
Acnm can acquire ¢, the computational value of s in em; through a sequence of decryption
operations, each of which is either performed under a key already known by Acpm, (in case
the encountered encryption key is an adversarial key), or through calling the decryption
oracle (in case the encountered encryption key is the public key of a user)ﬂ Now for every

3 We remark that here we are implicitly assuming that, under a given 7 and two e; and ey with different
underlying parse trees (here, for example we consider {0}y, and {0}, to have different parse tress), we have
sup[[e1]+] N sup[[ez]-] = O; this ensures that whenever the decryption oracle is called down along the path
toward s, it will decrypt for Acpm. This assumption can easily be guaranteed by “tagging” each bitstring with
its type (e.g. basic, pair, encryption), and moreover by having each party tag each of its produced ciphertexts
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newly recovered value c injected by Acs, Acnm will introduce a new basic symbol and assign
its computational image to ¢ in his CNM game. Next, we show how (ii) can be done. After
all of A.s’s injected values are recovered (i.e. after (i) is done), A¢pym, parses cm; according to
the syntax prescribed by the protocol, unpairs concatenated strings, and for every obtained
ciphertext ct, if ¢t is encrypted under an adversarial key (note that Acp, is able to tell if the
obtained ciphertext was encrypted under an A.’s injected key, since he already knows the
position of all those keys in the expression), Acnym, already knows its decryption key and can
decipher ct by himself. If, otherwise, ct is encrypted under an honest key (whose decryption
key is not known to Acnm), Aenm asks his oracle to decrypt ¢t (under the appropriate
decryption key whose symbolic key can be determined by the syntax of the protocol); now if
the oracle decrypts successfully, A¢n.,m, continues the above process with the resulting string,
otherwise, if the decryption fails, this means that ct is coinductively visible in a ciphertext
he has obtained from his Fval queries and, hence, Ay, already knows its corresponding
symbolic expression.

Now finally when A.s makes the query cqgs = send(sns,cms,is), if all guesses made so far
have been correct (which is the case with a non-negligible probability) and if Ay, successfully
manages to construct fms from emg, then (fms, cms) will allow Acpy, to win in his game. But
how Acpm can construct fmg from cmg? Here we present the simplest way (and arguably the
most inefficient way) which will work with a non-negligible probability: since Ay, knows the
syntactic structure of ems (as provided in the protocol) and since fms will have at most a
constant number of symbols, A, can guess all constituent elements of fmg and build it up
this way. This completes the proof. O

Proof of Theorem [1| (Part 2): Suppose A“"™ attacks & = (Esym,Easy) under the CNM
game and wins with a non-negligible probability; from A““™ we construct A%’ who attacks
the ACI security of &,. Without loss of generality, we assume that when A" outputs (e, E),
it holds that e = {e1}x, for some ej, where k=! ¢ closure.(eval-exp'). (This is without loss
of generality because for every k=! € closure.(eval-exp'), even if the adversary does not have
the computational value of k~'—for example if he has obtained a computational image of
{k™1}%, which does not necessarily give out the underlying value of k~'—he can obtain the
computational value of k=1 by corrupting k~'; note that this corruption does not change the
symbolic knowledge of the adversary.) Now, A%’ simulates A“"™, answering A“™’s oracle
queries using his oracle, and waits for A" to output his “guess”. It is clear that the interaction
phase of A“™ can be perfectly simulated by 4% since they both make exactly the same queries.
Now when A“™™ outputs his guess ({€e}r,, F), since {e}x, ¢ closure.(eval-exp'), there exists s C
{e}k,, such that s is either a symmetric-key/nonce, or an encrypted expression {e;},svm (where
g :
J
and (b) for any subexp {e’},s of {e}x, in which s occurs, {€/}i ¢ closure.(eval-exp'). Informally,

Condition (b) ensures that A% can extract the corresponding computational value of s (from E)

¢ closure.(eval-exp')), and that the following conditions hold: (a) s ¢ closure.(eval-exp'),

by a label, in such a way that ciphertexts encrypted under the same key receive the same label. This, now,
rules out the possibility that Acnm, at some point during his simulation, call his encryption oracle to obtain
c, an image of {{z}x, }x, (to give it to Ac;), and later on Ac; inject ¢ in a context where a value of {{z1}, },,
is expected. (If this happens, the simulating Acnm will then have to to call his decryption oracle to decrypt
¢ successively under k2 and ks3’s decryption values to obtain the underlying value of x, which here will be
an adversarial value.) This issue, which makes our simulation fail (because Acnm is not permitted to make
decrypt(c, k3 1)), is resolved by the use of tagging described above. (i.e. ¢ will be immediately rejected by the
respective user if it is used in the context described above.) We note that this tagging assumption is common
to almost all computational soundness results, and the reason is that symbolic models are typically assumed
to be free, meaning that every expression has a unique parse tree. (i.e. Injecting {{z}x, }x, in a context where
something like {{z1}rg }r, is expected would produce an error.)
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through successive decryption operations, down along the path leading to s, while the condition
s ¢ closure.(eval-expt) allows A% to attack the CI security of £, in case s is a symmetric key
or a nonce, and ciphertext integrity in case s is an encrypted expression. Below we formally
show how A% will attack the CI security of £, if s is a symmetric key or a nonce; the attack
against ciphertext integrity in case that s is an encrypted expression follows similarly. At first,
A% issues the decryption query decrypt(E, k;l) to decrypt E; this works because {e}y, ¢
closurec(eval—ea:pl)ﬁ After receiving the decrypted string, A% proceeds to move toward s,
separating emerging “pairs” as he goes down along the path, and if he encounters a ciphertext Ej,
being the computational image of, say, {e }1, , in case he already does not know the decryption-
key value of kp,, he again invokes his decryption oracle to obtain Dec(Ep, k;l), which according
to item (b) above will be decrypted by the oracle because {ep, }r, ¢ closure.(eval-exp!). If at any
point A% fails during this computation (e.g. receiving a plaintext from the decryption oracle
which is not of expected format, meaning that the original “guess” of A““™ was incorrect),
he outputs a random guess and terminates. (In more detail, we assume A% has designated a
special nonce symbol x of the challenger from the beginning—where = does not participate in
any query—and here he simply chooses = as his “challenge symbol” and chooses his output bit
uniformly at random.) Finally, if A% succeeded in obtaining the computational value of s, he
can easily win in the game by choosing s as the challenge symbol; we omit the details. This
completes the proof. ad

B Proof of Lemma [1] and Theorem [2]

B.1 Proof of Lemma [

First note that if an asymmetric decryption key k, lis coinductively irrecoverable (irrecover-
able for short), then vy*¥ is, trivially, coinductively continuable (continuable for short) in the
key graph (this is because indeg(vp””) = 0). Thus we just need to show that if a symmetric
decryption key, kY™, is irrecoverable (i.e. k""" & closure.(eval-exp')), then v;*™ is continuable.

We first give some definitions. For the key graph G(A) = (V, E), we let Viee C V de-
note the set of recoverable nodes of V', and V .y denote the set of corrupt nodes of V. (A

node is called corrupt if its associated decryption key has been input to a corruption query.)

We define prev-nodes(vy,dy) to be the set containing all v;’s where v; e, vp € E. We call
S C V coinductively closed (closed for short) if for every v; € S, there exists d; such that
prev-nodes(vi,d;) € S U Veorpr. If S C So, we say that S; is closed under Ss, if if for every
v; € S, there exists d; such that prev-nodes(v;,d;) C So U Vegpy.

Next, we present some easily verifiable statements about the key graph.

1. If v; € Viee and v; € Vigrp, then it must be that indeg(v;) > 0.

If for v; € V and label d; we have prev-nodes(v;, d;) C Ve, then it must be that v; € Vie.

3. If S is closed, then S C V... The reason for this is that, if we denote by S the set of
decryption keys associated to S and define fs = (eval-ezp'), then we have S, C Fys(Sk),
and hence by Equation (3), we have Sy C FIX (Fys).

4. The converse of Item : If S C V,.. then there exists S7 such that S C S; and that S is
closed. This follows from the basic coinductive properties described in Section

5. If v; & Vyee, then v; is not the member of any closed set. This is a trivial implication of Item
B).

6. If S3 =51 U Sy and both S; and Sy are closed under Ss3, then S5 is a closed set. (We call
this property the union property.)

o

4 Tt should be noted for this to hold, we require the tagging mechanism as explained above.

24



We now show that if vp”™ is not coinductively continuable, then there exists a closed set

S, such that v;Y™ € S, concluding from Item that v, is recoverable. It suffices to prove
this for the case indeg(vp,”™) > 0 (because, otherwise, non-continuability of v;Y" immediately
implies that vp”™ € Vyec).

Statement: If indeg(v,’™) > 0 and v,?™ is non-continuable, then there exists a closed set S,
such that v;"™ € S),.

We prove the above statement by induction over the length of the longest path ending at

vp?™, which is denoted by lendpath(vy’™).
Base case: If lendpath(vp’™) = 1, non-continuability of v, implies that there exists d, such
that for all v; € prev-nodes(vy”™,dp), it holds that either indeg(v;) = 0 and v; € Veopr, Or
indeg(v;) > 1 and v; has only incoming edges from vp?"". Thus if we define S, = {v;""} U
prev-nodes(vy’™, d), we have that S, is closed and vpY™ € S),.

Now suppose for some [ > 0 and all v; where lendpath(v;) < [ the above statement holds;
we prove it for when lendpath(vpy”™) = 1 + 1. Assume vp"™ & V;eo(G) (because otherwise by
Item [4| we are done). To construct S,, we first add v;"™ to S,. Next we build graph G’ as
follows: G’ is obtained from G by removing vp”"" (and, hence, all edges incident on it). Also the
recoverable nodes of G’ are obtained as follows: We label every node labeled with recoverable
in G as recoverable in G’ as well, and if for v, € V(G’) (which has not received “recoverable”
label yet), it holds that for some dj, all nodes which have dp-labeled edges to vy in G’ are
labeled recoverable, we label v, recoverable too. (Note that this last operation may create new
recoverable nodes, since v,Y" is removed from G'.) Intuitively G’ corresponds to the key graph
created when all adversary’s encryption queries where kp”" appears as an encryption key is
replaced with a new query which uses an adversarial key instead of k™.

Now, to perform the inductive step, since vp”"" is non-continuable, there exists d, such that

ym sym

for all v; € prev-nodesg(vy'™,d,), vi o, vp?™ is non-continuable. Now for v; o, vy, if
v; € Vyee(G), then, by Item (), v; is an element of a closed set S; and we add all elements of
S; to Sp. Otherwise, if v; ¢ V;ec(G), it should be either: (a) v; ¢ Viee(G') and v; ¢ Viec(G), or
(b) v; & Viee(G) and v; € Viee(G').

sym

d
We first show that (a) is a contradiction to the assumption that v; — v’ is non-
continuable. Since lendpathg:(v;) < | and v; ¢ Viee(G'), by the induction hypothesis, v; is

d
coinductively continuable in G’. This implies that v; — v,”"™ is also coinductively continu-

able in G. (For this we just need to verify that for every coinductively continuable path
Upy =92 vy, 2% . 59 g in G, there does not exist vy, for 1 < ¢ < m, such that
prev-nodes(vy,, h) = {vp}, for h < indeg(v,,). This is the case because otherwise v,, € V;.o(G').)
For (b) (from item (), we obtain that v; is a member of a closed set S; in G’; we add all el-
ements of S; to S,. Now we can easily see that in this case, S; is closed under the (thus-far)
constructed S, in G; this is because we already have v,”"™ € S,,. Finally it holds that v, is also
closed under Sy; this is because all elements of prev-nodesc(v;’™, d,) have already been added
to Sp. Now from the union property we conclude that .S, is closed in G' and this completes the
proof. a

B.2 Proof of Theorem 2

We first give some definitions. Under a fixed computational encoding 7 and a pair of schemes
Ep,ifce [[e]]fp and e; C e and ¢y is the corresponding computational image of e; in e, we call ¢;
a constituent (or a constituting bitstring) of ¢ with respect to e, T and £,. When e, 7 and &, are
clear from the context, we simply say that ci is a constituent of c. Also when &, is clear from

the context, we simply write [e], instead of [[e]]ip . Note that again, given e, 7, and &, one can

25



efficiently decide if a given bitstring is a constituent of c. We call e € Exp type-1 if there exists
a subexp {€'}), of e such that k is an honest encryption key (i.e. k € Ky bu ICE%U™) and that
k=1 does not occur in e.

For simplicity, we slightly modify the CI game and prove Theorem |2 first for this modified
version of the game. Then we show that the proof for this modified game easily extends for
the original CI game (Subsection . The modified game is defined only over an asymmet-
ric encryption scheme & (there is no symmetric encryption scheme involved) and, hence, in
the setup phase, only {(pk;, ski}1<i<n and {nc;}1<i<n are sampled (and their corresponding
symbols {(k1, k") }1<i<n and {x;}1<i<n are introduced), while in the interaction phase, in a
query encrypt(e, k;), e may now contain k; bg as well (as opposed to the the original definition
wherein decryption asymmetric keys cannot be part of plaintexts). Henceforth, unless otherwise
stated, when we say CI security we mean security under this modified version of the game.

We now define a variant of this modified CI game, by introducing changes to the interaction
phase, as follows:

— Restricting adversary’s decryption queries: We add the following extra condition: a decryp-
tion query (c,s), for a private-key symbol s, is invalid (and hence answered by L) if there
exists ({ej},,bs;j) € eval-exp such that {e;};, has a type-1 subexp {ep},, for k, € K’;}Lb
(i.e. an honest public key), where ¢ is the corresponding computational image of {e,}x, in
ij.

— Allowing a new type of query: We supply a new type of oracle query, called a subexp-
testing query, which allows the adversary to test whether his queried bitstring is a “certain”
constituent of a ciphertext he has received under an encryption query. The subexp-testing
query takes as input four arguments, ({e},,bsi, {€'}x;,bs;), where ({e}y,,bs;) € eval-exp,
kj e KV * and {¢’ }&; is a type-1 subexp of {e}y,. (Wlog, we assume that all the adversary’s
subexp-testing queries satisfy these two conditions.) The output of this query is 1 if bs; is
the constituting bitstring of bs; corresponding to {¢’ }kj, and 0 otherwise.

The rest of the game is as in the CI game. We call this new variant the weak, subexp-testing, or
WSTCI game. As for the CI game, we may define the advantage of an adversary A, denoted
by AdvgiTCI(n), when run under the WSTCI game, and give the following definition.

Definition 5. An asymmetric encryption scheme & provides I-WSTCI security if for every
A for whom the diameter of the hidden subgraph of G(A) is upperbounded by 1 it holds that
Adv‘gf‘zTc{(n) is negligible.

To prove Theorem [2| we first show that IND-CCA2 security implies [-WSTCI security, and
then prove that [-WSTCI4+IND-CCA2 security implies [-CI security. It will become clear later
why we imposed an additional decryption restriction to the WSTCI game. The proof of Theorem
(] follows from the following two lemmas:

Lemma 2. If £ = (Gen, Enc, Dec) provides IND-CCA2 security, then it is [-WSTCI secure
for every constant 1.

Lemma 3. For every IND-CCAZ2 secure encryption scheme &, if £ provides I-WSTCI security,
it also provides [-CI security.

Informally speaking, for Lemma[3]it suffices to prove that the probability that any adversary
ever produces a ciphertext which is legitimate under the CI game but illegitimate under the
WSTCI game (due to the added decryption restriction) is negligible. We show this with the aid
of the supplied subexp-testing oracle in the WSTCI game. It will become clear later why we
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need to do the proof first for WSTCI security. (Informally speaking, this is, in part, due to the
issue related to decryption queries, which we briefly alluded to in the introduction.) In the next
two sections, we give the proofs of the above two lemmas.

C Proof of Lemma [2

C.0.1 Notation We introduce some notation and terminology that will be used in the re-
mainder of the paper. Given L = {(e1, E1), ..., (en, E,)}, where e1,. .., e, are expressions and
E; « [ei]é, for 1 < i < n (and arbitrary 7 and ), we say that e is coinductively visible in
L (more precisely, e is coinductively visible in (e1,...,e,),) if e C e; for some 1 < j < n and
k=1 € closurec(er,...,e,) for every k which encrypts e in ej. Also we call E € {0,1}* coin-
ductively visible in L if for some j, E is a constituent of E; (with respect to e;, 7 and £) and
its corresponding expression is coinductively visible in L. Finally, we call (E,i) a coinductively
visible pair in L if for some j, E is a constituent of E; (with respect to e;, 7 and &) and its
corresponding expression is of the form {.}, and is coinductively visible in L. For example, un-
der this terminology, one may restate the decryption condition of the CI game (Subsection
as follows: decrypt(c, k; 1Y 'is a valid decryption query if (c,i) is not coinductively visible in
eval-exp.

As explained earlier, under the CI (and other related) games we associate an increasing
number to each occurrence of each challenger’s private key in the sequence of the adversary’s
encryption queries. For convenience, we make the following notational convention about the
format of the adversary’s inputs to encryption queries: the oth occurrence of a challenger’s key
k:j_l in the sequence of encryption queries is represented by k:j_ol (Recall that, according to the
assumption made earlier, the challenger’s private keys are now asymmetric decryption keys,
kT L k1) For example, if the two first encryption queries involve encrypting kj_l under,

respectively, k;, and k;,, under the new representation they are denoted encrypt(k;f, k;,) and

encrypt(k:;;, k;,). This convention will greatly simplify our presentation later.
We continue with some more notations. We call e; a proper subexp of ey if e C e and
e1 # eg. If e1 C e and ex T e we call ey and es disjoint if it holds that e; [Z es and that

es L e1. For e € Exp and symbol s occurring in e only once, if s is encrypted under k1, ..., k, in

e, pictorially being of the form {{{(s, ) T }kQ. } , then we call k; the ith-innermost

I
(also ith-closest) key encrypting s in e. (We required s to occur only once in e to avoid confusion
regarding to what occurrence of s we are referring.) Note that k1, . .., k. above are not necessarily

distinct, so we always speak about the multiset of keys which encrypt a symbol s in e. Recalling
the definition of the key graph G(.A), sometimes it is helpful to work with a more elaborate key
graph, denoted by Gelab(A), whose set of nodes is the same as that of G(A) (except that we do
not have any vf Y™ nodes, and ’U?Sy nodes are now denoted v;), and whose edges are of the form

v ﬂ) vj, indicating that k; is the dth-closest key encrypting kj_j in the sequence of encryption
queries. For e € Exp, we define the (mazimum) encryption depth of e as follows: enc-depth(s) =
0 for every basic symbol s, and enc-depth((e1,e2)) = max(enc-depth(ey), enc-depth(es)), and
finally enc-depth ({e}1) = enc-depth(e) + 1. Suppose k=1 occurs in e only once and is encrypted
in e under (possibly) multiple instances of encryption under k; (as a result of nested encryption);
Then the statement, “{ej}x, is the smallest subexp of e with e1 containing k=17, means that

k=1 C {e1}, C e, and that e; does not contain a proper subexp {es}x, with k=1 occurring in

ea. We say that v, dril Ur41 GAENS N vy is strongly, coinductively continuable °|if for all 4’s,

5 Here the nodes having consecutive indices (i.e. being vr, Vr41, ..., vp) is coincident and is not a requirement
of the definition.
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where r < ¢ < p, it holds that v, 2, Vit1 RAENS N vp is a coinductively continuable path.

If P = o 2 gy 252 0 2% 44 is a coinductively continuable path in G(A), where
indeg(v;) > 0 and a; < indeg(v;), then we define %Cont.(gi_) P) to be the multiset containing

all nodes v, such that (a) k, encrypts kz_ all (i.e. k. encrypts the a;th occurrence of k; Lin the
sequence of encryption queries), and (b) v, 2, P is coinductively continuable. Defined formally,

for all d > 1, if v, M v; is an edge in Gegp(A) and v, &, P s coinductively continuable,
then we add v, to %wm,(ﬁ@ P). For simplicity, in the last definition, we also associate d as
a tag to v, in %Cont,(ﬂi—) P), and this way, we define the ith-lowest node among %com,(ﬂ@ P)
to be the node with the ith-smallest tag in this multiset. We stress here that %Cont,(&% P) is
a multiset, containing possibly multiple instances of a single key but with different associated
tags. Moreover, by abusing the notation, we call ky, the ith-lowest key among %Cont,(ii—) P) if vy
is the ith-lowest node among %Cont,(ﬂ) P). Finally if P is not a coinductively continuable path
in G(A) we define Reone. (2 P) = 0, for all a; > 1.

Proceeding with the Proof of Lemma Suppose Ayste; is an adversary attacking the
asymmetric encryption scheme & = (Gen, Enc, Dec) in the sense of [-WSTCI. From A,,sci, we
will construct another adversary, Ac.q,, who attacks the scheme in the sense of IND-CCAZ2, and
whose CCA2 advantage is polynomially related to WSTClI-advantage of Ayste;. First, since Aceq
works under an IND-CCA2 game, we assume that he is provided with a left-or-right encryption
oracle, O;fk,b? which on input (bsg, bs1) returns ¢ < Ency,(bsy), and with a decryption oracle,
O%,, which on input ¢ returns Dec(c, sk), provided that ¢ has not been previously produced
by the encryption oracle. We fiz | and £ as well as A..,’s associated CCA2 oracles, ngﬂb and

OS‘SI€7 throughout this section.

We present a general picture of how our reduction is developed. For an adversary A playing
in the WSTCI game against a challenger B, we refer to the strategy prescribed under the
standard WSTCI game for B to reply to A’s oracle queries when the challenge bit is b as wstcil.
The difference between wstci® and estci® lies only in the way they respond to a challenge query,
under one of which B outputs the real reply and under the other he outputs the random reply.
Under wstci® (for both b = 0 and b = 1), for every private-key symbol k; L of the challenger,
B uses a fixed bitstring value sk; (in constructing her replies to A), whose public-key value is
known to A, and whose value, sk;, is given to A should it be corrupted. During our reduction
procedure, we will work with different strategies that may be employed by the challenger to
answer to adversary’s queries. Broadly speaking, under these strategies, replies given to some of
the adversary’s encryption queries may be faked, in the sense that in computing the ciphertexts
to be returned, certain private keys (of the challenger) may be evaluated under fake values. For
example, for a private key symbol &, L of the challenger, the challenger may replace certain (or
all) occurrences of k; ! under a fake value fsk;, which may be completely independent of pk;,
the value that the adversary has for k;. Thus in the discussion below, by strategy we mean a
procedure adopted by a challenger to play against an adversary in the game.

Now, turning into Ayste; introduced above, “Ayse; breaking £ in the sense of WSTCI”
indeed means that A, is effectively able to tell the two strategies, W STCI® and WSTCI?,
of a challenger apart. Now to do the reduction, our to-be-constructed Aq., will simulate Ay ste;
by responding to Astci’s oracle queries under a (to be explained) feasible strategy (which may
create fake replies sometimes as well) in such a way that at the end, Aystei’s output somehow
helps A.c, to determine (with a polynomially close advantage) that under what CCAZ2-world
he was operating. More technically, A.., develops an strategy, Strgy,, for replying to Awystci’s
oracle queries, and Strgy, in turn, depending upon under what CCAZ2-world A, is running,
results in one of the two induced strategies Strgy8 and Strgy(l)7 for which it provably holds that,
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if an event Bad does not occur (which will be the case with a non-negligible probability), then
the advantage of Ayt of differentiating between Strgy8 and Strgy(l) is polynomially close to
that of differentiating between WSTCI® and W STCI'. Now since, by assumption, Aysiei is
able to effectively tell WSTCI? and WSTCI" apart, so is he able to tell Strgy) and Strgy]
effectively apart, giving A.., a way to tell effectively under what CCA2 world he was operating.
To complete the simulation, in case event Bad occurs (which is a failed situation), Ag, will
simply flip a coin to guess his CCA2 challenge bit. Otherwise, he will determine his CCA2
challenge bit with the aid of Aystei-

After developing Strgy, to show that the simulation is fulfilled correctly, we have to verify
the following requirements: (a) Efficiency: Strgy, is efficiently implementable (e.g. showing
that at no point of the simulation A.., will need to query his CCA2 decryption oracle on
invalid ciphertextsﬁ; the whole simulation works in polynomial time; etc.), and (b) Correctness:
Rigorously showing that the two advantage functions described above are polynomially related.

In Subsection we will formalize Strgy,, the strategy used by Acc, to simulate and reply
to Auystei’s queries during the I-WSTCI game. In the developed algorithm (and throughout
this section), we assume that P(n) is a polynomial upperbounding the running time of Ay stc;-
Actually, P suffices to only upperbound the following two parameters: the mazimum number
of times that a challenger’s private-key symbol occurs in Asci’s encryption queries, and the
mazximum encryption-depth of an expression given to the encryption oracle. For the sake of
readability we adopt the following convention in the remainder of the proof.

Convention 1 We will write P and n instead of P(n) and n(n). (Recall that n is the number
of public/private key pairs sampled by the challenger.)

We first provide an informal overview of the reduction in the next subsection.

C.1 Overview of the Reduction

We first try to explain the idea of the reduction for a simple case. The case where [ = 1 (i.e.
the diameter of the coinductively-hidden subgraph is 1) is not a good representative example,
since for [ = 1 one can easily show that no cycle can exist in the underlying hidden subgraph,
and so this case may easily be handled only using the techniques of [46]. To demonstrate our
techniques, we explain the idea for a simple case I’ = 1, where I’ is a new parameter denoting
the length of the longest path which ends in the challenge key. To simplify the discussion even
further, let’s first consider a simplified version of the WSTCI game; the one in which (i) there is
no decryption query (and we are interested in making our reduction to the IND-CPA security
of the scheme), (ii) the adversary may only challenge a key in the guessing phase (i.e. no
nonce challenge), and (iii) I’ = 1: the length of the longest path ending in the challenge key
is at most one. (The diameter of the whole hidden subgraph could be any large number, even
non—constant.)[] We will try to first make our arguments for the simpler setting of acyclic single
encryptions (as in the setting of [46]), and then show what challenges arise if we want to extend
them to the nested cyclic encryption setting, and how we can resolve them.

Assume that A is an adversary able to win under the restricted version of the WSTCI
game described above. That is, A is able to distinguish between encryptions of real/random
messages under 7(kcp) (after observing eval-exp), where k., is the (a priori unknown) challenge

6 Actually this is one reason why we needed to prove the simulation first for the more “decryption-limited”
WSTCI security.

7 This actually shows that our result holds for a stronger setting in which no restriction is placed on the diameter
of the hidden subgraph, only assuming that the length of the longest path ending in the challenge key is at
most constant.
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key (specified by A himself in the guessing phase), and 7 is the underlying computational
mapping. We wish to reduce A’s described ability to a CPA attack. First the immediately
arisen difficultly toward this is clear: since kc_hl may have previously occurred as a plaintext
(i.e. in an expression in eval-exp), it is not immediate to translate A’s ability to distinguish
between encryptions under 7 (k) into a CPA attack. But now imagine a new world w’ under
which all instances of k:;ll occurring in encryption queries (i.e. k:;}i , for every o > 1, notationally

describing) are replaced with a fake random value instead of the actual value 7(k,'). That is,
w’ is the world in which first k., the key which is going to be challenged in the guessing
phase is guessed, and subsequently all instances of k;ll in A’s encryption queries are replaced
with a fake value. (Note that w’ may not be successfully constructed, because our guessing
may fail; but to simplify the analysis, let’s for a moment assume that we a priori know what
key is going to be challenged in the guessing phase.) First it is easy to see that the ability of
any adversary to distinguish between encryptions of real/random messages under 7(kep,) in w’
would now easily translate into a feasible CPA attack. Now, denoting by w the actual world
under which all queries of the adversary are supposed to be replied to (i.e. no fake value for
k1), we consider two possibilities:

(a) The two worlds w and w’ are computationally indistinguishable.
(b) There exists an adversary, A, who can distinguish between w and w’.

Now if (a) is the case, this means that A, in particular, is not able to tell the two worlds w
and w’ apart. This in turn implies that A’s advantage of distinguishing between encryptions
under 7(kq,) in w should be negligibly close to that in w’. (If this does not hold—i.e., the
advantage of A (in the sense of WSTCI) induced under w is non-negligibly different from that
under w’—it is easy to see how one can modify A to obtain B who can differentiate between w
and w'.) Therefore, from our earlier assumption that A has a non-negligible advantage under w,
we obtain that 4 has a non-negligible advantage under w’ as well, giving rise to a CPA attack
as described above. Now what if (b) holds; namely, there exists A’ who has a non-negligible
chance of telling w and w’ apart? If this is the case, then A’ should have a non-negligible chance
of telling w; and w;41, for some ¢, apart, where wy denotes a world in which all the first &
occurrences of kc_hl are “faked” and the rest are replaced with real values.

Now here is the part that the allowance of both nested encryptions and key cycles makes the
situation somewhat onerous. If we were only dealing with single encryptions without key cycles
as the Panjwani’s framework [46] (i.e. each encryption query is of the form encrypt(k;, k;) with
no cycle creation), one would simply reduce A"’s ability to distinguish between w; and w; 1 to a
CPA-attack as follows. Suppose the CPA-encryption oracle is parameterized over (pk, sk) where
pk is publicly known and sk is secret. Now the reduction is as follows: guess kg, , ,, the single key
which encrypts the ¢ + 1st occurrence of kc_l, associate sk with k;i ,» generate two values sk
and fsk., for k:JhI, replace the first ith occurrences of k:;}ll with fske, (a fake value), and for the
i+1’st occurrence, return the output of the left-or-right CPA encryption oracle on (skep, fSken),
and finally replace any subsequent occurrences of k;} with sk.,. Now the assumptions of key
acyclicity and single encryption, together, ensure that the reduction is fulfilled correctly; namely,
kg_iL’ to which sk is associated, does not itself occur as a plaintext in any encryption query.
The reason is, otherwise, k;i , should be encrypted either under itself, or under k., or under
some key other than these two; now, the two former cases imply the existence of a cycle in the
graph (a contradiction to the acyclicity assumption), and the latter implies that I’ > 1, reaching
a contradiction again.

In the case of cyclic, nested encryptions (as in our setting), however, the above appealing
reduction may fail for the following reason: there may legitimately be a self-loop on k! (more

gi+1
precisely, on vy, , in the underlying key graph), or there may be an edge from v, back to vg, ., .
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(i.e. kg_hlL , may be encrypted under k., at some point.) Note that any of these possibilities may

happen while k;i (as well as k;}) remains coinductively irrecoverable and I does not exceed 1-—

1
for example, the encryption query containing the i+ 1st occurrence of kc_hl might be encrypt (e, t),

for e = { . {kc_hl}kgiﬂ. } , and the adversary might at some other point (earlier or later)

-k,

ask the query encrypt (¢/,t'), for ¢ = {{k;i ) }k } . Note that in this example, I’ does not
ch k9i+1

necessarily change by the latter query, and also k;kll» , may still be coinductively irrecoverable.

(For example, if k, !is coinductively irrecoverable.) Now obviously, in such a case, the reduction

described above (which works for the single encryption case) fails. (This is because the reduction

requires k:g:i , not to occur as a plaintext itself.) In summary, the above discussion shows that

the mere assumption that the guessed k‘g:}r , be coinductively irrecoverable does not suffice, and
one has to add extra conditions to resolve the above obstacle.

To remedy the above complication, we have to, inescapably, further assume that kgj}r , does
not occur as a plaintext, in addition to being coinductively irrecoverable. But, how can we
guarantee that for the ¢ 4+ 1’st occurrence of kc_hl (for any ¢) such a choice for k;i , indeed
exists? Now this is the point we resort to our developed notion of coinductive continuability:
Since kc_hl is coinductively irrecoverable, by Lemma |1} its associated node v.;, in the underlying

key graph is coinductively continuable, where for the case I’ = 1, this means that, for every

1 < j < indeg(ven), there exists an edge vy, 2y vep, such that indeg(vg;) = 0. (Put differently,

for every j, there exists a coinductively irrecoverable k:g_jl such that k:g_]_l does mot occur as a
-1
Chmj.

reason about the indistinguishability of w; and w;41 by reduction, one suffices to guess k:g_:r . in

plaintext and that kg, encrypts k_, ;.) This solves the complication arisen above: namely, to

such a way that it satisfies the condition that v, , € ﬁcom,(i Ueh), and then proceed as in
the single encryption case.

Note that the above lines of reasoning consists of applying reduction in two phases: (1) the
adversary has no significant advantage of distinguishing between encryptions of real/random
messages (under key 7(kep)) when his view is set according to w’, and (2) no adversary is able
to differentiate between w and w’ with a mon-negligible probability. In trying to extend the
described idea to the case I’ > 1, we can again similarly define worlds w and w’, and work out
Step (1) above as easily as for the case [ = 1. However, for Part (2), once trying to, using a
left-or-right CPA-encryption oracle, create one of the w; or w; 1 worlds, the guessed k;i |, may
now in turn be encrypted under some other keys (and those keys may again be encrypted under
some other keys, depending on the value of I'), and, hence, Part (2) may not be accomplished
in “one-shot” as before. Informally speaking, what more is involved for this general case is that,
after k:;i , is guessed, toward reasoning that w; and w;y; are indistinguishable, we first prove
the indistinguishability of two new intermediate worlds w? and w? ', 1 defined as follows:

Under both w? and w? "1 we replace all occurrences of k:g_hlL , with a fake value, the first ith
occurrences of kc_hl also with a fake value, the i + 1’st occurrence of kc_hl with the real value
for w? and the fake value for w? '+ 1, and finally any subsequent occurrence of k;zl with the real
value.

Now from the formalizations of wio and w? ', 1 it is clear they can be simulated and produced by
a left-or-right encryption oracle. (And hence the ability of any adversary to distinguish between
w? and w? .1 will reduce to a CPA attack.) Now having shown w? and w? ', 1 are indistinguishable,
we move a step backward, and reason about the indistinguishability of w{ (resp. w?, ;) from
a new world w} (resp. w} ), defined similarly to w{ (resp. w{ ;) except that all occurrences

of k;i . receive the real value. Comparing w{ to w} (analogously wy,, to w;,,), they both

31



“behave” identically with respect to k:c_hl (i.e. they both agree on the occurrences of kc_hl that
they give a fake value to), while for k‘;i ,» one replaces all its occurrences with a fake value,
and the other with the real value. Now to argue about the indistinguishability of w? and wil,
we have to proceed as we did for w and w', with the difference that the “focused” key (the key
whose all occurrences receive the fake value under one world and the real value under the other
world) is now k;}r , (instead of k- which was for w/w'), and with the replying strategy for k!
being identical for both w? / wil. (i.e., They both give a fake value to the exact same occurrences
of k1)

The above successive world-creation approach will be very difficult to handle when I’ > 1,
as it involves “manually” introducing many intermediate worlds. Therefore, as in [46], we carry
out the whole simulation within a single algorithmic procedure, with letting the intermediate
worlds be created as the result of the random coins used in the procedure. We again first
describe the idea for the case of single, acyclic encryption when I’ = 1, and for the absence of
decryption queries. (i.e., We focus on “reducing the adversary’s ability to distinguish between
w and w’ to a CPA attack”.) Then we describe some of the challenges that occur when trying
to extend it to the case of mnested, cyclic encryption, and show how to circumvent them. Here
is how the general reduction works: we pick ky,, ky, < {k1,...,kn}, ona < {1,..., P}, and call
our guessing successful (or event success occurs) if ky, = ke, (i.e. the challenge key) and ky,
encrypts k;;om. (We again remark that in the case of single encryption, any occurrence of any
decryption key is encrypted under a single key.) Proceeding with the reduction, we associate
the public key value parameterizing the LOR CPA-encryption oracle with k,,, replace k;;m
with fsky, (a fake value), and k,},, with sky, (a real value), for all oy < ong and oy > ona.
Finally, for k;;om, which should be encrypted under k,, according to our guessing, we reply to
its associated encryption query with the output of the LOR encryption oracle on (sky,, fsky,)-
As usual, we return the outcome of a fair coin flip if our guessing fails. Now we can verify the
following:

(a) for all i > 1, the view of the adversary when (b= 0 A ong =i A success) is identically
distributed to that when (b= 1A ong =1 — 1 A success),

(b) the view of the adversary when (b = 0 A ong = 1 A success) (resp. (b = 1 A ong = indeg(vy,) N success))
is identically distributed to that under w (resp. w’), and

(c) the probability that (ony = i A success) occurs is 1/Pn? (and hence independent of 7).

The last item may be less trivial to see why holds true; it derives from the fact that ki, ku,,
and ong are all picked independently and uniformly at random. If we refer to any distribution
other than those two appearing in Item (b) (i.e., the two which correspond to w and w’) as an
intermediate distribution, now (a) and (c) together imply that all intermediate distributions
created under b = 0 will, informally speaking, cancel out all those created under b = 1, and
(b) yields that the resulting reduction factor is 1/Pn? (in reducing an adversary’s ability to
distinguish w/w’ to a CPA attack).

If we want to extend the above idea to the case of nested, cyclic encryptions, from the
earlier discussion, we know that the additional condition v,, € %Cont.(% vep) should also be
satisfied. Now we can easily verify that assertions (a) and (b) above still hold true; however,
assertion (c) may fail to hold because of the reason described next. In order for event success
to occur, it should hold v, € ﬂfﬁcom,(% Ueh ), whose occurrence depends on the size of multiset
%Cont_(% ven), and hence is dependent on the particular value of ony. As a result, we cannot
argue anymore that all intermediate distributions will “cancel out” each other, as was the case
for the single encryption case. Put differently, the probability that v,, € ?RCOm,(% Veh), 1s not
uniform over the possible choices of ony. To make it uniform, we guess two more parameters
edy < {1,...,P}anded, < {1,...,eds}, and now call (vy,, ong, eds, edy, v,,) a successful guess,
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if vep = Uy, edy = ‘%Conh(% ven)|, and vy, is the edhth-lowest node among %com.(% Veh)-

(We refer the reader to the related definitions given earlier.) Now it is easy to verify that the
probability that (ong =i A success) holds is

edo factors

1 1 1 (1 1)+ +(1 1) B 1
P P n n edy’ |  P2n2’

n  eds

and hence is independent of i now. Now all assertions (a), (b), and (c) above hold true, as
desired.

C.1.1 WSTCI and Restricted Decryption Queries. Now we explain why we added a
new decryption condition to the WSTCI game. Suppose one wants to extend the idea presented
above (for the cyclic nested encryptions) to the case where decryption queries are also allowed.
Assume, for the chosen parameters described above, it holds that event success occurs, ed, <
eds, and the query containing the onsth occurrence of k;zl is encrypt(e, kp,). Now since event
success occurs and edj is strictly less than eds, it must be the case that {e};, has a subexp

uz,0n2

e1 = {{k‘l } } , which is encrypted in {e}, under at least one k, such that kljl is
I

coinductively irrecoverable. Our simulation above is such that E, the computational image of
ey is produced by the LOR encryption oracle, and from that, F1, a computational image of
{e}r, is constructed and given to the adversary. Now in the absence of the new decryption
condition added to the WSTCI game, F would be a valid decryption query for A (i.e. the
adversary who plays under the CI game which does not have the decryption restriction), while
it is invalid for the simulating CCA2-adversary, causing our simulation to go wrong. That is,
Aci would legitimately be allowed to ask for decryption of E under any key, while E would
be the challenge ciphertext for the CCA2-adversary. Thus, to eliminate this issue from our
simulation, we first do the reduction for the more decryption-restricted WSTCI game, and then
we will prove that the probability that any adversary can indeed produce such a ciphertext for
decryption is negligible (Lemma (3)).

Now for the general case [ > 1, we randomly guess, a priori, a “strongly, coinductively

continuable path” v,, — vy,,; — -+ — vy, With associated parameters

{(onss1,edsi1,ed, ), ..., (ong, edy, ed))},

and, for every s + 1 < i <[, expect to have

(a) ky, , encrypts k!

U;j,0M5
on; on;41 ony
(b) ed; = |Reont.(— vy; —— ... — vy,)|,
. on; oni41 on
(c) wu;_, is the ed/th lowest node among Reont. (> Vi, —— .. 5 vy, ).

Note that item (c) automatically derives from item (a).

C.2 Algorithm (Strgy, strategy)

We now formalize Strgy,, the strategy used by the simulating adversary A.., to reply to Awystcei’s
queries. To make the presentation simpler, we first show how the proof works for a special case
of the WSTCI game where only a secret-key challenge is allowed. Then we will explain how
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the proof works for the case where only a nonce challenge is allowed. (The proof of this latter
case proceeds very similarly to that of the first case with a few slight modifications.) Note
that security with respect to both of these two sub-games implies security with respect to the
original WSTCI game. (This is because, if Ayst; wins in the WSTCI game with a non-negligible
probability, then one can construct another adversary who wins in one of these two sub-games.)

Assumption 1 A, makes only a secret key challenge in his guessing phase. Moreover, if
k;l is challenged by Awysici, then it holds indeg(v;) > 0. (We call k:;l the challenge key.)

For the second assumption above note that if with a non-negligible probability it holds that
indeg(v;) = 0, then an IND-CCA2 attack readily follows.

We recall some of the assumptions made earlier. We assume A..,’s LOR-encryption oracle
is parameterized over pk, and its decryption oracle is parameterized over sk, where (pk, sk) <
Gen(1"). First we make some without-loss-of-generality assumptions. We assume that Ay
does not make any nonce-revelation query (i.e. a query of the form reveal(z;)); For any WSTCI-
adversary who makes such a query there exists another adversary, who at the beginning of
the interaction phase corrupts a specially-selected decryption key k;l of the challenger, and
for any reveal(x;) query, instead makes an encryption query encrypt(z;, kp). Also we assume
that if Aystci makes a subexp-testing query subexp-testing({e}r,, bs;, {e’}kj,bsj) it holds that
({€}#;,bsi) € eval-exp and that {€'}, is a type-1 subexp of {e};,. Next, we assume that if
the adversary makes a query decrypt(c, k; 1), then k; L ¢ closure.(eval-exp'); note that for
kj_l € closure.(eval-exp!), even if the adversary does not know the underlying bitstring value
of kj_l (for example if he has obtained a computational image of {k:j_l}kj, which does not

necessarily reveal the value of k; 1,) he can obtain it by issuing a query corrupt(kjfl), which is
easy to see that does not change the adversarial symbolic knowledge. Also whenever we write
ki, kj, kp, ... we mean honest party’s public keys. Finally for simplicity we write an encryption
query encrypt(e, k;) as encrypt(e,i) (and use a similar convention for corrupt and decryption
queries).

Accq is organized in two parts: the SETUP phase (the first phase) and the SIMULATION
phase (the second phase). (We used capital letters for SETUP so that it is not confused with
the setup phase of the CI (and the other related) game.)

SIMULATION PHASE

1: We introduce two computational mappings, T% and T}{, and two corresponding key-renaming
symbolic operators, Ry and R, as follows:

2: For 1 <i < n, assign TH(JJz) = nc;, and if i # ug, then 79 (k;) = pk;. Finally TH(k .) = pk.

3: Forallt > 1, assign 70 (k,,) = fsku,, and 77 (k; }) = skn, where k' ¢ {k;!
Forie{s+1,s+2,.. l} assign 79 (k. 1t1) fsky; and 7% (k,, 1t2
and to > on;.

1
Us ua+1“’ Uy }
) = sky, for all t; < on;

4: For i € {s+2,...,1}, if bj_1 = b;, assign TH(ku 10n ) = sky,; otherwise assign THU{U:OM) =
fsky, . Finally 1et 7'H(ku51+1 Onsﬂ) = sky,,,. Now we define TH( s) = TH( s) if s # ku5+1,ons+1v
and TH(kusl-‘—l Ons+1> fSkus+1

5: Foralli # us, 0 > 1and q € {0, 1}, set Rg[k; )] = k; " if 7§ (k; ) ) = sks, and Ry(k; ) = k',
if 74 (k;y) = fski. Also for all ¢ € {0,1} and 0> 1 set R [kus{o] =kt

Us

6: Run Aysici; if Awsiei makes a query encrypt(e, i), answer it as follows:

. — 1 :
7 if s=1lork, ., does not occurin e then
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Algorithm 1 SETUP PHASE

1:

Choose [ numbers uo, . ..,u—1 from {0,1,...,n} according to the following probability distribution:
Prlu; = 0] = 7557

2
Prlui = k] = 13575

foralll<k<nand 0<i<I[l-—1.

2: Choose u; < {1,...,n}.

3: Let s be the smallest index for which us is non-zero in the sequence (uo,...,u;). \\ In the simulation phase,

pk, the public key parameterizing the LOR encryption oracle, will be associated with k., and all instances
of ki will be faked.

4: Sample | — s bit values bst1,...,b < {0,1}, and also set bjy1 = 1.

5: For each u; € {us+1,ust2,...,u}, sample three parameters (on;, ed;, ed;) as follows:

on;,ed; + {1,..., P}
ed; + {1,...,ed;}.

6: Generate n — 1 pairs of public/private keys (pki, sk1),..., (Pku,—1, Skus—1); (Pkuy+1, Skus+1)s -« 5 (Pkn, skn),
and [ — s+ 1 private-key values fsku,, fSku,,, ... fsks, by running the key-generation algorithm (here fsk.,
is going to be used a fake value for k;j in answering to some queries of the adversary).

7: Sample n nonce values nci, ..., nc, independently and uniformly at random from the nonce space.

8 return B < [{e},].0 and add ({e}k;, E) to eval-exp. (or, equivalently, sample E as

E « [{e}k;];; ; the underlying distributions are identical.)

9: else if k,, does not encrypt k' ,, . in {e};, then

10:  output a random bit (chosen uniformly) and HALT. (In this situation, our guessing has

failed.)

11: else

12:  Let {e1}r,, be the smallest subexp of {e}, in which ey contains k1751+1,0m+1‘ Now sample

Eroal [[61]]7_10{ and Eyqpe [[eﬂ]T}{, and let ey = e1. Construct E' as follows:

13:  if bsy1 =0 then

14: E' = ngyb(Ereala Efake)-

15:  else

16: E' = ngyb(Efak:ea Ereal)

17:  end if

18:  Using E’ as the computational value of {e1},,, construct, E, a computational value for

{e}k, based on T%—evaluation (or T%I—evaluation, equivalently), and return E to Ays; and
add ({e},, E) to eval-exp.

19: end if

20: If Aysie; makes a corruption query corrupt(i) do the following:

21: if 7 € {us, ust1,...u;} then

22:  output a uniformly-chosen random bit and HALT. (This is again a situation in which

the guessing fails. The guessing requires that all k;sl, .. .,k;ll remain coitnductively ir-
recoverable.)

23: else

24:  return sk; and add (k; ', sk;) to eval-exp.

25: end if

26: if A,ste; makes the challenge query challenge(k:j_l, bs) then

o1 if k' # k! then

28: output a uniformly-chosen random bit and HALT. (This is again a failing situation;

the guessing requires that k;ll be the challenge key.)
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29:
30:
31:
32:
33:
34:
35:
36:
37:
38:

39:
40:
41:

42:

43:
44:
45:
46:
47:
48:
49:
50:

51:
52:
53:
54:
53:
56:
5T:
58:

else
if

if s <! then
by = b1 then
Return C < Enc(bs, pk;)

else

Choose 7 + {0,1}!**l and return C' «+ Enc(r, pk;).

end if

else

Return (’)}‘fkﬁ(r, bs), where 7 < {0, 1}1%sl

end
end if

if

if Ay siei makes a decryption query decrypt(c,i) then
if any of the following events occur

(i)

(vi)

the

(¢,7) is coinductively visible in eval-exp (See the corresponding definition in Para-
graph O]

for some ({e},,bs) € eval-exp, where k;slﬂpnsﬂ does not occur in {e}y;, it holds
that {e}x, has a subexp {€'}x, where Ro[{e'}1,] (or equivalently Ri[{e’}r,]) is type-
1, and that c is the corresponding image of {¢’}, in bs (see Subsection for the
notation Ro[{e'}x,]);

there exists ({e},, bs) € eval-exp, such that /74,‘;51+170n5+1 occursin {e}; (i-e. {€chal k.,
is a subexp of {e};), and that for some subexp {€'}, of {e};, it holds that c is the
corresponding computational image of {€'};, in bs and that {ecnai}tr,, T {€}k,;
there exists ({e}x,,bs) € eval-exp, such that kljirl,onsﬂ occurs in {e};, and that
for some subexp {e'}x, of {e}t;, it holds that c is the concrete value of {e'}, in
bs, {€'}x, is disjoint from {ecnai}tr,, and Ro[{e'}x,] (or equivalently Ri[{e'},]) is
type-1;

echal has a subexp {€'}y, such that Ro[{e'}x,] is type-1 and that c is the computa-
tional image of {€'}x, in Ereq;

echal has a subexp €’ such that Ry[{e'};,] is type-1 and that c is the computational
image of {€'}r, in Efqre.
n

return L (i.e. the decryption query is invalid)

else
if

1 # ug then
return Dec(c, sk;)

else

return 0%, (c)

end if

end
end if

if

if Aystci makes a subezp-testing query subexp({e},, bsi, {e'}kj, bs;j) then

. 1 .
if k.., on,,, does not occur in {e}y, then

if

bs; is the concrete value of {e'};; in bs; then
return 1

else

return 0

end if

else
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59: if kvjslﬂ,onsﬂ occurs in {e}y, and either {€'}x, has {echai}k,, as a subexp, or is disjoint

from {echai}r,, then

60: if bs; is the concrete value of {e'};, in bs; then
61: return 1

62: else

63: return 0

64: end if

65: else

66: if bs; is the concrete value of {e/ bi; in Ereqp or in Eyqre then
67: return 1

68: else

69: return 0

70: end if

71: end if

72:  end if

73: end if

74: If at any point during the simulation, any of the following events occurs, HALT and return
a random bit (these spell out situations in which the simulation fails).
75: — For s <i # j <, it holds that u; = u;
— For s +1<i <1, ky,_, does not encrypt k!

Uj, 0N

76: When A, sc; outputs his guess, if all the following conditions hold, output the adversary’s

guess; otherwise, return a bit uniformly at random.

ongs41 ongst2 on . . . .
T — Uy, ——— Vyyy ——— ... — Uy, is a strongly, coinductively continuable path.

Oonj42 ony

— For every s+1 < j < [, it should hold that %Cont_(% Uy, MR Vyjpg = oo — vul)‘

. on; onj+1 onj 42
ed;. Moreover, k:uj_l is the ed;-th lowest key among Reont. (— Vuy — Vuyyy

2 ).

In the sequel, we verify the two required properties described earlier, namely FEfficiency and
Correctness, about Strgy,,. First we provide a brief explanation about the presented algorithms.

C.3 Explanation

For all 1 < i < n we assume that k’; is a fresh symbolic key and different from all k;’s and other
k';’s. The key-renaming operators Ry and R; correspond to the two computational mappings
79 and 7}, in that, for ¢ € {0,1}, when 7}, gives a fake value to kl_ol (i.e. a value independent

of pk;, which is already given to the adversary as the public key value for k;), R, maps k‘; 01 to

K ! We assume that these two key-renaming operators, and all others that will be introduced
henceforth, map any adversarial key to itself. We also use R,[e] to mean the expression obtained
from e by replacing every k,” ! with Ry[k; 1], The only difference between the two worlds Strgy)
and Strgy(l) is that one of them gives a fake value to ku—sihons ., and the other one gives the real
value to it. (Recall that Strgy? is the world created from Strgy, when the CCA2-challenge bit
is b.)

Roughly speaking, the distribution of replies given to an adversary A’s encryption, corruption
and decryption queries under Strgy, is “close” to the distribution of replies that A would
have received under the standard WSTCI game, for one of h = 0 or h = 1, when every A’s
query encrypt(e, k;) was replaced with encrypt(Rp|e], k;). (The point that to which of these two
distributions Strgy, corresponds to depends on the values of bs1; and the CCA2-challenge bit
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b; namely, if b = bs4q then it corresponds to h = 0 and otherwise it corresponds to h = 1.
See line ) Let’s call this statement (which we will formalize in subsequent sections) the basic
statement. With this intuition in mind, we now briefly explain the ideas behind the decryption
restrictions spelled out in lines proceeding

The first condition reflects the decryption restriction from the CI game; namely decrypt(c, i)
is invalid, if there exists ({e}x;, Ej) € eval-exp such that {e};, has a subexp {e'},, which is
encrypted in {e};, only under keys whose decryption keys are in closure.(eval-exp') and that
¢ corresponds to the computational image of {€'}x, in E;. We remark here that if {e'}, is
“coinductively reachable” in {e};, (using eval-exp'), then for both w = 0 and w = 1, Ry [{€'},]
is coinductively reachable in R, [{e}x;]. (This is because the key-renaming operators Ro and R
only “rename” k;sl, e kljll, all of which are required to remain coinductively irrecoverable by
the guesswork—otherwise the guessing fails—implying that, in case that the guesswork does not
fail, the sets of coinductively irrecoverable keys from eval-exp', Roleval-exp'] and Ri[eval-exp!]
are all equivalent.) Hence the first decryption condition, informally speaking, “agrees” with the
basic statement described above. Moreover it is easy to see that this condition is efficiently
verifiable by the simulating adversary Accq. (This is because A, has the computational values
of all private key symbols which are coinductively recoverable.)

The remaining items reflect the decryption restriction imposed under the WSTCI game (they
were separated for the reason that we give below); namely decrypt(c, i) is invalid, if there exists
({e}x;, E;) € eval-exp such that {e}s; has a type-1 subexp {€'},, where c is the corresponding
computational image of {€¢'}, in Ej.

For Item , assuming ({e}y;, bs) € eval-exp, note that if k', ,, . does not occur in {e}y;,
then (1) all constituting bitstrings of bs is already known by A.q, (since the LOR encryption
oracle is never called for constructing bs , as k;lerl,onsH Z {e}x,), and (2) for any e” C {e}y;,, it
holds Ryle”] = Ry[e”]. Thus this item can be efficiently implemented by Accq-

For Ttem (jii), again assuming ({e},,bs) € eval-exp, if k| ,, ., occurs in {e};; and also
{echai bk, E {€}k, E {e}r,, then it holds that (1) both Ro[{e'}x,] and Ri[{e},] are type-1 (this
is because {€chai bk, T {€'}r, and Rolk; '] = Rilk; ] = ¥ ;Sl, for all 0’s; namely, all occurrences
of k:;sl as a plaintext receive a fake value), and (2) A, can efficiently check if a given c is the
corresponding computational image of {€'}y, in bs. (This is because {echai}x,, T {€ }x, and the
computational image of {€'}, is constructed from the computational image of {echai },, , whose
computational image is obtained through the LRO-encryption oracle; thus, A, knows the
corresponding computational image of {¢’};,.) Now (1) implies that any ¢ which corresponds to
the computational image of such an {€'},, is an illegitimate ciphertext for decryption (according
to the WSTCI decryption condition). In particular, E’, which is returned by the LOR~encryption
oracle (Line , will be an illegitimate ciphertext for decryption. (This is actually the main
reason that we added a new decryption condition to the WSTCI game. That is, under the
original CI game, E’ may possibly be a legitimate ciphertext and if at any point during the
simulation the decryption of E’ is requested, then the simulation fails.)

For Item 1) again assuming ({e},,bs) € eval-exp, if k;sil,ons ., occurs in {e}y, and also
{e'}r, E {e}r; and {e'}y, is disjoint from {ecnai},, , then quite analogously to Item (ii)), we can
verify that we have (1) Ro[{€'}x,] = Ri[{€'}#,], and (2) the computational image of {e'}, in bs
is known by Aeceq.

Finally for Items and (vi)—which describe the only remaining case; namely, ciphertexts
that are constituents of the underlying plaintext of the challenge ciphertext E’ and which should
not be decrypted due to the WSTCI-decryption condition—since A.., does not know the value
of the underlying CCA2-challenge-bit, A, cannot determine, with certainty, whether a given
ciphertext is the constituent of the underlying plaintext of E’, and so he cannot determine if the
ciphertext is illegitimate due to corresponding to the image of a type-1, subexp of e.pq;. Therefore
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for this case, we exclude a larger set of ciphertexts; namely, if e has a subexp {¢’ }kp such
that it holds that either Ro[{e'},] is type-1 and c is the corresponding computational image of
{€'}k, in Epear, or Ri[{e'},] is type-1 and c is the corresponding computational image of {¢'},
in Efgke, then we determine c as an illegitimate ciphertext. Note that, this fact may cause the
distribution of replies given to an adversary A’s encryption, corruption and decryption queries
under Strgy, not to be completely identical to the distribution of replies that A would have
received under the standard WSTCI game, for any h = 0 or h = 1, when every A’s query
encrypt(e, k;) is replaced with encrypt(Rple], ki). (i.e. The basic statement explained above
may not “perfectly” hold.) However we will prove in subsequent subsections that this these
two distributions are computationally identical. (Intuitively, the reason for this is that if we
assume that E’ is the encryption of, say, Eyeq, then Etqe does not participate in the replies
given to adversary’s queries, and in some sense, it is identically distributed as a ciphertext
freshly sampled from the same distribution, that is [[61]]7_11{ . This means that the chances of
any adversary to ever produce a ciphertext ¢ that is the corresponding computational image of
{€'}k, in Egqre where Ry[{e'},] is type-1is “as good as” the chances of an adversary who can
do this based on a freshly generated bitstring from [[61]]T}1[ , which we will prove is negligible.

C.4 Efficiency

Based on the previous Subsection it is fairly easy to verify that the whole simulation works
in polynomial time. All checks related to decryption queries (i.e. starting at line can be
performed in polynomial time, and also the CCA2-challenge ciphertext (as explained in the
previous subsection) will never be asked for decryption. It is also easy to verify that the other
parts of the algorithm can be efficiency performed, and hence the whole simulation is efficiently
implementable.

C.5 Correctness

We assume the following in the remainder of the paper.

Convention 2 In all the theorems, lemmas, and propositions given henceforth, unless otherwise
stated, we assume any used asymmetric or symmetric encryption scheme provides IND-CCA2
security. Therefore, we do not explicitly mention this assumption henceforth.

First, we denote Ay stei’s and Acq,’s advantages in attacking the encryption scheme, in the sense
of [—-WSTCI and IND-CCAZ2, respectively, by:

Acca(n) 2 [Pr[Acea(n) = 1| b= 0] — Pr[Aeea(n) =1 | b=1]]
Auea() 2 [Pr AW ) = 1 b=0] - P [ =110=1]]  (©)

wstct wstct

For the sake of readability, we omitted the mentions of £, the encryption scheme for which

WSTCI security is violated, and b in the above equality assignments, and wrote AWSTCT instead

wstct
WSTCI? . . . . .
of A i - Also sometimes when it is necessary to differentiate between several challenge bits,

we add as a subscript to them the name of the game they belong to. (e.g. byst; may be used
to denote the challenge bit under the standard WSTCI game.) we denoted the challenge bit
of the WSTCI game by byste; to make it distinct from b, the CCA2-challenge bit that A.., is
challenged to guess. We fix £ in the remainder of this paper.

Our goal is to show the following:

Goal 1 Ausici(n) > negl(n) = Acca(n) > negl(n)
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We borrow some notations from [46]. We let Bad denote the event that the simulation
process of A, fails; namely, Bad occurs if any of the following events occur:

— Uy, et (- Het2, vy, is not a strongly, coinductively continuable path;
. . on; on; on;
— For some s + 1 < j <, it holds that |Reons.(— Uy A V4 AL Uuz)) # edj;

. . on; onjt1
— For some s +1 < j <, ky,_, is not the ed;th lowest key among Reont.(—> Uy, 7
onjyo ony
Uy —> -+ = Uy, ); OT

— Auyste; makes a challenge query challenge(k:{l, bs) and u; # j.

The first step of our proof is similar to that of [46]. Namely, we show that the probability
Bad occurs given b = 0 is at most negligibly different from that given b = 1.

Observation 1 We have
|Pr[Bad | b= 0] — Pr[Bad | b = 1]| = negl(n).

It is not hard to see why Observationis true. Given that &€ is IND-CCAZ2 secure (see Convention
, if the statement of the observation fails to hold, then one can easily construct a second
adversary A” who simulates A, and who outputs 1 exactly when the event Bad occurs. (If
A¢eq finishes his computation without Bad having occurred, A” outputs a uniformly-selected
random bit.) Now it is easy to verify that A" violates the IND-CCA2 security assumption of &.

Also from the very description of the SIMULATION process, one can easily verify the
following statement.

Observation 2
1

Pr{Acca(n) = 1| Bad Ab=0] = Prldeca(n) = 1| BadAb=1] = -

The above observation holds because A.q, simply outputs a uniformly-selected random bit
whenever Bad occurs.

We write Bad to denote the complement of Bad. Given Observations (1) and (2), we expand
Acca(n) as follows.

Acca(n) = | PrlAcca(n) =1[b = 0] = PrlAcca(n) =1 b =1]|
= |Pr[Acca(n) =1 A Bad |b=0]+Pr[Aca(n) =1 A Bad |b=0]
— Pr{deea(n) =1 A Bad|b=1] = PrlAca(n) =1 A Bad|b=1]|
= |[(Pr[Acca(n) =1 A Bad |b=0] = Pr[Acca(n) =1 A Bad|b=1]|)+
+ (Pr[Acca(n) = 1| Bad Ab=0] Pr[Bad | b= 0] — Pr[Acca(n) = 1| Bad Ab=1] Pr[Bad | b=1])|

= [ Pr[Aeca(n) =1 A Bad|b=0] = Pr[Aca(n) =1 A Bad|b=1]+ % negl(n)]

1 1 — —
= 5 negl(n) + 5 | Pr[Acca(n) =1 A Bad A b=0]—Pr[Aca(n) =1 A Bad A b=1]|

Defining

Aceasim = |Pr [Acea(n) =1 A Bad A b=0] — Pr[Awa(n) =1 A Bad A b=1]

(7
to prove the statement of Goal [1} it suffices to prove the statement of the following goal.

Goal 2 Ag.i(n) > negl(n), then Acca-sim > negl(n)
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g}(dlvdl—lu--wdj+l)

A .
For m € N we define [m] = {1, ..., m}. We introduce a few more events. Let _
(wi,wi—1,.-wjiy1)

denote the event that the following conditions are all satisfied:

(a) up =u1 =...uj—1 =0,u; # 0 (ie. s =j),and for j+1 < i <[, it holds that indeg(vy,) = d;
and on; = w;,

(b) vy, 2=ty Vugir N vy, is a strongly, coinductively continuable path, and for
j+1<i<]I, we have %mm[% (O s Vugys it LN vy, || = ed;, and ky, , is
the ed;’th lowest key among %Com[—oﬁi—) Uy, e (9 RN LN (O

(c) if Aystei makes a challenge query challenge(kj_l, bs), then j = wuy.
Also we define ¥—d; to be the event that the following conditions are satisfied:

(a) up = -+ = w—1 = 0 and indeg(v,,) = d; (note that it always holds u; # 0 and, by
Assumption (1} indeg(v,,) > 0 given v,, is the challenge node),

(b) if Aysiei makes a challenge query challenge(kj_l, bs), then j = wu;. (Note that this by itself
implies that v,, is coinductively irrecoverable.)

(di,di—1,--,dj41)

We continue to introduce a few more types of events. We define ¥ —max ~ to be
(wi,wi—1,..wi41)

the event that @(d“dl‘l’""djfl) (dy,di—1,ndjg1)

(W, Wy — 1, W41 (Wi, wi—1,- s Wi41)

to be the event that @@ -1+ eours and indeg(vy;) # 0. Also, for bj,bj_y,..., b, €

(wy,wp—1,...,wj41)

{0,1}, we let g (drdimtrdyn) [07,0) 1., b}, 1] denote the event that, (a) gdrdi-tedivn) po

(wlawl—17---7wj+1) (wl,wl_l,...,wj+1)

pens, and (b) for every j + 1 <4 <, it holds b; = b.. (Recall that, b; is the random bit value
sampled in SETUP phase.)

) occurs and indeg(vy,) = 0. Dually, we define ¥ —maz

We now expand Accasim in terms of ¥’s as follows:

Accasim = ‘Pr[Acca(n) =1 A Bad N b=0]—Pr[Aca(n) =1 A Bad N b= 1”

Y Y Y ex {pr[Am(n):1 A B A b =0

13k§lb;,...,b;e{o,1}dle[[g]] dke[[g]]
wre|d; wi€|d;

— Prfdua(n) =1 A W) g A = 1]}

(wl7“'7wk)

+ 3 [Pr[Am(n):1 AW —d Ab=0]
d,€[P]

— Pr[dealn) =1 A U —dj A b:1]]

Recalling the definition of strategy explained earlier, if ST is an strategy used by a chal-
lenger to answer to Aysiei’s queries, then as a simplifying notation we write Prgr [E] to
denote the probability that when A, operates under ST, event E occurs. For example,
Prsirgy, [indeg(vy,) > 3] denotes the probability that when A, uses strategy Strgy, to an-
swer to Aystei’s queries, it holds that indeg(v,,) > 3. Moreover, as mentioned earlier, we use
wstci to refer to the strategy prescribed under the standard WSTCI game, and, for example, we
may write Prystci [Awstei(n) = 1| b = 0] instead of Pr [.AygcTiCI(n) =1|b= O]. (See Equation

)
@ For two events Ey and Ey we write Ey = Ey if it holds that Prsgrgy, [Awstei(n) = 1 A Ey] =
PrStrgyO [Awstci (’I’]) =1A EQ] Also, we write F; = Fs if it holds that ‘ PrStrgyO [Awstci (77) =1A El]*
Prstrgy, [Awstei(n) = 1 A Ea] | = negl(n).

41



We define the following events:

QSVStCi:\/ \/ 1/ max L 7’1)[[)120; B bZ:O]/\b:O
’lelE[P]

d~€:[P]

9¥stci:v \/ v maxdf’ ,i))[blzl? o bi=1Ab=1.
i= ldlE[P]

d; 6 [P]

It is not hard to intuitively see that the view of As; under Strgy, and when 6y (resp.
1) occurs is quite similar to that under the WSTCI game when the challenger bit, bystcei, is 0
(resp. is 1). We will formally show this in Corollary

For any n > 0 and Hy = (h1,...,hy) € N" and Hy = (h},...,h),) € N, we say H; < Hy if
for all 1 <¢ <mn it holds that h; < hl.

Lemma 4. For all 1 < j < I, Bj;1 = (b;,...,b;_H) c {0,1}, D; = (di,dj—1,...,d;) €

[P0 and Wy = (wy, ... ,wjr1,wi) < (dyy ..., djr1,d; — 1), if we define

j—1

0 _ (diyeesdjqr,dj dj—1,esdj—k) / — =
Atotal,j,Bj+1,Dj,Wj = \/ \/ v— mam(wlw’wﬁhw],L 1) (b, i1 1,0, b g =0 A b=0

k=1d; ,€[P]

dj_,€[P]

\/ W —magddit1di) [0, bj41,1] A D=0

(Wi Wj41,w5)

j—1
1 _ (disedjqr,dy,dj—1,e0dj ) / . N
Atotal j,B;1,D;,W; = \/ \/ W—maz s w1 ,0) b}, Ui L1 b =1 Ab=1

k=1 dj_le[P}

' kZG[P]

\/W ma (diedjt1,d5) [, ..., ;‘—&-171] Ab=1

(Wi Wj1,w;5+1)

7j—1
/0 o dl7 ) +1yd dj 1-- 7dj k) / . o o
A tOt(ll,j,Bj+1,D]',Wj - \/ \/ v— ma’x wl, w]+17w3+1717 1) [ e Y5+1 O’ O’ e 7b]—k - 0] A b= 0

k=1 dj 1E[P]

4, elP]

\/II/ mag 2 [0y, ..., b41,0] A D=0

(Wi, 1,w;5+1)

/1 dl7 7]+17d dj 1. ad] k) / o o
AtOtalL ]+17D]7W] \/ \/ W ma/.f[f wl: 7wj+17w]717 71) [bl77 j+1,0,1,...,bj_k- — 1]/\b— 1
k=1d;_,1€[P]
d;—k€[P]

\/ ¥—maz d“ i) 0] A =1

(w,.. w]+17w3)

then, we have:
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0
Atotal,j,Bj+1,Dj,W Atotal,j Bji1,D5,W;

/0 1
A total,j,Bji1,D;,W; — =A total,j,Bj1,D;,W;

Lemma 5. Forall2 <j<I, Bj=(Y,..., j) € {0, 1}+1-3, Dj = (dy,dy_1,...,d;) € [P]+1-7,

and Wj = (wy, ..., wjy1,w;) < Dj, if we define

dy,...,d;
B?Otal,j’Bj’Dj’W, = W—maxgwll’ o J))[ R b,] Ab=0

1 _ (dy,ndjydy—1,dj_2,..sdji_1) 7/ oy S
Biotai,j,B;,0;,w; = \/ \/ ¥—maz " 7w],dj L) (bpy -5 05,051 =0,bj2=1,...,

k=2d;_,€[P]
d;_re[P]
\/  @maz{ ) b0 b =1
(wh aw]:dj 1) [ERRRER &
dj—1€[P]
C?otal,l-‘,—l = \/ (gj - 2) A (b = O)
d’e[P]

di_g)
Ctlotal,l—i-l_ \/ \/ ¥—ma de 17) G [bl:(),bl_l:1,...bl_k:1]/\b:1

k=1 die[P]
1 kELP]
\/ W—maazgég[bl =0]Ab=1
dEG[P]
(dyyeosdjodj1,dj—2,sdi— )
B/total,JB],Dy’W _k\/ \/[ ]W ma xufl, ,1,{)]-,(]1]-_11,{.,,2,1) o [ 27‘-'7b;,b 1’bj—2 :07...,
2d 1E[P
dafk.E[P]
\/  Cmaz{l ) b 1 A b =0
(wh 7w]7dj 1) RRRRERE -
dj_1€[P]
dyyod;
B/total] B;,D;,W; = W—maargwllw ., J))[ R b,] Ab=1
-1 @ :
C tota 1= \/ \/ W—max(dz’ l l )7 i i =1,00-1=0,...0_x =0]Ab=0
k=1 d4;e[P]
d k.E[P]
\/ Lﬁ—maxéjé)[bl =1Ab=0
d;€[P]
Cdtoml d+1 = \/ (W - d;) Ab=1)
d;€[P]

then we have:
1.

0 ~ 1
Btotal,j,Bj,Dj,Wj - Btotal,j,Bj,Dj,Wj
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10 /1
B total,j,B;,D;,W; — =B total,j,B;,D;,W;
0 ~ (1
Ctotal,l+1 = Ctotal,lﬂ,@,@,(b

/0
C total,l+1 — C total l1+1,0,0,0+

Now for h € {0,1} we define

h
Atotal,] \/ \/ \/ Atotal,j,Bj+1,Dj,Wj
j+1€{071}l_‘7 D] (dl7 7dj+17 )W (wl’ LW )
dle[ ] wle[dl]
dj+1€[P] wj+1€[dj11]
d; €[P] w;€ld;—1]

th th
A total,j — \/ \/ \/ A total,j,Bjy1,D;,W;

Bj11€{0,1}'=7 Dj=(dy,....dj+1,d5) Wi=(wy,....w;)

d,€[P) wy€ldy]
dj11€[P] wj41€[d;41]
d;€([P] wj€ld;—1]

Bh

total,j — \/ \/ \/ Btotal,],BJ,DJ,W

B;€{0,1}+1-7 D;e[P]i+1-7 W;<D;

th
total,j — \/ \/ \/ B total,j,Bj,D;,W;*

B;€{0,1}+1-3 D;e[P)i+1-3 W;<D;

Bl

Also we define

l

10 0 10 0 /0
|:Atotal 7 VA total ]:| \ \/ [Btotal i vV B total ]] N (Ctotal,l—H v total,l+1> )
1 j=2

<~

0o =

J
l

1
\/ [ total,j v A,total ]:| v \/ [Btotal i Bltatal ]] (C otal,l+1 v C/totzzl,l+1> .
: j:2

Now we can concisely write the results of Lemmas [4] and [f as follows:
Summary of Lemmas [4] and

[Pt [Acca(n) = 1A o] — Pr[Acea(n) = 1 A 1] = negl(n) (8)

Note that, the assumption that “/ is constant” is necessary to have Equation derive
from Lemmas [ and 5] Under this assumption and the fact that the sum of polynomially-many
negligible functions is negligible, the implication holds by a union bound.

Note that, in fact Lemmas [d] and [§] imply the following:

Pr [Austci(n) = 1A 00] — Pr [Aysici(n) =1 A 601]| = negl(n),
Strgy, Strgy,

44



but since we have Prstrgy, [Awstci(n) = 1 A 0p] = Pr[Acea(n) = 1 A 0], for h € {0,1}, Equation
follows. This latter follows from the fact that 8;, A Bad = 0 and that we have

StPr [Auwstei(n) =1 A6, A Bad] = Pr [Acca(n) = 1 A6, A Bad] .
rgyo

The following corollary completes the proof of Lemma

Corollary 1. We have

1.
Acca-sim = (PI‘ [Acca(n) =1A 00] —Pr [-Acca(n) =1A 91])
+ (Pr [Acca(n) = LA OG5 — Pr [Acea(n) = 1 A 075"])
2.
Pr [ewstci] _ ( 1 )l+1 + negl(n)
Strgy, 0 14+ 2nP?
- 1
wstet] I+1
sy L) = ()™ # meln)
3.
. — — _ . — wster] |
o Bty o) =15 = 00 = P [Aws(n) = 1] 65| = negi(n)
. — — _ . — wsted] |
‘WETECI [»Awstcl (77) 1 | b 1] Stf;‘:qryo [»Awstcl(n) 1 | 61 ] ”695(77)
4.
Pr [Acca(n) =1 ’ Hg)Sth = StI:;yO [-Awstci(n) =1 ‘ eg)UStCi]
P cea -1 wster] P wstei -1 wstct )
v [Acca(n) = 1] 6757 & [Auwstei(n) = 1] 67°]
5.

Auystei(n) > negl(n) = Acca-sim(n) > negl(n)

Item 5 of above Corollary is exactly what we need to prove for Lemma [2] (i.e. Goal . In the
remainder of this section, we give the proof of both of the above lemmas and corollary.

C.6 Proof of Lemma [

The proofs of both parts of the lemma are entirely similar, so we prove part (1) of the lemma. Let
30y Uiy dis ey djr, djwi, - wipr, wy be as the statement of the lemma and be fixed.
Also, for the sake of better readability, since j is fixed, we will drop subscripts j, Bji1, D;
and W; from the associated events described in this part of the lemma and write, for example,

0
Ay tar- Therefore, we have
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7j—1

0 _ dlv ) Jrl»d dj 1. 7] k) / o o
A=\ V 7- maz T b, b, 1,0, by = 0 A =10
k=1d;_,1€[P]

\/&T/—maa:(d”""dj“’dj) [0, ..., 0 q,1] A D=0

(i, wjp1,w5)

dl7 7j+1?d dj 1. ad] k) / _ .
total - \/ \/ v— maac (Wiyeoeswjp1,w5+1,1,.00,1) [ [ ]+1, 1, 1, cee ,bj,k = 1] ANb=1
k=1d;_,€[P]
dj—r€[P]
(diseesdjit1,dy) / / .
\/Q/ maz,, w]_,_lw]—l—l)[l""’ i1 A b=1

Now defining Ag = Prsirgy, [Agotal] and A1 = Prsirgy, [A%otal]’ we will prove the following
two claims.

Claim 1 |Ay — Ay| = negl(n)
Claim 2 If Ay > negl(n) and Ay > negl(n), then

|StPr [Awstei(n) = 1| Atotal] Pr [Awstei(n) = 1| Atotal” = negl(n)
T9Yo Strgy,

We will separately prove the above two claims. Note that Claims [If and [2| together complete
the proof of this part of the lemma. This is because we need to prove that:

Ag x  Pr [Aysici(n) = 1| Ar?otal] — Ay x _Pr [Aysi(n) =1 Atlotal] =negl(n), (9)
Strgy, Strgy,

and if, say, Ag = negl(n), then by Claim [l} we obtain A; = negl(n), and the above equality
then obviously holds. On the other hand, if both Ay > negl(n) and A; > negl(n), then Claims
and [2 imply equation [9] We omit the details.

First we establish some notations that will be used in the proofs of both claims above. For
1<k<j—1,D=(dj1,...,dj—) € {[P]}*, we define the following events:

Ag,D — W—mag ot di—di k)[bl =0, b1 =00 =101 =0,...,b_r =0 Ab=0

(w17 ywj+17wj717 71)

A8’@ = W—max(dl’ v ]+17d) [b _bl7"' bj+1 = ;+1,b321]/\b20

(Wi W 1,w5)

disesdjp1,djsdj—1,ees
Allc,D = Y—max E'wlh ,u]);r:l,ij—]&-lll, 71]) k)[bl == b/, e bj+1 = b]—i—l’b' = 1,()]'_1 = ]_, .. 7bj—k = 1] ANb=1

1 (dpyesdjt1,d5) Y Y o _
A07® = W—max(wl’...’wj+l’wj+1)[bl = bl7 e ,b]+1 = bj+17 b] = 1] ANb=1
(di,sdji1,dj,dj—1,e0dj )

0 — g
Eka - Sp mam(’wl,...,w]'+1,’LU]',L.‘.,I)

Apoody1d;
Eyy = W —maz P dd)
) (Wi wj41,W5)

(dl7-~~7dj+17dj7dj—1,~--’dj7k)
(wiyeeowjp1,wi+1,1,.,1)
(di,--sdjy1,d5)

(Wi, swjp1,w;+1)

E,%}D = ¥Y—max

E&@ = Y—mazx
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We also define

j—1
0 _ 0
Etot(zl - \/ \/ Ek,D

kZODe[P]k
total_ \/ \/ Ek;D
k=0 De[P]*
Note that we have:
0 1l=d+k+2 . , /
Strgryo[ ol = 2 Strgryo[ ko | b ="bi; P 0j+1 = 05405 05 =13 051 =0 ; bj—k = 0; ]
1 1l=d+k+2 ) , /
Pr [Ayp]l=3 C P [Ehp lbi=0; b=t b =1 b =15 b =1 =1
Strgryo[ kD] 2 Strgryo[ ko | br="bi; P 0j+1 = 05405 05 =13 b1 =1y ;bj—k =1; ]

We now expand Ay and A; in terms of the probability of events E,g p’s and E,i p's as follows:

l j+k+2 0 — }. b, —
Ao = Z Z - Stll?gl"yo[Ek,D [ Or =0 .5 i = by
k= ODE{[P]}’“
5 ijl; bj_1:0; e bj,k:O; b:O]
(10)
Z Z IR Pr (B b =0 .. b =gy
Strgy, ’
k= ODE{[P]}’“
N ijl; bj_lzl; e bjfk:l; bZl]

(11)

C.6.1 Proof of Claim |1| We introduce a new replying strategy, denoted by Strgy;, which
is a modified version of Strgy, for responding to adversary’s queries. (Henceforth we may also
refer to an strategy as a game, and use both names interchangeably.) In the SETUP phase:

— Variables uy, ..., u; are sampled in the same manner as in Strgy,, and denoting by s the
smallest index where us # 0, if s > j, then the execution is terminated (a failed situation).
Otherwise, for each s < t < [ we sample three parameters (ony,eds, edy), again, in exactly
the same manner as in Strgy, (under Strgy; this sequence of triples of random values play
no role in responses made to adversary’s queries; they are included in the game as we are to
formulate some events depending on them).

— We generate n pairs of public/private key pairs (pki, sk1),. .., (pkn, sky), fake private keys
Jskuy, fSkug,y .-, fsky,, and n nonces ncy,...,nc,, all independently at random from the
same distributions used in Strgy,. (We stress here that, unlike Strgy,, under Strgy; we
sample a pair of public/private keys for all key pairs.)

In the Simulation phase: (we first define b; = 1)

— An encryption query encrypt(e, i) is answered by E < [e].,, where 79 is deﬁned as follows:
To(2i) = ncq, (ki) = pk; for 1 < i < n. Moreover, if k; ' ¢ {k; ' kL ... k; '}, we assign

Uj ? U 41 ? ul
T()(ki_,ol) = sk;, for all o’s, and for k;jl, we assign T()(kJ]}Ol) fsky, and T()(ku;%) = sky,, for
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all 1 < 0y < wj and 02 > wj+1. Finally, for all t € {j+1,...,1}, we define 0(k,},.) = fsku,

Uut,03

and 7o(k,},,) = sky,, for all 03 < w; and 04 > wy, and if bt = b,_4, then Tg(kUtlwt) = sky,,

and, To(kUtlwt) fsky,, otherwise.

— A corruption query corrupt(i) is handled by returning sk;.

— For decryption queries, we first define a key-renaming function, R, as follows: for all k:_l
we have R[k;;ol] = k; 1 if 7o(k;}) = ski, and Rk, =K Lif o(k; , 1) = fsk;. Now a
query decrypt(c,i) is answered by Dec(c, sk;), if none of the followmg events occur, and it
is answered by L, otherwise: (a) (¢,4) is coinductively visible in eval-exp, and (b) for some
({€},,,bs) € eval-exp it holds that there exists a subexp {e'}x, of {e}, such that R[{e},]
is type-1 and that ¢ is the computational image of {¢}, in bs.

— A subexp-testing query subexp({e}r,, bsi, {€}x,,bs;) is answered by 1 if bs; is the computa-
tional image of {e’}, in bs;, and answered by 0, otherwise.

( dl 10 7dr+1)

For Strgy;, we may also define events of the form W( We claim that

W] 1o w’!‘+1)
Lemma 6. For every D = [P]*, it holds that:
|StPr [EkD|bl—b', s b =0y by =1; b0 =0; ... bjp=0; b=0]— Pr [EkD”
T9Y0 Strgy;
|StPr [EkD|bl—bl, b= by =1 b0 =1; .. bjp=1; b=1] - Pr [EkDH
T9Y0 Strgy;
Lemma 7.

Z Z l Ik StI:;y EkD Z Z l AL 2 [Ek Dl

Strgy;
k= ODE[p]k k= ODE[P]k

Note that Lemma [6] and Lemma [7] together, complete the proof of Claim [I] Now we give the
proofs of both lemmas:

C.6.1.1 Proof of Lemma[6 We prove the first part of the lemma; the proof of the second
part follows similarly. We introduce another security game (i.e. replying strategy) Strgyy, as
follows. First in the SETUP phase, we do the following steps:

— we first generate the sequence {u; }o<;i<; in the same manner as that in Strgy,, and denoting
by s the smallest index where ugs # 0, if s > j then the execution is terminated (failed
situation). To sample b;’s, we assign b, = b/, for all j+1 <r <[, b; =1, and assign b; = 0
for all s < i < j—1. (Note that, differently from Strgy, under this game we introduce and
assign a bit value to by as well.)

— We sample {(on,, ed,, ed;.) }st1<i<i, and {pk;, ski}1<i<n, and {nc; }i<i<n, and {fsky, }s<i<i,
all independently at random from the same distributions as used in Strgy,. (Again note
that we sample (pk,,, skuy,).)

In the SIMULATION phase:

— we respond to an encryption query, encrypt(e,i), by E + enc([e]r,, pki), where 79 is defined
as follows: For 1 < i < n, assign 79(k; ) pk; and 19(z;) = ne;. For allt > 1, assign To(k};it) =
fsky,, and To(k; ;) = skp, where k' & {k; ! kil .. k') Forie {s+1,s+2,...,1},

Us 7 "TUs+1
assign o(k,,. 1t1) = fsky, and 1o(k,, 1 ) = sky, for all t; < on; and to > on;, and if b;_1 = b;,

w;,to
assign 7o(k,, sky,, and 7o(k,, i fskui, otherwise.

Uq, onl) - Ui, onz)
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— A corruption query corrupt(i) is handled by returning sk;.

— For decryption queries, we again similarly define a key-renaming function, Ry, as follows: for
all k; ) we have Ro[k; )] = k; ' if ro(k;,) = sk, and Ro[k; ;] = K'; " if 7o(k;, ) = fsk;. Now a
query decrypt(c, i) is answered by Dec(c, sk;) if none of the following events occurs, and by L,
otherwise: (a) (¢, %) is coinductively visible in eval-exp, or (b) for some ({e}, ,bs) € eval-exp
it holds that there exists a subexp {€'}x, of {e}r, such that Ro[{e'};,] is type-1 and that c
is the computational image of {e’}, in bs.

— For a subexp-testing query subexp({e}r,,bsi, {€'}x;,bs;), it proceeds as Strgy;; namely, it
is answered by 1 if bs; is the computational image of {e’ }kj in bs;, and answered by 0,
otherwise.

Now Lemma [6] derives from the following two claims.

Claim 3
Stlié"yj [Elg,D] = St]:;yg [El(c),D]
Claim 4
‘SE;yO[Eg’D | by =bp; .5 bj1 =055 b5 =13 b1 =0; ...5 b =0; b= 0]—555%[1527[,] | = negl(n)

We separately provide the proof of each of the above two claims.

Proof of claim [3t First recall that

(diyeesdjr1,dg,d5 1,0 sdj—)
(wl,...,wj+17wj,1,...,1)

EgyD = ¥Y—max , where D = (d;_1,...,dj_)

Let E be the following event:

Eu= (up="=uj-3=1ujp2=0)A(uj-1#0)
A(onj_ =onj_py1 = -~ =onj_1 = 1) A (on; = w;) A (onjr1 = wjqg1) A--- A (ong = wy)

Now we can write

Pr [E)pl= Pr [EYp| E]- Pr [E] (12)
Strgyyj, ’ Strgy|, ’ Strgyy,

Pr [EYpl= Pr [EV, | E]- Pr [E 1
Stréyj[ k,D] Strgryj[ k,D‘ ] Strgryj[ ] (13)

The above two equalities follow from the fact that Prgggy, [Eg pl El= Prsirgy; [Eg p| E]=0.
Moreover it is easy to see that Prgi,gyr[E] = Prstrgy,[E]; this is because occurrence/non-
occurrence of E is determined right after the execution of the SETUP phase (it is in fact
independent of how SIMULATION phase proceeds); thus, it occurs with equal probabilities
in both games. Finally it is not hard to verify that, provided that E occurs, an adversary
has identical view when run under Strgyj or Strgy;, implying that Prg.gy [Eg p | E] =
Prgirgy, [E,g p | EJ], and this completes the proof of the claim. O

Proof of Claim [@: We need to prove

| s [ERp | bi="bj; -5 bjpn = Vg5 bj =15 050 =0; ... b =0; b=0]—_Pr [E} p]| = negl(n).
TeY Strgyy
We define

Pr= St}rgyo[EgvD by =0 .o bjer =V by =15 bj1 =0; .5 bj_p=0; b=0].
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We first add a “failing condition” to the SIMULATION phase of Strgy(, making it closer to
that of Strgy,, and prove that the affected change does not modify the probability of E,% DS
occurrence (under Strgyy(). In the new version of Strgyy{,, we build 7y and answer to adversary’s
queries similarly as before, with the only addition that in the sequence of adversary’s encryption
queries, if it happens that k,, does not encrypt k;si L ongsr+ then we halt the execution; otherwise
7;914—170”8-&-1 occurs in e, assuming that {e1},, is the

-1
Us+1,0M 5417

if encrypt(e,i) is the query for which k

smallest subexp of e with e; containing k we introduce e pq = €1 and let M < [e1],,

where 71(s) = 79(s) if s # kﬂslﬂ,onsﬂ and Tl(k;s]:rl,0ns+1) = q, where ¢ = {fsky,,,,sku,, |} —
Tolk; ! |]. We then continue replying to adversary’s queries exactly the same as before.

Us+1,0Ns4+1
(We note that the value of M and expression e.pq, in this game, are not used in the process

of answering to adversary’s queries; we have introduced them to later define an event based
on them.) Also, for simplicity, we divide the execution of the game into two phases; the first
phase, called the preceding phase, ends as soon as the adversary issues and receives the reply to
the encryption query encrypt(e,i), where kvjslﬂ,ons ., occurs in e, and the second phase, called
succeeding phase, begins (if the game does not halt due to the above condition) right after
the completion of the preceding phase. It is fairly easy to see that the probability of Eg’ DS
occurrence under the two versions of Strgyy(, is equal; thus in the rest of the proof, by Strgyy,
we refer to the new version of the game.

We now introduce another game, Strgy( by slightly changing Strgy(, and prove that the
probability of E,g’ p occurring under Strgy( is equal to p;. The SETUP phase of Strgyy is
performed exactly the same as that of Strgyy,, and in the SIMULATION phase, we introduce
7o and answer to adversary’s encryption queries exactly like that of Strgy(,. Just for decryption
and subezrp-testing queries, when the game proceeds to the succeeding phase (i.e. after 7 is
introduced and M — [echai]+ is sampled), we do the following:

— decryption queries: we add another restriction to the set of invalid decryption queries (i.e.
those replied with ). For this, we first define a key-renaming function, R; (which cor-
responds to 1), as follows: for all k;ol we have Rl[k;ol] = k‘;l if 7'1(14:;01) = sk;, and
Rik; Y = K71 if m(k}) = fski. Now for a decryption query decrypt(c,i) if it holds
that ecpq has a subexp {76,}]% such that Ry[{e'};,] is type-1 and that c is the computational
image of {e'}x, in M, then the query is answered by L.

— subexp-testing queries: We add one more condition to those of Strgy(, for subexp-queries.
If in the succeeding phase for subexp({e},, bsi, {€'},,bs;) it holds that {e’}; is a subexp of
echal and that bs; is the corresponding computational image of {e’ }kj in M, then we return
1.

The rest of the game is exactly the same as that of Strgyy,.
Now from the very description of Strgy( (especially considering how b;’s are assigned values
under Strgyy(), the following is immediately derived:
= Pr [E}
b1 Strgyg[ k,D]
Thus it remains to prove that the difference of probabilities of E,g p’s occurrence under Strgyy,
and Strgyj is negligible. To show this, we let Failed-Dec describe the event that, in the suc-
ceeding phase of the game, either a decryption query is answered by L due to the newly added

condition, or a subexp-testing query is answered by 1 due to the newly added condition. That
is, Failed-Dec occurs if any of the following events occur:

(a) For a decryption query decrypt(c,i) in the succeeding phase, it holds that ¢ is the compu-
tational image of {e’}, in M, where {€'}1, T ecnar Ri[{€'},] is type-1;
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(b) For a suberp-testing query subexp({e},,bsi,{€'}x,,c) in the succeeding phase it holds that
¢ is the computational image of {€/ bk, in M, where {e b, E €cha-

Note that Fuailed-Dec is well-defined under both Strgy{, and Strgyj, and, moreover,

Pr [Failed — Dec) = Pr [Failed — Dec].
Strgyy, Strgyy

Also from the very descriptions of Strgy(, and Strgyj, it immediately follows that:

Pr [E,%D | Failed — Dec] = Prgpgyn [EIQ,D | Failed — Dec]

Strgy

Therefore, to complete the proof of Claim (), it is sufficient to show that Prgy,g,: [Failed-Dec|
is negligible. We show this in the following lemma.

Lemma 8.
Pr [Failed-Dec] = negl(n)
Strgy),

Proof of Lemma [8 Suppose, to the contrary, that there exists an adversary .A; who interacts
with the challenger under Strgy(, and for whom Fuiled-Dec occurs. We first define two random
variables which wil help to simplify Failed-Dec. We let C; denote the random variable that
corresponds to the ith ciphertext that the adversary issues for decryption in the succeeding
phase. Also by C! we denote the fourth argument of the ith subexp-testing query issued in
the succeeding phase. (i.e. In subexp({e}r,,bsi, {€'}#,,bs;) the fourth argument is bs;.) First
we can easily see that both random variables in each of the pairs (M,C;) and (M, C)) are
independent; namely, if mi, ma € [echat] s, then Pr[C; = ¢ | M = m] = Pr[C; = ¢ | M = ma]
and Pr[C] = ¢ | M = my] = Pr[C! = ¢ | M = mg]. This is because M is kept secret (i.e. M
takes part in no replies given to adversary’s queries), and, therefore, the random value of M
does not affect the view of the adversary.

To conclude the proof of this lemma, if such an adversary A; exists, then there exists an
adversary Az who wins with a non-negligible probability in the following experiment. However,
the next proposition will show the computational impossibility of this fact. The experiment,
called exper-1, runs in the following steps: (a) The adversary specifies a public keys symbol
k; (b) (pk, sk) is sampled by running Gen(n), and a computational mapping 7 is initialized by
(1(k),7(k~Y)) = (pk, sk), and the computational values for other symbols under 7 are chosen
by the adversary; (c) the adversary introduces an expression {e};, where k= IZ e; (d) the
challenger generates E < [{e}]. and keeps E secret from the adversary; and (e) the adversary
(given access to T) wins if he correctly guesses E.

Before presenting the proposition, we briefly explain how As is constructed from 4;. Recall-
ing the random variable M and computational mapping 71 defined earlier, the main observation
here is that, since M takes no part in any replies given to adversary’s queries, for any subexp
ew of ecpar, if My, is the corresponding computational image of e, in M, then the chances of
any adversary to correctly guess M, during the game is the same as his chances of correctly
guessing the value of E,,, where E,, is freshly generated from [e, ], . This in particular implies
that for any query decrypt(c,i) issued in the succeeding phase, the probability that ¢ hits the
corresponding computational image of e,, in M is equal to the probability that ¢ hits F,,. Us-
ing this observation we explain how As works. Suppose A; in the succeeding phase produces
decrypt(c, i), where, with a nonnegligible probability, it holds that ¢ is the computational image
of {¢/}x, in M, where {€'};, T ecnq and Ri[{e'},] is type-1. (The other case where Failed-Dec
occurs due to a subexp-testing query is proved using a similar argument.) Since Ri[{e’},] is
type-1, it has a subexpression {e"}1, T {¢'},, where k' Z Ry[{e”}1,]. Now Aj plays as a chal-
lenger under Strgy, with the following slight modifications: (a) Az first guesses k, and specifies
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it as the public key in Experl, and if (pk, sk) are the values sampled for (ky, k; 1), he uses pk
as the value for k; and sk as the real value for k, Lin Strgy(, and accordingly he initializes
70 and 7. Finally based on 79 and 7y, he initializes his Exper-1-computational-mapping 7;
(b) Az no longer samples M; and (c) Ag guesses the decryption query number corresponding
to decrypt(c,i) which makes Failed-Dec occur. Now using 11, he decrypts ¢ to to obtain ¢,
the (possible) corresponding computational image of {¢”};, in c¢. Now from the observation
given above and from the assumption that Failed-Dec occurs with a non-negligible probabil-
ity, it follows that ({e"},,c”) makes Ay wins in his Experl experiment with a non-negligible

probability.

Proposition 1 Suppose k= £ e and T is a computational mapping, where (7(k),7(k~1) «
Gen(n). For other symbols, T samples their computational values in an arbitrary, efficient man-
ner. If € is IND-CCA2 secure and E < [{e}1], then for every adversary A having access to
T, the probability that A guesses E is negligible.

Proof of Proposition |1} Define py,q.(7) = max.cg Pr[E = ¢, for S = {0, 1}|[[{e}kﬂ£|, where the
probability is computed over the random coins used to form 7 and to sample E from [{e}x]¢.
First we can show that since the encryption scheme is IND-CCA2 secure, ppq: should be a
negligible function. (If this does not hold, one can show that there exists an adversary B who
can distinguish between encryptions under 7(k) of two messages m; < [e]¢ and an arbitrary
message my ¢ [e]€. Note that this immediately enables an IND-CPA attack since k7! Z e.)
Now let the random variable E; be defined as E; = out(.A"(n)), where out(A”(n)) denotes the
output of A, having access to 7, and given n as input. Note that, since E is not given to the
adversary, for ¢j,co € S, we have Pr[E; = ¢ | E = ¢1] = Pr[E} = ¢ | E = ¢»], which implies that
Pr[E = ¢1 A E1 = o] = Pr[E = ¢;1]. Pr[E1 = c2]. Now the probability of success is:

ZPr[E =cAE; = ZPr . Pr[Ey = ¢ < pmaa ZPr [E1 = ] = Dmag
ceS ceS ceS
and this completes the proof. ad
Now from the above proposition, the proof of Lemma |8 and consequently Claim [4] follows.
O
g
Now Claim [3] and Claim [4] imply the result of lemma [6]
g

C.6.1.2 Proof of Lemma [7: We need to show that

Z Z lj+k+2 Pr EkD Z Z l]+lc+2 Pr [EI%D]
Strgy; Strgy ; ’

k=0 pe[p)* k= ODE[P]'“
Recall that for 0 < k< j—1

dl7 7J+17d d —15- 7dj—k?)
wi,-- 7wJ+17wj717 71)

dl: 7j+17d d —15- »d] k) _
A I where D = (dj_1,...,dj_j).

EIQ,D = W—maajg , where D = (dj_1,...,dj_g)
E,;D = W—ma:vg

We first establish some notation. Let G(Aystei) be the key-graph after the execution of
Strgy; and assume that P = v, Loty Up, 4 ez A vp, is a coinductively, continuable

path in G(Aystei). For a, < indeg(vy.) and i < |Reont.(— P])|, we define prev(<> P, i) to be
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the ith-deepest key in Reons. (= P). In case that P is not a coinductively, continuable path, we
define Reont. (> P), for every a; > 1.

Let Ejpqsis be the event that after the execution of Strgy; all the following conditions hold:

L. Eg(ms =Vie{y,...,l},indeg(vy,) = d;,

2. Ebaszs =Vie{j,...., =1}, oni41 = w1,

3. B2 n=Vi€ {4yl — 1} editt = Reont. (o sy —2 Uy —2 s 0y),

4. El?aszs =Vi€{j,....l} vy, = prev (% Vuiqq — Uiy e Uy s €d;+1)7

5. Ebam n= if Ayste; makes a challenge query challenge(kj_l,bs) (i.e. private-key challenge),

then 7 = ;.

That is, Fpesis = E,?asis A ‘/\E,‘}asis. Informally speaking, Fp.ss is the “largest” event which
is a subset of both EgD and E,;D. For b € {0,1}, letting

totalb—z Z l3+k+2 Pr [E,I;yD],

k=0 pe[p)* Strey;
we prove that:
z he 7 LV e m
totalg = totaly = (= N ) - T i 14
0 1= Q) 5 2002 Strgy]-[ basis] (14)
To prove , we show that
l 1 =i+ 1 J p
totaly = (= (———=5) - Pr [Fpasisl, 15
0 (2) (1 + 2nP2) Strgyj[ baszs} ( )
and the equality for totaly is also obtained similarly, and this concludes the proof.
Let Pe = vy, BCALN Vujiy SCAENC N Uy, which is a coinductively continuable path if
FEbqsis occurs. (Subscript “c” stands as an initial for ”common”.) We define random variable
as follows: after the execution of Strgy;, if Epasis does not occur, then Vp = —1, otherwise,

W is determined as follows: pick a node, v;,, uniformly at random from ﬁcont,(ﬁ) P.) and if
indeg(v;,) = 0 then Vj = 0, otherwise, let ¢ = 0, and:
1: while indeg(v;, > 0) do
Pick v;,, uniformly at random from %Cont,(g Vi, Lo.L Vig — Pe)
c—c+1

end while
Vo=c

Now letting

sumy = Z Pr Ek bl

De[P]’c oreY;
we prove that for all 0 < k < j — 1, we have
1 .
— ok+1 J. Pr B ] P =k| Ep, e 1
Sumeg (1 T onp? ) Strgryj[ baszs] rgry] [VO | baszs] ( 6)

From this, follows. (This is because, from the assumption that the diameter of the hidden
subgraph is at most [, we obtain that Vy = —1 or 0 < Vi < j — 1.) Thus we focus on proving

(16).
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For i € {0,...,j — 1}, we define the following events:

AV = (s <i)A(Viy:i+1<iy <j—1,0n5 =1)A(Vig € {j,...,1} : ong, = wyy,)

)

. . . . 1 1 1 wy Wj41 w;
A} = (Vzl i+ 1<ip <j-—1yed;, = ’?RCOm‘(—> Vyy = o = Uy 4 —3>qu — = vy,)

)

2 . . . . 1 1 1 wij Wj+1 wi i
A = (Vzl 1<y <5 — 1,1}%171) = prev (—) Vuyy = o DV — Vyy ——> o — vul,edil

. . w; Wig 41
A\ <VZ2 S {]7-~-7l}=€di2 = ‘%cont.(—2> Vuy,, . % vul)

. . o Wig Wig+1 Wig+2 wy /
A <V22 €{yj,.. .,l},vu(iQ_l) = prev <—> Vuyy — Vugiypqy — > - vul,edi2>>

We define A; = AY N AL AN A2 A ED We can now expand sumy as follows:

basis*®

sumy = Pr [(uo = =ujp2=0)NAj_j_1 Nindeg(vy;,_,_,) = O] (17)
Strgy

1 .
(- j—k—1 [ ] . _ }
(1 + 2nP2) St]i:‘)gry] A]*k*l VAN lndeg(quikil)) 0

The reason that holds is that all u;’s are sampled independently from each other. Thus to
prove it is sufficient to prove the following lemma:

Lemma 9. For oll0 < k <j—1, it holds

2 k+1
T oo o - Pr [Epusis] - Pr Vo =k | Epys
14+ 2nP2) Str;yj[ basis) Strgry Vo | Epasis]

J

Stligryj [Aj_k_l A indeg(vu<].7k71)) = O} =
Proof of Lemma [9]

For j —k <i < j—1, we define A; = A; A (indeg(vy,) > 0), and we also define A% , | =
Aji_p—1 N (inaleg(vuj_k_1 = O)) Thus we want to compute the probability of A;_k_l under
Strgy,;. We expand the probability as follows:

Pr [4] = Pr [4] A ] pr [A_, | A 18

Strgryj[ ]_k_l] Strgryj[ j—k-1 | J—k} strgryj[ j—k | ]—k-l-l] (18)
/ / ,

St]i:‘)gryj [Aj—Q ’ Aj—l] : Stlr?gryj [Aj_l | Ebasis] : Stlr?gryj [Ebasis] . (19)

For j — k <1< j—2, we can write:

Pr [Aj]| Aj] = Stl:; [A4; Aindeg(vy,) > 0| Af,]

Strgy ; Y
— Stfgryj (4] Ajy] -Stlféyj lindeg(vy,) > 0] A; A Aj ]
= Pr [A] A, Pr [ind : A;
Strgryj [ z‘ z+1] Strgryj [Zn eg(vm) >0 | z]

Similarly, we can show that

Pr [A;'—k—l | A;'—k] = Pr [Aj_k_1] A;_k] - Pr [indeg(vu]._k_l) =0| Aj—k—l]

Strgy ; Strgy ; Strgy ;
Pr A Frasis| = Pr [Ai—1 | Frasis] - P ind - )>0] A
Strgryj [ j—1 | baszs] Strgryj [ 7—1 | baszs] Strgryj [m €g(UuJ,1) | j 1]
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Now if we define

product; = S Pr [indeg(vujfl) >0 | Aj,ﬂ - Pr [indeg(vuj%) >0 | Aj,g] .

trgy; Strgy ;
: Stfgry]- lindeg(vy,_,) > 0| Aj_] -Stfgryj lindeg(vu,_,_,) = 0| Aj_g_1]
/ /
producty = St]i?gr j [A;_1 | Epasis] - Stfgr ; [Aj—2| Aj—l] ”.Stlr:')gryj [Aj—k—1| Aj—k] )
we have
Stfgryj (A} 1] = product; - products - Stlséyj [Epasis] - (20)

For j—k—1<h <j—2, we can write:

p B B B 1 1
Stl:gryj [Ah| Ah+1] = Stl:gryj |:(Onh+1 =1)A (edh+1 = ‘ﬁﬁcont,(% Vupyy — -+ = Uy — Pe )

1 1 1 w; y
A (vuh = prev(— Uy, > o = Uy — Pe, edhﬂ))]

11 2p?
P P 1+2nP?
2
e — 21
1+ 2nP? (21)
Also, similarly, we can show that
Pr [Aj1 | Eyasss] = ——
Stréyj J=1 | Bhasis] = 4 o0 P2
For j — k <1 < j— 2 we have:
= Pr [indeg(vy,) > 0] Aj]
Strgy
= Pr Vo>j—i—-1|Vo>j—i—2]. (22)
Strgy ;

The last equation follows from the very description of Vj and the fact that under Strgy;,
Ug, - - ., uj—1 does not affect the randomness of replies given to adversary’s queries. Similarly we
have

Pr [indeg(vujfkfl) =0|Aj_p1]=_Pr Vo=k|Vo>k—1]

Strgy ; Strgy ;
oy, o) > 0 4] = x> 0] B

Thus we have

product; = Pr [Vo=k|Vo>k—1]- Pr [Vo>k—1|Vo>k—2]
Strgy; Strgy;

P [Vo>1[Vo>0]- Pr [Vo>0] Epasis]

y] J

B PrStrgyJ [‘/0 = k?] PrStrgyj [‘/0 > k‘ — 1] PrStrgyj [Vb > ].] PrStrgyj [Vb > 0]
PrStrgyj [Vb >k — 1] PrStrgyj [VO >k — 2] PrStrgyj [VO > 0] PrStrgyj [Ebasis]

= P =k | Epgsi
Strgryj [‘/0 ‘ baszs]
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2

producty = (1= 57)

Now from equation and the above two equality formulas the proof follows. a
Now the proof of Lemma [7]is complete. O
Now Lemma [f] and Lemma [7] imply the result of Claim 0

C.6.2 Proof of Claim 2] We first review some of the notations we fixed earlier.

(diyeesdji1,dy,dj—1,eesdj—i) / _ _
total_ \/ \/ v maa: wl’ ,wj+1,u}371, 71) [[7 ) j+1a1a0a"'7bj—k’_0] A b_O
k= ldg 1€[P]
dj_kelP]

\/517 maa:d” Hi1.d5) [0, ..., 0 q,1] A b=0

wl7 7w]+17w])

dl7 7j+17d dj 1. ad] k) / — —
k=1d;_1€[P]
d;_x€[P]
(dpyesdjy1,dy) / / _
\/Q/ ma,, " w]+1w]+1)[ cs b, 1 A b=1

(dlz"'7dj+17d d j—15-- 7dj7k:)

(wl:--~7wj+17wj»1:-~~71)

(diye-sdjt1,d5)

(wi,..;wj1,w5)

(dl7 7dj+17d d —15- 7dj k?)
w]+17wJ+1 L. 1)

(wi
(dl7 ) ]+17d )
(’LU[, 7wj+1»wj+1)

j—1
0 _ 0
Etotal - \/ \/ Ek,D

EgD = U—max , where 1 <k <j—1and D= (dj_1,...,dj_)
Eg?m = Y—mazx
E,;D = Y—max , where 1 <k <j—1land D= (dj_1,...,dj_)

Ejp = Y—mazx

k=0 De[P]*
total - \/ \/ EkD

k=0 De[P]*
Letting

D(U) = |StPr [-Awstm( ) =1 | Atotal] Pr ['AUJStCl( ) =1 | Atotal”
rgyo Strgy,

we need to prove that if Ag = Pr[4AY ] > negl(n) and A; = Pr[A} ;] > negl(n), then D(:) is
a negligible function. To this end, we make the following two claims:

Claim 5 If Pr[AY . ] > negl(n) and Pr[A},,,;]) > negl(n), then

() StP;y [Awstcz n) =1] Atotal] - StPgry [Awstci< )=1]| Etoml] = negl(n)
TgYo gy,

@) | [Auwstci(m) = 11 Apotar] = Pr [ Austes(n) = 1| Epgraa] | = negl(n)
J

Stli;yj [Awstc@( ) =1 | Etotal] = StI:;yj ['A’wstcz( ) =1 | Etotal]
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Note that from the above two claims, the proof of Claim [2| follows immediately. Thus we focus
on proving the above claims.

C.6.2.1 Proof of Claim 5] The proof of both (i) and (ii) are similar, so we prove part (i). We
first show that the probability that As; outputs 1 given E?otal occurs in Strgy; is equal to
the same conditional probability under Strgyy{,. Then we proceed to show that the difference of
the values of the said conditional probability under Strgy, and Strgyy, is negligible, concluding
the proof.

Lemma 10. We have

(a)

Stli‘);yj [-Awstci(n) =1 | E?otal] = S}:;y{) [-Awstci(n) =1 | E?otal]

(b) If Pr[A% . ] > negl(n), then

Stli');yo [Awstci(ﬁ) =1 ’ Agotal] - Stli');gjo [Awstci(n) =1 ‘ Ez?otal] = ”691(77)

Now we give the proof of each part of the lemma:

Proof of Part (a) of Lemma The proof of this part almost immediately follows from the
very descriptions of Strgy; and Strgyj, considering that

1. E?Ot 1 Occurs with the same probability under Strgy; and Strgyy, and
2. Given E?ot a1 occurs, Ay has identical views when run under Strgy; and Strgyy.

‘We omit the details.
O

Proof of Part (b) of Lemma We have to show that if Prstrgy,[A),,] > negl(n), then

Pr [Awstci(n) =1 Agotal] - Pr , [Awstci(n) =1 Ez?otal] = negl(n)
Strgy, Strgyy,

We expand each conditional probability as follows:

A
p1= _Pr [-Awstci(n) =1| Al(f)otal}
Strgy,
= Pr [Awstci(n) = 1 A Failed-Dec | Agotal] + Pr [.Awstci(n) = 1 A Failed-Dec | AQOW]
Strgy, Strgy,
— Stfgryo [Awstei(n) = 1| Failed-Dec A A, ] - Stggryo Failed-Dec | A},,,]
+ Pr [Austei(n) = 1 A Failed-Dec | A?Oml] .
Strgy,

Similarly we have

A
p2 = Pr [Awstci(n) =1 ‘ Ez?otal]

Strgyy,
= Pr [Awstci(n) = 1| Failed-Dec N E?otal] - Pr [Faz'led—Dec | E?otal]
Strgyy, Strgyy,
+ Pr [Awstei(n) = 1 A Failed-Dec | Ep,y] -
Strgyy,
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We need to show that if Prstrgy,[AY,] > negl(n), then [py — ps| is negligible. To do so, we
first show that if Prgrgy, [4Y,.] > negl(n), then Prgtrgys [EQ..)] > negl(n). Then the proof
of |p1 — p2| = negl(n) is derived from the following proposition. In the following proposition,
Failed-Dec refers to the event defined in the proof of Claim . Although, it was defined for
Strgyy, it can similarly be defined for Strgy, as well.

Proposition 2. We have
(i) If Prsirgy, [Agoml] > negl(n), then

Pr [.Awstci(ﬁ) = 1 A Failed-Dec | A?otal] = negl(n)
Strgy,

(it) If Prgpgy [EQ...] > negl(n), then

Pr [Awstei(n) = 1 A Failed-Dec | Ej,,;] = negl(n)
Strgy,

(iii)

Pr [Awstei(n) = 1| Failed-Dec A AY,)] = Pr [Awstei(n) = 1| Failed-Dec A Ej,,]
Strgy, Strgyf)

(Z"U) If PrStrgyO [A?otal] > negl(n) and PrStrgg/O [E?otal] > ”695(77)

Pr [Failed-Dec | A}y] — o r?/ Failed-Dec | Ey,,] | = negl(n)

Strgy,

As discussed earlier, we first show that if Prgrgy, [A},] > negl(n), then Prgtrgys (B >
negl(n), and then we proceed to prove the above proposition.

Suppose Prsergy, [A%,.,] > negl(n), and, to the contrary, Prgergyr [ED...] = negl(n). From
Claim |D we obtain that Prstrgy, [EQ...] = negl(n), and consequently, the following,

-1
>3 G P ()

Strgy
k=0 pe(P)* ’

is also negligible. (Note that we have j < [.) Now we are reaching a contradiction; since, by
Lemma, @, Equation and the fact that [ is constant, we have

?oml Z Z IR pr (B )| = negl(n),

Str Strgy ;
k=0 pe[p]* J

which implies that Prgergy, [A?Otal] should also be negligible.

Now we proceed to prove Proposition (2).

Proofs of Parts (i) and (ii) of Proposition (). The proofs of both (i) and (ii) are entirely
similar, so we prove (i). Suppose, to the contrary,

Pr [Awstci(ﬁ) = 1 A Failed-Dec | A?Otal] > negl(n).
Strgy,

Since we already have Prgirgy, [AY,,;] > negl(n), we obtain that

Pr [Awstci(n) = 1 A Failed-Dec N\ A??otal] > negl(n),
Strgy,
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and as a result,
Pr [Failed-Dec|] > negl(n).
Strgy,
Now exactly like the proof of Lemma (8], from non-negligibility of the above probability, one
can efficiently construct a successful IND-CCA2-attack against the encryption scheme, thereby
contradicting the IND-CCAZ2 security assumption of the scheme. This concludes the proof. O

Proof of Part (iii). The idea of the proof is analogous to that of part (a) of Lemma

namely, intuitively, the view of A, st under Strgy, and provided Failed-Dec A Agot a1 OCcurs is
“identical” to his view under Strgy(, and provided Fuiled-Dec A E?Oml occurs. We now formalize
this idea below.

First note that all the random coins needed to be tossed by A, under Strgy, are also
tossed under Strgyj,, while, at most, an additional [ number of coin-tossings are needed under
Strgy, to sample b;’s. (Note that the values of b;’s are fixed under Strgyy,.) Therefore, without
loss of generality, we assume that A.., when run under Strgy, uses [ more random bits than
when run under Strgy(, and that the first [ bits of r4,, under Strgy, are used to sample
b;’s. Under this assumption, if (r4,,.,.;, " A..,) is a valid (i.e. of required length) pair of random
coins under Strgyy, so is (ra,....,71|[7A.,) under Strgy,, where 7, € {0,1}!. Now we can
easily verify that if, for r, € {0, 1}, the pair (ra,.,.., 7|7 ,.,) enforces (Failed-Dec A AY, ) to
occur under Strgyy, then (ra,.,.. 7 4..) enforces (Failed-Dec A E, ) to occur under Strgy;
and that if (ra,.,., 71|74, ), under Strgy,, makes A, s output 1 provided that it enforces
(Failed-Dec A AY , ) to occur, then (ra,,,..sTA...) Mmakes Ay output 1 under Strgy(. The
converse of this is also true; namely, if (7 4,,.,.;» 7' A... ) under Strgy{, enforces (Failed-DecAE?, 1)

otal
to occur, and in particular (Fuiled-Dec A EQ ;) to occur for some k € {0,...,7 — 1}, then

(T Ayyares 1|7 Aea ) does also enforce (Failed-Dec A AY ;) (and as a result (Failed-Dec A AY . 1)) to
occur under Strgy,, where 7; is any bitstring of lehgth [ which induces the same sampling of
b;’s as that enforced under Strgy(, by using (ra,.,.;»"Awe)- (i-€. by = . for j+1 <r <1, b; =1,
and b; = 0 for s <7 < j — 1, where s is the number induced by (r4,,.,.;, " A..,) under Strgyy.)
Moreover, if if (r4,.,.;s7A..) under Strgy, makes Aysi; output 1 provided that it enforces
(Failed-Dec A EQ, ) to occur, then (ra,.,..,71||7 A...) makes Aystei output 1 under Strgy,, for
any 7, € {0,1}' which enforces the same sampling on b;’s as that enforced under Strgyj by
using (rA,,.,.;s T Awe, )- Lhe proof immediately follows from the above observations. a

Proof of Part (iv). To prove this part, we show that Prg¢rgy, [Failed-Dec | AY, || = negl(n)

and Prgegyr [Failed-Dec | EY, ;] = negl(n), and this completes the proof. This is because we
have:

Pr [Failed-Dec | A(t)oml] =1- S Pr [Failed—Dec | A?oml]

Strgy, trgyg
Pr [Failed-Dec | E?Oml] =1- Pr [Failed-Dec | E?Oml] .
Strgyy Strgyg

Now we show that Prggrgy, [Failed-Dec | AY, || = negl(n). (The proof for Prgirgy: [Failed-Dec | EY, ] = negl(r

is exactly similar.) Suppose Prsirgy, [Failed-Dec | A?otal] > negl(n); since by assumption we
have Prgirgy,[AYu] > negl(n), we obtain Prgergy, [Failed-Dec A A), ] > negl(n), and as a
result, Prsirgy, [Failed-Dec] > negl(n), which is a contradiction, as illustrated in the proof of
Part (i). 0

Now the proof of Proposition (2)), Lemma , and Claim are all complete. a
0
O

99



C.6.2.2 Proof of Claim [6] We need to prove that

0 1
StE‘)gryj [Awstci(n) =1 | Etotal] = StE')gryj [Awstci (77) =1 | Etotal] .
First we discuss why intuitively the above equality should be true, and then we rigorously
demonstrate its correctness using a probabilistic argument. The intuition behind the above
equality is that the view of Ay se; Tun under Strgyj is identical under the occurrence of E?Ot al
or Etloml. To see this, note that provided that E?Oml occurs, the distribution of replies given to

Auwstei’s queries is formed as follows:

1. The first w; occurrences of k;jl are replaced with a fake value (i.e. fsky,), and the rest with
the real value (i.e. sky;). Also for j +1 < ¢ < I, the first w; — b} occurrences of k! are
replaced with a fake value (i.e. fsky,), and the rest with the real value (i.e. sk, ), where

7 =0if b, #b,_;, and b} = 1 otherwise.

2. All other symbols (i.e. nonces, public keys, and other private keys) are replaced with their

real values.

Note that the above distribution is also what formed as a result of the occurrence of Etlot o I
particular, the values of u;_1,...,us have no effect on the distribution of replies given to the
adversary, and the values of uj,...,u; (which do participate in the randomness of replies) are

distributed “identically” under both E?otal and Etloml. Now we turn the above reasoning into a
rigorous argument. First let’s introduce some notation.

Egasis =Vie {]7 .. -,l},indeg(’uui) = dz
Ejusis = Vi€ {7 +1,...,1},0n; = w;

2 . . w; Wi1 Wi+4-2 wy
Ebasis:vle {]+17--'7l}76di:§Rcont.<—> Vay; wit1 > .. —>'l)ul)

3 . . Wi+1 Wi42 Wi3 wy ’
Ep.sis =YVi€{j,....,1 =1}, vy, = prev (—) Vugpg — Vujpg — oo — vul,ediﬂ)

Ep e = If Ayste; makes a challenge query challenge(k}l, bs) (i.e. private-key challenge), then u; = j.
We prove that:

St]i:')gryj [Awstci(n) =1 | El?otal] = St]i:')gryj [Awstci(n) =1 | Etlotal] = St]i:‘)gryj [-Awstci(n) =1 | Ebasis]’
(23)

where Fpugis = El()]asis A A E{}asis. We show the above equality for E?otal and the proof for
Etloml is obtained similarly. We give the following last set of notation:

AV =(up=ur = =uj—1 =0)A(u; Z0) A (Vig: i +1<iy <j—1,0n; =1) A (onj = w;)
Al = (w’l i1 < < 1edi, = Reont (B vug, 2 Do, By, Mw..%v@)
A (edj = Reont, (2 vy —5 0 2 0y,))
A? = (Vil i+ 1 <4 Sj_l’“%lfl) = prev (i> Vy,, Lo iHJuj,l ﬂ)vuj B AN ﬂ)vul,edél>>

wj Wj+1 Wj+2 wy /
A (vu(j_l) = prev <—> Vyy = Vuyyyy — ooe — Uul,edj>> .

Letting A; = A? /\AZ1 A A%, and defining F. = AgV A1 V---V Aj_1, we have E?otal = Fpasis N\ E..
Now we can write

Stljéyj [Awstci(ﬁ) =1 E?otal]
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= Pr [Awstci(n) =1 | Ebasis A EC]
Strgy,

_ Prsirgy; [Awstei(n) = 1A Ee | Epasis)

B PrStrgyj [Ec ’ Ebasis]

_ Prstrgy, [Awstei(n) = 1| Ebasis] - Prstegy; [Fe | Epasis]
B Prgirgy; [Ee | Epasis)

=_pr ['A”LUStCi<77) =1 | Ebasis]
Strgy ;

(24)

The reason why the equality line (15) holds is that, given that Ejp,ss occurs, the two events
Awpstei(n) = 1 and E. are independent. This is because (as also explained above) variables
{uits<i<j—1,{(oni, ed;, ed})}s<i<j—1, ed; do not affect the randomness of replies given to adver-
sary’s queries, which make the two events Aysiei(17) = 1 and E. independent. Now the proof of

Claim [6] is complete. 0
Now Claim [5] and Claim [6] imply Claim 0
Claim [T] and Claim [2] completes the proof of Lemma [4] 0

C.7 Proof of Lemma [5

The proof of this lemma fairly follows a similar path taken for the proof of Lemma . Thus we

present a less detailed proof than that of Lemma . The proof of all parts of the lemma are

entirely similar, so we give the proof for part (1). Let j, b, ..., b}, wy, ..., Wj, d, . ..,d; be defined

as specified in the statement of the lemma, and also define b;-fl = 0. We fix all these variables
. . h . h

throughout the proof, and for ease of notation, we write B;., ; instead of Btotal,j, B,.D; W, (for

h € {0,1}). Now defining So = Prsirgy, [B?Oml] and S1 = Prstrgy, [Btlotal], we have to show that,

Pr [B?otal] s [AWStC’L'(n) =1 | B?otal] i [ tlotal] - Pr [AWStCi(n) =1 | Btlotal] = ”695(77)-

Strgy, Strgy, Strgy, Strgy,
(25)
To this end, we, similarly as before, prove the following two claims.

Claim 7 |Sy — S1| = negl(n).
Claim 8 If Sy > negl(n) and S1 > negl(n), then

Pr [Aystei(n) = 1| B??otal] — Pr [Aystei(n) = 1| Btlotal] = negl(n)
Strgy, Strgy,

Note that, again, the above two claims yield , because if either Sy or S; is negligible, then
according to Claim , the other one will also be negligible, and consequently follows.

Thus we focus on proving the above two claims. We give the following notations. For 2 <
kE<j—1land D= (dj_1,...,dj_y) € [P]*, we define the following events:

Bl = W—mag!o b die ity gy b = 0,b 0 =1, b = 1] Ab=1

(wly"'ij’dj—lyln-yl)
(diye-sdjdj—1) Y Y, _ B
(wl,...,wj,dj,l)[bl = bl’ - ,bj = bj, bj,1 = O] Ab=1
(dl""7dj7dj717dj72,...,dj7k)

(Wi swyydj—1,1..,1)

(di,...,dj,dj 1)

(wi,.swy,dj—1)

1
BL{dj—l} = Y—mazx

1
Fifa, 0y = ¥—maz
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0 (dlv ~~7dj)
FtOtCLl w_max(wly 7'UJ])
7j—1
1
Ftotal - \/ \/ Fk,D
k=1 De[P]®

Now can expand Sy and S7 as follows:

1 1—j+2 0
So= ()7 Pr [Floar | =15 -5 by =5 b=10]
Jj—1 1
l—j+k
Si=>Y_ ()" +2‘s£§y [Flplbi=0) .oibj=0 b1 =0; bjo=1; ...; bjg=1; b=1]
k=1 De[P]k 0

C.7.1 Proof of Claim |7| We introduce a new security game, Strgy},l, as follows: in the
SETUP phase:

— Variables uy, ..., u; are sampled in the same manner as in Strgy,, and denoting by s the
smallest index where ug # 0, if s > j, then the execution is terminated (a failed situation),
otherwise, for each s < t <1 we sample three parameters (ong, edy, ed}), again, in exactly the
same manner as in Strgy,. (Again, under Strgy;-_l this sequence of triples of random values
has no effect on the randomness of replies given to adversary’s queries; they are included in
the game as we are to formulate some events depending on them.)

— We generate n pairs of public/private key pairs (pki, sk1), ..., (pkn, sky), fake private keys
J8ku;_, fsku; ..., fsky,, and n nonces ncy, ..., nc,, independently at random from the same
distributions used in Strgy,.

In the Simulation phase:

— An encryption query encrypt(e,i) is answered by F < [e].,, where 7y is defined as follows:
To(2i) = ne;, (ki) = pk; for 1 < i < n. Moreover, if k; ' ¢ {k‘;jl kL ... k'), we assign

-1 77Uy »ug
7o(k;, ) = ski, for all o’s, and for k!

o we assign 7o (k! ) = fsky,, for all o’s. Finally,

-1)’ U(j—1):91
for all t € {j,...,1}, we define 1o(k,,) = fsky, and o(k;},,) = sku,, for all o3 < w; and
04 > wy, and if b} = b,_y, then 1o(ky',,) = sku,, and, 7o(k,',,) = fsky,, otherwise. (Recall
that we set b;-_l =0.)

— A corruption query corrupt(i) is handled by returning sk;.

— For decryption queries, we first define a key-renaming function, R, as follows: for all k:; 01
we have Rlk; ;] = k' if 7o(k;;) = ski, and Rlk;;] = K';' if 7o(k;;) = fsk;. Now a
query decrypt(c,i) is answered by Dec(c, sk;), if none of the following events occur, and it
is answered by L, otherwise: (a) (¢, %) is coinductively visible in eval-exp, and (b) for some
({€}ky, bs) € eval-exp it holds that there exists a subexp {e}x, of {e}r, such that R[{e'},]
is type-1 and that ¢ is the computational image of {¢ }k, in bs.

— A subexp-testing query subexp({e}r,,bsi, {€'}x,,bs;) is answered by 1 if bs; is the computa-
tional image of {e'};, in bs;, and answered by 0, otherwise.

Similarly to Lemmas [6] and [7} we can give the following two Lemmas.

Lemma 11. For every D = [P]*, it holds that:

Pr [F}) by=0by; ...; bj=V;b=0]—- Pr [F; = negl
Strgyg[ total ’ 1 1 J j ] Strgy;_l[ total] g (77)
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Pr (B, |by=0b: ...:bi=b:bi1=0bio=1 ...:b: =1 b=1— Pr [E' ]| =neql
Strg)ryo[ k,D| l 1y » Y) iy Uj—1 07 7 —2 ) y Vi—k ) ] Strgyr;;l[ k7D] neg (T])

Lemma 12.

1
1, T
(7)l*j+2' PI' Ft . l l ]+k+2 PI' [Fkl’D]
2 Strgy; _, ora kzl DG%]}’C Strgy; _,

The above two Lemmas yield Claim . (Again here we are using the assumption that [ is
constant.) The proofs of the above lemmas also follow an essentially similar line of reasoning as
those of Lemmas @ and @; therefore, we will omit most of the details.

C.7.1.1 Proof Sketch for Lemma . We give the outline of the proof for the second part;
the proof for the first part is obtained similarly. We proceed similarly to the proof of Lemma
@ We first define an intermediate game, Strgy(, which similarly to Strgyy, is a special case of
Strgy, by just (deterministically) setting the values for b;’s to b;’s. Namely, after sampling the
sequence {u; }o<i<;, and letting s denote the smallest index for which it holds us # 0, if s > j,
then the execution is terminated; otherwise we assign b; = b for j <4 <, and bj_; = 0, and
finally b, = 1 for s <r < j — 2. The rest of the game is exactly similar to that of Strgyj. Now
analogously to Claims [3]and [4] we can prove the following two results, completing the proof of
Lemma [I11

Pr [Fipl= Pr [Flp]

Strgy3-71 ’ Strgy( ’
Pr [FL = Pr [Fllbop=b: ...:b; =V b 9=0b;io=1; ...: b;_p=1; b=1]| = negl(n).
Strgry()’[ k’D] Strgryo[ kﬁD‘ l b e 55 bj—1=10; bj—2 ’ » Yi—k ’ } negl(1)

The proofs of both equality formulas above are obtained by the same reasoning used to prove
Claims [3] and [4} therefore, we omit the details. O

C.7.1.2 Proof Sketch for Lemma [12. Defining

I
totg = (=)=9+2. pr [FY
0 (2) Strgy;_l [ total}

totl—z Z ”*’“2 Pr [Flp],

k= 1DE[P] Stl‘gyj71

we prove that

toto = toty = ()42 . (—— )j_1 Pr [Fhasis) (26)

oty = tot; = (= (— . r .

0 1 9 1+ 2nP2 Stray! basis] s
(27)
where Fpqsis is the intersection of the following four events (i.e. Fyasis = Fpygis A A Fib )
1. FR . u= (Vi€ {j,...,1} indeg(vy,) = d;) A (indeg(vu(j_l)) > 0)7
2. Fblaszs =Vie {]a ce 71},071/2' = wy,
) y i w; w; w

3. FR . n=Yie{j,....1},ed; = Reont. (5 vy, — Vujr 2 ),
4. FI?G«SZS = Vi € {] - ]-Jju e 7l}7 Vy; = PTEv ( SR /I)ui+1 AR /l)ui+2 Wivs . ﬂ> Vuy ed;_H) .
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5. F .. = If Ayge; makes a challenge query challenge(k:j_l,bs) (i.e. private-key challenge),
then u; = j.

Proving for totg is rather straightforward. For this, note that we have:

1,
totg = (=)77+2.  Pr F?
0 (2) Stray’ [ tota,l]

j—1
1., .
= (5)1 T2 Pr [Fpasis A (ujo = uj 3 =--- = ug = 0)]
Strgy)_,
L jie
= (= - Pr |Fpesis|© Pr |ujo=u;_g3=---=uy=0
(2) Strgy}_l[ baszs} Strgy}_l[ j—2 j—3 0 ]
1, 1 it
— ()2 - . P Foo .
(2) (1+271P2) Strg;;_l[ baszs]

Showing for tot; is relatively more involved, but essentially follows a similar line of prob-
abilistic reasoning to that of the proof of Lemma [7] for totaly. Now we briefly explain how the
proof works.

First, we let Pe = vy,_, 4, Vu; RCARNCIN Uy, which is a non-maximal, coinductively-
continuable path if Fp.ss occurs. Now, analogously to Vg defined in the proof of Lemma
we define the random variable V; which takes values in {—1,1,2,...,5 — 1} with the follow-
ing probability distribution: after the execution of Strgyg-,l, if Fpasis does not occur, then
Vi = —1; otherwise, the probability that V3 = 1 is the probability that indeg(v;,) = 0, where

indeg(vuj 1)

v;, is picked uniformly at random from Reont.( P.). For r > 1, the probability
that V7 = r is defined to be the probability that ¢ = r after the execution of the follow-
ing:

1: g1

2: while indeg(v;, > 0) do

. . 1 1 1 indeg(vu;_,)
3. Pick v;,, uniformly at random from Reont. (= vi, = ... = vy ——— P¢)

qg+—q+1
5. end while

>

Recall that
(dyyesdyydj—1,dj 2, dj 1)

1 — —
Frp =¥ AL (... w5, dj—1,1...,1)

Now, defining
sumy, = Z Pr [F,;D] ,

pejpp ST
to prove we show that
sump =2 - (————=5 . r is] - T = is|
k (1 n 2nP2) Strey) [ baszs] Strey) [ 1 ’ baszs] (28)

and this completes the proof. (This is because, the assumption that the diameter of the hidden
subgraph is at most [ implies that V; = —1or 1 <V; < j—1.) To thisend, fori € {1,...,j—2},
we introduce the following random variables:

A= (s<i)A(Vir:i+1<i1 <j—20n; =1)A (onj_1 = indeg(vy,_,)) A (Vig € {j,...,1} : oni, = wy,)
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1 - 1 1 1 indeg(vu;_;)
Ai =(Vii:1+1<14 <] 2 dzl :%cont. _>'Uu¢1 — -"_>qu72 —>PC
zndeg(vuj 1)
A edjfl = gtecont. — PC
A <Vi2 €{j,...,l},edi, = Reont. <LUP—> Vs, AN vul))
9 . . . 1 1 1 indeg(vu;_;) y
A = (Vi1 +1 <4 SJ—2>U%1_1) =prev | = vy, ... Uy, Y ed;,
zndeg(vu 1)
A\ Vu,;_, = prev — Pc,ed
. . 7 1 w; 2
A <Vzg e{y,.. .,l},vu(i2 = prev <4% V) Liadt Vugiy B NN Uwvedgz))
We define A; = AYVNAINAZAFD .., and for] k <i < j—2,wedefine A, = A; A (indeg(vy,) > 0),

and finally Ag—k—l =Aj_ N (mdeg(vuj )) Similarly to the proof of Clalm l one can
see that we can write sumy, as follows:

—k—

sumg = Pr [(wo =" =uj_ kz—O)/\AJ 1)
Strgy]-_1
1 .
= (—— )1, Ppr Al
(1 + QnPQ) Strgy)_, [ jikil]

Thus to prove , we just need to prove the following lemma:

Lemma 13. For all0 < k < j—1, it holds

2
)k . Pr [Fbasis] : Pr [Vl =k | Fbasis]

Pr ’ =\ o p2
[ J*kfl] (1 —+ 2n P2 Strgy;_l Strgy;-_l

Strgy;_,

Proof of Lemma [13l

Note that we have
/ / /
j—k—1 - Ajfk c---C Aj_z - Fbasis-

Based on this, we expand the probability as follows:

Pr | ;‘—k—l] = Pr [A;‘—k—l ‘ A;‘—k]‘ Pr [ | A Ft1)

Stlrgy;-i1 Strgy;; 1 Strgy’;_;
Pr [Ai | A\ ,]- Pr [Ay| Fhasis| - Pr [Fhasis)-
/ J J ’ J ’
Strgyj71 Strgy];l Strgyj—l

For j — k <1 < j— 3, we can write:

Pr [Aj| A}, ] = Pr [A; Aindeg(vy,) > 0| Aj ]

Strgy)_, Strgy)_;
= Pr [Ai] Ajq] - Pr [indeg(vy,) > 0] A; A Af]
StI'gyj71 StI'gy]-71
= Pr [A] Aj]- Pr [indeg(vy,) > 0] A].
Strgy)_; Strgy)_;

The last equality follows from the fact that A; C Aj, ;. Similarly, we can show that

Pr [A;_k_l | A;_k] = Pr [Aj_p| A;«_k] - Pr [z’ndeg(vujikil) =0 Aj_p1]

Strgy’;_; Strgy’;_, Strgy’;_,
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Pr [AQ;Q \ Fbasis] = Pr [Aj_2 | Fpasis] - Pr [indeg(vujﬂ) >0 | Aj_z]
Strgy];l Str‘gyj71 St:rgyj71

Now if we define

product; = Pr [z’ndeg(vujfz) >0 | Aj_g] - Pr [indeg(vuj%) >0 | Aj_g] .

Strgy;-71 Strgyg;l
Pr [indeg(vujfk) >0 | Aj_k] - Pr [indeg(vujfkfl) =0| Aj—k—l]
Strgy’_, Strgy’;_;
roducty = Pr  [A;_o | Fpusis| - Pr A sl AL J]--- Pr Ai | AL,
p 2 Strgy;-_l[ 7 2| baszs] Strgy;-_l[ 7 3’ ] 2} Strgy;_l[ j—k 1‘ ] k]
we have
Pr [A} ;|| = product, - producty - Pr  [Fpasis] - (29)
Strgy;-_1 Strgy;_l

Now similarly to the proof of Lemma [J] one can derive the following equality formulas:

P Ay AS =———forj—k—-1<h<j-3 30

Strg;;_l[ Kl h+1] 1—|—2nP2’0r] SNy (30)
2

Pr [Aij | Fbasis] (31)

Strgy}_, - 1+ 2nP?

Pr [indeg(vy,) >0 Ail= Pr Vi>j—i—-1|Vi>j—i—-2],forj—k<i<j-—3
Strgy’; Strgy)_,

(32)
Pr  [indeg(vy, , ) =0|A;_j1]= Pr [Vi=k|Vi>k-1] (33)
Strgy’;_; Strgy)_;
Pr  [indeg(vy,_,) > 0] Aj_2] = Pr  [Vi>1] Fyuis (34)
Strgy;71 Strgy371

As aresult, we can simplify product; and products as follows, completing the proof of Lemma

3

producty = Pr  [Vi = k| Fyasis)

Strgy’_,
ducty = (——2—_k
producty = (1 n 2nP2)
a
Now the proofs of Lemma [12] and Claim [7] are complete.
a
d

C.7.2 Proof of Claim [§] The idea of the proof is exactly like that of Claim [2 therefore we
omit most of the details. Letting

DI(W) = ‘ PI‘ ['AHJStCi(n) =1 | Bi?otal] - PI‘ ['ATUStCi(T]) =1 ‘ Btlotal”7
Strgy, Strgyg

we need to prove that if Sy = Pr[BY, ] > negl(n) and S; = Pr[B], ] > negl(n), then D'(") is
a negligible function. To this end, we give the following lemma:

Lemma 14. We have:
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1. If Pr[BY,.,] > negl(n) and Pr[BL,,] > negl(n), then

(i) S [Awstei(n) = 1| Byu] — i [Awstei(n) = 1| Filyu]| = negl(n)
i—1

(i) sggyo [AWStCi(n) =1 Btlotal} - StrI;yr [Awstcz‘(n) =1 ‘ Ftlotal] = negl(n)
Jj—1

StTlgDzZ,l [Awstci(n) =1 ’ Ft?)tal] = Strl;;;71 [-Awstci(n) =1 | Ftlotal]

Note that the above lemma immediately implies that D’ is negligible. Thus we turn our attention
to proving the above lemma. The idea of the proof for part (2) of the above lemma is essentially
similar to that of Claim [6} namely, using the same argument presented there, one can also show
here for game Strgy;-_l that the view of Ay st is identically distributed under the occurrences
of Ft%ml and Ftlotal, yielding the desired equality. We omit the details.

For part (1), similarly to the proof of Claim [5, the proof of both (i) and (ii) follow the same
line of reasoning and, hence, we present an overview of the proof for (i). To prove (i), we can
show that

(a)
Pr [Awstci(n) =1 Ft%ml] = Pr [Awstci(n) =1 Ft%tal]

1

Strgy’;_, Strgyy

(b) If Pr[BY, /] > negl(n), then

oPr [ Ausici(n) = 1| Bipya] = _Pr | [Auwstci(n) = 1| Fial]| = negl(n),
trgy, Strgy}

where Strgy( is the game defined in the proof of Lemma Now the proofs for (a) and (b)
above, again, proceed in a very similar manner to those of, respectively, parts (a) and (b) of

Lemma [I0] This concludes the proofs of Lemma [14] and Claim O
0
Now Claim [7] and Claim [§ imply the result of Lemma 0

C.8 Proof of Corollary

Proof of Part 1. From Equation @ we have

Accasim = |Pr [Acca(n) =1 A Bad A b=0] —Pr[Aca(n) =1 A Bad A b=1]|.
To prove Part 1, it suffices to show that

(Bad Ab=0) = (6 v 05*) (35)
(Bad Ab=1) = (61 v 07" (36)

We give the proof for , and the proof for is obtained similarly. If F is one of the events

Bad, 0y, or H(V)VStCi, we define S(F) to be the set of all events OR’ed together to form E, where

each of such events is either of the form w—maxgg [.,...,.] or of the form w—maxg)[, ceey
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(Henceforth, we refer to the former as 1-maz-type and to the latter as ¢-maz-type of events.)
To show the result, it suffices to show that

E € S(m) =1 (E Ab= 0) c S<90) U S(Qb’vstci)

The (<) direction is obvious; if (E A b= 0) € S(fy) U S(Gy*), then obviously E € Bad; this
follows from the very definitions of S(6p) and S(6y5t).

The other direction is less trivial and requires careful reasoning. Suppose E € Bad; we have
the following cases:

(i)

(i)

(iii)

(iv)

E is a iy-maz-type event; namely, there exists i € {2,...,l}, and d;,...,d; € [P], and
wy € [dy],...,w; € [di], and bg,... b, € {0,1} such that E = - max(d” ’Civ))[bg,...,b;];

(wi,-

then 0bv1ously (EAb=0)eS(B total1)» and consequently, (E'Ab = 0) € S(f). Moreover
if E =1 —d; then (EAb=0) € S(CY,. 1+1)-

E = w—maa:gldjh ,;j:;,w)z)[bg’”"b;ﬂ’ 1], where 1 < ¢ <[, and dj,...,d; € [P], and w; €
[di],...,w; € [d], and by,...,b;; € {0,1}. Now it is easy to see that if w; < d;, then
(EAb=0)e S(A%, ., ) Otherwise, we have two cases: (a) w; = d; and ¢ < : in this case
(EAb=0) € S(B2,. Z+1) r (b) w; = d; and i = [: in this case (EAb = 0) € S(CP,, 1)
Thus, in either case, we have (E Ab=0) € S(6p).

E = - ma:ngill’7 ’ﬂ;i;ﬂiﬂbg,...,b;H,O], where by,...,b;,; € {0,1} and 1 < i < [, and
di,...,d; € [P], and w; € [dy],...,wiy1 € [di11] and 2 < w; < d;. In this case, we have
(E A b =0)eSAY .. i), and again, (EAb=0) € S(th).

E = Lb—ma:vgill: ’Jing[bg,...,bgﬂ,O], where b,...,b;,; € {0,1} and 1 < ¢ < [, and
dy,...,d; € [P] and w; € [dl],... ,Wit1 € [di+1]- Now if for all i +1 < k <, both w; =1
and b}, = 0 hold, then (E Ab = 0) € S(OFs*!). Otherwise, let k1 € {i +1,...,1} be the
smallest number for which either wy, > 1 or b, = 1 holds (they could both happen).
It follows from the definition that for all k2 € {i,..., k1 — 1} both wy, = 1 and b;@ =0
hold. Now if b’ = 1, then there are two cases: either wy, < dj, in which case we have

EAb=0 ESAO , Or Wy, = dj, in which case we have (E Ab =10 c S(B" 1
total,kq 1 1 total,k1+

if ky <1, and (EAb=0)e€S(C",u 1+1) if k1 = [. Otherwise if b, = 0, then we must
have wy, > 1, in which case we will obtain (E Ab=0) € S(A"Y., ., k). Thus, we always
have (E A b= 0) € S(O351) U S(6).

Now the proof is complete.

Proof of Part 2. Recalling that

l
ewstci: w_mazdl’ v )[bl_o ,blzo]/\bzo
0 L..,1)

i=1d;€[P]

dZE[P]
wstci d7 )
gystet = \/ \/W maa:(lf7))[bl:1; L bi=1Ab=1,
1= 1dl€ P]
d’LE[P]
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we have to show that

1

P ewstci — +1 1 37
; 1
2] wstci] _ +1 )

We prove ; the proof for is also obtained similarly. For 1 < k <land D = (d;,...,dy) €
[P)'=**! we define

9§’D = W—maxﬁlf_’_‘:;’lc)lk).
Now to prove , it suffices to show that
zl: > (l)l—k”- Pr [Gk’D|b =0; ...;bp=0;b=0 :(71 )L+ negl(n)
2 Strgy, L0 1PT Ve PR 1+ 2nP? -

k=1 De[P]l—k+1
(39)

We define a new security game, Strgy,,; o, which executes exactly as in the WSTCI game when
the challenge bit is 0. Namely, under Strgy,,, we randomly sample {(pk;,sk;)}1<i<n and
{nc; }1<i<n, and proceed in the same way as that of the WSTCI game when the challenge bit
is 0. Moreover, to discuss events 9§’D’s under Strgy,;, we additionally sample the following
parameters as before (note that none of these coming parameters take part in the randomness
of the replies given to adversary’s queries): variables ug,...,u; are sampled in the same way
as that of Strgy,, and letting s denote the smallest index where ug # 0, for each s <t <
we sample three parameters (on, edy, ed;) from the same distributions used in Strgy,. Now to
prove , we show that:

(A)
Pro (067 |bi=0; . be=0;b=0] = Pr[%"]| =negi(m),  (40)
Strgy, Strgy.;,o
(B) l
1 l—k+2 k,D 1 I+1
1 P o I . 41
Z (2) Strg)r'm-,o [90 } (1 + QTLPQ) ( )

k=1 De[P]i—k+1

The proof of (A) follows using the same arguments as those used in Lemma [6] (or Lemma [11]).
Namely to argue that the difference of probability values is negligible, one has to show that the
probability that Failed-Dec occurs under Strgy,,;  is negligible. We omit the details.

To prove (B), we first define L, a random variable which (intuitively) corresponds to the
length of a random path selected uniformly from the set of paths which are strongly coinduc-
tively continuable and end in the challenge node. More formally, Lg,s takes values in {1,...,1}
according to the following distribution: after the execution of Strgy,, o, denoting by v, the
random variable corresponding to the challenge node, the probability that Lg,e = 1 is the
probability that indeg(v;,) = 0, where v;, is picked uniformly at random from %Cont_(i> Uch)-
For » > 1, the probability that Lg.¢ = r is defined to be the probability that ¢ = r after the
execution of the following:

1: g1
2: while indeg(v;, > 0) do
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3:  Pick v;,, uniformly at random from §Rcont,(i> Vi, L4 V4, LN Uch)
4. q+q+1
5: end while

We now prove that

sumy, 2 Z Pr [GIS’D] (for 1 <k <)
DePk+1 Strgy .o
= (#)l_k” : (#)"3_1 ‘Pr{Lgst =1 — k+1]
1+ 2nP2 1+ 2nP? =t

(42)

Now it is easy to see that the above equality formula yields the result claimed in (B). The
proof for follows along the same line of reasoning as that of Lemma |7} namely, first for
0 <1i<1l—1, we define the following random variables:

AV = (s <i)A(Vig € {i+1,...,1} s oniy = 1) A (vy, = ven)

1 . . 1 1 1 1
A; Vig € {i +1,...,1}, edi, = Reont. (—> Vugy = Vugy g = wve = vul>>

I

2 . . 1 1 1 1 /
Af = (Vige{i+1,... ,l},vu(irl) = prev (—) Vuyy = Vugy gy —> - = vul,edh))

Now if we define A; 2 AY A AL A A2 A indeg(vy, = 0), similarly to the proof of Lemma@ one
can see that it holds:

sump = Pr [(up=-=up_2=0) A Ap_1]
Strgy. o
1 k-1
— (L P[4
Sy A N (43)
2
Pr [A;_1] = ( YR Pr Lt =1 — kK + 1]

Strgy ;o 1+ 2nP?

We omit the details as to how the above equalities follow, as they are highly similar to those of
the proof of Lemma @ From the above two equalities, the claimed equality of follows, and
the proof is complete.

O
Proof of Part 3. The proofs of both equalities are entirely similar, and their main proof ideas
have been extensively discussed earlier. Thus, here we just sketch an overview of the proof for
the first equality. Namely we show

Pr [Austi(n) =1]|b=0]— Pr [Awstci(n) =1 08"5“1} = negl(n). (44)

wstci Strgy,

Now recalling the notations introduced in the proof of part (2) of this corollary, the following
claimed equalitues imply the equality of :

Pr. [Awstei(n) =1]b=0]= __Pr  [Aupsici(n) = 1], (45)
wstci Strgy.i o
Pr o [Aystei(n) =1] = _ Pr [-Awstci(n) =1] GSVStCi] ) (46)
Strgy.; o Strgy.; o
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Pr [Auwstei(n) =1 QBVStCi] — Pr [Austei(n) =1 HBVStCi] = negl(n). (47)
Strgy.i.o Strgy,
Equality trivially holds by the very definition of Strgy; ;. Equality also holds by con-
sidering the fact that the two events (Aysici(n) = 1) and G(V)VStCi are independent under Strgy; .
(Note that under Strgy,,; o, the values of u;’s, on;’s, ed;’s, ed;’s do not influence the randomness
of replies given to adversary’s queries.) Finally, can also be proved using similar arguments
to those used in the proof of part (b) Lemma namely, we expand

A .
pr= Stls;yo [Awstei(n) =1 65%']
= o [Austei(n) = 1| Failed-Dec £ 03] - (Pr [Failed-Dec | 6]
Strgyo Strgyo
+ Pr [-Awstcz’(ﬁ) = 1 A Failed-Dec | QSVStci] 7
Strgyo

P22 Pr [Apeei(n) =1 03]

Strgyci10
= Strlgbl"ci,o [Awstci(n) =1 | Failed-Dec N QE’)VStci] . StrE;Ci,O Failed-Dec ‘ Hgvstci}
+  Pr [Auwstei(n) = 1 A Failed-Dec | 03] .
Strgyci’0

From part (2) of this corollary we have Prggrgy, [0'/] > negl(n). From the same part,

we also have that Prgirgy,, [08“5“1] > negl(n). Also similarly as before, we can prove that
Prsirgy, [Failed-Dec] = negl(n) and Prsirgy . , [Failed-Dec] = negl(n). Consequently, it follows
that:
Pr [Awstm;(n) = 1 A Failed-Dec | O(V)VSJ“CT = negl(n)
Strgy,
Pr [.Awstci(n) = 1 A Failed-Dec | HE)VStCi] = negl(n)
Strgy. o

Pr  [Failed-Dec | 05| — Pr  [Failed-Dec | 03] | = negl(n).
Strgryo[ ailed-Dec | 65>*'] Strg;lfci’o[ ailed-Dec | 65°*'] | = negl(n)

Also using the same techniques described earlier, we can easily verify that

Pr [Awstci(n) = 1| Failed-Dec N G(V)VStCi] = Pr [.Awstci(n) = 1| Failed-Dec N G(V)md] .
Strgy, Strgy.i o

Now the proof is complete.

g
Proof of Part 4. Follows from the very description of the SIMULATION phase of A, con-
sidering that for both & = 0 and h = 1 we have 6" A Bad = .

g
Proof of Part 5. Follows immediately from the previous parts of the corollary. ad

C.9 WSTCI Game and Nonce Challenge

The proof that we have given so far is for the case where the adversary makes only a key-
challenge query in his guessing phase. The proof for the other case (i.e. the case where the
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adversary is allowed to make only a nonce-challenge query) is obtained in a very similar manner
with the following simple modifications. First in the SETUP phase, besides us, ..., u;, we also
sample w41 < {1,...,n}, with associated parameters (oniy 1, kdiy1, kd; ), and, further, require
the following conditions: (a) the number of keys which encrypt the on;;1’th occurrence of z,,
and which are coinductively irrecoverable is kdj;1 (we call this set of keys A), (b) ky, is the
k‘d;H’th lowest key among A, and (c) @y, , = Tcp, where z., is the nonce challenged by the
adversary in the guessing phase. We continue to sample the same number of b;’s (from the
same distributions) under the new reduction, and we answer to encryption queries in the same
way as Strgy,, with the following modification: for any o; < onj4+1 and o2 > on;4;, we replace
Tyy,00 With fney,,, (i.e. fake nonce) and wy,_ 0, With ncy,, (real nonce), where x;, denotes
the o’th occurrence of x;. For @y, , on,,, if biy1 # b then we replace it with fnc,,,,, and,
otherwise, e replace it with ncy, . Finally for challenge(zcn), if 2y, # Tcn, then we halt the
execution (a failing situation), and otherwise, we always return ncy, . Now using the approach
used to prove Lemmas we can easily verify that the two events which remain at the end
of the proofs (i.e. those which correspond to 60 , . and 6. , .) are the following two events: (1)
the one in which all keys/nonces are replaced with their real values (in particular, nc,,,, is
used both to replace x,,_,’s and as the value returned in response to challenge(z.,, ,)), and (2)
the one in which all keys and nonces, except z,_,, are replaced with their real values, and for
Ty, the following holds: all occurrences of z,,,, (during the interaction phase) are replaced
with fncy,,, and ncy,, is returned in response to challenge(zy,, ). We omit the details. This
concludes the proof.

C.10 Proof of Lemma 3|

We formulate a new variation of the WSTCI game, which we call WSTCI, as follows: the game
again proceeds in three phases: the setup phase, the interaction phase, and the guessing phase.
The setup phase of WSTCI; is exactly similar to that of the WSTCI game; namely, the values
{(pk;, sk;) }1<j<n, {ncj}1<j<n and the challenge bit b are sampled; symbols {(k;, k:j_l)}lgjgn and
{z;}1<j<n are introduced; and finally the computational mapping 7 is accordingly initialized.
In the interaction phase, the adversary first arbitrarily chooses a challenger’s private key, say
k- ! and then begins adaptively interacting with the challenger by issuing the following queries,
with the only restriction that at the end of the interaction phase, it must hold that & ! ¢
closure.(eval-exp'). Before discussing how responses to adversary’s queries are made, we define
two key-renaming functions Ry and R; as follows: Ro[k,jl] = k;l, for all 1 < h < n (i.e. the
identity function), and Ry[k; '] = k;', if » # 4, and Ry[k; '] = K’; '. The adversary’s queries as
usual are:

— Corruption: A corruption query corrupt(j) is answered by returning sk;.

— Encryption: In response to an encryption query encrypt(e,j), the challenger does the fol-
lowing: if b = 0, the challenger returns ¢ < [{e}s;]-, and if b = 1, he returns ¢ - [{e}, ],
where 7/(s) = 7(s) if s # k; ', and 7/(k; ') = fsk;, with fsk; + Geny(n) being chosen
independently from all values sampled in the setup phase. (Here Gen; denotes the second
component, that is the secret key, of the key-generation algorithm.)

— Decryption: As in the WSTCI game, a decryption query decrypt(c, j) is replied to with L if
any of the following conditions hold, and with Dec(c, sk;), otherwise: (a) (c, ) is coinduc-
tively visible in eval-exp; or (b) there exists ({e},, Ep) € eval-exp such that {e}z, has a
subexp {ep}x, where Ry [{ep}k,] is type-1 and c is the corresponding computational image
of {eh}kh in Ep.
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— A Subexp-Testing query is also treated similarly as before: namely subexp({e},, bsi, {€'}x;, bs;)
is answered by 1 if bs; is the corresponding computational image of {¢’ }kj in bs;, and by 0,
otherwise.

Finally, in the guessing phase, the adversary outputs his guess for b. Similarly to Definition [4]
we can define [-WSTCT; security, for any constant {.

Intuitively, an adversary under the WSTCI; game is challenged to tell two worlds apart:
one in which all occurrences of k; ! receive a fake value, and the other in which all of them
receive the real value. By slightly modifying the proof of Lemma [2| one can also prove that
CCA2 security implies I-WSTCT; security, for every constant [. For this, to reduce Awsrcrt, ,
attacking the scheme in the sense of [-WSTCT{, to Acq, attacking the scheme in the sense
of CCA2, we just need to make the following two adjustments to Algorithm 1 (which is the
SETUP phase of Acq): (1) We let u; be the index of the challenger’s key that Awsrcr, decides
to challenge in the beginning of the interaction phase and sample ug, ..., u;—1 as in Algorithm
1, and (2) bj41 is no longer sampled under this new construction, and, instead, we let b, = 1
and sample bs11,...,b_1 as that in Algorithm 1. The rest of the construction stays unchanged.
With these adjustments, the following statement follows:

CCA2 = WSTCT, (48)

As the next step, we introduce another game, called the SEG game. (Here SEG stands for
subexp generation.) The SEG game proceeds in three phases: the setup phase, the interaction
phase, and the generation phase (as opposed to the guessing phase). The setup phase runs
similarly as in the WSTCT; game, except that under the SEG game no challenge bit is sampled.
The interaction phase is also similar to that of WSTCT?=? (i.e. the WSTCI; game when the
WSTCI;-challenge bit is 0), except that subexp-testing queries are no longer allowed. Namely, in
the interaction phase, the adversary first chooses a challenger’s key &, ! and starts interacting
with the challenger by making only corruption, encryption, and decryption queries, provided
that it must always hold that & U ¢ closure.(eval-exp'). Finally in the generation phase, the
adversary outputs ({e},, Fi, {€'}x;, E;); the output of the game is 1 (the adversary wins) if all
the following conditions hold, and 0 otherwise: there exists ({ep}x,, £y) € eval-exp such that (1)
{e}k, is a subexp {e,}1, and is encrypted in {e,}, only under keys whose decryption keys are in
closure.(eval-expt) (i.e. {e}y, is coinductively visible in eval-exp), (2) E; is the corresponding
computational image of {e}y, in Ep, (3) {e'}r; T {e}r;, (4) {€'}#, is type-1, and (5) Ej is the
corresponding computational image of {e’ }kj in E,. We say that an encryption scheme provides
SEG-security if for every A, his probability of success is negligible.

Finally as the last game, we define a weaker version of the SEG game, which we call
SEG,, game, which is exactly like SEG except that its interaction phase proceeds according
to WSTCT4=0 (i.e. all occurrences of k; ! are replaced with the fake value fsk;). Now it is not
hard to prove that if an encryption scheme provides IND-CCA2 security, then it also provides
SEG,, security. Before presenting the statements formally, we give some explanation about the
SEG (and SEG,,) games.

First without loss of generality we assume that for the adversary’s output ({e},, Ei, {€'}+,, Ej)
the conditions (1), (2), (3) and (4) above always hold. Note that this is without loss of general-
ity, because conditions (1), (3) and (4) can be trivially checked by the adversary, and condition
(2) can also be checked by the adversary because of the following observation (that was also
pointed out previously a few times): if {e; }x, is encrypted under a key k, (where by assumption
k! € closure.(eval-exp')) and even if the adversary does not know the computational value of
k!, the adversary can obtain it by querying corrupt(k;'); note that this last query does not
change the symbolic knowledge of the adversary.
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We now formally show the following statement which was informally stated above.

Lemma 15. (1) IND-CCA2 = SEG,,
(2) IND-CCA2 = SEG

Proof. Proof of (1) is relatively straightforward; namely, if Agcq, attacks the scheme in the
sense of SEG,, and wins with a non-negligible probability, then one can build A, to win in
a CCA2-indistinguishability experiment under key pk (whose matching secret key is unknown
to the adversary) as follows: if Ageg, chooses to challenge k; ! then we use pk as the value
for k;, and after that, we generate a fake value fsk; to replace k; s, and freshly generated
values for all other symbols of the challenger, thereby forming the concrete-evaluation function
7. Also, in the beginning, A.., guesses the encryption query number and the “index of the
subexps”, which Aseg,,’s output is going to depend on in the generation phase. (To stay in
line with the above formalization, we assume that the (a priori unknown) encryption query is
encrypt(ep, kp) and also assume that {e}z, and {e'}, are as above. Note that {e};, need not
be guessed, as it is uniquely determinable from {e,}s, and eval-exp.) Now when A.., has to
reply to encrypt(ep, kp), he generates Eo, E1 < [{e'}x,]-, and, based on Ep, E1, he produces
E{, E}, computational images of e. Now he submits (E{, E{) to his LOR~encryption-oracle to
receive the challenge ciphertext ¢, and based on ¢, he properly builds ¢,, a computational image
of {ep}kp and returns ¢, to Aseg,. Now using 7, he replies to the rest of Ayeq,’s queries in
its usual way. (No more query will be made to the CCA2-LOR-encryption oracle.) Note that,
Aseg,, is not permitted to ask for decryption of ¢ under the secret key of the oracle. (since it is
an invalid decryption query, guaranteed by the assumption that {e}, is coinductively visible in
{ep}r,; actually this is the only reason we included that requirement for valid SEG outputs.)
For decryption requests for all other ciphertexts, A.., can decrypt them either by himself or
through his decryption oracle. Now when Ay, returns his output in the generation phase,
Acca can use this to determine what message was encrypted under his CCA2-oracle. It is obvious
that the probabilities of success of the two adversaries are polynomially related. We omit the
details.

A similar approach taken for part (1) does not work for part (2) since k; ! under the
SEG game, has to be replaced under its real value, and, hence, we cannot directly simulate an
Aseqg adversary using an A, adversary. Rather, we do the following: we show that for every
Aseq attacking the scheme in the sense of SEG, his probability of success, Psq, is negligibly
different from his probability of success, Psey, , which would have been obtained if run under
SEG, thereby concluding from part (1) that Py, must be negligible. Now why should it be
that |Pseg — Pseg, | = negl(n)? Because, otherwise, one can construct an adversary Aystet; to
break the WSTCT-security of the scheme, and as a result of its CCA2-security, reaching
a contradiction. It is also immediate to see how one can construct Aysict, from Agey; namely,
when A, challenges an adversary’s key in his interaction phase, Aysict; starts by challenging
the same key, and answers all A,c,’s queries using his own oracle access. Note that Aysier,
can perfectly simulate and answer to A,.,’s oracle queries using his own oracle access, and
depending on the secret bit b, it results in one of the two induced distributions that corresponds
to Aseg’s Tun either under SEG or under SEG,,. Now when A, returns his output in the
generation phase, Aysicr; queries this output from his, additional, subexp-testing oracle, and
returns whatever the oracle returns. Now it is easy to see that A,sict,’s advantage is exactly
| Pseg — Pseg,, |, and this completes the proof.

a

Completing the Proof of Lemma [3; Suppose A provides I-Cl-security, but not I-WSTCI-
security. Thus it must be the case that, with a non-negligible probability, .4 makes a decryption
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query that is valid under the [-CI-game, but not under the I-WSTCI-game. That is, with a non-
negligible probability, at some point, A produces a decryption query decrypt(E;, w) for which it
holds that there exists ({e,}r,, Ep) € eval-exp such that {e,}r, has a “type-17, “coinductively-
invisible” subexp {e'};, where Ej is the computational image of {e’}; in Ej,. Using this obser-
vation, one can construct another adversary, A’, who attacks the scheme in the sense of SEG
and wins with a non-negligible probability. The reduction is simple: A’ just needs to guess the
encryption query number (which makes ({ep},, Fp) as described above), the “index” of the
subexp of {e,}r, that corresponds to {€'}x;, and the index of the subexp of {e,}r, that corre-
sponds to {e}y, (here k;” 1is going to be the key that A’ is going to “challenge” in his interaction
phase), and the decryption query number that corresponds to decrypt(E;, w). Therefore, the
encryption scheme is not I-SEG secure, and, hence by Lemma is not IND-CCA2 secure,
reaching a contradiction. ad

C.11 Lemmas [2| and [3| with Symmetric Encryption Schemes

The proofs that we gave for Lemmas [2] and [3] easily extend by adding the symmetric encryption
scheme (and hence disallowing k; s, where k; is a public key, to occur as plaintexts). The reason
that we chose to work with these modified versions of the CI and WSTCI games was to do away
with the encryption oracles (which encrypts a single plaintext under the oracle’s key) which
would be otherwise present if we were dealing with private-key encryption also. Nevertheless,
all the presented proofs simply extend by observing that in IND-CCA2 definitions for symmetric-
key encryption schemes there exists an additional encryption oracle which encrypts plaintexts
under the oracle’s key. (This can aslo be modeled using a LOR encryption oracle, with the
two messages given to the oracle being the same.) Now we briefly explain how the extension

is made: in Algorithm 1 (with omitting some details), ky,, Ky, ,,- -, ky, Will now be selected
from {k1,...,kn, ki7", ... k'™ }. (Note, although symmetric decryption keys do not occur as
plaintexts, meaning that the guessed parameters usy1,...,u; should definitely be indices of

symmetric key symbols (or otherwise the guessing is obviously wrong), we let all u;’s be selected
from the space of indices for both symmetric and asymmetric keys. Although this may result
in trivially wrong guessings, excluding it does not significantly improve the reduction bounds.)
Now in the SIMULATION phase if k,, is a public key, no substantial change is needed.
Otherwise, if k,, is a symmetric key, A..q will again replace all the occurrences of k,, as a
plaintext with a fake value, and, now, makes “single” encryptions under k,_ with the aid of his
encryption oracle. The rest of the SIMULATION phase does not need substantial changes.

D Proof of Theorem [3|

Suppose £,y provides IND-CCA2 security, and &y, provides both IND-CCA2 and INT-CTXT
security. We want to prove that &, = (Eusy, Esym) provides [-ACI-security. First by Theorem
|2| we have that &, provides [-Cl-security; therefore, we just need to show that &, provides
security under the ACI game. For the sake of contradiction, suppose there exists Aqe; who
attacks &, under the ACI game and wins with a non-negligible probability; namely, with a
non-negligible probability for his outputs (c,7) it holds that (1) k¥ ¢ closure.(eval-exp'), (2)
Decsym(c, ck;) # L, and (3) (c, 1) is not coinductively visible in eval-exp. (See the corresponding
Definition in Paragraph ) We first give a couple of claims below.

Claim A: We claim that, under the security assumptions made above about &,y and &gy, for
every adversary A in the ACI game, the probability that the following event occurs is negligible:
A during his interaction phase makes a query decrypt(c’,s), for s € {k; ', ... kL kY™ o kY,

such that there exists ({ep}r,,cn) € eval-exp which has a type-1 subexp {e;}s,, for s; €
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{kiy ook, K3V kY™ ), where 57t ¢ closurec(eval-expl), {ei}s, & clsoure.(eval-exp') and
¢ is the underlying value of {e;}s, in ¢p. This is because, otherwise, one can modify A slightly
to construct a new adversary who wins with a non-negligible probability under the SEG game,
and by Lemma contradicting the fact that &y, and &y, provide IND-CCA2 security.

Claim B: We claim that with the assumptions made about A,.; and the assumptions made
about &usy and &gy, above, the probability that the following occurs is non-negligible: for
Agei’s output (¢, i) all conditions (1), (2) and (3) above hold and moreover it holds that there
does not exist ({ex}r,,cn) € eval-exp such that {es}y, has a type-1 subexp {e;}s,, for s €
{kiy ook, K3V kY™ ), where st ¢ clsoure(eval-expl), {ei}s, & clsoure.(eval-exp') and
 is the underlying value of {e;}s, in ¢j. This claim follows immediately from the previous claim
and the assumptions made about Ag;.

Now we introduce a new adversary Aysii1 who, using A, as a blackbox, attacks &, un-
der the WSTCI; game as follows. Aystei1 first in his interaction phase guesses k;”", the
symmetric key that A.e; is going to challenge in his guessing phase, specifies k¥ as his
WSTCI;-challenge key, and then replies to Agei’s queries using his own oracle access. (We will
explain a bit later why A1 is able to answer to all A,e;’s queries.) Once Ag,e; moves to his
guessing phase and outputs his ACI-challenge (¢, ), first if the key that Ay siei1 guessed in his
interaction does not match the key that A,.; challenges, then A, i1 returns a bit uniformly
at random. Otherwise, Ay sti1 calls his decryption oracle on (c, k:f Y") and determines his guess
for the WSTCI;-challenge-bit as follows: if the decryption oracle does not output L, then A steit
outputs 1, otherwise he outputs 0.

Let’s first show that why A.stei1 is able to answer to all Agu;’s queries. First it is easy
all encryption and corrupt queries of A, can be perfectly handled by Asici1’s oracles. As
for decryption queries, we claim that for both bysicit = 0 and bysieit = 1 (where bysiein s
the WSTCI;-challenge bit), the probability that A,.; makes a decryption query that cannot
be answered by Aysiei1’s decryption oracle (because of the additional decryption condition
presented there) is negligible (or otherwise one of the assumptions made above is violated). If
bwstcit = 0, this claim immediately follows from Claim (A). If bysiein = 1, things are less clear
(because here the occurrences of ;"™ as a plaintext are “faked” and it is not clear how Claim
(A) applies to this situation). However, under bysii1 = 1 the view of A, will be identically
distributed as his view under an ACI game in which he replaces all plaintext occurrences k;¥""’s
in his encryption queries with a new private key symbol &'7"™. Now if under bystei1 = 1 the
above claim does not hold, one can properly modifies Ay in such a way that the new A, will
violate the statement of Claim (A). We omit the details.

Now having shown that the simulation can be done, now from Claim (B) it immediately
follows that the probability that Aystei1 outputs 1 when by,sti1 = 0 is non-negligible. As a result,
from Equation we obtain that with a non-negligible probability (c, ck;) (i.e. the output of
Aqei) is also a valid decryption query under world WSTCI1,—;. Now since under WSTCI1,—;
all occurrences of kf Y™ (i.e. the key that Aysiei1 specifies in the beginning of his interaction
phase) are replaced with fake values, “(c, ck;) being a valid decryption query under WSTCI1;—¢
implies that for no ({ep}x,,cn) € eval-exp, it holds that {e}, has a subexp {e/}kfym with ¢
being the underlying value of {¢ }k;fym in ¢p. (This is because {e’ }kfym is always type-1 under
world WSTCI1,—;.) Now this enables efficiently performing an INT-CTXT attack. We provide
the details below.

We define a new game, the ACI1 game, as follows: the ACI1 game is similar to the ACI
game with the only difference that in the beginning of the interaction phase the adversary
has to specify kY™, the key that he is going to challenge in the guessing phase, and this key
should remain coinductively irrecoverable during the game. Moreover, during the interaction
phase all occurrences of k™ (as a plaintext) are replaced with a fake value. (i.e. The value used
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for kU™

when it appears a plaintext is independent of the value used when it appears as an
encryption key.) Finally a playing adversary under the ACI1 game wins if for his output, (¢, 1),
it holds that there exists no ({e;}x,,c;) € eval-exp such that {e;}x; has a subexp {e'}zsvm with
¢ being the underlying value of {€'},svm in ¢;. Now from what proved thus far, we can easily see
that Ag; wins under the ACI1 gamé (i.e. breaks ACII security). The following claim concludes
the proof of this theorem.

Claim C: If &y, provides INT-CTXT security, then (Esym, £asy) provides ACI1-security.

It is fairly easy to see why the above claim is true; the central idea is that all occurrences
of kY™ (the key that is specified in the interaction phase of the ACI1 game and for which
a fresh ciphertext is produced in the final phase) as a plaintext are given a fake value; this
enables making an INT-CTXT attack without having to know the underlying value of the key
which parameterizes the CTXT-encryption oracle. To formalize the idea, we briefly show how
to reduce the ability of Byei1, who wins under the ACIl-game, to a new adversary, Be, who
breaks the INT-CTXT security of Eym. Since Byt attacks under the INT-CTXT game, he is
provided with an encryption oracle, which encrypts messages under an unknown random key
ck, and his goal is to produce a fresh ciphertext (not generated by the oracle) which decrypts
to a meaningful plaintext under ck. Now the idea of the reduction is clear: B, simulates Bgei1,
generates random values for all basic symbols (as well as ¢k}, a fake value for k:f Y™ and replies to
Baci1’s queries using his generated values, with the only exception that encryptions under &;”"™
are performed by its encryption oracle; namely, to compute the bitstring value of an expression
like {e} kv, he first recursively computes F, the bitstring value of e, and then calls his oracle
on E to obtain the bitstring value of the expression. (We stress here again that all “plaintext”
occurrences of k¥ are replaced with ck].) Note that corruptions and decryptions of Agein can
also be very easily replied to by B.t,. Now when By outputs his guess (¢, i), Byt also outputs
c. This completes the proof.

g

E Revealing Random Coins

Our computational trace-based model for protocols analysis (Section |3) assumes that if a user
u; is corrupted by the adversary, the adversary will only obtain the long-lived secret key of u;
and symmetric keys/nonces that u; has generated during the sessions she has engaged in, but
not her past random coins. In this section we present some results which allow us to relax this
assumption by allowing the adversary to also obtain the random coins of the corrupted users.
For this, for every user u;, we partition the random coins used by u; to R}Li, those used to
sample the pair of long-lived keys, symmetric keys and nonces, and Rii, those used to perform
encryptions throughout the execution.

E.1 Random Coins for Non-Encryption Operations

We can easily show that our soundness results extend if the computational model is strengthened
by allowing the adversary to additionally receive R}w for every u; who he corrupts. We call this
new computational model Cyeak-coins, and call the respective soundness notion (defined along
the lines of Definition (1) the soundness+weak-coins-revelation notion.

Theorem 5. Suppose &, = (Easy, Esym), where Eusy is IND-CCAZ secure, and Egym is both
IND-CCA2 and INT-CTXT secure. Then for every PPT adversary A under the Cyeak-coins
model, bounded protocol II (See Section@ it holds that

RP}; (3{ coind-legit Ap} : FT(Ar) < CT(Ac, Ra, Ru, Ilg,)] > 1 —negl(n)
A IVH
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To prove the above theorem, first we can easily show that if the CI, ACI, and CNM games
are strengthened such that under a corrupt(s) or reveal(s) query, the random coins used to
sample 7(s) are also given out, then Theorems [2| and |3| extend for these stronger definitions.
The extension is easy; the only thing that needs to be added to Algorithm 1 is that under a
corrupt(s) or a reveal(s) query, Acq, returns the random coins he used in the SETUP phase
to sample the corresponding random bitstring. We omit further details. Finally the same poof
given for Theorem (1] applies (with very small modifications) to conclude that extended-ACI-
security implies extended-CNM-security and this latter implies extended soundness. We omit
the details.

E.2 All Random Coins

We show that for every single-encryption protocol our soundness extends to still a stronger
setting wherein all the random coins of a corrupted user are given to the adversary. We call
o= (M, ME,...,MX), for X € {I,R}, a single-encryption protocol if for all its components
M]Y it holds that M]Y has only one layer of encryption. (i.e. If MJY has a subexp {M'}g,
then M’ does not have any encrypted subexp.) We denote this stronger computational model
by Cstrong-coins (in which if u; is corrupted, then ”Rgl is also given out), and also refer to the
respective soundness notion by soundness+strong-coins-revelation.

Theorem 6. Suppose &, = (Eusy, Esym), where Eusy is IND-CCA2 secure, and Esym is both
IND-CCA2 and INT-CTXT secure. Then for every PPT adversary A under the Cstrong-coins
model, single bounded protocol II, it holds that

Pr [ coind-legit Ap} : FT(Ar) < CT(Ae, Ra, Ru, lg,)] > 1 —negl(n)

Ra,Ru

To show the above theorem, we first define variants of the CI, ACI and CNM games, which
are single-encryption-based variants of them strengthened by adding a new type of query. For
every CI, ACI and CNM game, the new variant of the game requires that, for every query
encrypt(e, k) of the adversary, e must be an encryption-free expression. (i.e. e does not have
a subexp of the form {€'};.) Moreover the new variant allows a new type of query as fol-
lows: for ({e}r,c) € eval-exp, if R is the random string used by the challenger to obtain
¢ from its corresponding plaintext, the adversary can make a query reveal-coins(c) to ob-
tain R, provided the following condition holds: either k¥ = k¥ (i.e. k is a symmetric key)
and kY™ € closurec(eval-exp, corrupt-keys), or k = k?sy (i.e. k is an asymmetric key) and
e € closure.(eval-exp, corrupt-keys). For X € {CI,ACI,CNM}, we call the respective ex-
tended game the single-encryption, coins-revealing X (shortly the SECRX) game.

We first briefly explain how the proof of the second part of Theorem [1| extends to conclude
SECRCNM = soundness. In the proof the only part that is added is that when the simulated
adversary A.s corrupts u;, and assuming that u; has already sent a ciphertext ¢ (encrypted under
random coins R) to, say, (corrupted or uncorrupted) u;, we need to show how the simulating
adversary Acnm, obtains R and gives it to A.s. We describe the idea through a running example:
consider two cases: (a) ¢ is the computational image of {(x; s n, kfzzlh)}kj (i.e. ¢ is obtained by
encrypting the concatenation of the local nonce and symmetric key under u;’s public key); and,
(b) ¢ is the computational image of {(2; sn,h, kfg;nh)} goym (i.e. ¢ is obtained by encrypting the
concatenation of the local nonce and symmetric key under another local symmetric key. See the
proof of Theorem [1] for the meaning of these symbols). Now if (a) is the case, note that after
Ags corrupts u;, the simulating adversary, Acpm, (to simulate Ac) corrupts x; ¢, 5 and kfzznh)
(among perhaps other corruption queries) to give their computational images to A.s. Now at
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this point A¢pm under the CNM game is legitimately allowed to obtain random coins used to
encrypt ¢ under both cases (a) and (b) above.

Now the proof of the other part of Theorem [I] follows exactly as before. We now briefly
explain how the proof of Theorem [2| extends for the SECRCI game. (The extension for The-
orem [3| also follows similarly.) For this, suppose for ({e}y,c) € eval-exp the adversary makes
reveal-coins(c) query. Now since e € closure.(eval-exp', corrupt-keys), in Algorithm 1, the
ciphertext c¢ is constructed entirely by A.., adversary himself, without calling his left-or-right
encryption query. This is because, in Algorithm 1 for the guessed parameters us, usy1,-- -, Uy,
ONsi1,...,on;, the (only) subexpression whose computational value is obtained through the
left-or-right encryption oracle (and hence its underlying random coins cannot be determined
by Acca) is the subexpression that contains k,, +1,0M41 (plus satisfying some more properties).
Moreover, the guessing procedure requires that k:;sl+1 (and other k:;il’s) remain coinductively
irrecoverable during the game.
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